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BBegeHue

BBepeHme

[JaHHbIN CNPaBOYHMK COAEPXUT KOMaHAbl 415 ypaB/ieHns ycTporictBoMm Hopper
NnocpeAcTBOM MHTepderica KOMaHAHOW CTPOKU. 34eCb NPUBEAEH MOMHbIN CANCOK BCEX
LOCTYMHbIX KOMaHA,. Takxke yKa3aHbl NprIMepbl TOro, Kak UCMNo/ib30BaThk Hanbonee
pacnpocTpaHeHHbIe U3 3TUX KOMaHJ, 06Laa nHGopmaLms o B3auMOCBSA3N MeXAy
KOMaHAaMu 1 MPUHLMNMAAbHbIE OCHOBbI TOrO, Kak MX MCMONb30BaTh.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JaHHOe pyKOoBOACTBO NpeAHa3HauYeHo A5 CETEBbIX aAMUHNCTPATOPOB MW CNELMANNCTOB
MO BbIYNCINTENIbHOM TEXHMKE, OTBEYAOLLIMX 3@ HACTPOKY 1 MOAAePXKKY Hopper Ha mecTe.
OHo TakxXe npegHa3Ha4yeHo A9 onepaTopoB, KOTopble ynpaBnatoT Hopper. JokyMeHT
OXBaTblBaeT TEXHUYECKMe NpoLeaypbl MOALEPXKKN BbICOKOTO YPOBHS A1
root-afMMHNCTPATOPOB U COTPYAHMNKOB TEXHNYECKOW noasaep>kkn Hopper.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic

CTPOKOM KOMaHAHOM cTpoky Hopper, ee nepapxmyeckyro
CTPYKTYPY, YPOBHU aBTOPM3aLNL 1 BOSMOXHOCTU
CNpaBKwu.

OnncaHve KOMaHA AndaBUTHbIN CMNCOK KOMaHJ, KOTOpble MOXHO BBOANTb

B KOMaHZHOW CTpoKe AN HacTpoliku Hopper.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLme o603HaueHUs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JNnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.
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BBegeHue

I <(3aMEHSEMBIN 3JIEMEHT>

JnemMeHTbI B YrnoBbIX cKobkax nognexaTr
3aMeHe.

x|lyl2 Obs3aTenbHble aflbTepHATUBHbIE KNKO4YeBble
C/1I0Ba rpynnmMpyroTCsa B KPYr/bIX CKOBKaxX 1
pas3AenstoTcs BepTUKanbHOM YepTon.

x|y]z Heobs3aTenbHble anbTepHaTUBHbIE

KntoYueBble CNoBa rpynnupytoTcs B
KBaApPaTHbIX CKOBKaXxX N pasfensoTcs

BEPTUKaNbHON YepToN.

OnuncaHme KaxAoM KOMaH/bl paszeneHo Ha

cneayoLime nojpasgensi:

OnwncaHwe OnuncaHve TOro, YTO KOMaHAa Aenaer.
CuHoncuc O6wuin opmaT KOMaHAbI.
MNpedwukc no B03MOXHOCTb MCMONL30BaHWSA B KOMaHe

npedukca no.

MeHsieT HacTponKu

CNocobHOCTb KOMaHAbI MEHATbL HACTPOIKN.

MHOrokpaTHbIi BBOA

BO3MOXHOCTb M HOrokpaTHOro Beoja
KOMaHAbl.

BxoxzaeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KOoMaHgaa. Ecam rpynnel HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodelica

Tun nHTepdeiica, Ha KOTopbIA BAVAET
KomaHga. Pasgen He oTobpaxaeTcs, ecau
JAAHHBIA KOHTEKCT He MMeeT CMbIc/1a ANs
KOMaHZbl.

NHTepdelickl, ncnonb3yemble B CUCTEME, U
OTHOLLEHUS MeXAY HAMW MOKa3aHbl Ha
Anarpamme Hmxe.

AprymeHThI

ApryMEHTbI, eC/in eCTb, N NMOACHEHNA K HNM.

Mpumep

NnntocTpauus Toro, Kak KOMaHAa BbIFNSANT
npwv Bbi3oBe. NocKoNbKy NHTepdenc NpocrT,
HeKOTOopble MPUMEPbI OYEBUAHbI, HO OHU
BK/IFOYEHbI ANS ACHOCTW.

MpymeYaHus, NpesynpexaeHns N NpeAocTepexeHs NCNob3yoT caeayoLume

0603HaueHus.

MpnmeyaHue:  O3HadaeTt "umTatesb, NPUMU K CBeAeHUI". lNpnMeyvaHunsa cogepxxaT
nose3Hble COBETLI UM CCbUTKX Ha MaTepuaibl, He cojepKalimecs B
JaHHOM cnpaBoYHMKe.

MNpepyrnpexxaeHe:

O3HauaeT "4unTartenb, BHMMaHMe!". Ballun 4eNcTBmS MOTYT NPUBECTU K

noBpexaeHnmto O60pyAOBaHI/IFI nnan noTtepe AaHHbIX.
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

Mpoueccop

MediaTek MT7981B Aarch64 (ARM64)® Cortex-A53 1300 MHz, 2 cores / 2

threads

OnepatuBHasa namaTb 512MB DDR4-2133

dnew-namaTb

Ethernet

usB

Wi-Fi

256MB

MopThl Mwukpocxema NMpymMmeyaHus

4 MT7531AE

MeTka CkopocTb MpumeuaHusa

0 1000 MéwuT/c Mopt WAN

1 1000 MéuT/c

2 1000 MéwuT/c

3 1000 MéwuT/c

MeTtka CKopocTb MpnmeyaHus

1 USB 3.0

YacToTHbIi | MUKpocxema MpumeuaHusn
AvanasoH

24TTy MT7976C 802.11ax 2x2, QAM256
5MTy, 802.11ax 3x3, BF, MU-MIMO, DFS
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B aTOI rnaBe onncaHo, Kak No/ib30BaTbCs MHTepdelricoM KomaHaHoM cTpoku (CLI) Hopper,
ero vepapxuyeckas CTpyKTypa, ypOBHU aBTOPM3aLMn 1 BOSMOXHOCTY KOHTEKCTHO
Mo/ CKa3Ku.

OCHOBHOE CPeACTBO YrpaB/eHNst MapLLPYTN3aTOpPoM Hopper — 3To MHTepdeiic komaHAHO
cTpoku (CLI). HacTpOMKM CUCTEMbI MOHOCTBHO ONUCLIBAKOTCS B BUAE NOC/eL0BaTeNIbHOCTH
KOMaH4, KOTOpble HY>XHO BbIMOIHNTb, YTOBbI MPUBECTI YCTPONCTBO B 3alaHHOE COCTOsIHME.

Hopper nmeet Tpu BMUAa HacTpoOeK:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLanbHOM CEKTOpPe SHEProHe3aBNUCMONA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikum no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3anmncbIBalOTCA NMpw npomnssoacTee Ha Hopper. RESET Ha
Koprnyce No3BossieT COpoCcUTb CTapTOBbIe HACTPOMKWN Ha
3aBojcKue.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHZHbIi nHTepnpeTaTop Hopper pa3paboTaH TakMM 06pasoMm, YTo6bl MM Mor
NoNb30BaTbCs KAK HAUMHAOLLMIA, Tak 1 OMbITHLIN NONb30BaTeNb. Bce KOMaHAbI 1
napaMeTpbl UMEIT SICHbIe 1 erko 3anoMuUHakoLLMecs Ha3BaHKs.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpuwmep, IP-agpec ceteBoro nHTepderica GigabitEthernet1 3agaetca komaHgon address,
KoTopasi HaxoauTcsa B rpynne interface - ip:

(config)>interface GigabitEthernetl ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface GigabitEthernetl
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA

36

[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Gi[Tab]
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Usage template:
interface {name}

Variants:
GigabitEthernet0
GigabitEthernet0/Vlanl
GigabitEthernetl

(config)> interface GigabitEthernetO[Tab]

Usage template:
interface {name}

Variants:
GigabitEthernet0/Vlanl
GigabitEthernetl

(config)> interface GigabitEthernet@[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLeil KOMaHge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface GigabitEthernetl [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface GigabitEthernetl

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,
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MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1
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naBa 2 3HaKOMCTBO C KOMaHAHOW CTPOKOWA

3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO

ip route 1.1.1.0 2
.1.3.0 255.255.255.0 PPTP1

ip route

[y

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnv Hopper HaxoAuTcst Ha 3HaYMTeNlbHOM YAaNeHu OT orepaTopa 1 ynpaBasieTcs no

CeTu, BO3HVKAET OMacHOCTb NOTePsiTh CBA3b C HUM MO NPUYMHE OLIMBGOYHbIX AeACTBII

oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OonucaHue KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

MNpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  copy ¢«sources «destinations

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

source Ums gaiina MNyTb K daliny, KOTopbI HE0H6XO0AMMO
CKOMMpoBaTh.

destination |Wma ¢aina MyTb K KaTanory, Kyga éygeT ckonmpoBaH
dann.

Mpumep Hanpuwmep, coxpaHeHmne HacTpoek genaetcsd Tak:
(config)> copy running-config startup-config

(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

VICTOleﬂ N3MeHeHWniA Bepcmﬂ onvcaHue

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHue Yaanutb ¢paiin ns namatn Hopper.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
filename Wma ganna MyTb K paliny, KOTOPLIA HEO6XOAMMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.14ls
OonucaHue BbiBecTy Ha akpaH cnncok ¢ainnos B yKkazaHHOM KaTanore.
Mpejukc no Het
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

CuHoncuc

(config)> s [«directory:]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
directory CTpoka MNyTb K KaTanory. [lomkeH cogepxatb NMs
bainnoBoi CUCTEMbI M HEMOCPEACTBEHHO NYTh
K kaTanory B dopmarte < painoas cmcrema
> < nyTb >. NpyMepbl GpalinoBbIX CUCTEM —
flash, temp, proc, usbn t. 4.
Mpumep (config)> 1s FILES:

rel: FILES:

entry, type = D:

name: com

entry, type = R:
name: IMAX.mkv
size: 1886912512

entry, type = D:
name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:

name: HoBas nanka
VICTOpI/Iﬂ N3MeHeHUn Bepcwﬂ onvicaHue
2.00 JlobaBneHa komaHaa ls.

3.1.5 mkdir

OnucaHwue Co3paTb HOBbI KaTasnor.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog, Het
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CuHoncuc (config)> mkdir «directory»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
directory Ctpoka MyTb K KaTanory.
Mpumep (config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.
(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.
VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue
212 JobaBneHa komaHaa mkdir.
3.1.6 more
OnucaHue BbiBeCTV Ha 3KpaH cofepXXmMMoe TeKCToBOro gaiina NnoCcTpoyHoO.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)> more «filename>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
filename Wms @anna MonHoe nma gaina nam NCeBAOHUM.
Mpumep (config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1l rotate
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 JlobaBneHa KoMaHa more.
3.2 access
OnucaHwue HacTponTb nonb3oBaTenbCKniA 4OCTYN K KaTanory Ha USB-ycTpolicTse.
KomMaHza ¢ npedpurkcom no 3anpeLLaeT 4oCTyn K narike.
MNpedukc no Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)> access «directoryswser> modes [ recursive ]
(config)> no access «directorys wusers [ recursive ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
directory Ctpoka HasBaHue KaTanora Ha USB-ycTpoiicTse.
user CTpoka ViMsa nonb3oBarens.
mode forbidden JocTyn 3anpeLueH.
read JocTyn TONBKO AN1A UTEeHUS.
write JlocTyn ToNbKO ANF 3anncK.
read/write |[ocTyn AN YTEHUSA N 3aNUCU.
inherited [MpaBa gocTtyna HacneayoTca oT
pPOANTENbCKOro KaTaiora.
recursive Knoyesoe MpaBa focTyna NPUMEHSIOTCA KO BCEM
C/10BO B/IOXKEHHbIM KaTasoram.
Npumep (config)> access OD5F-1DB6:Downloads test read/write
(config)> no access OD5F-1DB6:Downloads test
VICTOleﬂ N3MeHeHNnN Bepcmﬂ onucaHvie

2.00 JlobaBneHa KOMaH/a access.

3.3 access-list

OnucaHune JocTtyn K rpynne KOMaHA A5 HaCTPOWKN BbIGPaHHOMO CMcKa nNpasun
dnneTpaumm nakeTos. Ecn cNncok He HaldeH, KOMaHAa NbITaeTcs ero
C03/aTb. TaKoW CANCOK MOXET 6bITb NPUCBOEH CeTeBOMY MHTepdeiicy ¢
nomolLLbro koMaHabl interface ip access-group.

KomaHga ¢ npedurkcom no yaansiet cnmcok npasu.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
Bxo>xaeHue B rpynny (config-acl)

Cunoncuc I (config)> access-list name»
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config)> no access-1list name»

AprymeHT

3HaueHue

OnucaHwue

name

Ctpoka

HasBaHuve cnucka npasun ¢unbtpaumn (Access
Control List, ACL).

(config)> access-list

test_acl

Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

Bepcus

OnucaHune

2.00

JobaBneHa komaHaa access-list.

3.3.1 access-list auto-delete

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Bkntountb aBTOMaTmnyeckoe yaaneHune npasun ACL npw yganeHnm
nHTepderica. KomaHaa NpUHYANTENBbHO BKAOYAETCS AN CNNCKOB A0CTyNa
c npedurkcom WEBADMIN .

KomMaHgaa He MoXeT 6bITb BK/IFOUEHa, eC/IN HeT NPUBS3aHHbIX MHTepdelicoB.
NcknoyeHmem aendeTcs YteHme startup-config.

KomaHga c nped1Kcom no oTKItoYaeT aBToMaTMyeckoe yaaneHue.

Ja
Aa

Het

I(conﬁg-acD> auto-delete

I(conﬁg—adﬁ>noauto-de1ete

(config-acl)> auto-delete
Network::Acl: Enabled auto-deletion for " WEBADMIN Home" access »

group.

(config-acl)> no auto-delete
Network::Acl: Disabled auto-deletion for " WEBADMIN Home" access »

group.
Bepcus OnucaHve
3.09 JlobaBneHa koMaHa access-list auto-delete.
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3.3.2 access-list deny

OnuncaHwmne

Mpedukc no

MeHsieT HacTpoVikm

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config-acl)>

KomaHga ¢ npedurkcom no yaanseT npasuso.
Ja
Ja

deny (tcp | udp) <sources <source-mask>
[port((<«src-port-operators<source-port:)|

( range <source-ports <source-end-port»))]
<«destinations <destination-mask>

[ port((<«dst-port-operator «destination-port>)|
( range «destination-port> «destination-end-port>))]

(config-acl)>

«destinations <destination-mask»

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operators<source-ports)|

( range <source-ports <source-end-port»))]
<destinations «destination-mask>

[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]

Job6aBuTb 3anpeLuatoLee npasuno dGnnbTpaLmm NakeTos B yKasaHHbIN ACL.

deny (icmp | esp | gre | ipip | ip) <sources <source-mask>

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask>

AprymeHT 3HayeHue OnucaHue

tcp Krwyesoe | TCP NpOTOKO.
C/10B0

udp Kmiwyesoe |UDP npoToKon.
C/1080

icmp Kmwyesoe  |ICMP npoTokKo.
CJ10BO

esp Krmwyesoe |ESP npoTokon.
CJ10BO

gre Krw4esoe  |GRE NpoTOKO.
CJ10BO

ipip Kroyesoe |IP in IP npoTOKO.
CJ10BO

ip Knwyeoe |IP-npoToKON (BKAtOYaeT B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
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AprymeHT 3HaueHve |OnucaHve
source IP-agpec |AApec UCTOYHKKA B 3arojioBke
IP-nakera.
source-mask IP-macka |Macka, npriMeHeHaeMas K agpecy
MCTOYHKKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVEM C source.
CywecTByeT ABa cnocoba BBOJa MacKu:
B KaHOHWN4eckol dopme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOW
ANVHBI Npedukca (Hanpumep, /24).
source-port Llenoe MopT ncrtouHwka B TCP nnn UDP
uncnao 3aroJioBke.
source-end-port Lenoe OkoHYaHwue frarnasoHa nopTos
4yucJsio NCTOYHWKa.
src-port-operator |1t OnepaTop «MeHbLLe» A/ CPpaBHEHNSA
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» /1Al CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt OnepaTtop «6osbLUe» 418 CpaBHeEHUS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoske
IP-nakerta.
destination-mask IP-macka |Macka, npMMeHeHsaeMas K agpecy
Ha3HaueHWA B 3aronoBke IP-nakeTa,
nepes cpaBHeHneM c destination.
CywecTByeT AiBa cnocoba BBOJa MacKu:
B KaHOHWn4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuJe 6UTOBOI
ANViHbI Npedukca (Hanpumep, /24).
destination-port Llenoe MopT Ha3HauveHwA B TCP namn UDP
uncso 3aroJioBke.
destination-end-port|lenoe OKoH4YaHWe AranasoHa nopTos
uncriio Ha3Ha4yeHunA.
dst-port-operator |lt OnepaTop «MeHbLLe» A/ CPaBHEHNSA
nopTa C YKasaHHbIM
destination-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C yKasaHHbIM
destination-port.
gt Onepatop «6onbLUe» Ans CpaBHEHNS

nopTa C YKa3aHHbIM
destination-port.
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Mpumep

WcTopusa nsmeHeHum

(config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

Bepcus OnucaHue

2.00 JobasneHa KomaHaa access-list deny.

2.06 HoBoe 3HaueHue ip 66110 A06aBNEHO B apryMeHT
protocol.

2.08 Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip.

2.09.A.2.1 JlobaBneHbl AnanasoHbl MOPTOB.

3.3.3 access-list permit

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn

JobaBuTb pa3speluatoLee Npasuno GuabTpaLMm NaKeToB B yKa3aHHbIN ACL.
KomaHga ¢ npedurkcom no yaansiet npasuio.

[Ja

Ja

MHorokpaTtHbiiA BBOg, [a

CuHoncuc

(config-acl)>  permit (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-ports)|
( range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port))]

(config-acl)> permit (icmp | esp | gre | ipip | ip)«<sources<source-mask»
<destinations «destination-mask»

(config-acl)> no permit (tcp | udp) <source> <source-mask>
[ port((<«src-port-operator: <source-ports)|
(range <source-port <source-end-port;))]
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AprymeHTsl

«destinations «<destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
<destinations «destination-mask>

AprymeHT 3HaueHue |OnucaHve
tecp Kriwyesoe | TCP NpOTOKO/.
CJ/10B0
udp Knouyesoe |UDP npoToKoO.
CJ10BO
icmp Kmwyesoe  |ICMP npoTokon.
CJ10BO
esp Krwuesoe |ESP npoToKON.
C/1080
gre Krw4esoe |GRE NpoOTOKO.
C/1080
ipip Kmwyesoe |IP in IP NnpOTOKON.
C/1080
ip Knwuyeoe |IP-npoTOKON (BKAtOYaET B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKMKA B 3arosioBKe
IP-nakerta.
source-mask IP-macka |Macka, npMMeHeHsemMas K agpecy
NCTOYHVKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVIEM C source.
CywecTByeT ABa cnocoba BBOAa Macku:
B KaHOHWYeckolr dopme (Hanpumep,
255.255.255.0) 1 B BUAe 6UTOBOI
AnnHbl npedukca (Hanpumep, /24).
source-port Lesnoe MopT ncrouHmka s TCP nnn UDP
uncno 3arooBKe.
source-end-port Lenoe OkoHuaHWe gmnanasoHa NnopToB
4yucsio NCTOYHWNKaA.
src-port-operator |1t Onepartop «MeHbLUe» Ana CpaBHEHUS
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa C YKasaHHbIM source-port.
destination IP-agpec |Appec Ha3Ha4yeHWA B 3arosioBke

IP-nakeTa.
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Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HaueHve |OnucaHve

destination-mask IP-macka |Macka, nprimeHeHseMas K agpecy
Ha3HaueHus B 3arososke IP-nakera,
nepes cpaBHeHMeM c destination
CywiecTByeT ABa cnocoba BBOAA Macku:
B KaHOHW4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuAe 6UTOBOI
ANViHBI NpeduKca (Hanpumep, /24).

destination-port Lenoe MopT Ha3HauyeHwa B TCP nnn UDP
uncsno 3arosioBKe.

destination-end-port|lesnoce OkoHuaHWe grnanasoHa NOpPToB
yncio Ha3Ha4yeHunA.

dst-port-operator |1t Onepartop «MeHbLUe» ANA CpaBHEHUS

nopTa C YKa3aHHbIM
destination-port.

eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa C YKa3aHHbIM
destination-port.

gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa € yKa3aHHbIM
destination-port.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

Bepcus OnucaHue

2.00 JobasneHa komaHaa access-list permit.

2.06 HoBoe 3HaueHue ip 66110 A06aBNEHO B apryMeHT
protocol.

2.08 Jlo6aBneHbl HOBLIE MPOTOKO/bI esp,gre U ipip

2.09.A.2.1 JlobaBneHbl Arana3oHbl NOPTOB.
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3.3.4 access-list rule

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

OTkNUUTL Npasuio ACL, orpaHNYUTL BpeMsi ero paboTbl pacnmcaHmnem,
N3MEHUTb ero MecTo B CNucKke Npasua Unu Ao6aBnTb ero onncaHuve.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BKNKOYaET NpaBunio, OTMEHAET pacnncaHne nin
yAandaeT onncaHme.

Ja
Ja
Aa

(config-acl)>

rule <index> (disable | schedule <schedules | order

<new-index> | description «descriptiom)

(config-acl)> no rule <index> (disable | schedule | description)

AprymeHT 3HauyeHue OnuncaHue
index lenoe uyncno |Homep npasuna ACL.
disable Knwyesoe OTknrounTe Npasuio ACL.

c/10B80
schedule Pacnucanune HasBaHue pacnucaHmsa, CO34aHHOro npwu

nomMoLuwm rpynnel KoMaHA schedule.

order Lllenoe 4ucno HoBas nosunuma npasuna ACL B cnucke.
description |CTpoka OnuncaHune npasuna ACL.

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

rule 0 disable
Rule disabled.

rule 0 schedule acl_schedule
Rule schedule set to "acl schedule".

(config-acl)>rule 0 description myacl

Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

Rule description set to "myacl".

rule 0 order 1
Rule 0 moved to position 1.

no rule 0 disable
Rule enabled.

no rule 0 schedule
Rule schedule removed.

no rule 0 description
Rule description removed.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JobaBneHa komaHaa access-list rule.

3.4 afp

OnucaHune JocTtyn K rpynne KOMaHA Ans yrnpasneHus cnyxo6omn AFP.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

BxoXxaeHue B rpynny (config-afp)

CuvHoncuc I(config)> afp

Mpumep (config)> afp
Core::Configurator: Done.
(config-afp)>

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.06 Job6asneHa KomaHaa afp.

3.4.1 afp automount

OnucaHwue BrkntounTtb aBTOMaTnyeckoe nogxntoueHne USB-ycTpoiicTs gna goctyna kK
HUM yepe3 AFP. 1o ymonyaHmio GyHKLMA BKAKOYEHa.

KomaHga ¢ I'Ipeq)I/IKCOM no OTK/IKo4aeT (I)yHKLJ,I/II-O aBToMaTmn4yeckoro
noaknr4yeHumsa.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-afp)>  automount
I (config-afp)> no automount
Mpumep (config-afp)> automount

Afp::Server: Automount enabled.

(config-afp)> no automount
Afp::Server: Automount disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga afp automount.

3.4.2 afp permissive

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BKOUNTb pa3peLuatoLLii pexim, Koraa Bce Nnosib3oBaTeiv MOTyT NoyyYnTb
AocTyn K dpainam Ha USB-ycTporicTe. 10 yMONYaHMIO PEXMM OTKOYEH.

KomaHga ¢ npedrKcoOM Nno OTKAOHAEeT paspeLlaroLLnii pexxmm, 1 JoCTyn K
daiinam MMetoT ToNIbKO MoAb30BaTeNn ¢ meTkon "afp".

Ja

Aa

Het

I (config-afp)>  permissive

I (config-afp)> no permissive

(config-afp)> permissive
Afp::Server: Permissive mode enabled.

(config-afp)> no permissive
Afp::Server: Permissive mode disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHza afp permissive.

3.4.3 afp share

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

OTKpbITb 06LLMIA AOCTYN K KaTanory Ha USB-ycTpoiicTee.

KomaHga ¢ npedurkcoM nNo 3akpbiBaeT 061 AOCTYN K KaTanory. Ecin
BbIMOIHUTL KOMaHAY 6e3 apryMeHTa, TO KO BCEM KaTasioram Ha
USB-ycTpolicTBe byaeT 3aKpbIT 06LMIA JOCTY.

Ja
Aa

MHorokpaTHbIl/i BBog, /[la

CuvHoncuc

I (config-afp)>  share <label> cmount> [timemachine] [ description]

I (config-afp)> no share [ label ]
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.5 cifs

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

label Ctpoka HasBaHwue obLero pecypca a4
nosb3oBaTenen.
mount Ctpoka MMs KaTanora, K KOTOpPOMY OTKpbIBaeTcs
ob6LwKMin focTyn.
timemachine |Knwuesoe JocTtyn ana npunoxeHusa Time Machine.
C/10B0
description |CTpoka [MpounsBonbHOE onurcaHve KaTasnora.

(config-afp)> share AFP C253-062D:/FOR_AFP timemachine
Afp::Server: Added share "AFP".

(config-afp)> no share AFP
Afp::Server: Removed share "AFP".

Bepcus OnucaHve

2.06 Job6asneHa komaHaa afp share.

JocTtyn K rpynne KoMaHA Ansa ynpasneHus cnyxooin CIFS.
Het
Het
Het

(config-cifs)
I (config)> cifs

(config)> cifs
Core::Configurator: Done.
(config-cifs)>

Bepcus OnucaHue

2.00 JobasneHa komaHza cifs.

3.5.1 cifs automount

OnucaHune

BkarounTtb aBTOMatmyeckoe nogkatoyveHne USB-ycTponcTs Ana Aoctyna K
HUM yepe3 CIFS. o ymonyaHuio GyHKLNSA BKAKOYEHA.
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Mpedukc no

MeHsieT HacTpoiKmn

KomaHga c npedunkcom no otkaroyaeT GyHKLMIO aBTOMaTUYECKOro
NOAKJTIOYEHNS.

Ja
Aa

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

3.5.2 cifs map-

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

I(config-cifs)> automount

I (config-cifs)> no automount

(config-cifs)> automount
Cifs::ServerTsmb: Automount enabled.

(config-cifs)> no automount
Cifs::ServerTsmb: Automount disabled.

Bepcus OnucaHve

2.00 JobaeneHa komaHgaa cifs automount.

hidden

BrntounTb noagepxky ACL n ckpbITbix pannos ans CIFS. Mo ymonyaHuto
dYHKLMS OTK/IHOYEeHa.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
[Ja
Ja

MHorokpaTHbI/i BBog, Het

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

I (config-cifs)> map-hidden

I (config-cifs)> no map-hidden

(config-cifs)> map-hidden
Cifs::ServerTsmb: Map hidden enabled.

(config-cifs)> no map-hidden
Cifs::ServerTsmb: Map hidden enabled.

Bepcus OnucaHue

2.14 Job6aeneHa komaHga cifs map-hidden.
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3.5.3 cifs master

OnucaHue BkntounTb macmep-6paysep Ha TSMB-cepsepe. 1o ymMon4aHuio HacTpoika
BKJIHOYEHa.

KomaHga ¢ npedumkcom no oTkaouaeT macmep-6paysep.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-cifs)> master
I (config-cifs)> no master
MNpumep (config-cifs)> master
Cifs::ServerTsmb: Master browser enabled.
(config-cifs)> no master
Cifs::ServerTsmb: Master browser disabled.
MCTOPMH N3MeHeHUm Bepc”ﬂ onvicaHue
2.00 JobaBneHa komaHaa cifs master.
2.04 KomaHga cifs master ysaneHa kak yctapeBLuas.
3.03 BHoBb gobaBneHa komaHga cifs master.

3.5.4 cifs permissive

OnucaHue BrntounTb paspeLuaroLmin pexmnM, Korga Bce nosib3o0BaTesiv MoryT NofyunTs
foctyn K avnam Ha USB-ycTpoiicTse. [0 yMOAYaHMIO PeXNM OTK/OUEH.

KomaHaa ¢ npedurKcom no oTKNOYaeT paspeLuatoLnii pexmm, 1 4OCTyn K
dainam MMetoT TONbKO NoNb30oBaTeNn ¢ MeTkoi "cifs".

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config-cifs)> permissive
I (config-cifs)> no permissive
Mpumep (config-cifs)> permissive

Cifs::ServerTsmb: Permissive mode enabled.

Hopper (KN-3811) — CnpaBOUHVK KOMaHZ 57



naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-cifs)> no permissive
Cifs::ServerTsmb: Permissive mode disabled.

Bepcus OnucaHue

2.00 JobasneHa koMmaHgaa cifs permissive.

3.5.5 cifs share

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

OTKpbITb 06N AOCTYN K KaTanory Ha USB-ycTpolicTse.

KomaHaa ¢ npedurKcom no 3akpbiBaeT o6LWMiA A0CTYN K KaTanory. Ecam
BbIMONHUTbL KOMaHZAy 6e3 aprymMmeHTa, TO KO BCeM KaTasoram Ha
USB-ycTpolicTBe byaeT 3aKkpbIT 06LWMIA JOCTYN.

[Ja
Ja
Aa
(config-cifs)>  share <label> <mount> [ description]

(config-cifs)> no share [ label ]

AprymeHT 3HayeHue OnuncaHwue

label Ctpoka Mms KaTanora, koTopoe byaeT BUAHO
nosib3oBaTensm.
mount CTpoka Mm@ kaTanora, K KOTOpOMY OTKpbIBaeTcs

o6t focTyn.

description |CTpoka lNMpomn3BonbHOe onurcaHve Katasnora.

(config-cifs)> share MYHOME1l 10A0CDE9AOCDD4FE: /
Cifs::ServerTsmb: Added share "MYHOME1l".

(config-cifs)> share MYHOME 10A0CDE9AOCDD4FE:/Video/
Cifs::ServerTsmb: Added share "MYHOME".

(config-cifs)> no share MYHOME1l
Cifs::ServerTsmb: Removed share "MYHOME1l".

Bepcus OnucaHve

2.00 JobaBneHa komaHgaa cifs share.
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3.6 cloud control2 security-level

OnucaHwne YcTaHoBUTL ypoBeHb 6e3onacHocTu cepBuca Cloud Control2 ang mobuneHoro
npunoxeHus Keenetic. Mo ymMon4aHWIO Ha3HavYeH ypoBeHb 6e30MacHoCT
public.

Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> cloud control2 security-level (public | private)

AprymeHTbI AprymeHT |3HaueHune OnuncaHue

public Knw4esoe cnoso |foctyn k Cloud Control2 paspelueH ans
public, private n protected nHtep¢eiicos.

private |Knmw4esoe cnoso |focTtyn k Cloud Control2 pa3peLueH TonbKO
Ans private nHtepdeiicos.

Mpumep (config)> cloud control2 security-level public
CloudControl2: :Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

VICTOleﬂ Mn3MeHeHWiA Bepc”ﬂ onvcaHue

3.05 Job6asneHa komaHga cloud control2 security-level.

3.7 components

OnucaHune JocTyn K rpyrnne KoMaHzA 415 ynpasneHns KOMMOHEeHTaMM MUKPOMporpamMmel.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (config-comp)

Cunoncuc (config)> components
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa KOMaHAa components.

Hopper (KN-3811) — CnpaBOUHVK KOMaHZ 59



naBa 3 OnncaHme KoMaHp,

3.7.1 components auto-update channel

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

3a4aTb NCTOYHMK KOMMOHEHTOB AN14 q)yHKLI,I/II/I aBToO6HOBNEHUA. 1o
YMOTYaHWIO NCNONb3yeTCd 3Ha4YeHne stable.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja

HeTt

(config-comp)>

auto-update channel «channel;

(config-comp)> no auto-update channel

AprymeHT

3HavyeHue

OnuncaHue

channel

stable

KOMMNOHEeHTbI NOMHOCTLIO NPOTECTUPOBAaHbI
N PEKOMEHAYHTCA ANS YCTaHOBKW. B
Be6-nHTepdeince 3TOT KaHaN ykasaH Kak
Penus.

preview

KoMnoHeHTbI cogepykaT Hoselilmne GyHKLnK
1 yCOBepLUEHCTBOBAHWS, HO MPOTECTMPOBAaHbI
He MNOoNHOCTLIO. B Be6-HTepdelice 3TOT kKaHan
yKa3aH Kak MpenBaputensHas Bepcus

draft

KoMnoHeHTbI cogepikaTt HoBelilme GyHKLNK
N NCNONIb3YHTCA ANS TeCTUpoBaHuA. B
Beb-nHTepdeice 3TOT KaHaN yKalaH Kak
TectoBasa cbopka.

(config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.

Bepcus

OnucaHune

3.01

JobaBneHa

KoMaHza components auto-update channel.

3.7.2 components auto-update disable

OnucaHune

Mpejukc no

CDyHKLI,I/Iﬂ aBTOMAaTM4YeCcKoro 06HOBAEHNSA KOMAOHEHTOB. 1o YyMO/T4YaHUIO
aBTOMaTu4yeckoe 06HOBNEHME BK/IHOYEHO.

KomaHga ¢ I'Ipeq)I/IKCOM no BKJIIOYAET aBTOMAaTN4YeCcKkoe 06HOBEHME.

Aa
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MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

CuHoncuc I(config-comp)> auto-update disable

I (config-comp)> no auto-update disable

Mpumep (config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.09 JobaeneHa komaHza components auto-update disable.

3.7.3 components auto-update schedule

OnucaHune MprcBonTL pacnuncaHmne ans paboTbl GyHKLMN aBTOMATUHECKOro 06HOBAEHNS.
MepeA BbINOAHEHVEM KOMaHAbI pacnmcaHne AoMXHO ObiTb CO34aHO U
HacTpoeHo npu nomowm komaHAael schedule action.

KomaHza c nped1Kcom no pa3pbiBaeT CBSA3b MeXJAy pacrnvcaHneMm U
aBTOMAaTNYeCKM 06HOBNEHNEM.

Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-comp)>  auto-update schedule <schedule>
(config-comp)> no auto-update schedule
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
schedule Pacnucanne |HasBaHMe pacnncaHums, CoO3gaHHOro npu
nomMoLum rpynnel KoMaHa schedule.
NMpumep (config-comp)> auto-update schedule Update

Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
3.03 [JlobaeneHa komaHAa components auto-update
schedule.

3.7.4 components check-update

OnuncaHmne MpoBepuTb 06HOBNAEHME NPOLUNBKA AN1A KaHAMAATa U BEAOMOTO
ycTpoinctBa MogynbHoi Wi-Fi Cuctembl.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-comp)>  check-update [ force]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
force Knoyesoe [MoCTOAHHO NMPOBEPATL Hannyme
C/I0BO 06HOBNEHUIA.
Npumep (config-comp)> check-update
release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
(config-comp)> check-update force
release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.14 JobasneHa komaHaa components check-update.

3.7.5 components commit

OnucaHue MpUMeHUTb U3MeHeHUs, BHeCeHHble kKoMaHAamu components install n
components remove.

Mpejukc no Het

MeHsieT HacTpouikm  /[la
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MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-comp)>  commit
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue
2.00 [JlobaBneHa KomaHZa components commit.

3.7.6 components install

OnucaHue OTMeTUTb KOMMOHEHT ANs I'IOCﬂeﬂ,yFOLLI,EVI YCTaHOBKW. OkoHu4aTenbHas
YCTaHOBKa BbIMNOJ/IHAETCA KOMaHAomM components commit.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  install <component;
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
component Ctpoka Ha3sBaHue KomMnoHeHTa. CNMCOK AOCTYMHbIX
[ANS YyCTaHOBKW KOMMOHEHTOB MOXET ObITb
BbiBeJeH Ha 3KpaH KOMaHAo components
list.
Mpumep (config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 [Jlob6aBneHa koMaHAa components install.

3.7.7 components list

OonucaHue MepeknruUnTLCA Ha BbIBpaHHY NeCOUYHMLY U OTMETUTbL A/1s1 YCTAHOBKU BCe
KOMMOHEHTbI, TpebyoLme N3MEeHEH M /151 COOTBETCTBUS BEPCUUN B
necoyHuue. Ecnm BeINOAHUTL KOMaHAy 6e3 aprymeHTa, TO byAeT BblBeAeH
BECb CMNCOK BCEX KOMMOHEHTOR TeKYLLIEM NeCOYHMLbI (YCTAaHOBIEHHbIX U
AOCTYMHBIX 4151 YCTaHOBKM). ECnv oTCyTCTBYET NogkntoueHne K MIHTepHeT, To
6YZAET BbiBeAEH TO/IbKO CMMCOK Y>Ke YCTaHOBMAEHHbIX KOMMOHEHTOB.

Mpejukc no Het
MeHsieT HacTpoiikn  Hert

MHorokpaTtHbIiA BBOg, Het
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-comp)>  list [ sandbox ]

AprymeHT 3HauyeHue OnucaHwue
sandbox Ctpoka YpaneHHasa necoyHuua, HanpumMep stable
nnu beta.
(config-comp)> list
firmware:
version: 2.13.C.0.0-1
sandbox: stable
local:
sandbox: beta
component:
name: base
priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb5840
installed: 2.13.B.1.0-1
preset: minimal
preset: recommended
queued: yes
Bepcus OnucaHue
2.00 Job6aBneHa komaHAa components list.
2.06.A.6 Job6asneH napameTp sandbox. KomaHaa components
list goMKHa NCNONBL30BaTLCSA BMECTO yCTapeBLUeit
components sync.

3.7.8 components preset

OnuncaHwune

Mpe¢ukc no

MeHsieT HacTpoViKKn

BbibpaTh roToBbIli HA6OP KOMMOHEHTOB. YCTaHOBKAa Habopa BbIMOHAETCH
KOMaHAoM components commit.

Mpexae YemM ycTaHOBUTbL HAbOp KOMMOHEHTOB, NMPOBeEpPbLTE NOCNeHNE BEPCUA
KOMMOHEHTOB Ha cepBepe 06HOBNeHW KoMaHAo components list.
TpebyeTca nogkntoueHve K VIHTepHeTy.

HeT

Ja
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(conﬁg{0ﬂuﬂ> preset preset

AprymeHTbI KonnuyecTBo 1 Ha3BaHWsA roTOBbIX HAOOPOB KOMMOHEHTOB MOIYT 6bIThb
13MeHeHbI, MO3TOMY PeKOMeHAYeTCs MPOBepUTb CMMCOK AOCTYMHbIX HA6OPOB
KOMaHzom preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWHMMaNbHO BO3MOXHBbIN 419 paboThbl
yCTPOCTBa Habop KOMMNOHEHTOB byaeT
oTMeYeH.

recommended |PekomeHAyemblii HA6OP KOMMOHEHTOB byaeT
OTMeYeH ANs yCTaHOBKM.

Mpumep (config-comp)> preset [Tab]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.00 JobasneHa KOMaHAa components preset.

3.7.9 components preview

OnucaHune MokaszaTb pasMep NPOLUMBKW, COCTABNEHHOM 113 KOMMOHEHTOB, BbI6paHHbIX
C MOMOLLI0 KOMaHAbl components install.

Mpe¢ukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-comp)>  preview

Mpumep (config-comp)> preview
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

preview:

size: 7733308

Bepcus

OnucaHmne

2.06

JobasneHa KOMaHAa components preview.

3.7.10 components remove

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

OTMETUTb KOMMOHEHT A5t Moc/eAytoLLero yaaneHus. OKkoH4YaTeNnbHoe
yAaneHve BbINONHSAETCH KOMaHA0M components commit.

HeTt

Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-comp)>  remove «co

mponent»

AprymeHT

3HavyeHune

OnucaHue

component

CTpoka

HasBaHune KoMnoHeHTa. CNNCoK AOCTYMHbIX
ANS yfaneHns KOMMOHEHTOB MOXET 6bITb
BbIBeJEH Ha 3KpaH KOMaHAoM components
list.

(config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.

Bepcusa

OnucaHue

2.00

JobaeneHa

KOMaH/Zia components remove.

3.7.11 components validity-period

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBO,

YcTaHOBUTbL CPOK aKTya/ibHOCTW JTOKAJZIbHOTO Crnncka KOMMOHEHTOB. Mo

NCTEYEHUN 3TOI0 BpeEMEHN 6y,CI,ET aBToMaTn4yeckun BblNnoJsiIHeEHa KOMaHAa

components list 419 nony4YeHns TeKyLLLero Cnucka KOMMOHEHTOB € cepBepa
06HOBNEHMA. [10 yMONYaHWIO NCMOJIb3YyeTcs 3HaYeHe 1800.

KomaHga ¢ I'IpEd)I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.

Ja
Aa

Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

AprymeHT 3HauyeHue OnuncaHwue

seconds UYenoe uncro |CpoK aKTyasIbHOCTU NOKAJBLHOMO Crncka
KOMIMOHEHTOB B CekyHAax. MoXeT NpuHMMaTb
3HayeHWAa B npejenax ot 0 Ao 604800

BK/TOYNTEJIbHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 Jlo6aBneHa komaHAa components validity-period.

3.8 crypto engine

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

BblbpaTh TN 06paboTku ESP IPsec nakeToB. [10 yMOAYaHWUIO UCMONb3yeTcs
annapaTHbI pexuM.

KomaHga ¢ npepurkcom no oTkaoHaeT GyHKLMIO.
Ja

Aa

Het

(config)> crypto engine <type>

(config)> no crypto engine

AprymeHT 3HaueHve |OnucaHve

type software |[porpaMMHbI pexunm.

hardware |AnnapaTHbIN pexunMm.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JlobaeneHa komaHaa crypto engine.

3.9 crypto ike key

OnucaHwue Job6aBuTb kntou IKE ¢ naeHTUGNKaTOPOM YAAaNeHHON CTOPOHBI.
KomaHga ¢ npedprKcoM no yaanseT yKa3aHHbIN KoY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

Cutoncnc (config)> crypto ike key names psk» (<type> <ids | any)
(config)> no crypto ike key name»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka Ha3BaHwve ktoya. lonyckaeTtcs
1CN0/b30BaHMe CIMBOJIOB JIATUHCKOro
andasnTa, UNPP, TOUKK, MOJUYEPKNBAHNS 1
fedunca.
psk CTpoka Naponb ans ayteHTUdMKaumn. nnHa napons
MOXeT 6bITb OT 6 40 96 CMMBOOB.
type address NaeHTndunkatopom aensetcs IP-agpec.
fqdn VaeHTndmnKkaTopom a9BAseTCs nosiHoe
AOMeHHoe 1MS.
dn NaeHTndrKaTopoM ABAAETCH JOMEHHOE NMS.
email NaeHTUdnKaTOPOM ABNAETCH 3NEKTPOHHbI
agpec e-mail.
id CTpoka 3HaueHuve ngeHTudmnKaTopa yaaneHHowm
CTOPOHBI.
any Kriw4yesoe Paspeluaet rcrnosib3oBaHme Kao4a ANs
C/I0BO nto60in yaaneHHOM CTOPOHBI.
Npumep (config)> crypto ike key VirtualIPServer »

aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478 any
IpSec: :Manager: "VirtualIPServer": crypto ike key successfully »
added.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

3.10 crypto

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.11 crypto

OnucaHwne

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
removed.

Bepcus OnucaHue
2.06 JobasneHa KomaHaa crypto ike key.
ike mtu

YcTaHoBUTL 3HaveHue MTU, koTopoe byaeT nepeaaHo IKE. Mo ymonyaHuto
MTU HacnepyeTcs OT HTedeinca, Yepes KOTOPbIA OCYLLLeCTBAAETCA JOCTYN B
VHTepHerT.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HayeHve MTU no ymMondaHuto.
Ja

Ja

Het

(config)> crypto ike mtu (value)

(config)> no crypto ike mtu

AprymeHT 3HauyeHue OnuncaHwue

value lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHUMAaTL 3HaUYeHNS
B npegenax oT 576 o 1500 BkAOUMTENIbHO.

(config)> crypto ike mtu 1400
IpSec: :Manager: IKE MTU value is set to 1400.

(config)> no crypto ipsec mtu
IpSec::Manager: Reset IKE MTU value.

Bepcus OnucaHve

3.08 [JobaeneHa komaHaa crypto ike mtu.

ike nat-keepalive

YcTaHOBUTb TallM-ayT MexXay naketamu keepalive B ciydae o6Hapy>KeHUs
NAT Mexay KnveHToM 1 cepBepoM IPsec. 1o yMo4aHNIO YCTaHOB/IEHO
3HaueHwe 20.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.12 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

Ja
Ja

Het

(config)>

crypto ike nat

-keepalive nat-keepalive

(config)> no crypto ike nat-keepalive

AprymeHT

3HauyeHve

OnucaHue

nat-keepalive

Lenoe uucno |Tarim-ayT mexay naketamu keepalive B

cekyHAax. MoxeT NnpuH1UMaTb 3Ha4YeHUs B
npegenax ot 5 Ao 3600 BKIHOUNTENLHO.

(config)> crypto ike nat-keepalive 90
IpSec: :Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.

Bepcusa

OnucaHwmne

2.06

Jlo6aBneHa komaHga crypto ike nat-keepalive.

ike policy

JocTtyn K rpynne KOMaHA ANs HaCTPOViKM BblbpaHHOW nonnTtuku IKE. Ecnun
nonntuka IKE He HalijleHa, KOMaHAa NblTaeTca eé co3aathb.

KomaHga c npedurkcom no yaanset nonnTtuky IKE. NMpn 3TOM AaHHas NOANTUKA
IKE aBTOMaTu4yeckn ygansaeTcs 13 scex npounen IPsec.

Ja
Aa
Ja

BxoxxaeHue B rpynny (config-ike-policy)

CuHoncuc

AprymeHThl

(config)>

crypto ike policy name>

(config)> no crypto ike policy name>

AprymeHT

3HayeHue

OnvcaHune

name

CTpoka

Ha3saHve nonutuku IKE. lonyckaeTcs
NCMONb30BaHe CMMBOJIOB JIaTUHCKOro
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

andasuTa, UNp, TOUKKW, NOAYEPKUBAHUA N
Jeduca.

(config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec::Manager: Crypto ike policy "test" removed.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike policy.

3.12.1 crypto ike policy lifetime

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBWUTL BpeMA XU3HW accoumaumm IPsec IKE. 1o ymonyaHuto
ncnosb3lyetcd 3HaueHve 86400.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIO.
Ja

Aa

Het

(config-ike-policy)>  lifetime <lifetime>

(config-ike-policy)> no lifetime

AprymeHT 3HauyeHue OnuncaHwue

lifetime UYenoe uucro |Bpemsa xun3Hu accoumaumm IPsec IKE B
cekyHAax. MoxeT npuHMMaTb 3Ha4YeHud B

npegenax oT 60 Ao 2147483647.

(config-ike-policy)> lifetime 3600
IpSec: :Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec: :Manager: "test": crypto ike policy lifetime reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ike policy lifetime.
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3.12.2 crypto ike policy mode

OnucaHue 3afaTb Bepcuto npoTtokosa IKE. [To yMon4YaHUIo UCMOJIb3YyeTCa 3HaYeHne
ikevl.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne

mode ikevl Bepcusa npoTtokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

Mpumep (config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec::Manager: "test": crypto ike policy mode reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 Jlo6aBneHa komaHga crypto ike policy mode.

3.12.3 crypto ike policy negotiation-mode

OnucaHwue YcTaHoBUTb pexxm obmeHa ans IKEv1 (cM. komaHay crypto ike policy mode).
Mo yMOnuaHWIo NCNob3yeTca 3HadYeHme main.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre rno yMOAYaHI0.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOA, Het

CuHoncuc I (config-ike-policy)> negotiation-mode negotiation-mode>

I (config-ike-policy)> no negotiation-mode
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HaueHue ‘Onwcal-wle

negotiation-mode main OCHOBHOV pexumMm, 3almuiaeT
naeHTndmKaumio nmpa.

aggressive |ArpeccmBHbIV pexuMm, He 3alymiaeT
naeHTdMKaLmo nnpa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec::Manager: "test": crypto ike policy negotiation-mode reset.

Bepcus OnucaHue

2.06 Job6asneHa komaHgaa crypto ike policy
negotiation-mode.

3.12.4 crypto ike policy proposal

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

J06aBuTb B NoAnTuKy IKE cCblKy Ha BblbpaHHbI IKE proposal. OuepeaHoCTb
L06aBneHNs UMeeT 3HauveHne 415 obMeHa AaHHbIMU No npoTokony IKE,

KomaHgaa ¢ npedurkcom no yaanset ccbinky Ha IKE proposal.
Ja

[Ja

Ja

(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal <proposal

AprymeHT 3HauyeHue OnucaHwue

proposal CTpoka HassaHwe IKE proposal. JonyckatoTtcs
CUMBO/IbI laTUHCKOro andasuTa, udpsbl,
TOYKW, NoAYepKNBaHUA N AedUChl.

(config-ike-policy)> proposal test
IpSec::Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec: :Manager: "test": crypto ike policy proposal "test" »
successfully removed.
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UcTopuns nameHeHuii

3.13 crypto

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHza crypto ike policy proposal.

ike proposal

JocTtyn K rpynne koMaHg, 4151 HacTpoliku BbibpaHHOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaH/Aa NbITaeTca ero co3Aathb.

MONHbBIA CNNCOK aNropUTMOB WGPOBaAHMSA peann3oBaHHbIX B CUCTEME
npuBegeH B [prnoxKeHnNn.

KomaHga ¢ npedukcom no yaanset IKE proposal. Mpy 3ToM 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKN yAanarTca CCblIKM Ha AaHHbIN IKE proposal.

Aa

[Ja

Ja

(config-ike-proposal)

(config)> crypto ike proposal name>

(config)> no crypto ike proposal name>

AprymeHT 3HayeHue OnuncaHwue

name Ctpoka HassaHwe IKE proposal. JlonyckatoTtcs
CUMBOJIbI TATUHCKOro andasuTa, Lndpsl,

TOYKWM, NoOAYHEPKNBaAHUA U ﬂ,eq)l/ICbI.

(config)> crypto ike proposal test
IpSec::Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

Bepcus OnucaHve

2.06 [JlobaeneHa komaHaa crypto ike proposal.

3.13.1 crypto ike proposal aead

OnucaHwne
Mpe¢ukc no

MeHsieT HacTpoWiKKn

BrntounTs pexum wndpoBaHua AEADans IKE proposal.
Het

Het
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIii BBOA,

CvHoncuc

Mpumep

WcTopus nsmeHeHum

Het

I(config—ike—proposal)> aead

(config-ike-proposal)> aead
IpSec::Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »

mode.
Bepcus OnucaHue
3.05 Job6asneHa komaHaa crypto ike proposal aead.

3.13.2 crypto ike proposal dh-group

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Job6aBunTb BbiIbpaHHyto DH rpynny B IKE proposal ans paboTbl B pexunme PFS.
OuepeAHOCTb A06aBNEeHVA MIMeeT 3HaveHne AN obmMeHa AaHHbIMY MO

npotokony IKE.

KomaHza c npedurKcom no yaansieT BblbpaHHyto rpynny.

Ja
Ja
Ja

(config-ike-proposal)>

dh-group «dh-groups

(config-ike-proposal)> no dh-group «dh-group»

AprymeHT

3HayeHue

OnucaHue

dh-group

1

2

5

14

15

16

17

18

19

20

21

25

26

DH rpynna ans paboTbl B pexume PFS.
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naBa 3 OnncaHme KoMaHp,

Mpumep

AprymeHT 3HauyeHue OnuncaHwue
31
32
(config-ike-proposal)> dh-group 14

IpSec: :Manager:

"test":

successfully added.

(config-ike-proposal)>
IpSec: :Manager:

no
“test":

successfully removed.

crypto ike proposal DH group "14" »

dh-group 14

crypto ike proposal "test" group type »

WcTopusa nsmeHeHwnii

Bepcus

OnucaHune

2.06

JobasneHa komaHAa crypto ike proposal dh-group.

3.13.3 crypto ike proposal encryption

OnucaHune

J0o6aBnTb BbIbpaHHbIN TUN WndpoBaHus B IKE proposal. OuepeaHOCTb

f[06aBNeHNs MeeT 3HaueHVe 415 obMeHa AaHHbIMUY Mo npoTokony IKE.

Mpe¢ukc no

MeHsieT HacTpoiAKK

KomaHpaa ¢ npedpurkcom no yaanseT BblopaHHbIA TUN WindpoBaHus.

Aa
Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

(config-ike-proposal)>

enc

ryption cencryptions

(config-ike-proposal)> no encryption «encryption;

AprymeHThl

AprymeHT

3HayeHue

OnvicaHune

encryption

des

3des

aes-chc-128

aes-chc-192

aes-chc-256

aes-ctr-128

aes-ctr-192

aes-ctr-256

Tun wndposaHua IKE.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto ike proposal encryption.

3.13.4 crypto ike proposal integrity

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

Jo6aBuTb BbIbpaHHOe 3HaveHue anroputma nognucyn HVAC B IKE proposal.
OuepegHocTb fo6aBNeHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedpurkcom no yaanseT BblopaHHbIA anropuTMm.
Ja

Aa

Ja

(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHT 3HauyeHue |OnucaHve
integrity md5 Anroputm nognucu HMAC IKE
shal COOBLLIeHWIA.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec::Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

Bepcus OnucaHve

2.06 [Jlo6aBneHa komaHga crypto ike proposal integrity.
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naBa 3 OnncaHme KoMaHp,

3.13.5 crypto ike proposal prf

OnucaHwne Jo6aBuTb BbibpaHHyto rpynny PRF B IKE proposal.
KomaHaa c npedpurkcom no yaansieT BbIOpaHHbI anroputm.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-ike-proposal)>  prf «prf>
(config-ike-proposal)>  no prf «prf>
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
prf md5 Anropunt™m nognucu HMAC ans IKE
shal COObLLEHNI.
aes-xchc
sha256
sha384
sha512
aes-cmac
Npumep (config-ike-proposal)> prf sha256
IpSec::Manager: "TEST": crypto ike proposal prf algorithm »
"sha256" successfully added.
(config-ike-proposal)> no prf sha256
IpSec: :Manager: "TEST": crypto ike proposal "TEST" prf type »
successfully removed.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.05 JobasneHa komaHaa crypto ike proposal prf.

3.14 crypto ipsec incompatible

OnucaHue OTKNOUNTL NMPOBEPKY COBMECTUMOCTU IPsec TyHHenel. 1o yMon4aHuio
HaCTpoOMKa OTK/AKYeHa.

KomaHaa ¢ npepurkcom no BkItoUaeT NpoBepKy 06paTHO.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

Npumep (config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec::Manager: Compatibility checks is enabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 [Jlo6baBneHa KkomaHga crypto ipsec incompatible.

3.15 crypto ipsec profile

OnucaHune JocTtyn K rpynne KOMaHA AN HaCcTPOMKM BblbpaHHoro npouns IPsec. Ecnn
npodunb He HalngeH, KOMaHAA NbITAeTCA ero co3Aathb.

KomaHga ¢ npedurkcom no yaanset npodusb. Mpy 3TOM CCbINKM Ha AaHHBIN
npoduab aBTOMaTUYECKM YAANSAIOTCA N30 BCeX KpMAToKapT IPsec.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

Bxo)xaeHue B rpynny (config-ipsec-profile)

Cunoncuc (config)> crypto ipsec profile name»
(config)> no crypto ipsec profile name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka HasBaHune npoduns IPsec. lonyckaroTcs
CUMBOJIbI TaTUHCKOro andasuTa, udpsl,
TOYKW, NoAYepKNBaHUA N AedurChbl.
Npumep (config)> crypto ipsec profile test

IpSec::Manager: "test": crypto ipsec profile successfully created.

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.06

JobaBneHa komaHAa crypto ipsec profile.

3.15.1 crypto ipsec profile authentication-local

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3ajaTtb TMN ayTEHTI/I(I)I/IKaLI,I/IVI NlokanbHoOro xocra. o YyMO/T4aHWIO
Mncnonb3yeTcd 3HaveHne pre- share.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoan4aHuio.

Ja
Ja

HeT

(config-ipsec-profile)>

authentication-local auth»

(config-ipsec-profile)> no authentication-local

AprymeHT

3HavyeHue

OnucaHue

auth

pre-share

Ha aaHHbII MOMEHT eJHCTBEHHOE
JAOCTYMHOE 3HaueHue.

(config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec: :Manager: "test": crypto ipsec profile authentication-local »

reset.
Bepcus OnucaHve
2.06 [JlobaBneHa KkomaHga crypto ipsec profile

authentication-local.

3.15.2 crypto ipsec profile authentication-remote

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

3afaTtb TMM ayTeHTUOUKALUN YAANEHHOrO XOCTa. [0 yMoAYaHuo
MCMNoNb3yeTcs 3HayeHne pre-share.

KomaHgaa c npedrkcom no BO3BPALLAET 3HAUEHME MO YMONYAHMIO.

Ja
Ja

HeTt
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)>  authentication-remote auths

(config-ipsec-profile)> no authentication-remote

AprymeHT 3HauyeHue OnuncaHwue

auth pre-share Ha AaHHbIA MOMEHT eANHCTBEHHOE
AOCTYMHOEe 3HayeHue.

(config-ipsec-profile)> authentication-remote pre-share
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile
authentication-remote.

3.15.3 crypto ipsec profile dpd-clear

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

3agaTb CNocob AecTBMA NpU 06HapyXXeHUW HepaboTatoLero nupa IKE. Mo
YMONYaHMIO NapameTp BK/IOYEH, YTO 03HavaeT yaaneHne nHpopmaLmm o

nmpe.
KomaHga c npedunkcom no yctaHaBAMBaeT JeicTBue B restart.
Ja

Aa

Het

I(config—ipsec-profile)> dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear

IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »

set to "clear".

(config-ipsec-profile)> no dpd-clear

IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »

set to "restart".
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec profile dpd-clear.

3.15.4 crypto ipsec profile dpd-interval

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3afaTb NapameTpbl MeToAa AN 0O6HapyXeHns HepaboTatowmx IKE NMpoB..
Mo ymonuaHuio 3HaveHue interval paBHo 30, retry-count pasHo 3.

KomMaHgza ¢ npedprKcomM no BO3BpaLLAeT 3HAUYEHWS MO YMONYAHUIO.
Ja

Ja

Het

(config-ipsec-profile)>  dpd-interval<intervals[retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHT 3HauyeHue OnuncaHwue

interval UYenoe uucno |HTepBan oTnpasku DPD rnakeToB B CEKYHAAX.
Mo>ceT NnpuHMMaTb 3HaYeHus B Npejenax oT
2 [0 3600.

retry-count |Jenoe uucno |Konmuectso nomnbITOK oTNpaskuy DPD nakeTos.
MoxxeT npMHMMaTb 3Ha4YeHVsa B npejenax ot
3 70 60.

(config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHga crypto ipsec profile dpd-interval.

3.15.5 crypto ipsec profile identity-local

OnucaHune

Mpe¢ukc no

3azaTb NOKanbHbI ngeHTUdUKaTOp Ana npoduns IPsec.
KomaHgaa c npedpurkcom no yaansieT nokanbHblli ngeHTnoukaTop.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ipsec-profile)>  identity-local type> «<id>
(config-ipsec-profile)> no identity-local
AprymeHTbI AprymeHT 3HaueHue OnucaHue
type address Tun nageHTnomkatopa — IP-agpec.
fqdn Tvn ngeHTndmrkatopa — nonaHoe
AOMeHHoe nMS.
dn Tun naeHTndrkKaTopa — JOMeHHoe
M.
email Tun ngeHtTndumkatopa — agpec e-mail.
id CTtpoka 3HaueHVe NoKabHOro
naeHTndumkaTopa.

Example (config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".
(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

WcTopuns nsmeHeHwnit |Bepcus onucaHue

2.06 Job6aeneHa komaHAa crypto ipsec profile identity-local.

3.15.6 crypto ipsec profile match-identity-remote

OnucaHune 3afaTb MAEHTNPNKATOP YAAaNEHHOI0 XOCTa AN BbIbpaHHOro npoduns IPsec.
KomaHga ¢ npedumkcom no yganaet naeHTuGuKaTop yaaneHHoro xocra.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ipsec-profile)> match-identity-remote («type><ids | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
type address Tun naeHtTndumkatopa — IP-agpec.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
fqdn Tun naeHTndrkaTopa — NoJHOe JOMEeHHOoe
nms.
dn Tun ngeHTndunkaTopa — AOMEHHOE NMS.
email Tun naeHTndurkatopa — agpec e-mail.
id CTpoka 3HadveHne naeHTUdMKaTopa yaaneHHoro
XocTa.
any Kriw4yesoe Pa3spewwnTb ncnonb3oBaHme n060ro
CJ1080 yAa/IeHHOro xocTa.

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile

match-identity-remote.

3.15.7 crypto ipsec profile mode

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

YCTaHOBUTb pexuM paboTbl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3HaYeHne
tunnel.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHWIO.
Ja

Aa

Het

(config-ipsec-profile)>  mode mode»

(config-ipsec-profile)> no mode

AprymeHT 3HaueHve |OnucaHve

mode tunnel TYHHeNbHbIN pexuMm, Npu KOTOPOM
Becb IP nakeT wupyetca n/mam
npoBepseTcs Ha NOAJIMHHOCTb.

transport |TpaHCNOPTHbLIV peXxuMm, Koraa
wndpyeTcs TONbKO CoOAepXMMOoe
IP-nakeTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
"transport".

(config-ipsec-profile)> no mode
IpSec::Manager: "test": crypto ipsec profile mode reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile mode.

3.15.8 crypto ipsec profile policy

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHum

3ajaTb CCbIIKY Ha CyLlecTBYyHOLLYO NoanTuky IKE (cM. KomaHay crypto ike
policy).

KomMaHza ¢ npeprKCoM No yaansaeT CCbiaky.
Ja
Aa
Het
(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

AprymeHT 3HaueHue OnucaHwue

policy Crpoka HasBaHwue nonntmnkun IKE. Cnmncok
AOCTYMHbIX MOUTUK MOXHO YBUAETH

€ nomoLbo KomaHabl policy [Tabl.

(config-ipsec-profile)> policy [Tabl
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec: :Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHve

2.06 Job6asneHa KkomaHaa crypto ipsec profile policy.
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naBa 3 OnncaHme KoMaHp,

3.15.9 crypto ipsec profile preshared-key

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3afaTb CBA3aHHYO KtoueByto dpasy Ans jaHHoro npoduns IPsec.
KomaHga c npedunkcom no yganseT kio4veByr Gpasy.

Ja

Ja

Het

(config-ipsec-profile)>  preshared-key preshare-key»

(config-ipsec-profile)> no preshared-key

AprymeHT 3HauyeHue OnuncaHwue

preshare-key|Crpoka 3HauveHMe KntoyeBo hpasbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec: :Manager: "test": crypto ipsec profile preshared key reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile
preshared-key.

3.15.10 crypto ipsec profile xauth

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

BkntounTb foNoAHUTENBHY0 ayTeHTUdUrKauumio XAuth ana pexuma IKEv1. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHa.

KoMaHAa ¢ Npedurkcom no OTKIHOYAET AOMONHUTENIbHYH NPOBEPKY
NOA/IMHHOCTM.

Ja

Aa

Het

I (config-ipsec-profile)>  xauth <type>

I (config-ipsec-profile)> no xauth
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HaueHve |OnucaHve
type client KnneHTckuin pexxmm.
server CepBepHbI pexmnm.

(config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec::Manager: "test": crypto ipsec profile xauth is disabled.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec profile xauth.

3.15.11 crypto ipsec profile xauth-identity

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

NcTopusa nsmeHeHum

YKa3aTb 0rvH 415 AONONHUTENbHOM ayTeHTudukaumm XAuth B KIMEHTCKOM
pexvme.

KomaHaa ¢ npepurkcom no yaanseT noruH.

Aa

Ja

Het

(config-ipsec-profile)>  xauth-identity <identity»

(config-ipsec-profile)> no xauth-identity

AprymeHT 3HauyeHue OnucaHue

identity Crpoka JIOrvH ANSA KNMeHTCKoro pexuma XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcus OnucaHue

2.06 JobasneHa komaHza crypto ipsec profile xauth-identity.
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naBa 3 OnncaHme KoMaHp,

3.15.12 crypto ipsec profile xauth-password

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.16 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

YKazaTb Naposib AN JONONHUTENbHOM ayTeHTUdMKaLmmn XAuth B KIMEHTCKOM
pexvme.

KomaHga ¢ npedrKCOM no CcTMpaeT 3HaYeHne Napons.
Ja
Ja
Het
(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnuncaHwue

password Ctpoka Maponb Ans KINeHTCKOoro pexnma XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
xauth-password.

ipsec rekey delete-delay

3aAatb MHTepBas nepey yaaneHvem IKE SA nocsie nonyyeHns KOMaHAbl
DELETE OT yA4aneHHON CTOPOHbI. [10 yMOA4aHMIO NCNob3yeTcs 3HaueHre 10.

KomMaHza ¢ npedprKcoM Nno BO3BPALLAET 3HAUEHME MO YMONYAHUIO,
Ja

Ja

Het

I (config)> crypto ipsec rekey delete-delay «delay>

I (config)> no crypto ipsec rekey delete-delay
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

delay lenoe umucro |3HayveHMe 3ajepXKKU B ceKyHAax. MoxeT
NMPUHMMaTL 3HaYeHNA B Npesenax ot 1 40 60.

Mpumep (config)> crypto ipsec rekey delete-delay 1
IpSec::Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 Jlo6aBneHa komaHga crypto ipsec rekey delete-delay.

3.17 crypto ipsec rekey make-before

OnucaHune BrntounTb pexunm yctaHoBkU HOBbIX IKE SA A0 pa3pbiBa npeapiayLumx. o
YMONYaHUIO QYHKLMA OTKIOYEHaA.

KomaHga ¢ npedrkcom no OTKIYAET 3TOT PeXUM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOA, Het

CuHoncnc I(config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before

Mpumep (config)> crypto ipsec rekey make-before
IpSec::Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.1 [Jlo6baBneHa komaHga crypto ipsec rekey make-before.

3.18 crypto ipsec transform-set

OonuncaHmne JocTyn K rpynne KOMaHA 4151 HACTPOIKM BbI6paHHOro NpeobpasoBaHus IPsec
ESP BO 2 dpase. Ecnm npeobpasoBaHuMe He HalAeHO, KOMaHAA NbITaeTcs ero
co3aaTb.
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naBa 3 OnncaHme KoMaHp,

KomaHaa ¢ npedpurkcom no yaanset npeobpasoBaHue. MNpu 3TOM 13 Bcex
KPpUNTOKapT IPsec aBTOMaTmnyecKkmn YAANAKTCA CCbI/IKN Ha AaHHOE
npeobpasoBaHue.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-ipsec-transform)

CuHoncue (config)> crypto ipsec transform-set name>
(config)> no crypto ipsec transform-set name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HasBaHune npeobpasoBaHus IPsec.
JonyckatoTca CMMBObI NATUHCKOTO
andasuTa, Unbpbl, TOUKK, NOAYEPKNBAHUSA
n geducel.
Mpumep (config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.
(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa koMaHgaa crypto ipsec transform-set.

3.18.1 crypto ipsec transform-set aead

OnucaHue Brntountb pexxum wndposaHua AEADAnS IPsec.
MNpe¢ukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue I(config-ipsec—transform)> aead

Mpumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHza crypto ipsec transform-set aead.

3.18.2 crypto ipsec transform-set cypher

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

[o6aBuTb Bbl6paHHbIN TN WndpOBaHMA B Npeobpa3oBaHue IPsec.
OuepegHoCTb f06aBNEHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npepurkcom no yaanseT BolbpaHHbIA TUN WNdpPOBaHUS.
Ja

Aa

Ja

(config-ipsec-transform)>  cypher <«cypher;

(config-ipsec-transform)> no cypher <«cypher;

AprymeHT 3HauyeHue |OnucaHve

cypher esp-des Tun wndpoBaHma NpeobpaszoBaHUs
IPsec ESP.

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHga crypto ipsec transform-set cypher.

3.18.3 crypto ipsec transform-set dh-group

OnucaHune

Jlo6aBuTb BbIbpaHHyto DH rpynny B npeobpa3osaHue IPsec ans paboTbl B
pexuvme PFS. OuepefHOCTb Jo6aBNeHNS NMeeT 3HaueHue 419 obMeHa
JaHHbIMW No npoTokony IKE.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

KomaHga c npedurkcom no yaanseT BoIbpaHHY0 rpynny.
Ja

Aa

[Ja

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HauyeHue |OnucaHve

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2

5

14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.

Bepcusa OnucaHve
2.06 Jlo6aBneHa koMaHgaa crypto ipsec transform-set
dh-group.

3.18.4 crypto ipsec transform-set hmac

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

Jo6aBuTb BbibpaHHbI anroputm noagnucn HVIAC B npeobpasoBaHue IPsec.
OuepegHoCTb fo6aBNeHNA MMeeT 3HaueHKe 419 obMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedunkcom no yaanseTt BbIOpaHHbI aaropuTM.
Ja
[Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

CnHoncuc (config-ipsec-transform)>  hmac <hmac

(config-ipsec-transform)> no hmac <hmac>

AprymeHTbI AprymeHT |3HaueHue OonucaHune

hmac esp-md5-hmac Anroputm noanmuecn HMAC
npeobpasoBaHus IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

Mpumep (config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.06 JobaBneHa koMaHga crypto ipsec transform-set hmac.

3.18.5 crypto ipsec transform-set lifetime

OnucaHwue YCTaHOBUTL BpeMsi XXN3HW BbIbpaHHOro npeobpasoBaHus IPsec. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ipsec-transform)>  lifetime <lifetimes
(config-ipsec-transform)> no lifetime
AprymeHTbl AprymMeHT |3HaueHme |OnucaHwne
lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHunsa IPsec B
cekyHaax. MoxeT NnpyHUMaTh 3Ha4YeHns B
npegenax ot 60 Ao 2147483647.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

3.19 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

(config-ipsec-transform)> lifetime 8640
IpSec::Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set
lifetime.

map

JocCTyn K rpynne KOMaHz ANst HACTPOWMKM BblI6paHHOI KpUNToKapThl IPsec.
Ecnv kpynTokapTa He HalieHa, KOMaHAa NbiTaeTcs eé co34aThb.

KomaHga ¢ npedrkcom no yaanset KpUnTokapTy.
Ja
Aa
Ja

(config-crypto-map)

(config)> crypto map <name»

(config)> no crypto map <name»

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka Ha3BaHVe KpunTokapThl IPsec. lonyckaroTcs
CUMBOJIbI TIATUHCKOrO andasuTa, Lndpsbl,
TOUKM, NoAYEPKMBAHUA U AedUChI.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec: :Manager: Crypto map profile "test" removed.

Bepcus OnucaHue

2.06 JobaBneHa KoMaHaa crypto map.
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naBa 3 OnncaHme KOMaHA,

3.19.1 crypto map connect

OonucaHue BkntoumTb aBTOMaTU4YeCcKoe 6e3ycoBHOE coearHeHme IPsec ¢ yaaneHHowm
CTOPOHOI. HacTpolika He MeeT CMbICa, eC/I OCHOBHOMY YaneHHOMY XOCTy
NPUCBOEHO 3HauYeHue any (CM. KOMaHZy crypto map set-peer). Mo

YMOYaHMIO HAaCTPOIiKa OTK/IlOUeHa U coeAnHeHne byaeT yCTaHOBNEHO Nnpu
noneiTKe Nepegatb TpaduK Yepes npeobpasoBaHue IPsec ESP.

KomaHga ¢ ﬂpe¢I/IKCOM No OTK/1F0YaeT aBToOMaTmn4yeckoe 6e3yCﬂOBHOE
coeanHeHwme.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-crypto-map)>  connect

I (config-crypto-map)> no connect

Mpumep (config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.06 JobaBneHa koMaHga crypto map connect.

3.19.2 crypto map enable

OnucaHue BkntounTb BbIGpaHHYO KpUnToKapTy IPsec. Mo ymonyaHuio napameTp
BKJIHOYEH.

KomaHga ¢ npedrnKcom no oTKIoUaeT KPUNTOKaPTY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config-crypto-map)>  enable
I (config-crypto-map)> no enable
NMpumep (config-crypto-map)> enable

IpSec: :Manager: "test": crypto map enabled.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa crypto map enable.

3.19.3 crypto map fallback-check-interval

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

BknounTb neprogmyeckyto NpoBepKy AOCTYMHOCTY OCHOBHOMO XOCTa U
BO3BpaTa Ha Hero B TOM C/lyyae, Korfa HasHayeHbl 1 OCHOBHOW 1 pe3epBHbIi
yAaneHHble XOCTbl. 10 yMONYaHUIO HAaCTPOiKa OTKHOYEeHa.

KomaHga ¢ npedrnkcom no oTKIoUaeT NpoBepky.

Ja

Ja

Het

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHT 3HaueHne |OnucaHue

interval-value|lesoe uuco |[lepnos NnpoBepkn B cekyHAax. MoxeT
NPpUHMMaTL 3Ha4YeHNs B Npejenax oT 60 J0
86400.

(config-crypto-map)> fallback-check-interval 120
IpSec::Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec: :Manager: "test": crypto map fallback check interval is »
cleared.

Bepcus OnucaHve

2.06 JobasneHa KoMaHAa crypto map

fallback-check-interval.

3.19.4 crypto map force-encaps

OnucaHune

MpUHYANTENbHO BKAOYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP ans o6xoaa
firewall n NAT.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KoMaHAa ¢ Npe¢prkCcoM No OTK/HOYAET 3TOT PEXUM.

Ja
Aa

Het

I (config-crypto-map)>  force-encaps

I (config-crypto-map)> no force-encaps

(config-crypto-map)> force-encaps

IpSec::Manager: "test":

enabled.

(config-crypto-map)> no force-encaps

IpSec: :Manager: "test":

crypto map force ESP in UDP encapsulation »

crypto map force ESP in UDP encapsulation »

disabled.
Bepcus OnucaHve
2.08 [Jlo6baBneHa komaHga crypto map force-encaps.

3.19.5 crypto map I2tp-server dhcp route

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

HasHaunTb MapLupyT, nepesaBaeMblii Yepes coobuieHns DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHaa ¢ npeprKcom no oTMeHseT NoslyveHune yKkazaHHOro MapLupyTa.

Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yeT OTMEeHeHO noJlyyeHme Bcex

MapLLpYTOB.
[Ja
Ja
Ja

(config-crypto-map)>

12tp-server dhcp route address> mask»

(config-crypto-map)> no 12tp-server dhcp route [ <addresss masks ]

AprymeHT 3HauyeHue OnucaHwue
address IP-appec Afpec ceTeBOro KaneHTa.
mask IP-macka Macka ceTeBoro knmeHTta. CyLecTsyeT ABa

crocoba BBOJa MacCKu: B KaHOHWNYeCKOW

dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOM ANNHbI NpedurKkca (Hanpumep, /24).
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route
IpSec::Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

Bepcus OnucaHve
2.12 [JlobaeneHa komaHza crypto map I2tp-server dhcp
route.

3.19.6 crypto map I2tp-server enable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Bkntouuntb L2TP-cepBep Ha KpunTokapTe IPsec. [To ymonyaHuio napameTp
BKJIHOYEH.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
Ja
Aa

Het

I(conﬁg«xyptownapp> 12tp-server enable

I(conﬁg«xypto¢napﬁ>nothp-serverenable

(config-crypto-map)> 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.

(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.

Bepcus OnucaHve

2.1 Jlo6aBneHa koMaHza crypto map I2tp-server enable.

3.19.7 crypto map I2tp-server interface

OnucaHwne

MNpejukc no

CsizaTb cepBep L2TP € yKa3aHHbIM UHTepdelicoM.

KomaHaa ¢ npedunKcom no paspbiBaeT CBSi3b MeXAy CepBepOM U1
nHTepdericom.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)>  12tp-server interface <interface

(config-crypto-map)> no 12tp-server interface

AprymeHT

3HaueHue OnvicaHune

interface

NHTeppeiic MonHoe Msa nHTepderca Nm NCeBLAOHUM.
CnncoK AOCTYNHbIX ANt Bbl6opa
nHTepdelicoB MOXHO yBMAETb BBEASA
KoMaHay 12tp-server interface [Tab].

(config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl

GuestWiFi

(config-crypto-map)> 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »

is unbound.
Bepcus OnucaHve
2.11 Jlo6aBneHa komaHga crypto map I12tp-server interface.

3.19.8 crypto map I2tp-server ipvecp

OnucaHwne

Brnrounte nogaepxky IPv6. [ina kaxgoro L2TP-cepBepa co34ar0Tcs
DHCP-nynbl IPv6. Mo ymMOn4aHMIO HacTPOMKa OTK/IOYEHa.

KomaHgaa ¢ npedrKcom no OTK/I0UYaeT HacTpoliky.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Ja

Het

I (config-crypto-map)>  12tp-server ipvécp

I (config-crypto-map)> no 12tp-server ipvécp

(config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Bepcus OnucaHve

3.00 JobasneHa koMaHaa crypto map I2tp-server ipvécp.

3.19.9 crypto map I2tp-server Icp echo

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

3afaTb NpaBuia TeCTUPOBAHUA coeanHeHna L2TP-cepBepa cpeactsamu LCP
echo.

KomaHga ¢ npedpurkcom no oTknto4aeT LCP echo.
Ja
[Ja
HeTt
(config-crypto-map)>  12tp-server lcp echo <interval> «count»

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnuncaHwue

interval Uenoe uucno |VHTepBan mexay otnpaskamm LCP echo, B
cekyHzax. Ecniv B TeueHme ykasaHHOro
WHTepBana BpemMeHu oT yAaieHHON CTOPOHbI
He 6bln nonydeH LCP 3anpoc, el byaet
OTNpPaB/ieH TaKo 3anpoc € OXUAAHMNEM
oTteeTa LCP reply.

count lenoe uyncno |Konm4yecTBo OTMpaBAEeHHbIX NOAPSA 3arpocoB
LCP echo Ha KoTOpble He 6bi1 Mony4yeH oTBeT

LCP reply. Ecnn count 3anpocos LCP echo
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

ocTanucb 6e3 oTBeTa, coeavHeHVe byaeT

pa3opBaHo.
Npumep (config-crypto-map)> 12tp-server lcp echo 5 3
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »

set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 [Jlo6baBneHa koMaHgaa crypto map I2tp-server Icp echo.

3.19.10 crypto map I2tp-server mru

OnucaHwue YcTaHoBUTbL 3HaveHue MRU, koTopoe byaeT nepesaHo cepsepy L2TP. Mo
YMONYaHUIO NCMOJIb3yeTcd 3HaueHve 1200.

KomaHga ¢ npedurkcom no yctaHaBAMBaET 3HaUEHKMeE MO YMOAYaHUIO.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-crypto-map)>  12tp-server mru aru»

(config-crypto-map)> no 12tp-server mru

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

mru UYesoe uucro |3HaveHue MRU. MoxeT MpUHNUMaTb 3HaUeHnNs
B npegenax oT 128 o 1500 BkAOUMTENBHO.

Mpumep (config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.1 JlobaBneHa komaHAa crypto map 12tp-server mru.
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naBa 3 OnncaHme KoMaHp,

3.19.11 crypto map I2tp-server mtu

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

3.19.12 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YcTraHoBUTL 3HaveHve MTU, koTopoe byaeT nepegaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1400.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAaUEHME MO YMOAYAHUNIO.
Ja

Ja

Het

(config-crypto-map)>  12tp-server mtu mtu»

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HayeHue OnuncaHue

mtu lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHVMATbL 3HaUYeHNS
B npegenax oT 576 o 1500 BkAoUMTENIbHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHve

2.11 [JobaeneHa komaHaa crypto map I2tp-server mtu.

map I12tp-server multi-login

PaspewnTb nogxntoyeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
OfHOro aKKayHTa.

KomaHga c npedurkcom no oTK/IoYaeT HaCTPOKY.
Ja

[Ja

Het

I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login

102

CnpaBoyHuk koMaHa — Hopper (KN-3811)



naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

3.19.13 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

3.19.14 crypto

OnucaHwne

MNpedukc no

(config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

Bepcus OnucaHve
2.11 [JobaeneHa komaHaa crypto map I2tp-server
multi-login.

map I2tp-server nat

BkntoumnTb TpaHCcnaLUuo agpecoB ana cepsepa L2TP.
KomaHga ¢ npedprKCOM No OTKAOUAEeT TPAHCAALMIO.
Ja
Aa

Het

I (config-crypto-map)>  12tp-server nat

I (config-crypto-map)> no 12tp-server nat

(config-crypto-map)> 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.

(config-crypto-map)> no 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

Bepcus OnucaHve

2.1 Jlo6aBneHa koMaHaa crypto map l2tp-server nat.

map l2tp-server range

Ha3HaunTb Ny agpecos AN14 KINEHTOB cepBepa L2TP. [1o yMonyaHuio
ncnonb3lyeTca pasmep nyna 100.

KomaHgaa c npedpurkcom no ygansiet nysn.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

3.19.15 crypto

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHThl

(config-crypto-map)>  12tp-server range <begin (cends | <size»)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnucaHue

begin IP-agpec HauvanbHbIll agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size UYenoe uucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.

Bepcus OnucaHue

2.11 JobasneHa KoMmaHaa crypto map l2tp-server range.

map I2tp-server static-ip

HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. lonb3oBaTenb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-12tp.

KomaHgaa ¢ npedurkcom no yaanset npmuBasky.

Aa

Ja

Hert

(config-crypto-map)>  static-ip wsenr @address»

(config-crypto-map)> no static-ip wsenr

AprymeHT 3HayeHue OnucaHue

user CTpoka Nms nonb3osarens.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHwnii

3.19.16 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

3.19.17 crypto

OnucaHune

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec HasHauvaemsblin IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHga crypto map l2tp-server static-ip.

map nail-up

BkntounTb aBTOMaTMYecKoe nepecoriacoBaHme npeobpasoBaHuii IPsec ESP
npuv Ux yctapeBaHuW. [10 yMOYaHNIO NapameTp OTK/IHOYEH.

KomMaHgaa c npedurKCOM no OTK/KOUaeT aBTOMaTMYECKOe NepecoraiacoBaHue.
Ja
Aa

HeTt

I (config-crypto-map)>  nail-up

I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

Bepcus OnucaHve

2.06 [JlobaBneHa koMaHga crypto map nail-up.

map reauth-passive

BKHOUMTBL MACCMBHYHO NepenpoBepky NOAANHHOCTY KPUNTOKapTbl IPsec. Mo
YMOJTYaHMIO MapaMeTp BK/IHOYEH.

KomaHza c nped1KcomM no oTKIOYAET NAacCMBHYHO NepenpoBepky
NOANNHHOCTM.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

(config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec: :Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.

Bepcus OnucaHve

2.1 JobasneHa KoMaHAa crypto map reauth-passive.

3.19.18 crypto map set-peer

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn

Ha3HaunTb OCHOBHOW yAaneHHbI XOCT AN YCTaHOBIeH WA coeagnHeHuns IPsec.
KomaHga ¢ npedunkcom no yaanset HacTPOnKy.

Ja

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

(config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHT 3HauyeHue OnuncaHwue
remote-ip CTpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro
XocTa.
any MpuHUMaTL Ntobbie BXOASALLME COeANHEHNS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »
peer reset.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JlobaBneHa KkomaHaa crypto map set-peer.

3.19.19 crypto map set-peer-fallback

onucaHune HasHaunTb pe3epBHbI YAANEHHBbI XOCT 419 YCTAHOBNEHWS COEANHEHNSA
IPsec. DTa HacTpolika MOXET 6bITb BbIMOIHEHA MOC/1E HAa3HAYEHWIS OCHOBHOMO
y3/a (CM. KoMaHay crypto map set-peer).

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-crypto-map)>  set-peer-fallback «remote-ip»

(config-crypto-map)> no set-peer-fallback

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

remote-ip Ctpoka IP-agpec nan [oMeHHOoe NMS YAANEHHOMO
XocTa.

Npumep (config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa crypto map set-peer-fallback.

3.19.20 crypto map set-profile

OnucaHwue 3ajaTb CCbIIKY Ha CyLLecTBYOLWMIA Npoduib IPsec (CM. KOMaHAy crypto ipsec
profile).

KomaHga ¢ npedumkcom no yganset cCbiKy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-crypto-map)>  set-profile profile
(config-crypto-map)> no set-profile
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
profile CTpoka Vmsa npoduns IPsec. CNUCOK AOCTYMHbIX AN
Bbl6opa npodunenn MoXHO yB1AeThL BBeAA
KoMaHgy set-profile [Tab].
Npumep (config-crypto-map)> set-profile [Tab]
Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".
(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa crypto map set-profile.

3.19.21 crypto map set-tcpmss

OnucaHue YCTaHOBWUTb OrpaHnyeHne MakCMaabHOro pasMepa cermMeHTa UCXoaaLLmx
ceccnin TCP B pamMKax AaHHOro TyHHens IPsec. Ecnn 3HaveHme MSS, koTopoe
nepegaetcs B noJsie 3arosioBka SYN-rakeToB, MpeBbILLaeT 3a4aHHOe, KOMaHAa
MeHsieT ero. Pexxum Path MTU Discovery no3sonsieT aBToMaTnyecku
onpeaensTb orpaHnyeHme NMSS.

KomaHpaa ¢ npedpurKcomM no CHMMaeT BCe orpaHunyeHms c MSS.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncue I (config-crypto-map)>  set-tcpmss @mss-value

I (config-crypto-map)> no set-tcpmss
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.19.22 crypto

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

Mpumep

AprymeHT 3HauyeHue OnuncaHwue

mss-value Lenoe 4ucno |3HauveHwne BepxHen rpaHmubl MSS. MoxeT
nprHMMaTb 3Ha4YeHnA B Npejenax oT 576 A0
1500.

pmtu Bkntountb pexxum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: "test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss
IpSec::Manager: "test": crypto map tcpmss reset.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto map set-tcpmss.

map set-transform

3aaaTh CCbUIKY Ha CyllecTByoLLee Nnpeobpa3oBaHume [Psec ESP (CM. KOMaHAy
crypto ipsec transform-set).

KomaHga ¢ npedunkcom no yaanset cCbiky.

[Ja

Ja

Het

(config-crypto-map)>  set-transform«transform-set»

(config-crypto-map)> no set-transform

AprymeHT 3HauyeHue lOnncaHue

transform-set |Crpoka HasBaHune npeobpasoBaHus IPsec. CAncok
JOCTYMHbBIX NPe0bpa3oBaHMIn MOXHO YBUAETb
C NOMOLLbI KOMaHAbI set-transform [Tab].

(config-crypto-map)> set-transform [Tab]
Usage template:
set-transform {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

3.19.23 crypto
OnucaHune
MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHum

(config-crypto-map)> set-transform test

IpSec: :Manager:

to "test".

"test": crypto map ipsec transform-set is set »

(config-crypto-map)> no set-transform

IpSec: :Manager:

"test": crypto map ipsec transform-set reset.

Bepcusa

OnucaHwmne

2.06

[Jo6asneHa KomaHga crypto map set-transform.

map traffic-selectors

HasHaunTb 06beKTHYI0 rpynny B kavecTse [Psec cenektopos Phase 2.

KomaHga ¢ npeprKcoM no yaanset HacTPOKY.

Ja
Aa

Het

(config-crypto-map)>  traf

fic-selectors <local> cremotes

(config-crypto-map)> no traffic-selectors

AprymeHT 3HauyeHue OnuncaHwue
local CTpoka Ha3BaHwue nokanbHOM 06beKTHOM rpynnbl.
remote CTpoka HasBaHwve yaaneHHoM 06 beKTHOM rpynnbl.

(config-crypto-map)> traffic-selectors »
_WEBADMIN_IPSEC_VPNL2TPServe-local »
_WEBADMIN_IPSEC_VPNL2TPServe-remote
IpSec::Config::CryptoMap:
" WEBADMIN IPSEC VPNL2TPServer-local": »
" WEBADMIN IPSEC VPNL2TPServer-remote".

"test": set traffic-selectors to »

(config-crypto-map)> no traffic-selectors
IpSec::Config::CryptoMap:

"test": reset traffic-selectors.

Bepcus

OnucaHune

4.00

[JobasneHa komaHaa crypto map traffic-selectors.
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naBa 3 OnncaHme KOMaHA,

3.19.24 crypto map tunnel-interface

OnucaHue HasHaunTb nHTepdeinc XFRV kpuntokapTe A5 MapLupyTm3aumm Tpaduka
MeXay caiTamu.

KomaHga ¢ npednkcom no yganser HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-crypto-map)>  tunnel-interface <interface»

(config-crypto-map)> no tunnel-interface

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

interface UHTepgeiic MonHoe nma nHTepoderica.

Mpumep (config-crypto-map)> tunnel-interface XFRMO
IpSec::Config: :CryptoMap: "TEST": linked tunnel interface "XFRMO".

(config-crypto-map)> no tunnel-interface
IpSec::Config::CryptoMap: "TEST": reset tunnel interface.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

4.01 Jlo6aBneHa koMaHga crypto map tunnel-interface.

3.19.25 crypto map virtual-ip dhcp route

OnucaHwue HasHaunTb MapLupyT, nepesaBaemMblii yepes coobLeHmns DHCP INFORM,
KAneHTam cepsepa Virtual IP.

KomaHaa ¢ npeprkcom no oTMeHsieT NoslyYeHne ykasaHHOro MapLupyTa.
Ecnu BBeCTM KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMeHEeHO NoJslyyeHme Bcex
MapLLpYyTOB.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la

CuHoncuc I (config-crypto-map)>  virtual-ip dhcp route <address> amask»

I (config-crypto-map)> no virtual-ip dhcp route [<address: anask> ]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec Afpec ceTeBOro K/MeHTa.

mask IP-macka Macka ceteBoro knmeHTa. CyLiecTsyeT jBa
crnocoba BBOAA MacKW: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B BUAe

6UTOBOI ANNHbLI NpeduKca (Hanpumep, /24).

(config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »
removed.

(config-crypto-map)> no virtual-ip dhcp route
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM routes cleared.

Bepcus OnucaHve

3.06 JobasneHa KomaHAa crypto map virtual-ip dhcp route.

3.19.26 crypto map virtual-ip dns-server

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YkazaTb DNS-cepBep 415 BblJauu KAvieHTaM B cepBepHoOM pexxme Virtual
IP.

KomaHzaa c npepurkcom no yaanseT agpec cepsepa.

Ja

Ja

Het

(config-crypto-map)>  virtual-ip dns-server «address>

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec IP-aapec cepsepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

3.19.27 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3.19.28 crypto

OnuncaHwme

Mpedukc no
MeHsieT HaCTPOWKN

MHorokpaTtHbIiA BBOJ,

(config-crypto-map)> no virtual-ip dns-server
IpSec::Manager: "test": crypto map Virtual IP DNS server deleted.

Bepcus OnucaHue

2.08 JobasneHa komaHaa crypto map virtual-ip dns-server.

map virtual-ip enable

BkntounTb cepBepHbIi pexxum Virtual IP, npy KOTOpoM KnneHTam
Npon3BOAMTCA pasjaya afpecoB 13 3ajjlaHHOro gmnanasoHa. lMpy aTom B
KayecTBe yAaneHHoW NoAceTy B cooTBeTCTBYOLEeM ACL MOXHO yKa3aTb
Npoun3BOAbHOE 3HaYeHMe, OHO ByAeT MPOUrHOPMPOBAHO. [0 yMOAYaHMIO
PEXVM OTKJIHOYEH.

KomaHga ¢ npedprKcoM no OTK/I0UaeT HacTPOIKY.
Ja
Ja

HeTt

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

(config-crypto-map)> virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

Bepcus OnucaHve

2.08 JobasneHa koMmaHaa crypto map virtual-ip enable.

map virtual-ip multi-login

PaspeLumnTb NogkntoueHue k cepsepy Virtual IP Heckonbkuyx nonb3oBaTeneii
C OAHOrO0 aKKayHTa.

KomaHga ¢ npedprKcoOM no OTK/IOYaEeT HaCTPOIKY.
Ja
Ja

Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc I (config-crypto-map)>  virtual-ip multi-login
I (config-crypto-map)> no virtual-ip multi-login

Npumep (config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.
(config-crypto-map)> no virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Job6asneHa koMaHa crypto map virtual-ip multi-login.

3.19.29 crypto map virtual-ip nat

OonucaHue BKNOUNTb TPAHCISILMIO A4PECOB ANS KIMEHTOB B cepBEpPHOM pexume Virtual
IP.

KomaHga ¢ npedunkcom no yaanseT npasuo.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(conﬁg«xyptownapp> virtual-ip nat
I(conﬁg«xypto«napp>novirtual-ipnat

NMpumep (config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.
(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JlobaeneHa komaHaa crypto map virtual-ip nat.

3.19.30 crypto map virtual-ip range

OonucaHue HacTpouTb frana3oH agpecoB A4N15 Bbl4a4yu K/IeHTaM B CEPBEPHOM pexunme
Virtual IP.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

3.19.31 crypto

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

KomaHga c npedrKcom no yaanseT AnanasoH.

Ja
Aa

Het

(config-crypto-map)>  virt

ual-ip range <begin (<end> | <size»>)

(config-crypto-map)> no virtual-ip range

AprymeHT 3HauyeHue OnuncaHwue

begin IP-agpec Hauano ananasoHa agpecos.
end IP-agpec KoHeL agnana3oHa aapecos.
size UYenoe uucro |Pasmep AmnanasoHa aApecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20

IpSec: :Manager:

"test": crypto map Virtual IP pool range set »

from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).

(config-crypto-map)> no virtual-ip range

IpSec::Manager: "test":

crypto map Virtual IP pool range deleted.

Bepcus

OnucaHune

2.08

JobaBneHa koMaHaa crypto map virtual-ip range.

map virtual-ip static-ip

Ha3HaunTb NOCTOSAHHbIN IP—ap,pec rnosb3oBaTento. [Nonb3oBaTtesb B cMCTeMe

JOJIKEH MeTb MeTKy ipsec-xauth.

KomaHga c npedurKcom no yaansiet npusssky.

Ja
Ja
Aa

(config-crypto-map)>  virt

ual-ip static-ip wsenr address,

(config-crypto-map)> no virtual-ip static-ip wsen

AprymeHT 3HauyeHue OnuncaHwue
user Ctpoka ViMst nonb3oBarens.
address IP-agpec HasHauaemsbli IP-agpec.
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [JobaeneHa komaHaa crypto map virtual-ip static-ip.

3.20 dlna

OnucaHune JocTtyn K rpynne KomMaHa Ans ynpasneHus cnyxo6oin DLNA.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

BxoxxaeHue B rpynny (config-dlna)

CuHoncuc I(config)> dlna

MNpumep (config)> dlna
Core::Configurator: Done.
(config-dlna)>

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.00 Jo6aBneHa komaHaa dina.

3.20.1 dina container

OnucaHune YCTaHOBUTb KOHTEMHep N0 YMOAYaHUIO Ans cayxobl DLNA.
KomaHga ¢ npednkcom no oTMeHsAeT HaCTPOIKY.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config-dina)>  container «container;

I (config-dina)> no container

1 1 6 CnpaBoyHuk koMaHa — Hopper (KN-3811)



naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue | OnucaHmne

container browse |[TokasblBaTb MO yMOMYaHNIO COAEPXMMOE
KOHTeHepa npocMoTpa.

music loka3biBaTb MO YMOIYAHWIO COAEPXMMOe
KOHTeliHepa My3blKW.

video lNokasbiBaTb MO YMOYaHMIO CoAepXKmmMmoe
KOHTeliHepa BuAeO.

images lNoka3biBaTb MO YMONYAHUIO COAEPXMMOe
KOHTeHepa n3o06paxeHunin.

Npumep (config-dlna)> container browse
Dlna::Server: Set default container to "browse".

(config-dlna)> no container
Dlna: :Server: Reset default container.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.11 JobaeneHa komaHza dina container.

3.20.2 dina db-directory

OnucaHwne YKa3zaTb NyTb K KaTanory ¢ 6a3oi AaHHbIX MyNbTUMEAVNNHBLIX GannoB.
KomaHga c npedurkcom no yganseTt HacTPOWKy.

Mpejukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config-dina)>  db-directory «directory:

(config-dina)> no db-directory

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

directory CT1poka MyTb K Nanke ¢ 6a30 AaHHbIX.

Mpumep (config-dlna)> db-directory 46E243F4E243E6B1:/components/dlna/
Dlna::Server: DB directory set.

(config-dlna)> no db-directory
Dlna::Server: DB directory removed.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.06 JobaBneHa komaHaa dina db-directory.
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naBa 3 OnncaHme KoMaHp,

3.20.3 dIna directory

OnucaHue YKa3aTb NyTb K KaTanory ¢ Mejna-KOHTEHTOM.
KomaHga ¢ npednkcom no yganser HacTPOnKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dina)>  directory «directory,[media-type]

(config-dina)> no directory «directory:»

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

directory CTpoka [MyTb K KaTanory c Mefma-KOHTEHTOM.

media-type |audio CofepxmnMoe katanora — ayamo-dannbl.

video Cogepxunmoe kaTanora — Bugeo-paiinbl.

images CoaepxvmMoe KaTanora — n3o6paxeHus.

Mpumep (config-dlna)> directory »
46E243F4E243E6B1: /components/transmission/download/
Dlna::Server: »
"46E243F4E243E6B1: /components/transmission/download/" directory »
added.

(config-dlna)> no directory »

46E243F4E243E6B1: /components/transmission/download/
Dlna::Server: »

"46E243F4E243E6B1: /components/transmission/download/" directory »
removed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHaa dina directory.

2.06 [JobaeneH napameTp media-type.

3.20.4 dIna display-name

OnucaHune Ha3HaunTb nosib3oBaTenbckoe nMsa DLNA-cepBepy.
KomaHgaa c npedpurkcom no yaanseT HacTPOriKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Cutoncnc (config-dina)>  display-name «display-name>
(config-dina)> no display-name
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
display-name|CTpoka MNonb3oBaTenibCcKoe NMs cepsepa.
Npumep (config-dlna)> display-name MYDLNA
Dlna::Server: Set a display name.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.12 Jo6aBneHa komaHaa dina display-name.

3.20.5 dlna interface

OnuncaHmne YKasaTb HTepdelic MapLLpyTM3aTopa, Yepes KOTopbIl byeT nepesjaBaThCs
MeAna-KoOHTeHT. MOXHO BBeCTU He 6onee 16 nHTepdelicos.

KomaHga ¢ npedunkcom no yaanseTt ykasaHHbI nHTepdeinc n3 cnvcka. Ecam
BbINO/HNTb KOMaHAy 6e3 aprymeHTa, To BeCb CNNCOK NHTepdeincos aAns
nepefayuv Meana-KOHTEHTa ByAeT OUNLLEH.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica IP

Cunoncuc (config-dina)>  interface <interface»

(config-dina)> no interface <interface;

AprymeHTbI AprymeHT |3HauyeHune OonuncaHune

interface |WHTeperic MNMonHoe nmsa nHTepdeinca nnv NCEBLOHNM.
Cnncok AOCTYMHbIX NHTepdencoB MOXHO
yBUAETb C NOMOLLbLI0 KOMaHAbl interface
[Tab].

Mpumep (config-dlna)> interface [Tab]

Usage template:
interface {interface}
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

Choose:

GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint?2
WifiMaster0/AccessPointl

GuestWiFi

(config-dlna)> interface GigabitEthernet0/Vlanl

(config-dlna)> no interface GigabitEthernet0/Vlanl

Bepcus

OnucaHune

2.00

JobaeneHa komaHaa dina interface.

3.20.6 dina port

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Yka3atb nopT DLNA-cepBepa ans HTTP-Tpaduka (onucaHnii, SOAP, nepeaaun
KOHTeHTa). [1o ymMonuyaHuio ncnosib3yeTcsd 3HayueHve 8200.

KomaHza ¢ nped1Kcom no Bo3BpaLLaeT 3HaYeHMe No YMONYAHUIO.

Ja
Ja

Het

(config-dina)>

port port

(config-dina)> no port

AprymeHT

3HayeHue OnvicaHune

port

Yesoe uucro |Homep nopra.

(config-dlna)> port 8999
Dlna::Server: Port changed to 8999.

(config-dlna)> no port

Dlna: :Server:

Port reset to 8200.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dina port.
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naBa 3 OnncaHme KOMaHA,

3.20.7 dlna rescan

OnuncaHwmne

MNpedukc no

MeHsieT HacTpoiKmn

O6HOBUTL NHPopMaLmto 0 palinax B KaTanore C MeMa-KOHTEHTOM.

MprmeyaHwe:

Het

HeTt

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

(config-dina)>

EcnnykasaThk kntovesoe cnoeo full, 6a3a faHHbLIX KOHTEHTa
byneT yaaneHa 1 co3gaHa 3aHOBO. OTO MOXET 3aHATb
Kakoe-TO BpeMs, MO3TOMY TaKyro KOMaHAy peKoOMeHAyeTcs
BbIMONHATE TONBKO €C/IN CTPYKTYpPa 6a3bl AaHHBIX KOHTEHTa
nospexseHa.

rescan [ full]

AprymeHT 3HauyeHue OnuncaHwue

full Knwyesoe Mpu3HaK HeO6XOANMOCTM NMepeco3jaHuns
C/10BO 6a3bl AAHHbIX KOHTEHTa.

(config-dlna)> rescan

(config-dlna)> rescan full

Bepcusa

OnucaHune

2.00

JobasneHa komaHaa dlna rescan.

3.20.8 dina sort

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn

3agaTb KpuTepuii copTupoBkn dainos DLNA-cepBepa.

KomaHga c npedrKcom no yaansieT HacTpoiiky.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

I (config-dina)>  sort <key» [<ordenr ]

I (config-dina)>

no sort
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nameHeHui

AprymeHT |3HauyeHue OnucaHve
key class CopTrpoBaTth Mo Kaccy Mefmna-KoHTeHTa
(ayano, Bnaeo, nsobpaxeHus).
title CopTupoBaTtb MO Ha3BaHWIo.
date CopTupoBartk Mo gare.
track CopTupoBaTb MO JOPOXKe.
album CopTvpoBaTb NO anbbomy.
order ascending CopTupoBka ¢alinoB B nopsake BO3pacTaHUs
OTOT NapaMeTp UCMO/b3yeTcs MO YMOAYaHUIO.
descending |CopTupoBka ¢alinoB no ybbiBaHuUIo.

(config-dlna)> sort date

Dlna: :Server:

"date by ascending" sort criterion appended.

(config-dlna)> sort date ascending

Dlna: :Server:

(config-dlna)> no sort
Dlna: :Server:

"date by ascending" sort criterion appended.

Sort criteria removed.

Bepcusa

OnucaHune

2.11

JobasneHa komaHga dina sort.

3.21 dns-proxy

OnucaHwue
Mpe¢ukc no

MeHsieT HacCTpoViKKn

[oCTyn K rpynne KOMaHz Anst ynpasneHus cnyx6oi DNS-npokcu.

Het

Het

MHorokpaTtHbIiA BBog, Het

BxoxxaeHue B rpynny (config-dnspx)

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

I(conﬁg)>

dns-proxy

(config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

Bepcus

OnucaHune

2.04

JlobaBneHa komaHAa dns-proxy.
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naBa 3 OnncaHme KOMaHA,

3.21.1 dns-proxy filter assign host preset

OnuncaHwmne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HasHaunTb npeceT GUNbLTPALN CETEBOMY YCTPOIACTBY.

O3HaKOMUTBCS CO CMIMCKOM MPEeCceToB Bbl MOXETE C MOMOLLbHO KOMaHAbI show
dns-proxy filter presets.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA npeceT Ans xocTta. Ecam
BbIMNO/IHNTb KOMaHA4Y 6e3 adprymMmeHTa, To BeCb CNMCOK NpeceToB A/1d BCEX
XOCTOB 6yZleT OUnLLEH.

Ja
Aa
Ja
(config-dnspx)>  filter assign host preset <host> ¢preset>

(config-dnspx)> no filter assign host preset [<host>]

AprymeHT 3HauyeHue OnuncaHwue
host MAC-agpec MAC-azpec ceTeBOro ycTpoincraa.

preset Ctpoka HasBaHue npeceTa.

(config-dnspx)> filter assign host preset 04:d4:c1l:51:b1:59 »
opendns-family

Dns::Filter::Public: Associated host "04:d4:c1:51:b1:59" with »
preset "opendns-family".

(config-dnspx)> no filter assign host preset 04:d4:cl:51:bl:59
Dns::Filter::Public: Removed preset for host "04:d4:c1:51:b1:59".

(config-dnspx)> no filter assign host preset
Dns::Filter::Public: Removed presets for hosts.

Bepcus OnucaHve
3.08 JobasneHa komaHaa dns-proxy filter assign host
preset.

3.21.2 dns-proxy filter assign host profile

OnucaHwne

HasHaunTb Npodunb GUNbLTPaLMN CETEBOMY YCTPOICTBY.

Jlo6aBUTb HOBbI NPOdUIL MOXKHO NPY NOMOLLM KOMaHAbI dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npodurnelt Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.
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naBa 3 OnncaHme KoMaHp,

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

KomaHga c npedumkcom no yaanseT ykasaHHbIn npoduib 4 xocta. Ecim
BbIMO/IHNTL KOMaHAY 6e3 apryMeHTa, TO BeCb CMUCOK Npodunein ansa Bcex
XOCTOB 6yZleT OUNLLEH.

Ja
Aa
Ja
(config-dnspx)>  filter assign host profile <hosts> profiles

(config-dnspx)> no filter assign host profile [<host]

AprymeHT 3HauyeHue OnuncaHwue
host MAC-apgpec MAC-agpec ceTeBOro ycTpoicTea.

profile Ctpoka HasBaHune npoduns.

(config-dnspx)> filter assign host profile 00:d2:cl:54:bc:59 test
Dns::Filter::Public: Associated host "00:d2:c1:54:bc:59" with »
profile "test".

(config-dnspx)> no filter assign host profile 00:d2:cl:54:bc:59
Dns::Filter::Public: Removed profile for host "00:d2:cl:54:bc:59".

(config-dnspx)> no filter assign host profile
Dns::Filter::Public: Removed profiles for hosts.

Bepcus OnucaHve
3.08 JobasneHa komaHaa dns-proxy filter assign host
profile.

3.21.3 dns-proxy filter assign interface preset

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

Ha3HaunTb npeceT GbUNbTPaLN BCEM YCTPOCTBAM B CErMeHTe (3a
NCK/IOYEHNEM TeX, KOTOPbIM YyXe HazHauyeHbl npoduan/npeceTs).

O3HaKOMUTLCS CO CNCKOM MPECeToB Bbl MOXETe C MOMOLLbI0 KOMaHAbl show
dns-proxy filter presets.

KomaHaa ¢ npepunkcom no oTMeHsieT NPUBA3KY yKa3zaHHOro npeceTa K
nHTepdelicy. Ecnv BbINOAHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CMUCOK
npeceToB A/15 BCeX CErMeHTOB byfeT ounLLeH.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-dnspx)>  filter assign interface preset <interfaces preset>

(config-dnspx)> no filter assign interface preset [<interface;]

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |WHTepgeic MonHoe nma nHTepderica nam NCeBLOHUM.
NHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTn private nnm protected.

preset CTpoka Ha3sBaHue npeceTa.

Mpumep (config-dnspx)> filter assign interface preset Bridge0 »
quad9-security
Dns::Filter::Public: Associated interface "Bridge@" with preset »
"quad9-security".

(config-dnspx)> no filter assign interface preset Bridge0
Dns::Filter::Public: Removed preset for interface "Bridge0".

(config-dnspx)> no filter assign interface preset
Dns::Filter::Public: Removed presets for interfaces.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.08 Job6asneHa komaHaa dns-proxy filter assign interface
preset.

3.21.4 dns-proxy filter assign interface profile

OnucaHune HasHaunTb Nnpodunb dpunbTpaLmm Bcem yCTPOMCTBaM B CerMeHTe (3a
NCKAOYEHMEM TeX, KOTOPbIM yXe Ha3HaveHbl npoduan/npeceTsbl).

Jo6aBuTb HOBbIV NPpodUIL MOXHO NPY NOMOLLM KOMaHAb! dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npoduiein Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

KomaHaa ¢ npeprKcom no oTMeHseT NPUBA3KY YKazaHHOro Npopuns K
nHTepdelicy. ECnv BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CNUCOK
npodunein ana Bcex CerMeHToB byAeT OUnLLEeH.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

CuHoncnc I (config-dnspx)> filter assigninterfaceprofile<interfaceprofile

I (config-dnspx)> no filter assign interface profile [<interface]
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT |3HauyeHue OnuncaHwue

interface |WHTepgeinc MNonHoe nma nHTepderica Nam NCeBLOHUM.
WHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTu private nnwm protected.

profile |Crpoka HassaHwne npoduns.

(config-dnspx)> filter assign interface profile »
GigabitEthernet0/Vlanl DnsProfile0
Dns::Filter::Public: Associated interface »
"GigabitEthernet0@/Vlanl" with profile "DnsProfile0".

(config-dnspx)> no filter assign interface profile »
GigabitEthernet0/Vlanl

Dns::Filter::Public: Removed profile for interface »
"GigabitEthernet6/Vlanl".

(config-dnspx)> no filter assign interface profile
Dns::Filter::Public: Removed profiles for interfaces.

Bepcus OnucaHve

3.08

profile.

JobasneHa komaHaa dns-proxy filter assign interface

3.21.5 dns-proxy filter engine

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTbl

BbibpaTb MexaHmn3m DNS.

KomaHga c npedurkcom no oTkatouaeT dpuabTp. B 3TOoM cnyyae 3anpoc
KOHGUrypaL M BepHeT MycToe 3HaveHue.

Ja
Ja

Het

(config-dnspx)>

filter engine <engines

(config-dnspx)> no filter engine

AprymeHT 3HauyeHue OnuncaHwue
engine interceptor |OAvH 13 JOCTYMNHLIX MEXaHN3MOB
public dunbTpaumn DNS.
nextdns
opkg
skydns
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-dnspx)> filter engine interceptor
Dns::Filter::Interceptor: Enabled.

(config-dnspx)> no filter engine
Dns::Manager: Disabled filter engine.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.08 Jo6aBneHa komaHaa dns-proxy filter engine.

3.21.6 dns-proxy filter profile

OonucaHue Co3zaTb nonb3oBaTenbckuii npodpunb dunbTpaumm DNS.
KomaHga c npedukcom no yaanaet npodub.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBog, /[la

CuHoncuc (config-dnspx)>  filter profile name;
(config-dnspx)> no filter profile name;
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
name CTpoka Vms npoduna B cokpalleHHOM BUAE, ASTMHOM
He 6onee 32 cuMBONOB. MakcManbHoe
KonmnyecTso npodunen — 8.
Mpumep (config-dnspx)> filter profile test
Dns::Filter::Public: Created profile "test".
(config-dnspx)> no filter profile test
Dns::Filter::Public: Removed profile "test".
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.08 JobasneHa komaHAaa dns-proxy filter profile.

3.21.7 dns-proxy filter profile description
OnucaHwue MpucsouTb onucaHne ana npoouns ¢punetpaumm DNS.
KomaHgaa c npedumkcom no cTupaeT onmncaHue.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-dnspx)>  filter profile namesdescription «description»

(config-dnspx)> no filter profile name>description «description»

AprymeHT 3HauyeHue OnucaHue

name CTpoka HasBaHwue npoduns.

description |CTpoka Mpon3BonbLHOe onucaHne Npoduns.

(config-dnspx)> filter profile test description MyProfilel
Dns::Filter::Public: Set description to profile "test".

(config-dnspx)> no filter profile test description
Dns::Filter::Public: Cleared description of profile "test".

Bepcusa OnucaHve
3.08 JlobasneHa komaHza dns-proxy filter profile
description.

3.21.8 dns-proxy filter profile dns53 upstream

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

Job6aBuTb IP-agpec DNS-cepBepa B nNosib3oBaTeNbCkni npoduis dunsTpayun.
Mo>HO BBeCTU A0 6 CepBepoB.

KomaHga ¢ npedrkcom no yaansieT ykasaHHbIn cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CepBEPOB byaeT
OUNLLIEH.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config-dnspx)> filter profilename>dns53 upstream«<address [:«ports]

(config-dnspx)> no filter profile name>dns53 description [ <address>
Lports]]

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka HasBaHwne npoduns.
address IP-agpec IP-agpec cepsepa.
port UYenoe uucro |MNopT cepsepa.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-dnspx)> filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Added DNS name server 1.1.1.1 to profile »
"test".

(config-dnspx)> no filter profile test dns53 upstream
Dns::Filter::Public: Removed DNS name server from profile "test".

(config-dnspx)> no filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Removed DNS name server 1.1.1.1 from profile »

"test".
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.08 JobasneHa komaHaa dns-proxy filter profile dns53
upstream.

3.21.9 dns-proxy filter profile https upstream

OnucaHwue Job6aBunTtb cepBep DNS nosepx HTTPS B Nofib30BaTeNbCKNA NPOPUb
dunneTpaumn. MoxKHO BBeCTU A0 6 CepBepOB.

KomaHga ¢ npedurkcom no yaanseT ykasaHHbIn cepBep 13 cnucka. Ecan
BbINONHUTbL KOMaHZAy 6e3 aprymMmeHTa, TO BeCb CMMCOK CepBepoB byaeT
OuMLLeH.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncue (config-dnspx)> filter profile <nameshttps upstreamwri[ spki hashs
]
(config-dnspx)> no filter profile name>https description[«wris]
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
name Ctpoka HasBaHune npoduns.
url CTpoka URL-agpec DNS-cepBepa.
hash Crpoka Xaw ceptndumkarta TLS.
Mpumep (config-dnspx)> filter profile test https upstream »

https://dns.google/resolve
Dns::Filter::Public: Added DNS-over-HTTPS name server »
https://dns.google/resolve to profile "test".

(config-dnspx)> no filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Removed DNS-over-HTTPS name server »
https://dns.google/resolve from profile "test".
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-dnspx)> no filter profile test https upstream
Dns::Filter::Public: Removed DNS-over-HTTPS name server from »
profile "test".

Bepcus OnucaHue
3.08 JobasneHa komaHaa dns-proxy filter profile https
upstream.

3.21.10 dns-proxy filter profile intercept enable

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

BrntounTb nepexsat TpaH3nTHbIX DNS-3anpocos ana npoduna ¢puastpaumu.
Mo ymonuaHuio nepexsaT 3anpeLLeH.

KomaHza c npeprKkcom no oTkItouaeT nepexsat 415 Npoduia puabTpaLmu.
Ja

Ja

Het

(config-dnspx)>  filter profile name>intercept enable

(config-dnspx)> no filter profile <namesintercept enable

AprymeHT 3HayeHue OnuncaHwue

name CTpoka Nmsa npoduns dmnneTpaumn.

(config-dnspx)> filter profile DnsProfile@ intercept enable
Dns::Filter::Public: Enabled intercept in profile "DnsProfile0".

(config-dnspx)> no filter profile DnsProfile® intercept enable
Dns::Filter::Public: Disabled intercept in profile "DnsProfile0".

Bepcus OnucaHve
3.09 Jlo6aBneHa komaHza dns-proxy filter profile intercept
enable.

3.21.11 dns-proxy filter profile tls upstream

OnucaHwne

Jo6aBuTb cepep DNS nosepx TLS B noNb30BaTeNbCKUA Npodub
dunbTpaumn. MoxHo BeecTn 0 6 CepBepoB.

KomaHga c npedurkcom no yaansieT ykasaHHbIN cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, To BECb CMMCOK CepBEPOB byaeT
OUNLLIEH.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja
Ja
Aa
(config-dnspx)>  filter profile name>tls upstreamaddress [ «port>
1[ sni«fqdns> ][ spki <hashs ]
(config-dnspx)> no filter profile namestls description [ «address>][
<ports]
AprymeHT 3HayeHue OnuncaHwue
name CTpoka HasBaHune npoduns.
address IP-appec Agppec cepBepa.
FQDN
port UYenoe uucro |lMNopT cepsepa.
fqdn Crpoka JomeHHoe nm4.
hash CTpoka Xaw ceptmndukaTta TLS.

(config-dnspx)> filter profile test tls upstream 1.1.1.1 8853 »
sni cloudflare-dns.com

Dns::Filter::Public: Added DNS-over-TLS name server 1.1.1.1 to »
profile "test".

(config-dnspx)> no filter profile test tls upstream 1.1.1.1 8853
Dns::Filter::Public: Removed DNS-over-TLS name server 1.1.1.1 »
from profile "test".

(config-dnspx)> no filter profile test tls upstream
Dns::Filter::Public: Removed DNS-over-TLS name server from »
profile "test".

Bepcus OnucaHve
3.08 Job6aeneHa komaHaa dns-proxy filter profile tis
upstream.

3.21.12 dns-proxy https upstream

OnucaHwne

MNpejukc no

Jo6aBuTb cepeep DNS nosepx HTTPS.

KomaHga c npedpurkcom no ygansieT ykasaHHbIN cepBep 13 cnvcka. Ecam
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CepBepOB byaeT
OUULLIEH.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHuim

(config-dnspx)>  https upstreamwrls [ «format>]1[ snihash>]1[ on
<interfaces> ][ domain «domains ]

(config-dnspx)> no https upstream [ «wurl]

AprymeHT 3HauyeHue OnucaHwue

url CTpoka Monb3oBaTenbckmin URL-agpec cny>6bl DNS.
format dnsm dopmat oTobpaxkeHns gaHHbIX DNS.

json
hash CTpoka Xaw ceptudukaTta TLS.

interface WHTepgeiic Nma nutepdeiica Ana HacTponkuy.

domain CTpoka JomMmeHHOoe nwvs.

(config-dnspx)>https upstream »
https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

Bepcus OnucaHve
3.01 JobasneHa koMmaHaa dns-proxy https upstream.
3.08 [JobasneH aprymeHT domain.
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naBa 3 OnncaHme KOMaHA,

3.21.13 dns-proxy intercept enable

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

BkntounTb nepexsaTt TpaH3uTHbIX DNS-3anpocoB. Takxe 3Ta ¢yHKLUSA
BK/IlOYaeTCs Npu paboTe nHTepHeT-GUAbTpa. Mo yMonyaH1Io nepexsat
3anpeLyeH.

KomaHgaa ¢ npedrKcOM no oTKAKO4aeT nepexsar.
Ja
Ja

Het

I (config-dnspx)>  intercept enable

I (config-dnspx)> no intercept enable

(config-dnspx)> intercept enable
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no intercept enable
Dns::Filter::Interceptor: Disabled.

Bepcus OnucaHue

3.06 JobasneHa komaHaa dns-proxy intercept enable.

3.08 KomaHga dns-proxy intercept enable yganeHa kak
ycTapesLuas.

3.09 KomaHga dns-proxy intercept enable cHoBa go6aBneHa.

3.21.14 dns-proxy max-ttl

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

3agaTb MakcMManbHbIv TTL Ana KaWrpoBaHHbIX 3anuvcen DNS-npokcu.
KomaHga ¢ npedpurkcom no yaanset 3HadeHue TTL.

Ja

Aa

Het

(config-dnspx)>  max-ttlwmax-ttl

(config-dnspx)> no max-ttl

AprymeHT 3HauyeHue OnuncaHwue

max-ttl Lenoe uucnio |MakcnmanbHoe 3HauveHue TTL. MoxeTt
NPUHMMaTb 3Ha4YeHnsa B npejenax ot 1 4o

604800000 mmnnnvcekyHa (1 Hegens).
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.

(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.05 [JobaeneHa komaHaa dns-proxy max-ttl.

3.21.15 dns-proxy proceed

OnucaHune 3agaTb MHTepBaJ Mexay napasne/ibHbIMVY 3anpocamMm, KOTopble OTrpasiseT
DNS-npokcu Heckonbknm DNS-cepsepam. Mo yMOAYaHUIO UCMNO/b3yeTCs
3HauyeHVe 500.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMONYaHI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc (config-dnspx)>  proceed proceed>
(config-dnspx)> no proceed
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
proceed Uenoe umncno |Bpemsa pabotbl DNS-npokcn B
MuanancekyHaax. MoxeT npuHMMaTb
3HayeHWAa B npegenax ot 1 Ao 50000.
Mpumep (config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.04 [Jlo6baBneHa komaHza dns-proxy proceed.

3.21.16 dns-proxy rebind-protect

OnucaHwue BkntounTb 3aWwmnTy oT atak DNS rebinding. Mo yMONYaHWIO NCNONb3YyeTCs
napameTp auto.
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naBa 3 OnncaHme KOMaHA,

KomaHaa ¢ npepurKCcoM no OTKIOYaEeT 3aLUNTY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-dnspx)>  rebind-protect (auto | strict)
(config-dnspx)> no rebind-protect
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
auto Knwouesoe 3awmTa nHTepdeiicos private.
CJ10BO
strict KmwyeBoe 3awmTa noaceteit U3 cnurcka IANA IPv4
C/10B0 Special-Purpose Address Registry1.
Npumep (config-dnspx)> rebind-protect auto
Dns::Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns::Manager: Disabled rebind protection.
VlCTOleﬂ M3MeHeHunA Bepcmﬂ onvicaHue

3.04 Jlo6aBneHa komaHaa dns-proxy rebind-protect.

3.21.17 dns-proxy srr-reset

OonucaHue YCTaHOBUTb BpeMsi, Uepes KoTopoe byzeT cbpacbiBaTbCA PENTUMHT
3anpocoB-0TBeToB DNS-MpoKcK. Mo YMONYaHNIO NCMONb3YeTCst 3HaYeHne
600000.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre o YMONYaHUI0.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-dnspx)>  srr-reset«srr-reset

I (config-dnspx)> no srr-reset

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI Argument |3HaueHme |OnucaHue
srr-reset lenoe umucno |3HaveHMe BpEMEHHOro NPOMEeXYTKa B
MUNCEKYHAAX. MOXeT NpuUHNUMaTb
3HayeHWsa B npegenax ot 0 Ao 600000.
Npumep (config-dnspx)> srr-reset 111

Dns::Manager: Set send-response rating reset time to 111 ms.

(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 Jlo6aBneHa koMmaHaa dns-proxy srr-reset.

3.21.18 dns-proxy tls upstream

OnucaHune Jo6asuTb cepsep DNS nosepx TLS.
KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA cepBep U3 cnmcka. Ecam
BbINOJIHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CMNCOK cepBepoB byaeT
OuMILLIEH.

MNpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTHbIl/i BBog, /[la

CuHoncnc (config-dnspx)>  tls upstreamaddress; [ «port> ][ sni«fqdns ][ spki
<hash>][on dnterface> ][ domain «domain; ]
(config-dnspx)> no tls upstream [ <addresss [ port]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
address IP-appec IP-agpec cepBepa.
port Uesnoe uucso |lMNopT cepsepa.
fqdn CTpoka JomMmeHHOoe nwvs.
hash Crpoka Xaw ceptndumkarta TLS.
interface UHTeppenc Nms nHTepdelica Ana HacTpOKuU.
domain Ctpoka JomeHHoe nm4.
Npumep (config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com

Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.
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naBa 3 OnncaHme KOMaHA,

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com »
on ISP
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>no tls upstream 1.1.1.1 853
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
deleted.

(config-dnspx)>no tls upstream
Dns::Secure: :ManagerDot: DNS-over-TLS name servers cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.01 JobaBneHa komaHAa dns-proxy tls upstream.
3.08 Job6asneH aprymeHT domain.

3.22 dpn accept

OnucaHwue MprHATL Nonb3oBaTeNbckoe cornawueHvie DPN. 1o NpUHATUSA cornalleHns
KOHUrypaTop He MpUHMMaeT HMKaKme KOMaHAbl, KoOMe KOMaHA Ha YTeHune.

MNpejukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTHbIi BBog, Het

CvHoncuc I(config)> dpn accept
Mpumep (config)> dpn accept

Core::Legal: Accepted dpn version 20200330.
WcTopuns nsmeHeHunit |Bepcus onucaHue

3.05 JobasneHa komaHaa dpn accept.

3.23 dyndns profile

OnucaHue JocTyn K rpynne KoMaHA AN HAacCTPOKKM yka3aHHoro npoduns DynDns. Ecin
npodunb He HalifleH, KOMaHAa NbITaeTcs ero co3gatb. MOXHO co34aTh He
6onee 32 npodunei.

KomaHgaa ¢ npedurkcom no yaanset npodunb DynDns.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIl/i BBog, /[la

Bxo>kaeHue B rpynny

CuHoncunc

(config-dyndns)

(config)> dyndns profile name>

(config)> no dyndns profile name>

AprymeHTsl

AprymeHT 3HauyeHue OnucaHwue

name CTpoka HasBaHwue npodunsa. MakcmansHas AnnHa

NMeHn — 64 cnmBona.

Mpumep

(config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

UcTopusa nsmeHeHwnii

Bepcus OnucaHue

2.00 JobasneHa komaHaa dyndns profile.

3.23.1 dyndns profile domain

OnucaHune

MNpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

2 http:\\www.dyndns.com
http:\\www.no-ip.com

Ha3HauunTb MK nocTtosiHHOE foMeHHOoe nMS. [epe BbIMOSIHEHVIEM KOMgHAbI
Heo6X0AVIMO 3apPerncTprpoBaTh AJOMEHHOE UMS Ha caliiTe dyndns.com” unm
no-ip.com-.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Aa

[Ja

Hert

(config-dyndns)>  domain «domain»

(config-dyndns)> no domain

AprymeHT 3HauyeHue OnucaHwue

domain CTpoka JomMeHHoe nvsa. MakcmmansHasa g11MHa
AOMEeHHOro nmeHm — 254 cumsona.

(config-dyndns)> domain support.ddns.net
DynDns::Profile: " WEBADMIN": domain saved..
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naBa 3 OnncaHme KOMaHA,

(config-dyndns)> no domain
ynDns::Profile: " WEBADMIN" domain cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa dyndns profile domain.

3.23.2 dyndns profile password

OnucaHue YcTaHOBUTL Naposib 415 AocTyna Yepes DynDns.
Mpejukc no Ja

MeHsieT HacTpolikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  password «passwords

(config-dyndns)> no password

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

password CTpoka Maponb anda asTopusaymn. MakcrumanbHas
ANVHa napons — 64 cmBona.

Mpumep (config-dyndns)> password 123456789
DynDns::Profile: " WEBADMIN": password saved.

(config-dyndns)> no password
DynDns::Profile: " WEBADMIN" password cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.00 Job6asneHa komaHaa dyndns profile password.

3.23.3 dyndns profile send-address

OnucaHue BkntounTtb HEOOX0ANMOCTL YKasaHua IP-agpeca HTepHeT-CcoeANHEHNS B
3anpoce DynDns.

KomaHga ¢ npednkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-dyndns)>  send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns::Profile: Send address is disabled.

Bepcusa

OnucaHune

2.03

Job6asneHa komaHaa dyndns profile send-address.

3.23.4 dyndns profile type

OnucaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

4 http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru

MpucBonTe DynDns-npodunto TV, B 3aBUCMMOCTY OT CaiiTa, Ha KOTOPOM
6b110 3aPEerncTpPMPOBaHO AOMEHHOE MMSI.

Ja
Ja

Het

(config-dyndns)>

type <type»

(config-dyndns)> no type

AprymeHT |3HauyeHue OnucaHue
type dyndns YKa3blBaeTcd, ecnm JOMEHHOe NMS 4
3aperncTpupoBaHo Ha caiite dyndns.com".
noip YKa3blBaeTcd, ecnm JOMeHHOoe MS s
3aperncTpupoBaHO Ha canmTe no-ip.com™.
rucenter |YKa3sblBaeTcs, eciv JOMEHHOe NMS 6
3aperncTpupoBaHo Ha caiiTe rucenter .
custom YKa3sblBaeTcs, ec/in JOMeHHOoe UMS

3aperncTpupoBaHoO Ha Apyrom calite (cait
onpegenseTtca komaHgoi dyndns profile url).

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

type noip
" WEBADMIN": type saved.

no type
" WEBADMIN" type cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

JobasneHa

komaHgza dyndns profile type.

3.23.5 dyndns profile update-interval

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YCTaHOBUTb MHTepBa 06HOBNEHMs agpeca Anst DynDns.

KomaHaa ¢ npepunKcom no oTMeHsieT BO3MOXHOCTb 06HOBNEHNS.

Ja
Aa

Het

(config-dyndns)>

update-interval «days> days [ <hours> hours ]
[ aminutes> minutes ] [ <seconds> seconds ]

(config-dyndns)> no update-interval

AprymeHT 3HauyeHue OnuncaHwue

days Lenoe 4ucno |BpemeHHON NHTepBan B AHAX.
hours lenoe uncno |BpeMeHHOI MHTepBan B Yacax.
minutes lenoe umucno |BpemeHHOWN nHTepBan B MUHYTaXx.
seconds lenoe umucno |BpemeHHOWN NHTepBan B CEKyHAAX

(config-dyndns)>

seconds

DynDns::Profile: Interval

(config-dyndns)>

DynDns::Profile: Interval

(config-dyndns)>

DynDns: :Profile: Periodic

update-interval 5 days 5 hours 5 minutes 5 »

is set to 450305 seconds.

update-interval 5 days

is set to 432000 seconds.

no update-interval

registration disabled.

Bepcus

OnucaHue

2.03

Jlo6aBneHa komaHaa dyndns profile update-interval.

3.23.6 dyndns profile url

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn

Yka3zaTb URL ncnons3yemoro caiita cnyxosl DynDns

Ja
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Het

(config-dyndns)>  urlwrb

(config-dyndns)> no url

AprymeHT

3HavyeHue

OnucaHue

url

Crpoka

MNonb3oBaTenbcknii URL-agpec cnyx6bb
DynDns.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)> no url

DynDns: :Profile:

url http://members.dyndns.org/nic/update
" WEBADMIN": URL saved.

" WEBADMIN" URL cleared.

Bepcus

OnucaHune

2.05

JobasneHa komaHaa dyndns profile url.

3.23.7 dyndns profile username

OnucaHwue
MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

YKa3aTb NOrMH yyeTHOM 3anuncuy Ana goctyna dyepes DynDns.

Ja
Aa

Het

(config-dyndns)>

username <username»

(config-dyndns)> no username

AprymeHT

3HavyeHue

OnucaHue

username

Crpoka

ViMa nonb3oBaTtensa Ans aBTopursauyunn.
MakcrmanbHasa gnMHa nMmeHn — 64 cumBona.

(config-dyndns)> username

DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

test@gmail.com

" WEBADMIN": username saved.

no username
" WEBADMIN" username cleared.

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dyndns profile username.
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naBa 3 OnncaHme KOMaHA,

3.24 easyconfig check

OonucaHue [oCTyn K rpynne KOMaHA ANnsi HACTPOWKM NPOBePKM A0CTyNa B UHTEPHET. 15
NPOBEpPKMN AOCTyMNa B UHTEPHET CHaYana OTNPaBAAIOTCSA 3aNpPOoChl K L3y
Mo yMonyaHuto. Eciv oTBET NosyyeH, Torga onpalivBatoTcs yaaneHHble
XOCTbl, yKa3aHHble B HacTpoikax. Takxke B HaCTpolikax yka3blBaeTcs
NPOAOMKNTENBHOCTL Y YacTOTa 3anpocoB. Ec/iv Bce NpoBepKy NpoijeHbl,
3HAUUT AOCTYN B UHTEPHET ecTb.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

BxoxxaeHue B rpynny (ezconfig-check)
CuHoncuc (config)> easyconfig check

NMpumep (config)> easyconfig check
(ezconfig-check)>

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHaa easyconfig check.

3.24.1 easyconfig check exclude-gateway

OonucaHue OTK/OUMTE MPOBEPKY LLK03a MO YMOAYaHWI0. [0 yMOYaHWNo 3TOT NapameTp
BK/TOYEH.

KomaHga ¢ npedunkcom no BKAOYaET NpoBepky obpaTHo.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (ezconfig-check)>  exclude-gateway
I (ezconfig-check)> no exclude-gateway
Mpumep (ezconfig-check)> exclude-gateway

Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network: :InternetChecker: Gateway checking enabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga easyconfig check
exclude-gateway.

3.24.2 easyconfig check max-fails

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YKa3zaTb KONM4YeCcTBO Noc/ie0BaTe/IbHbIX HeYAauHbIX 3aMpoCoB K 06n1ayuHOMYy
cepBuCy YTO6bI ONpeaenunTb, YTO MHTEPHET HefoCTyneH. 1o yMonyaHuto
MCNoNb3yeTcd 3HaveHve 3.

KomaHga ¢ npedrkcom no BO3BpaLLLAET 3HaUYeHMe No YMOTHaHMIO.

Ja

Ja

HeT

(ezconfig-check)>  max-fails «count»

(ezconfig-check)> no max-fails

AprymeHT 3HauyeHue OnuncaHwue

count UYenoe uucro |Konmyectso HeygauHbIX 3anpocos. MoxeT
MPUHXMAaTL 3HaYeHWsa B Npejenax ot 2 40 8

BKTHOYNTENbHO.

(ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Bepcus OnucaHve

2.00 JobaBneHa komaHaa easyconfig check max-fails.

3.24.3 easyconfig check period

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

3ajaTb NMPOAO/HKNTENBHOCTL NMPOBEPKU. 10 yMONUaHUIO UCMOJIb3YyeTCs
3HayeHne 15.

KomaHza ¢ npedprKcom no Bo3BpaLLaeT 3HAYEHNE MO YMOIYaHUIO,
Ja
Aa
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc (ezconfig-check)>  period «period>
(ezconfig-check)> no period
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
period Uenoe 4ucno |VIHTepBan npoBepkun B cekyHAax. MoxeTt
NPUHNMAaTb 3HaYeHs B Npegenax ot 10 go
60 BKIHOUNTE/ILHO.
Mpumep (ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.
(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »
seconds) .
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa komaHaa easyconfig check period.

3.25 easyconfig disable

OonucaHmne OTKNOYNTL MacTep NepBUYHON HAaCTPOLKK. 10 yMONYaHMIO 3TOT NapamMeTp
BK/IFOYEH.

KomaHga ¢ npedurkcom no BKAKOUaeT MacTep NepBUYHON HAaCTPOKM.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config)> easyconfigdisable
I (config)> no easyconfig disable
Mpumep (config)> easyconfig disable
EasyConfig: :Manager: Disabled.
(config)> no easyconfig disable
EasyConfig: :Manager: Enabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.01 JlobasneHa komaHaa easyconfig disable.
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3.26 eula accept

OnuncaHwne MprHATL NosIb30BaTeNIbCKOe cornaweHve EULA. 1o NPUHATUA cornawleHuns
KOHGUrypaTop He NpUHMMaeT HMKaKne KOMaHAbl, KpOMe KOMaH/J Ha YTeHue.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> eula accept
Npumep (config)> eula accept

Core::Eula: "20181001" license accepted.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.15 [JobaeneHa komaHaa eula accept.

3.27 igmp-proxy

OnucaHune JocTtyn K rpynne KoMaHa Ans HacTpowku IGMP.
MNpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (igmp-proxy)

CuHoncuc I (config)>  igmp-proxy

Mpumep (config)> igmp-proxy
(igmp-proxy)>

WcTopus nsmeHeHum Bepcus onucaHmne

2.06 JobaBneHa komaHAa igmp-proxy.

3.27.1 igmp-proxy fast-leave

OnucaHwune BkntounTb IGMP fast-leave ana HemeaneHHOro yaaneHvs nopTa 13 3anucu
nepecbIKM AN MHOTOaAPEeCHO rpynnbl, KOrAa NopT Noay4yaeT coobLueHmne
0 BbIXoje.

KomaHza ¢ npedurKcomM no oTkAoYaeT 3Ty GyHKLUIO.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncurc I (igmp-proxy)>  fast-leave

I (igmp-proxy)> no fast-leave

Mpumep (igmp-proxy)> fast-leave
Igmp::Proxy: Enabled Fast Leave.

(igmp-proxy)> no fast-leave
Igmp::Proxy: Disabled Fast Leave.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.09 JobasneHa KomaHAa igmp-proxy fast-leave.

3.27.2 igmp-proxy force

OnucaHune MprHYANTENLHO BKAOUYNTL CTapyto Bepcuto IGMP. Mo ymonyaHmio 31a
HaCTPOIMKa OTK/IFOYEHa N BEPCUA NPOTOKO/a BbI6MPaeTcs B aBTOMaTUYECKOM
pexvme.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HauyeHme no yMonyaHuio.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (igmp-proxy)>  force «protocol»
(igmp-proxy)> no force
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
protocol igmp-vl MpuMeHUTb GUNLTPALMNIO K BXOAALLINM
nakeTam.
igmp-v2 MpUMeHUTb GUABLTPALMIO K MCXOASALLIAM

nakeTam.

Npumep (igmp-proxy)> force igmp-vl

Igmp::Proxy: Forced protocol: igmp-vl.

(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 Jlo6aBneHa koMmaHaa igmp-proxy force.

3.28 igmp-snooping disable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

Mpumep

UcTopus nsmeHeHnim

OTkntountb IGMP snooping. KomaHga A0CTYMHa TOJIbKO B pexumax KnveHr,
Ycnnutenb nnu Toyka floctyna.

KomaHga ¢ npedurkcom no Bkatovaet IGMP snooping.
Ja
Aa

Het
I(config)> igmp-snooping disable

(config)> igmp-snooping disable
Igmp::Snooping: Disabled.

(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

Bepcus OnucaHve

2.12 JobaeneHa koMaHaa igmp-snooping disable.

3.29 interface

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

JocTtyn K rpynne KoMaHA Ans HacTPoriky BelbpaHHoOro nHtepderica. Ecnm
NHTepdelic He HaliAeH, KOMaHAa NblTAaeTCA ero Co34athb.

Nma nHtepdelica 3agaeT ero kacc, KOTOPbIA HacleayeT onpegeneHHble
CBOWCTBA, CM. AnarpamMmel B [NprinoxeHun. KomaHabl paboTatoT
NpUMeHUTeNbHO K Knaccam. COOTBETCTBYHOLLMI KlacC MHTepdeiica ykasaH
B OMMCaHUU KOMaHABI.

KomaHga ¢ npedurkcom no yaansiet nHtepoeric.
Ja

Ja

Ja

(config-if)

I (config)> interface name>
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AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

(config)> no interface name>

AprymeHT 3HauyeHue

OonvicaHune

name UHTepgeric

MonHoe nmsa nHTepdeica nin NCeBLOHNM.
CnncoK AOCTYMNHbIX NHTepdEicoB MOXHO
yBUAETb C NOMOLLbIO KoMaHAbl interface
[Tabl.

(config)> interface [Tab]

Usage template:
interface {name}

Choose:
Pvc
Vlan
CdcEthernet
UsbModem
RealtekEthernet
AsixEthernet
Davicom
UsbQmi
UsbLte
Yota
Bridge
PPPoOE
SSTPEthernet
SSTP
PPTP
L2TP
ZeroTier
Wireguard
Proxy
OpenVPN
IPIP
XFRM
TunnelSixInFour
IKE
Gre
EoIP
Clat
MapT
DsLite
TunnelFourInSix

Chilli

Bepcus OnucaHue

2.00 Job6aeneHa komaHaa interface.
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3.29.1 interface authentication chap

OnucaHue BkntounTb noasaepxky ayreHTudumkaumm CHAP.
KomaHga ¢ npedpurkcom no oTkatouaeT CHAP.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica Secure

CuHoncuc I (config-if)> authentication chap

I (config-if)> no authentication chap

Mpumep (config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

CHAP.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.00 [Jlo6baBneHa komaHga interface authentication chap.

3.29.2 interface authentication eap-md5

OnucaHwue BkntounTb noagepxky ayteHTuumkaumm EAP-MD5.
KomaHga c npedurkcom no otkntouyaet EAP-MD5.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication eap-md5
I (config-if)> no authentication eap-md5

NMpumep (config-if)> authentication eap-md5

Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.
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(config-if)> no authentication eap-md5
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa komaHga interface authentication eap-mds5.

3.29.3 interface authentication eap-mschapv2

OnucaHue BkntounTtb nogaepxky aytreHtTudumkaumm EAP-MSCHAPV2.
KomaHga ¢ npedurkcom no otkitouvaet EAP-MSCHAPvV2, MS-CHAPV2.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Secure

CuHoncuc I (config-if)> authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2

Mpumep (config-if)> authentication eap-mschapv2
Network::Interface::Supplicant: "IKEO": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network: :Interface::Supplicant: "IKE®": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

VlCTOleﬂ V|3MEHeH|/||7| Bepcmﬂ onucaHvie
3.05 JlobaBneHa komaHaa interface authentication
eap-mschapv2.

3.29.4 interface authentication eap-ttls

OnucaHwue BkntounTe noagepxky ayteHTndumkaumm EAP-TTLS.
KomaHga c npedurkcom no otkntouaet EAP-TTLS.

MNpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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Tun nutepdeiica Secure

CuHoncnc I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

NMpumep (config-if)> authentication eap-ttls
Network::Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.

(config-if)> no authentication eap-ttls
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHaa interface authentication eap-ttls.

3.29.5 interface authentication identity

OnucaHwune YKasaTb M No/ib30BaTeNs Ana ayTeHTUdrKaLmm ycTponcTea Ha yaaneHHOoMN
cucteme. VicnonbayeTtcs ansa nogkntodeHuin PPTP, PPPoE, L2TP mn Proxy, a
Taioke Ana nHrepdericos UsbQmi.

KomaHga ¢ npedumkcom no cTrpaeT paHee 3agaHHOe NMS MOAb30BaTeNs.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Secure

CuHoncuc (config-if)> authentication identity <identity»

(config-if)> no authentication identity

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
identity Ctpoka VM5 nonb3oBaTtens Ana ayreHTuoumnkaumn.
Mpumep (config-if)> authentication identity mylogin

Network: :Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network: :Interface: :Supplicant: "PPTPO": identity cleared.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.00 Job6aeneHa komaHga interface authentication identity.
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3.29.6 interface authentication mschap

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb noasaepxky ayteHTudumkaumm MS-CHAP.
KomaHga ¢ npedpurkcom no oTkntovaet MS-CHAP.
Ja

Ja

Het

Secure

I (config-if)> authentication mschap

I (config-if)> no authentication mschap

(config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »
MS - CHAP.

(config-if)> no authentication mschap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
MS-CHAP.

Bepcus OnucaHve

2.00 [JlobaeneHa komaHga interface authentication mschap.

3.29.7 interface authentication mschap-v2

OnucaHwune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Mpumep

BkntounTb noagepxky ayteHTudmnkaumm MS-CHAPV2.
KomaHga c npedurkcom no otkntouaet MS-CHAPv2.
Ja

Ja

Het

Secure

I (config-if)> authentication mschap-v2

I (config-if)> no authentication mschap-v2

(config-if)> authentication mschap-v2
Network: :Interface::Supplicant: "PPTPO": authnentication is »
unchanged.
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WcTopusa nsmeHeHum

(config-if)> no authentication mschap-v2
Network::Interface::Supplicant: "PPTPO": removed authentication: »
MS-CHAPv2.

Bepcus OnucaHue
2.00 JobaBneHa komaHaa interface authentication
mschap-v2.

3.29.8 interface authentication pap

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

BkntoumnTtb nogaepxky ayteHTudumkaumm PAP.
KomaHga ¢ npedurkcom no oTkatouaeT PAP.
Ja

Ja

Het

Secure

I (config-if)> authentication pap

I (config-if)> no authentication pap

(config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
PAP.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface authentication pap.

3.29.9 interface authentication password

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

YKa3aTb Naposb 419 ayTeHTUUKaLMKM YyCTPOKCTBA Ha yAaNeHHON cucTeMe,
Wcnonb3yeTtca gna nogkntoueHuini PPTP, PPPOE, L2TP n Proxy.

KomMaHza ¢ npedprKCoM no CcTMpaeT 3HaYeHne Naposs.
Ja
Aa

HeTt
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Tun nutepdeiica Secure

CuHoncnc (config-if)> authentication password password»

(config-if)> no authentication password

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
password Ctpoka Maponb ans ayteHTUdGUKaLMN.
Mpumep (config-if)> authentication password Aihoi2chal

Network: :Interface: :Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network::Interface::Supplicant: "PPTPO": password cleared.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHga interface authentication
password.

3.29.10 interface authentication peap

OnucaHwue Brnrountb nogaepxky EAP-PEAP meTofa NpOBepKM NOAJMHHOCTN.
KomaHga ¢ npedurkcom no oTkntouaet wndpoBaHme EAP-PEAP.

MNpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

CuHoncuc I (config-if)> authentication peap

I (config-if)> no authentication peap

Mpumep (config-if)> authentication peap
Network: :Interface: :Ethernet: "WifiMasterl/AccessPoint0": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network: :Interface::Supplicant: "WifiMasterl/AccessPoint0": »
removed authentication: PEAP.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.03 JobasneHa komaHaa interface authentication peap.
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3.29.11 interface authentication shared

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BKAHOUUTL peXxnm ayTeHTUUKaLNK € pazdesndembiM KH4YoM. DTOT PEXUM
NCNOIb3YeTCs TONbKO B codeTaHnK € LundpoBaHuem WEP. Pazdessembie karoyu
3ajaTca KomaHgol interface encryption key.

KomaHga c npedurkcomM no nepeBoanT ayTeHTUOUKALMIO B OTKPLITLIV PEXUM.
Ja

Ja

Het

WiFi

I (config-if)> authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface authentication shared.

3.29.12 interface authentication wpa-psk

OnucaHwune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

YCTaHOBUTb NMpeABapuUTeNbHO COracoBaHHbIN KU A9 ayTeHTUGMKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asaHune knroda B Buge 256-61MTHOro
LecTHaaLaTepuyHoro ymcna, 1nmbo B suge ctpokun ASCII-cumsonos. Bo
BTOPOM C/ly4vae CTpOKa 1UCMonb3yeTcd Kak KogoBas dpasa And reHepnpoBaHus
KnroYa (napons).

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.
Ja

Ja

Het

WiFi

I (config-if)> authentication wpa-psk psk>
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(config-if)> no authentication wpa-psk

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

psk CTpoka MpeABapuTeIbHO COrNacoBaHHbIN KN4 B
BUAe 256-6MTHOrO WecTHaALaTepnYHOro
yncna, CocTosiLLero 13

64 WwecTHaguaTepuydHbIX undp, N1Mb60 B BUAE
cTpoku ASCII gnmHoi oT 8 A0 63 CUMBO/OB.

Mpumep (config-if)> authentication wpa-psk Eethaich9z
Network: :Interface::Wifi: "WifiMasterl/AccessPoint@": WPA PSK set.

(config-if)> no authentication wpa-psk
Network::Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »

removed.
WcTopuns nsmeHeHwnit |Bepcus onucaHue
2.00 JobaBneHa komaHAa interface authentication wpa-psk.

3.29.13 interface auto-ssid

OnucaHue CreHepurpoBaThb NoJib30BaTeNbCKoe 1MS 6ecnpoBoiHoO ceTu (SSID) Ha ocHoBe
MAC-aapeca poyTepa.

Mpe¢ukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WifiMaster
CuHoncuc (config-if)>  auto-ssid «template> prefix
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
template mac4 VM8 wabnoHa — nocnegHue 4 nnm 6 umdp
MAC-agpeca, KoTopble byayT f06aBneHbl K
mac6 .
prefix.
prefix Crtpoka Mpon3BonbHasa cTpoka no Bbl6opy
nonb3oBaTens.
Mpumep (config-if)> auto-ssid mac4 12313213

Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »
generated SSID "12313213207E".
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WcTopusa nsmeHeHum

(config-if)> auto-ssid mac6 12313213

Network: :Interface: :AccessPoint: "WifiMasterQ/AccessPoint0": »

generated SSID "1231321369207E".

Bepcus OnucaHue

3.08 JobaBneHa komaHa interface auto-ssid.

3.29.14 interface backhaul

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BrntounTb noasaepxky VLAN anst 6€CnpoBOAHOIO COeAMHEHUS MeXAY
poyTepamu Keenetic B pexxume trunk. [0 yMon4aHMIO HaCTPOiKa OTK/IOYEHa.

KomaHga ¢ nped1KcomM no oTKIOYaEeT HaCTPOWAKY.

Ja

Ja

Het

WiFiMaster

| (config-if>  backhaut

I (config-if)> no backhaul

(config-if)> backhaul

Network: :Interface: :Rtx: :AccessPoint:

backhaul mode enabled.

(config-if)> no backhaul

Network: :Interface: :Rtx: :AccessPoint:

backhaul mode disabled.

"WifiMaster®/AccessPointl": »

"WifiMaster@/AccessPointl": »

Bepcus OnucaHve

3.02 JlobaBneHa komaHa interface backhaul.

3.29.15 interface band-steering

OnucaHwne

3anyctnTb cnyxby Band Steering ana AP 5 Ty, Mo ymMon4aHuMio HacTpoiika

BK/IKOYEHa.

Ans npaBunbHoM paboTel Band Steering HEO6XOAMMO BbIMOMHUTE CliegyroLpe

yCcnoBus:

* BK/tOYeHbl 06e Touku goctyna 2,4 My n 5 My,

* Y HUX ofMHaKkoBble SSID
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naBa 3 OnncaHme KOMaHA,

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

* OHV VIMeT OAMHaKOBble NapameTpbl 6e30MacHOCTY (TUN WndpoBaHUS,

3HayeHue KNYa, UT. 4.)

KomaHga ¢ npedukcom no oTkatouaet Band Steering.

Aa
Ja
Het

WiFiMaster

I (config-if)>  band-steering

I (config-if)> no band-steering

(config-if)> band-steering

Network: :Interface: :Rtx::WifiMaster:

enabled.

(config-if)> no band-steering

Network: :Interface: :Rtx::WifiMaster:

"WifiMasterl": band steering »

"WifiMasterl": band steering »

disabled.
Bepcus OnucaHve
2.09 JobasneHa komaHga interface band-steering.

3.29.16 interface band-steering preference

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

3ajaTb NpeanoYTUTEeNbHbIM Ananas3oH Ana TexHonoruu Band Steering. MNo

YMOJIYaHWIO 3Ha4YeHne He onpejesieHo.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No ymon4aHuio.

Ja
Ja
Het

WiFiMaster

(config-if)>  band-steering preference <band>

(config-if)> no band-steering preference

AprymeHT 3HauyeHue OnuncaHwue

band 2 AwvanasoH 2,4 Ty,

5 AnanasoH 5T,
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> band-steering preference 5
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference is 5 GHz.

(config-if)> no band-steering preference
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference disabled.

Bepcus OnucaHve
2.09 Jlo6aBneHa komaHgaa interface band-steering
preference.

3.29.17 interface beamforming explicit

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

BknrounTb ABHOE PopmuposaHue duazpammel HanpaeneHHocmu (eBF) gna AP
5Ty n AP 2,4 Ty, 3Ta PyHKUMA MOXET ObITb MCNOMb30BaHa TONbLKO A/1S
KnveHToB 802.11ac 1 HecoBMeCTVMa C ApYrMu cTaHgapTamu. [N1o yMonyaHuio
3TOT MapamMeTp BKJIHOYEH.

KomaHaa ¢ npedrKcom no oTkItoYaeT siBHoe PopmuposaHue uazpammesl
HanpasseHHoCMu.

Ja
Aa
HeTt

WiFiMaster

(config-if)>  beamforming explicit [mu-mimo]

(config-if)> no beamforming explicit

AprymeHT 3HauyeHue OnucaHwue

mu-mimo Keyword YnpaBneHve dnaramm MU-MIMO ansa sBHoro
dopMmpoBaHUA frarpammbl
HanpaB/ieHHOCTU. Bk/ilouaeT KOHTPOIIb
NOTOKa JaHHbIX 4151 HECKONbKUX
nosb3oBaTenei.

(config-if)> beamforming explicit
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and SU-MIMO enabled.

(config-if)> beamforming explicit mu-mimo
Network::Interface::Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and MU-MIMO enabled.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no beamforming explicit
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and MIMO disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 Job6asneHa komaHaa interface beamforming explicit.

3.29.18 interface beamforming implicit

OnucaHue BkntounTb HeaBHOe PopmuposaHue duazpamMmel HanpasaeHHocmu (iBF) ans
AP 5TTuwn AP 2,4Tu. Mo ymon4aHMo HaCTPOIiKa OTK/ItOHeHa.

KomMaHgaa ¢ npedrKcom no OTK/IOUAET HesiBHOE PopMuposaHue duazpanmsl
HanpasaeHHOCMU.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica WiFiMaster

CnHoncuc I(config-if)> beamforming implicit

I (config-if)> no beamforming implicit

Mpumep (config-if)> beamforming implicit
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": implicit »
beamforming enabled.

(config-if)> no beamforming implicit
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": implicit »
beamforming disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.10 Jlo6aBneHa komaHga interface beamforming implicit.

3.29.19 interface ccp

OnucaHue BrntoumnTb noaaep>kky npoTokosa CCP Ha 3Tane ycTaHOBAEHUS COefUHEHNS.
KomaHga c npedumkcom no otknrouaet CCP.

MNpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

PPP

I (config-if)>  ccp

I (config-if)> no ccp

(config-if)> ccp
CCP enabled.

(config-if)> no ccp
CCP disabled.

Bepcus OnucaHve

2.00 [JlobaBneHa komaHga interface ccp.

3.29.20 interface channel

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

YCTaHOBUTb pagnioKaHan (4acToTy BellaHms) S 6ecrnpoBOAHbIX
nHTepdercos. MiHTepdelicel Wi-Fi npuH1MatoT B KavecTBe HOMepa KaHana
uensie uncna ot 1 4o 14 (ananasoH YyactoT oT 2.412 My, go 2.484 I'Ty) n ot
36 o 165 (ananasoH yactot o1 5.180 'y, Ao 5.825 Mu). Mo ymonyaHuo
NCMNONb3yeTcs 3HayeHme auto.

KomMaHga ¢ npepurKcoM No ycTaHaBAMBAET 3HaYEeHMeE Mo YMOJTHAHUIO.
Ja

Aa

HeTt

Radio

(config-if)>  channel «channel

(config-if)> no channel

AprymeHT 3HauyeHue OnucaHwue

channel number Homep paavio kaHana.
auto Homep paavno kaHasna onpegensercs
aBTOMaTmn4YecKu.

(config-if)> channel 8
Network::Interface::Rtx::WifiMaster: "WifiMaster0@": channel set »
to 8.

(config-if)> channel 36
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »
mode set.

Bepcus OnucaHue

2.00 JobaBneHa komaHaa interface channel.

3.29.21 interface channel auto-rescan

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

3aAaTb pacnuncaHve 418 aBTOMaTUYeCKOro CKaHMPOBaHWA PajMo KaHaoB.
Mo ymon4aHuio NnapaMeTp OTKIOYEH.

KomaHga ¢ npedprKcoM no OTK/IH0UaeT HacTPOIKY.
Ja
Ja
HeTt

Radio

(config-if)>  channel auto-rescan [ <hh>:imm> Jinterval <interval

(config-if)> no channel auto-rescan

AprymeHT 3HauyeHue OnuncaHwue

interval 1 VIHTepBa/ NOBTOPHOIo CKaHNPOBaHUSA B
6 yacax.
12
24

(config-if)> channel auto-rescan interval 1
Network::Interface::Rtx::WifiMaster: "WifiMaster0": scheduled »
auto rescan, interval 1 hour.

(config-if)> no channel auto-rescan
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": auto rescan »
disabled.

Bepcus OnucaHve

2.07 JobaeneHa komaHaa interface channel auto-rescan
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naBa 3 OnncaHme KoMaHp,

3.29.22 interface channel width

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3.29.23 interface chilli coaport

OnuncaHune

YCTaHOBUTb LUMPUHY NOAOCHI MPOMYCKaHWs AN yKa3aHHOro kaHana. Mo
YMOJTYaHWNIO NCMONb3YeTCcs 3HaUeHue 40-below .

KomaHga ¢ ﬂpe¢I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHWe Nno yMmoa4aHuio.

Ja
Ja
Het

Radio

(config-if)>

channel width width>

(config-if)> no channel width

AprymeHT (3HauyeHue OnucaHwue
width 20 YCTaHOBWUTbL NON0CY NPOMNYCKaHNSA PaBHYHO
20 Ml
40-above PacwivpwTb nosnocy nponyckaHwmsa 4o 40 MIu
NCNONb3YS CIeAyoLWNi KaHan.
40-below Pacumputb nonocy nponyckaHmsa o 40 MIy,
NCNob3ys NpeablAyLLNG KaHan.
80-plus-80 PacwmnpunTb nosocy nponyckaHmnsa go 80+80
MT L.
160 PaclivpunTb nonocy nponyckaHusa o 160

MT L.

(config-if)> channel width 20
Network: :Interface: :Rtx::WifiMaster: "WifiMaster@": channel »

bandwidth setting applied.

(config-if)> no channel width
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": channel »
bandwidth settings reset to default.

Bepcus

OnucaHune

2.04

Jo6aBneHa komaHaa interface channel width.

Ykazatb UDP-NopT, Ha KOTOPbIV 6yAyT OTNPaBAATLCSA 3anpockl HA OTK/IHOYEHE
oT RADIUS-knneHTa.

KomaHza c npedurKcom no yaansieT HacTpowiky.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

Chilli

(config-if)>  chilli coaport <coaport>

(config-if)> no chilli coaport

AprymeHT 3HauyeHue OnuncaHwue

coaport lenoe 4ucrno |Homep nopta CoA.

(config-if)> chilli coaport 3940
Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

Bepcus OnucaHue

2.10 Job6aeneHa komaHga interface chilli coaport.

3.29.24 interface chilli dhcpif

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

HasHaunTb nHtepdeinc Chilli ceteBoMy cncteMHomy nHTepdericy.
KomaHga ¢ npedrkcom no oTMeHseT NpuBA3KY.

Aa

[Ja

Het

Chilli

(config-if)>  chilli dhcpif «dhcpif>

(config-if)> no chilli dhcpif

AprymeHT |3HayeHue OnucaHwue

dhcpif UHTepgeric MNMonHoe nmsa nHTepdeinica nv NCeBLOHUM.

(config-if)> chilli dhcpif Bridgel
Chilli::Interface: "Chilli@": bound to Bridgel.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no chilli dhcpif

Chilli::Interface:

"Chilli0": unbound.

Bepcus

OnucaHmne

2.10

Job6asneHa komaHgaa interface chilli dhcpif.

3.29.25 interface chilli dns

OnucaHue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

NcTopus nsmeHeHum

Ykasatb IP-agpec cepsepa DNS.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
Het

Chilli

(config-if)>

chilli dns «dns1 [ «dns2; ]

(config-if)> no chilli dns

AprymeHT 3HauyeHue OnuncaHwue
dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
dns2 IP-agpec Appec BTopryHoro DNS-cepBepa.

(config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli0": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns

Chilli::Interface:

"Chilli0": DNS servers reset to default.

Bepcus

OnucaHune

2.10

Jo6aeneHa komaHaa interface chilli dns.

3.29.26 interface chilli lease

OnuncaHune

Mpe¢ukc no

HacTpouTb BpemMs apeHAbl NOAKIOYEeHHOro KineHTckoro IP-agpeca. No
YMONYaHUIO NCMOJIb3yeTca 3HaueHve 3600.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuHo.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CnHoncumc (config-if)>  chilli lease (lease

(config-if)> no chilli lease

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
lease llenoe uucno |Bpems apeHabl B cekyHzaax. MakcmansHoe
3HayveHue 259200.

Mpumep (config-if)> chilli lease 1000
Chilli::Interface: "Chilli0": lease has been set 1000 seconds.

(config-if)> no chilli lease
Chilli::Interface: "Chilli®": lease has been reset to default »
(3600 seconds).

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.11 JobaeneHa komaHga interface chilli lease.

3.29.27 interface chilli login

OnucaHune HacTpouTb aBTOpU3aumio Ana goctyna K RADIUS-cepsepy.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli login wmacs[ username «usernames password passwords

]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mac MAC-agpec MAC-agpec ansa ayteHTubumnkaumm.
username CTpoka Vims nonb3oBaTtens Ana ayteHTudumkaumu,
password Crpoka Maponb ans ayteHTUdGUKaLUN.

Mpumep (config-if)> interface Chilli® chilli login 00:01:02:03:04:05

Chilli::Interface: "Chilli0@": sent login request for »
00:01:02:03:04:05
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> interface Chilli@® chilli login 00:01:02:03:04:05 »
username test password test

Chilli::Interface: "Chilli0": sent login request for »
00:01:02:03:04:05

Bepcus

OnucaHmne

4.00

JobaBneHa

koMmaHga interface chilli login.

3.29.28 interface chilli logout

MpuHyanTensHo oTkaUunTL MAC-ajpec ykasaHHOro KjaveHTa.

OnucaHue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

Het
Het
Het
Chilli
(config-if)>  chilli logout (smac> | all)
AprymeHT 3HauyeHue OnucaHue
mac MAC-appec MAC-aapec 3aperncTpmpoBaHHOro KameHTa.
all Keyword OTkntounTe Bce MAC-agpeca.

(config-if)> chilli logout 64:a2:22:51:b4:11

(config-if)> chilli logout all

Chilli::Interface:

"Chilli0": service restarted.

Bepcusa

OnucaHune

2.10

JobaeneHa komaHga interface chilli logout.

3.29.29 interface chilli macauth

BrtoUnTb GYHKLMIO MPOBEPKN NOANVNHHOCTY NO/b30BaTeNeil TONbKO Ha
ocHoBaHuW npoeepkn MAC-agpeca.

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

KomaHza c nped1KcomM no oTKAoYaeT HaCTPOWKY.

Ja
Ja

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Chilli

I (config-if)>  chilli macauth

I (config-if)> no chilli macauth

(config-if)> chilli macauth
Chilli::Interface: "Chilli0": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

Bepcus OnucaHve

2.10 Jo6asneHa komaHaa interface chilli macauth.

3.29.30 interface chilli macpasswd

OnucaHwue

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YcTaHOBWUTBL Naposb A5 Nposepku noganHHoctn MAC-agpeca.
KomaHga ¢ npedurkcom no yganseTt HaCTPOWKy.

Ja

Ja

Hert

Chilli

(config-if)>  chilli macpasswd macpasswd>

(config-if)> no chilli macpasswd

AprymeHT 3HayeHue OnucaHue

macpasswd CTpoka Maponb nonb3osaTens.

(config-if)> chilli macpasswd 1234567890
Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli0@": macpasswd cleared.

Bepcus OnucaHve

2.1 Job6asneHa komaHgaa interface chilli macpasswd.
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naBa 3 OnncaHme KoMaHp,

3.29.31 interface chilli nasip

OnucaHue YcTaHoBWUTL 3HayeHe RADIUS napameTtpa IP-agpec NAS. lMo3sonseT
HaCTPOUTb 1 UCNOB30BaTb NPOM3BOJbHLIN IP-agpec.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHTbI AprymeHT |3HaueHmne OnuncaHue
address |IP-agpec KoHkpeTHbIl IP-agpec cepBepa.
wan UHTepgelic IP-appec ykazaHHoro WAN-unHTepdelica.
auto Knwuyesoe cnoso |IP-agpec Tekywero WAN-uHTepdeiica.
Mpumep (config-if)> chilli nasip 95.213.215.187

Chilli::Interface: "Chilli®": NAS IP address set to »
"95.213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli®": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli®": NAS IP address cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHgaa interface chilli nasip.

3.29.32 interface chilli nasmac

OnucaHue YcraHoBuTb MAC-agpec ans atpmbyta RADIUS Called-Station-ID. MNo
YMONYaHuo ncnonbsyetca MAC-agpec rocteBoi ceTu.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli nasmac mac»

(config-if)> no chilli nasmac

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mac MAC-agpec HoBbii MAC-aapec gna RADIUS
Called-Station-ID.

NMpumep (config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli@": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli®": NAS MAC address cleared.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.11 JobaeneHa komaHaa interface chilli nasmac.

3.29.33 interface chilli profile

OnucaHwne HasHaunTe npodunb Chilli cooTBeTCTBYOLWEMY NHTEpdeiicy.
KomaHga c npedurkcom no yganseTt HaCTPOWKY.

MNpedukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli profile profile»

(config-if)> no chilli profile

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
profile Ctpoka HasBaHune npodunsa RADIUS-cepBepa.
Mpumep (config-if)> chilli profile Wi-Fi_SYSTEM

Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.

Hopper (KN-3811) — CnpaBOUHVK KOMaHZ 1 71



naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 Job6asneHa komaHgaa interface chilli profile.

3.29.34 interface chilli radius

OnucaHue JobaBuTb agpeca RADIUS-cepeepa.
KomaHaa ¢ npedurkcom no yaanset agpeca.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radius <serverl [ «server2s]

(config-if)> no chilli radius

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
serverl Ctpoka Appec nepsuyHoro RADIUS-cepBepa.
server2 Ctpoka Appec BTopryHoro RADIUS-cepBepa.
Mpumep (config-if)> chilli radius radius.wifisystem.ru »

radius2.wifisystem. ru
Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli@": RADIUS servers cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 Job6aBneHa koMmaHaa interface chilli radius.

3.29.35 interface chilli radiusacctport

OnucaHue Ha3HaunTb UDP-nopT yyéTta RADIUS-cepBepa. [10 yMO/THaHMIO NCNONb3YyeTCs
3Ha4yeHue 1813.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBAMBaeT NOPT MO yYMO/YaHNIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Chilli

CuHoncnc (config-if)>  chilli radiusacctport <radiusacctport,

(config-if)> no chilli radiusacctport

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
radiusacctport Ctpoka Homep nopra.
NMpumep (config-if)> chilli radiusacctport 1819

Chilli::Interface: "Chilli@": radiusacctport set to 1819.

(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 Job6aeneHa komaHga interface chilli radiusacctport.

3.29.36 interface chilli radiusauthport

OnucaHue HasHaunTtb UDP-nopt ayTeHTUdUKaummn RADIUS-cepBepa. Mo ymMonyaHuio
ncnonb3yetca 3HayeHe 1812,

KomaHga ¢ npedurkcom no yctaHaBAMBaET MOPT MO YMOYAHUIO.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHTbI AprymeHT 3HaueHne |OnucaHue
radiusauthport CTpoka Homep nopra.
Npumep (config-if)> chilli radiusauthport 1820

Chilli::Interface: "Chilli@": radiusauthport set to 1820.
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naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.06 Job6asneHa komaHaa interface chilli radiusauthport.

3.29.37 interface chilli radiuslocationid

OnucaHue 3agaTb naeHTMdMKaTOp MectononioxxeHns RADIUS-cepeepa. OH A0MKeH ObiTb
B popmaTe isocc=, cc=, ac=, network=.

KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiuslocationid «radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiuslocationid |CTpoka 3HaueHune ngeHTudmMKaTopa
MeCTOMOOXEHWS.
NMpumep (config-if)> chilli radiuslocationid »

isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli®": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, ".

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli®": radiuslocationid cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radiuslocationid.

3.29.38 interface chilli radiuslocationname
OnucaHue 3ajaTb Ha3BaHWe MecTononoxeHua RADIUS-cepsepa.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Mpejukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja
Het

Chilli

(config-if)>  chilli radiuslocationname <radiuslocationname;

(config-if)> no chilli radiuslocationname

AprymeHT 3HaueHue |OnucaHue

radiuslocationname|CTpoka Ha3sBaHve MecTono10XeHUA.

(config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli®": radiuslocationname cleared.

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli
radiuslocationname.

3.29.39 interface chilli radiusnasid

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YcTaHOBUTb NaeHTUdMKaTOp cepBepa CeTeBOro AocTyna.
KomaHga ¢ npedunKcom no yaanset HacTPOnKy.

Ja

Aa

Het

Chilli

(config-if)>  chilli radiusnasid <radiusnasids

(config-if)> no chilli radiusnasid

AprymeHT 3HauyeHue OnucaHwue

radiusnasid |Crpoka NaeHTrndukaTop NAS.

(config-if)> chilli radiusnasid keeneticru_12
Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".
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naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli0": radiusnasid cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 JobaBneHa komaHaa interface chilli radiusnasid.

3.29.40 interface chilli radiussecret

OnucaHwne YcTaHOBUTbL 06LWMIA KNtoY Ansa 06oux RADIUS-cepBepoB.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
radiussecret|CTpoka 3HauyeHue KaKua.
NMpumep (config-if)> chilli radiussecret 12df34fd

Chilli::Interface: "Chilli®": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radiussecret.

3.29.41 interface chilli uamallowed

OnucaHue YKaszaTtb pecypc, K KOTOPOMY KANEHT uMeeT JoCTyn 6e3 nepBuYHON
ayTeHTUMKaumn.

KomaHga ¢ npedurkcom no yaanseT pecypc 13 cnmcka. Ecnm BeinoOAHUTb
KOMaHAy 6e3 aprymeHTa, TO BeCb CMMCOK pecypcoB byaeT ouMLLeH.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica Chilli

CuHoncuc

(config-if)>  chilli uamallowed wamallowed>

(config-if)> no chilli uamallowed [ «wamallowed> ]

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
uamallowed |CTpoka IP-agpec, URL nnu noaceTs.
Mpumep (config-if)> chilli uamallowed 188.166.114.0/24

Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled

garden.

(config-if)> chilli uamallowed www.example.link

Chilli::Interface: "Chilli@": "www.example.link" added to walled

garden.

(config-if)> no chilli uamallowed 188.166.114.0/24

Chilli::Interface: "Chilli®": "188.166.114.0/24" removed from

walled garden.

(config-if)> no chilli uamallowed www.example.link

Chilli::Interface: "Chilli@": "www.example.link" removed from

walled garden.

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

v

\J

v

v

WcTopuns nsmeHeHwnit |Bepcus

OnucaHmne

2.10

JobaBneHa komaHaa interface chilli uamallowed.

3.29.42 interface chilli uamdomain

OonuncaHmne YKasaTb JOMeH, K KOTOPOMY K/IMEHT MMeeT JOCTyrn 6e3 NepBUYHOM

ayTeHTUdMKaLnm.

KomaHga ¢ ﬂpeq)I/IKCOM no yjandaeTt AOMeH 13 cnncka. Ecnm BbINONHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb CrCOK JOMEHOB 6yﬂ,ET OoYnLeH.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Tun nHtepdeiica Chilli
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

(config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«wuamdomains ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

uamdomain CTpoka JlomeHHOoe MS yaaneHHoro xXocTa.
Mpumep (config-if)> chilli uamdomain wifisystem.ru

Chilli::Interface:

garden.

"Chillie": "wifisystem.ru" added to walled »

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" removed from walled »

garden.

(config-if)> no chilli uamdomain

Chilli::Interface:

"Chillio": walled garden cleared.

UcTopusa nsmeHeHwnii

Bepcus

OnucaHune

2.10

JobaeneHa komaHga interface chilli uamdomain.

3.29.43 interface chilli uamhomepage

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

YcraHoBuTb URL-agpec gomalluHeln cTpaHuLbl ANS nepeHanpaBneHns
HeaBTOPU30BaHHbIX MNOib30BaTeNeNn.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Aa
Ja
HeTt

Chilli

(config-if)>

chilli uamhom

epage wamhomepage>

(config-if)> no chilli uamhomepage

AprymeHT

3HavyeHue

OnuncaHue

uamhomepage

CTpoka

Monb3oBaTenbckmii URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-if)> no chilli uamhomepage
Chilli::Interface: "Chilli@": uamhomepage cleared.

Bepcus OnucaHue

2.10 Job6asneHa komaHaa interface chilli uamhomepage.

3.29.44 interface chilli uamport

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

Ykasatb TCP-nopT A8 NOAKIH0UYEHNA aBTOPN30BaHHbLIX KNMeHTOB. 1o
YMONYaHWIO NCMOJIb3yeTcsd 3HaueHve 3990.

KomaHga ¢ npedprKcom no yctaHaBAMBaeT MOPT MO YMOAYAHUIO.
Ja

Ja

Het

Chilli

(config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHT 3HauyeHue OnuncaHwue

uamport Uenoe uucno |Homep nopTa.

(config-if)> chilli uamport 3922
Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

Bepcus OnucaHve

2.10 Jlo6aBneHa komaHaa interface chilli uamport.

3.29.45 interface chilli uamsecret

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

YCTaHoBUTbL 06LWLMIA Ktod Mexay UAM-cepsepom m Chilli. UAM-knrou
NCNONb3yeTCcsa AN X3LWMPOBAHNA 3aNpoca nepej BbluMCIeHEM Napons.

KomaHga c npedurkcom no yganseTt HacTPOWKy.
[Ja
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamsecret wamsecret>

(config-if)> no chilli uamsecret

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
uamsecret CTpoka 3HauyeHMe KYa.
Mpumep (config-if)> chilli uamsecret 12df34fd

Chilli::Interface: "Chilli®": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli@": uamsecret set to "".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.10 JobaBneHa komaHaa interface chilli uamsecret.

3.29.46 interface chilli uamserver

OnucaHue YctaHoBuTb URL-agpec Beb6-cepsepa 419 NpoBepKy NOASTMHHOCTY K/INEHTOB.
KomaHga ¢ npednkcom no yganset HacTPOnKy.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli uamserver wamserver

(config-if)> no chilli uamserver

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamserver CTpoka Monb3oBaTenbckuin URL-agpec Beb6-cepBepa.
NMpumep (config-if)> chilli uamserver »

https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin".

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli®": uamserver cleared.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JlobaBneHa komaHa interface chilli uamserver.

3.29.47 interface compatibility

OnucaHune YCTaHOBUTb CTaHAaPTbl 6eCNPOBOAHON CBA3N, C KOTOPbLIMU AOJIXEH 6bITb
COBMECTVM JaHHbI 6ecnpoBogHO aganTep (MHTepdeiic). Ans nHtepdeiicos
Wi-Fi coBMeCcTMMOCTb 3aaeTcsa CTPOKOM N3 NaTUHCKNX B6ykB A, B, G, N,
0603HavarWwux gononHeHns K ctaHaapty IEEE 802.11. K npumepy, Hannume
B CTPOKEe COBMeCTUMOCTW BykBbl N ByfieT 03HauaTb, YTO JaHHbIN ajganTtep
CMOXeT B3anuMoAencTBoBaThb € 802.11Nn-COBMECTMMbIMU YCTPOCTBaMM Yepes
pagnokaHan. Habop foNyCTUMbIX CTPOK COBMECTMMOCTU onpejenseTcs
annapaTHbIMY BO3MOXHOCTAMW KOHKPETHOro agantepa 1 TpeboBaHUsaMN
COOTBETCTBYIOLMX AONONHEHN K cTaHgapTy IEEE 802.11.

Mo ymonuaHutio ans yactoTsl 2,4 'y ncnonbsyetcsd ctpoka «BGN», «AN» —
ana 51Ty,

MNpedukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Radio
CuHoncue (config-if)>  compatibility annex>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
annex B, G, N Ana 2,41Tu.
A, N Ana 51Ty,
A, N+AC JononHuTtenbHbIn ctaHaapT IEEE.
Mpumep (config-if)> compatibility N

Network: :Interface: :Rtx: :WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": PHY mode set.

WcTopusa nsmeHeHui Bepcus onucaHve
2.00 JobasneHa komaHgaa interface compatibility.
2.06 Jlo6aBneH HoBbI cTaHAapT AC.

3.29.48 interface connect

OonucaHue 3anycTnUTb NPOLLECC MOAKIOYEHWS K yAaNeHHOMY y37y.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

KomaHza ¢ npedprKcoM no npepbIBaeT coeAnHEHME.,
Ja

Aa

HeTt

PPP, IP

(config-if)>  connect[via wia]

(config-if)> no connect

AprymeHT 3HauyeHue OnucaHue

via UHTepgeiic NHTepddeinc, uepes KoTopbI OCyLLeCTBAAETCA
noaknroyeHve K yganeHHomy ysny. ina PPPoE
3TOT NapameTp ABAsSeTCA 0653aTeNIbHbIM.

(config-if)> connect via ISP

(config-if)> no connect

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface connect.

3.29.49 interface country-code

OnuncaHwmne

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

HasHaunTb nHTepdeicy 6ykBeHHbI KO CTPpaHbl, KOTOPLIV BANSET Ha Habop
paAno-kaHanos. Mo yMmon4aHuio ycTaHoBneHo 3HayeHue RU.

HeTt

Ja
Het

Radio

(config-if)>  country-code «code>

AprymeHT 3HauyeHue OnucaHue

code CTpoka Koa cTpaHbl.

(config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": country code »
set.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jo6aBneHa komaHga interface country-code.

3.29.50 interface debug

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BKOUNTL OTNAAOUHbIN pexirM NoakatoueHns PPP. B 0TNaj04HOM pexurme
B CUCTEMHbIVi XXypHan BbIBOAUTCA NogpobHas nHpopMaums o xoje
noakntoyveHus. No ymonyaHuio GyHKLNA OTKAOUEHaA.

KomaHga ¢ npeprKcoOM Nno OTKAHOHAET OTAAA0UHBIA PEXUM.
Ja

Aa

Het

PPP

I (config-if)>  debug

I (config-if)> no debug

(config-if)> debug
Network::Interface::Base: Debug enabled.

(config-if)> no debug
Network: :Interface::Base: Debug disabled.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface debug.

3.29.51 interface description

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

HasHaunTb NpoV3BOILHOE ONMCaHWE CETEBOMY MHTepdelicy.
KomaHga c npedunkcom no cTpaeT onncaHue.

Aa

Ja

Hert

I (config-if)>  description «description»

I (config-if)> no description
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

description |Crpoka Mpoun3BonbHOe onncaHne nHTepdernca.

(config-if)> description MYHOME
Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description
Network::Interface::Base: "Bridge0": description saved.

Bepcus OnucaHve

2.00 Jlo6baBneHa komaHga interface description.

3.29.52 interface down

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

OTKNOUYNTE ceTeBOV MHTepdENC 1 3anncaTb B HACTPOMKM COCTOSAHME «down».

KomaHga c npedurkcom no BkItoHaeT ceTeBO MHTepdeinc n ygansaeTt «down»
N3 HacTpoeK.

Ja

Aa

HeTt

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Network::Interface: :Base: "GigabitEthernet0/2": interface is down.

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2": interface is up.

Bepcus OnucaHve

2.00 JobaeneHa komaHza interface down.

3.29.53 interface downlink-mumimo

OnucaHwne

BkitounTb HUCXoAsLLee (ABHOe) PopmuposaHue duazpanMel HanpagaeHHocmu
(eBF) MU-MIMO. [laHHasa ¢yHKLMA MOXeT 6bITb MCM0/b30BaHa TO/IbKO ANA
knrneHToB 802.11ac n HecoBMeCTMMA C APYrMUK CTaHAapTamMun. HacTporika
He MOXeT 6bITb NCMO/Ib30BaHa 6€e3 BKAUeHUs KoMaHabl interface
beamforming explicit.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

WiFiMaster

I(config—if)> downlink-mumimo

I (config-if)> no downlink-mumimo

(config-if)> downlink-mumimo
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1llac/ax »
downlink-mumimo enabled.

(config-if)> no downlink-mumimo
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1lac/ax »
downlink-mumimo disabled.

Bepcus OnucaHve

3.05 JobaeneHa komaHga interface downlink-mumimo.

3.29.54 interface downlink-ofdma

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

BknrounTb Huexoaswwyo ceasb 802.11ax OFDMA. o yMon4YaHMIo HacTporika
OTK/tOYeHa.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
Ja

Ja

Het

WiFiMaster

I (config-if)>  downlink-ofdma

I (config-if)> no downlink-ofdma

(config-if)> downlink-ofdma
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1lax »
downlink-ofdma enabled.

(config-if)> no downlink-ofdma
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1llax »
downlink-ofdma disabled.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.07 JlobaeneHa komaHaa interface downlink-ofdma.

3.29.55 interface duplex

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHui

YCTaHOBUTb AynieKcHblli pexum Ethernet-nopTa. Mo ymonyaHuto 3agaHo
3HauyeHue auto.

KomaHga ¢ npedrkcom no BO3BpaLLLAET 3HaUYeHMe No YMOTHaHMIO.
Ja

Ja

Het

Ethernet

(config-if)>  duplex wmode>

(config-if)> no duplex

AprymeHT 3HauyeHue OnucaHwue
mode full Pexum nonHoro gynnekca.
half MonyaynnekcHbIN pexuvmM.
auto ABTOMAaTUYECKN AYNNEKCHBIA pexXuM.

(config-if)> duplex full
Network: :Interface::Ethernet: "GigabitEthernet0/1": duplex set »
to "full".

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »
to default.

Bepcus OnucaHve

2.06.B.1 Jlo6aBneHa komaHga interface duplex.

3.29.56 interface dyndns profile

OnucaHwne

MpwvBsA3aTh K ceTeBOMY MHTepdericy npoduab DynDns. MNepes BbinoAHEHVEM
KOMaHZabl NPodub JOMKEH 6bITb CO34aH M HACTPOEH rpynnoi komaHg dyndns
profile.

KomaHga ¢ npedrkcom no paspbliBaeT CBA3b Mexay npodunem un
nHTepdericom.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncuc (config-if)>  dyndns profile ¢profile

(config-if)> no dyndns profile

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

profile Crtpoka HasBaHune npodunsa DynDns.

Mpumep (config-if)> dyndns profile TEST
DynDns::Profile: Interface set.

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.02 Jlo6aBneHa komaHga interface dyndns profile.

3.29.57 interface dyndns update

OnucaHwue O6HoBUTL BpY4HYto IP-agpec ana DynDns. o ymonyaHuio KoMaHaa paboTtaeT
B COOTBETCTBUM C MOAUTUKOI NocTasBLLUmKa ycnyr DynDns, KoTopbli He
nossonseT 06HoBAATL IP canwkom yacto. Kntouesoe c1oBo force no3sonseT

06HOBWTL IP B 06X0/ MOAUTUKN MOCTaBLLMKa YCAYT.
MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-if)>  dyndns update [ force]
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
force Krouesoe He yunTbiBaTh pEKOMEHAOBAHHYIO YacToOTy
C/I0BO obHOBNEHUS.
Npumep (config-if)> dyndns update
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 Jlo6aBneHa komaHga interface dyndns update.
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naBa 3 OnncaHme KoMaHp,

3.29.58 interface encryption anonymous-dh

OnucaHue Bkntounts Anonymous DH ansa SSTP-cepBepoB 6e3 cepTudukaTa.
KomaHga ¢ npedurkcom no oTkatouaetT Anonymous DH.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica SSTP

CuHoncunc I (config-if)>  encryption anonymous-dh

I (config-if)> no encryption anonymous-dh

Mpumep (config-if)> encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.13 [JlobaBneHa komaHga interface encryption
anonymous-dh.

3.29.59 interface encryption enable

OnucaHue Bknountb WwWindpoBaHme Ha becnpoBogHOM nHTepdelice. Mo ymondaHuto
ncnonbsyetcs wudposaHue WEP,

KomaHga ¢ npedpurkcom no oTknrovaeT wrdpoBaHme Ha 6ecrnpoBoiHOM
nHTepderice.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica WiFi

CuHoncKc I (config-if)> encryption enable

I (config-if)> no encryption enable

Mpumep (config-if)> encryption enable
Network::Interface: :Rtx::AccessPoint: "WifiMaster@/AccessPoint0": »
wireless encryption enabled.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-if)> no encryption enable
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
wireless encryption disabled.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface encryption enable.

3.29.60 interface encryption key

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

HasHauntb knoun wnpposaHus WEP. B 3aBUCMMOCTY OT Pa3psagHOCTH, KoY
MOXeT ObITb 3a4aH 10 WwecTHaaLaTepnyHbIMU Undpamu (5 cumsonamum ASCII)
— 40-6UTHbIN Kntod, WEP — 40-6UTHBbIN KNTHOY, UK 26 LLeCTHaALaTePUYHbBIMU
umdpamu (13 cumBonamm ASCII) WEP Bcero moxeT 6bITb 3agaHo oT 1 g0 4
KAouen wndpoBaHUS, N OANH U3 HUX AOJIXKEH OblTb Ha3Ha4YeH KAYOM Mo
YMONYaHUIO.

KomaHga c npedurkcom no yganseT Koy,

Ja

Ja

Aa

WiFi

(config-if)>  encryption key <ids («values [default] | default)

(config-if)> no encryption key «id>

AprymeHT 3HauyeHue OnuncaHwue

id UYenoe uucro |Homep knrouva. Bcero MoXHO 3a4aTh A0
yeTbIpex Katye.

value Crpoka 3HauyeHVe K/K4a B BuAe
LWwecTHaAuaTepryHOro Yncna, CocTosLLero
13 10 nnuv n3 26 undp.

default KnoyeBoe YKasblBaeT, YTO AaHHbIN KoY byaeT
C/1080 MCMOJIb30BaH MO YMOJIYaHUIO.

(config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »
set.

(config-if)> no encryption key 1
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »
removed.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface encryption key.

3.29.61 interface encryption mppe

OnucaHune BkntounTb noasaepxky wndposaHua MPPE.
KomaHga ¢ npedpurkcom no oTktoyaeT wudposaHune MPPE.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica PPTP

CnHoncuc I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

Mpumep (config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHAa interface encryption mppe.

3.29.62 interface encryption owe

OnucaHwue BrntoumnTb anropmntmel obecneveHuns 6esonacHoctn OWE Ha 6ecnpoBOgHOM
nHTepoerice. Mo yMon4aHMIO HaCTPOMKa OTKJTHOYEHaA.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxry OWE.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WifiMaster

CuHoncuc I (config-if)>  encryption owe

I (config-if)> no encryption owe
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naBa 3 OnncaHme KOMaHA,

MNpumep (config-if)> encryption owe
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms enabled.

(config-if)> no encryption owe
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms disabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

3.00 Job6aBneHa komaHAa interface encryption owe.

3.29.63 interface encryption tkip hold-down

OnucaHune YCTaHOBUTb 3HaveHue "countermeasure” Talimepa ans TKIP npwu
0fHOBpPEMEHHOM Ucnonb3oBaHun WPA n WPA2 anropnTMoB 6e30MacHOCTU
Ha 6ecnpoBogHOM NHTepdeiice. [0 yMONYaHWNIO NCMOJIb3YeTCs 3HaYeHme
60.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMONYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica WiFi

CuHoncnc (config-if)>  encryption tkip hold-down <hold-down>

(config-if)> no encryption tkip hold-down

AprymeHTbI AprymeHT 3HaueHue OonucaHue

hold-down lenoe umucno |3HayveHue TaiMepa B cekyHAax. MoxeT
NPYHVMAaTL 3HaYeHWs B AnanasoHe oT 0 g0

60. Ecnun ykasaHo 3HaueHue 0, To dpyHKLUNSA
OTK/IlOYeHa.

Mpumep (config-if)> encryption tkip hold-down 10
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is 10 sec.

(config-if)> no encryption tkip hold-down
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0Q/AccessPoint0": »
hold-down interval is reset to default (60 sec.).
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve
3.08 JobaBneHa komaHga interface encryption tkip
hold-down.

3.29.64 interface encryption wpa

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopuns nameHeHuii

BrtounTb anropntmel obecneveHms 6esonacHocTn WPA Ha 6ecnpoBOAHOM
nHTepodeice. becnpoBogHON NHTepdENC MOXET NOAAEPXKNBATL COBMECTHOE
ncnonb3osaHmne WPA n WPAZ, oagHako nogaep>ka WEP aBToMaTUUeCKn
OTKOHaeTCs Npu BKAKOYEHUN ntoboro 13 WPA.

KomaHga ¢ npedpurkcom no oTkatouaeT WPA.
Ja

Aa

Het

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

Bepcus OnucaHve

2.00 Jlo6baBneHa komaHga interface encryption wpa.

3.29.65 interface encryption wpa2

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

BkntounTb anroputMmel obecneveHns 6esonacHocty WPA2 (IEEE 802.11i, RSN)
Ha 6ecnpoBoAHOM NHTepdelice. becnpoBoAHON MHTepdelic MoXeT pa3peLlaTb
coBmecTHoe ncnonb3osaHune WPA n WPAZ, opHako noaaepxka WEP
aBTOMAaTMYeCKN OTK/IIOHAETCA NpU BKAKOYEHUN 1106010 13 WPA.

KomaHga c npedumkcom no otkatouaet WPA2.
Ja

Aa

Het

WiFi

I (config-if)>  encryption wpa2
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHwnii

I(conﬂg-ﬁﬁ>noencryptionwpaz

(config-if)> encryption wpa2

WPA2 algorithms enabled.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface encryption wpa2.

3.29.66 interface encryption wpa3

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Mpumep

WcTopusa nsmeHeHum

Bknoumntb anropmtMmbl obecneveHmns 6esonacHoct WPA3 Ha 6ecnpoBOAHOM
nHTepdeice. becnpoBoaHOM NHTepdeNC MOXeT NoAAepXMBaTb COBMECTHOE
ncnonb3oBaHue WPA2 n WPA3. Tlo yMON4YaHNIO HAaCTPOKa OTK/IHOUeHa.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxky WPA3.

Ja

Ja

HeTt

WiFi

I (config-if)>  encryption wpa3

I(conﬂg-ﬁﬁ>noencryptionwpa3

(config-if)> encryption wpa3

Network::Interface: :Rtx::AccessPoint:

WPA3 algorithms enabled.

(config-if)> no encryption wpa3

Network: :Interface: :Rtx: :AccessPoint:

WPA3 algorithms disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMaster@/AccessPoint0": »

Bepcus OnucaHve

3.00 JobasneHa komaHgaa interface encryption wpa3.

3.29.67 interface encryption wpa3 suite-b

OnuncaHwune

Mpejukc no

MeHsieT HacTpoiAKK

BkntounTb anroputmel obecnedeHns 6esonacHoctn WPA3 ans 3awmTel
KoHUAEHLMaNbHbIX AaHHbIX Suite-B B WPA Enterprise. [0 ymMon4aHuto

bYHKLMS OTKNKOYEHa.

Het

Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopuns nameHeHuii

Het

WiFi

I (config-if)> encryptionwpa3 suite-b
(config-if)> encryption wpa3 suite-b

Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
WPA3 SuiteB enabled.

Bepcus OnucaHve

3.01 JlobaBneHa komaHga interface encryption wpa3 suite-b.

3.29.68 interface flowcontrol

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

NcTopus nsmeHeHum

HacTtpolika ynpaBneHusa notokoM Ethernet Tx/Rx. Mo ymonyaHuto GyHKUNS
BKJIIOYEHa.

KomaHga ¢ npedrkcom no oTkarovaeT GyHKLNLO.
Ja

Ja

Het

Ethernet

(config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

AprymeHT 3HauyeHue OnucaHwue

send Kro4esoe YnpaBneHve NoTOKOM paboTaeT aCUHXPOHHO.
cnoBo

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

Bepcus OnucaHue

2.08 Job6aBneHa komaHaa interface flowcontrol.
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naBa 3 OnncaHme KOMaHA,

3.29.69 interface follow

OnucaHue KonupoBaTb HacTpoliku Toukun goctyna ¢ WifiMaster0 (2,4 I'Tu) B TOUKy
foctyna Ha WifiMaster ¢ nHaekcom 6onbuie Hyns (5 Iy 1 6onbLue).

Touka gocTyna "nocnefoBatenb" aBToMaTYeCcKm KOnmpyeTt Bce MU3SMeHeHUs
HaCTPOeK C rIaBHOM TOUKM JOCTYNa.

Ecnun B HacTpolikm "nocnegoBatens” BHECTU M3MEHEHWs, CBA3b C r1aBHOM
TOYKOI AOCTyNa pa3pbiBaeTcs.

MpegynpexaeHne: Toukn goctyna Ha WifiMaster0O Bcerga ncnonb3yroTcs Kak
NCTOYHMK HacTpoeK. OHM He MOryT 6bITb
"nocnegoBatensamn’.
Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica AccessPoint

CuHoncuc (config-if)>  follow<access-point»

AprymeHTbI AprymeHT 3HaueHue OnuncaHue

access-point |WHTeppenc Vmsa nHtepdeiica AccessPoint Ha
WifiMaster0 2,4Tu. Bbl MOXeTe yBUAETb

CMNCOK JOCTYMHBIX MHTepdencoB npu
rnomoLy komaHabl follow [Tab].

Npumep (config-if)> follow WifiMaster0/AccessPoint0
Network: :Interface: :AccessPoint: "WifiMasterl/AccessPoint0": set »
to follow WifiMaster0/AccessPoint0.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.07 Job6asneHa komaHaa interface follow.

3.29.70 interface ft enable

OnucaHue BrntounTb nogaepxky FT ans Toukm goctyna (FT Over the Air, OTA) B pamkax
ctaHgapTa IEEE 802.11r. o ymonuyaHuto napameTp OTK/AHOUEH.

Ana npaBuabHON paboTbl FT Mexay Toukamu goctyna 2,4 1 5 My Heobxoammo
BbINO/IHUTL C/iefytoLe yCIoBUS:

* BKJ/IHOYeHbl 06e Touku goctyna 2,4 Mu n 5 My,

* Y HUX ognHakoBble SSID
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naBa 3 OnncaHme KoMaHp,

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

* OHW MIMEeT OANHAKOBLIE MapamMeTpbl 6e30NacHOCTY (TUMN WndpPoBaHNS —

WPA2 nnun 6e3 napons, naposb, N T. 4.).

KomaHza c npedurKcom no yaansieT HacTpowiky.

Aa
Ja
Het

AccessPoint

I (config-if)>  ft enable

I (config-if)> no ft enable

(config-if)> ft enable
Network::Interface: :Rtx::AccessPoint:
fast transition enabled.

(config-if)> no ft enable
Network: :Interface: :Rtx: :AccessPoint:
fast transition disabled.

"WifiMaster@/AccessPoint0":

"WifiMaster®/AccessPoint0":

>

>

Bepcus OnucaHve

213 JobaBneHa komaHaa interface ft enable.

3.29.71 interface ft mdid

OnucaHune

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

YcraHoBUTb ngeHTndumkatop Mobility Domain gns FT. Mo ymonvaHuio

ncnonb3syeTca 3HayveHUe KN.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpallaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja
Het

AccessPoint

(config-if)>  ft mdid wndid>

(config-if)> no ft mdid

AprymeHT 3HauyeHue OnucaHwue

mdid CTpoka 3HaueHwue ngeHTndurkatopa Mobility Domain.
Coctont 13 2 cumeonos ASCIL
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-if)> ft mdid 1F
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID reset to default.

Bepcus OnucaHve

2.13 JobaeneHa komaHaa interface ft mdid.

3.29.72 interface ft otd

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb noagepxky FT Over-the-DS (Distribution System) B pamkax
cTaHgapTa IEEE 802.11r. 3TOT TMN FT UCNOb3yeTca A1 POYMUHra B
ycTapeBLUMX abOHEHTCKMX YCTPOMCTBaX, Hanpumep, B TenedoHe iPhone 4s.
Mo ymMonuyaHuo napaMeTp OTK/IOYEH.

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
Ja

Aa

Het

AccessPoint

I (config-if)>  ftotd

I (config-if)> no ft otd

(config-if)> ft otd
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition OTD enabled.

(config-if)> no ft otd
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
fast transition OTD disabled.

Bepcus OnucaHue

2.13 JobasneHa komaHga interface ft otd.

3.29.73 interface hide-ssid

OnucaHune

BrntoumnTb pexum ckpbiTus SSID. Mpy ncnonb3o0BaHUM 3TON GYyHKLMN, TOUKa
[0CTyna He oTobpakaeTcs B CIMCKe AOCTYMHbIX 6eCcnpoBOAHbIX ceTel. Ho
eC/I1 No/Ib30BaTesto U3BECTHO O CyLLeCTBOBAHWM 3TOM CEeTU 1 OH 3HaeT ee
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naBa 3 OnncaHme KoMaHp,

SSID, TO CMOXEeT NOAKMNOUYNTLCA K 3TOW ceTU. 10 yMONYaHNIO pexinm
OTKJIFOUEH.

KomaHga ¢ npedrkcom no OTKAYAET 3TOT PEXUM.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Access Point

CuHoncunc I (config-if)>  hide-ssid

I (config-if)> no hide-ssid

NMpumep (config-if)> hide-ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
SSID broadcasting disabled.

(config-if)> no hide-ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID broadcasting enabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa interface hide-ssid.

3.29.74 interface iapp auto

OnucaHwue CreHepupoBaTb ka1t JAPP B aBTOMaTU4YeCKOM pexunme. s Toro, YTobbl
Ha3Ha4YNTb KU BPYYHYHO, NCNONb3yliTe KoMaHay interface iapp key.

MNpedunkc no Het
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Bridge

CuHoncunc I (config-if)>  iapp auto

Mpumep (config-if)> iapp auto
Network::Interface::Rtx::Iapp: Bridge0 autoconfigured.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

3.03 JobasneHa komaHaa interface iapp auto.
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naBa 3 OnncaHme KOMaHA,

3.29.75 interface iapp key

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb K/IH0Y MOBUALHOrO JloMeHa JAPP Ans ycneLHOM CUHXPOHM3aLnn
MeX Ay ToUKamMu A0CTyna, rae BkatodeH FT (komaHaa interface ft enable).
Toukn gocTyna AONXKHbI NpUHagnexatb ogHol IP-noaceTtu. Mo ymonyaHumio
KOY He Ha3Ha4eH.

KomaHga ¢ npedrKcoM no yaanseT KoY.
Ja

Ja

Het

Bridge

(config-if)>  iapp key <key»

(config-if)> no iapp key

AprymeHT 3HauyeHue OnuncaHwue

key CTpoka 3HaueHwue kntoYa IAPP. MakcMaibHasa AvHa

Knro4ya — 64 cmmBona.

(config-if)> iapp key 11223344556677
Network: :Interface: :Rtx::Iapp: Bridge0® key applied.

(config-if)> no iapp key
Network::Interface::Rtx::Iapp: Bridge0 key cleared.

Bepcus OnucaHue

2.13 JlobasneHa komaHaa interface iapp key.

3.29.76 interface idle-timeout

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

YCTaHOBWUTb MHTEPBaJ OTKIoUeHUs KneHTa STA OT TOUKM AoCTyna no
TalMayTy HeakKTUBHOCTW. [10 YMONYaHMIO UCMOJIb3yeTcs 3HaveHve 600.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.

Aa
Ja

Het

WiFiMaster
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  idle-timeout <idle-timeout>

(config-if)> no idle-timeout

AprymeHT 3HauyeHue lOnncaHue
idle-timeout |Yesoe 3HaueHVe TaliM-ayTa B cekyHgax. MoxeT
yucso NMPUHYMaTL 3HaYeHWsa B Npejenax ot 60 o
2147483646.

(config-if)> idle-timeout 500
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.

(config-if)> no idle-timeout
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
disabled.

Bepcus OnucaHve

3.06 JlobaBneHa komaHaa interface idle-timeout.

3.29.77 interface igmp downstream

OnucaHwne

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CuHoncuc

Mpumep

UcTopus nsmeHeHwnii

BkntounTb pexum paboTel IGMP Ha nHTepdeiice No HanpaBieHUIo K
noTpebuTensm rpynnoBo paccbUikn. Ha ycTponcTee foKHa 6bITh 3anyLyeHa
cnyxba service igmp-proxy. lonyckaeTcs Haanyme HeCKONbKUX HTepdericos
downstream.

KomaHga ¢ npednkcom no oTMeHseT AelicTBMe KOMaHAbl.
Ja

Ja

Het

IP
I (config-if)>  igmp downstream
I (config-if)> no igmp downstream

(config-if)> igmp downstream

(config-if)> no igmp downstream

Bepcus OnucaHue

2.00 JobasneHa komaHAa interface igmp downstream.
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naBa 3 OnncaHme KOMaHA,

3.29.78 interface igmp fork

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb gybnnpoBaHme ncxoaaimx naketos /GMP upstream B 3aaHHbIN
nHTepderic. JonyckaeTca Haanyme TonabKo ogHoro nHTepderica fork.

KomaHga ¢ ﬂpeq)I/IKCOM No OTMEHSIET AelCTBE KOMaHAbI.

Ja
Ja

Het

IP

I (config-if)>  igmp fork

I (config-if)> no igmp fork

(config-if)> igmp fork

(config-if)> no igmp fork

Bepcusa

OnucaHwune

2.00

Job6aBneHa komaHAa interface igmp fork.

3.29.79 interface igmp upstream

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

Mpumep

BkntounTb pexum paboTbl IGMP Ha nHTepdeiice No HanpaBieHUIo K
NCTOYHMKY FPYNNOBOI paccblIkn. Ha ycTponcTBe Ao/KHa 6bITh 3anyLyeHa
cnyxba service igmp-proxy. /lonyckaeTca Haanyve ToNbKo OAHOro
nHTepderica upstream.

KomaHga ¢ npeprKCcOM Nno oTMeHseT AeCTBME KOMaH/bI.

Ja
Aa
HeTt

IP

I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

(config-if)> igmp upstream

(config-if)> no igmp upstream
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa koMmaHga interface igmp upstream.

3.29.80 interface include

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

Yka3zaTb Ethernet-uHtepdeliic, koTopblii byaeT Ao6aBneH B NPOrpaMMHbIi
MOCT B KayecTBe nopra.

KomaHga ¢ npedukcom no yaanset nHtepdeinc n3 mocra.
Ja

Aa

Ja

Bridge

(config-if)>  include <interfaces

(config-if)> no include <interface»

AprymeHT 3HauyeHue OnucaHwue

interface UHTeppeic Wmsa nnn ncesgoHum Ethernet nHtepoderica,
KOTOPbI AONXEH 6bITb BKIKOUEH B MOCT.

(config-if)> include ISP
Network: :Interface::Bridge: "Bridge0": ISP included.

(config-if)> no include
Network::Interface::Bridge: "Bridge0": removed ISP.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface include.

3.29.81 interface inherit

OnuncaHwne

YkaszaTb Ethernet-uHtepdeiic, koTopbliin byaeT AobaBneH B NpOorpaMmMHbIii
MOCT B KayecTBe nopTta. B otanume ot komaHapl include, komaHaa inherit
nepefaeTt MOCTY HEKOTOpPbIE HAaCTPOIKK AobaBnseMoro nHTepdeiica, Takme
kak IP-agpec, macky v IP-ncesgoHUMbI. MNpuy yaaneHnn nmbo caMoro MocTa,
6o nHtepderica N3 MoCTa, 3TU HACTPOIKU, AaXKe eCIN OHU BbLIV MSMEHEHbI,
6yAyT CKONMpOoBaHbl 06paTHO Ha 0CBO6OAMBLLMICA NHTEepdEC.

KomaHga nossonseT Aob6aBUTb B MOCT MHTepdeiic, Yepes KOTOpbI
OCyLLeCTBNSIETCS yNpaBneHue yCTPOMCTBOM, U He NOTepsiThb ynpasBfeHue.
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naBa 3 OnncaHme KOMaHA,

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

KomaHga c npedumkcom no yaanseT nHtepdeinc ns Mocra, Bo3Bpallaer
NHTepdency HaCcTPOKK, yHac/ie0BaHHbIe paHee MOCTOM, 1 cbpacbiBaeT 3Tn
HaCTPOMKM y MOCTa.

Ja

Aa

Ja

Bridge

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

AprymeHT 3HauyeHue OnucaHue

interface UHTeppeic Nms nnm ncesgoHum Ethernet nHtepdodeiica,
KOTOPbI AONXKEH 6bITb BKIKOYEH B MOCT.

(config-if)> inherit GigabitEthernet0/Vlan3
Network::Interface::Bridge: "Bridgel": GigabitEthernet@/Vlan3 »
inherited in Bridgel.

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface inherit.

3.29.82 interface ip access-group

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

MpurBA3aTb MMEHOBaHHbIM CNUCOK NpaBun dpunbTpaunm (ACL, cm. access-list)
K nHTepelicy. NapameTp in nam out ykasbiBaeT HanpaeneHve Tpadpurka Ans

KOoToporo byaeT npnmeHaTbea ACL. K ogHOMY nHTepdericy MoXeT 6bITb
npmBs3aHo Heckonbko ACL.

KomaHga ¢ npedurkcom no oTkntoyvaeT ACL Ansa ykazaHHoro nHtepderica n
Hanpas/ieHVa Tpaduka.

Ja
Ja
Aa
IP

I (config-if)> ip access-group «acl> «direction
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naBa 3 OnncaHme KoMaHp,

(config-if)> no ip access-group «acls> «direction

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
acl CTpoka Cnuncok npasun ¢uabTpaumy,
npeABapuTeIbHO CO3aHHbIA C MOMOLLIBbIO
KoMaHAbl access-list.
direction in MpUMeHUTb GUNbTPALMIO K BXOAALLIM
nakeTam.
out MpUMEHUTb GUABTPALMIO K MCXOASALLIAM
nakeTam.
Mpumep (config-if)> ip access-group BLOCK in

UcTopuns nameHeHuii

Network: :Acl: Input "BLOCK" access list added to "CdcEthernetl".

(config-if)> ip access-group BLOCK out
Network: :Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
"BLOCK" access group deleted from "CdcEthernetl".

Network: :Acl:

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

Bepcusa

OnucaHune

2.00

Jlo6aBneHa komaHga interface ip access-group.

3.29.83 interface ip address

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

N3meHnTb IP-agpec n macky ceTeBoro nHTepdeiica. Ecnm Ha nHTepdelice
3anylieHa cnyxba aBToMaTNYeCcKon HacTpPoMKKM agpeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MoXeT 6bITb Nepe3anucaH.

KomaHga c npedurkcom no copacbiBaeT agpec Ha 0.0.0.0.

Ja
Aa
HeTt

IP

I (config-if)>  ip address address» imask>

I (config-if)> no ip address
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Appec ceTeBoro nHTepodeiica.

mask IP-macka Macka ceteBoro nHtepéelrica. Ectb gga
cnocoba BBOAA MacKn: B KAHOHMYECKOM BUje
(Hanpumep, 255.255.255.0) 1 B Buje

61TOBOI ANVHBI NpeduKkca (Hanpumep, /24).

OAHO 1 TO Xe 3HayYeHue agpeca ceTu, cocTosLero ns IP-agpeca n macku,
MO>HO BBeCTU ABYMS CNOCO6aMM: yKasaTb Macky B KQHOHUYECKOM BUAE NN
3a4aTb OUTOBYH ANVHY Npedukca.

(config)> ip address 192.168.9.1/24
Network::Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa interface ip address.

3.29.84 interface ip address dhcp

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

3anyctntb DHCP-kAMEeHT Ana aBTOMaTMYeCKON HaCTPOKL CeTeBbIX
napameTpos: IP-agpeca v mackn nHtepdeiica, cepsepos DNS 1 wito3a no
yMOJIHaHUIo.

KomaHga ¢ npedurkcom no octaHaBnmBaeT cnyxby DHCP-knneHTa, yaanset
AVHaMUYeCKN HaCTpOeHHble NapaMeTpbl 1 BO3BpalLlaeT npejbigyLime
HacTpolikun IP-agpeca n macku.

Ja
Ja
Het

Ethernet

I (config-if)>  ip address dhcp

I (config-if)> no ip address dhcp

(config-if)> ip address dhcp
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga interface ip address dhcp.
4.02 YaaneH HeobA3aTe/bHbIV apryMmeHT hostname.

3.29.85 interface ip adjust-ttl recv

OnucaHwue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuvHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

N3meHnTb NnapameTp TTL ang Bcex BXOAALLMX NakeTOB Ha nHTepdelice.

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.

Ja
Ja
Het

IP

(config-if)>

ip adjust-ttl

recv <recvwv»

(config-if)> no ip adjust-ttl recv

AprymeHT

3HayeHue

OonvcaHune

recv

Lenoe uucno

BennunHa nameHeHust TTL. MoxeT
NnpUHMMaTbL 3HayYeHna B npejenax ot 1 4o
255 BKNOUUMTENIBHO.

(config-if)>

Network::Interface::Ip:

ip adjust-ttl recv 1

"CdcEthernet0": incoming TTL set to 1.

(config-if)> no ip adjust-ttl recv

Network::Interface: :Ip:

"CdcEthernet0@": incoming TTL settings »

removed.
Bepcus OnucaHve
3.07 Job6asneHa koMmaHga interface ip adjust-ttl recv.

MpeablayLiee Ha3BaHWe KOMaHAbI interface ip adjust-ttl.

3.29.86 interface ip adjust-ttl send

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWKKn

N3meHnTb NnapameTp TTL Ans Bcex NCXoAsLLMX NaKeTOB Ha MHTepdelice.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Het
IP
(config-if)> ip adjust-ttl send <send>

(config-if)> no ip adjust-ttl send

AprymeHT 3HauyeHue OnucaHue

send Llenoe uucnio |BennumHa nameHeHumsa TTL. MoxeT
NpUHMMaTL 3Ha4YeHna B npejenax ot 1 4o
255 BKNHOUUTENBHO.

(config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network::Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.

Bepcus OnucaHue

2.09 Job6asneHa komaHgaa interface ip adjust-ttl send.

3.29.87 interface ip alias

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiKK
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

YCTaHOBUTL AOMNONHUTENbHBIN IP-agpec 1 Macky ceTeBoro nHTepdeiica
(NnceBROHUM).

KomaHga c npedrkcom no copacbiBaeT ykaszaHHbIN NCeBAOHM Ha 0.0.0.0,

TEM CaMbIM yaansasa ero. Ecnm BbINONHNUTL KOMaHA4y 6e3 aprymeHTa, To BeCb
cnncok ncesgoHMNMoOB 6yAET oYyuLleH.

Ja

Ja

Ja

IP, Ethernet

(config-if)>  ip alias address> anask»

(config-if)> no ip alias [ «address> anask> ]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec JlononHnTenbHbIN agpec ceTeBoro
nHTepoderica.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

mask IP-macka JlonofHWTeNbHaa Macka ceTeBoro
nHTepdeiica. Ectb gBa cnocoba BBoAa MaCcKM:
B KAHOHWYeCcKOoM BUje (Hanpumep,
255.255.255.0u1 B BUAe 6UTOBOW ANVHbI

npegukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network::Interface::Ip: "WifiMasterl/WifiStation@": all aliases »
removed.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface ip alias.

3.29.88 interface ip dhcp client broadcast

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

YcTaHoBUTb bUT broadcast B coobLeHnsx DHCP Discover, ykasbiBatoLwmia
Ha cnocob oTnpaBky OTBeTa 06pPaTHO KAMEeHTY. [0 yMonyaHumo napameTp
OTK/1HOYeH.

KomaHga c npedunkcom no yaanseTt HacTPOKy.
Aa
Ja
Hert

Ethernet

I(conﬂgJﬂ> ip dhcp client broadcast

Imonﬁ94ﬂ>noipdhcpclientbroadcast

(config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.15 JlobaeneHa komaHga interface ip dhcp client broadcast.

3.29.89 interface ip dhcp client class-id

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

YKa3aTb Npon3BOANTENS YCTPOMCTBA, Ha KOTOPOM paboTtaeT DHCP-KNNeHT
(onuwsa dhcp 60).

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
Ja

Aa

Het

Ethernet

(config-if)>  ip dhcp client class-id «class>

(config-if)> no ip dhcp client class-id

AprymeHT 3HauyeHue OnucaHwue

class-id Ctpoka Ha3BaHuve nponsBoanTens ycTpoiicTBa,
3aK/IlOYeHHOe B /IBOViHble KaBblYKN.

(config-if)> ip dhcp client class-id "Hopper"
Dhcp::Client: ISP DHCP client vendor class is set to "Hopper".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

Bepcus OnucaHve

2.02 Job6asneHa komaHgaa interface ip dhcp client class-id.

3.29.90 interface ip dhcp client debug

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTtHbIiA BBOJ,

BktounTb 0TNAA0UHBIN pexXmM. B 0TnagouHOM peximme B CUCTEMHBIN XXypHan
BbIBOAMTCHA NOAPOOHasa nHpopmaumnsa o pabote DHCP-knveHTa.

KomaHgaa ¢ npedprKCOM No OTKAKOHaEeT OTAAL0UHbIA PEXUM.
Ja
Ja

HeTt
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naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Ethernet

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

Bepcus OnucaHve

2.01 Jlo6aBneHa komaHga interface ip dhcp client debug.

3.29.91 interface ip dhcp client displace

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

AprymeHTsl

BbITECHUTb CTaTUUECKNA agpec nHTepdeiica what B cnyyae eciv OH

KOH}NVKTYeT ¢ agpecoM, nonyyeHHbIM DHCP-kMeHTOM OCHOBHOIO
nHTepderica.

[JaHHasa KoMaHAa BbIMOMHAETCA aBTOMATNYeCcky Npu nogkntoyeHnn USB
Ethernet aganTepa. lNocne 3T0ro NPONCXoANT COXpaHeHne KoHGUrypaumm n
nepesarpyska ycTponcTaa.

KomaHaa ¢ npepunKcom no oTMeHseT BbITeCHEHME 419 YKa3aHHOro
nHTepoderica.

Aa

Ja

Ja

Ethernet

(config-if)>  ip dhcp client displace whats[ check-session ]

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHT 3HauyeHue OnuncaHwue
what UnTepgeric Vmsa nnn nceBgoHnUM nHtepdeiica, yen
CcTaTnYecKknii agpec byaeT BbITECHEH.
check-session |Knwyesoe Mpwv HannumMn akTBHOM cecnmn SCGI, He
C/1080 paspeLuaTb nepesarpysky 1 CMeHy

ceTeBOro agpeca poyrepa. [1o ymonyanuwo
KoMaHaa fobasnsieTcs Bdefault-config.

210

CnpaBoyHuk koMaHa — Hopper (KN-3811)




naBa 3 OnncaHme KOMaHA,

Npumep (config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

WcTopusa nsmeHeHum Bepcus onuvucaHve
2.03 Job6asneHa komaHga interface ip dhcp client displace.
2.15 [JobasneH aprymeHT check-session.

3.29.92 interface ip dhcp client dns-routes

OnucaHune BraounTb aBTOMaTryeckoe JobasneHme XocT-MapLupyTos 4o DNS-cepsepos,
nony4yeHHbIx oT DHCP-cepBepa. o yMon4yaHuo HacTPOoika BKAKOYEeHa.

KomaHaa ¢ npeprKcom no oTKNoYaeT HaCTPONKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun uHTepderica Ethernet

CuHoncnc I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

NMpumep (config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa komaHga interface ip dhcp client
dns-routes.
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naBa 3 OnncaHme KoMaHp,

3.29.93 interface ip dhcp client fallback

OnucaHune YCTaHOBUTb 3alaHHbIi NOMIb30BaTeNleM CTaTUYeCcKUiA agpec B ciyvae
BO3HWKHOBEHWSA oLLn60K Npu pabote DHCP.

KomaHza ¢ nped1rKcoM no 0TMeHsIeT HacTPOIiKy, 1 ycTaHaBVBaeT agpec
0.0.0.0..

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Ethernet

Cutoncnc (config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
type CTpoka Tun IP-agpeca. B HacTosiLee BpeMs
peannsoBaH TONIbKO OAMH TN — static.

Npumep (config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.05 JobasneHa komaHaa interface ip dhcp client fallback.

3.29.94 interface ip dhcp client hostname

OnucaHue Ha3HauunTb UM$A XoCTa, KoTopoe oTnpasnseTcd B DHCP-3anpoce.
KomaHgaa ¢ npedprkKcom no Bo3BpaLLaeT XOCTy MMS MO YMOAYaHUIO.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client hostname <hostname>
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naBa 3 OnncaHme KOMaHA,

(config-if)> no ip dhcp client hostname

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
hostname CTpoka MIMsa xocTa ans Ha3HayeHus.
Npumep (config-if)> ip dhcp client hostname MYHOME

Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHaa interface ip dhcp client hostname.

3.29.95 interface ip dhcp client name-servers

OnucaHue Mcnonb3oBatb agpeca cepsepos DNS, nonydeHHsle no DHCP. Mo ymondaHuio
3Ta $yHKLUMA BKAOYEHA.

KomaHga c npedrkcomM no 3anpeLaeTt UCNonbL30BaTh agpeca DNS-cepeepos,
nosiyyeHHble no DHCP.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.00 Jlo6aBneHa komaHga interface ip dhcp client
name-servers.
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naBa 3 OnncaHme KoMaHp,

3.29.96 interface ip dhcp client release

OnucaHue DHCP-knueHT ocBoboXxAaaeT apeHay [P-agpeca n yxoanT B CASALLNA pexxmMm.
ELLe ogHO BbiNONHEHMe 3TOM KOMaHAbl nepeBoauT DHCP-knreHT B pexunm
aBToMaTtumyeckoro nosydeHus IP-agpeca.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

Cunoncnc I (config-if)>  ip dhcp client release

Mpumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Jlo6aBneHa komaHga interface ip dhcp client release.

3.29.97 interface ip dhcp client renew

OonuncaHmne DHCP-knneHT ocBob60OXAaEeT apeHay IP-agpeca 1 nepexonT B pexmnm
MoJsly4eHns HOBOTO.

Mpedukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Ethernet

CuHoncmc I (config-ify>  ip dhcp client renew

Mpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.03 JobasneHa komaHaa interface ip dhcp client renew.
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naBa 3 OnncaHme KOMaHA,

3.29.98 interface ip dhcp client routes

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb nonyyeHre MapLUpyToB OoT npoBaligepa (onuum dhep 33, 121,
242). Mo ymon4aHuto BKAOYeHO. B HacTpoiikax oTobpaXkaeTcs TONbKO C
npedurkcom no.

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja

Ja

Het

Ethernet

I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.

Bepcus OnucaHve

2.05 [Jlo6aBneHa komaHga interface ip dhcp client routes.

3.29.99 interface ip flow

OnucaHwune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Bknrountb ceHcop NetFlow Ha 3agaHHOM MHTepdelice. 1o ymon4aHuMio 3ToT
napameTp OTK/HOYEH.

KomaHga c npedurkcom no otktouaeT ceHcop NetFlow.
Ja

Ja

Het

IP

(config-if)> ip flow«directiom

(config-if)> no ip flow

AprymeHT 3HayeHue OnucaHue

direction ingress C6op BxogsLero Tpaduka.
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue

egress C6op ncxogsuiero Tpaduka.

both Cbop u BxoAsLLero, N ncxogsulero tpaduka.

Mpumep

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.

WcTopus nsmeHeHum

Bepcus OnucaHue

2.1 Job6asneHa koMmaHgaa interface ip flow.

3.29.100 interface ip global

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

YcTaHoBUTL Anst HTepdelica cBoiicTBO «global» c napameTpoM. 3To CBONCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMON4aHuto, paboTsbl
DynDNS-knveHTa 1 NAT. MoxHo npeactaBnsath global-nHtepdeicel, kak
BeAyLLMe B rnobanbHyto ceTb (B UHTEPHET).

MapameTp cBoicTBa «global» BnnseT Ha npuopuTeT HTepdeiica B Npase
YCTaHOBUTb MapLUPYT MO yMONYaHWio0. Yem npropuTeT 6onbLue, Tem
XenartesnbHee 419 NO/Ib30BaTENS BbIXOA B IN106a1bHYH CeTb Yepes yKa3aHHbIN
nHTepdeic. C NOMOLLIbIO NpropuTeTa peannsyeTcs GyHKLMSA pe3epBrpOoBaHnS
noakntoveHus B HTepHeT (WAN backup) «global».

Mo yMoAYaHMIO HaCcTpOoKa OTKOYeHa.
KomaHgaa ¢ npedurkcom no yaanseTt CBONCTBO.
Aa

Ja

Het

IP

I (config-if)> ip global (xpriority> | order <order> | auto)

I (config-if)> no ip global
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
priority Uenoe uucno |MpuoputeT nHtepdeiica Npu yctaHoBKe
MapLUpyTa no ymon4daHuto. Moxet
NPVHMMaTb 3HaYeHns B npegenax oT 1 go
65534.
order UYenoe uncno |OTHOCUTENbHbIA MPUOPUTET MEXAY
nHTepdencamm. MoxeT MpMHMMaTb 3HaYeHNA
B npejenax ot 0 Ao 65534, HO He 6onee, yuem
KONNYECTBO rnobanbHbIX MHTEPHENCOoB.
auto Knyesoe ABTOMaTM4YeCcKoe BblYMC/IeHe NpuopuTeTa
C/10B0 nHTepdelica. IHTepdeiic pacnonaraetcs
61Ke K KOHLY CNXCKa, HO Bblille nopsaaka X.
Mpumep (config-if)> ip global 10
Network: :Interface::IP: "L2TPO": global priority is 10.
(config-if)> ip global order 0
Network::Interface::IP: "L2TPO": order is 1.
(config-if)> ip global auto

Network: :Interface: :IP:

(config-if)> no ip glob
Network: :Interface: :IP:

Global priority recalculated.

al
"L2TPO": global priority cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onvcaHue
2.00 JlobaBneHa komaHaa interface ip global.
2.09 JobasneHbl aprymeHThbl order 1 auto.

3.29.101 interface ip mru

OnuncaHune

YcTaHoBUTbL 3HayveHune MRU,

KoTopoe byaeT nepesaHo yAaneHHoMY y3/1y npu

yCTaHOBNeHUU coeanHeHnsa PPP (IPCP). o ymonyaHUo UCnosib3yeTcs

3HayeHue 1460.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Mpe¢ukc no Ja
Ja

MHorokpaTtHbiiA BBog, Het

MeHsieT HaCTPOVKMN
Tun nHTepdeiica PPP

CuHoncuc I (config-ify>  ip mru mruw

I (config-if)> no ip mru
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

mru Llenoe uucno |3HayveHme MRU.

Mpumep

(config-if)> ip mru 1492
Network::Interface::Ppp: "PPPoEQ": MRU saved.

(config-if)> no ip mru
Network: :Interface::Ppp: "PPPoEO": MRU reset to default.

WcTopus nsmeHeHwnii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip mru.

3.29.102 interface ip mtu

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHuim

YcTaHOBUTbL 3HaveHve MTU Ha ceTeBOM NHTepdeiice. MNpu ycTaHOBAEHNN
coefiMHeHWs No npoTokony PPP (IPCP), yaaneHHOMY y31y 6yAyT OTAPaBAsaTLCA
nakeTbl ykazaHHOro pasmepa MTU, aaxe ecnu Tot 3anpocun MTU MeHbLUero
3HaveHus.

KomaHga ¢ npedprikcomM no copackiBaeT 3HaueHue MTU Ha To, KoTopoe 6b110
40 nepBoro npuMeHeHMAa KoMaHabl.

Ja
Aa
HeTt

IP

(config-if)>  ip mtu mtw

(config-if)> no ip mtu

AprymeHT 3HauyeHue OnucaHwue

mtu lenoe 4ucno |3HauveHwe MTU. MOXeT NPUHUMAaTb 3HaYeHNs
B npejgenax oT 64 Ao 65535 BkAoUMTENBHO.

(config-if)> ip mtu 1500
Network: :Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »
to default.

Bepcus OnucaHve

2.00 JobasneHa KomaHaa interface ip mtu.
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naBa 3 OnncaHme KOMaHA,

3.29.103 interface ip nat loopback

OnucaHue BkntounTb 0bpaTHyto TpaHcnsauuio agpecos (NAT loopback) ana otnpasku
JIOKaNnbHbIX 3anNpocoB J1oKalbHOMY cepBepy 13 VIHTepHeTa. [1o yMoi4aHuio
3TOT NapaMeTp BK/KOUeH 418 nHTepdericos JomallHel ceTu (YypoBHM
b6e3onacHocTu private un protected).

KomaHga c npedurkcom no oTknrovaet NAT loopback.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

Mpumep (config-if)> ip nat loopback
Network: :StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 Jlo6aBneHa komaHga ip nat loopback.

3.29.104 interface ip remote

OnucaHue YCTaHOBUTb CTaTUYeCcKni agpec yaaneHHoro ysna.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nHtepdeiica PPP

CrnHoncuc (config-if)>  ip remote address»

(config-if)> no ip remote

AprymeHTbI AprymeHT 3HaueHue OonucaHue

address IP-agpec Appec yaaneHHoro ysna.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> ip remote 192.168.2.19
Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network::Interface::Ppp: "L2TPO": remote address erased.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip remote.

3.29.105 interface ip tcp adjust-mss

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

YCTaHOBUTbL OrpaHNYeHrie MakCMMasibHOro pasmepa cerMeHTa NCXoAsaLLmx
ceccmin TCP. Ecnm 3HaveHwme MSS, KOTopoe nepejaeTcs B NOJie 3arofioBka
SYN-nakeToB, npeBsblLLaeT 3ajaHHoe, KOMaHAa MeHsieT ero. KomaHga
npuMeHseTcs K UHTepdeincy n aelicTByeT Ha Bce ncxoasaiume TCP SYN-nakeThbl.

KomaHga ¢ npeprKcoOM Nno oTMeHsieT AeCTBME KOMaH/bI.
Ja

Aa

Het

IP

(config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHT |3HauyeHue OnucaHue

pmtu KriwyeBoe c¢/1080|YCTaHOBUTL BEPXHIOO rpaHuLy MSS,
paBHYy0 MUHUManbLHOMY MTU Ha nyTn K
yAaneHHoMy y3ny.

mss Lenoe uucrno MSS BepxHAa rpaHuua.

(config-if)> ip tcp adjust-mss pmtu
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TP0": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip tcp adjust-mss.

220

CnpaBoyHuk koMaHa — Hopper (KN-3811)




naBa 3 OnncaHme KOMaHA,

3.29.106 interface ipcp address

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Vicnonb3oBaTtb ajgpec yaaneHHoro yana.

KomaHza c npedurKcom no oTkNoHaeT GyHKLUIO.

Ja
Ja
Het

PPP

I (config-if)>  ipcp address

I (config-if)> no ipcp address

(config-if)> ipcp address
using address from remote peer

(config-if)> no ipcp address
not using address from remote peer

Bepcus OnucaHve

3.09 [JlobaBneHa komaHga interface ipcp address.

3.29.107 interface ipcp default-route

OnucaHwune

MNpejukc no

MeHsieT HacTpoiKkmn

Vicnonb3oBaTh ajpec yAaseHHOro y3na Kak LW/r3 No YMONYaHuIo.

KomaHgaa c npedurkcom no 3anpeLLaeT M3MeHeHMe LW3a Mo YMOTYaHMH.

Ja
Ja

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica

CviHoncmc

Mpumep

PPP

I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

(config-if)> ipcp default-route
Using peer as a default gateway.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa komaHga interface ipcp default-route.

3.29.108 interface ipcp dns-routes

Mcnonb3oBaTb MapLUpyThl Nofay4YeHHble no IPCP. 1o yMon4YaHUo HacTpoika

OnucaHune

BK/IHOYEHa.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.
MNpedukc no Ja

MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica PPP

CrnHoncuc I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

Mpumep
DNS routes enabled

(config-if)> no ipcp dns-routes

DNS routes disabled

(config-if)> ipcp dns-routes

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.02 Job6asneHa komaHaa interface ipcp dns-routes.

3.29.109 interface ipcp name-servers

Vcnonb3oBaTb agpeca cepsepoB DNS, nosyyeHHble no IPCP. Mo ymon4aHuio

KomaHza ¢ npedrkcomM no 3anpeLLaeT UCnonb30BaTh agpeca cepsepoB DS

OnucaHwue
HaCTpoWKa BK/OYEHa.
nosiyyeHHble rno IPCP.
Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPP

CuvHoncuc

I (config-if)>  ipcp name-servers
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

I (config-if)> no ipcp name-servers

(config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa interface ipcp name-servers.

3.29.110 interface ipcp vj

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

BknrounTb oxatme 3aronoskos TCP/IP meTogom BaH fko6coHa. Mo
YMONYaHMIO HAaCTPOKiKa OTK/IOUEHa.

KomaHgaa ¢ npedrKcoM no oTKAKOHaeT oxaTue.
Ja

Ja

Het

PPP

(config-if)>  ipcp vj [cid]

(config-if)> no ipcp vj

AprymeHT 3HauyeHue OnuncaHwue

cid KnwyeBoe Bknrountb cxatne Connection ID B
C/10BO 3aro/lIoBKax.

(config-if)> ipcp vj cid
V] compression enabled.

(config-if)> no ipcp vj
V] compression disabled.

Bepcus OnucaHve

2.03 Jlo6aBneHa komaHga interface ipcp vj.
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naBa 3 OnncaHme KoMaHp,

3.29.111 interface ipsec encryption-level

OnuncaHwmne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

3asaTb YpoBeHb LWdpoBaHUA Ans [Psec-COefNHEHWs], aBTOMATNYeCKM
CBSI3aHHOTO C TYHHesleM. 3HaueHue No ymonyaHmto — normal.

MoApo6HOe onMcaHme KaXza0ro YpoBHS MPUBOANTCS B [1pUIOXKEeHNN.

KomaHga ¢ npedprKcom no ycTaHaBAMBaeT ypoBeHb LWMGPOBAHNSA MO
YMOJTHaHUIO.

Ja
Aa
HeTt

Secure

(config-if)>

ipsec encryption-level <level»

(config-if)> no ipsec encryption-level

AprymeHT 3HauyeHue OnucaHwue
level weak Cnabbli ypoBeHb, BKAKOUEHbl anropuTmbl DES
n MD5.
normal CoBMeCTUMbII C 60NBLLUMHCTBOM CUCTEM

YypOBeHb, npunoputet otaaetca AES128 n
SHAT1.

normal-3des

CoBMeCTUMBIN C 60BLLUNHCTBOM CUCTEM
ypoBeHb, npuoputeT otaaetca 3DES n SHAT.

strong CaMmblil CUNbHBIN YPOBEHb, 0653aTelbHO
BKtOYeH PFS, npuoputeT otaaetca AES256 n
SHAT.

weak-pfs To e camoe, 4To 1 weak, HO AN BTOPOIA
da3bl BKAOYeH PFS group 1 m 2.

normal-pfs |To e camoe, 4TO U nhormal, HO A1 BTOPOWA

da3bl BKAOYeH PFS group 2 1 5.

normal-3des-pfs

To e camoe, Uto n normal-3des, HO AN
BTOPOW ¢a3bl BKAOYEH PFS group 5 1 14.

high

Habop coBpeMeHHbIX anropnuTMoB A/s
BHeLWHWX npoBangepos VPN cepBunCOB.

strong-aead

CaMblii CUNbHBIA YpOBeHb, MpUopuTeT
otaaetca AES256 n SHA1 c gobaBneHnem
anropmntmoB AEAD.

strong-aead-pfs

CaMblil CUNIbHBIV YpPOBeHb, 0ba3aTeNlbHO
BKJIHOYEH PFS, npuopuTeT otaaetcd AES256 n
SHA1 c gobaBneHnem anropnTmoBs AEAD.
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-if)> ipsec encryption-level weak
Network::Interface::Secure: "Gre0": security level is set to »
"weak" .

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onucaHvie
2.08 JobaBneHa komaHaa interface ipsec encryption-level.
3.07 JlobaBneHbl HOBbIe YpoBHU WndposaHusa — high,
strong-aead u strong-aead-pfs.

3.29.112 interface ipsec force-encaps

OnucaHwue BkounTb noagepxxky NPUHYANTENbHOW NHKancynaumm ESP B UDP ans
KAVNEHTCKUX TYHHenen. Mo yMonyaHuio 3Ta yHKLMA OTKAOYEHa.

KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  ipsec force-encaps

I (config-if)> no ipsec force-encaps

Mpumep (config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.

(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »

disabled.
VICTOleﬂ M3MeHeHWiA Bepc”ﬂ onvcaHue
2.12 Job6asneHa komaHaa interface ipsec force-encaps.

3.29.113 interface ipsec ignore

OnucaHune OTKNOUNTE 06PabOoTKy BXOAALLMX IKE-NakeToB cyXbbl IPsec Ha HTepdelice.

KomaHza c nped1KcoM no OTMeHsIeT HaCTPOIKy.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

Secure

I(conﬁ94ﬂ> ipsec ignore

I(conﬁ94ﬂ>noipsecignore

(config-if)> ipsec ignore

IpSec::Manager: Interface "Gre0" added to IPsec ignore list.

(config-if)> no ipsec ignore

IpSec::Manager: Interface "Gre0" removed from IPsec ignore list.

Bepcus OnucaHve

2.10

[Jlo6aBneHa komaHga interface ipsec ignore.

3.29.114 interface ipsec ikev2

OnucaHwne

MNpejukc no
M3MeHUTb HacTpoiAKun
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

Bkntountb npotokon IKEV2 ansa IPsec-coejHeHUs, aBTOMaTUYeCKMN
CBA3aHHOrO C TyHHeneM. 1o ymon4aHuio ncrnonbsyetca npotokon IKEv1.

KomaHza c nped1rkcom no Bo3BpaLLaeT 3HaueHMe No YMONYAHUIO.

Ja
Ja
Het

Secure

I(conﬂg4ﬂ> ipsec ikev2

I(conﬂ94ﬂ>noipsecikev2

(config-if)> ipsec ikev2
Network: :Interface: :Secure:

(config-if)> no ipsec ikev2

Network: :Interface: :Secure:

IKEv2 is enabled.

IKEv2 is disabled, enable IKEvl.

Bepcus OnucaHue

2.10

Job6asneHa komaHgaa interface ipsec ikev2.
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naBa 3 OnncaHme KOMaHA,

3.29.115 interface ipsec nail-up

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

3.29.116 interface ipsec name-servers

OnucaHwune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

BKtoUuMTbL aBTOMaTNYECKME N3MEHEHNS CEKPETHBIX KNHoUein AN TYHHenein
L2TP/IPsec, EoIP/IPsec, Gre/IPsec, IPIP/IPsec. o ymon4daHuio napameTp

BKJ/TFOYEH.

KomaHza c nped1KcomM no oTKAoYaeT HaCTPOWAKY.

Ja
Ja
Het

Secure

I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

(config-if)> ipsec nail-up

Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up

Network: :Interface::Secure: SA renegotiation disabled.

Bepcus OnucaHve

2.12 Jlo6baBneHa komaHga interface ipsec nail-up.

Vicnonb3oBaTb agpeca cepsepoB DNS, nonyyveHHble yepes IKEv1 nnum IKEv2

IPsec-cepBep. N0 yMOn4YaHMIO PyHKLMA BKIHOYEHaA.

KomaHgaa c npedrkcom no 3anpeLLaeTt ncnonib3oBaTb agpeca DNS,

nony4veHHble Yepes IKEv1 nnn IKEv2 IPsec-cepsep.

Ja
Ja
Het

Secure

I (config-if)>  ipsec name-servers

I (config-if)> no ipsec name-servers
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are disabled.

Bepcus OnucaHve

3.06 Jlo6aBneHa komaHga interface ipsec name-servers.

3.29.117 interface ipsec preshared-key

OnucaHwne

MNpedukc no
MN3MeHUTb HaCTpPoiKu
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcTtaHoBUTb KntoY PSK ans IPsec-coegnHeEHWs, aBTOMAaTUYeCK CBA3aHHOIo
C TYHHesieM. TakxXe BK/toYaeT UCrnoib3oBaHue IPsec ANs 3TOro TYHHeNs.

KomMaHza ¢ npepurkcom no cbpackiBaeT 3HaYeHMe Ktoua.
Ja

Aa

HeTt

Secure

(config-if)>  ipsec preshared-key <key>

(config-if)> no ipsec preshared-key

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HayeHue cekpeTHoro PSK-kntoua.

(config-if)> ipsec preshared-key 12345678
Network: :Interface::Secure: "Gre@": preshared key was set.

(config-if)> no ipsec preshared-key
Network::Interface::Secure: "Gre0@": preshared key was reset.

Bepcus OnucaHue

2.08 JobasneHa koMmaHaa interface ipsec preshared-key.

3.29.118 interface ipsec proposal lifetime

OnuncaHwne

YcTaHOBUTb BpeMs XM3HU TpaHcpopmauumm IPsec Phase1 Ha nHTepdelice.
o ymonuaHuto ncnonb3yercs 3HaveHne 28800.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHza ¢ npedprKcom no Bo3BpaLLAeT 3HAUYEHME MO0 YMOIYAHUIO,
Ja

Aa

HeTt

Secure

(config-if)>  ipsec proposal lifetime (lifetime>

(config-if)> no ipsec proposal lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHusa IPsec B
cekyHAax. MoxeT NpvHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

(config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network: :Interface::Secure: IPsec IKE proposal lifetime reset »
to 28800 s.

Bepcus OnucaHue

2.1 JobasneHa komaHga interface ipsec proposal lifetime.

3.29.119 interface ipsec proposal local-id

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpoViKKn

3asaTb NOIb30BATENbLCKUIA NOKaNbHLIN naeHTUdMKaTOp And IKE.
KomaHgaa ¢ npedurKcom no yaanseTt AaHHY HaCTPOWKY.

Ja

Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

Secure

I (config-if)>  ipsec proposal local-id <local-id>

I (config-if)> no ipsec proposal local-id
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

local-id CTpoka IP-agpec nnn goMeHHoe NMA I0OKanbHOro

XOCTa.

(config-if)> ipsec proposal local-id 192.168.8.4
Network::Interface::Secure: Set IKE local ID to "192.168.8.4".

(config-if)> no ipsec proposal local-id
Network: :Interface: :Secure: Reset IKE local ID.

Bepcus OnucaHve

3.08 [Jlo6baBneHa koMmaHza interface ipsec proposal local-id.

3.29.120 interface ipsec proposal remote-id

OnucaHwue

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncumc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3ajaTb N0/Ib30BaTENLCKUIA YAaneHHbIn naeHTueunkatop ans IKE.
KomaHga ¢ npedurkcom no yaanseT JaHHYH HaCTPOWKY.

Ja

Ja

Het

Secure

(config-if)>  ipsec proposal remote-id «remote-id>

(config-if)> no ipsec proposal remote-id

AprymeHT 3HayeHue OnucaHue

remote-id CTpoka IP-agpec nnn gomeHHoe Nmsa yaaneHHoro
X0CTa.

(config-if)> ipsec proposal remote-id my.domain.com
Network: :Interface: :Secure: Set IKE remote ID to "my.domain.com".

(config-if)> no ipsec proposal remote-id
Network::Interface::Secure: Reset IKE remote ID.

Bepcus OnucaHve
3.08 JobasneHa koMmaHgaa interface ipsec proposal
remote-id.
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naBa 3 OnncaHme KOMaHA,

3.29.121 interface ipsec transform-set lifetime

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTbL BpeMsi XN3HU TpaHchopMaunm IPsec Phase2 Ha nHtepdeiice.
Mo ymonyaHmio ncnonb3syetcs 3HayeHve 28800.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

HeTt

Secure

(config-if)> ipsec transform-set lifetime «lifetime»

(config-if)> no ipsec transform-set lifetime

AprymeHT 3HauyeHue OnuncaHwue

lifetime Lenoe uncno |Bpems Xun3HU NnpeobpasoBaHus IPsec B
cekyHzax. MoxeT NnpyHMMaTb 3HayYeHns B
npeaenax ot 60 A0 2147483647.

(config-if)> ipsec transform-set lifetime 2222222
Network::Interface: :Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.

Bepcus OnucaHue
2.1 [Jlo6baBneHa komaHga interface ipsec transform-set
lifetime.

3.29.122 interface ipv6 address

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

HactpouTb IPv6-agpec Ha nHtepdeiice. Ecnm ykasaH aprymeHT auto, agpec
HacTpanBaeTca aBToOMaTU4Yeckn. BBoa agpeca BpyyHyto AefiaeT ero
cTaTnyecknm.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.
Ja
Ja
Ja
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-if)>  ipv6 address (<address> | <blocks | auto)
(config-if)> no ipv6 address [ «address» | <block> | auto]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IPv6-agpec |Appec ceteBoro nHTepodeiica.
block IPv6-agpec |Appec ceTBOro MHTepdeinica c Mackom.
auto Knwyesoe BKNtOUMTb AMHaMUUecKoe Ha3HaveHne
C/10B0O ajpeca.
Mpumep (config-if)> ipv6 address 2a01:291:2:612:52ff:20ff:fe00:1e87

UcTopus nsmeHeHwnii

Network: :Interface::Ip6: "GigabitEthernetl": added static address »
2a01:291:2:612:52ff:20ff:fe00:1e87.

(config-if)> ipv6 address 2001:db8::1
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
2001:db8::1.

(config-if)> ipv6 address fd08:a648:e303::3/64
Network: :Interface: :Ip6: "GigabitEthernetl": added static address »
fd08:a648:e303::3/64.

(config-if)> no ipv6 address 2a01:291:2:612:52ff:20ff:fe00:1e87
Network::Interface::Ip6: "GigabitEthernetl": removed static »
address 2a01:291:2:612:52ff:20ff:fe00:1e87.

(config-if)> no ipvé6 address
Network::Interface::Ip6: "GigabitEthernetl": cleared addresses.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface ipv6 address.

3.29.123 interface ipv6 dhcp client pd hint

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

HactpouTb nogckasky genervpoBaHus npedukca DHCPv6-knmeHTa.
KomaHga c npedurkcom no yaanseTt HacTPOKy.

Aa

Ja

Hert

I (config-if)>  ipv6 dhcp client pd hint prefix;

I (config-if)> no ipv6 dhcp client pd hint
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

AprymeHT

3HavyeHue

OnucaHue

prefix

Mpegukc

Heobxognmblii npedukc IPv6 nnm Tonbko ero
ANVIHA, eCNN OH YKasaH Kak : :/length.

(config-if)> ipv6 dhcp client pd hint fd08:a648:e303::/64
Ip6::Dhcp::Client: "GigabitEthernetl": set a prefix delegation »
hint to "fd08:a648:e303::/64".

(config-if)> ipv6 dhcp client pd hint ::/64
Ip6::Dhcp::Client: "GigabitEthernetl": set a prefix delegation »
hint to "::/64".

(config-if)> no ipv6 dhcp client pd hint
Ip6::Dhcp::Client: "GigabitEthernetl": reset prefix delegation »

hint.
Bepcus OnucaHue
4.01 JobasneHa komaHga interface ipv6 dhcp client pd hint.

3.29.124 interface ipv6 id

OnuncaHwmne

Mpe¢ukc no

MeHsieT HacTpoiAKK

3ajaTb crnocob popmMurpoBaHua naeHTrndmkaTopa nHtepoerica IPv6. Mo

YMOJIYaHUIO NCNOJIb3YeTCca 3HayeHre euibd

KomaHga ¢ I'Ipeq)I/IKCOM No yCTaHaBIMBaeT 3Ha4YeHne Nno yMmoa4aHumto.

Aa
Ja

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

(config-if)>

ipv6 id («suffix> | eui64 | random)

(config-if)> no ipv6 id

AprymeHT 3HauyeHue OnucaHue

suffix Cydpukc Cratnueckunii cybdukc.

eui64 Knoyesoe NaeHTdunkaTop ocHoBaH Ha MAC-agpece
C/10BO nHTepoderica.

random Kriw4yesoe dopmMmurpoBaHne ngeHTudunKaTopa
C/10BO cyyariHbIM 06pasom.

(config-if)> ipv6 id :
Network::Interface::Ip6:

12

"Bridge0": interface ID is set to ::2.
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

(config-if)> ipv6 id eui64
Network::Interface::Ip6: "Bridge0": interface ID is set to eui64.

(config-if)> ipv6 id random
Network::Interface::Ip6: "Bridge0": interface ID is set to random.

(config-if)> no ipv6 id
Network::Interface::Ip6: "Bridge0": interface ID is reset to »
default value.

Bepcus OnucaHue

4.01 JobasneHa komaHaa interface ipvé6 id.

3.29.125 interface ipv6 name-servers

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

HactpouTtb nonyueHmne nHpopmaumu ot DNS. Ecim ykasaH aprymeHT auto,
BktoyatoTcd DNS-3anpocsl DHCPv6.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKY.
Ja

Ja

Het

(config-if)>  ipv6 name-servers (auto)

(config-if)> no ipv6 name-servers [auto]

AprymeHT 3HauyeHue OnucaHwue

auto Kroyesoe BknounTb aBTokoH$uUrypauumio DNS.
CJ10B0

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

Bepcus OnucaHve

2.00 Jlo6baBneHa komaHga interface ipv6 name-servers.

3.29.126 interface ipv6 prefix

OnucaHwne

HactponTb generaumio npedukca. Ecnm ykasaH apryMeHT auto , npepukc
3anpatvsaeTtca Yyepes DHCPv6-PD.

KomaHgaa c npedrkcom no yaansiet HacTporiky.

234

CnpaBoyHuk koMaHa — Hopper (KN-3811)



naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-if)>  ipv6 prefix («prefix> | auto)
(config-if)> no ipv6 prefix [ «prefix> | auto]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

auto Knio4yeBoe BkounTb generauuto npedpukca.

CJ10BO

prefix lpegukc YKasatb npedpurkc BpyUHYHo.
Mpumep (config-if)> ipv6 prefix 2001:db8:43:abl2::/64

Static IPv6 prefix added.
WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.00 JobasneHa komaHgaa interface ipv6 prefix.

3.29.127 interface ipvécp

OnuicaHue Bkntountb nogaepxky IPv6CP Ha 3Tane ycTaHoBNeHNSA coegVHEHNS.
KomaHga ¢ npedpurkcom no oTknro4aet IPv6CP.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun uHTepdderica PPP

CuHoncuc I (config-ify>  ipvécp

I (config-if)> no ipv6cp

NMpumep (config-if)> ipv6cp
IPv6CP enabled.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa koMmaHga interface ipvécp.
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naBa 3 OnncaHme KoMaHp,

3.29.128 interface Icp acfc

OonuncaHmne BknounTb cornacoBaHve napaMeTpoB OKATUS nosell KAHA/6H020 YpPOo8Hs
Address u Control. Tlo yMON4YaHMIO HaCTPOIKa OTKAOYEHa.

KomaHga ¢ npednkcom no oTKI0YaeT aHHYIO OMNLUIO 1 BCe 3anpochl
yAaneHHOI CTOPOHbI Ha cornacoBaHme ACFC OTKIOHAKOTCS.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica PPP

CnHoncuc (config-if)>  lcp acfc [cid]

(config-if)> no lcp acfc

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
cid Krouesoe Bkntountb cxatne Connection ID B
CJ10BO 3arojioBkax.
Mpumep (config-if)> lcp acfc cid

ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.03 Jlob6aBneHa komaHga interface Icp acfc.

3.29.129 interface Icp echo

OnucaHue 3agaTtb NpaBuaa TeCTMpoBaHUA coeanHeHnsa PPP cpeactBamm LCP echo.
Mo ymonuaHuto interval paBeH 30, count paBeH 3.
KomaHgaa ¢ npedurkcom no oTkntovaet LCP echo.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica PPP
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Cunoncuc (config-if)>  lcp echo <intervals <count> [adaptive]
(config-if)> no lcp echo
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
interval Uenoe uucno |VHTepBan mexay otnpaBkamm LCP echo, B
ceKkyHpax. Ecnm B TeueHune ykazaHHOTO
WNHTepBa/ia BPEMEHW OT yAaNeHHOM CTOPOHbI
He 6b1n1 nonyyeH LCP 3anpoc, e byaeT
OTNpaB/ieH TaKoW 3aMpoc C OXUAAHNEM
oTteeTa LCP reply.
count Lenoe umucno |Konnuectso oTrpaBieHHbIX NOAPSL 3anpocoB
LCP echo Ha KoTOpbIe He 6bi1 Mony4YeH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanucb 6e3 oTBeTa, coeaviHeHVe byaeT
pasopBaHo.
adaptive Knio4yesoe Pppd 6yaeT otnpaBnATe 3anpoc LCP echo
C/10B0 TONbKO B TOM C/lyyae, eciv OT yAaneHHOro
y3na HeT Tpaduka.
NMpumep (config-if)> lcp echo 20 2
Network: :Interface::Ppp: "PPPoEO": LCP echo parameters updated.
(config-if)> no lcp echo
Network::Interface::Ppp: "PPPoEQ": LCP echo disabled.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onucaHvie
2.00 Job6asneHa komaHaa interface Icp echo.
2.06 [JobaeneH napameTtp adaptive.

3.29.130 interface Icp pfc

OnucaHune BKkntoumnTb cornacoBaHme napamMeTpoB CKaTus nos/s Protocol 8 3020108KaX
PPP. 0 yMON4YaHWMIO HaCTPOiKa OTK/KOYEeHa.

KomaHgaa ¢ npedrKcoM no oTKAKOYaeT AaHHYIO OMLMIO 1 BCe 3anpockl
YAA/IeHHOI CTOPOHbI Ha cornacoBaHme PFC OTKNIOHSAHOTCS.

Mpe¢unkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het
Tun uHTepderica PPP

CuHoncuc I (config-if)>  lcp pfc [cid]
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(config-if)> no lcp pfc

AprymeHTsl

AprymeHT 3HauyeHue OnucaHwue

cid Knoyesoe Bknrountb cxatne Connection ID B
CJ/10BO 3arojioBkax.

Mpumep

(config-if)> lcp pfc cid
PFC compression enabled

(config-if)> no lcp pfc cid
PFC compression disabled

WcTopusa nsmeHeHum

Bepcus OnucaHue

2.03 JobasneHa komaHga interface lcp pfc.

3.29.131 interface Idpc

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

BkntounTs LDPC kog, Ana Toukm goctyna 5 I'u. No ymonyaHumto yHKUmA
BbIK/IHOUEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLUMIO.
Ja

Ja

Het

WifiMaster
I (config-if)>  ldpc
I (config-if)> no ldpc

(config-if)> ldpc
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC enabled.

(config-if)> no ldpc
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC disabled.

Bepcus OnucaHve

2.07 Jlo6aBneHa komaHga interface ldpc.
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3.29.132 interface led wan

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

MokasblBaTb COCTOsIHME UHTepdEelica C MOMOLLbIO MHAMKATOPA. [oKeH 6bITb
Bbl6paH napameTp SelectedwWan npv nomMoLLm KoMaHabl system led. Mo

YMONYaHMIO HAaCTPOliKa OTKIKOUEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLUMIO.
Ja

Ja

HeTt

I (config-if)> led wan

I (config-if)> no led wan

(config-if)> led wan
Network::Interface::Led: Selected WAN GigabitEthernetl.

(config-if)> no led wan
Network::Interface::Led: Selected no WAN.

Bepcus OnucaHve

2.08 JobaBneHa komaHaa interface led wan.

3.29.133 interface lldp disable

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHblIiA BBOJ,

CuviHoncuc

Mpumep

OTkNUNTL areHT LLDP Ha nHTepdelice. o ymonyaHmio GyHKUMSA BKIOYEHA.
KomaHga ¢ npedurkcom no BkaroyaeT LLDP areHT.

Ja

Ja

Het

I (config-if)> 1ldp disable

| (config-if)> no Lldp disable

(config-if)> 1ldp disable
Network::DiscoveryManager: LLDP agent is disabled on interface »
"ISP".

(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga interface lldp disable.

3.29.134 interface mac access-list address

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

Jobasutb MAC-agpec B cnncok npasua ¢uabTpaunm nHTepderica. Tun
Cnucka AoCTyna ycTaHaBAnBaeTcs koMaHgol interface mac access-list type.

KomaHga ¢ npedpurkcom no yaanset ykasaHHbln MAC-agpec ns ACL.
Ja

Aa

Ja

Access Point

(config-if)> mac access-1list address «address

(config-if)> no mac access-list address «address>

AprymeHT 3HauyeHue OnucaHwue

address MAC-apgpec MAC-agpec, KOTOpbIi HEO6X0AMMO f,06aBUTb
BACL.

(config-if)> mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster@/AccessPointl": added »
64:a2:f9:53:b2:12 to the ACL.

(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster0/AccessPointl": removed »
64:22:19:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster®/AccessPointl": ACL »
cleared.

Bepcus OnucaHve

2.00 Jo6aBneHa koMmaHaa interface mac access-list address.

3.29.135 interface mac access-list type

OnucaHwne

Mpe¢ukc no

YCTaHOBUTb TWM CN1CKa NpaBua ¢punbTpaumum nHtTepoerica. Mo ymonyaHmo
TUN He onpegeneH (MPUCBOEHO 3HAaYEeHME none).

HeT
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MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja
Het

Access Point

(config-if)> mac access-list type <type

AprymeHT 3HauyeHue OnucaHwue

type none Tun cnncka npasun GunbTPaLnm He
ornpejeneH.
permit B cnncok 6yayT A06aBAATLCA TONBLKO

pa3spelwleHHble MAC-agpeca.

deny B cnncok 6yayT A06aBAATECA TONLKO
3anpeweHHble MAC-agpeca.

(config-if)> mac access-list type permit
Network::Interface::Ethernet: "WifiMaster0/AccessPointl": ACL »
type changed to permit.

Bepcus OnucaHve
2.00 Jlo6aBneHa komaHaa interface mac access-list type.

3.29.136 interface mac address

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTpPOWKMK
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

HasHaunTe MAC-agpec Ha yka3aHHbIn ceTeBol nHTepdeiic. Agpec 3agaeTcs
B LWeCTHaauaTepu4HoM ¢popmaTe 00:00:00:00:00:00. KomaHaa no3BonseT

YyCTaHOBUTL 10601 agpec, HO NpejynpexaaeT NoNb30BaTeNs, eCNv B HOBOM
ajpece yctaHoB/eH 6UT «multicast» nnn cépolueH 6uT «OUI enforceds.

KomaHga c npedurkcom no Bo3BpaLlaeT nHTepdericy ncxoaHboln MAC-agpec.

MpeaynpexaeHve: M3ameHeHne MAC-agpeca Ha nHTepdeiice Wi-Fi 3anpeLieHo.

Ja
Ja
Het

MAC

I (config-if)> mac address wmac>

I (config-if)> no mac address
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

mac

MAC-agpec

HoBbii MAC-aapec nHtepdeliica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

Bepcusa

OnucaHue

2.00

JobaeneHa komaHaa interface mac address.

3.29.137 interface mac address factory

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

HasHaunTb 3aBoackon MAC-agpec Ha yKa3aHHbIN ceTeBO MHTepdeiic.

Het
Ja
Het
MAC
(config-if)> mac address factory name>
AprymeHT 3HauyeHue OnuncaHwue
name lan WHTepodeiicy byaeT npncsoeH "LAN"
MAC-agpec.
wan WHTepodeiicy byaeT npmcsoeH "WAN"
MAC-agpec.
wlan5 NHTepdelicy byaeT npucsoeH "WLANS"

MAC-agpec.

(config-if)> mac address factory lan
Core::System::UConfig: done.

Bepcus

OnucaHune

2.00

JobasneHa komaHaa interface mac address factory.

3.29.138 interface mac band

OnucaHune

MprBA3aTb 3aperncTpPUPOBaHHbIV XOCT K YaCTOTHOMY AManasony 2,4 nam 5

Mu.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

KomaHaa ¢ npepurkcom no yaanset cBasb. ECv BbINOAHUTL KOMaHAy 6e3
aprymMeHTa, TO BeCb CMMCOK CBA3eli byAeT OUMLLEeH.

Ja

Aa

[Ja

Bridge

(config-if)>  mac band wmac> <band>

(config-if)> no mac band [ mac> ]

AprymeHT 3HauyeHue OnucaHwue
mac MAC-agpec MAC-agpec 3aperncTpMpoBaHHOro KAneHTa.
band 0 AnanasoH 2,4 T,

1 AnanaszoH 5w,

(config-if)> mac band c0:b8:83:c2:ch:11 0
Network::Interface::Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:ch:11 to 2.4 GHz.

(config-if)> mac band c0:b8:83:c2:ch:11 1
Network::Interface: :Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:cb:11 to 5 GHz.

(config-if)> no mac band c0:b8:83:c2:cbh:85
Network: :Interface: :Rtx::MacBand: "Bridge0": unbound »
c0:b8:83:c2:ch:85 from 2.4 GHz.

(config-if)> no mac band
Network: :Interface: :Rtx: :MacBand: Unbound all hosts.

Bepcus OnucaHve
3.05 JobaBneHa komaHaa interface mac band.

3.29.139 interface mac bssid

OnuncaHwme

Mpedukc no

MeHsieT HacTpoWiKKn

Yka3atb MAC-agpec ToUkM focTyna Ana nogkntoveHnsa K WISP.
KomaHga ¢ npedpurkcom no yaanset gaHHblin MAC-agpec.

Ja

Ja

MHorokpaTtHbiia BBog Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

WifiStation

(config-if)>

mac bssid «bssid»

(config-if)> no mac bssid

AprymeHT

3HavyeHue

OnucaHue

bssid

MAC-agpec

MAC-agpec Touku goctyna WISP.

(config-if)> mac bssid 56:ff:20:00:1e:11
Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

Bepcus

OnucaHune

2.13

JobaeneHa komaHga interface mac bssid.

3.29.140 interface mac clone

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKmn

MpucsounTb HTepdericy MAC-agpec Bawero MK.

Het

Aa

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopus nsmeHeHnii

MAC, IP

| (config-if)>

mac clone

(config-if)> mac clone

Bepcus

OnucaHune

2.00

JobaBneHa komaHaa interface mac clone.

3.29.141 interface mobile Ite disable-band

OTKNUUTL yKa3aHHbIM gnana3oH LTE.

OnucaHune

Mpedukc no

KomaHga ¢ npedunkcom no BkAOUaeT AnanasoH. Ecim BbINOAHUTL KOMaHAy
6e3 aprymeHTa, TO BCe Anana3oHbl LTE 6yayT BKAKOYEHbI.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Usb

Cunoncuc (config-if)> mobile lte disable-band <band>

(config-if)> no mobile lte disable-band [ <band> ]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
band Yenoe uucno |LTE gnanasoH B npegenax ot 1 ao 43
BKIHOUNTENBHO.
Npumep (config-if)> mobile lte disable-band 22

UsbQmi::Interface: "UsbQmi®": LTE band 22 disabled.

(config-if)> no mobile lte disable-band 22
UsbQmi::Interface: "UsbQmi®": LTE band 22 enabled.

(config-if)> no mobile lte disable-band
UsbQmi::Interface: "UsbQmi®": all LTE bands are enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.04 Jo6aBneHa komaHga interface mobile Ite disable-band.

3.29.142 interface mobile name-servers

OnucaHue Wcnonb3oBath agpeca cepeepoB DNS, noflydeHHble OT MOBUILHOIO
onepatopa. Mo ymonuyaHmno GyHKLUMS BKAOUEHaA.

KomaHga ¢ npedurkcom no 3anpeLliaet ncnosb3oBaTth agpeca DNS,
noJiy4eHHble 0T MOBMIbHOro onepaTopa.

MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

Cunoncuc I (config-if)> mobile name-servers

I (config-if)> no mobile name-servers

Mpumep (config-if)> mobile name-servers
UsbQmi::Interface: "UsbQmiO": automatic name servers via QMI are »
enabled.
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naBa 3 OnncaHme KoMaHp,

(config-if)> no mobile name-servers
UsbQmi::Interface: "UsbQmi®": automatic name servers via QMI are »

disabled.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.06 Job6aBneHa komaHaa interface mobile name-servers.

3.29.143 interface mobile operator

OnucaHwue 3agaTb naeHtudpukartop cetu ana PLMN.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Usb

CuHoncuc (config-if)>  mobile operator «PLMN;

(config-if)> no mobile operator

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
PLMN CTpoka NaeHTudukaTop onepaTopa.
Mpumep (config-if)> mobile operator 25011

UsbQmi::Interface: Operator PLMN is set to "25011".

(config-if)> no mobile operator
UsbQmi::Interface: Operator PLMN cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

3.04 [Jlo6baBneHa komaHga interface mobile operator.

3.29.144 interface mobile pdp

OnucaHue BbibpaTtb Bepcuto npoTtokona IP ana USB-mogema. IPv6 MOXHO BbibpaTh
TOJIbKO eC/N YCTaHOB/IEH COOTBETCTBYHOLLNI CUCTEMHbIA KOMMAOHEHT. 1o
YMOJIYaHUIO NCMOJIb3YeTCHa 3HaueHe ipv4.

KomaHgaa c npedprkcom no BO3BPALLAET 3HAUEHME MO YMONYAHUIO.

MNpejukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

Usb

(config-if)>  mobile pdp (ipv4 | ipv6 | ipv4v6)

(config-if)> no mobile pdp

AprymeHT 3HauyeHue OnuncaHwue

ipvé4 Crtpoka Tonbko IPv4.

ipv6 CTpoka Tonbko IPv6.

ipv4v6 Ctpoka ABonHoli ctek IPv4 u IPv6.

(config-if)> mobile pdp ipv4
UsbQmi::Interface: Packet data protocol is set to "ipv4".

(config-if)> mobile pdp ipv4v6
UsbQmi::Interface: Packet data protocol is set to "ipv4ve6".

(config-if)> no mobile pdp
Mobile::Interface: "UsbLte0": packet data protocol is reset to »
default.

Bepcus OnucaHve
3.04 JobasneHa komaHgaa interface mobile pdp.
3.08 Jlo6aBneHbl aprymeHT ipv6 n npedukc NO.

3.29.145 interface mobile roaming

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

BKAtoUNTE MOBUABHBIA POYMUHT.

KomaHga ¢ npeprKcoM No OTKAOYaEeT HaCTPOIKY.

Ja
Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CunHoncunc

Usb

I (config-if)> mobile roaming

I (config-if)> no mobile roaming
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> mobile roaming
UsbQmi::Interface: "UsbQmi®": roaming is enabled.

(config-if)> no mobile roaming
UsbQmi::Interface: "UsbQmi®@": roaming is disabled.

Bepcus OnucaHve

3.03 Jlo6aBneHa komaHga interface mobile roaming.

3.29.146 interface mobile scan

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

3anycTuUTb CKaHVpoBaHMe MObUNLHOM ceTu. MNpoLecc ckaHNPoBaHKUA
3aHnMaet 20-50 cekyHa.

KomaHga ¢ npedunkcom no npepbiBaeT ckaHMpoBaHue.
Ja

HeTt

HeTt

Usb

I (config-if)> mobile scan

I (config-if)> no mobile scan

(config-if)> mobile scan
UsbQmi::Interface: Network scanning started.

(config-if)> no mobile scan
UsbQmi::Interface: Network scanning stopped.

Bepcus OnucaHue

3.05 Job6aBneHa komaHaa interface mobile scan.

3.29.147 interface mobile umts disable-band

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

OTKNHOUNTb YKa3aHHbIN grnanaszoH UMTS.

KomaHga ¢ npedurkcom no BKAOYAET AnanasoH. ECv BbINOAHUTL KOMaHAY
6e3 aprymeHTa, T0o BCe gnanasoHbl UMTS 6yayT BKIOYEHBI.

Aa
Ja
Ja
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naBa 3 OnncaHme KOMaHA,

Tun nutepdeiica Usb

CuHoncnc (config-if)> mobile umts disable-band <band>

(config-if)> no mobile umts disable-band [ <band> ]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
band Uenoe 4ucno |AnanasoH UMTS. MoxeT npuHVMaTh
3HaveHns 1,2,3,4,5,6,7,8,9, 11, 26.

NMpumep (config-if)> mobile umts disable-band 6
UsbQmi: :Interface: "UsbQmi®@": WCDMA band 6 disabled.

(config-if)> no mobile lte disable-band 6
UsbQmi::Interface: "UsbQmiO": WCDMA band 6 enabled.

(config-if)> no mobile 1lte disable-band
UsbQmi::Interface: "UsbQmi®": all WCDMA bands are enabled.

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
3.05 JobaBneHa komaHaa interface mobile umts
disable-band.

3.29.148 interface modem connect

OnucaHwue Moaxntounts USB-mogem. Mepes BbINOIHEHEM KOMaHAbI HEO6X0ANMO
WHNLMANU3NPOBaTb MOAeM KOMaHAOoNM tty init.

KomaHaa ¢ npedunKcom no npepbiBaeT CoegnHeHMe.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica UsbModem

CuHoncuc (config-if)> modem connect ( dial (phone | <strings)

(config-if)> no modem connect

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
phone CTpoka TenedoHHbLIVi HOMep Ans Habopa.
string CTpoka MpounsBonbHasa KoOMaHAa.
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naBa 3 OnncaHme KoMaHp,

Npumep (config-if)> modem connect dial *99#
Network: :Interface: :UsbModem: "UsbModem@": connect sequence saved.

(config-if)> modem connect dial *99#
Network::Interface: :UsbModem: "UsbModem0@": connect sequence »

cleared.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 JobaeneHa komaHaa interface modem connect.

3.29.149 interface modem timeout

OnucaHue 3azaTb TaliM-ayT NOAKIOYEHUS MoAeMa. HacTpolika ncnonb3yercs ans
MeZ/IeHHbIX MOAEMOB/COEANHEHNIA. 10 YMOMYAHMIO UCMO/b3YeTCs 3HAYeHME
30.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica UsbModem

Cunoncuc (config-if)> modem timeout <timeout>

(config-if)> no modem timeout

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

timeout lenoe umucno |3HayveHme TaliM-ayTa B ceKyHAax. MoxeT
NPVHUMAaTbL 3Ha4YeHVs B npegenax ot 1 Ao

600 BKNHOUUTENIBHO.

Mpumep (config-if)> modem timeout 300
Network: :Interface: :UsbModem: "UsbModemO": connect timeout is »
300 seconds.

(config-if)> no modem timeout
Network: :Interface: :UsbModem: "UsbModem@": connect timeout is »
unchanged, defaults to 30 seconds.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.05 Job6aBneHa komaHaa interface modem timeout.
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3.29.150 interface openvpn accept-routes

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BktounTb NonyyeHrie MapLUpyTOB OT yAasieHHOM CTopoHbl Yepe3 OpenVPN.
KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.

Ja

Ja

Het

OpenVPN

I (config-if)>  openvpn accept-routes

I (config-if)> no openvpn accept-routes

(config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface::0penVpn: "OpenVPNQ@": disable automatic routes »
accept via tunnel.

Bepcus OnucaHve

2.10 [JlobaBneHa komaHga interface openvpn accept-routes.

3.29.151 interface openvpn connect

OnucaHwune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTbl

YkazaTtb nHTepdeiic ana coegnHeHns OpenVPN. Ecav aprymeHT He 3a4aH,
coeAViHeHMe yCTaHaBAVBaeTcs Yepes 1tboin nHrepdeiic.

Het

Ja
HeT

OpenVPN

(config-if)>  openvpn connect [viawias]

(config-if)>  openvpn connect

AprymeHT 3HauyeHue OnucaHwue

via WHTepgeiic MonHoe nmsa nHTepdeinca nam NCeBLoOHNM.
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Mpumep

UcTopuns nameHeHuii

(config-if)> openvpn connect via ISP
Network: :Interface: :0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »
interface.

Bepcus OnucaHve

2.10 Jo6aBneHa koMmaHga interface openvpn connect.

3.29.152 interface openvpn name-servers

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

Vcnonb3oBaTtb agpeca cepsepoB DNS, nosyyeHHble oT cepeepa OpenVPN.
Mo ymonuaHuio GpyHKLUMSA BKAOYEHA.

KomaHga ¢ npedunkcom no 3anpeLlaeT Ucnoab3oBaTtb agpeca DNS,
nony4yeHHble ot cepsepa OpenVPN.

Ja
Aa
HeTt

OpenVPN

I (config-if)>  openvpn name-servers

I (config-if)> no openvpn name-servers

(config-if)> openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are enabled.

(config-if)> no openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are disabled.

Bepcus OnucaHue

3.06 JobaBneHa koMaHga interface openvpn name-servers.

3.29.153 interface peer

OnuncaHune

HasHaunTb naeHTNGUKaTop yaaneHHoro ysnia kK KoTopomy byaet
OCYLLIeCTBAIATLCA NoAKN0UeHMe PPP, Bonee TOUHbIA CMbIC/T HACTPOMKW 3aBUCUT
oT TUna nHTepdeica. Hanpumep, ans PPPoE komaHaa interface peer 3asaet
Ms KOHLIeHTpaTopa goctyna, agns PPTP — vMs yaaneHHOro xocra wimn ero
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IP-agpec, a ana SSTP — 3asaeT yaaneHHbI cepBep C NOPTOM 443 nnm niobsim

Apyrum.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIKy.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica PPP

CuvHoncuc (config-ify>

peer peer;

(config-if)> no peer

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
peer CTpoka NaeHTrdnkaTop yaaneHHOM ToOUKN
NOAK/IIOUYEHNSA NNV aApec yAaNeHHOoro
cepBepa host.example.net:port. Mo
yMo/i4aHuto, Homep nopTta 443.
MNpumep (config-if)> peer 111

(config-if)> peer host.example.net:5555

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

Jlo6aBneHa koMaHga interface peer.

2.12

JlobaBneHa BO3MOXHOCTb U3MEHSITb MOPT YAaNeHHOro
cepBepa.

3.29.154 interface peer-isolation

OnucaHue BrnounTtb nsonaymio 6eCHpOBOAHbIX KINeHTOB B JOMalLUHEM CerMeHTe.

Hactpoiika npumeHseTcs Ha uHTepdelice Bridge n pacnpocTpaHsaeTcs Ha
BCe BK/IOYEHHbIe B HEero Toukm goctyna. Kpome Toro, 6/10kmpyeTca nepegaya
Tpadurka oT 6ecnpoBOAHbIX KIVEHTOB BHYTpWY L2-ceTu.

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het

Tun nHTepdeiica Bridge
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CuHoncumc I (config-ify> peer-isolation

I (config-if)> no peer-isolation

MNpumep (config-if)> peer-isolation
Network: :Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JobasneHa koMmaHaa interface peer-isolation.

3.29.155 interface ping-check profile

OnucaHune HasHaunTb nHTepdeincy npodune Ping Check.
KomaHga c npednkcom no oTMeHseT HaCTPOIKY.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncurc (config-if)>  ping-check profile profiles

(config-if)> no ping-check profile

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

profile Crpoka Ha3sBaHune Ha3zHavyaemoro npoduns.

Mpumep (config-if)> ping-check profile test
PingCheck::Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

WcTopusa nsmeHeHwnii Bepcus OonucaHve

2.04 JobaBneHa komaHga interface ping-check profile.

3.29.156 interface ping-check restart

OnucaHune BkntounTb nepesarpysky HTepderica npu cpabaTteiBaHUKM Ping Check (ans
interface HegocTtyneH NHTepHeT). o yMon4aHnio GpyHKLMS OTKAOYEHa.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
Ja

Aa

Het

(config-if)>  ping-check restart[<interface]

(config-if)> no ping-check restart

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepeinc MonHoe nmsa nnn nceBgoHNM UHTepderica,
KOTOpbI byAeT nepe3sanyckaTbCsa Npu
cpabaTbiBaHUM Ping Check Ha CBA3aHHOM
nHTepderice. ECnv 3TOT aprymMeHT He yKasaH,
nepesanyckatbcs byaeT nHTepodeliic,
CBA3aHHbIV ¢ npodunem Ping Check.

(config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoEQ" interface restart.

(config-if)> ping-check restart ISP
PingCheck::Client: Enabled "ISP" interface restart for "PPPoEQ".

(config-if)> no ping-check restart
PingCheck::Client: Remove restart settings for "PPPoEQ".

Bepcus OnucaHve

3.04 JobasneHa komaHga interface ping-check restart.

3.29.157 interface pmf

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

BkntounTb GyHKUMOHaNbLHOCTL PVIF,

KomaHAa ¢ npedurKcom no oTKNHOYaeT HaCTPONKY.
Ja

Ja

Het

WiFi

I (config-if)>  pmf

I (config-if)> no pmf
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Mpumep

UcTopuns nameHeHuii

(config-if)> pmf
Network::Interface: :Rtx::WifiStation: "WifiMasterQ/WifiStation0": »
PMF enabled.

(config-if)> no pmf
Network::Interface: :Rtx::WifiStation: "WifiMaster@/WifiStation0": »
PMF disabled.

Bepcus OnucaHve

2.09 Jlo6aBneHa koMmaHga interface pmf.

3.29.158 interface pmksa-lifetime

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Vi3MeHUTb BpeMs X13HU KaLa PMK. 1o yMON4YaHUIO yCTaHOB/IEHO 3HaYeHVe
1440.

HeT

Ja
HeTt

WiFiMaster

(config-if)>  pmksa-lifetime pmksa- lifetimes

AprymeHT 3HauyeHue lOnncaHue
pmksa-lifetime |[esoe Bpems XU3HW, B MUHYTax.
4yncno

(config-if)> interface WifiMasterl pmksa-lifetime 43200
Network::Interface: :Mtk::WifiMaster: "WifiMasterl": PMKSA cache »
lifetime updated.

Bepcus OnucaHue

4.01 Job6asneHa komaHaa interface pmksa-lifetime.

3.29.159 interface power

OnuncaHune

YCTaHOBUTL MOLLHOCTL NepejaTynka Ans pagmo-nHrepdericos.
MakcrmmanbHas MOLLHOCTE NepejaTyunka orpaHryeHa ero annapaTHbIMy
BO3MOXHOCTAMMW U roCyapCTBEHHbLIMY 3aKOHaMU O paanoceasn. JaHHada
KOMaHZAa NO3BOASET NMLLUb YMEHbLUNTL MOLLIHOCTb MNepeatoLLero yCTporcTea
OTHOCUTE/IbHO ero MakCMMasabHOM MOLLIHOCTH, C Lie/iblo BO3MOXHOr0
CHDKEHUSt MOMEX ANS APYTrMX YCTPOMCTB B 3TOM Amana3oHe. [1o ymonvaHumio
HaCTpOIKa MOLLHOCTWV yCTaHOBNEHa B 100.
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Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Radio

CnHoncuc (config-if)>  power <powenr

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
power lenoe uymncio |MOLLHOCTb NepeAaTymka B MPOLEHTax oT
MakCcManbHoOM MowHocTK (oT 1 Ao 100).

Mpumep (config-if)> power 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": TX power »
level set.

WcTopuns nsmeHeHwnit |Bepcus onucaHue
2.00 JobasneHa komaHaa interface power.

3.29.160 interface pppoe service

OnucaHue YkazaTtb cny>6y PPPoE. Ecnn cnyxba He onpeaeneHa, To PPPoE-knneHT byaeT
NOAKJIOYEH K MPOM3BO/IbHON cnyx6e.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPPoOE

CuHoncuc (config-if)>  pppoe service <service;

(config-if)> no pppoe service

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
service Crpoka HasBaHune cnyx6bl PPPOE.
MNpumep (config-if)> pppoe service TEST

Network::Interface: :Pppoe: "PPPoOEQ": service set.

(config-if)> no pppoe service
Network::Interface: :Pppoe: "PPPOEQ": service removed.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.05

Jlo6aBneHa koMmaHga interface pppoe service.

3.29.161 interface pppoe session auto-cleanup

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb otnpaeky PADT nakeTta Ans He3aBepLueHHow ceccum PPPOE. Mo
YMONYaHUIO QYHKLMSA BKIOYEHA.

KomaHga ¢ npedurkcom no oTkarodaeT otnpasky PADT nakeTa.

Ja
Aa
HeTt

PPPOE

I (config-if)>  pppoe session auto-cleanup

I (config-if)> no pppoe session auto-cleanup

(config-if)> pppoe session auto-cleanup
Network::Interface::Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network: :Interface: :Ppp: "PPPoOEO": disabled session auto cleanup.

Bepcus

OnucaHune

3.03

Job6asneHa KkomaHaa interface pppoe session
auto-cleanup.

3.29.162 interface preamble-short

OnucaHwue
MNpejukc no

MeHsieT HacTpoiKkmn

Ncnonb3oBaTth KOPOTKY npeambyy.

Ja
Aa

MHorokpaTtHbIiA BBOgA, Het

Tun nHTepdeiica

CuHoncuc

Radio

I (config-if)> preamble-short

I (config-if)> no preamble-short
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Mpumep

UcTopuns nameHeHuii

(config-if)> preamble-short
Network: :Interface::Rtx::WifiMaster: "WifiMasterQ@": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble disabled.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface preamble-short.

3.29.163 interface proxy connect

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

3anycTuTb NpoLecc NOAKNOYEHNS K MPOKCU-cepBepy. Mo yMOonYaHmio
noAK/ItYeHMe ycTaHaBANBaeTcs Yepes 1160 nHTepdelic.

KomaHga ¢ npednKcom no ycTaHaBAMBAET 3HAUYEHMe Mo YMOAYaHUIO.
Ja

Aa

HeTt

Proxy

(config-if)>  proxy connect [ via «via» ]

(config-if)> no proxy connect

AprymeHT 3HauyeHue OnucaHwue

via WHTepgeiic NHTepdodeinc, uepes KoTopbI OCyLLeCTBAAETCA
AOCTYN K yAaNeHHOMY y37y.

(config-if)> proxy connect via WifiMasterl/WifiStation0
Proxy::Interface: "Proxy0": set connection via »
WifiMasterl/WifiStationO.

(config-if)> no proxy connect
Proxy::Interface: "Proxy0": set connection via any interface.

Bepcus OnucaHve

3.09 JobasneHa KkomaHgaa interface proxy connect.
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3.29.164 interface proxy protocol

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3asaTb NPOTOKON coeAnHEHNS. [10 yMONYaHUIO AN MPOKCU-CepBepa
ncnonb3yeTcd NpoTokos http n nogkntoueHve TCP.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

HeTt

Proxy

(config-if)>  proxy protocol protocol

(config-if)> no proxy protocol

AprymeHT 3HauyeHue OnuncaHwue

protocol socks5 VMcnonb3osatk npoTtokon SOCKS5.

http Vicnonb3oBatb npoTtokon HTTP uau HTTPS.

(config-if)> proxy protocol socks5
Proxy::Interface: "Proxy0": set proxy protocol to socks5.

(config-if)> no proxy protocol
Proxy::Interface: "Proxy0": reset proxy protocol.

Bepcus OnucaHue

3.09 JobasneHa komaHgaa interface proxy protocol.

3.29.165 interface proxy socks5-udp

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Brnrountb pexxum UDP ansa npoTokosia SOCKS5. Mo ymonyaHuto pexxum UDP
BbIK/IHOYEH.

KomaHgaa ¢ npedrKcoM no oTKAOHaeT AAHHbIN pexXmMm.
Ja

Ja

HeTt

Proxy

I (config-if)>  proxy socks5-udp
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I (config-if)> no proxy socks5-udp

Mpumep (config-if)> proxy socks5-udp
Proxy::Interface: "Proxy0": enable SOCKS5 UDP mode.

(config-if)> no proxy socks5-udp
Proxy::Interface: "Proxy0": disable SOCKS5 UDP mode.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.1 JobasneHa KomaHaa interface proxy socks5-udp.

3.29.166 interface proxy udpgw-upstream

OnucaHue YKasaTtb npokcu-cepsep 411 nogkaoueHns UDP.
MpumeyaHve:  KomaHAa AOCTyMHa NpU NpoToKone nogkntoueHmna SOCKSS.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

Tun nHTepdeiica Proxy

CuHoncnc (config-if)>  proxy udpgw-upstream <hosts [ «ports]

(config-if)> no proxy udpgw-upstream

AprymeHTbI AprymeHT 3HaueHue OonucaHue
host Crpoka IP-agpec nnmn gomeHHoe nms
NpoKcu-cepeepa.
port UYesnoe uucno |UDP-nopT cepsepa.
NMpumep (config-if)> proxy udpgw-upstream 202.150.93.130 8080

Proxy::Interface: "Proxy0": set proxy UDPGW upstream to »
202.150.93.130:8080.

(config-if)> no proxy udpgw-upstream
Proxy::Interface: "Proxy0": cleared proxy UDPGW upstream.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

4.1 Job6aeneHa komaHga interface proxy udpgw-upstream.
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3.29.167 interface proxy upstream

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

3ajatb NMPOKCn-cepBep AndA NOAKNHYEHNA.

KomaHza ¢ npedurKcom no yaansieT JaHHY HacTPOIKY.

Ja
Ja
Het

Proxy

(config-if)>

proxy upstream <host> [«port;]

(config-if)> no proxy upstream

AprymeHT 3HauyeHue OnuncaHwue

host Ctpoka IP-agpec nnn gomeHHoe v
npokcu-cepeepa.

port Uenoe uucso |MNopT cepsepa.

(config-if)> proxy upstream 161.8.174.48 1080

Proxy::Interface:

161.8.174.48:1080.

"Proxy0": set proxy upstream to »

(config-if)> no proxy upstream

Proxy::Interface:

"Proxy0": cleared proxy upstream.

Bepcus

OnucaHmne

3.09

JobasneHa KkomaHaa interface proxy upstream.

3.29.168 interface reconnect-delay

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

YCTaHOBUTb Nepunog BpeMeHU Mexay NonbiTkaMu nepenogkatodeHus. Mo
YMONYaHUIO NCMOJb3yeTCA 3HaYeHue 3.

KomaHga ¢ npe¢|/||<c0M Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja
HeTt

PPP

I (config-if)>  reconnect-delay «sec>
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AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)> no reconnect-delay

AprymeHT 3HauyeHue OnucaHwue

sec UYenoe uucno |lMNepnos BpemeHU B cekyHAax. MoxeT
NPVHVMAaTbL 3Ha4YeHns B npegenax ot 3 40
600.

(config-if)> reconnect-delay 3
Network::Interface::Ppp: "PPTP1": reconnect delay set to 3 »
seconds.

(config-if)> no reconnect-delay
Network::Interface::Ppp: "PPTPO": reconnect delay reset to »
default.

Bepcus OnucaHue

2.1 JobasneHa komaHaa interface reconnect-delay.

3.29.169 interface rekey-interval

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YKasaTb nepuvoj BpeMeH Mexay aBToMaTnyecknMm n3MeHeHnaMm
CeKpeTHbIX K/THoYein AN f0CTyNna K CeTeBbIM YCTPOMCTBaM. [10 ymMondaHuto
1ncnonb3yeTca 3HaueHre 86400.

KomaHga ¢ npedrKcoM no oTk/toUaeT N3MeHeHMe Kto4Yel.

Ja

Ja

Het

WiFi

(config-if)>  rekey-interval <interval

(config-if)> no rekey-interval

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uyncno |3HauYeHue B CeKYHAAX MHTEPBana CMeHbI
K/toya.

(config-if)> rekey-interval 3000
Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.
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WcTopusa nsmeHeHum

(config-if)> no rekey-interval
Network::Interface::Rtx::WifiMaster: "WifiMasterQ": rekey »
interval disabled.

Bepcus OnucaHue

2.06 Job6asneHa komaHaa interface rekey-interval.

2.15 [JobasneHo 3HaueHme nNo ymon4vaHuo 3600 cekyHA,
3.04 3HayeHVe Nno yMonyaHuno nsmeHeHo Ha 86400 cekyHA,

3.29.170 interface rename

OnucaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ha3HauunTb Npon3BonLHOE NMS ceTeBOMY MHTepdeiicy. KnHtepdericy MoXHO
obpawaTbca No HOBOMY MMeHU Kak ro ID.

KomaHga c npedunkcom no yganseTt HacTPOWKy.

MpeaynpexzeHne: He nepenmeHoBbiBaliTe MHTepdelic Home. 3To MoxeT
NPUBECTU K HEMPeACKa3yeMbIM CUCTEMHbIM OLLMGKAM.

Ja
Ja

Het

(config-if)>

rename <rename»

(config-if)> no rename

AprymeHT

3HavyeHue

OnucaHue

rename

CTpoka

HoBoe nms nHtepdeiica.

(config-if)> rename PPPoEl

Network: :Interface: :Base:

(config-if)> no rename

Network: :Interface: :Base:

"PPPoEQ": renamed to "PPPoEl".

"PPPoEO": name cleared.

Bepcusa

OnucaHue

2.08

JobaeneHa komaHaa interface rename.

3.29.171 interface rf e2p set

OnucaHwne

VI3MeHUTb 3HaueHe a4elikn NamMaT KaMBPOBOYHbIX AaHHbIX, HAXOAsLLeAcs
No cMmeLleHuto of fset Ha 3HauyeHMe value ANs yKasaHHOro nHTepoelica.
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Het
Het
Het

Radio

(config-if) rf e2p set«ffset>walue

AprymeHT 3HauyeHue OnuncaHwue

offset hex CmeLleHme ayeiniky namaT. MoxeT
NMPUHVMaTL 3HaYeHnA B Npegenax ot 1E0 Ao
1FE.

value hex HoBoe 3HaueHne AN 3anncn B A4enKky

namMaTtu. MoxeTt NprHYMaTb 3HaYeHUs B
npeaenax ot 0 go FFFF.

(config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

Bepcusa OnucaHve

2.04 JlobasneHa komaHgaa interface rf e2p set.

3.29.172 interface role

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

HasHaunTtb ponb nHtepdeincy. OgHomy nHTepdelicy MoXeT 6bITb Ha3HaYeHO
HecKo/ibko posnieil. KoMaHAa NCnonb3yeTcs 415 NPaBUAbHOro oTobpaxeHuns
cBsizei VLAN B Beb-uHTepodeiice.

KomMaHgza ¢ npedpurKcom no yaansiet posb. ECn BINOAHUTE KOMaHAy 6e3
aprymMeHTa, T0 BeCb CNCOK posieit nHTepderica byaet oUnLLeH.

Ja

Het
Ja
(config-if)> rolecroles[ forifors]

(config-if)> no role[ role]

AprymeHT 3HauyeHue OnuncaHwue

role inet VHTepdeinc ncnonblyercs Aas NoAKIHYEHNS
K IHTepHeTy.

iptv NHTepdelic ncnonbsyetcs Ansa cnyxool IPTV.
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AprymeHT 3HauyeHue OnuncaHwue
voip WHTepdelic ncnonbsyetcs ansa cnyxobl VoIP.
misc NHTepdeiic ncnonesyetca ana IP Policy.
ifor UHTEepperic MonHoe nma nHTepderica nam NCeBAOHUM.

Mpumep

(config-if)> role iptv for GigabitEthernetl
Network: :Interface::Base: "GigabitEthernetl": assigned role »
"iptv" for GigabitEthernetl.

(config-if)> no role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role
Network::Interface::Base: "GigabitEthernetl": deleted all roles.

UcTopuns nameHeHuii

Bepcus OnucaHve
2.06 JobaeneHa komaHaa interface role.
2.10 [JlobaBneH aprymeHT misc.

3.29.173 interface rrm

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Mpumep

Brknountb RRM Ana noncka coceaHrx Touek goctyna no ctaHaapTty IEEE
802.11k c yenbo NpeAoCTaBNEHNSA CMICKA 3TUX TOYEK AOCTYNa aboOHEHTCKOMY
YCTPOMCTBY MO 3anpocy. 10 yMon4aHMo 3Ta onuus oTKAKYeHa.

KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.
Ja

Ja

Hert

AccessPoint

I (config-if)>  rrm

I (config-if)> no rrm

(config-if)> rrm
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
RRM enabled.

(config-if)> no rrm
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
RRM disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.13 JobaeneHa komaHaa interface rrm.

3.29.174 interface rssi-threshold

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

NcTopusa nsmeHeHum

3ajaTb NOPOroBoe 3HaYeHe ypoBHSA curHana RSSI gnsa Toukm goctyna, npm
KOTOpOM KnneHTbl Wi-Fi 6yyT OTKNHOUEHbI U He CMOTYT K Hel NOAK/IIYNTLCS.
Mo ymonuaHumio ncnonb3yeTcs 3HaveHue RSSI 0.

KomaHga ¢ npedrkKcom no Bo3BpaLLaeT 3HayYeHne Mo YMOAYaHUIO.

Ja

[Ja

HeTt

AccessPoint

(config-if)>  rssi-threshold «rssi-threshold;

(config-if)> no rssi-threshold

AprymeHT 3HauyeHue lOnucaHue
rssi-threshold |Jenoe 3HauveHune RSSI B npejgenax ot -100 Ao 0. Ecin
4yncsno yKa3aHo 3HaueHue 0, To QYHKLMSA OTKAHUEHa.

(config-if)> rssi-threshold -30
Network: :Interface: :Mtk: :AccessPoint: "WifiMaster@/AccessPoint0": »
rssi threshold is set to -30.

(config-if)> no rssi-threshold
Network: :Interface: :Mtk: :AccessPoint: "WifiMaster0Q/AccessPoint0": »
rssi threshold reset to 0.

Bepcus OnucaHue

4.01 Job6aBneHa komaHaa interface rssi-threshold.

3.29.175 interface schedule

OnuncaHune

MpucBonTb NHTepdelicy pacnucaHue. Mepes BbINONHEHNEM KOMaHAbI,
pacnmcaHme JOMKHO BbITb CO34aHO 1 HACTPOEHO MPY MOMOLLM KOMaHAbI
schedule action.

KomaHaa ¢ npedunKcom no paspbiBaeT CBSA3b MeXAYy pacnuncaHem u
nHTepdericom.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  schedule <schedule»

(config-if)> no schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnucanne |HasBaHMe pacnncaHums, CoO3gaHHOro npu
nomMoLum rpynnel KoMaHA schedule.

(config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

Bepcus OnucaHve

2.06 JobaeneHa komaHaa interface schedule.

3.29.176 interface security-level

OnucaHwne

YCTaHOBUTb YpOBeHb 6€30MacHOCTY ANt JaHHOTO NHTepdeiica. YpoBHU
6e30MacHOCTY onpeAensitoT IOrnKy paboTbl MeXCeTeBOro 3KkpaHa:

+ Pa3pelueHo ycTaHaBAMBaTb COeANHEHWS B HarnpasieHnn
private - public.

* 3anpeLleHo yCTaHaBANBaTb COeANHEHMS, MPUXoAsLLMe Ha MHTepdelic
public, T. e. B HanpasneHun public - private n public - public.

+ CaMo yCTPOICTBO NPMHMMAET CceTeBble NOAKIOYEHMS (pa3peLuaeT
ynpas/ieHue) ToNbKO ¢ MHTepdeiicoB private.

+ MNepepaya faHHbIX Mexay NHTepdericamm private MoXeT 6bITb paspeLLeHa

WK 3anpeLlieHa B 3aBUCUMOCTY OT YCTaHOBKM rnobanbHOro napameTpa
isolate-private.

+ protected nHTepdelicbl He MMerT AOCTyMNa K YCTPOMNCTBY U APYTrvM
private/protected nogcetsiM, HO OHM UMeEIOT JOCTYM K public

nHTepdericaM n nHTepHeTy. YCTPOWCTBO obecneymBaeT 3aLUnLLEeHHbIM
CerMeHTam TOJIbKO AocTyn K cny>xx6am DHCP 1 DNS.

* MNepepaya AaHHbIX OT private nHTepdeiica Kk protected No ymonuyaHuto

3anpeLleHa. Ytobbl paspellnTb Takoe B3aMMogelicTeme, Heo6XxoAnMo
BbINOJIHUTL KOMaHAy no isolate-private.
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Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

MNprmeyaHue: o ymon4aHMIO BCEM BHOBb CO34aHHbIM MHTepdeincam
npucBanBaeTcs ypoBeHb 6e3onacHocTu public.

Cnnckm goctyna access-list metoT 6o1ee BbICOKNIA
NPUOPUTET, YEM YPOBHU 6€30MacHOCTH, MO3TOMY C
MOMOLLbH HUX MOXHO BBOAUTL AOMNONHUTENbHbIE NpaBmia
dunbTpaLMn NakeTos.

Het

Ja
HeTt

IP
I (config-if)> security-level (public | private | protected)

HecmoTps Ha To, UTO He cyliecTByeT QYHKLMW MOTHOTO OTKAUYEHUS
MeXCeTeBOoro 3KpaHa, MOXHO OTK/1l0UYaTh ero Ha OTAe/IbHbIX HanpaB/eHUAX.
Jonyctm, TpebyeTca NOAHOCTHIO paspeLlnTb nepejady AaHHbIX MexXay
«JloMalLHeN» ceTbto Home 1 rnobanbHoM ceTbio PPPOED. 15 3TOro o6oum
NHTepdericam Hy>XHO Ha3Ha4YNTb ypoBeHb 6e30nacHoOCTU private n
oTKNOUNTL GyHKUMIO isolate-private.

(config)> interface Home security-level private
Network::Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOE® security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MNpuMeuaHune:  MexceTeBOW 3KpaH U TpaHCAALMA agpecoB — GyHKLMN,
npegHasHaveHHble 419 peLleHVs NPUHLUNMAAbHO Pa3HbIX
3agau. BkntoueHune NAT mexay nHtepderncamm Home u

PPPOEO B KOH®UIypaLmu, MOKa3aHHOM BbiLLe, He 3aKpbiBaeT
JAOCTYN B ceTb Home O CTOPOHbI rnobanbHoM cetun. [laxe

NpY BKJIFOYEHHOM TPaAHCNALMK aapecoB KOMaHaom ip nat
Home nakeTkl 13 PPPOEO 6yayT cBO6OAHO NPOXOAUTE B CETb

Home.
Bepcus OnucaHue
2.00 JobaeneHa komaHga interface security-level.
2.06 Job6asneH napameTp protected.
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3.29.177 interface sim pin

OnucaHwue YctaHoBuTb PIN-kog ansa SIM-kapThl.
KomaHga ¢ npedurkcom no yaanset PIN-kog,.

Mpedukc no Ja

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Usb

CuHoncuc (config-ify>  sim pin in

(config-if)> no sim pin

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
pin Ctpoka 4-8-3HauyHbl PIN-kog,
NMpumep (config-if)> sim pin 0000

Mobile::Interface: "UsbLte0": PIN code has been set.

(config-if)> no sim pin
Mobile: :Interface: "UsbLte0": PIN code has been reset.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.02 Job6aBneHa komaHga interface sim pin.
4.00 Job6asneH npedukc no.

3.29.178 interface sim slot

OnucaHwue MNepexkntounts SIM-cnot gna QMI-mogema. 1o ymo4aHuo NCnosb3yeTca
cnot 1.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CnHoncuc I (config-if)>  simslot«slot
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(config-if)> no sim slot

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
slot 1 HasHaunTb 1 nam 2 cnor.
2
NMpumep (config-if)> sim slot 2

Mobile::Interface: "UsbQmi@": SIM slot is set to "2".

(config-if)> no sim slot
Mobile::Interface: "UsbQmi0": SIM slot is reset to default.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

3.08 JlobaBneHa koMmaHa interface sim slot.

3.29.179 interface spatial-reuse

OnucaHue BkntounTb noagepxky Spatial Reuse pns Todek goctyna 2,4 v 5y, Mo
YMONYaHMIO HAaCTPOKKa BKAKOUEHa.

KomaHga ¢ npedrkcom no oTkarodaeT GyHKLNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica WiFiMaster

CnHoncumc I (config-if)>  spatial-reuse

I (config-if)> no spatial-reuse

Mpumep (config-if)> spatial-reuse
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": 1llax spatial »
reuse enabled.

(config-if)> no spatial-reuse
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": 1llax spatial »
reuse disabled.

VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie

3.08 JobasneHa komaHaa interface spatial-reuse.
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3.29.180 interface speed

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HactpouTtb ckopocTb Ethernet nHTepdeiica. Mo yMonuaHWio 3a4aH0 3HaUYeHKe

auto.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja
Het

Ethernet

(config-if)>

speed «speed>

(config-if)> no speed

AprymeHT 3HauyeHue OnucaHune

10 Knwyesoe CKopoCTb coeanHeHnsa B MbuT/c.

100 C/10BO

1000

auto Knoyesoe ABTOMaTM4YeCcKas HaCcTPOKiKa CKOPOCTWU.
C/10BO

(config-if)> speed 1000
Network::Interface::Ethernet: "GigabitEthernetl/0": speed set »

to 1000.

(config-if)> no speed
Network::Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

Bepcusa

OnucaHune

2.06.B.1

JobaeneHa koMmaHga interface speed.

3.29.181 interface speed nonegotiate

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

OTKNOUNTb aBTOMATUYECKYH HAaCTPOKY ckopocTu. Mo

yMO/l4aHuKo,aBTOMaTmn4yeckas HaCTpOIZKa BK/IFOYEHa.

KomaHga ¢ nped)l/n(com No BK/IDYaEeT aBTOMaTUYECKYH HaCTpOIZKy.

Ja
Ja

272

CnpaBoyHuk koMaHa — Hopper (KN-3811)



naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Ethernet

CuHoncuc

I (config-if)>  speed nonegotiate

I (config-if)> no speed nonegotiate

Mpumep (config-if)> speed nonegotiate

Network: :Interface::Ethernet: "GigabitEthernetl/0": »

autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate

Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHaa interface speed nonegotiate.

3.29.182 interface ssid

OnucaHune Yka3aTb nms 6ecnposogHoi cetn (SSID) ana nHtepdeicos WiFiStation u

AccessPoint. B 3aBucMMOCTI OT TUNa UHTepdelica 3HaueHne SSID
obpabaTtkbiBaeTcst NO-pa3HOMY.

* [nsa AccessPoint SSID — HeobxoaMMas HacTpolika, 6e3 KOTOPO OHa He
6yAeT NPUHUMaTb NOAKIHOUEHNS.

« AnaWiFiStation SSID onpegensieT, K Kakor Touke AOCTyna OHa byaeT

noAakntoyaTtbcs. be3s 3agaHHoro SSID WiFiStation MoXeT nogKntounTbLCa

K 1060 A0CTYNHOM 6eCnpoBOAHON CETY MO CBOEMY YCMOTPEHWUHO.

KomaHga ¢ I'Ipe¢I/IKCOM Nno yCTaHaB/IMBaeT NMA 6eCI'IpOBOAHOI7I ceTm no

YyMONYaHWIo.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica WiFi

CuHoncuc (config-if)>  ssid«ssid>

(config-if)> no ssid

AprymeHTbI AprymeHT |3HaueHue

OnwucaHune

ssid Crpoka

Mms 6ecnpoBogHoii ceTtu (SSID).
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Mpumep

UcTopuns nameHeHuii

(config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster0/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID reset.

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface ssid.

3.29.183 interface standby enable

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb pexxmm standby. Mpu BkatoveHHOM pexxme standby nHTepdeiic

aBTOMaTN4YeCKN OTK/TOYAETCA, €C/I NMOABAAETCA gpyroe WAN-coegHeHne
C 60/1ee BbICOKUM r/106anbHbIM npropuUTeTOM.

Pexwum standby nrHopupyetca B c/iefyroLLnX cyyaax:

* npuoputeT global He HacTpoeH;

* nHTepdelric c pexnmoMm standby BkAtoUeH B rpynny, Hanpumep, Bridge;
+ Tekywiee WAN-coegmnHeHne paboTaeT noBepx standby nHtepodeiica.
KomaHga ¢ npedpurkcom no oTkao4aeT pexxum standby.

Ja

Ja

HeTt

I(conﬁ94ﬂ> standby enable

I(conﬁgJﬂ>nostandbyenab1e

(config-if)> standby enable
Network::Interface::Standby: "CdcEthernet0": enabled.

(config-if)> no standby enable
Network: :Interface::Standby: "CdcEthernet0": disabled.

Bepcus OnucaHve
4.00 Jlo6aBneHa koMmaHga interface standby enable.
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3.29.184 interface storm-control disable

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb broadcast storm control Ha uHTepdelice Bridge. Mo ymonyaHuto
3Ta HacTpoliKa BK/IOYeHa.

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja

Ja

Het

Bridge

I (config-if)> storm-control disable

I (config-if)> no storm-control disable

(config-if)> storm-control disable
Network::Interface::Bridge: "Bridge0": disabled storm control »
and loop detector.

(config-if)> no storm-control disable
Network::Interface: :Bridge: "Bridge@": enabled storm control and »
loop detector.

Bepcus OnucaHve

4.00 JlobaBneHa koMmaHaa interface storm-control disable.

3.29.185 interface switchport access

OnucaHwune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

YctaHoBUTb naeHTudukatop VLAN Ha NopTy ANna paboThl B pexuvme gocTyna.
PaspeluaeTt nepeaayy Kaapos ykaszaHHoro VLAN B MopT 1 BKIKOYaET yaaneHve
Mapkepa VLAN 13 nepeaaBaemMbiX KagpoB.

KomaHga c npedurkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Port

I (config-if)>  switchport access vlan «id>

I (config-if)> no switchport access vlan

Hopper (KN-3811) — CnpaBOUHVK KOMaHZ 275



naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

vid Uenoe uncno |VaeHntndukatop VLAN docmyna. MoxeT
NpMHMUMaTL 3HaYeHWA B rnpejenax ot 1 Ao

4094 BKNHOUNTENBHO.

(config-if)> switchport access vlan 1
Network::Interface::Switch: "GigabitEthernet0/0": set access »
VLAN ID: 1.

Bepcus OnucaHve

2.06 JobasneHa komaHgaa interface switchport access.

3.29.186 interface switchport friend

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HacTtpoutb ogHoHanpaBneHHbl VLAN ansa rpynnoBoro Tpadduvka B
aononHeHwue K VLAN docmyna. NMopT MOXET BbITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIOYaeT nepeajpecaumio ncxogailero tpaduka ¢
apyroro VLAN docmyna (HaseiBaemoro "friend"). MakeTsl "friend" nepeaatotca
6e3 Tera.

KomaHga c npedurkcom no yganseTt HacTPOKY.
Ja

Ja

Het

Port

(config-if)>  switchport friend vlan «vid>

(config-if)> no switchport friend vlan

AprymeHT 3HauyeHue OnuncaHwue

vid Uenoe uncno |Vpentudukatop "friend" VLAN. MoxeT
NPVHMMaTb 3HaYeHWs B npeenax oT 1 go
4094 BKNHOUUNTESIBHO.

(config-if)> switchport friend vlan 2
Network: :Interface::Switch: "GigabitEthernet0/0": set friend »
VLAN ID: 2.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport friend.
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3.29.187 interface switchport mode

OnucaHue YCTaHOBUTL pexunM access Unu trunk ans BeiopaHHoro VLAN. Mo ymonyaHuto
YyCTaHOB/IEH PEXNM access.

KomaHga ¢ npednkcom no ycTaHaB/AIMBAET 3HAaUEHME MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Port

CuHoncuc (config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

mode access BrarounTb pexum goctyna VLAN, To ecTb
TaKoW pexxumM, Koraa vyepes nopT nepeaaroTcs
TOJIbKO HeMapKVpoBaHHbIe Kazpbl. Ha
BXOJdALLMe Kajpbl cTaBUTCca Mmapkep PVID,
YCTaHOB/EHHbIN KoMaHgon switchport
access. [1opT aB/SETCA BbIXOAHBIM TO/ILKO
ansa VLAN c naeHtndukatopom PVID. Mpwn
nepegave Kagpos B nopT, Mmapkep VLAN c H1UX
CHUMaeTCH.

trunk BKIOUNTL pexXnM MybTUMNNEKCUPOBAHNSA
VLAN, korpa yepes nopT nepesaroTcs Kagpsbl,
npuHagnexawye Heckosibkum VLAN. Mpun
3TOM KaXAblli Kagp NnoMeyeH Mapkepom.
Cnncok ngeHTndumkaTopos cetel VLAN, B
KOTOpble BXOAUT NOPT, yCTaHaBAMBaeTCH
KomaHgow switchport trunk.

g-in-q Knwyesoe BknounTb ABOVIHOE TernpoBaHue.
c/10B0
Mpumep (config-if)> switchport mode access
Network::Interface::Switch: "GigabitEthernet0/1": access mode »
enabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.06 Job6aeneHa komaHaa interface switchport mode.
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3.29.188 interface switchport trunk

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

Jo6aBuTtb nopt BO VLAN. PaspelunTs npuem 1 nepeaavy KajpoB yKa3aHHOro
VLAN B nopT, npmnyem mapkep VLAN 13 nepegaBaembix KagpoB He yaanaeTcs.
B pexxume trunk gonyckaetcs gobaBneHune nopTta B Heckosibko VLAN.

KomaHga ¢ npedurkcom no yaanset nopT n3 ykaszaHHoro VLAN. Ecnun
NCnosib30BaTb KOMaHAy 6e3 aprymMeHToB, NopT 6yAeT yaaneH ns scex VLAN.

Ja

Ja

Aa

Port

(config-if)>  switchport trunk vian «vid»

(config-if)> no switchport trunk vlan [ vid]

AprymeHT 3HauyeHue OnuncaHwue

vid UYenoe uncno |VaeHTudukaTtop VLAN. MoxeT npuHUMaTb
3HayeHWda B npegenax ot 1 Ao 4094
BK/IIOUNTE/ILHO.

(config-if)> switchport trunk vlian 100
Network::Interface::Switch: "GigabitEthernet0/1": set trunk VLAN »
ID: 100.

Bepcus OnucaHve

2.06 Jo6aBneHa komaHga interface switchport trunk.

3.29.189 interface target-waketime

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

Bkntountb dyHKkumio TWT (Target Wake Time) ans Todek goctyna 2.4 n 5w,
Mo ymonuaHuo HacTporika oTka4eHa ans 2.4 Ty, 1 BkatodeHa ana 5 M.

KomaHza c nped1KcomM no oTKAOYAET HaCTPOWAKY.

Ja
Ja

HeT

WiFiMaster

I (config-if)>  target-waketime
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I (config-if)> no target-waketime

Mpumep (config-if)> target-waketime
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": 1lax TWT »
enabled.

(config-if)> no target-waketime
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0@": 1llax TWT »

disabled.
VICTOleﬂ M3MeHeHU Bepcmﬂ onucaHvie
3.07 JobasneHa komaHaa interface target-waketime.

3.29.190 interface traffic-counter action disconnect

OnucaHune MpepBaThb CBA3b C NPOBaiAePOM NpU JOCTMXKEHUM AMMUTA TpaduUka.
Mpejukc no Het

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc (config-if)>  traffic-counter action «trigger> disconnect

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
trigger limit Tpurrep okaoYeHNs No AUMUTY Tpaduka.
Npumep (config-if)> traffic-counter action limit disconnect

UsbQmi::TrafficCounter: "UsbQmi®": set disconnect action for »
trigger "limit".

VICTOleﬂ N3MeHeHun Bepcmﬂ onucaHvie
3.06 JlobaBneHa komaHaa interface traffic-counter action
disconnect.

3.29.191 interface traffic-counter action sms-alert message
OnucaHwune YKasaTb TeKcT SMS-onoBeLleHus.
Mpedukc no Het

MeHsieT HacTpoiikn  [la
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Usb
(config-if)>  traffic-counter action «trigger> sms-alert message
message»
AprymeHT 3HauyeHue OnuncaHwue
trigger threshold Tpurrep SMS-onoseLLeHNss — Noporosoe
3HaueHue.
limit Tpwurrep SMS-onoseLeHNA — AUMUT
Tpaduka.
message CTpoka TekcT SMS-onoBeLyeHUA.

(config-if)> traffic-counter action threshold sms-alert message »

TEXT

UsbQmi::TrafficCounter: "UsbQmi@": set message for trigger »
"threshold".

Bepcus OnucaHue

3.06 JobaBneHa komaHaa interface traffic-counter action

sms-alert message.

3.29.192 interface traffic-counter action sms-alert phone

OnuncaHwne
MNpedukc no

MeHsieT HacTpoikmn

MHorokpaTtHbiiA BBOg, [a

Tun nHTepdeiica

CviHoncuc

AprymeHThl

Yka3aTb Homepa TenepoHOoB aaa SVS-onoseLleHNS.

Hert

Ja

Usb

(config-if)> traffic-counteraction«trigger> sms-alert phone phone;

AprymeHT 3HauyeHue OnucaHwue

trigger threshold Tpwurrep SMS-onoBseLleHna — Noporosoe
3HaueHue.

limit Tpurrep SMS-onoseLleHUs — ANMUT

Tpaduka.

phone Ctpoka Homep TenedoHa ana SMS-onoseLleHUS.
Mo>HO BBeCTU A0 Tpex TenePpoHHbIX
HOMepoOoB.
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Mpumep (config-if)> traffic-counter action threshold sms-alert phone »
+71112223344
UsbQmi::TrafficCounter: "UsbQmi@": add phone number »
"+71112223344" for action "threshold".

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.06 JobaBneHa komaHaa interface traffic-counter action
sms-alert phone.

3.29.193 interface traffic-counter enable

OnucaHue BrAOUMTBL CHETUMK MOBMABHOrO TpaduKa. Mo yMOAYaHMIO ONLMA OTK/OYEHa.
KomaHga ¢ npedrkcom no oTKA0YaeT CHeTYMIK.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Usb

CuHoncuc I (config-if)>  traffic-counter enable

I (config-if)> no traffic-counter enable

Mpumep (config-if)> traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi@": enabled.

(config-if)> no traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi®": disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

3.06 JlobaBneHa koMmaHa interface traffic-counter enable.

3.29.194 interface traffic-counter limit

OnucaHue YCTaHOBUTb IMMUT cyeTymKa Tpadurka B Merabaritax, rurabantax nam
TepabaiTax.

KomaHga c npedurkcom no cbpacbiBaeT HaCTPOWKY.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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Tun nutepdeiica Usb

CuHoncnc (config-if)>  traffic-counter limit «values wnit

(config-if)> no traffic-counter limit

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
value lenoe uyncno |3HaveHve nMmuTa Tpadmka.
unit CTpoka EanHuubl nsmepeHmnsa: MB, GB, TB, MiB, GiB,
TiB.
Mpumep (config-if)> traffic-counter limit 4 TB

UsbQmi::TrafficCounter: "UsbQmi®": set limit to 4 TB.

(config-if)> no traffic-counter limit
UsbQmi::TrafficCounter: "UsbQmi@": reset limit.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 JobaBneHa komaHaa interface traffic-counter limit.

3.29.195 interface traffic-counter monthly

OnucaHue 3ajaTb AeHb MecsaLa AN nepe3anycka cuetymka Tpaduka.
KomaHgaa ¢ npedurkcom no cbpacbiBaeT HaCTPOIKY.

Mpe¢ukc no [Ja

MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc (config-if)>  traffic-counter monthly «day-of-month>

(config-if)> no traffic-counter monthly

AprymeHTbI AprymeHT |3HaueHne |OnucaHue

day-of-month|lYesnoe unucro |[eHb Mecsaua c 1 go 31 ana nepesanycka
cueTymka Tpaduka.

Mpumep (config-if)> traffic-counter monthly 31
UsbQmi::TrafficCounter: "UsbQmi@": set day of month to "31".

(config-if)> no traffic-counter monthly
UsbQmi::TrafficCounter: "UsbQmi®": reset day of month.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.06 [JlobaeneHa koMmaHga interface traffic-counter monthly.

3.29.196 interface traffic-counter set

OnucaHue 3afaTb Tekyllee 3HaYeHne cyeTyrKa Tpaduka.
MNpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Usb

CuHoncuc (config-if)>  traffic-counter set «values wunit>

AprymeHTbl AprymMeHT  |3HaueHme |OnucaHue
value Lenoe uucno |YncnoBoe 3HauveHMe cyeTymka (Lenoe nnm c
M/1aBatoLLEN TOUKOMN).
unit CTpoka EavHVubl UsmepeHunsa: MB, GB, TB, MiB, GiB,
TiB.
Mpumep (config-if)> traffic-counter set 1.54 GB

UsbQmi::TrafficCounter: "UsbQmi®": set value to 1.54 GB.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

3.06 JobaBneHa komaHaa interface traffic-counter set.

3.29.197 interface traffic-counter threshold

OonuncaHmne YCTaHOBUWTb MOPOT OMOBEeLLEeHMsA cCYeTUnKa Tpaduka.
KomaHga ¢ npedunkcom no cbpacbiBaeT HaCTPOUKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

Tun nHTepdeiica Usb

CuHoncuc I (config-if)>  traffic-counter threshold «thresholds

I (config-if)> no traffic-counter threshold
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

threshold

Llenoe u4ucno

lMoporoBoe 3HayeHMe B NpPOLEeHTax oT
nmMmunTa. MoxeT NpMHMMaTb 3Ha4YeHNs B
npegenax ot 1 Ao 99 npoueHTOoB.

(config-if)> traffic-counter threshold 99

UsbQmi::TrafficCounter:

of the limit.

"UsbQmi0®": set treshold to 99 percent »

(config-if)> no traffic-counter threshold

UsbQmi::TrafficCounter:

"UsbQmi0®": reset threshold.

Bepcusa

OnucaHue

3.06

threshold.

JobaeneHa komaHaa interface traffic-counter

3.29.198 interface traffic-shape

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YcTaHOBUTL npeaen ckopoctm rniepeiayn JaHHbIX 414 yKa3aHHOro MHTep(I)eVIca
B 0be CTOPOHHbI. Mo ymonuaHuo CKOPOCTb HE OrpaHN4YEHa.

KomaHga c npedurkcom no yganseTt HacTPOKy.

Ja
Aa

HeTt

(config-if)>

traffic-shape rate«rate> [ asymmetric upstream-rates]

[ schedule <schedules ]

(config-if)> no traffic-shape

AprymeHT

3HauyeHue

OnucaHwue

rate

lenoe uucno |3HauyeHMe CKOPOCTY Nnepesadn faHHbIX

B K6ut/C. OrpaHnyeHvie oMXHO bbIThb B
AnanasoHe oT 64 Kéut/c go 1 remt/c.

upstream-rate

lenoe uyncno |CKOPOCTb OTAAUM JaHHbIX B K6uTt/C.

OrpaHuyeHne JoMXXHO bbITh B
AnanasoHe oT 64 Kéut/c go 1 rémt/c.

schedule

Pacnucanne HasBaHune pacnmncaHmsA, CoO34aHHOIO Npu

nomMoLLy rpynnel KomaHg schedule

(config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »

to 800 Kbps.
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UcTopuns nameHeHuii

(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation0" interface »
rate limited to 80/64 kbit/s.

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.

Bepcus OnucaHve
2.05 Jo6aBneHa komaHga interface traffic-shape.
3.04 [JlobaBneH aprymeHT upstream-rate.

3.29.199 interface tty init

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

Jlo6aBUTL CTPOKY MHMLMANN3ALMN HA YKa3aHHY NO3ULMIO index ans
moaemoB RAS (UsbModem), NDIS (UsbLte), QMI (UsbQmi).

KomaHgaa ¢ npedpurKcom no yaanset HaCTPOKY.
Ja

Ja

Het

Usb

(config-if)>  tty init [<«index»> ]<string [ sleep «delay: ]

(config-if)> no tty init [ <index> ]

AprymeHT 3HayeHue OnucaHue

index UYesnoe uucno |lo3nuusa, HOMep CTPOKW KyAa BCTaBAAETCH
yKa3aHHas CTpoka.

string CTpoka CTpoka nHuguanmsaumm Mogema.

delay lenoe 4ucno |3HayeHue 3afepXKn, B CEKYHAAX.

(config-if)> tty init AT~SYSCFG=14,2,3fffffff,0,1
Mobile::Interface: "UsbQmi®": initialization string inserted.

(config-if)> tty init AT~SYSCFG=14,2,3fffffff,0,1 sleep 1
Mobile::Interface: "UsbQmi®": initialization string inserted.

(config-if)> no tty init
Mobile::Interface: "UsbQmi@": initialization strings erased.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

4.00

JobasneHa

KkoMaHga interface tty init.

3.29.200 interface tty send

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

OTnpaBuTb AT-KOMaHAy Ha UsbLte, UsbQmi mogemsl.

Het

Ja

Hert

Usb

(config-if)>  tty send <command [ <expect> ][ «timeout>]

AprymeHT 3HayeHue OnuncaHwue

command CTpoka AT-kOmMaHzaa.

expect Ctpoka Oxunpaemblin oTBeT. [10 yMOn4aHuIo
ncnonb3syetca 0K | ERROR.

timeout Lenoe 4ucno |Bpemsa oxnaaHus oTBeTa B CeKyHAax.
3Ha4veHve No yMonYaHuto 3.

(config-if)> tty send ATI
".Built@Aug 23 2019:16:28:33"

0K

Mobile::Interface:

"UsbLte0": got expected response.

(config-if)> tty send ATI OK|ERROR 2
".Built@Aug 23 2019:16:28:33"

0K

Mobile: :Interface:

"UsbLte0": got expected response.

(config-if)> tty send ATI OKEY 2
".Built@Aug 23 2019:16:28:33"

0K

Mobile::Interface error[73140786]: "UsbLte0": timeout waiting »
for expected response.

Bepcus

OnucaHune

3.09

JobasneHa komaHgaa interface tty send.
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3.29.201 interface tunnel destination

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3ajatb yAaHEHHbIIz KOHEeU TyHHenNA. Ecnn oH ncnosib3yeTcd cCOBMeCTHO C
aBToMaTu4yecknm IPsec-coegnHeHMeM, CBA3aHHbIM C TyHHEenewm, MHTep¢e|7|c
CTaHOBUTCA NHNLMNATOPOM IPsec-coegmnHeHmns.

KomaHga ¢ npedrkcoM No 0TMeHSAeT HaCTPOIAKY.
Ja

Ja

Het

Tunnel

(config-if)>  tunnel destination «destination

(config-if)> no tunnel destination

AprymeHT 3HauyeHue OnuncaHwue

destination |CTpoka IP-agpec nnn fjomeHHoe nma yaaneHHoro
XocTa.

(config-if)> tunnel destination ya.ru
Network::Interface::Tunnel: "Gre0": destination set to ya.ru.

(config-if)> no tunnel destination
Network: :Interface: :Tunnel: "Gre0": destination was reset.

Bepcus OnucaHue

2.08 JobaeneHa komaHga interface tunnel destination.

3.29.202 interface tunnel eoip id

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKMK
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

3agaTb ngeHtudukartop EolP-TyHHens.

KomaHga ¢ npedurkcomM No oTMeHsAeT HacTPOIKY.
Aa

Ja

Hert

Eoip

I (config-if)>  tunnel eoip id «id>
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(config-if)> no tunnel eoip id

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
id Uenoe uucno |NpeHTudbumkatop TyHHens.
Npumep (config-if)> tunnel eoip id 50

Network::Interface::Tunnel: "Gre@": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

UcTopus nsmeHeHnii

Bepcus

OnucaHune

2.08

Job6asneHa komaHgaa interface tunnel eoip id.

3.29.203 interface tunnel gre keepalive

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbI

Brntountb noaaepxky Cisco-like keepalive ans TyHHeneli GRE. Mo ymonyaHuto
interval paBHO 5, count paBHoO 3.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
Het

Tunnel

(config-if)>

tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

AprymeHT

3HauyeHue

OnwucaHue

interval

Llenoe u4ucrno

WHTepBan oTnpasku naketos keepalive B
cekyHgax. MoxeT npyHUMaTh 3Ha4YeHus B
npegenax ot 0 go 60. Echm npmnceonTb
3HaueHue 0, TO BKNOYAETCA TOJIbKO OTBET Ha
keepalive n poytep He byaeT pearvpoBaTb Ha
N3MeHeHWe COCTOSAHNSA TYHHe .

count

Lenoe u4ucno

KonnyecTBo NOMNbITOK OTMNPaBK/ NakeToB
keepalive. MoxeT NpMHMUMaTb 3HaYeHWs B
npegenax ot 1 Ao 20.
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Mpumep

UcTopusa nsmeHeHwnii

(config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network: :Interface::Gre: "Gre0": enable only GRE keepalive »
replies.

Bepcus OnucaHue

2.10 JobasneHa komaHga interface tunnel gre keepalive.

3.29.204 interface tunnel source

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3a4aTb NOKaNbHbIN KOHeL, TyHHens. Ecnm oH ncnonb3yeTcs COBMECTHO C
aBTOMAaTUYeCKUM [Psec-coeHeHVeM, CBA3aHHbLIM C TYHHeNeM, TO BK/IioYaeTcs
pexuvm npuema coegnHeHnii IPsec IKE Ha ycTaHOBNeHVe 3aLyLLEeHHOr0
TYHHens.

Het
Aa
Het

Tunnel

(config-if)>  tunnel source (auto | <interface | <address>)

AprymeHT 3HaueHue OnucaHwue

auto Knoyesoe croBo |YCTaHOBWUTL TeKyLLMIA paboTaroLmii
WAN-uHTepdelic.

interface WHTepdeiic MNonHoe nmsa nHTepdeinca nnm
nceBAOHUM.

address IP-agpec NokanbHbI IP-agpec TyHHens.

(config-if)> tunnel source auto
Network: :Interface::Tunnel: "Gre0": set source interface to auto.

Bepcus OnucaHue

2.08 JobaBneHa komaHaa interface tunnel source.
2.09 JlobaBneH aprymeHT auto.

3.08 YaaneH npedurikc no Kak ycTapesLUnA.
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3.29.205 interface tx-burst

OnucaHue BkntounTb arperaumio naketoB Ha ypoBHe Wi-Fi gpaiiBepa (Tx Burst). Mo
YMONYaHMIO NapaMeTp OTK/IHYeH.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-if)>  tx-burst

I (config-if)> no tx-burst
NMpumep (config-if)> tx-burst

Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.
VICTOleﬂ V|3MEHeHV||7| Bepcmﬂ onucaHue

2.07 Job6aBneHa koMmaHaa interface tx-burst.

3.29.206 interface tx-queue length

OnucaHwue YCTaHOBUTb pa3mep oyepeamn NCXOAALLMX NakeToB Ha MHTepdeiice. Mo
YMONYaHWIO YCTaHOBAEHO 3HaveHne 1000.

KomaHaa ¢ npepurKcom no ycTaHaBNMBaEeT 3HaYeHMe MO YMOTYAHNIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-if)>  tx-queue length <lengths
(config-if)> no tx-queue length
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
length UYesnoe uucno |[nnHaoyepean MoOXeT NPUHNMAaTb 3HaUeHN
B npegenax oT 0 Ao 65536.
NMpumep (config-if)> tx-queue length 255

Network: :Interface::Base: "L2TPO": TX queue length is 255.
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(config-if)> no tx-queue length
Network: :Interface::Base: "L2TPO": TX queue length reset to »

default.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.06 JobasneHa komaHgaa interface tx-queue length.

3.29.207 interface tx-queue scheduler cake

OnucaHue YCTaHOBUTbL NNaHNPOBLLMK NakeToB CAKE ana nHtepdeiica. Mo ymonyaHuto
3HauyeHwue cake ncnonbsyetca Ana DSL nHtepéeiicos n USB-mogemos,
fq_codel — anqa Bcex oCTanbHbIX.

KomaHga ¢ npednkcom no HaszHavaeT NAaHNPOBLLMK MO YMOAYAHNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  tx-queue scheduler cake

I (config-if)> no tx-queue scheduler cake

Mpumep (config-if)> tx-queue scheduler cake
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ OonucaHvie

3.06 JobasneHa komaHga interface tx-queue scheduler cake.

3.29.208 interface tx-queue scheduler fq_codel

OnucaHune YCTaHOBUTb NaHMpPOBLLUMK NnakeTos FQ_CODEL ana nHtepdeiica. Mo
yMO4aHMI0 3HayeHne cake ncnonbsyetcs gna DSL nHTepdeincos n
USB-mozemoB, fq_codel — Ans BCcex OCTaJibHbIX.

KomaHga ¢ npednkcom no HaszHayaeT NAaHNPOBLLMK MO YMOAYAHNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I (config-if)>  tx-queue scheduler fq_codel
I (config-if)> no tx-queue scheduler fq_codel
NMpumep (config-if)> tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"fg_codel".
(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set default TX queue scheduler.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
3.06 JobasneHa komaHga interface tx-queue scheduler
fq_codel.

3.29.209 interface up

OnucaHune BkntounTb ceTeBoli MHTepdelic 1 3anncaTb B HACTPOIKN COCTOSIHME «Up».

KomaHga ¢ npednKcom no OTK/IKOUYaeT ceTeBOM MHTepdelc n yaanseTt «up»
13 HacTpoek. Takxke MOXeT 6bITb MCMOJIb30BaHa KoMaHza interface down.

Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CunHoncmc I (config-ify>  up

I (config-if)> no up
MNpumep (config-if)> up

Interface enabled.
WcTopuns nsmeHeHwnit |Bepcus onucaHne

2.00 JobasneHa KomaHaa interface up.

3.29.210 interface uplink-mumimo

OnucaHwune Bkntountb Bocxogsiee coeanHeHme 802.11ax MU-MIMO. Mo ymonyaHuio
byHKUMA BKAOYEHa.

KomaHga ¢ npedrkKcom no oTKAOYaeT HaCTPOKKY.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Het

WiFiMaster

I(config-if)> uplink-mumimo

I (config-if)> no uplink-mumimo

(config-if)> uplink-mumimo

Network: :Interface: :Rtx::WifiMaster:

uplink-mumimo enabled.

(config-if)> no uplink-mumimo

Network: :Interface: :Rtx::WifiMaster:

uplink-mumimo disabled.

"WifiMasterl": 1lax »

"WifiMasterl": 1lax »

Bepcus OnucaHue

3.07 Job6asneHa komaHgaa interface uplink-mumimo.

3.29.211 interface uplink-ofdma

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Bkntountb Bocxogsiee coeanHeHme 802.11ax OFDMA. Mo ymonyaHmio

HaCTpoKa OTK/AoYeHa.

KomaHza c nped1KcomM no oTKIOYaeT HaCTPOWAKY.

Ja
Ja
Het

WiFiMaster

I (config-if)>  uplink-ofdma

I (config-if)> no uplink-ofdma

(config-if)> uplink-ofdma

Network: :Interface: :Rtx::WifiMaster:

downlink-ofdma enabled.

(config-if)> no uplink-ofdma

Network: :Interface: :Rtx: :WifiMaster:

downlink-ofdma disabled.

"WifiMasterl": 1lax »

"WifiMasterl": 1lax »

Bepcus OnucaHve

3.07 Jo6aBneHa komaHga interface uplink-ofdma.
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3.29.212 interface usb apn

OnucaHwue Ha3HauunTb nma Touku goctyna (APN) ans USB-mogema B NDIS pexume.
Mogem nepesarpyxaeTcs nocsie NnpUMeHeHnss KOMaHAbl.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Usb

CnHoncuc (config-if)>  usb apn apn>

(config-if)> no usb apn

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
apn Crtpoka Ha3sBaHwe Touku goctyna.
Mpumep (config-if)> usb apn example.net

Network: :Interface: :Usb: "UsbModem0": APN saved.

(config-if)> no usb apn
Network: :Interface: :Usb: "UsbModem0": APN cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JobaBneHa komaHga interface usb apn.

3.29.213 interface usb device-id

OnucaHwune Jlo6aBuTb nHPopmMaLmio 0 Mogenu 1 npomssogutene USB-mogema B
nHTepderic. 3To He0b6X0AVMO AJIA MPUBA3KN MOAEMa K MHTepdeicy.

Ecnn ectb nHtepdeinc UsbModem[N] c coBnagatormm DevicelD, To npu
NOAK/IIOYEHMN MOoZemMa Npoun3oiijeT aBToMaTMveckas NpmBa3Ka ero K
nHTepdeiicy. Ecam takoro nHTepdeiica HeT, OH byaeT co34aH aBToMaTMYecKn
¢ DevicelD noaknto4eHHOro mogema.

KomaHga ¢ npedunkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIia BBog, Het

Tun nHtepdeiica Usb
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>

usb device-id «vendors> <mode >

(config-if)> no usb device-id

AprymeHT 3HauyeHue OnuncaHwue
vendor Ctpoka MHdbopmauusa o nponssoautene.
model CTpoka MHpopmaLmsa o mogenn mogema.

(config-if)> usb device-id 12d1 1001
Device ID saved.

Bepcusa OnucaHve

2.00 JobasneHa komaHga interface usb device-id.

3.29.214 interface usb port-id

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

MpuBasatb nHTepderic RAS (UsbModem), CdcEthernet, NDIS (UsbLte), QMI
(UsbQmi) mogema k naeHtnoukatopy USB-nopra.

KomaHgaa ¢ npedprKcoM no yaanset HacTPOnKY.
Ja

Ja

Het

Usb

(config-if)>  usb port-id ( «port> | auto)

(config-if)> no usb port-id

AprymeHT 3HauyeHue OnucaHwue

port Ctpoka NaeHtndukatop USB-nopTa.

auto Knwyesoe ABTOMaTM4Yecknii Beibop USB-nopTa.
C/10B0

(config-if)> usb port-id 1
Network: :Interface::Usb: "CdcEthernet®": port ID is set to "1".

(config-if)> usb port-id auto
Network: :Interface::Usb: "CdcEthernet@": port ID is automatically »
set to "2/4".
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(config-if)> no usb port-id
Network::Interface::Usb: "CdcEthernet0": port ID removed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

4.01 Job6asneHa komaHgaa interface usb port-id.

3.29.215 interface usb power-cycle

OonuncaHmne OTKNOUNTb NNTaHMe Ha usb-Mogeme Ha 3aaHHbIN MPOMEXYTOK BPeMeHN.
S1a GYHKLMA UCNONb3yeTca AN annapaTHoro copoca usb-mogema B cnyyae
3aBUCaHUA.

Mpejukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

Cunoncuc (config-if)>  usb power-cycle pause>

AprymeHTbI AprymeHT |3HaueHue |OnucaHue
pause Lenoe MpoMeXyToK BpemMeHU oTkItoYeHns usb-mogema
yucro B MWI/INCEKYHAAX.
Npumep (config-if)> usb power-cycle 3000

Network: :Interface::Usb: "UsbLte0": started 3000 ms. power cycle.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.03 [Jlo6aBneHa komaHga interface usb power-cycle.

3.29.216 interface usb power-fail

OnucaHue YKaszaTtb fanbHerwve eNcTBuUSA B Clyyae, ecin BbikatoveHve USB-moaema
He MOMOrJI0.
Mpedukc no Het

MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Usb

CuHoncuc I (config-if)>  usb power-fail <interval> ( retry «pause> | reboot)
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interval Lenoe umucno |Bpems oxXuAaHns obHapy>XeHUsa MogeMa
nocne cbpoca ero no NUTaHUIO, B CeKyHAaXx.
Mo>keT npuHMMaTb 3HaYeHs B Npejenax oT
0 f0 60 BKIOUUTENLHO.

pause Lenoe 4ucno |lpomMexyToK BpeMeHU OTK/II0UeHNs
USB-mogema B cekyHzaax. MoxeT npnHnuMaTh
3HayeHWAa B npegenax ot 0 Ao 60

BKHOUNTENBHO.
reboot Kroyesoe Mepe3arpyska Bce CUCTEMBI.
CJ10BO

Mpumep (config-if)> usb power-fail 60 reboot
Network: :Interface::Usb: "YotaOnel": enabled power fail action: »
reboot.

VICTOpI/Iﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.10 [Jlo6baBneHa komaHga interface usb power-fail.

3.29.217 interface usb wwan-force-connected

OnucaHue OTKknro4YnTE onpoc nmHka CDC-mogema rno HTTP. Mo ymonyaHuio gaHHas
GYHKLUMS BbIKAOYEHA.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Usb

CuHoncuc I (config-if)>  usb wwan-force-connected

I (config-if)> no usb wwan-force-connected

Mpumep (config-if)> usb wwan-force-connected
Network: :Interface::Usb: "UsbLte0": force WWAN link status.

(config-if)> no usb wwan-force-connected
Network::Interface::Usb: "UsbLte0": unforce WWAN link status.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.12 Job6aBneHa koMmaHga interface wwan-force-connected.

Hopper (KN-3811) — CnpaBOUHVK KOMaHZ 297



naBa 3 OnncaHme KoMaHp,

3.29.218 interface web-api address

OonucaHue Yka3aTb IP-agpec ans focTyna K Be6-vHTepdelicy Mogema, MoAKIUYEHHOMO
K MapLUpyTU3aTopy.

KomaHaa ¢ npedurkcom no yaanseT agpec.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Usb

CuHoncunc (config-if)>  web-api address <address»

(config-if)> no web-api address

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
address IP-agpec Azpec Beb-nHTepdeiica.
Npumep (config-if)> web-api address 192.168.8.1

Mobile::Interface: "CdcEthernet0": WEB address is set.

(config-if)> no web-api address
Mobile::Interface: "CdcEthernet0": WEB address cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.08 Jo6aBneHa komaHaa interface web-api address.

3.29.219 interface web-api login

onuncaHue YKaszaTb UMsi Monb30BaTens A1 40CTyna K Beb-nHTepdelicy Mogema,
NOAK/IHOYEHHOro K MapLUpyT13aTopy.

KomaHga ¢ npedurkcom no yaanseTt MMs nosb3oBaTens.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Usb

CuHoncuc I (config-if)> web-api login <login»

I (config-if)> no web-api login
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

login CTpoka ViMsa nonb3oBaTensa ana ayteHTudukayun.
MakcrmansHasa AnvHa UMeHW nonb3oBaTens
— 64 cnmBoOna.

(config-if)> web-api login myadmin
Mobile::Interface: "CdcEthernet@": WEB login is set.

(config-if)> no web-api login
Mobile::Interface: "CdcEthernet@": WEB login cleared.

Bepcus OnucaHve

3.08 JobaeneHa komaHga interface web-api login.

3.29.220 interface web-api password

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHuim

YKasaTb Naponb 415 AOCTyna K Be6-nHTepdelicy Mmogema, NoAKIHOYEHHOMO
K MapLupyTm13aTopy.

KomaHgza ¢ npedpurkcom no yaanseTt naposb.
Ja

Aa

Het

Usb

(config-if)> web-api password password

(config-if)> no web-api password

AprymeHT 3HauyeHue OnucaHwue

password Ctpoka Maponb ans ayteHTUGUKaLUN.
MakcrmMansHas A/iMHa naposs — 64 cmsona.

(config-if)> web-api password 12345678910
Mobile::Interface: "CdcEthernet@": WEB password is set.

(config-if)> no web-api password
Mobile::Interface: "CdcEthernet@": WEB password cleared.

Bepcus OnucaHve

3.08 Job6asneHa KkomaHaa interface web-api password.
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3.29.221 interface whnat

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Brntounts WHNAT (6ecnpoBoHO annapaTtHbIi yckopuTens) ans AP 5 Tw,
YckopuTenb Ncnonb3yeTcs Npu nepegave Tpadpuka mexay kameHtamm LAN
1 WLAN ogHoro cermeHTa ceTtn. Koraa HWNAT (annapaTHbIl yckopuTens)
BbiktoueH, WHNAT (6ecnpoBogHoOM annapaTHbIi yckopuTens) paboTtaet
yepe3 SWNAT (nporpaMMHBbI YCKOPUTESb), KOTOPbIA CHUXaeT CKOPOCTb B
HanpasneHun LAN-WLAN. Mo ymon4yaHmo HacTpolika BKIKOYeHa.

KomaHga ¢ npedprKCOM No OTK/H0YaeT YCKOPUTENb.
Ja

Ja

Het

WiFiMaster

I (config-if)> whnat

I (config-if)> no whnat

(config-if)> whnat
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": wireless »
hardware NAT offload is enabled.

(config-if)> no whnat
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": wireless »
hardware NAT offload is disabled.

Bepcus OnucaHve
3.09 JlobaBneHa komaHaa interface whnat.

3.29.222 interface wireguard asc

OnucaHwune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

HactpouTb napametpsl anst Advanced Security Configuration WireGuard.
KomMaHgza ¢ npedpurKcom no yaanset HaCTPOKY.

[Ja

Ja

Het

WireGuard

I (config-if)>  wireguard asc <jo «<jmins <jmax» <s1> <s2> <h1> <h2» <h3> <h4>

I (config-if)> no wireguard asc
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
jc CTpoka KonnuecTtBo NakeToB CO C/lyYaHbIMU
JaHHbIMK, OTNPaBAEHHbIX Nepes Hayanaom
ceccun.
jmin Ctpoka MWHVManbHbIM pa3mep "MyCcopHOro" nakeTta.

To ecTb Bce Cy4aiHO CreHepupoBaHHbIe
nakeTbl 6yAyT MMeTb pa3mep He MeHblLe

Jmin.

jmax Ctpoka MakcrManbeHbI pasmep "MycopHoro" nakeTta.

sl CTpoka Pa3mep cny4daliHbIX AaHHbIX, KOTOpble 6yAyT
AobaBneHsbl B init maker.

s2 Ctpoka Pa3mep ciy4daliHbIX AaHHbIX, KOTOpble 6yayT
Job6aBneHbl B response rnaker.

hl CTpoka 3aronoBok nepeoro 6arita handshake.

h2 CTpoka 3aronoBok nepsoro 6arita handshake
response.

h3 Ctpoka 3aronoBok naketa UnderLoad.

h4 CTpoka 3aronoBOK nakeTta faHHbIX. IHTepBan

oTrnpaBku nakeTos keepalive B cekyHAaXx.

Mpumep (config-if)> wireguard asc 120 22 320 06 06 1 2 3 4
Wireguard::Interface: "Wireguard0": set ASC parameters.

(config-if)> no wireguard asc
Wireguard::Interface: "Wireguard0": reset ASC parameters.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.02 Jo6aBneHa komaHaa interface wireguard asc.

3.29.223 interface wireguard listen-port

OnucaHue HasHaunTb Homep nopTa UDP, Ha KOTOPLIV NPUHMMAKOTCA BXoAsaLlme
noAkntoyeHus. Mo ymonyaHuo Homep nopTa He ornpejeneH.

KomaHga ¢ npedurkcom no cbpacbiBaeT 3HaveHme nopra.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Wireguard

CuHoncuc I (config-if)>  wireguard listen-port port>
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AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-if)> no wireguard listen-port

AprymeHT 3HauyeHue OnucaHwue

port UYenoe uucrio |Homep nopTa. MoXeT NpnUHUMAaTL 3HaYeHUS
B npegenax oT 1 Ao 65535 BkaoUnTENbHO.

(config-if)> wireguard listen-port 11633
Wireguard::Interface: "Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port
Wireguard::Interface: "Wireguard4": reset listen port.

Bepcus OnucaHve

3.03 Job6asneHa komaHaa interface wireguard listen-port.

3.29.224 interface wireguard peer

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

Bxo>kaeHue B rpynny

CuHoncuc

AprymeHThl

Mpumep

J06aBuTb NyBANYHbIA KOY YAaneHHOro NMpa, YTobbl HACTPOUTL HesonacHoe
coenHeHVe nocpeacTBoM npoTtokona WireGuard.

KomaHga c npedunkcom no yganseT yKasaHHbIA Koy,
Ja

Ja

Aa

Wireguard

(config-wg-peer)

(config-if)>  wireguard peer «key>

(config-if)> no wireguard peer <key>

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HaueHue karYa. Jjonyckaerca
NCMONb30BaHMe NaTUHCKNX BYKB, Lndp 1
3HaKOB paBeHCTBa. J/IHa K/toya cocTaBnsieT
44 cnvBona (NpeactaBnieHne CTPOKN B
32-6aiTHOM KoaMpoOBKe base64).

(config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmmOg=
(config-wg-peer)>
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naBa 3 OnncaHme KOMaHA,

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI jjPmmOg=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmmg0o="".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.03 JobasneHa komaHaa interface wireguard peer.

3.29.224.1 interface wireguard peer allow-ips

OnucaHue JobaBuTb noaceTb IP-agpecoBs, Ha KOTOpbIe pa3peLleHa nepejaya NakeTos
BHYTPW TYHHens.

MNprMeyaHue:  YTobbI pa3pelunTb Nepedady Ha fobble agpeca,
HeobxoAnMo A06aBUTbL NoAceTL 0.0.0.0/0.

KomaHga ¢ npedurkcomM no yaanseTt nogcetb. ECIM BbINOAHUTE KOMaHAy 6e3
aprymMeHTa, T0 BeCb CXCOK NoAceTern byaeT oumLLeH.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Wireguard

CvHoncuc (config-wg-peer)>  allow-ips @ddress» amask>

(config-wg-peer)> no allow-ips [ <address> amask> ]

AprymeHTbI AprymeHT 3HaueHue OonucaHue

address IP-agpec BmecTe c Mackoii mask 3ajaeT noaceTb
IP-agpecos, nognexawmx TpaHCNALNN.

mask IP-macka Macka noacetun. Ectb gBa cnocoba BBOAA
Macku: B KAHOHNYeCKOM Buae
(Hanpuvmep,255.255.255.0) n B BUAe
61TOBOV ANNHLI Npedukca (Hanpumep, /24).

Mpumep (config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".
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(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.03 Job6asneHa komaHgaa interface wireguard peer
allow-ips.

3.29.224.2 interface wireguard peer connect

OnucaHwne Ykazatb nHTepdeiic ana coegnHeHna WireGuard. Mo ymonyaHumio coegnHeHve
yCTaHaBnmMBaeTcsa Yepes noboi nHtepdelic.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAaUEHME MO YMOAYAHWNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIia BBog, Het
Tun nHtepdeiica WireGuard

CuHoncuc (config-wg-peer)>  connect via«wia»

(config-wg-peer)> no connect

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
via UHTepgeiic MonHoe nma nHTepderica nam NCeBAOHUM.
Npumep (config-wg-peer)> connect via ISP

Wireguard::Interface: "Wireguard0": set peer »
"IrtvFcVtI5SwcgxndcCmuWc+p8s8byP0zK/MAI67VmXs=" connect via "ISP"

(config-wg-peer)> no connect
Wireguard::Interface: "Wireguard0": disabled peer »
"IrtvFcVtI5wcqxndcCmuWc+p8s8byP0zK/MAI67VmXs="".

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

4.01 [JlobaBneHa komaHaa interface wireguard peer connect.

3.29.224.3 interface wireguard peer endpoint

OnucaHue YKazaTb agpec yfaneHHOro nmpa, C KOTopbiM byaeT yCTaHOB/IEHO coeAnHeHme
WireGuard.

KomaHaa ¢ npepunKcom no yaanseT KOHeYHY TOUKY TYHHenNs.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Tun nutepdeiica Wireguard

CuHoncnc (config-wg-peer)>  endpoint «address: [:xports]

(config-wg-peer)> no endpoint

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
address IP-agpec IP-agpec nnn fomeHHoe nma yaaneHHoro
XocTa.
port UYenoe 4uucro |Homep nopta UDP.
Mpumep (config-wg-peer)> endpoint 10.0.1.10:11635

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint

Wireguard::Interface: "Wireguard4": reset endpoint for peer »

"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
3.03 Job6asneHa komaHgaa interface wireguard peer
endpoint.

3.29.224.4 interface wireguard peer keepalive-interval

OnucaHune YcTaHOBUTb MHTEpBan oTnpaBku NakeTos keepalive 4nss MOHUTOPUHIa
coeanHeHus WireGuard. Tlo yMoN4aHMIO HTEpBas He 3a4aH.

KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Wireguard

CuHoncuc I (config-wg-peer)>  keepalive-interval«intervals

I (config-wg-peer)> no keepalive-interval
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interval Lenoe uucno |VIHTepBan oTnpasBku nakeToB keepalive B
cekyHzax. MoxeT NpvHMMaTb 3Ha4YeHns B
npeaenax ot 3 40 3600 BKIHOUNTENbHO.

NMpumep (config-wg-peer)> keepalive-interval 3
Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.03 JobaeneHa komaHAa interface wireguard peer
keepalive-interval.

3.29.224.5 interface wireguard peer preshared-key

OnucaHue 3agaTb pa3sgenseMblii Koy ana WireGuard coenHeHns K yaaneHHoMy nupy.
Pazpensembiii kntou (PSK) — 3To gononHUTeNbHOE yyulleHe 6e30nacHOCTU
B COOTBETCTBMMW C MpoTOoKosoM WireGuard v ans MakCMManbHOW
3aLUNLLEHHOCTU KaXAO0MY KANEHTY A0/KeH 6bITb Ha3HauYeH YHUKaAbHbIN
PSK. Mo ymonuaHuto PSK He ncnonb3syeTcs.

KomMaHza ¢ npedprKcom no yaanset HaCTPOKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica Wireguard

Cunoncuc (config-wg-peer)>  preshared-key preshared-key:

(config-wg-peer)> no preshared-key

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

preshared-key |[CTpoka 3HauveHMe kntoya PSK. [lonyckaetcs
NCNOb30BaHMe NaTUHCKUX BYKB, Lndp 1
3HaKoB paBeHcTBa. [nrHa Kntova 44
cuMBoONa.

Mpumep (config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
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Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onucaHvie
3.03 JobaBneHa komaHaa interface wireguard peer
preshared-key.

3.29.225 interface wireguard private-key

OonucaHue Ha3HaunTb UK creHeprpoBaTb NPUBATHBIN KU ANSt MOAKIUYEHUS K
yAaneHHbIM NMpam Yepes npoTokon WireGuard. Mo ymon4aHuto NpyBaTHbI
KNHOY He HaCTPOEH.

Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Wireguard

Cunoncnc (config-if)>  wireguard private-key [ private-key>]

AprymeHTbI AprymMeHT |3HaueHme |OnucaHue

private-key [CTpoka 3HauyeHVie HOBOro NPYBATHOIO K/toYa.
JlonyckaeTcs NCNonb3oBaHMe NaTUHCKMUX
6yKB, Ldp 1 3HaKOB paBeHCTBa. AnnHa
Knto4va 44 cmmsona.

Mpumep (config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

3.03 [Jlo6aBneHa komaHga interface wireguard private-key.

3.29.226 interface wmm

OnucaHue Bkntounts WMM Ha nHTepdelice.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

Ja
Ja
Het

Access Point

CnHoncuc I (config-if)>  wmm

I (config-if)> no wmm
Mpumep (config-if)> wmm

WMM extensions enabled.
MCTOPMH V|3MEHEHV||7| Bepcmﬂ onucaHve

2.00 JobaBneHa komaHaa interface wmm.

3.29.227 interface wpa-eap radius secret

OnucaHune YKa3aTb COBMECTHO NCMOJIb3yeMblii CEKPETHbIN KoY A18 6e30nacHOro
B3auMoAencTBma mexay RADIUS cepepom 1 RADIUS KnneHToMm.

KomaHaa ¢ npedurKcom no yaanseT CeKpeTHbIN Koy,

Mpedunkc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun uHTepdderica Bridge

CuvHoncuc

(config-if)> wpa-eap radius secret <secret>

(config-if)> no wpa-eap radius secret

AprymeHTbI AprymeHT 3HaueHue OonucaHue
secret Ctpoka 3HadeHue kntoya RADIUS cepsepa.
MakcnmanbHaga gnnHa coctaBnsaet 64
cMMBONa.
Mpumep (config-if)> wpa-eap radius secret »

(+>R#G™ }-INxru'i8i | LK}wBN9E~X0Xa{xFOG-N"%FaTnr|S(e(q$/1P2/tbX/#Q
Network: :Interface: :Rtx::WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret cleared.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.01 Jlo6aBneHa koMmaHga interface wpa-eap radius secret.

3.29.228 interface wpa-eap radius server

OnucaHwue YKa3aTb agpec RADIUS cepBepa.
KomaHaa ¢ npedurkcom no yaanset agpec cepsepa.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Bridge

CuHoncuc (config-if)> wpa-eap radius server address[: port,]

(config-if)> no wpa-eap radius server

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
address IP-agpec IP-agpec RADIUS cepsepa.
port UYesnoe uucro |Homep nopta RADIUS cepBepa.
NMpumep (config-if)> wpa-eap radius server 192.168.10.10

Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.

(config-if)> no wpa-eap radius server
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server cleared.

VICTOpI/Iﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.01 [Jlo6aBneHa komaHza interface wpa-eap radius server.

3.29.229 interface wps
OnucaHwue BkntounTb GyHKUMOHaNbLHOCTL WPS.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a

Hopper (KN-3811) — CnpaBOUHVK KOMaHZ 309



naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WiFi

Cunoncuc | (config-ifi>  wps

I (config-if)> no wps

Mpumep (config-if)> wps
WPS functionality enabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga interface wps.

3.29.230 interface wps auto-self-pin

OnucaHue BrntounTb pexum WPS auto-self-pin. Mo ymonuaHuo pexmnm auto-self-pin
BKJIFOUEH.

KomaHga ¢ npedrkcom no oTKA0YAET 3TOT PeXUM.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

Mpumep (config-if)> wps auto-self-pin
Network: :Interface::Rtx::Wps: an auto self PIN mode enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JlobaBneHa komaHAa interface wps auto-self-pin.

3.29.231 interface wps button

OnucaHwue Hauatb npouecc WPS ¢ ncnonb3soBaHvem KHOMKW. [poLecc AnnTca 2 MUHYTHI,
NIV MeHblLLUe, ecsin coejnHeHne yCTaHOB/IEHO.

Mpedukc no Het

MeHsieT HacTpoiikn  Hert
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

WiFi

(config-if)>  wps button «directiom

AprymeHT 3HauyeHue OnuncaHwue

direction send OTnpaBuTb HacTpolikmn Wi-Fi.

receive MonyunTtb HacTponkn Wi-Fi ot Hopper.

(config-if)> wps button send
Sending WiFi configuration process started (software button mode).

Bepcus OnucaHue

2.00 [JlobaBneHa komaHga interface wps button.

3.29.232 interface wps peer

OnucaHune

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Hauatb npouecc WPS ncnonbsysa PIN yaaneHHoro y3na. lMpouecc anntesa 2
MUHYTbI, W11 MeHbLLe, eCIn CoefMHeHne YyCTaHOoB/eHO. [10 yMon4aHuio
npouecc WPS PIN BbIk/IrOUeH.

Het
Het
Het
WiFi
(config-if)>  wps peer «direction> pin
AprymeHT 3HaueHune |OnucaHue
direction send OTtnpaBuTb HacTporikmn Wi-Fi.
receive MonyunTb HacTpolikn Wi-Fi oT yaaneHHoro
y3na.
pin CTpoka PIN-koA yAaneHHoro ysna.

(config-if)> wps peer send 53794141
Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.

Bepcus OnucaHue

2.04 Job6asneHa komaHgaa interface wps peer.
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3.29.233 interface wps self-pin

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

HauaTb npouecc WPS ncnonb3sys PIN ycTpoiicTBa. [Mpouecc AnnTes 2 MUHYTHI,
NV MeHbLLUE, ecsin coefHeHE YCTaHOBJIEHO.

Het
Het
Hert
WiFi

(config-if)>  wps self-pin «directiom

AprymeHT 3HauyeHue OnucaHwue

direction send OTtnpaBuTb HacTpoiikmn Wi-Fi.

receive MonyunTtb HacTpolikm Wi-Fi ot Hopper.

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface wps self-pin.

3.29.234 interface zerotier accept-addresses

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

BkarounTb nonyyeHve ajgpeca ot cepsepa ZeroTier.
KomaHga ¢ npednkcom no oTkAoYaeT 3Ty GYHKLMIO.
Ja

Ja

Het

ZeroTier

I (config-if)>  zerotier accept-addresses

I (config-if)> no zerotier accept-addresses

(config-if)> zerotier accept-addresses
ZeroTier::Interface: "ZeroTier0": enabled addresses accept.

(config-if)> no zerotier accept-addresses
ZeroTier::Interface: "ZeroTier0": disabled addresses accept.
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VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
4.01 JlobaBneHa koMmaHa interface zerotier
accept-addresses.

3.29.235 interface zerotier accept-routes

OnucaHune BKAOUMTL NONyYeHVe MapLUPYTOB OT yAaNeHHOW CTOPOHbI Yepes ZeroTier.
KomaHga ¢ npedrkcom no oTkArYaeT 3Ty yHKLUMIO.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica ZeroTier

CuHoncuc I (config-if)>  zerotier accept-routes

I (config-if)> no zerotier accept-routes

Mpumep (config-if)> zerotier accept-routes
ZeroTier::Interface: "ZeroTier0": enabled routes accept.

(config-if)> no zerotier accept-routes
ZeroTier::Interface: "ZeroTier0": disabled routes accept.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

4.01 [Job6asneHa komaHza interface zerotier accept-routes.

3.29.236 interface zerotier connect

OnucaHwue 3agatb nHTepdelic gnsa noagxkntoueHns ZeroTier. ECin apryMeHT He ykasaH,
NoAKIYEHMe yCTaHaBANBaeTCs uepes N1bol nHTepdelic.

KomaHga ¢ npedurkcom no ycTaHaBAIMBAET 3HaUEHKE MO YMOAYAHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica ZeroTier

Cunoncuc I (config-if)>  zerotier connect[via «wia]

I (config-if)> no zerotier connect
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
via UHTepgenc MNonHoe nma nHTepderica Nam NCeBLOHUM.
NMpumep (config-if)> zerotier connect via ISP

ZeroTier::Interface: "ZeroTier0@": set connection via ISP.

(config-if)> no zerotier connect
ZeroTier::Interface: "ZeroTier0": set connection via any »

interface.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
4.01 JlobaBneHa komaHaa interface zerotier connect.

3.29.237 interface zerotier network-id

OnucaHune 3agaTb naeHTndukaTop TyHHens ZeroTier.
KomaHza ¢ npedpurKcom no yaanseTt AaHHY HaCTPOWKY.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica ZeroTier

Cunoncuc (config-if)>  zerotier network-id <network-id>

(config-if)> no zerotier network-id

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
network-id |Crpoka NaeHTrdunkaTop TyHHens.
Mpumep (config-if)> zerotier network-id 816227940c13c37e
ZeroTier::Interface: "ZeroTier0": set network ID to »
"816227940c13c37e".

(config-if)> no zerotier network-id
ZeroTier::Interface: "ZeroTier0": reset network ID.

VICTOleH V|3Me|'|e|'||/||7| Bepcwﬂ OonvcaHuvie

4.01 JobaBneHa komaHaa interface zerotier network-id.
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naBa 3 OnncaHme KOMaHA,

3.30ip arp

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3agaTb cTaTUYecKkoe cornoctasneHne mexay IP n MAC agpecamu 4519 XOCTOB,
He NoAAepPXMBAOLLNX AHaMUYeckuin ARP.

KomaHga c npedurkcom no yaanseT 3anuch 13 tabamusl ARP. ECnv BbINOAHUTL
KOMaHZy 6e3 aprymMeHTOoB, BeCb CNUCoK 3anucein ARP byaeT ounLLeH.

Ja
Ja
Aa
(config)> ip arp «ips> mac

(config)>noip arp[«ips]

AprymeHT 3HauyeHue OnuncaHwue

ip IP-apgpec IP-agpec B BUAE YeTbIpéx AeCATUYHbIX Yncen,
pa3AenéHHbIX TOUKaMM, COOTBETCTBYHOLLMIA
NlokanbHOMY ajpecy.

mac MAC-appec MAC-aapec B Buge wecT rpymnn
LecTHaALATEPUUHbIX P, pa3aeneHHbIX
ABOETOUNAMN.

(config)> ip arp 192.168.2.50 al:2e:84:85:f4:21
Network: :ArpTable: Static ARP entry saved.

(config)> no ip arp 192.168.2.50
Network: :ArpTable: Static ARP entry deleted for 192.168.2.50.

(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.

Bepcus OnucaHue

2.00 JobasneHa KoMaHaa ip arp.

3.31ip dhcp class

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

JocTtyn K rpynne KoMaHA AN HaCcTpoMKn BeHAop-knacca DHCP (60 onuus).
Ecnn knacc BeHAOPOB He HalAeH, KOMaHAa NbITaeTcs ero co3aathb.

KomaHga ¢ npedpurkcom no yaanseT Bbl6paHHbI Knacc.
Ja

Het
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-dhcp-class)

Cunoncuc (config)> ipdhcp class «class»
(config)> no ip dhcp class «class»
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
class CTpoka Ha3BaHVe BeHAOp-K1acca.
Mpumep (config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHga ip dhcp class.

3.31.1ip dhcp class option

OnucaHune YKa3zaTb 3HaueHue onumm 60 Ans NpMCBOEHNA BeHAOP-Kaacca.
KomaHga ¢ npedurkcom no yganseT ykasaHHbIN knacc.

MNpejukc no Ja

MeHsieT HacTpoiiku  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config-dhcp-class)>  option <cnumber> hex «data»
(config-dhcp-class)> no option <number>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
number Uenoe umncno |Homep onumu. Ceilvac MCNoNb3yeTcsi TONbKO
3HaueHwve 60.
data CTpoka 3HadeHue onuun.
Mpumep (config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JlobasneHa komaHaa ip dhcp class option.
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naBa 3 OnncaHme KOMaHA,

3.32ip dhcp host

OnucaHwue HactpouTb cTaTuyeckyro npusasky IP-agpeca Kk MAC-agpecy xocta. Ecnm xoct
C YKa3aHHbIM IMEHeM He HalifjleH, KOMaHAa NbITaeTcs ero cos3atb. Ecnu
yKasaHHbI IP-agpec He BXOANT B A1ana3oH HW OAHOrO nyna, KoMaHAa
COXPaHUTCA B HAaCTpoOKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga nossonget nomeHaTb MAC-agpec, ocTaBuB MpexHee 3HayueHne
IP-agpeca, n Hao6opoT — NoMeHATL [P-agpec, ocTaBMB NpeXxHee 3HaYeHne
MAC-agpeca.

KomaHaa ¢ npepurkcom no yaanseT XocT.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIli BBog, /[la

CuHoncuc (config)> ipdhcp host chosts[mac ][ ip]
(config)> no ip dhcp host <host»
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
host Ctpoka Mpon3BosibHOE NMSA XOCTa, UCMOJIb3YyeTcsa A1
naeHTndurkaumm napbl MAC-IP B HacTpowkax.
mac MAC-agpec MAC-agpec xocTa Ans CTaTU4ecKor NpBA3KK
IP-agpeca. Ecnv He yka3saH, 3HadeHue bepeTcs
13 NpeablayLLei HaCTPOMKN.
ip IP-agpec IP-agpec xocTa. Ecnm He yKa3aH, 3HayeHue
6epeTca U3 NpeablayLieit HacTPOVKN.
Npumep (config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.
VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onucaHvie

2.00 Job6asneHa komaHaa ip dhcp host.

3.33 ip dhcp pool

OnucaHue JocTyn K rpynne komaHg ansa Hactpoiiku DHCP-nyna. Ecam nyn He HaingeH,
KOMaHga nbiTaeTcd ero co3gath. [ng nyna 3agaetca cnncok DNS-cepsepos
(komaHaa dns-server), W03 N0 ymondaHuio (komaHaa default-router) n
BpeMms apeHabl (koMaHa lease), a Takke granasoH AnHamuyeckux IP-agpecos
(komaHga range).

Mocne HacTPOMKKM NyNOB HEOHXOAMMO BKIKOUNTL CNyx6y DHCP ¢ MOMOLLbIO
KoMaHgbl service dhcp.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Mo>HO co34aTb He bonbLue 32 nynoB. MakcMManbHas ganHa MMeHu nyna
— 64 cmmBona.

MNpuMeyaHune: B TekyLlei BepcUn CUCTEMbI peann3oBaHa NoAdepXKKa He
6onee ogHoOro Nyna Ha nHTepdeinc. 1na KoppekTHoON paboThl
cepsepa DHCP TpebyeTcs, uTobbI Arnana3oH IP-agpecos,
YCTaHOBNEHHbI KOMaHAOoM range, npuHaanexan cetu,
HaCcTpoOeHHo Ha ogHoM 13 Ethernet-nHtepdeiicos
yCTpOICTBa.

KomaHga c npedunkcom no yganset nyn.
Ja

Ja

Aa

(config-dhcp-pool)

(config)>  ip dhcp pool <name>

(config)> no ip dhcp pool <name>

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka Vmsa nyna DHCP.

(config)> ip dhcp pool test_ pool
pool "test pool" has been created.

Bepcus OnucaHve

2.00 [JobasneHa komaHaa ip dhcp pool.

3.33.1 ip dhcp pool bind

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

MpwvBsi3aTb Nyn K yKazaHHOMY UHTepdericy.
Ja

Ja

Het

Ethernet

I (config-dhcp-pool)>  bind <interfaces

I (config-dhcp-pool)> no bind <interfaces
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc MNonHoe nma nHTepderica Nam NCeBLOHUM.

(config-dhcp-pool)> bind GigabitEthernetl
pool "test pool" bound to interface GigabitEthernetl.

Bepcus OnucaHve

2.00 JobasneHa KkomaHgaa ip dhcp pool bind.

3.33.2 ip dhcp pool bootfile

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.33.3ip dhcp

OnuncaHune

YKkaszaTb NyTb K Paiiny HacTpoek Ha TFTP-cepBepe ans knneHta DHCP (onums
67).

KomaHga c npedurkcom no yganseTt HaCTPOWKY.
Ja

Ja

Het

Ethernet

(config-dhcp-pool)>  bootfile <bootfile»

(config-dhcp-pool)> no bootfile

AprymeHT 3HauyeHue OnuncaHwue

bootfile Wma ganna MyTb K pariny HacTpoek.

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus OnucaHue
2.1 JobasneHa komaHaa ip dhcp pool bootfile.
pool class

JocTyn K rpynne KoMaHg 4as HaCcTpoMKM BeHAop-knacca DHCP BbIbpaHHOro
nyna agpecos. Ecin knacc BeHAOPOB He HalAeH, KOMaH/Aa NbiTaeTcs ero
co3aatb.
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naBa 3 OnncaHme KoMaHp,

Mpe¢ukc no

MeHsieT HacTpoAKM

Ans KoppekTHOM paboTbl MMS Kiacca AOMKHO OblTb TakMM Xe, Kak 1 B
komaHge ip dhcp class.

KomaHza c npedurkcom no yaansieT BolbpaHHbIl knacc.

Aa
Ja

MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-pool-class)

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

(config-dhcp-pool)>

class «class»

(config-dhcp-pool)> no class «class>

AprymeHT

3HavyeHue

OnuncaHue

class

CTpoka

HasBaHue BeHAOpP-KMacca.

(config-dhcp-pool)> class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

Bepcus

OnucaHune

2.00

JobasneHa komaHgaa ip dhcp pool class.

3.33.3.1 ip dhcp pool class option

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

YcTaHOBWUTL A0ONOJIHUTE NIbHBIE onunmn anga DHCP knneHTa B c/iyyae

CoBMajeHuNs BeHAOp-kaacca.

KomaHza c npedurKcom no yaansieT ykazaHHy onuuio.

Ja
Ja
Ja

(config-dhcp-pool-class)>

option <numbenr <types «data»

(config-dhcp-pool-class)> no option <number>

AprymeHT 3HayeHue OnuncaHwue
number 6 Onuwsa 6, DNS-cepsep.
42 Onuwa 42, NTP-cepBep.
43 Onuws 43, nogpobHas nHpopmaums o

npomssogutene.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

type ip Tun aprymeHTta data — IP-agpec. 3T1oT TN
He 1cnosib3yeTca Ana onumm 43.
hex Tun aprymeHTa data — WecTHajLaTepmuyHoe
uncno.
data CTpoka 3HauyeHue onuunn.
Mpumep (config-dhcp-pool-class)> option 6 ip 192.168.1.1

Dhcp::Server: Option 6 is set to 192.168.1.1.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 Jo6aeneHa komaHga ip dhcp pool class option.

3.33.4 ip dhcp pool debug

OnucaHue Jlo6aBUTL OTNAA0UHbIE COOBLLEHUSA B CUCTEMHbIV XYpPHa. Mo yMonYaHuo
HaCTpoMKa OTK/KYeHa.

KomaHga ¢ npedurKcoM No OTK/OYAET OT/AAKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie
2.01 Job6asneHa komaHaa ip dhcp pool debug.

3.33.5ip dhcp pool default-router

OnucaHue HactpouTb IP-agpec wnto3a no ymondaHuto. Ecnuv He ykasaH, To byaet
MNCNOSIb30BaTbCA aApec, HacTpoeHHbIN Ha Ethernet-nHTtepderice,
ornpegeneHHOM aBTOMaTUYeCKM 415 3alaHHOro JManasoHa range.

KomaHaa ¢ npepunKcom no oTMeHseT HaCTPONKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-dhcp-pool)>  default-router <address;
(config-dhcp-pool)> no default-router
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IP-appec Afpec Wwr3a rno yMoayaHuio.
Mpumep (config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHaa ip dhcp pool default-router.

3.33.6 ip dhcp pool dns-server

OnucaHue Hactpouts IP-agpeca cepsepoB DNS (DHCP-onuusa 6). Ecin He ykasaH, To
byfeT 1Cnonb30BaThCA agpec, HacTpoeHHbIN Ha Ethernet-uHtepdderice,
orpesesieHHOM aBTOMaTUYeCKM A/15 3alaHHOro JManasoHa range.

KomaHga ¢ npedrnkKcom no oTMeHsAET HaCTPOIKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-dhcp-pool)>  dns-server (<addressl[address2] | disable)
(config-dhcp-pool)> no dns-server
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
addressl IP-agpec Agpec nepsryHoro DNS-cepBepa.
address2 IP-agpec Appec sTopuyHoro DNS-cepBepa.
disable Knwyesoe Otkntountse DHCP onuuito 6.
CJ10BO
Npumep (config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHgaa ip dhcp pool dns-server.
2.11 [Jlo6aBneH aprymeHT disable.
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naBa 3 OnncaHme KOMaHA,

3.33.7 ip dhcp pool domain

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

YKa3aTb fJOMEHHOE VMS, KOTOPOE KJINEHT JO/IKEH MCMO/b30BaTh Npu
paspelleHun nmeH Yepes DNS (option 15).

KomaHga ¢ npednkKcom no oTMeHsAET HaCTPOIKY.
Ja

Ja

Het

(config-dhcp-pool)>  domain «domain»

(config-dhcp-pool)> no domain

AprymeHT 3HauyeHue OnuncaHwue

domain CTpoka JlokanbHOe JOMeHHOoe VM4,

(config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.

Bepcusa OnucaHue

2.05 Job6asneHa komaHgaa ip dhcp pool domain.

3.33.8 ip dhcp pool enable

OnuncaHwne
Mpe¢ukc no
MeHsieT HacTpoikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

HauaTb ncnonb3oBaThb Nyn B cUcCTEME.

KomaHga c npedurkcom no oTk/IoYaeT UCMonb3oBaHve nyna.
Ja

Ja

Het

I(config-dhcp-pool)> enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.

Bepcus OnucaHue

2.03 [Job6asneHa komaHgaa ip dhcp pool enable.
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naBa 3 OnncaHme KoMaHp,

3.33.9 ip dhcp pool lease

OnucaHue YcTaHoBWUTL Bpems apeHabl IP-agpecos nyna DHCP. Mo ymonyaHutio
ncnonb3yeTtcs 3HayeHe 25200 (7 Yacos).

KomaHga ¢ ﬂpeq)I/IKCOM Nno BO3BpallaeT 3HayeHne BpeMeHn apeHibl No
yMO/T4aHUHO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dhcp-pool)>  lease <lease
(config-dhcp-pool)> no lease
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
lease UYenoe uucno |Bpema apeHabl B ceKyHAax. MoxeT
NPVHUMAaTb 3Ha4YeHWVs B Npegenax ot 1 Ao
259200 (3 gHs).
Npumep (config-dhcp-pool)> lease 259200
Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.
(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »
seconds) .
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.00 JobasneHa koMmaHgaa ip dhcp pool lease.

3.33.10 ip dhcp pool next-server

OnucaHwue YkasaTtb agpec TFTP-cepBepa ana DHCP-knveHTa (onums 66).
KomaHaa ¢ npedurKcom no yaanseT HaCTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun uHTepderica Ethernet

CuHoncuc I (config-dhcp-pool)>  next-server «address>
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naBa 3 OnncaHme KOMaHA,

(config-dhcp-pool)> no next-server

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec Appec cepsepa TFTP.
NMpumep (config-dhcp-pool)> next-server 10.1.1.11

Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.1 Job6asneHa komaHgaa ip dhcp pool next-server.

3.33.11 ip dhcp pool option

OnucaHue 3agaTb gononHuTenbHble napameTpbl gna DHCP-cepeepa.
KomaHaa ¢ npedunKcom no yaanseT AONONHUTENbHYI HaCTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tun nHtepdeiica Ethernet

CuHoncuc (config-dhcp-pool)>  option <numbers [ type] «data»

(config-dhcp-pool)> no option <numbers

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
number 4 Onuwsa 4, cepsep BpemeHu. Tun — IP-aapec.

6 Onumua 6, DNS-cepsep. Tun — IP-agpec.

42 Onuwsa 42, NTP-cepsep. Tun — IP-agpec.

44 Onuwsa 44, NetBIOS-cepsep. Tun — IP-agpec.

26 Onumua 26, MTU. MoxeT npyHMMaTh
3HayeHWda B npegenax ot 0 Ao 65535
BK/IIOUNTE/IBLHO.

121 Onuyuna 121, becknaccoBble cTaTnyeckue
MapLupyTbl. Tnn —IP-agpec cet HazHayeHus
1 Macka ceTun Ha3Ha4YeHUs B BUe BUTOBOW
ANVHBI Npedukca (Hanpumep, /24).
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue

249 Onuwusa 249, MS mapLpyTtsl. Tun — IP-agpec
CeTu Ha3HayeHusa N Macka ceTn HazHayeHus
B BUAE 6UTOBOI AnVHbI Npedukca
(Hanpumep, /24).

type hex LLlecTHaguaTepryHoe YnCno.
ascii Yumcno ASCIL.
ip IP-agpec. 3TOT TMIN He Ncnonb3yeTca AN

onummn 26. He ykasbiBaeTcs B KOMaHAe Kak
KJtoUeBoe C/I0BO.

data CTpoka 3HayeHue onuun.

Mpumep

UcTopuns nsmeHeHni

(config-dhcp-pool)> option 4 192.168.2.1
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 4.

(config-dhcp-pool)> option 60 ascii "MSFT 5.0"
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 60.

(config-dhcp-pool)> option 150 ip 41.57.50.46,42.54.50.46
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 150.

(config-dhcp-pool)> no option 4
Dhcp::Pool: " WEBADMIN BRIDGE2": cleared option 4.

Bepcus OnucaHve

2.09 JobasneHa komaHaa ip dhcp pool option.

3.33.12 ip dhcp pool range

OnucaHune

Mpe¢unkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

HacTtpouTtb gnanasoH gHaMNYeckmnx aapecos, BblgaBaemMblx DHCP-kineHTam
HekoTopoli noaceTn. lnanasoH 3ajaeTcs HadvalbHbIM N KOHEeYHbIM
IP-agpecom, 60 HavanbHbLIM agpecoM 1 paamepoM. CeTeBoli MHTepdelic,
K KOTOPOMY 6yAyT NpUMeHeHbl HAaCTPOMKN, BblIbMpaeTca aBTOMaTUYeCKu.
Agpec BblIbpaHHOro nHTepderica NCNonb3yeTcsd B Ka4ecTBe LW03a No
ymonuyaHuo n DNS-cepBepa, ecnm He 3ajaHbl gpyrue agpeca koMaHgamu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHga c npedunkcom no yganseT grnanasoH.

Ja

Ja

Het

I (config-dhcp-pool)>  range <egins (<end> | <size»)

I (config-dhcp-pool)> no range
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
begin IP-apgpec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size lenoe 4ucro |Pasmep nyna.

Npumep (config-dhcp-pool)> range 192.168.15.43 3

pool " WEBADMIN" range has been saved.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 [Jlo6baBneHa komaHga ip dhcp pool range.

3.33.13 ip dhcp pool update-dns

OnucaHue Jobaenatb cTatnyeckme 3anucm B DNS-npokcn npu Bbigade DHCP-agpecos.
B kauecTBe MMeHN ncnonb3yetcsa MM xocta n3 DHCP-3anpoca. Mo
YMOIYaHUIO QYHKLNSA OTKAKOYEHa.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CnHoncuc I(config—dhcp—pool)> update-dns
I (config-dhcp-pool)> no update-dns
NMpumep (config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa komaHga ip dhcp pool update-dns.

3.33.14 ip dhcp pool wpad

OnucaHune Hactpoute DHCP onuwnto 252 — npoTokon WPAD. Mo ymMon4aHuio onuus
OTK/tOYEHa.

KomaHaa ¢ npedrKcom no oTKNtoYaeT HaCTPONKY.
Mpejukc no Ja

MeHsieT HacTpoilikn  [la
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-dhcp-pool)>  wpad wpad>

(config-dhcp-pool)> no wpad

AprymeHT 3HauyeHue OnuncaHwue

wpad Ctpoka URL-agpec npokcun-cepsepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga ip dhcp pool wpad.

3.34 ip dhcp relay lan

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YKa3zaTb, Ha KakoM ceTeBOM NHTepdeiice peTpaHcnaTop DHCP 6yaet
06pabaTbiBaTh 3aNPOChl KNMEHTOB. MOXHO YKa3aTb HECKONLKO MHTepdelicoB
«lan», ANs 3TOro HY>XXHO BBECTU KOMaHAY HeCKO/IbKO pas, yKa3as Bce
HeobxoanMble nHTepdelicbl Mo 0A4HOMY.

KomaHga ¢ npedurkcom no otknrodaeT petpaHcnaTop DHCP Ha yka3aHHOM
nHTepderice. Ecim ncnonb3osate KOMaHAy 6€3 apryMeHTOB, peTpaHCIsaTop
DHCP byaeT oTKNOYEH Ha BCeX MHTepdelicax.

Ja
Aa
Ja
(config)> ip dhcp relay lan <interface»

(config)> no ip dhcp relay lan [ interface]

AprymeHT 3HauyeHue OnucaHwue

interface UHTeppenc MonHoe nmMa nnn nceBioHNM UHTepdelica
Ethernet, Ha KoTopoMm peTpaHcnaTop DHCP

6yseT NPUHMUMATbL 3aNpoChl KNEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie

2.00 [JobaeneHa komaHaa ip dhcp relay lan.

3.35ip dhcp relay server

OnucaHwue YkazaTb IP-agpec cepsepa DHCP, Ha KOTOpPbI peTpaHcaaTop byaeT
nepeHanpasnaTb 3aNpoCkl KIMEHTOB U3 JIOKAJIbHOWN CeTW.

KomaHga ¢ npedprKcoM no yaanset HacTPOMKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

Cutoncnc (config)> ip dhcp relay server <address»
(config)> no ip dhcp relay server [ address ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec cepeepa DHCP.
Npumep (config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza ip dhcp relay server.

3.36 ip dhcp relay wan

OnucaHwne YKa3sbiBaeT, yepes Kakow ceTeBol MHTepdeiic peTpaHcnaTop DHCP 6yget
06paLLaThCs K BblecTosLweMmy cepsepy DHCP. B cncteme MOXeT 6bITb TONbKO
OAVNH NHTepdelic Takoro Tnna. Eciv ToUHbIN agpec cepBepa He yKasaH (cMm.
ip dhcp relay server), 3anpockl 6yayT nepefaBaTbCs LUMPOKOBeLLaTeNbHO.
PekomeHayeTcs yKasblBaTb ajpec cepeepa.

KomaHaa ¢ npedurKcom no yaanseT HacCTPOWMKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CuHoncuc I (config)>  ip dhcp relay wan <interface»
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AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config)> no ip dhcp relay wan [ interface]

AprymeHT

3HayeHue

OonvicaHune

interface

UHTepgeric

MonHoe nmsA nAn NceBAOHUM NHTepdelica
Ethernet, Ha KOTOpbI ByAyT HaNpaBAATLCA

3anpockl ot DHCP-knneHTOB.

(config)> ip dhcp relay wan GigabitEthernetl
using WAN interface GigabitEthernetl.

Bepcus

OnucaHune

2.00

JlobasneHa komaHaa ip dhcp relay wan.

3.37 ip esp alg enable

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

WcTopus nsmeHeHum

BkntounTb pexxum IPSec Passthrough pnsa TyHHenen IPsec ESP. T1o yMon4aHUIo
HaCcTpoMKa BbIK/IHOUEHaA.

KomaHza c nped1KcomM no oTKIOYaeT HaCTPOWAKY.

Aa
Ja

Het

I(config)> ip esp alg enable

I (config)>no ip esp alg enable

(config)> ip esp alg enable
Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

Bepcus

OnucaHune

3.05

JobasneHa komaHgaa ip esp alg enable.

3.38 ip flow-cache timeout active

OnuncaHune

YCTaHOBUTb BpeMs XpaHeHNs akTUBHbIX CeCccuii B KeLue. 1o ymonyaHumio
ncnonb3yetca 3HadeHue 10.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config)>  ip flow-cache timeout active <timeout>

(config)> no ip flow-cache timeout active

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe 4ucno |3Ha4veHwue TaliM-ayTa B MUHyTax. MoxeT
npUHUMaTbL 3HayeHus B npegenax ot 1 Ao 30.

(config)> ip flow-cache timeout active 1
Netflow: :Manager: Active timeout set to "1" min.

(config)> no ip flow-cache timeout active
Netflow: :Manager: Active timeout reset to "10" min.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga ip flow-cache timeout active.

3.39 ip flow-cache timeout inactive

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YCTaHOBUTb BpeMsi XpaHeHUst HeaKTUBHbIX CeCCUiA B KeLle. 10 yMonYaHuto
ncnonb3lyeTca 3HayveHue 20.

KomaHza ¢ npedprKcoM Nno BO3BpPAaLLAET 3HAUEHME MO YMONYAHUIO,
Ja

Ja

Het

(config)> ip flow-cache timeout inactive «timeout>

(config)> no ip flow-cache timeout inactive

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe 4ucno |3HayeHue TaliM-ayTa B cekyHAax. MoxeT
NPUHMMaTb 3Ha4YeHVsa B npejenax ot 1 4o
600.

(config)> ip flow-cache timeout inactive 1
Netflow: :Manager: Inactive timeout set to "1" s.
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WcTopusa nsmeHeHum

(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.

Bepcus

OnucaHmne

2.1

Job6asneHa komaHaa ip flow-cache timeout inactive.

3.40 ip flow-export destination

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3ajaTb napamMeTpsl KosnekTopa NetFlow.

KomaHza c npedurKcom no yaansiet napameTpbi.

Ja
Ja

HeTt

(config)>

ip flow-export destination «address; port>

(config)> no ip flow-export destination

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec IP-agpec coopLumKa JaHHBbIX.
port UYenoe uucro |Homep nopta UDP konnektopa. Moxet

npUHMMaTh 3HadeHna 2055, 2056, 4432, 4739,
9025, 9026, 9995, 9996, 6343.

(config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.

(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.

Bepcusa

OnucaHue

2.11

Jlo6aBneHa komaHga ip flow-export destination.

3.41 ip flow-export version

OnucaHwne

Yka3zaTb Bepcuto konnektopa NetFlow. Mo yMONUYaHMIO NCNONb3YyeTCs

3HayeHue 5.

KoMaHga ¢ npedrikcoM no BO3BpaLLAET 3HaYeHMe Mo yMONYAHNIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.42ip ftp
OnucaHwue

Mpe¢ukc no

MeHsieT HacTpoKK
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica
Bxo>xAeHue B rpynny

CuHoncuc

Mpumep

UcTopuns nsmeHeHnii

Ja
Ja

Het

(config)> no ip flow-export version

(config)> ip flow-export version «wersion

AprymeHT 3HauyeHue OnuncaHwue

version Crpoka Bepcusa npoTtokona.

(config)> ip flow-export version 9

Netflow: :Manager: Set export protocol version to 9.

(config)> no ip flow-export version

Netflow: :Manager: Reset export version to 5.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHga ip flow-export version.

Ipynna KoMaHg Anst HacTporky gocTtyna K ftp.
Het

Hert

Het

IP

(config-ftp)
I (config)> ip ftp

(config)> ip ftp
(config-ftp)>

Bepcus OnucaHve

2.08 JobasneHa KomaHaa ip ftp.
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3.42.1 ip ftp client-charset

OnucaHue YcTaHOBWUTL KOAMPOBKY Mo ymMmonyaHuo and FTP-cepsepa. Mo ymonyaHvo
ncrnonb3syetca kogmposka UTF-8

KomaHga ¢ npedunkcom no Bo3BpaLlaeT KOAMPOBKY MO YMONYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-ftp)>  client-charset «charset>

(config-ftp)> no client-charset

AprymeHTbI AprymeHT 3HaueHue OonucaHue

charset utf-8 Tun KognpoBsKu.
utf-16
utf-16le
utf-16be
utf-32
utf-321e
utf-32be
is0-8859-1
is0-8859-2
1s0-8859-3
is0-8859-4
is0-8859-5
is0-8859-6
1s0-8859-7
is0-8859-8
is0-8859-9
is0-8859-10
is0-8859-11
is0-8859-12
is0-8859-13
is0-8859-14
is0-8859-15
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AprymeHT

3HauyeHue

OnucaHwue

150-8859-16

cp-037

cp-424

cp-437

cp-500

cp-737

cp-775

cp-850

cp-852

cp-852

cp-855

cp-856

cp-857

cp-860

cp-861

cp-862

cp-863

cp-864

cp-865

cp-866

cp-869

cp-874

cp-1026

cp-1250

cp-1251

cp-1252

cp-1253

cp-1254

cp-1255

cp-1256

cp-1257

cp-1258

koi8-r

koi8-u

kz-1048
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naBa 3 OnncaHme KoMaHp,

AprymeHT

3HauyeHue

OnucaHwue

nextstep

mac-celtic

mac-centeuro

mac-croatian

mac-cyrillic

mac-gaelic

mac-greek

mac-icelandic

mac-inuit

mac-roman

mac-romanian

mac-turkish

mac-ukrainian

Mpumep (config-ftp)> client-charset utf-16
Ftp::Server: Set client charset to "utf-16".

(config-ftp)> no client-charset

Ftp::Server: Reset client charset to default.

WcTopuns nsmeHeHwnit |Bepcusa

OnucaHune

2.1

JobasneHa koMmaHgaa ip ftp client-charset.

3.42.2 ip ftp lockout-policy

OonuncaHmne 3aAaTb NapaMeTpbl OTCNEXNBAHWA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeii FTP-cepsepa Ansa nybnnyHbix HTepdeiicos. o ymondaHuto
dyHKUMA BKAtOYeHa. Ecnm B kKauecTBe apryMeHTa ncnonb3yercs 0, Bce

napamMeTpbl OTC/IEXMBaHNA Nepebopa 6yayT COPOLLEHbI B 3HAUEHWsI MO

yMO/14aHuHo.

KomaHza c npedurKcom no oTkaoHaeT obHapyeHne nogéopa.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP
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Cunoncuc (config-ftp)>  lockout-policy <threshold; [«durations
[<observation-window:]]
(config-ftp)> no lockout-policy
AprymeHTbI AprymeHT 3HaueHMe |OnucaHune
threshold Uenoe uucno |Konnyectso HeyAauHbIX MOMbITOK
BXOZa B cucTtemy. 1o ymonyaHuo
YCTaHOB/IEHO 3Ha4yeHve 5. MoxeT
NPUHMMAaTb 3HaYeHUs B Npejesnax ot
3 40 20.
duration Lenoe umucno |MpojonxmTenbHOCTb 3anpeTa
aBToOpM3aLMN ANA yKa3aHHOIO
IP-agpeca B MUHyTax. o ymonyaHutio
YyCTaHOB/IEHO 3HauyeHue 15. MoxeT
NPUHVUMaTb 3HaYeHWs B Npejenax ot
1 10 60.
observation-window |Jesoe 4wucno |MpoAONXNTENBHOCTL HabMAEHUS
3a NOAO3PUTENIbHOM aKTUBHOCTLIO B
MUHyTax. [1o ymonyaHuio
YCTaHOBJ/IEHO 3Ha4yeHve 3. MoxeT
NPUHNMAaTb 3HaYeHNs B Npejenax ot
1 a0 10.
Mpumep (config-ftp)> lockout-policy 10 30 2
Ftp::Server: Bruteforce detection is enabled.
(config-ftp)> no lockout-policy
Ftp::Server: Bruteforce detection is disabled.
(config-ftp)> lockout-policy 0
Ftp::Server: Bruteforce detection reset to default.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.12 Job6asneHa komaHgaa ip ftp lockout-policy.

3.42.3 ip ftp permissive

OnucaHwue PaspewwnTtb goctyn K cepepy FTP ans Bcex nonb3oBaTene 6e3 asTopmsaumnu.
KomaHaa ¢ npepurkcom no 3anpeLyaeT Takon JocTyn.

Mpe¢ukc no [Ja

MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het
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Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

IP

I (config-ftp)>  permissive

I (config-ftp)> no permissive

(config-ftp)> permissive

(config-ftp)> no permissive

Bepcus

OnucaHue

2.08

Jlo6baBneHa komaHga ip ftp permissive.

3.42.4 ip ftp security-level

OnucaHwne

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcTaHoBUTb ypoBeHb 6e3onacHocTu FTP. o ymMoa4aHuio yCTaHOBEHO
3HayeHue private.

Het
Ja
Het

IP

(config-ftp)>

security-level (public | private | protected)

AprymeHT 3HauyeHue OnuncaHwue

public Knio4yesoe Joctyn k FTP-cepBepy pa3speLueH ans public,
C/10BO private u protected nHtepdeiicos.

private Knwyesoe Joctyn Kk FTP-cepBepy pa3speLueH aa4 private
CJ/10BO nHTepoelicos.

protected Knoyesoe JocTyn k FTP-cepBepy pa3pelueH ans private
C/10B0 n protected nHTepdeicos.

(config-ftp)> security-level protected
Ftp::Manager: Security level changed to protected.

Bepcusa

OnucaHue

2.08

Jlo6aBneHa komaHga ip ftp security-level.

338

CnpaBoyHuk koMaHa — Hopper (KN-3811)



naBa 3 OnncaHme KOMaHA,

3.43 ip host

OnucaHwue [o6aBuTb JOMeHHOe nMa 1 agpec B Tabanuy DNS.
Mpe¢ukc no Ja
MeHsieT HacTpouikm  /la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)>  ip host «domains <address>
(config)> no ip host [ <domains <address> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
domain CTpoka JomMmeHHOe nvs xocTa.
address IP-agpec IP-agpec xocTa.
Npumep (config)> ip host zydata.local 192.168.1.22
Dns: :Manager: Added static record for "zydata.local", address »
192.168.1.22.
(config)> no ip host zydata.local 192.168.1.22
Dns::Manager: Record "zydata.local", address 192.168.1.22 deleted.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHgaa ip host.

3.44 ip hotspot

OonuncaHmne JlocTyn K rpynne KoMaHz ANst HaCTPOVikM YnpasneHus [lomaluHel CeTbo.
Mpedunkc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica IP

BxoxxaeHue B rpynny (config-hotspot)

CuHoncuc I(conﬁg)> ip hotspot

Mpumep (config)> ip hotspot
(config-hotspot)>
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.06

[JobaeneHa komaHaa ip hotspot.

3.44.1 ip hotspot auto-register disable

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

anIHyﬂ,VITEJ'IbHO OTK/TOYUNTb aBTOMaTU4YECKYHO perncTtpaunio XoCctoB B
cermeHTe Home. Mo YMONHYaHNKO aBTOMaTN4YeCKaa perncTpaymna BKK4YeHa.

KomaHgaa ¢ npedrkcom no BK/lOHaeT aBTOMATUYECKYH perncTpauuio.

Ja
Aa
HeTt

IP

I (config-hotspot)> auto-register disable

I (config-hotspot)> no auto-register disable

(config-hotspot)> auto-register disable
Hotspot: :AutoRegister: Disabled host auto-registration.

(config-hotspot)> no auto-register disable
Hotspot: :AutoRegister: Enabled host auto-registration.

Bepcus

OnucaHune

4.02

Job6asneHa komaHgaa ip hotspot auto-register disable.

3.44.2 ip hotspot auto-scan interface

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

BkntounTtb POHOBOE CKaHMPOBaHME Ha 3ajlaHHOM nHTepderice. Mo
YMO/TYaHWIO BKNTHOYEHO.

KomaHza c nped1KcomM no oTKIoYaeT HaCTPOWAKY.

Aa
Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

IP

I (config-hotspot)>  auto-scan interface <interface

I (config-hotspot)> no auto-scan interface <interface

340

CnpaBoyHuk koMaHa — Hopper (KN-3811)



naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc MNonHoe nma nHTepderica Nam NCeBLOHUM.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster@/AccessPointl" is unchanged.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHve

2.08 Jlo6baBneHa komaHga ip hotspot auto-scan interface.

3.44.3 ip hotspot auto-scan interval

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

3agaTb HTEepBa NPOBEPKU XOCTOB, HAXOAALLMXCA OHAAMH. Mo yMon4aHuio
ncnonb3yeTcd 3HaveHme 30.

KomaHgza ¢ npedprKcom no BO3BpaLLAeT 3HAUYEHME MO YMOIUYAHUIO,
Ja

Aa

HeTt

IP

(config-hotspot)> auto-scan interval <intervals

(config-hotspot)> no auto-scan interval

AprymeHT 3HauyeHue OnucaHue

interval UYesnoe uucno |/IHTepBan cKaHMPOBaHWA B CEKYHAAX.

(config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »
10 s.

(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »
default.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa ip hotspot auto-scan interval.
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3.44.4 ip hotspot auto-scan passive

OnucaHwue 3ajatb CKOPOCTb NacCMBHOIO CKaHNPOBaHMA B XOCTax B CEKyHAY. Mo
YMOJIYaHUIO NCNOJIb3YyeTcd 3HaueHre 3.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-hotspot)>  auto-scan passive <rate> hps

(config-hotspot)> no auto-scan passive

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
rate lenoe uyncno |CKOPOCTb MAcCMBHOIO CKaHMUPOBAHMS.
Mpumep (config-hotspot)> auto-scan passive 5 hps

Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.08 Jlo6aBneHa komaHga ip hotspot auto-scan passive.

3.44.5 ip hotspot auto-scan timeout

OnucaHue YcTaHoBUTb 0pPaaiHOBbIN TaliM-ayT A4/19 XOCTOB. [oc/ie ykazaHHOro BpeMeHu
OTCYTCTBYIOLLMIA XOCT YAANSAETCH 13 CNMCcKa 0BHapy>KeHHbBIX XOCTOB XOT-CroTa.
Mo ymonuvaHuto ncnonb3syetcs 3HadeHme 35.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHve No yMOAYaHUIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-hotspot)>  auto-scan timeout «timeouts
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-hotspot)> no auto-scan timeout

AprymeHT 3HauyeHue OnucaHwue

timeout Uenoe umncno |OdPnaiiHoOBbIN TaliM-ayT B CeKyHAaX.

(config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot: :Discovery: :Manager: Auto-scan host offline timeout reset »
to default.

Bepcus OnucaHve

2.08 JobasneHa komaHgaa ip hotspot auto-scan timeout.

3.44.6 ip hotspot default-policy

OnuncaHwmne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

OnpeaennTtb NOANTUKY YNpaBneHus lomawHen CeTbio Ans BCex
NHTepdericoB NN HasHa4YnTb NpPodub foctyna B NHTepHeT. MoanTturka
NpUMeHseTca KO BceM MHTepdeincaM, He MMeroLLM CO6CTBEHHOMO Npasua
foctyna, ip hotspot policy.

MonnTtmka no ymonyaHuio: permit.

KomaHga ¢ npednKcom no ycTaHaBAMBAET 3HAaUEHWE MOANTUKN MO
YMONYaHWUIO.

Ja
Aa
Ja
IP
(config-hotspot)>  default-policy (saccess> | policys)

(config-hotspot)> no default-policy

AprymeHT 3HaueHue OnucaHue

access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTnTb JOCTYn K ceTn IHTepHeT.

policy Mpoguns poctyna|Ha3BaHme npodunga gocryna.
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naBa 3 OnncaHme KoMaHp,

Mpumep

(config-hotspot)> default-policy

permit

FHotspot::Manager: Default policy "permit" applied.

(config-hotspot)> default-policy
Hotspot::Manager: Default policy

(config-hotspot)> default-policy
Hotspot: :Manager: Default policy

deny
"deny" applied.

Policy0
"Policy0" applied.

(config-hotspot)> no default-policy
Hotspot::Manager: Default policy cleared.

WcTopusa nsmeHeHum Bepcus onuvucaHve
2.09 Job6asneHa komaHaa ip hotspot default-policy.
212 [JlobasneH aprymeHT policy.

3.44.7 ip hotspot host

OnucaHune HacTpouTb npasBuaa goctyna nam 61oKMpoBKn ANs onpeaeneHHbIX KINeHTOB
YnpaeneHnus [lomawHein CeTbto. laHHbIE NpaBuaa NMMerT 6oJiee BbICOKUNA
npryopuTeT, YeM HaCTpOliKa NOANTUKM (CM. KoMaHay ip hotspot policy).
KomaHga ¢ npedunkcom no yaanset HacTPOnKy.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBOg, [a

Tun uHTepderica IP
CnHoncuc (config-hotspot)>  host mac» (<access» | schedule <schedules | policy
policys)
(config-hotspot)> no host mac> (access> | schedule | policy)
AprymeHT AprymeHT 3HauyeHune OnuncaHmne
mac MAC-apgpec MAC-agpec xocTa. XoCT JO/KEH bbITb
3aperncTprpoBaH 3apaHee C
rnomMouybo komaHasl known host.
access permit PaspewwnTb goctyn K ceTni VIHTepHer.
deny 3anpeTnTb AOCTYN K ceTu VIHTepHerT.
schedule Pacnucanune HasBaHue pacnncaHus, Co34aHHOro
NPV NOMOLLM rPpynnbl KOMaHA,
schedule.
policy Mpo¢unb poctyna|Ha3BaHwe npodunsa goctyna.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

(config)> known host MYTEST 54:e4:3a:8a:f3:a7
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot: :Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot::Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy®
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".

Bepcusa OnucaHue
2.06 JobasneHa komaHgaa ip hotspot host.
212 [Job6aBneHbl aprymeHTbl permit, deny, schedule, policy.

3.44.8 ip hotspot host priority

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHtepdeiica

CvHoncuc

AprymeHTbl

Ha3HauunTb onpegeneHHbI NpuopuTeT BceMy Tpadurky, HanpaBaeHHOMY K
3aperncTpMpoBaHHOMY XOCTY. PercTpaumsi XxocTa BbINOMHAETCS 3apaHee
npu nomowy koMaHabl known host.

KomMaHga ¢ npepurKcom no yaansieT npuopuTerT.
Ja

Ja

Het

IP

(config-hotspot)>  host mac» priority ¢priority»

(config-hotspot)> no host wmac» priority

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-agpec MAC-agpec xocrTa.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

priority HauBsbicLLUNA.

KpuTtnuecknia.

Bbicokuin.

CpegHwuin.

HopmankHbI (N0 ymMon4aHuio).

1
2
3
4 MoBbILWEHHbI.
5
6
7

Huskuin.

(config-hotspot)> host 04:d2:cl:14:bc:59 priority 7
Hotspot::Manager: Applied priority "7" to host »
"04:d2:cl1:14:bc:59".

(config-hotspot)> no host 04:d2:cl:14:bc:59 priority
Hotspot::Manager: Removed priority from host "04:d2:cl:14:bc:59".

Bepcus OnucaHue

3.08 JobasneHa komaHgaa ip hotspot host priority.

3.44.9 ip hotspot policy

OnuncaHune

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

OnpegennTtb NOAUTUKY YnipaBneHus JomalHeln CeTbto 418 BbIGpaHHOrO
nHTepderica. NMoanTnka NpUMeHNETCH KO BCeM XOCTaM, He MIMeoLLMM
cobcTBeHHOro npaeuna goctyna ip hotspot host.

MonnTtmka no ymonyaHuo: permit.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHne NoJINTUKN No
yMO/T4aHWHO.

Ja
Ja
Aa
IP
(config-hotspot)>  policy <interfaces (<accesss | policys)

(config-hotspot)> no policy <interfaces

AprymeHT 3HaueHue OnucaHwue

interface NHTepgeiic MonHoe nms Ethernet nHtepderica
WA NCEBAOHUM.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnucaHwue
access permit PaspewwnTb goctyn K cetni IHTepHerT.
deny 3anpeTuTb JOCTynN K ceTu VIHTepHeT.
policy Mpo¢unb poctyna|Ha3BaHwe npodunsa goctyna.
Mpumep (config-hotspot)> policy Home permit

Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> policy Home deny
Hotspot::Manager: Policy "deny" applied to interface "Home".

(config-hotspot)> policy Home Policy®
Hotspot::Manager: Policy "Policy@" applied to interface "Home".

(config-hotspot)> no policy Home
Hotspot::Manager: Interface "Home" policy cleared.

VICTOleﬂ U3MeHeHU Bepcmﬂ onvcaHue
2.06 [Jlo6aBneHa komaHga ip hotspot policy.
2.12 Job6asneH aprymeHT policy.

3.44.10 ip hotspot priority

OnucaHwue Ha3HauunTb onpegeneHHbI npropuTeT BceMy TpadurKy, HanpasBaeHHOMY K
nHTepoecy.

KomaHga c npedunkcom no yaanset npuopuTerT.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP

Cunoncnc (config-hotspot)>  priority <interfaces priority

(config-hotspot)> no priority <interface»

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interface UHTepgeic MonHoe nma nHTepderica nam NCeBLOHUM.

priority 1 HaunBbIcLLNA.
2 KpuTtnuecknia.
3 Bbicokunia.
4 MoBbILWEHHbIN.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue
5 CpeaHuin.
6 HopMmanbHbI (N0 yMon4aHuo).
7 Huskuia.

(config-hotspot)> priority Home 7
Hotspot::Manager: Applied priority "7" to interface "Home".

(config-hotspot)> no priority Home
Hotspot: :Manager: Removed priority from interface "Home".

Bepcus

OnucaHune

3.08

Job6asneHa komaHgaa ip hotspot priority.

3.44.11 ip hotspot wake

OnuncaHwne
MNpejukc no

MeHsieT HacTpoiKkmn

Otnpaeutb Wake-on-LAN nakeT Ha private u protected nHtep¢ericel xocTa.

Het

HeT

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CviHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

IP
(config-hotspot)>  wake wmac>
AprymeHT 3HauyeHue OnucaHwue
mac MAC-agpec MAC-aapec xocrTa.

(config-hotspot)> wake a8:1e:84:11:f1:22
Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.

Bepcus

OnucaHue

2.08

[Jlo6aBneHa komaHga ip hotspot wake.

3.45 ip http lockout-policy

OnucaHwne

3agaTb NapaMeTpbl OTCAEXVBAHWA NOMbITOK BTOPXeHWs NyTéM nepebopa
naponeit HTTP gnsa ny6nnudHbiX nHTepdericos. Mo ymondaHuto GyHKLUMS
BKJIIOUeHa. Ecnuv B kKayecTBe aprymMmeHTa Ucnosb3yeTcs 0, Bce napamMeTpsl

oTCNeXmnBaHWs nepebopa byayT cOpoLLEeHbI B 3HaYEHKS MO YMOYAHMIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

KomaHga ¢ npedurkcom no oTk/H0UaeT 0bHapyxeHmne nogbopa.
Ja

Aa

Het

IP

(config)> ip http lockout-policy <thresholds [«durations
[cobservation-window]]

(config)> no ip http lockout-policy

AprymeHT 3HaueHue |OnucaHue

threshold Uenoe uucro|Konnuectso HeyAauHbIX MOMbITOK BXO/a
B crcTemy. [1o yMonyaHUo ycTaHOBMEHO
3HaueHue 5. MoxeT npnH1maTb
3HadeHusa B npejenax ot 4 Ao 20.

duration Uenoe yucso|lpoAoIKNTENBHOCTL 3anpeTa
aBTopu3aumn ana ykasaHHoro IP-agpeca
B MUHYyTax. [10 ymonyaHuio ycTaHOBAEHO
3HaueHue 15. MoxeT NnpuHMMaTh

3Ha4deHusa B npegenax ot 1 A0 60.

observation-window|ljenoe 4ucsno|MpofOMKNTENBHOCTb HabntoAeHNs 3a
NoA03pUTENbHOM aKTUBHOCTBIO B
MUHYTax. 10 yMon4yaHu1o yCTaHOBJIEHO
3HayveHue 3. MoxeT NpuHMMaTb

3Ha4deHusa B npegenax ot 1 Ao 10.

(config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.

(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.

(config)> ip http lockout-policy 0
Http::Manager: Bruteforce detection reset to default.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHga ip http lockout-policy.

3.46 ip http log access

OnucaHwune

BkntounTb pexmnm oTnagku Ha Beb-cepeepe (nginx). Mo ymonvaHuo ¢pyHKUmMA
OTKJIFoUEeHa.
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naBa 3 OnncaHme KoMaHp,

KomaHga ¢ npedurkcom no oTkIoYaeT 0TAAA0UHbBIN PEXMM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc I (config)>  ip http log access

I (config)> no ip http log access

Mpumep (config)> ip http log access
Http::Manager: Enabled access logging.

(config)> no ip http log access
Http::Manager: Disabled access logging.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

3.00 Job6asneHa komaHgaa ip http log access.

3.47 ip http log auth

OnucaHwue BkntoumnTb normpoBaHne nonbITOK HeyAa4yHOoM aBTopu3auum B cucteme. Mo
YMOAYaHMIO QYHKLMSA OTKIHOYEHa.

KomaHga ¢ npedrkcom no oTKAYaeT N0rpoBaHue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config)>  ip http log auth

I (config)> no ip http log auth

Mpumep (config)> ip http log auth
Http::Manager: Auth logging enabled.

(config)> no ip http log auth
Http::Manager: Auth logging disabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHza ip http log auth.

3.48 ip http log webdav

OnucaHune BktounTb NormposaHyvie NonbITOK HeyAauHOro NoAK/IYEHUS K cepBepy
WebDAV. Mo ymon4aHuio GyHKLMA OTKAOYEHA.

KomaHza ¢ npedrKcom no oTKAtoUaeT IorMpoBaHue.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica IP

CuHoncuc I (config)>  ip http log webdav

I (config)> no ip http log webdav

Mpumep (config)> ip http log webdav
WebDav: :Server: Enabled request tracing.

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.04 JobasneHa komaHaa ip http log webdav.

3.49 ip http port

OnucaHue HasHaunTtb HTTP nopT anga Be6-nHTepdelica Hopper. Mo ymonyaHuto
ncnonb3yeTtca nopt 80.

KomaHga ¢ npedurkcom no yctaHaBAMBaET MOPT MO YMOUYAHUIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

Cunoncuc I (config)>  ip http port «port>
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.50 ip http proxy

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica
Bxo>xgeHue B rpynny

CuHoncunc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

(config)> no ip http port

AprymeHT

3HayeHue

OonvicaHune

port

Lenoe uucno

HoBblin nopT HTTP.

(config)> ip http port 8080
Http::Manager: Port changed to 8080.

(config)> no ip http port

Http::Manager: Port reset to 80.
Bepcus OnucaHve
2.08 Job6asneHa koMmaHga ip http port.

JocTtyn K rpynne KomaHa ans HacTporiku HTTP-npokcun. Ecan npokcn He
HallJeH, KOMaH/a NblTaeTcs ero co3gatb

KomaHza c npedurKcom no yaansieT npoKcu.

Ja
Ja
Aa
IP

(config-http-proxy)

(config)>

ip http proxy name»

(config)> no ip http proxy name>

AprymeHT

3HayeHue

OnvicaHune

name

CTpoka

Wma HTTP npokcw.

(config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.

Bepcus

OnucaHune

2.08

JobasneHa

koMaHga ip http proxy.
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naBa 3 OnncaHme KOMaHA,

3.50.1 ip http proxy auth

OnucaHue Bkntoumntb aBTopmsaumio ana HTTP-npokcu. Mo ymonyaHuio napameTp
OTK/HOYEH.

KomaHga ¢ npedurkcom no oTkAo4aeT aBTopmsaunto ana HTTP-npokcu.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHb