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BBegeHue

BBepeHme

JlaHHbIN CNpaBOYHUK COAEPXUT KOMaHAbI AN YyNpaBAeHusa yCTponcTBoM Explorer
NnocpeAcTBOM MHTepderica KOMaHAHOW CTPOKU. 34eCb NPUBEAEH MOMHbIN CANCOK BCEX
LOCTYMHbIX KOMaHA,. Takxke yKa3aHbl NprIMepbl TOro, Kak UCMNo/ib30BaThk Hanbonee
pacnpocTpaHeHHbIe U3 3TUX KOMaHJ, 06Laa nHGopmaLms o B3auMOCBSA3N MeXAy
KOMaHAaMu 1 MPUHLMNMAAbHbIE OCHOBbI TOrO, Kak MX MCMONb30BaTh.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JaHHOe pyKOoBOACTBO NpeAHa3HauYeHo A5 CETEBbIX aAMUHNCTPATOPOB MW CNELMANNCTOB
Mo BblYNCINTENbHOWN TEXHMKE, OTBEYAIOLLMX 33 HAaCTPOIKY 1 noaaepxKy Explorer Ha
mecTe. OHO TaKkXe npegHasHayeHo A5 ornepaTopoB, KOTOopble yrnpaBnstoT Explorer.
[OKyMEHT OxBaTbIBaeT TeXHMYecKme NpoLesypbl MOAAEPXKKN BbICOKOrO YPOBHS A/1S
root-afMMHNCTPATOPOB 1 COTPYAHMNKOB TEXHNYECKOWN noaaep>kku Explorer.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic

CTPOKOM KOMaHgzHo ctpoku Explorer, ee nepapxmnueckyro
CTPYKTYPY, YPOBHU aBTOPM3aLNL 1 BOSMOXHOCTU
CNpaBKwu.

OnncaHve KOMaHA AndaBUTHbIN CMNCOK KOMaHJ, KOTOpble MOXHO BBOANTb

B KOMaHAHOM CTpoke Ans HacTpoiikn Explorer.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLme o603HaueHUs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JNnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.
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BBegeHue

I <(3aMEHSEMBIN 3JIEMEHT>

JnemMeHTbI B YrnoBbIX cKobkax nognexaTr
3aMeHe.

x|lyl2 Obs3aTenbHble aflbTepHATUBHbIE KNKO4YeBble
C/1I0Ba rpynnmMpyroTCsa B KPYr/bIX CKOBKaxX 1
pas3AenstoTcs BepTUKanbHOM YepTon.

x|y]z Heobs3aTenbHble anbTepHaTUBHbIE

KntoYueBble CNoBa rpynnupytoTcs B
KBaApPaTHbIX CKOBKaXxX N pasfensoTcs

BEPTUKaNbHON YepToN.

OnuncaHme KaxAoM KOMaH/bl paszeneHo Ha

cneayoLime nojpasgensi:

OnwncaHwe OnuncaHve TOro, YTO KOMaHAa Aenaer.
CuHoncuc O6wuin opmaT KOMaHAbI.
MNpedwukc no B03MOXHOCTb MCMONL30BaHWSA B KOMaHe

npedukca no.

MeHsieT HacTponKu

CNocobHOCTb KOMaHAbI MEHATbL HACTPOIKN.

MHOrokpaTHbIi BBOA

BO3MOXHOCTb M HOrokpaTHOro Beoja
KOMaHAbl.

BxoxzaeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KOoMaHgaa. Ecam rpynnel HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodelica

Tun nHTepdeiica, Ha KOTopbIA BAVAET
KomaHga. Pasgen He oTobpaxaeTcs, ecau
JAAHHBIA KOHTEKCT He MMeeT CMbIc/1a ANs
KOMaHZbl.

NHTepdelickl, ncnonb3yemble B CUCTEME, U
OTHOLLEHUS MeXAY HAMW MOKa3aHbl Ha
Anarpamme Hmxe.

AprymeHThI

ApryMEHTbI, eC/in eCTb, N NMOACHEHNA K HNM.

Mpumep

NnntocTpauus Toro, Kak KOMaHAa BbIFNSANT
npwv Bbi3oBe. NocKoNbKy NHTepdenc NpocrT,
HeKOTOopble MPUMEPbI OYEBUAHbI, HO OHU
BK/IFOYEHbI ANS ACHOCTW.

MpymeYaHus, NpesynpexaeHns N NpeAocTepexeHs NCNob3yoT caeayoLume

0603HaueHus.

MpnmeyaHue:  O3HadaeTt "umTatesb, NPUMU K CBeAeHUI". lNpnMeyvaHunsa cogepxxaT
nose3Hble COBETLI UM CCbUTKX Ha MaTepuaibl, He cojepKalimecs B
JaHHOM cnpaBoYHMKe.

MNpepyrnpexxaeHe:

O3HauaeT "4unTartenb, BHMMaHMe!". Ballun 4eNcTBmS MOTYT NPUBECTU K

noBpexaeHnmto O60pyAOBaHI/IFI nnan noTtepe AaHHbIX.

CnpaBo4HuK komaHg — Explorer (KN-1621)



KpaTkoe cogepxaHue

KpaTkoe cogep>aHue

=Ty ] o T 3
(0] Te] o nT o To Y1V q £- IR PP P PO P O PO OPPPPPPPPPPRPRPPPOPRS 27
3HAKOMCTBO C KOMAHIHOM CTPOKOWM cevvvvvuiineeeeerreriniiineeeeeteensstnassseeeeeerssmsannssseessssssmmnsnssssessssesmsnnnnns 29
OTMUICAHYIE KOMAHZ tvuevnernirnetnttnetetetesetesettsetneseenesesnesesssnssnssnssnesssnssesssesnesaesnesnssnessesnesnesnees 35
I3 o Taler=T o1 | E P PP P USSP UPPTPPPRTRR 649
NePapXMA MHTEPDEICOB ..oeeeieeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaeaeaeaeans 665
SNIMP MIB L.ttt 667
YPOBHU LUNDPOBAHUA IPSEC 1. e e s e e e e e e s e e e 673

Explorer (KN-1621) — CnpaBOYHMK KOMaHJ, 5



KpaTkoe cogepxaHue

6 CnpaBo4HuK komaHg — Explorer (KN-1621)



CozepxaHune

Cogep>xaHue

BBEIEGHME .....cceeeeereeneirennnecreennereenseereassesseassssssassssssesssssssnssssssnssssssnnsssssenssssssnssssssanssssennsssesannes 3

1 ANA KOTO NMPEAHASHAUEH [OKYMEHT .uuueiiiiieeririieeettnieeeetnaeeeennaeertnnaeeennnneerenneerenneeenennnns 3

2 CTPYKTYPA BOKYMEHTA tevrruuuiieeeeetttttrniieeeeetttatentaeaeetetersnnaasaeeteressnsnaseeeseressmmmnseeeseemennmnns 3

3 YC/IOBHBIE OBOBHAUEBHMIS weeeeeiiiiiiiiitteeeeeeaiiiitttteeeeeseaaaiibbbereeeeeesaassbebareeeeessaaanbbereeeeessasaassrneens 3

COMECPIKAHME .....cnnnnnnnnnnnnteieiiieiiiiisssesssssssettetessssssssssssssssssstessssssssssssssssssssssesssssssssssssssssnsnssees 5
Fnasa 1

O630P MPOAYKTA c.eueeiiiiiinneiiiiiiiseeieissssseesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 27

1.7 AMMAPATHOE OOCCIEUEHIIE ...veieieiiiiiiiieeeeetetrtutiineeeeereerattansaeesesetesssssssnsesesesessssmnnnneeesaaees 27
Fnaea 2

3HaKOMCTBO C KOMAHAHOM CTPOKOM ...ecrreueeriirnerissneeisssaesssssacsssssessssssssssssssssssnsssssssessssnns 29

2.1 BBOZA KOMaHZA B KOMAHAHOM CTPOKE tuvvvuueeeeereerritiineeeeereersstnanseeeesesmmsmmnsnnsesessesssmmnnnnsesseees 30

2.7.1 BXOZ B TPYIITTY weeeiiinieeeiiie ettt e ettt e ettt e e ettt e e ettt s e et et s e e eatn s e eeaana s eeeaanaseeennnaaaes 30

2.2 Vicnonib30BaHMe CrIPaBKM N @BTOAOTTOITHEHUIS ..uuueviienneeeiiiieeeetiiieeeertuieeeeeneaeseeeenaseensnaneees 30

B B N o110 Lol T« IO PP P PP P P PP PPPPPPPPPPPPPPPPPRt 32

2.4 MHOTOKPATHDBIM BBOL .evvvvvvuuunneeeeereeuuuuiuneseeseeemsnnsnnsseessessssmmnnneseessesmssmmsnsseseeesmsmmmnneseeseens 32

2.5 COXPAHEHMIE HACTPOEK «evrrunetiriueeeiniieetttiieetersaeetttneereanaeeressaeerennaeereanaeerernaeerannaeerens 33

2.6 OTNIOXKEHHAS MEPE3ATIPYBKA wuueerrruneerrruneeertruneeettueeeettueeertsnaeetsnaeetsnaeersneeeensnnneeensnnnns 33
Fnaesa 3

OMUCAHME KOMAHL «..ceveneneerennnecrennsceransessensssessassssssasssssssnssssssnssssssanssssssnssssesassssssansssssnnsssssen 35

o B Yo L] =T [ 0L F= T 1= RPN 35

2 R o « )PP P PP UPPPPPPPRTN 35

R O - - 11 - PP PP 36

S G - (| S T T T T T T PP PP 36

R I o [ =T « PP UPPPO T PPPPPPRRRY 36

SR I T L PP PP PP PP P PP PPPPPPPPPPPPPPPPPRE 39

3U1.6 MKAIF oo e e e e e e e st e e e e e e e 40

o B 1 1 o] o= PP P TP PPPPPPPRRTN 41

3.2 @CEESS-lIST i e e e e s e e e e e e e e a et 41

3.2.1 access-list auto-delete ... 42

3.2.2 ACCESS-lISt HENY ....ooiiiiiiiiiiiii bbb abaae 43

3.2.3 access-liSt Permit ... 45

3.24 AccesS-liSt rule .........ccoooiiiiiiiii e 48

3.3 cloud control2 security-level ... 49

3.4 COMPONECNLES ...ooniiiiiiieiiii ettt e et e ettt s e ettt s e e etta s e ettt s eeeanaeseeeasaaseeessanseenesnnseees 49

3.4.1 components auto-update channel ..., 50

Explorer (KN-1621) — CnpaBOYHMK KOMaHJ, 7



CopepxxaHve

3.5
3.6
3.7
3.8
3.9

3.10

3.1
3.12

3.13
3.14
3.15

3.4.2 components auto-update disable ..............ccccoiiiiiiiiiii 51
3.4.3 components auto-update schedule ...............cceuuuiiiiiiiiiiiiiiiiiiiis 51
3.4.4 components check-UPdate ............cocooiiiiiiiiiiiiiiiiiiii s 52
3.4.5 cOoMPONENtS COMMITL ..o e 53
3.4.6 componeNnts iNSTall ...........ccccoiiiiiiiiiiiiiiiii 53
3.4.7 cOMPONENES TIST .....oiiiiiiiiiiiiiiiiiiiit ittt e bebebebeeeeeaeeeee 53
3.4.8 COMPONENES PrESEL .....oiiiiiiiiiiiiiie ettt eere e et s e e eete e e eeann e eeeanneeeenes 55
3.4.9 COMPONENTES PIrEVIEW .......uiiiiiiiiiiiiiiiiiiiiiiitiiitttbebeb bbbttt bebebebebebebeesbeneeeee 56
3.4.10 COMPONENES FEIMOVE ........ooiiiiiiiiiiiiiieeeiiiiie e ettt e e etiti e e ettai e eretneeerennseerenneeenees 56
3.4.11 components validity-period ....................ouuuiiiiiiiiiiiiiiiiiiiiiiiiiieieieieieeeeeeeee——. 57
(o Y/ 1o X =T T | 1 1T PPPRPRPRPRt 57
CPYPLO TKE K@Y ..ottt bttt e tenesennneee 58
(ol T/ o 1 TR T TN 1 11 PP PPPRPRPPPRt 59
crypto ike nat-Keepalive ...t 60
(o Y/ o 1o I TN + Lo o) PP PPPPPPPPPRt 60
3.9.1 crypto ike policy lifetime ... 61
3.9.2 crypto ike POoliCy MO ...........oouviiiiiiiiiiiiiiiiiiiiiiiiiiieie e 62
3.9.3 crypto ike policy negotiation-mode .............oooiiiiiiiiiiiiis 62
3.9.4 crypto ike Policy Proposal ..........ccccccoiuuuiuuuiiiiiiiiiiiiiiiiiiiiie . 63
CrYPtO iKE ProPOSAl ......ooiiiiiiiiiiiiiiiiititte ittt bbbttt aebeneeene 64
3.10.1 crypto ike proposal aead ...........ccccooviiiiiiiiiiiiiiii e 65
3.10.2 crypto ike proposal dh-group .........ccooooiiiiiiiiiiiii s 65
3.10.3 crypto ike proposal encryption ...........cccccooiiiviiiiiiiiiiiiiiiii e 66
3.10.4 crypto ike proposal iNtegrity ................c.eeeuuuiueuiuiiiiiiiiiieiieieeeeieeeeeeereeeeeeeeea—.. 67
3.10.5 crypto ike proposal Pri ... 68
Crypto ipsec iNnCompatible ... 69
(o Y o 1o T oL =T ol o T o 1 =P PPPPPPPPPRt 69
3.12.1 crypto ipsec profile authentication-local ...................cccccviiiiiiiiiiiiiiiiiiiiiiies 70
3.12.2 crypto ipsec profile authentication-remote ..............cccccooiiiiiiiiiiiinnnnns 71
3.12.3 crypto ipsec profile dpd-clear ..o 71
3.12.4 crypto ipsec profile dpd-interval .............cooooiiiiiiiiiiiiiii s 72
3.12.5 crypto ipsec profile identity-local ...............ccccouiiiiiiiiiiiiiiiiiis 73
3.12.6 crypto ipsec profile match-identity-remote ..............ccccooviiuiiiiiiiiiiiiiiieiiiinnnn, 73
3.12.7 crypto ipsec profile mode ... 74
3.12.8 crypto ipsec profile POLICY ..........cccoviuiiiiiiiiiiiiiiiiiiiiiiiriiererrererree e 75
3.12.9 crypto ipsec profile preshared-Key ............cccouuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiiiiieieieees 76
3.12.10 crypto ipsec profile xauth ............coooviiiiiiiiiiii 76
3.12.11 crypto ipsec profile xauth-identity ..............ccccoouiiiiiiiiiiiiiiiiiiiiiiiiiiieiiieieeees 77
3.12.12 crypto ipsec profile xauth-password ...............cceeevieiiiiiiiii, 78
crypto ipsec rekey delete-delay ..........ccccccoeiiiiiiiiiiiiiiiiiiiiiieee 79
crypto ipsec rekey make-before ............ccccciiii 79
Crypto ipSeC tranSFOrM-SEE ...........ouiiiiiiiiiiiiiiiiiiiiiiii ittt eeeebeeeeeeeeeeeee 80
3.15.1 crypto ipsec transform-set aead ..............ccccooiiiiiiiiiiiiii 81

CnpaBo4HuK komaHg — Explorer (KN-1621)



CozepxaHune

3.15.2 crypto ipsec transform-set cypher ..........ccooovoiiiiiiiiiiiiiiiiieiec s 81
3.15.3 crypto ipsec transform-set dh-group ...........ccooooiiiiiiiiiiiiiiiiis 82
3.15.4 crypto ipsec transform-set hMac ...........ccooooiiiiiiiiiiiiiiiiiiii e 83
3.15.5 crypto ipsec transform-set lifetime .............cccoooimiii, 83
R I ol g/ o1 o N 4 1 =T o PP PP PPPPION 84
3.16.7 Crypto MapP CONNECTE .....ccoiiiiiiiiiiiiie ettt e e et et e e e e e e ennnan e es 85
3.16.2 crypto map €nable ..o s 86
3.16.3 crypto map fallback-check-interval ...............ccccocuiiiiiiiiiiiiiiiiis 86
3.16.4 Crypto Map fOrCE-ENCAPS ......uuuuuurmruriiiiiiiiissssnsssnnssnsnssssnsnnsnsnnnnns 87
3.16.5 crypto map I2tp-server dhcp route ... 87
3.16.6 crypto map I2tp-server enable ...........ccooooiiiiiiiiiiiiiiiii 88
3.16.7 crypto map I2tp-server interface .............ccccoooiiiiiiiiiiiiiiiii 89
3.16.8 crypto Mmap I2tP-SErver iPVOCP ............ouerurerirrrrrererererirererererererererererenerrer. 90
3.16.9 crypto map I2tp-server Icp €Cho .........coooieiiiiiiiii 90
3.16.10 Crypto Map I2tP-SEIVEr MIU ............ouuuuuuuuruuurererererersrererererererererere————.. 91
3.16.11 crypto mMap I2tP-SErVEr MEU ............oouuiiuiiiiiiiiiiiiiiieieiiteiereeeeeeeeeeeeerereeeeereaereee 92
3.16.12 crypto map I2tp-server multi-login .............ccoooiiiiiiiiiiiiiiiiiii 93
3.16.13 crypto map I2tP-SErVer NAt ........coooiiiiiiiieiiieeeeeee e 93
3.16.14 crypto map I2tP-SErVer FaANGE .......ccooevveieiiiiieieieieeeeeeeeeeeeeeeeeeee e e e e 94
3.16.15 crypto map I2tp-server session-1ogout ...............ccccuvviiiiiiiiiiiiiiiiiiiiiiiiiiiiiias 95
3.16.16 crypto map I2tp-server sesSSion-preempt ..........cccoeveveieieiiiiinieinieieinieneieneneeens 95
3.16.17 crypto map I2tp-server statiC-ip ........cccoooiiiiiiiiiiii s 96
3.16.18 crypto Map NAI-UP ..cooooeieieiiiecccecccecceeee e 96
3.16.19 crypto map reauth-passiVe ...........ccoooeiiiiiiiiiiiiiiieeeee e, 97
3.16.20 Crypto MaAP SEL-PEEI .......oiiiiiiieiiiiiiie ettt e et e et e ettt e e etena e eereaneeeeenaaseenenns 97
3.16.21 crypto map set-peer-fallback .............ccccovviiiiiiiiiiiiiiiiiiiiiiiiiiiiis 98
3.16.22 crypto map Set-Profile ..........ccccooiiuiuiiiiiiiiiiiiiiiiiii . 99
3.16.23 crypto map SEL-LCPMSS ...oooviiiiiiiiiiiiiiiiiiie e 100
3.16.24 crypto map set-transform ............oooooviiiiiiiiiiii 101
3.16.25 crypto map traffic-selectors ... 101
3.16.26 crypto map tunnel-interface .............ccccceeriiiiiii 102
3.16.27 crypto map virtual-ip dhcp route ... 103
3.16.28 crypto map virtual-ip dns-Server ............cccccccciiiiiiiiiiiiii 104
3.16.29 crypto map virtual-ipenable ... 104
3.16.30 crypto map virtual-ip interface .................ccccciin 105
3.16.31 crypto map virtual-ip multi-login ... 105
3.16.32 crypto map virtual-ip nat .........cccccciiiiiiiiii 106
3.16.33 crypto map virtual-ip range ..........coooiiiiiiiiiiii s 107
3.16.34 crypto map virtual-ip session-logout ..................cccceiiii 107
3.16.35 crypto map virtual-ip session-preempt ...........ccccccviiiiiiiiiiiiiiiiiiiiiieeeee 108
3.16.36 crypto map virtual-ip static-ip ...........ccccciiiiiiii, 108
317 ANSAPIOXY it 109
3.17.1 dns-proxy filter assign host preset .............ccccoeeiiiiii 110

Explorer (KN-1621) — CnpaBOYHMK KOMaHJ, 9



CopepxxaHve

10

3.17.2 dns-proxy filter assign host profile ....................cccccciii 110
3.17.3 dns-proxy filter assign interface preset ............coooviiiiiiiiiiiiiiiiii, 111
3.17.4 dns-proxy filter assign interface profile ..........................c 112
3.17.5 dns-proxy filter engine ... 113
3.17.6 dns-proxy filter profile ...........ccccciiiiiiiii 114
3.17.7 dns-proxy filter profile description ................ 114
3.17.8 dns-proxy filter profile dns53 upstream .....................ccccci, 115
3.17.9 dns-proxy filter profile https upstream ... 116
3.17.10 dns-proxy filter profile intercept enable ...............cooeviiiiiii, 117
3.17.11 dns-proxy filter profile tls upstream ...............cccciiiiii 117
3.17.12 dns-proxy https upstream .............cccccciiiiiiiiiiii, 118
3.17.13 dns-proxy intercept enable ..o 120
3.17.14 dns-proxXy Max-ttl ........ccccciiiiiiiiiiiii 120
3.17.15 dNS-ProXy ProCeeA ..o s 121
3.17.16 dns-proxy rebind-protect ...........cccccccviiiiiiiiiiiiii 121
3.17.17 dNS-PrOXY SIF-F@SET .....oeiiiiiiiiiiiiiei e 122
3.17.18 dns-proxy tls UPStream ..........ccccccciiiiiiiiiiiiiiiii e 123
S RC e [ 1 I [l of T « 1 PP 124
319 dyndns profile ... 124
3.19.1 dyndns profile domain ...........c.cccoiiiiiii 125
3.19.2 dyndns profile password ............cooooviiiiiiiiiiiiiii 126
3.19.3 dyndns profile send-address .............ooooeiiiiiiiiiiiiiii s 126
3.19.4 dyndns profile type ..., 127
3.19.5 dyndns profile update-interval ............ccoooiiiiiiiiiiiii s 128
3.19.6 dyndns profile Url ..o 129
3.19.7 dyndns profile username ... 130
3.20 asYCONFig CRECK ..........uuuiiiiiiiiii bbb ane 130
3.20.1 easyconfig check exclude-gateway ...........cccccccciiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeee, 131
3.20.2 easyconfig check max-fails ...........cccccccciiiiiiiiiiiiiii 131
3.20.3 easyconfig check period ... 132
3.21 easyconfig disable ..........ccoooviiiiiiiiiiiiiii 133
3.22@UIA ACCEPTL ... 133
3.23 QGIMP-PIOXY ..coeeiiiiiiiiieeeeeerettitiiiaeeeeetetttutaeeseeeeettantaasseeeeersertannssseeeessssmmnnssseeeesremmnns 134
3.23.1 igmp-proxy fast-leave ... 134
3.23.2 IgMP-ProxXy fOrCe .....ccoiiiiiiiiiiiiiiii e 135
3.24 igmp-snooping disable ... 135
325 INEEITACE ..ooiiiiiiie et e e e e e e e e e e e as 136
3.25.1 interface atf disable .............ccoooiiiiiii 138
3.25.2 interface atfinbound ..o 138
3.25.3 interface authentication chap ..., 138
3.25.4 interface authentication eap-md5 ...................ccc 139
3.25.5 interface authentication eap-mschapv2 ..., 140
3.25.6 interface authentication eap-ttls ..............ccccccciiiiiiiiii, 140

CnpaBo4HuK komaHg — Explorer (KN-1621)



CozepxaHune

3.25.7 interface authentication identity ............ccoeevviiiiiiiiii, 141
3.25.8 interface authentication mschap ..o, 141
3.25.9 interface authentication mschap-v2 .............cccccccciiiiiiiiiiiiee 142
3.25.10 interface authentication Pap .........coooeeiiiiiiiiiiiiiin 143
3.25.11 interface authentication password ..............cccoooiviiiiiiiiiiiiiiiiiiiierrrrns 143
3.25.12 interface authentication peap ..........coooviiiiiiiiiiiiiiiiii s 144
3.25.13 interface authentication shared ............................, 144
3.25.14 interface authentication Wpa-psk .........ccccccvriiiiiiiiiiiiiiiieeeeeeeee 145
3.25.15 interface auto-ssid .............ccoeeiiiiiiii 146
3.25.16 interface backhaul ..............ccoooiiiiiiii 147
3.25.17 interface band-steering ..............ccccciiiiii 147
3.25.18 interface band-steering preference ................ccc 148
3.25.19 INterface COP ..ooovviiiiiiiii 149
3.25.20 interface channel ... 149
3.25.21 interface channel auto-resScan ............cccccoeveieiiiiiiiiiiieieee e, 150
3.25.22 interface channel width ... 151
3.25.23 interface chilli COAPOIt .........ccoooiiiiiiiiiiiiiieircc s 152
3.25.24 interface chillidhcpif ... 152
3.25.25 interface chilli dNs .........cooooiiiiiiiiiiic 153
3.25.26 interface chilli 1€aS@ ...........ccoooiiiiiiiiiiiii e 154
3.25.27 interfacechillilogin .................cc 154
3.25.28 interface chilli [ogOUL ... 155
3.25.29 interface chillimacauth ..............cccccccciiiiiiiin 156
3.25.30 interface chillimacpasswd ... 156
3.25.31 interface chilli NASIP .......ccoovviiiiiiiiice e 157
3.25.32 interface chilli Nasmac ... 158
3.25.33 interface chilli Profile ..........ccoooiiiiiiiiiiiii 158
3.25.34 interface chilliradius ... 159
3.25.35 interface chilli radiusacctport ................cccciiii 160
3.25.36 interface chilli radiusauthport ... 160
3.25.37 interface chilli radiuslocationid ................cooooveiiiiiiiii, 161
3.25.38 interface chilli radiuslocationname .............c..ccccooiiiiiiiiiiiiii . 162
3.25.39 interface chilli radiusnasid .......................cc, 162
3.25.40 interface chilli radiussecret ............cccoooiiiiiiiiiiiii 163
3.25.41 interface chilliuamallowed .........................cc 164
3.25.42 interface chilli uamdomain ............ccccccooiiiiiiiii s 165
3.25.43 interface chilliuamhomepage ............coeeiiiiiiiiii, 165
3.25.44 interface chilli uamport ... 166
3.25.45 interface chilli uamsecret ............ccccccciiiiiiiiiii 167
3.25.46 interface chilli UaMSEIVEr ............coooiiiiiiiiiii e 167
3.25.47 interface compatibility ...........cooeeriiiiiii, 168
3.25.48 INterface CONNECL .........cooviiiiiiiiiiiiiciee e e e e e e e e ear s 169
3.25.49 interface COUNtIY-COU@ .......ccoovviiiiiiiiiiiiiiiiieieie s 170

Explorer (KN-1621) — CnpaBOYHMK KOMaHJ, 1 1



CopepxxaHve

12

3.25.50
3.25.51
3.25.52
3.25.53
3.25.54
3.25.55
3.25.56
3.25.57
3.25.58
3.25.59
3.25.60
3.25.61
3.25.62
3.25.63
3.25.64
3.25.65
3.25.66
3.25.67
3.25.68
3.25.69
3.25.70
3.25.71
3.25.72
3.25.73
3.25.74
3.25.75
3.25.76
3.25.77
3.25.78
3.25.79
3.25.80
3.25.81
3.25.82
3.25.83
3.25.84
3.25.85
3.25.86
3.25.87
3.25.88
3.25.89
3.25.90
3.25.91
3.25.92

INtErface deBUQ .........ooviiiiiiiiiiiiiiiiiiiii bbb 170
interface desCription ...ttt 171
INterface dOWN ... 171
INtErface dUPIEX .......ooiiiiiiiiiiiiiiiiii ettt eeeeeeeeeeeeeeeee 172
interface dyndns nobind .................ooooiiiii i, 173
interface dyndns profile ..., 173
interface dyndns update ...........ccoooioiiiiiiiiiiiiiii s 174
interface encryption anonymous-dh ..., 174
interface encryption enable ..................... 175
interface encryption KeY ... 176
interface encryption MPPEe ...........ovviiiiiiiiiiiiiiiiiiiiiiererr .- 176
interface encryption OWe ... 177
interface encryption tkip hold-down ........................ 178
interface encryption WPa ... 178
interface encryption WPQaz2 ..........cccooviiiiiiiiiiiiiiiieinisns s 179
interface encryption WPa3 ... 179
interface encryption wpa3 suite-b ... 180
interface flowcontrol ... 181
interface fFOllOW ..o e 181
interface ft enable ... 182
interface ft mdid ... 183
interface ft otd ... 184
interface hide-ssid ... 184
interface iapP QUL ... 185
interface iapp KeY ......ooooviiiiiiiiii . 185
interface idle-timeouUt ... 186
interface igmp dOWNSTream ...............ouvvviiiiiiiiiiiiiiiiiiiriieierererereree—————. 187
interface igMP FOrK ...ttt eeeeeeae 187
interface igMmpP UPSEream ........ccoooviiiiiiiiiiieieiececes e 188
interfaceinclude ... 188
interface iNherit ... 189
interface ip aCCESS-GrOUP ... s 190
interfaceip address ............cooeiiiiiii i, 191
interface ip addressdhcp ... 192
interface ip adjust-ttl FECV .............ovviiiiiiiiiiiiiiiiiiiiiiiiieieiererer e 192
interface ip adjust-ttl send ... 193
interface ip @li@s ........cccocooiiiiiiiiiiii s 194
interface ip dhcp client broadcast ...................o 195
interface ip dhcp client class-id .............ccccuvvvviiiiiiiiiiiiii, 195
interface ip dhcp clientdebug ........cooooeiiiiiiiiiii 196
interface ip dhcp client displace ...............oooeiiiiii, 197
interface ip dhcp client dns-routes ... 198
interface ip dhcp client fallback ..............ccccvvviiiiiiiiiiiiiiii, 198

CnpaBo4HuK komaHg — Explorer (KN-1621)



CozepxaHune

3.25.93

3.25.94

3.25.95

3.25.96

3.25.97

3.25.98

3.25.99

3.25.100
3.25.101
3.25.102
3.25.103
3.25.104
3.25.105
3.25.106
3.25.107
3.25.108
3.25.109
3.25.110
3.25.111
3.25.112
3.25.113
3.25.114
3.25.115
3.25.116
3.25.117
3.25.118
3.25.119
3.25.120
3.25.121
3.25.122
3.25.123
3.25.124
3.25.125
3.25.126
3.25.127
3.25.128
3.25.129
3.25.130
3.25.131
3.25.132
3.25.133
3.25.134
3.25.135

interface ip dhcp client hostname .....................coc 199
interface ip dhcp client name-servers ... 200
interface ip dhcp client release ..............evvvviviviiiiiiiiiiiriiiiiiiierer. 200
interface ip dhcp client renew ... 201
interface ip dhecp clientroutes .............cciiii 201
interface ip Flow ... 202
interface ip global ..............ooviiiiiiiiiiiiiiiiiiii 203
iNterface iP MIU ... 204
interface iP MEU ..o 204
interface ip NAME-SEIVEIS .......coooeiiiiiiiiiieie e 205
interface ip nat loopback ..................oeeeiiii i, 206
interface ip reMoOte ...........oooiiiiiiiiiiiiiiiiiiiee e 206
interface ip tCP adjuSt-MSS ........cccooiiiiiiiiiii e 207
interface ipcp address .........ocooiiiiiiiiiiii s 208
interface ipcp default-route ...........ccccccvviiiiiiiiiiiiiiii 208
interface ipcp dNS-roUteS ..........ooooiiiiiiiiiiiiii e, 209
interface iPCP NAME-SEIVEIS ........ccccooiiiiiiiiieiiiiiiisisssse s 209
INtErfaceiPCP Vj .ooooeeeeeeeeee 210
interface iPpSeC aggresSiVe .........ccccccvviiiiiiiiiiiiiiiiieieeeeeeeeee e 211
interface ipsec encryption-level ... 211
interface ipsec force-encaps ........ccccccvvvviiiiiiii 213
interface iPSeC IgNOKe ..ottt 213
interface iPSeC KOV ..........cooiviiiiiiiiiiiiiiiiceeeeeee e 214
interface ipsec NAIl-UP ..o 214
interface iPSEC NAME-SEIVEIS ..........cccccvviiiiiiiiiiiiiiiiii e 215
interface ipsec preshared-Key ............ e 216
interface ipsec proposal lifetime ...................ccc, 216
interface ipsec proposal local-id ..................... 217
interface ipsec proposal remote-id ...........ccccccvviiiiiiiiiiiiiiii, 218
interface ipsec transform-set lifetime ..., 218
interface ipv6 address ...........oooovviiiiiiiiiiiiiiicicc e 219
interface ipv6 dhcp client pd hint .............cccciiiiiee 220
interface ipve id ..........ooooeiiiiiiiiiii s 221
interface iPvb NAME-SEIVEIS ........ . 222
interface ipve pPrefixX .......oooviiiiiiii 222
INterface iPVOCP .....ooooeiieiiee 223
INtErface ICP ACTC ......uveiii s 223
interface lcp echo ... 224
interface ICP PFC oo 225
iNterface lAdPC ... 226
interface lldp disable ............cccccciiiiiii, 226
interface mac access-list address .............ccoeoeiiiiiiii 227
interface mac access-list tyPe ..........ccoevviiiiiiiiiiiiiiiiiiiii e 228

Explorer (KN-1621) — CnpaBOYHMK KOMaHJ, 1 3



CopepxxaHve

14

3.25.136
3.25.137
3.25.138
3.25.139
3.25.140
3.25.141
3.25.142
3.25.143
3.25.144
3.25.145
3.25.146
3.25.147
3.25.148
3.25.149
3.25.150
3.25.151
3.25.152
3.25.153
3.25.154
3.25.155
3.25.156
3.25.157
3.25.158
3.25.159
3.25.160
3.25.161
3.25.162
3.25.163
3.25.164
3.25.165
3.25.166
3.25.167
3.25.168
3.25.169
3.25.170
3.25.171
3.25.172
3.25.173
3.25.174
3.25.175
3.25.176
3.25.177
3.25.178

interface Mac address ...t 228
interface mac address factory ..., 229
interface mac band .............ooooiiiiiiiiiiii e 230
interface Mac bssid ... 230
interface Mac clone .........ccccooiiiiiiiii e 231
interface openconnect accept-addresses ..........cccccccvviiiiiiiiiiiiiiiiiiiiieeeeen. 231
interface openconnect acCcept-routes ............ccccoevevevvioiiiiieieisisininisssnsnnnns 232
interface openconnect authgroup .............ccccoiiiiiiiiiiiiiiiiii e 233
interface openconnect dtls ...............eeeeiiiiii . 233
interface openconnect protocol fortinet ................ccoooiiiiiiiiiiiiiiiiiiii, 234
interface opeNVPN acCePt-rOULES ..........ccccccvvviviiiiiiiiiiieieeeieeeeeeeeeeeeeeeeeeeeenn 235
interface openNVPN CONNECE .........oooeeiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee e, 235
interface OPENVPN NAME-SEIVEIS ........cccccvviiiiiiiiiiiiiiiiieieieieeeieieeeeeeeeeeeeeeen 236
INEEIFACE PEEOT . 236
interface peer-isolation .............ccccccciiiiiiiiiiiii, 237
interface ping-check profile ..., 238
interface ping-check restart .............c.coeeeiiiiiiin 238
interface pmf ... 239
interface pmksa-lifetime ...........ccccccciiiiiiiiiii 240
INEErface POWEK ... s 241
interface PPPOE SEIVICE ......oooovviiiiiiiiiiii e 242
interface pppoe session auto-cleanup .............ccccoooiiiiiiiiiiiiiiiiiie 242
interface preamble-short ...........ccoooiiiiiiiiiiiiiiii s 243
interface ProxXy CONNECE .........oooeeiiiiiiiiiiiiiieeeeeeeeeeeeee e 243
interface Proxy Protocol ..........cccccooiiiiiiiiiiiiiiiiiii s 244
interface proxy SOCKSS-UdpP .......oooeiiiiiiiiiiiiiee s 245
interface ProXy UPStr@amM ..........cccoovviiiiiiiiiiiiiiiiiiisisis s ss e s s 245
interface reconnect-delay ............ccccoooiiiiiiiiiiiiiii 246
interface rekey-interval ...........cccoooiiiiiiiiiiiiiiii 247
INtErface reNAMIE ... 248
interface rf @2P Set ......ooooviiiiiii i 248
INEErface role ... 249
INEEIrFace MM ..o e e 250
interface rssi-threshold ..., 250
interface schedule ... 251
interface security-level ... 252
INLErface SPEEA .........uuiiiiiiiii e 253
interface speed nonegotiate ............ccccccviiiiiiiiiiiiiiiiiiie 254
INEErface SSitl ......ceeeiiiiiiiii e 255
interface standby enable ..., 256
interface storm-control disable ............c..ooooiiiiiiiii 256
interface SWitChport acCess ..........ooooeiiiiiiiiiiiiiiiie e, 257
interface switchport friend ...............oooeoiiiiii 258

CnpaBo4HuK komaHg — Explorer (KN-1621)



CozepxaHune

3.25.179 interface switchport mode ...................cccc 258
3.25.180 interface switchport trunk ................. 259
3.25.181 interface traffic-shape ...........cccoeiiiii 260
3.25.182 interface tunnel destination ..o 261
3.25.183 interface tunnel eoip id .........ccooovviiiiiiiiiiii 262
3.25.184 interface tunnel gre keepalive ................. 262
3.25.185 interface tunNNel SOUICe ...........ccuiiiiiiiiiiiiiiiiee e 263
3.25.186 interface tx-burst ... 264
3.25.187 interface tx-queue length ..............cccccciiiiii, 264
3.25.188 interface tx-queue scheduler cake ............ccccccciiiiiiiiiiiiiie 265
3.25.189 interface tx-queue scheduler fg_codel ...............ccccciiiiiiiiiiii, 266
3.25.190 iNterfac@ UP ...coooeeiiieeeeeeeeeeee 266
3.25.191 interface vlan OS @gresS Map .........ccccccvvviiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeens 267
3.25.192 interface wireguard @sc .............cccoiiiiiiiiii 268
3.25.193 interface wireguard listen-port .............cccccciiiiiiiii 269
3.25.194 interface Wireguard PEEI ............ccoviiiiiiiiiiiiiiiiiiiiieeeeeeeee e 269
3.25.195 interface wireguard private-key ..........ccccoeveviiiiiiii, 275
3.25.196 interface WmMMm ... 276
3.25.197 interface wpa-eap radius SeCret ...........cccccccviiiiiiiiiiiiii 276
3.25.198 interface wpa-eap radius SEIVEr ..........ccoooiiiiiiiiiiiiiiiiiieieeceeeeee e 277
3.25.199 INterface WPS ......ccooiiiiiiiiiiiii 278
3.25.200 interface wps auto-self-pin ... 278
3.25.2071 interface WPs BULEON ........ccoooiiiiiiiiiiiieieie e 279
3.25.202 INterface WPS PEEI ... 279
3.25.203 interface WPs Self-Pin .......ccooiiiiiiiiiiiii e 280
3.25.204 interface zerotier accept-addresses ..........ccccccccviiiiiiiiiiiiiiiiiiiee 280
3.25.205 interface zerotier acCePt-rOULES ..........cccovvviiiiiiiiiiiiiiiiriiisiesssssssssssssnsnnes 281
3.25.206 interface zerotier connect ................ 281
3.25.207 interface zerotier network-id ............ccccccoiiiiiii 282
A I | < I 1 f « I 283
327 P ANCP Class ......oooiiiiiiiiiii 284
3.27.1 ipdhep class OPLioN .......coooeiiiiiiiiie s 284
3.28 IPARCP ROSE ..o 285
3.29 P AhCP POOL ... 286
3.29.1 ipdhep pool bind .........ooooiiiiiiiiiiiii 287
3.29.2 ipdhcp pool bootfile ... 287
3.293 ipdhep pool class ... 288
3.29.4 ip dhcp pool debug .........ccooiiiiiiiiiiiiiiiiiii e 289
3.29.5 ip dhcp pool default-router .............coooevvviiiiiiii, 290
3.29.6 ip dhcp POOl ANS-SEIVEN ... 290
3.29.7 ip dhcp pool domain ........cooooviiiiiiiiiiiiiiceee 291
3.29.8 ipdhcp pool enable ... 291
3.29.9 ip dhcp POOIIEASE ... 292

Explorer (KN-1621) — CnpaBOYHMK KOMaHJ, 1 5



CopepxxaHve

16

3.30
3.31
3.32
3.33
3.34
3.35
3.36
3.37
3.38
3.39
3.40
3.41
3.42

3.43
3.44
3.45
3.46
3.47
3.48

3.29.10 ip dhcp PoOl NEXL-SEIVEK .....cccovviiiiiiiiiiiii 293
3.29.11 ip dhep POOl OPLION ... 293
3.29.12 ip dRCP POOI FANGE ... 295
3.29.13 ip dhcp pool update-dns ............ooooiiiiiiiiiiiin 295
3.29.14 ipdhecp pool wpad ..., 296
ipdhcprelay enable ... 296
ipdhcprelay lan ... 297
iP ARCP relay SEIVEK .....ooooiiiiiiiiiiiiiiiiiieeeee ettt eeeeeeeeees 298
ip dhcp relay upstream interface ............ccceeeieiiiiiiie s 298
ip dhcp relay UPSEream SEIVEK ...........c.coiiiiiiiiiiiiiiiiiiiiiiiitiiieieieeeeereeereeeeeeeeeeeeeeeeeaeeeee 299
ipARCprelay Wan ... 300
iPespalg enable ...t 300
ip flow-cache timeouUt ACtiVe .............ccvuiiiiiiiiiiiiiiiiiiiiii e 301
ip flow-cache timeout inactive ..., 301
ip flow-export destination ..............coooeeiiiiiiii 303
iP FlOW-@XPOIt VEISION ....eeee s 303
IPOSE 303
(10 101 £ ¢ T 1 PP P PP PPPPPPPPPPPPPPRt 304
3.42.1 ip hotspot auto-register disable ............ccccccccviiiiiiiiiiii 305
3.42.2 ip hotspot auto-scan interface ... 305
3.42.3 ip hotspot auto-scaninterval .......................cccc 306
3.42.4 ip hotspot auto-Scan PaSSIVE ...........oooiiiiiiiiiiiiiiiiii 307
3.42.5 ip hotspot auto-scan timeout .............ccccccviiiiiiiiiii 307
3.42.6 ip hotspot default-PoliCy .......cccooiiiiiiiiiii s 308
3427 iphotspot hOSt ......oooooiiiiiiiiii 309
3.42.8 ip hotspot host conform ... 310
3.42.9 ip hotspot hOSt Priority .......ccooovviiiiiiiiiiiiieiecccece s 311
3.42.10 ip ROtSPOL POLICY ..coooiiiiiiiiiiiiiiiii e 312
3.42.11 ip hotsSpot Priority ......cooooviiiiiiiiiii, 313
3.42.12 ip hOtSPOt WAKE ... 313
[0 g Y o LoTol 1TV e o o] [T o) 314
IP NEEP 10QG @CCESS ..ottt ettt ettt e e et e eeeeeeeeeeeeeees 315
IP REEP 10G QUL ...ooiiiiiiiiiiii bbbt aarare 316
iP Wt 10G WEBAAV ......oeiiiiiiiiiiiiiii et eaeneeeees 316
L1 0  oJ 0T o R 317
P P PrOXY e 318
348.1 iphttpproxy auth ..., 318
3.48.2 ip http proxy dns-oVerride ...........cccccviiiiiiiiiiiiiiiiiiieeeeeeeeeeeeee 319
3.48.3 ip http proxy domain ...........ceeiiiiiiii 320
3.48.4 ip http proxy domain NAdNS ... 320
3.48.5 ip http proxy force-host .............ccciiiiiiiii, 321
3.48.6 ip http proxy preserve-origin .........ccccoeeiriiiiiiiiii 322
3.48.7 ip http proxy preserve-referer ..........cccoovvviiiiiiiiiiiiiieee e 322

CnpaBo4HuK komaHg — Explorer (KN-1621)



CozepxaHune

3.48.8 ip http proxy preserve-host ...........cccccccciiiiiiiiiiiiii 323
3.48.9 ip http proxy security-level ... 323
3.48.10 ip http proxy ssl redirect ..........ooovviiiiiiiiii 324
3.48.11 ip http Proxy timeout ........coooiiiiiiiiiieeee 325
3.48.12 ip http ProxXy UPStream ..........ccccccviiiiiiiiiiiiiiiiicee e 325
3.48.13 ip http Proxy X-real-ip .......coooiiiiiiiiiiiii 326
3.49 ip http security-leVel ...........coooiiiiiiiiiiiii e 327
3.50 iphttpsslacme debug ... 406
3.571 ip http sSIAaCmMe @CASA ....cooooeeiiieieieeeeeeee 328
352 iphttpsslacme get ... 329
3.53 ip http SSIAaCMeE reVOKEe ......cooooeeiiiiiieieee 329
354 ip httpsslacme list ... 330
3.55 QP http SSI €NADbIE ... 330
3.56 IP REEP SSIPOIE oot 331
3.57 QP RtEP SSI redir@Ct ... 332
3.58 ip http X-frame-0ptioNs ........coooeiiiiiiiiiie s 332
3.59 P NAME-SEIVEY ...oovuiiieieiiieiiiiiiiee e ettt ettt eea e e e e eeeettbta e seeeeeatabbaasseseeeeesassannnsseeeeensennens 333
S ST | 1 4 T- 1 334
3.61 dpnatfull-cone ..., 335
3.82 P NMAL OC oot 336
3.63 Ip nat restricted-CoNe .........ooooviiiiiiiiii 336
SN ] Iy T 1 T o« TP PUPPRR 337
B85 AP NAL VPN i e e e 337
3.06 TP POIICY e 338
3.66.1 ip policy description ...........ccccciiiiiiiiiiiiii 339
3.66.2 ip POLICY IPVO FOULE ....ooeiieee s 340
3.66.3 ip policy multipath ..., 341
3.66.4 ip policy permit ... 341
3.66.5 ip policy Permit Ut ..........cccciviiiiiiiiiiiiiii e 342
3.66.6 ip policy rate-limit iNnput ... 343
3.66.7 ip policy rate-limit oUtpUt ..........cooovviiiiiiiiiii 344
3.66.8 P POLICY FOULE ...oeeieeeeeeeeeeeeeeee e 344
3.66.9 ip policy standalone ............cccciiiiiiiii 346
B.87 HPFOULE oo 347
3.68 ip search-domain ..........ccooooiiiiiiiiiiiii 349
3.69 ipsip alg direct-media ... 349
370 0P SIPAlg POIE .. 350
BT P SO s 350
3711 QPSSR CIPREE .o 351
3.71.2 IPSSh KeYGEN ..o 352
3.71.3 ip SSh 10CKOUL-POLICY ..o 353
3714 0P SSh POrt oo 354
3.71.5 ip SSh seCUrity-1@Vel ........ccooiiiiiiiiie s 355
Explorer (KN-1621) — CnpaBOYHMK KOMaHA



CopepxxaHve

18

3.72
3.73
3.74

3.75
3.76
3.77
3.78
3.79
3.80
3.81
3.82

3.83
3.84

3.85
3.86
3.87
3.88
3.89
3.90
3.91
3.92
3.93
3.94
3.95
3.96

3.71.6 ip ssh session tiIMeOUL ..........cooevviiiiiiiiiii 355
] 1 o ROTRORRt 356
13 2= 1 Lol o | =P 358
(1 IR =] 1 1 L= PP PP PP PPPPPPPPPPPPPPPPPPPRt 359
3.74.1 ip telnet lockout-policy .........cccceviiiiiiiiiiii, 360
3742 iptelnet POrt ... 361
3.74.3 ip telnet security-level ...............ccciiiiii 361
3.74.4 ip telnet sessSioNn MaxX-CoUuNt ...........ooooiiiiiiiiiiiiiiiiien 362
3.74.5 ip telnet session timeouUt ...............cceeiiiiiiiiiii 363
ip traffic-Shape ROSt ... 363
ip traffic-shape unknown-host ..................oooiiiii i, 365
IPVG 1OCAI-PrEfiX .....ooiiiiiiiiiiiiiiite ettt et et et eeeeeeeeeeee 366
IPVO NAMIE-SEIVEL ....coiiiiiiiiiiiiiiiiiieiciee ettt e et et e et e e et e e et e e e e e e e e e e e e eeeeeeeeeeeeeees 366
[PV PSS ...ttt bbb e nnnnees 368
PV FOULE ..ooiiiiiiiiiiiiiiiiiiiiietee ettt et e ee e e er e e ee e e e e e rere s e e e s ee e s e se s e e e ee e e s e e e eeseeeseseeeeeeeeesesenenennnns 368
FPVO STATIC ....oeieeiiiiiiiiitittt ettt bttt ettt ettt nnnenene 369
IPVB SUDNEL ... 371
3.82.1 ipv6 subnet bind ... 371
3.82.2 ipV6 SUBNEL ANS-SEIVEN ......ccooiiiiiiiiieiecccececece s 372
3.82.3 ipV6 SUDNEt MOME ... 373
3.82.4 ipv6 subnet NUMDBEK ...t 373
3.82.5 ipv6 subnet prefix delegate ...........cccoiiiiiiiiiiii 375
3.82.6 ipv6 subnet prefixlength ............ooooriiiiiiiiiiin 375
ISOIALE@-PrIVALE ....ooeeiiiiiiiee bbb 375
Kabinet ... e e e e s e 376
3.84.1 kabinet access-level ... 376
3.84.2 kabinet interface .............cccciiiiiiiiiiii e 377
3.84.3 kabinet password ... 378
SIS 27N '€= o1 [ T=1 o « o T o 379
3.84.5 kabinet protocol-Version ... 379
3.84.6 KABINGL SEIVEI ......ooiiiiiiiiiiiiiiiie ettt e e e e s 380
KNOWN ROST ..ottt et et neeenenes 380
L0 01T Yol e [T =SSRt 381
MWS auto-ap-ShUtdOWN ... 382
mws backhaul shutdown ... 382
[ )T Lo T TR o « PSP P PP P PP PP PPPPPPPPPPPPPRt 383
MWS MEMDEK ..ot e e e e e s e e e e e s e e anaeeees 384
MWS MEMDEr dEBUQ .......ouiiiiiiiiiiiiiii bbb eeeaeaeeenes 384
MWS MEMDBEr dPN-ACCEPL ......oovviiiiiiiiiiiiiiiiiiiiieietreer e 385
MWS MEMDBEF POIt QCCESS ......uuiiiiiiiiiiiiiiii bbb 386
mws member port disable ..o 386
mws member reboot ... 387
mws member update channel ....................co i, 388

CnpaBo4HuK komaHg — Explorer (KN-1621)



CozepxaHune

3.97 mws member update check ..............ccccii 388
3.98 mws member update start ...........ccccooiiiiiiiiii e 389
3.99 mws member UPdate StOP ......cooovviiieiiiiiiiieeee 389
3.100 MWS FEBOOT ... 390
3.10T MWS FEVISIT it e ettt e e e e sttt e e e e e e s e anbbareeeeeeeens 390
3.102 MWS SEP PriOFIEY oo 391
3.103 MWS UPAAte StArt ......oooiiiiiiiiiiiii e 392
3.104 MWS UPAAte SEOP ... s 393
3.105 MWS ZONE@ ...oouiiiiiiiiiiiiiiii ettt et ettt a s s e e e et e e bbb s e s e e eeaaabaa e e e s 393
3.106 NE@XEANS ...ooiiiiiiiiiiiietet ettt ettt e et et ennnenen 394
S OGP B 1= e [ = T o | o 395
3.106.2 nextdns authenticate ............coooiiiiiiiiiiiiiii s 395
3.106.3 nextdns aUtRtOKEN ...........ccccoiiiiiiiiiiiiiiiie e 396
3.106.4 nextdns check-availability .............cccccooiii 397
3107 NUNS oottt e ettt e e e e e e et e et e e e e et et e e e e e s e bereeeeeeaens 397
3.107.1 NdNS BOOK-NAME ... 397
3.107.2 NdNns cheCk-NAame .............oiiiiiiiiiiiiie e e 400
3.107.3 NANS drop-Name .......ooooiiiiiiiiiii 401
3.107.4 ndns get-bBooKed ...........coooiiiiiiiiiiieieccce e 402
3.107.5 ndns get-update ... 403
B.T08 NECE oo et e et e e e e e e e 405
3.108.1 NECE@ AEDBUG ....ccooeiiiiiiiiiiiiiiieeeee e 406
3.108.2 ntcefilter assign host ..............ceeiiiii 406
3.108.3 ntce filter assign interface ... 407
3.108.4 ntcefilter profile ...........ooiiii 408
3.108.5 ntce filter profile application ..., 409
3.108.6 ntce filter profile description .............coooevviiiiiii, 409
3.108.7 ntce filter profile group ... 410
3.108.8 ntce filter profile schedule .............cooooiiiiiiiii, 410
3.108.9 ntce filter profile type ... 411
3.108.10 ntce MemMOrY-WatChREr .........cccooiiiiiiiiiiiiiiiii s 412
3.108.11 ntce qos category Priority .........ccooovviiieiiiiiiiiiiiiieeeeeeeee e 412
3.108.12 ntce qos €Nable .........oooooviiiiiiiiiii 413
3.108.13 ntce upstream rate-limit iNPUt ..o 414
3.108.14 ntce upstream rate-limit output ..................ccco 414
S 0SB 1 | « TP PP UUPPPPPPPRRORPUPPPPIRt 415
3.TT0 NEP MASEEE ..ottt e et e e et e e e e et e e e eaa e e e ean e e eeananees 416
BTTT NEP SEIVEL ...ttt e e et ettt e e e e e e e te e bbb e e e e e e e eeabbba s e e eeeeenennnas 416
3.TT2 NEP SOUFCE ..ottt ettt e ettt e e ettt e e ettt s e ettt s eeettae e eeesaa s eeeesaaeeessnaeennrnnaees 417
3.113 NEP SYNC-PEIIOA ..o 417
3.114 object-group AN .......cooooiiiiiiiiii 418
3.114.1 object-group fadn exclude ............coooiiiiiiiiiiiiiiiiii 419
3.114.2 object-group fadninclude .............cooovriiiiiiiii, 420

Explorer (KN-1621) — CnpaBOYHMK KOMaHJ, 1 9



CopepxxaHve

20

3.115 0BJECE-GrOUP P .ooiiiiiiiiiiiiii 420
3.115.1 object-groupipexclude ............oooriiiiiiiiii 421
3.115.2 object-group ipinclude ..............cccciiiiiiiiiiiii, 422

B.TT6 OC-SEIVEI ...ttt e ettt e e e e e et ettt e s e e e e et etab b s eeeeeeesennnaeeeeeeeanennnans 423
3.116.1 oc-server camouflage ...........ccooooiiiiiiiiiiiiiiiiiiirr 424
3.116.2 0C-Server debUQg ............ouiuiiiii 424
3.116.3 0C-Server iNterface .............ccccviiiiiiiiiiiiiee e 425
3.1716.4 OC-SEIVEI MUEU .oooiiiiiiiiieiiiiiiiiii ettt e e et e et e e e e e e e erebbr e e e eeeeeeenennnans 425
3.116.5 oc-server multi-login ............cccciiiiiiiiiiii 426
3.116.6 OC-SErver POOI-FaNQe ..........ccooiiiiiiiiiiiiiiiiii 427
3.116.7 OC-SEIVEK FOULE ......coeeiiiiiiiiiiiiiiiiiiiiiiii ettt e et e aabb s 427
3.116.8 oc-server sessioN-logouUt ..ottt 428
3.116.9 OC-SErver SeSSiON-Pre MPL ......cccceverireriririrrirrsisssssssssssssssssssssssssssssssssssssssssses 429
3.116.10 0c-server StatiC-iP .......ooooiiiiiiiiiiiiiii 429

3.117 ping-check profile ..., 430
3.117.1 ping-check profile host ... 431
3.117.2 ping-check profile max-fails ................cccceiiii i, 431
3.117.3 ping-check profile Min-SUCCESS ..........ccooeiiiiiiiiiiiiiiiie e, 432
3.117.4 ping-check profilemode ....................c 433
3.117.5 ping-check profile POrt ... 434
3.117.6 ping-check profile timeout .....................ccci 434
3.117.7 ping-check profile update-interval ... 435
3.117.8 ping-check profile Uri ...........c.ccccciiiiiiiii 435

BT 8 PP ittt e ettt e et e ettt e e e e e e eetbb e e e e eeeeananas 436

3.TTO PPPOC PASS ..eeeinnieiiiieeeeiii et ettt e ettt e ettt ettt ettt e etta ettt ettt eett e eerraaaes 437

3.120 SChEAUIE ... s 438
3.120.1 schedule aCtion ............c..oiiiiiiiiiiiii e 438
3.120.2 schedule description ... 439

ST 7 BT =1 oV ol =T s | o « 440

3.122 service dNCP-relay ... 440

3.123 SEIVICE UNS-PrOXY ..ooiiiiiiiiiiiiiiiiiii e 441

3124 SEIVICE P oo 441

3.125 SE@IVICE IgMP-PrOXY ....oioieiiiiiiiiiiiiiessisssssssssssssssssssssssss s sssssssssssssssssssssssssssssnsnssnssnnnns 441

3.126 service internet-CheCKEer ........ . 442

3127 SEIVICE IPSEC ooiiiiiiiiiiiii e 443

3.128 service Kabinet ... 443

3,129 SEIVICE MWWS oiiiiiiiiiiiiieee e ettt e e e e e ettt et e e e e e st bttt e eeeessanabbbbbeeeeeeeesannbebereeeeens 444

3.130 SEIVICE NECE ..o e e e e e e e e e 444

33T SEIVICE NEP oo 445

3.132 SEIVICE OC-SEIVEL ... e e e e e e e e e e e e e e e e e 445

R IC S I {1 oV (oI 0T 1|« ST 446

3134 SErVICe SSN oo 446

3.135 SEIVICE SSEP-SEIVEK ....cccoiiiiiiiiiiieeeeetiiiiiiiiaeeeeeeettttiieseeeeetttttaaaseeeeerresrennnsseseeseresnens 447

CnpaBo4HuK komaHg — Explorer (KN-1621)



CozepxaHune

3.136 SEIVICE tRINEL .....ovieiiiiiiiciei s 447
3.137 SEIVICE UAPXY o e e e e e e s e s e e e s e e e e e s e e e e e e e e e e e e e e e e e e e e e nns 448
3138 SEIVICE UPIIP oot 448
3.139 SEIVICE VPN-SEIVEL ...cooiiiiiiiiiiiiiiiiiiiee ettt ettt ettt e e e e e e e e e e e e e e 449
B.T40 SNOW . nnn 449
S 0 I B Lo YT Yol 4 = USRS 449
3.140.2 show assOCIatioNs ..........cccoeevviiiiiiiiiiii 450
3.140.3 ShOW BULEON .coooiiiiiiii e e e e e e e e e eaaaaaaas 452
3.140.4 show button bindings ..................ccc 452
3.140.5 show button handlers ...t 454
3.140.6 show chilliprofiles ...........ccooeiiiiii 456
3.140.7 ShOW clock date ........coooiiiiiiiiiiiii e 457
3.140.8 show clock timezone-list .............cooovviiiiiiiiiiiiiiiiere e 458
3.140.9 show components Status ...........ccccceiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeee 459
3.140.10 show configurator StatUs ...........ccooevviiiiiiiiiiiiiieicicccceee e 459
3.140.T7 ShOW Credits ....ooovviiieiiiiiiiiiiiiee e e e e e e e e e e e eeaaaaeas 460
3.140.12 show cryptoike KeY .......coooovviiiiiiiiiiiii 468
3.140.13 SROW CrYPto MAP ..ooooiiiiiiiiiiiiiiiiii e 469
3.140.14 show defaults ............oooiiiiiii 470
3.140.15 ShOW ANS-PrOXY ..cooieieeiieieieeeeeeeeeeeeeeeeeeee e 471
3.140.16 show dns-proxy filter presets ...........cccccciiiiiiiiiiiiiiiii, 473
3.140.17 show dns-proxy filter profiles ...........cccccvriiiiiiiiiiieeee 475
3.140.18 show dpn dOCUMENT .......cccoiiiiiiiiiciiicieir s 475
3.140.19 ShOW dpn liSt ... 476
S P10 Mo O 3 VoY1V e (o B 478
3.140.21 SROW AFIVEIS ..oovviiiiiiiiiceie e e e e e e e e e e e e e eaaaaaaanes 479
3.140.22 show dyndns UPAaters ..........ccccccciiiiiiiiiiiiiiii e 480
3.140.23 show easyconfig Status ...........cccooiiiiiiiiiiiii 481
3.140.24 show eula docUMENt ..........coooiiiiiiiiiiiii 482
3.140.25 ShoW @UIA TSt ....oovvineiiiiiiecie e e e e 483
3.140.26 ShOW iNtErface ..........cccoviiiiiiiiiiiiiiii e 484
3.140.27 show interface bridge ... 486
3.140.28 show interface channel-utilization rrd .................ooooeviiiiii, 487
3.140.29 show interface channels ...........cccccoooiiiiiiiiiiiiiii e 488
3.140.30 show interface chilli ...................ccccii 490
3.140.31 show interface country-codes .............oooiiiiiiiiiiiiii 491
3.140.32 show interface mMac ............cccccciiiiiiiiiii 492
3.140.33 show interface NAME-SEIVEI ...........ccooeiiiiiiiiiiiiiiieee e e 493
3.140.34 show interface rf @2p .........ccceeiiiiiiiiiii 494
3.140.35 show interface rrd ...........ccoooiiiiiiiiiiii e 496
3.140.36 show interface spectrumrrd ..............cccceiiiiiiiiiiiii, 498
3.140.37 show interface stat ...........cccooeeiiiiiiiiiiiii e 500
3.140.38 show interface WPs Pin .........cccciiiiiiiiiii, 500

Explorer (KN-1621) — CnpaBOYHMK KOMaHJ, 21



CopepxxaHve

22

3.140.39
3.140.40
3.140.41
3.140.42
3.140.43
3.140.44
3.140.45
3.140.46
3.140.47
3.140.48
3.140.49
3.140.50
3.140.51
3.140.52
3.140.53
3.140.54
3.140.55
3.140.56
3.140.57
3.140.58
3.140.59
3.140.60
3.140.61
3.140.62
3.140.63
3.140.64
3.140.65
3.140.66
3.140.67
3.140.68
3.140.69
3.140.70
3.140.71
3.140.72
3.140.73
3.140.74
3.140.75
3.140.76
3.140.77
3.140.78
3.140.79
3.140.80
3.140.81

show interface Wps status ..........ccccccciiiiiiiiiiiii, 501
show interface zerotier peers .........ccccoiviiiiiiiiiii 502
show internet Status ...........cccccoiiiiiiiiiiiiiie e 504
SO P AP e 504
show ip dhcp bindings ............cccocviiiiiiiiiiiii 505
ShOW ip dRCP POOI ... 506
SROW iP ROESPOL ...oooiiiiiiiiiiiiiii 507
ShOW ip ROtSPOL rrd .....oooiiiiiiiiiiiiiiiiiieeee 508
show ip hotSPot SUMMAKY ......ccoooiiiiiiiiiiiccccc e 511
SROW P hEtP ProOXY ..o 512
SROW iP NAME-SEIVEN .......cooviiiiiiiiiiiiiii e 513
SROW P Nat L 514
ShOoW ip NEIGhBOUN ..........iiiiiiiiiiiiiiiiiiii e 515
SROW P POLICY ..o 516
ShOW P roUte ..o 519
SROW P SEIVICE ..o 522
] 1 Lo YT T« = o PP PRPRPRPRPPPRIR 522
SHOW iPV6 adAreSSES .........ouviiiiiiiiiiiiiiiiiiiiiiiii e 523
show ipv6 dhcp bindings ...........ccociiiii 524
ShOW ipV6 Prefixes ... 525
SROW IPV6 FOULE .....cooiiiiiiiiiiiiiiiicc e 526
SROW iPV6 SUDNELS .....ooooiiiiiiiiiiiiiiiiiie e 527
show Kabinet StatUus .............oooiiiiiiiiiiiiie e 527
show last-Change ... 528
ShOW L@ .. 528
Show led bindings .............oouiiiiiiiiiiiiiiiiiii e 530
show led coNtrols ..........cccooiiiiiiiiiiiii e 533
SNOW 10Q . 535
ShoW MWs assOCiations ..........ccoocoiiiiiiiiiiiiiiiiiee e 536
show mws candidate ... 537
SROW MWS 10G ..coooiiiiiiieeice s 539
ShOW MWS MeMDbEr ... 540
SHOW NANS .. e e e 541
ShOW Netfilter ... 542
show nextdns availability ..............ooooviiiiiiiiiii s 542
show nextdns profiles ...........ccccviiiiiiiiiiii 543
show ntce applications ............cccccuuiiiiiiiiiiiiiii 543
show ntce attributes ...........ccccoiiiiiiiiiii 545
show ntce filter Profile ............cccovviiiiiiiiiiiiiiiiii 549
SROW NECE GrOUPS ..o 550
SROW NECE GrOUPSELS ...ocoviiiiiiiiiiiiii 556
ShOoW NtCe hOSES ..o 557
SHOW NECE OSES ...t et e e e e e 561

CnpaBo4HuK komaHg — Explorer (KN-1621)



CozepxaHune

3.140.82 SHOW NECE SEALUS ...oooiiiiiiiiiiiiiii e 563
3.140.83 ShOW NP StAtUS .....ooooiiiiiiiiiiiiii e 564
3.140.84 SHOW OC-SEIVEI ...oiiiiiiiiiieeee ettt ettt e e e e s et e e e s e s bbereeeeeeeens 565
3.140.85 show PIiNG-CheCK ..........coooiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeee e 565
3.140.86 ShOW PrOCESSES .....ouvuuiuiiiiiiiiiiiiiiiisssssssss s ssssssnsssssnsssnssnnsnnnn 566
3.140.87 show running-config ............ccoiiiiiii 568
3.140.88 show schedule .............ccoviiiiiiiiiii e 574
3.140.89 ShOW SEIf-t@St ..o 575
3.140.90 ShOW Sit@-SUIVEY ........iiiiiiiiiiiiiiiiiiiiiii s nas 575
3.140.91 show skydns profiles ..o 577
3.140.92 show skydns userinfo ...........ccooovviiiiiiiiiiiiiiiceicccccec e 577
3.140.93 SROW SNMP VIEW ...oooiiiiiiiiiiiiiiiii 577
3.140.94 show ssh fingerprint ...............ccceiiiiii 578
3.140.95 ShOW SSEP-SEIVEL ... e e e e s 579
3.140.96 SROW SYSEEM ..oooiiiiiiiiiiiiiiii 579
3.140.97 show System COUNEFY ..o 580
3.140.98 ShOW SYyStem CPUSLAt .....cccoovviiiiiiiiiiieieieieie i e e 581
3.140.99 SNOW BAGS ....uuiiiiii e 582
3.140.100 ShOW threads ...........ccocuiiiiiiiiiiiiii e 583
3.140.107 ShOW torrent Status .........ccoooiiiiiiiiiiieieeeee s 584
3.140.102 show upnp redirect ..........cooovviiiiiiiiii 584
3.140.103 SHOW VEFSION ..o s 585
3.140.104 SROW VPN-SEIVEL ....coooviiiiieiieeieee e 586
BUT4T SKYUNS .ottt ennne 587
31471 SKYANS @SSIGN .o 587
3.141.2 skydns check-availability ............cccccccoiiiiiii 588
3.1471.3 SKYANS TOGIN ...ooiiiiii s 589
3.147.4 skydns PasswWord ... 589
3.142 SAMP COMMUNILY coooiiiiiiiiiiii e e e 590
3.T43 SNMP CONLACT ..oiiiiiiiiiiiii e e ettt e e e et e ebt e e e e eeeeenenina e eeeeeees 591
3.144 SNMP TOCALION ....uiiiiiiiiiis s 591
B.T45 SNMP VIW .o e e e e e e e e e s e s e s e s e s e s e e e e e e e s e s e e e e e e e aeaenes 592
3.146 SNMP VIEW EXCIUAE .....ovviiiiiieiciciececcse s 592
3.147 snmp view include ... 593
3.TA8 SSEP-SEIVEL ....ouiieiiiiieeiiie ettt e ettt e ettt e ettt s e etaaa e e ettt s eeeaaaseetanaserennaeenesnaserennns 594
3.148.1 sstp-server allow-bridging .............cccocii 594
3.148.2 sstp-server camouflage ..........ccooooviiiiiiiiiiiiiiiiececerece 595
3.148.3 sstp-server debug ... 595
3.148.4 sstp-server dhCp route ...........ccccciiiiiiiiiiiiii 596
3.148.5 sstp-serverinterface ... 597
3.148.6 SSEP-SEIVEI IPVOCP ..coooeeeieieieieieieieeeieeeeeee et ee e e e e e s e s e s e s e s e s e s e s e s e s e aeesseaeaeaenas 597
3.148.7 SStP-SerVer ICP €ChO ..o 598
3.148.8 sstp-server ICP fOrCe-Pap .....ccooovvveviieiiiiiiieceiccecece e 599

Explorer (KN-1621) — CnpaBOYHMK KOMaHJ, 23



CopepxxaHve

3.T48.9 SSEP-SEIVEY MU ....ouiiiiiiiiiiiiiiieeetiiii e e ettt e eteiie e ettt eertraaeeerernseeresnaeeerernaeeenees 599
3.T48.T0 SSEP-SEIVEY IMEU .....oiiiiiiiiiiiiiiie ettt e e e e e e e e e e e eeeenenanaas 600
3.148.11 sstp-server multi-login ...........cccccciiiiiiiiiii 601
3.148.12 sstp-server pool-range ... 601
3.148.13 sstp-server session-logout .............ccccceiiiiiiiiiiiiiiiii, 602
3.148.14 sstp-server SeSSiON-Pre@MPL .......ccccoiiiiiiiiiiiie s 602
3.148.15 SStP-SErVEr SEALIC-IP .....uuuvuiuiiiiiiiiiiiiiii bbb aaaae 603
3.TAD SYSEEIM oot e e e e et e e e et e eab e e e e ereees 603
3.149.1 system BULLON ......oooooiiiiiiiiii 604
3.149.2 System Caption ......oooooiiiiiiiiiiiiii 605
3.149.3 system cloCk date ..........cccooooviiiiiiiiiiiiiiiicici s 606
3.149.4 system clock tiMEZONE ... 606
3.149.5 system configuration factory-reset ...........ccccceeviiiiiiiiiiii, 607
3.149.6 system configuration fail-safe commit .................... 607
3.149.7 system configuration fail-safe keep-alive ............ccooovvviiiiiiiiiiiiiiiieeee, 608
3.149.8 system configuration fail-safe rollback ......................... 608
3.149.9 system configuration fail-safe timer ..................ooooeeeiiiiii 609
3.149.10 system configuration SAVEe ............coooiiiiiiiiiiiiiiiiieeee 609
3.T49.171 SYSEEM COUNTIY ..ooiiiiiiiiiiii et e et e e e eaae e e eennas 610
3.149.12 system debUQ ....ccooeeeeeieeeeee 611
3.149.13 system description ...........cccceiiiiiiiiiiiii 611
3.149.14 system dOmMaiNNAMI@ ... 612
3.149.15 system hostname ...........ccccoiiiiiiiiiii 613
3.149.16 system led power schedule ...........coooiiiiiiiiiiiiiiii s 614
3.149.17 system led power Shutdown ............cccccccvviiiiiiiiiiiiiiiiiiieeeeeeeeeeeee e 614
3.149.18 SYyStem 10g CleAr .......ccooeiiiieeeeeeeeeee e 615
3.149.19 system 1og reduction ...........ccooovviiiiiiiiiiiiiii 615
3.149.20 SYStemM lOQg SEIVEK ....cooiiiiiiiiiiie 616
3.149.27 SYStem I0g SUPPIESS ...cccovviiiiiiiiiiiiiiiiiiiieeeeeeeeeeee e e e e e e e eeee s 616
3.149.22 SYStEM MO ... 617
3.149.23 system ndss dump-report disable ........................ 618
3.149.24 SYStem FrebOOt ... 618
3.T49.25 SYSEEIM SEU ...ooeiiiiiii ettt e e e eaa e 619
3.149.26 system trace lock threshold ................... 620
BU150 BOOIS ..ot e e e e et e e e e e e e reeeeeeeas 621
3.150.71 tOOIS @rPING oo 621
3.150.2 TOOIS PING oooiiiiiiiiiiiiii 622
3.150.3 t0OIS PING6 ..o 624
3.150.4 £0OIS traCEIrOULE .......oceeiiiiiiiiieee ettt e e e e e e 626
BUI5T HAPXY oo 628
3.151.1 udpXY BUFFEI-SIZ@ ........oiiii s 628
3.151.2 udpxy buffer-timeout ... 629
3.151.3 udpXy iNterface ........ooooovviiiiiiiiii 629

24

CnpaBo4HuK komaHg — Explorer (KN-1621)



CozepxaHune

35T UAPXY PO i 630

3.151.5 udpxy renew-interval ... 631

3.157.6 UdPXY tIMEOUL .....coooiiiiiiiiiiiiii 631

3152 UPNP FOrWAKA ..o 632

3153 UPNP TAN oo s 633

3.154 UPNP FEAIFECT ..o 634

BUT55 USEE oottt e et e et s e e eet e 635

3.155.1 USEE PASSWOIRA ... 635

R A ¥ 1T g - T« [ PP PPPRPPPPPRPRY 636

3.T56 VPN=SEIVEL ..ooiiiiiiiiiiii e ettt e ettt e e e e e e et e ettb e e e e e e e eeestbta e s eeeeeeennnrnaaeeaeaeees 639

3.156.1 vpn-server dhCPp FOULE .......cccoovviiiiiiiiiiiiieieieeeee s 639

3.156.2 vpn-server iNterface ... 640

3.156.3 VPN-SEIVEE IPVOCP ....ocoviiiiiiiiiiineeeeiiiiiiiiieeeeeetretttiiineeeeeeetratiaaeeeeeeerennnnnnsness 641

3.156.4 vpn-server Icp €cho ... 641

3.156.5 vpn-server 1ockout-poliCy ........coovvviiiiiiiiiiiii 642

3.156.6 VPN-SEIVEE IMPPE ...oouiieiiiiiiiiiiiiieeeeettteitiiiaeeeeetettettnaeeeeeeetaentranaseeeeeeresennnnns 643

3.156.7 vpn-server mppe-optional ...........cooeviiiiiiiiiii 644

3.156.8 VPN=SEIVEE MU ...ouiiiiiiiiiiiiiiiieeeeeeetetiiiee e eeeetratbni e e eeeeeeenenaaaeeeeeeeearennnaaeeeens 644

3.156.9 VPN-SEIVEE MUEU .....oiiiiiiiiiiiiiiieieiiii ettt e ettt e e etati e e eeenn e e eeeaaeeeeennaeeeeanas 645

3.156.10 vpn-server Multi-login ... 646

3.156.11 vpN-Server POOI-range ..........ccccccviiiiiiiiiiiiiiiiiiicecceeceee e e 646

3.156.12 vpn-server SesSioN-l0gOUL .............ccccooiiiiiiiiiimiiiiiiiiiie 647

3.156.13 vpn-server SessioN-preempt .........cccceeviiiiiiiiiiii 647

3.156.14 vPN-Server StatiC-iP .....coooveiiiiiiiiieieeeee 648

[ Lo Yol of= T o 17 1 TN 649
Mpuno>xeHne A

MePapXmA MHTEPPEUICOB .....cccccuereireeiiiseniessaessssssenssssssssssssssssssssssssssssssssssssssssssssasssssssssss 665
Mpwuno>xeHve B

SNIMP MIB .....oiiiiiiiiiiinennnnnnenenneeeessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 667

B.T SNIMPVZ2-MIB ...ceiiiiiiiiiiiiiitte ettt ettt e e e e e ettt b et e e e e e e e sabbb et eeeeeeseaaabbeaeeas 667

B.2 IF-MIIB ...ttt e ettt e e e e e ettt e e e e e e ettt e e e e e e e e et baaeeeeeeeeea bbbt aeaeeeeeeannntbanaaeeens 667

B.3 IP-IMIIB ..ttt ettt e ettt e e e e e e bbbttt e e e e e ettt et e e e e e ae bt eaaeeas 669

B.4 UDP-MIB .....iiiiiiiieeeeeeeiiiitteee e e e e e ettt e e e e e e ettt e e eeeeesanstbaaeeeeeeseasnssssaaaeaeeeeannnnnsanneaeens 670

B.5 HOST-RESOURCES-MIB ....oiiiiiiiitieeeee ettt ettt e e ettt e e e e e e e et eeeeeeeeseaines 670

B.6 UCD-SNIMP-MIB ......cuttiiiiiiiiiiiiiiitteeeeesesiiitreeeeeeeessnnttreeeeeseesasnetsaneeeesssesssnsnneaeaeesssnnnnnes 670
Mpuno>xeHwne C

YPOBHU LUMPPOBAHMSA IPSEC ....ucueeeiiiiinneeiiiiiinnetiiinisneetiesssssssssssssssssssssssssssssssssssasssssssses 673

(GO BT 1P P PP PO PPPPPPPPPPPPPPPPPPPRt 673

G2 WEBAKAPTS it 674

(GRC I o To] 0 1 =1 IO TSSO P PPNt 676

(@R Yo T o g =1 o) £SO P PP PP PPPPPPPPPRt 677

C.5 N0MMAI-3AES e 678

Explorer (KN-1621) — CnpaBOYHMK KOMaHJ, 25



CopepxxaHve

(GRS R e T g a1 Te [T o) £ 679
(a0 31T o KOOSO 681
(O I 4 o] o [« PP PPPPTUPPPT 681
(ORI o gL B Tt o E PP PPTPPPPPPPPP 682
C. 10 STrONG-aCA0-PIS toieieie i 683

26 CnpaBo4HuK koMaHg — Explorer (KN-1621)



O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

MediaTek MT7628NN MIPS® 24KEc 575 MHz

Mpoueccop

OnepaTM BHaA NaMATb

dnew-namaTb

Ethernet

Wi-Fi

128MB DDR2

32MB

MopThl Mwukpocxema NMpymMmeyaHus
4 WNHTerpnposaHHas

MeTka CkopocTb MpumeuaHusa
0 100 M6uT/c Mopt WAN

1 100 M6uT/c

2 100 MéuT/c

3 100 M6uT/c

YacToTHbIi | MUKpocxemMa MpnmeuaHus
AvanasoH

2,41Tuy VIHTerpnpoBaHHas 802.11bgn 2x2
51Ty MediaTek MT7613BEN [802.11an+ac 2x2, BF, MU-MIMO
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B 37Ol rnaBe onncaHo, Kak NonbL30BaTbCA MHTepdericom kKoMaHaHOM cTpoku (CLI) Explorer,
ero nepapxmnyeckas CTpykTypa, ypoBHM aBTOPM3aLMN 1 BO3MOXHOCTU KOHTEKCTHOM
NOACKa3KW.

OcHOBHOe CpeAcTBO ynpaBaeHNs MapLUpyTn3aTopoM Explorer — 310 nHTepdeiic
KOMaHZAHo cTpoku (CLI). HacTpoikmn cncteMbl NOAHOCTLIO ONUCLIBAOTCSA B BUAE
nocnefoBaTe/lbHOCTM KOMaHZA, KOTOPble HY>XHO BbINO/HUTb, YTOObI MPUBECTU YCTPONCTBO
B 3aZ,laHHOE COCTOsIHMeE.

Explorer meeT Tpu BUAa HacTpoek:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLManbHOM CEKTOpPEe SHEProHe3aBNUCMOiA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikm no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3anunCbIBaOTCA NPU NPom3BOACTBe Ha Explorer. RESET Ha
Koprnyce No3BossieT COpoCcUTb CTapTOBbIe HACTPOMKWN Ha
3aBojcKue.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPUMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHaHbI nHTepnpeTtaTop Explorer paspaboTaH TakMm 06pa3om, UTo6bl MM MOr
NONb30BaTbCA Kak HAYMHAKLLNIA, TaK W OMbITHbIM NONb30BaTeNb. Bce KOMaHAbI U
napamMeTpbl MMEIT ACHbIE 1 Nerko 3anoMUHaKLLMeCs Ha3BaHWS.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpumep, IP-agpec ceTeBoro nHtepderica FastEthernet0/Vlan2 3agaetca komaHAoM
address, koTopas HaxoauTcsa B rpynne interface - ip:

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA

30

[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Fa[Tab]
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Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0®/Vlanl
FastEthernet0®/Vlan2

(config)> interface FastEthernetO[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
FastEthernet0/Vl1an2

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLeil KOMaHge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface FastEthernet0/Vlan2 [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface FastEthernet0/Vlan2

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

32

MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1
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3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO

ip route 1.1.1.0 2
.1.3.0 255.255.255.0 PPTP1

ip route

[y

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnm Explorer HaxoAUTCca Ha 3HAUNTENBHOM YAaneHU oT onepaTopa 1 ynpaBaseTcs no
CeTu, BO3HVKAET OMacHOCTb NOTePsiTh CBA3b C HUM MO NPUYMHE OLIMBGOYHbIX AeACTBII
oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OonucaHue KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

MNpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  copy ¢«sources «destinations

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

source Ums gaiina MNyTb K daliny, KOTopbI HE0H6XO0AMMO
CKOMMpoBaTh.

destination |Wma ¢aina MyTb K KaTanory, Kyga éygeT ckonmpoBaH
dann.

Mpumep Hanpuwmep, coxpaHeHmne HacTpoek genaetcsd Tak:

(config)> copy running-config startup-config
(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

VICTOleﬂ N3MeHeHWniA Bepcmﬂ onvcaHue

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHwne Yaanutb ¢ainn ns namatum Explorer.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
filename Wma ganna MyTb K paliny, KOTOPLIA HEO6XOAMMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.1.4 grep
OonucaHue PUAbTP 1 NOUNCK CTPOK, COAepXKaLLMX COBMajeHme ¢ 3alaHHbIM LLab1oOHOM

B BblBOJe KOMaHAbI show.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

Het
Het

Het

(show)>  <«command> | grep[-A<@ ][-Bkb>][-C«c>]patterns

AprymeHT 3HauyeHue OnucaHwue

command CTpoka HasBaHuve koMaHAbl.

a Ctpoka KonnyectBo CTpoK K Nokasy nocsue
coBMajeHus.

b Ctpoka KonnyectBo CTPOK K MOKa3y A0 cOBMageHus

C CTpoka Iny6uriHa BnoxeHHocTn XML-KOHTeKCTa.

pattern Ctpoka PerynsapHoe BbipaxeHuve a1s nomncka
Ha3BaHW y310B UAN NX 3HAYEHWT B
XML-oTBeTe oT agpa ndm.

(show)> version | grep dual_image

ndw:
features: dual image,usb 3,single usb port,
led control,wifi button, wifi5ghz,vht2ghz,mimo2ghz,
mimo5ghz,atf2ghz,atf5ghz,wifi6,wifi ft,wpa3, hwnat,
hwnat mib, link agg, lte

(show)> version | grep -A 1 dual_image

ndw:
version: 4.1.2.17.1
features: dual image,wifi button,usb 3,usb 3 first,
led control,wifi5ghz,vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,
atf5ghz,wifi6,wifi ft,wpa3,wsa5ghz,hwnat,sfp

(show)> version | grep -B 1 dual_image

ndw:
features: dual image,wifi button,usb 3,usb 3 first,led control,

wifi5ghz,vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,atf5ghz,
wifi6,wifi ft,wpa3,wsa5ghz,hwnat,sfp

components: acl,afp,base,chilli, cloudcontrol,corewireless,
ddns,dhcpd,dlna,dns-filter,dns-https,dns-tls,dotlx,
easyconfig,eoip,exfat,ext, fat, ftp,gre,hfsplus, igmp,
ike-client,ip6,ipip,ipsec, kabinet,12tp,lang-en,
lang-ru,mdns,miniupnpd,monitor,mws,nathelper-esp,
nathelper-ftp,nathelper-h323,nathelper-pptp,
nathelper-rtsp,nathelper-sip,ndmp,ndns,netflow,
nextdns,ntce,ntfs,nvox,ocserver,openvpn,opkg,
opkg-kmod-audio, opkg-kmod-dvb-tuner,opkg-kmod-fs,
opkg-kmod-netfilter, opkg-kmod-netfilter-addons,
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opkg-kmod-tc,opkg-kmod-usbip,opkg-kmod-video,
pingcheck, ppe, pppoe, pptp, proxy,sftp, skydns, snmp,ssh,
sstp,sstp-server,storage,trafficcontrol,
transmission, tsmb,udpxy,usb,usbdsl,usblte,usbmodem,
usbnet,usbnet-extra,usbgmi,usbserial-extra,
vpnserver,vpnserver-12tp,webdav,wireguard,wpa-eap,
zerotier

(show)> version | grep -C 1 dual_image

ndw:
version: 4.1.2.17.1
features: dual image,wifi button,usb 3,usb 3 first,led control,
wifi5ghz,vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,atf5ghz,
wifi6,wifi ft,wpa3,wsa5ghz,hwnat,sfp
components: acl,afp,base,chilli,cloudcontrol,corewireless,ddns,
dhcpd,dlna,dns-filter,dns-https,dns-tls,dotlx,
easyconfig,eoip,exfat,ext, fat, ftp,gre,hfsplus, igmp,
ike-client,ip6,ipip,ipsec, kabinet,12tp,lang-en,mdns,
miniupnpd,monitor,mws, nathelper-esp,nathelper-ftp,
nathelper-h323,nathelper-pptp,nathelper-rtsp,
nathelper-sip,ndmp,ndns,netflow,nextdns,ntce,ntfs,
nvox,ocserver,openvpn,opkg,opkg-kmod-audio,
opkg-kmod-dvb-tuner,opkg-kmod-fs,opkg-kmod-netfilter,
opkg-kmod-netfilter-addons,opkg-kmod-tc,
opkg-kmod-usbip,opkg-kmod-video,pingcheck, ppe, pppoe,
pptp,proxy,sftp,skydns,snmp,ssh,sstp,sstp-server,
storage,trafficcontrol,transmission, tsmb,udpxy,usb,
usbdsl,usblte,usbmodem,usbnet,usbnet-extra,usbqmi,
usbserial-extra,vpnserver,vpnserver-12tp,webdav,
wireguard,wpa-eap,zerotier

(show)> version | grep -C 2 dual_image

release: 4.02.A.7.0-0
sandbox: draft
title: 4.2 Alpha 7
arch: mips

ndm:
exact: 0-0¢7997d
cdate: 27 Apr 2024

bsp:
exact: 0-844097c815
cdate: 27 Apr 2024

ndw:
version: 4.1.2.17.1
features: dual image,wifi button,usb 3,usb 3 first,led control,
wifi5ghz,vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,atf5ghz,
wifi6,wifi ft,wpa3,wsa5ghz,hwnat,sfp
components: acl,afp,base,chilli,cloudcontrol,corewireless,ddns,
dhcpd,dlna,dns-filter,dns-https,dns-tls,dotlx,
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WcTopusa nsmeHeHum

3.15I1s

OnuncaHune
Mpejukc no

MeHsieT HacTpoiAKK

easyconfig,eoip,exfat,ext, fat,ftp,gre,hfsplus,igmp,
ike-client,ip6,ipip,ipsec,kabinet,12tp,lang-en,mdns,
miniupnpd,monitor,mws,nathelper-esp,nathelper-ftp,
nathelper-h323,nathelper-pptp,nathelper-rtsp,
nathelper-sip,ndmp,ndns,netflow,nextdns,ntce,ntfs,
nvox,ocserver,openvpn,opkg, opkg-kmod-audio,
opkg-kmod-dvb-tuner,opkg-kmod-fs,opkg-kmod-netfilter,
opkg-kmod-netfilter-addons, opkg-kmod-tc,
opkg-kmod-usbip,opkg-kmod-video, pingcheck, ppe, pppoe,
pptp,proxy,sftp, skydns,snmp,ssh,sstp,sstp-server,
storage,trafficcontrol,transmission, tsmb,udpxy,usb,
usbdsl,usblte,usbmodem, usbnet,usbnet-extra,usbgmi,
usbserial-extra,vpnserver,vpnserver-12tp,webdav,
wireguard,wpa-eap,zerotier

ndw3:

version: 1.73.1

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Giga (KN-1011)
hw version: 11108000
hw type: router
hw id: KN-1011
device: Giga
region: EA
description: Keenetic Giga (KN-1011)
Bepcusa OnucaHue

4.02

Job6asneH ¢éunbTp grep.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

BbiBecTM Ha 3KpaH cnncok ¢ainaos B yKazaHHOM KaTasore.

(config)> ls[«directory]
AprymeHT 3HauyeHue OnuncaHwue
directory CTpoka MyTb K KaTanory. [lomkeH cogepxatb NMs

dalinoBoli cncrteMbl 1 HEMOCPeACTBEHHO MyTb
K kaTanory B dopmare < painoas cmcrema
> < nyTb >. NpyMepbl GpalinoBbIx CNCTEM —

flash, temp, proc, usbn . 4.
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Mpumep

(config)> 1s FILES:

rel: FILES:
entry, type = D:
name: com
entry, type = R:
name: IMAX.mkv
size: 1886912512
entry, type = D:

name: speedfan

entry, type =

D:

name: portable

entry, type = D:
name: video
entry, type = D:

name: HoBasd nanka

WcTopusa nsmeHeHum

Bepcusa

OnucaHmne

2.00

JobaBneHa komaHaa ls.

3.1.6 mkdir

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

Co3paTb HOBBIV KaTanor.

Hert
Het
Hert
(config)>  mkdir «directory»
AprymeHT 3HauyeHue OnuncaHwue
directory CTpoka MyTb K KaTanory.

(config)> mkdir SANDSK:/test

FileSystem: :Repository:

“SANDSK: /test"

(config)> mkdir SANDSK:/test/onetest

FileSystem: :Repository:

"SANDSK: /test/onetest"

created.

created.
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UcTopuns nameHeHuii

3.1.7 more

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

Bepcus OnucaHve

2.12 JobasneHa komaHaa mkdir.

BbiBeCTV Ha 3KpaH cofepXXMmMoe TeKCToBOoro gaiina NnoCcTpoYHO.
Het
Het

HeTt

(config)> more «filename>

AprymeHT 3HauyeHue OnucaHue

filename Wms ganna MonHoe nmsa gaiina nnu NCeBAoHUM.

(config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1 rotate

Bepcus OnucaHue

2.00 JobaBneHa koMaHAa more.

3.2 access-list

OnucaHune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

JocTyn K rpynne KoOMaHZA A1 HaCTPOMKY BbIBPAaHHOMO Crivcka npaBui
dunbTpaumm NakeToB. ECM cANCOK He HalijeH, KOMaHAa MbITaeTcs ero
€03A4aTb. Tako CANCOK MOXET 6bITb MPUCBOEH CETEBOMY UHTepdelicy ¢
noMoLLIbI0 KOMaHAbI interface ip access-group.

KomaHga ¢ npedurkcom no yaanseT cnmcok npasui.
Aa
Ja
Ja

(config-acl)

I (config)> access-list name»

I (config)> no access-1list name»

Explorer (KN-1621) — CnpaBOYHMK KOMaHA, 41



naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT

3HauyeHue

OnucaHwue

name

CTpoka

HassaHue cnucka npasun ¢unsTpaumm (Access
Control List, ACL).

(config)> access-list

test_acl

Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

Bepcus

OnucaHue

2.00

JobaBneHa komaHaa access-list.

3.2.1 access-list auto-delete

OnucaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Bxknountb aBToMaTnyeckoe yaaneHue npasun ACL npu yaganeHunu
nHTepderica. KomaHaa npuHyANTENbHO BK/IHOYAEeTCA A5 CMMCKOB AOCTYyNa
c npe¢urkcom WEBADMIN .

KomaHga He MOXeT 6bITb BK/HOUEHa, e/ HeT NPUBA3aHHbIX MHTepdeincoB.
NckntoueHnem aBnseTtca uteHve startup-config.

KomaHga ¢ I'Ipeq)I/IKCOM Nno OTKNKOYaeT aBTOMaTun4yeckoe yganeHume.

Aa
Ja

Het

I(conﬁg-acD> auto-delete

I(conﬁg-adﬁ>noauto-de1ete

(config-acl)> auto-delete
Network::Acl: Enabled auto-deletion for " WEBADMIN Home" access »

group.

(config-acl)> no auto-delete
Network::Acl: Disabled auto-deletion for " WEBADMIN Home" access »

group.
Bepcus OnucaHue
3.09 JobaBneHa koMaHaa access-list auto-delete.
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naBa 3 OnncaHme KOMaHA,

3.2.2 access-list deny

OnuncaHwne

Mpedukc no

MeHsieT HacTpoVikmn

Job6aBuTb 3anpeLuatoLee npasuno dGnnbTpaLmm NakeTos B yKasaHHbIN ACL.
KomaHga ¢ npedumkcom no yaanseT npasuo.

Ja

Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config-acl)>  deny (tcp | udp) <sources <source-mask»
[port((<«src-port-operators<source-port:)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-port> «destination-end-port>))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destination <destination-mask>

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operators<source-ports)|
( range <source-ports <source-end-port»))]
<destinations «destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask>

AprymeHT 3HayeHue OnucaHue

tcp Krwyesoe | TCP NpOTOKO.
C/10B0

udp Kmiwyesoe |UDP npoToKon.
C/1080

icmp Kmwyesoe  |ICMP npoTokKo.
CJ10BO

esp Krmwyesoe |ESP npoTokon.
CJ10BO

gre Krw4esoe  |GRE NpoTOKO.
CJ10BO

ipip Kroyesoe |IP in IP npoTOKO.
CJ10BO

ip Knwyeoe |IP-npoToKON (BKAtOYaeT B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HaueHve |OnucaHve
source IP-agpec |AApec UCTOYHKKA B 3arojioBke
IP-nakera.
source-mask IP-macka |Macka, npriMeHeHaeMas K agpecy
MCTOYHKKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVEM C source.
CywecTByeT ABa cnocoba BBOJa MacKu:
B KaHOHWN4eckol dopme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOW
ANVHBI Npedukca (Hanpumep, /24).
source-port Llenoe MopT ncrtouHwka B TCP nnn UDP
uncnao 3aroJioBke.
source-end-port Lenoe OkoHYaHwue frarnasoHa nopTos
4yucJsio NCTOYHWKa.
src-port-operator |1t OnepaTop «MeHbLLe» A/ CPpaBHEHNSA
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» /1Al CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt OnepaTtop «6osbLUe» 418 CpaBHeEHUS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoske
IP-nakerta.
destination-mask IP-macka |Macka, npMMeHeHsaeMas K agpecy
Ha3HaueHWA B 3aronoBke IP-nakeTa,
nepes cpaBHeHneM c destination.
CywecTByeT AiBa cnocoba BBOJa MacKu:
B KaHOHWn4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuJe 6UTOBOI
ANViHbI Npedukca (Hanpumep, /24).
destination-port Llenoe MopT Ha3HauveHwA B TCP namn UDP
uncso 3aroJioBke.
destination-end-port|lenoe OKoH4YaHWe AranasoHa nopTos
uncriio Ha3Ha4yeHunA.
dst-port-operator |lt OnepaTop «MeHbLLe» A/ CPaBHEHNSA
nopTa C YKasaHHbIM
destination-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C yKasaHHbIM
destination-port.
gt Onepatop «6onbLUe» Ans CpaBHEHNS

nopTa C YKa3aHHbIM
destination-port.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

(config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

Bepcus OnucaHue

2.00 JobasneHa KomaHaa access-list deny.

2.06 HoBoe 3HaueHue ip 66110 A06aBNEHO B apryMeHT
protocol.

2.08 Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip.

2.09.A.2.1 JlobaBneHbl AnanasoHbl MOPTOB.

3.2.3 access-list permit

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn

JobaBuTb pa3speluatoLee Npasuno GuabTpaLMm NaKeToB B yKa3aHHbIN ACL.
KomaHga ¢ npedurkcom no yaansiet npasuio.

[Ja

Ja

MHorokpaTtHbiiA BBOg, [a

CuHoncuc

(config-acl)>  permit (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-ports)|
( range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port))]

(config-acl)> permit (icmp | esp | gre | ipip | ip)«<sources<source-mask»
<destinations «destination-mask»

(config-acl)> no permit (tcp | udp) <source> <source-mask>
[ port((<«src-port-operator: <source-ports)|
(range <source-port <source-end-port;))]

Explorer (KN-1621) — CnpaBOYHMK KOMaHA, 45



naBa 3 OnncaHme KoMaHp,

«destinations «<destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
<destinations «destination-mask>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
tecp Kriwyesoe | TCP NpOTOKO/.
CJ/10B0
udp Knouyesoe |UDP npoToKoO.
CJ10BO
icmp Kmwyesoe  |ICMP npoTokon.
CJ10BO
esp Krw4esoe  |ESP mpoToKo.
C/1080
gre Krw4esoe |GRE NpoOTOKO.
C/1080
ipip Kmwyesoe |IP in IP NnpOTOKON.
C/1080
ip Knwuyeoe |IP-npoTOKON (BKAtOYaET B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKMKA B 3arosioBKe
IP-nakerta.
source-mask IP-macka |Macka, npnMeHeHsaemas K agpecy
NCTOYHVKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVIEM C source.
CywecTByeT ABa cnocoba BBOAa Macku:
B KaHOHWYeckolr dopme (Hanpumep,
255.255.255.0) 1 B BUuAe 61UTOBOI
AnnHbl npedukca (Hanpumep, /24).
source-port Lesnoe MopT ncrouHmka s TCP nnn UDP
uncno 3aroJioBke.
source-end-port Lenoe OkoHuaHWe gmnanasoHa NnopToB
4yucsio NCTOYHWNKaA.
src-port-operator |1t Onepartop «MeHbLUe» Ana CpaBHEHUS
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa C YKasaHHbIM source-port.
destination IP-agpec |Appec Ha3Ha4yeHWA B 3arosioBke
IP-nakera.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HaueHve |OnucaHve

destination-mask IP-macka |Macka, nprimeHeHseMas K agpecy
Ha3HaueHus B 3arososke IP-nakera,
nepes cpaBHeHMeM c destination
CywiecTByeT ABa cnocoba BBOAA Macku:
B KaHOHW4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuAe 6UTOBOI
ANViHBI NpeduKca (Hanpumep, /24).

destination-port Lenoe MopT Ha3HauyeHwa B TCP nnn UDP
uncsno 3arosioBKe.

destination-end-port|lesnoce OkoHuaHWe grnanasoHa NOpPToB
yncio Ha3Ha4yeHunA.

dst-port-operator |1t Onepartop «MeHbLUe» ANA CpaBHEHUS

nopTa C YKa3aHHbIM
destination-port.

eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa C YKa3aHHbIM
destination-port.

gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa € yKa3aHHbIM
destination-port.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

Bepcus OnucaHue

2.00 JobasneHa komaHaa access-list permit.

2.06 HoBoe 3HaueHue ip 66110 A06aBNEHO B apryMeHT
protocol.

2.08 Jlo6aBneHbl HOBLIE MPOTOKO/bI esp,gre U ipip

2.09.A.2.1 JlobaBneHbl Arana3oHbl NOPTOB.
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naBa 3 OnncaHme KoMaHp,

3.2.4 access-list rule

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

OTkNUUTL Npasuio ACL, orpaHNYUTL BpeMsi ero paboTbl pacnmcaHmnem,
N3MEHUTb ero MecTo B CNucKke Npasua Unu Ao6aBnTb ero onncaHuve.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BKNKOYaET NpaBunio, OTMEHAET pacnncaHne nin
yAandaeT onncaHme.

Ja
Ja
Aa

(config-acl)>

rule <index> (disable | schedule <schedules | order

<new-index> | description «descriptiom)

(config-acl)> no rule <index> (disable | schedule | description)

AprymeHT 3HauyeHue OnuncaHue
index lenoe uyncno |Homep npasuna ACL.
disable Knwyesoe OTknrounTe Npasuio ACL.

c/10B80
schedule Pacnucanune HasBaHue pacnucaHmsa, CO34aHHOro npwu

nomMoLuwm rpynnel KoMaHA schedule.

order Lllenoe 4ucno HoBas nosunuma npasuna ACL B cnucke.
description |CTpoka OnuncaHune npasuna ACL.

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

rule 0 disable
Rule disabled.

rule 0 schedule acl_schedule
Rule schedule set to "acl schedule".

(config-acl)>rule 0 description myacl

Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

Rule description set to "myacl".

rule 0 order 1
Rule 0 moved to position 1.

no rule 0 disable
Rule enabled.

no rule 0 schedule
Rule schedule removed.

no rule 0 description
Rule description removed.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JobaBneHa komaHaa access-list rule.

3.3 cloud control2 security-level

OnucaHwne YcTaHOBUTL ypoBeHb 6e3onacHocTu cepBuca Cloud Control2 ang MmobuneHoro
npunoxeHusa Keenetic. Mo yMo/4aHWIO Ha3HayveH ypoBeHb 6e30MacHOCTU
public.

Mpedunkc no Het

MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)> cloud control2 security-level (public | private)

AprymeHTbI AprymeHT |3HaueHune OnucaHwve

public Knwyesoe cnoso |Joctyn K Cloud Control2 paspelueH ans
public, private n protected nHTepdeiicos.

private |Knmw4yesoe cnoso |AocTtyn K Cloud Control2 pa3pelueH ToNbKO
Ans private nHtepdeiicos.

Mpumep (config)> cloud control2 security-level public
CloudControl2: :Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [JobaeneHa komaHaa cloud control2 security-level.

3.4 components

OnucaHune JocTyn K rpyrnne KoMaHz 415 ynpasieHns KOMMOHEHTaMMN MUKPOMPOorpamMmbl.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (config-comp)

CuHoncuc I (config)> components
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa KomaHza components.

3.4.1 components auto-update channel

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3a4aTb UCTOYHWMK KOMMOHEHTOB AN CI)yHKLl,VII/I aBToO6HOBNEHMA. 1o
YMOTYaHUKO NCNOIb3yeTCA 3Ha4YeHne stable.

KomaHga ¢ npedrkcom no BO3BpaLLLAET 3HaUYeHMe No YMOTHaHMIO.
Ja

Ja

Het

(config-comp)>  auto-update channel «channel>

(config-comp)> no auto-update channel

AprymeHT 3HauyeHue OnuncaHwue

channel stable KOMMNOHEHTLI MOSIHOCTHLIO MPOTECTUPOBAHI
1 peKoMeHAyHTCs A9 yCTaHOBKU. B
Be6-nHTepdence 3TOT KaHaN ykasaH Kak
Penus.

preview KomnoHeHTbI cogep>kaTt HoBeliLme GyHKLMN
N yCOBepLUEHCTBOBaHWS, HO NPOTECTUPOBAaHbI
He NOMIHOCTLHO. B Be6-nHTepderice 3TOT KaHan
yKa3aH Kak lpepBaputenbHas Bepcus.

draft KoMnoHeHTbI cogepikaTt HoBelilme GyHKLMK
1 NCNONb3YHTCA A8 TeCTUPOBaHMA. B
Beb-nHTepdeince 3TOT KaHaN yKazaH Kak
TectoBasa cbopka.

(config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.

Bepcus OnucaHue

3.01 JobaBneHa komaHAa components auto-update channel.
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naBa 3 OnncaHme KOMaHA,

3.4.2 components auto-update disable

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

CDyHKLI,I/IFI aBTOMaTMYeckoro 06HOBNEHUSA KOMIMOHEHTOB. Mo YMO/TYaHUIO
aBTOMaTU4Yeckoe 06HOBIEHME BKIHOUEHO.

KomaHga ¢ npedrKcom no Bk/ItOUaeT aBToMaTn4veckoe 0bHoBeHMe.
Ja
Ja
Aa

I(config-comp)> auto-update disable

I (config-comp)> no auto-update disable

(config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

Bepcus OnucaHve

2.09 JobaeneHa komaHza components auto-update disable.

3.4.3 components auto-update schedule

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

MprcBOUTL pacnucaHmne Ana paboTbl PyHKLMN aBTOMATNYECKOr0 O6HOBEHWS.
Mepes BbINOAHEHNEM KOMaHAbI pacnmncaHe A0/KHO 6biTb CO34aHO U
HaCcTpoeHOo npw NnomoLum kKomaHapbl schedule action.

KomaHga ¢ npedrKkcom No pa3pbiBAET CBSI3b MeXAY PacnmcaHnem n
aBTOMATUNYECKMM OBHOB/IEHMEM.

Ja

[Ja

Het

(config-comp)>  auto-update schedule «<schedule;

(config-comp)> no auto-update schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnncanne |Ha3BaHMe pacnmcaHus, CO3A4aHHOro npu

nomMoLum rpynnel KoMaHa schedule.
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naBa 3 OnncaHme KoMaHp,

Mpumep

(config-comp)> auto-update schedule Update

Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

UcTopuns nameHeHuii

Bepcus OnucaHve

3.03

schedule.

[JobaeneHa KkomaHAa components auto-update

3.4.4 components check-update

OnucaHwne

npOBepI/ITb obHOBNEHME NPOWNMBKWN 4NA KaHAnAaTa N Be40MOro

ycTpoinctBa MogynbHoi Wi-Fi Cuctembl.

Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het
CuHoncuc (config-comp)>  check-update [ force]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
force Knoyesoe [MoCTOAHHO NMPOBEPATL Hannyme
€080 06HOBNEHWI.
Mpumep (config-comp)> check-update
release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no

(config-comp)> check-update force

release: 2.15.A.3.0-2
sandbox: draft

timestamp: Dec 17 18:58:55
valid: no
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.14 JobasneHa komaHaa components check-update.
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naBa 3 OnncaHme KOMaHA,

3.4.5 components commit

OnucaHwue an/IMeHI/ITb N3MeHeHNs, BHECEHHbIE KOMaHAaMn components install n
components remove.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-comp)>  commit
VICTOleﬂ N3MeHeHUn Bepcmﬂ onvcaHue
2.00 [JlobaBneHa KoMaHAa components commit.

3.4.6 components install

OnucaHue OTMeTUTb KOMMOHEHT and nocne,qyrou_q,eﬁl YCTaHOBKW. OkoHu4aTenbHas
YCTaHOBKa BbIMOJIHAETCA KOMaHAOI‘/JI components commit.

Mpedukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-comp)>  install «component>
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
component CTpoka HasBaHne KoMnoHeHTa. CANCOK AOCTYMHbIX
ANSA YCTaHOBKW KOMMNOHEHTOB MOXET ObITb
BblBeJeH Ha 3KpaH KoMaHAo components
list.
Mpumep (config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onucaHvie

2.00 JobasneHa koMaHAa components install.

3.4.7 components list

OonuncaHmne MepekntoUnNTbCA Ha BbIGPaHHY NeCOYHMLY U OTMETUTL 415 YCTAaHOBKM BCe
KOMMOHEHTbI, TpebyoLe N3MeHeHs A/19 COOTBETCTBUSA BEPCUN B
necoYHuue. Ecnn BbINOAHUTBL KOMaHAy 6e3 aprymeHTa, To byseT BbiBejeH
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naBa 3 OnncaHme KoMaHp,

Mpejukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

Het
Het

Het

(config-comp)>

BeCb CNMMNCOK BCeX KOMMOHEHTOB TeKyLLl,eI‘/JI necoYvHuMubl (yCTaHOB}'IeHHbIX n
AOCTYNHbIX ANnA yCTaHOBKVI). Ecnn OTCYTCTBYET NOAKMHYEHNE K |/|HTepHeT, TO
6yp,eT BblBE€4EH TO/NIbKO CMNCOK y>Ke YCTaHOB/ME€HHbIX KOMMOHEHTOB.

list [ sandbox ]

AprymeHT 3HauyeHue OnuncaHwue
sandbox CTpoka YpaneHHasa necoyHunLa, Hanpumep stable
unu beta.
(config-comp)> list
firmware:
version: 2.13.C.0.0-1
sandbox: stable
local:
sandbox: beta
component:
name: base
priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb58140
installed: 2.13.B.1.0-1
preset: minimal
preset: recommended
queued: yes
Bepcus OnucaHue
2.00 JobasneHa koMaHaa components list.
2.06.A.6 [JobaeneH napameTp sandbox. KomaHaa components
list Ao/KHa NCNONB30BaTLCSA BMECTO yCTapeBLUeit
components sync.
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naBa 3 OnncaHme KOMaHA,

3.4.8 components preset

OonucaHue Bbl6paTh roToBbI HA6OP KOMMOHEHTOB. YCTaHOBKa Habopa BbIMOHSAETCS
KoMaHZol components commit.

Mpexae Yem ycTaHOBUTbL HabOp KOMMOHEHTOB, NPOBepbLTE MNoC/eHNE BEpCUA
KOMMOHEHTOB Ha cepBepe 06HOBNEeHW KoMaHAo components list.
TpebyeTca nogkntoueHve K VIHTepHeTy.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-comp)> preset <preset,

AprymeHTbI KonnuecTtBo 1 Ha3BaHWsA roToBbIX HA6OPOB KOMMOHEHTOB MOTYT HbITb
N3MeHEeHbI, MO3TOMY PeKOMeHAyeTCs MPOBEePUTL CMNCOK AOCTYMHbIX HA6OPOB
KoMaHZol preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWH1UManbHO BO3MOXHBbIW AN1S paboThl
yCTporicTBa Habop KOMMOHEHTOB byaeT
OTMeYeH.

recommended |PekomeHAyeMbli HA6OpP KOMMOHEHTOB byaeT
OTMeYeH ANs YCTaHOBKM.

Mpumep (config-comp)> preset [Tab]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa components preset.
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naBa 3 OnncaHme KoMaHp,

3.4.9 components preview

OnucaHune MokasaTb pasMep NPOLUMBKW, COCTABNEHHOM 113 KOMMOHEHTOB, BbI6paHHbIX
C MOMOLLBI0 KOMaHAbl components install.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-comp)>  preview
Mpumep (config-comp)> preview
preview:
size: 7733308
WcTopus nsmeHeHnit |Bepcus onuncaHue

2.06 [JlobaBneHa KomaHza components preview.

3.4.10 components remove

OnucaHue OTMeTUTb KOMMOHEHT ANs nocneayroLwiero yganeHu4. OkoHu4aTenbHoe
yAaneHume BbINMOJIHAETCA KOMaHA0m components commit.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  remove <component»
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
component Ctpoka Ha3sBaHue KomMnoHeHTa. CNMCOK AOCTYMHbIX
ANS yfaneHNs KOMMNOHEHTOB MOXET bbITb
BbiBeJeH Ha 3KpaH KOMaHAo components
list.
NMpumep (config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 [JobaBneHa KOMaHAa components remove.
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naBa 3 OnncaHme KOMaHA,

3.4.11 components validity-period

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

YCTaHOBWUTbL CPOK aKTyasIbHOCTU NOKabHOrO CAncKa KOMMOHeHTOB. 1o
NCTeYeHNN 3TOro BpeMeHn byaeT aBTOMaTUYeCKn BbiMoAHeHa KoMaHaa
components list Ana nony4yeHns TekyLLero Cnmcka KOMMNOHEHTOB C cepBepa
0o6HoBNEeHMA. [10 yMONYaHWMIO NCMOJIb3yeTcs 3HadeHne 1800.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.

Ja

Ja

HeTt

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

AprymeHT 3HauyeHue OnuncaHue

seconds lenoe 4ucno |Cpok akTyasbHOCTM IOKAJIBHOIO CMMCKa
KOMMOHEHTOB B CeKyHAax. MoxeT npuHMMaTh
3HayeHWsa B npegesnax ot 0 40 604800
BKHOUNTE/IBHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 [JobaeneHa komaHaa components validity-period.

3.5 crypto engine

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

BbibpaTh TN 06paboTkun ESP IPsec NakeToB.

KomaHgaa c npedurkcom no oTkauaeT GyHKLMHO.

Ja
Ja

HeT

I (config)> crypto engine <type>
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AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.6 crypto ike key

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

(config)> no crypto engine

AprymeHT

3HaueHve

OonvicaHune

type

software

MporpaMMHbI peXxuM.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.

Bepcus

OnucaHune

2.06

JobaBneHa KoMaHaa crypto engine.

Job6aBuTb kntou IKE ¢ naeHTNGNKaToOpoOM yAaneHHOM CTOPOHBI.

KomaHza ¢ npedurKcom no yaansieT ykasaHHbIN Koy,

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config)>

crypto ike key name> psk> («types<id> | any)

(config)> no crypto ike key name>

AprymeHT 3HauyeHue OnuncaHwue
name Crtpoka HasBaHwue kntoya. JlonyckaeTtcs
1CMOIb30BaHVIe CIMBOJIOB JIATUHCKOro
andasuTa, UNdp, TOUKKX, NOAYEPKUBAHUA N
deduca.
psk CTpoka MNaponb ans ayteHTUdMKaumn. JnnHa napons
MOXeT 6bITb OT 6 10 96 CMUMBOOB.
type address NaeHTudunkatopom aensetca IP-agpec.
fqdn NaeHTudnKaTopoM ABNSETCH MNOAHOE
JOMEHHOe NMA.
dn NaeHTNPrKaTopoM ABASETCH JOMEHHOE NMS.
email NaeHTndunKaTopom ABNSETCA 3N1eKTPOHHbIN
agpec e-mail.
id Ctpoka 3HaueHune naeHTudnKaTopa yaaneHHom

CTOPOHDbI.
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Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

any Krmwyesoe PaspeluaeT ncnosib3oBaHMe Kao4da ans
C/I0BO nto60oi yaaneHHOM CTOPOHBI.

(config)> crypto ike key VirtualIPServer »
aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478 any

IpSec: :Manager: "VirtualIPServer": crypto ike key successfully »
added.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
removed.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ike key.

3.7 crypto ike mtu

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

YcTaHOBUTL 3HaveHue MTU, koTopoe byaeT nepeaaHo IKE, Mo yMonyaHuio
MTU HacnepyeTcs OT HTedenca, Yepes KOTOPbIA OCYLLLEeCTBAAETCA JOCTYN B
VHTepHerT.

KomaHgaa ¢ npedurkcom no Bo3BpaLLaeT 3HadeHve MTU no ymondaHuto.

Aa

Ja

Het

(config)> crypto ike mtu (value)

(config)> no crypto ike mtu

AprymeHT 3HauyeHue OnucaHue

value UYesnoe uucro |3HaveHme MTU. MoxeT npUHUMaTb 3HaUYeHns
B npegenax oT 576 Ao 1500 BKAOUNTENLHO

(config)> crypto ike mtu 1400
IpSec::Manager: IKE MTU value is set to 1400.

(config)> no crypto ipsec mtu
IpSec: :Manager: Reset IKE MTU value.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.08 [JobaeneHa komaHaa crypto ike mtu.

3.8 crypto ike nat-keepalive

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YcTaHOBUTb TalM-ayT MexXay NakeTamu keepalive B ciydae o6Hapy>KeHUs
NAT Mexay KnreHToM 1 cepBepoM IPsec. 1o yMo4aHNIo YCTaHOB/IEHO
3HaueHwe 20.

KomaHga ¢ npedrkKcom no Bo3BpaLLaeT 3HayYeHne Mo YMOAYaHUIO.

Ja

[Ja

Het

(config)> crypto ike nat-keepalive nat-keepalive;

(config)> no crypto ike nat-keepalive

AprymeHT 3HaueHne |OnucaHue

nat-keepalive |lYenoe umcno |Talim-ayT mexay naketamu keepalive B
cekyHAax. MoxeT NnpuHMMaTb 3HauYeHns B
npegenax ot 5 Ao 3600 BKIHOUNTENBHO.

(config)> crypto ike nat-keepalive 90
IpSec: :Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.

Bepcus OnucaHve

2.06 [Jlo6aBneHa komaHga crypto ike nat-keepalive.

3.9 crypto ike policy

OnucaHwmne

MNpejukc no

MeHsieT HacTpoikmn

JocTtyn K rpynne KoOMaHA ANs HaCTPOMKM Bbl6paHHOW nonnTtuku IKE. Ecnu
nonutuka IKE He HalaeHa, KOMaHAa MbiTaeTcsa eé co3aaThb.

KomaHga c npedukcom no yaanset nonntuky IKE. NMpur 3ToM gaHHas NoANTMKA
IKE aBTOMaTM4eckun yganaeTtcs u3s Bcex npounein IPsec.

Ja
Ja

60

CnpaBo4HuK komaHg — Explorer (KN-1621)




naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-ike-policy)

CuHoncue (config)> crypto ike policy name>
(config)> no crypto ike policy name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name CTpoka Ha3saHve nonutuku IKE. lonyckaeTcs
1CNO/Ib30BaHMe CMBOJIOB JIATUHCKOro
andaBuTa, UNbp, TOUKW, NOAYEPKNBAHMA 1
fedwuca.
Mpumep (config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.
(config)> no crypto ike policy test
IpSec::Manager: Crypto ike policy "test" removed.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa komaHgaa crypto ike policy.

3.9.1 crypto ike policy lifetime

OnucaHue YcTaHOBUTL BpeMs XN3HW accouunaumm IPsec IKE. o ymonuyaHmnto
1ncnonb3yeTca 3HaueHre 86400.

KomaHga ¢ npedrkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-ike-policy)>  lifetime <lifetime>
(config-ike-policy)> no Lifetime
AprymeHTbI AprymeHT  |3HaueHue |OnucaHune
lifetime UYenoe uucno |Bpemsa xunsHu accoumaumm IPsec IKE B
cekyHAax. MoxeT NpyHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.
Npumep (config-ike-policy)> lifetime 3600

IpSec::Manager: "test": crypto ike policy lifetime set to 3600 s.
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naBa 3 OnncaHme KoMaHp,

(config-ike-policy)> no lifetime
IpSec: :Manager: "test": crypto ike policy lifetime reset.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 JobasneHa koMmaHgaa crypto ike policy lifetime.

3.9.2 crypto ike policy mode

OnucaHwue 3ajAaTtb Bepcuto npoTtokona IKE. 1o ymonyaHnto NCNonb3yeTcd 3HadeHne
ikevl.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

mode ikevl Bepcusa npotokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

Mpumep (config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec::Manager: "test": crypto ike policy mode reset.

VICTOpI/Iﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa komaHga crypto ike policy mode.

3.9.3 crypto ike policy negotiation-mode

OnucaHwue YcTaHoBUTbE pexxm obmeHa ans IKEv1 (cM. komaHay crypto ike policy mode).
Mo yMonuyaHWIo NCNob3yeTcsa 3HadYeHMe main.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHUIo.
MNpejukc no Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-ike-policy)> negotiation-mode negotiation-mode>

(config-ike-policy)> no negotiation-mode

AprymeHTbI AprymeHTt 3HaueHue ‘Onmcal-me

negotiation-mode main OCHOBHOW pexum, 3aLumiiaeT
naeHTudmKaLmo nmpa.

aggressive |ArpeccmBHbIN pexunMm, He 3almiiaeT
naeHTndbmkaumo nmpa.

Mpumep (config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec: :Manager: "test": crypto ike policy negotiation-mode reset.

VICTOleﬂ Mn3MeHeHWiA Bepc”ﬂ onvcaHue

2.06 JobasneHa komaHgaa crypto ike policy
negotiation-mode.

3.9.4 crypto ike policy proposal

OnucaHue J06aBuUTb B NOANTUKY IKE CCbINKY Ha BbIbpaHHbI IKE proposal. OuepeaHoOCTb
fo6aBNeHNs MeeT 3HayveHe 415 obMeHa JaHHbIMY Mo npoTokony IKE.

KomaHga ¢ npedurkcom no yaanseT ccbinky Ha IKE proposal.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-ike-policy)>  proposal <proposal
(config-ike-policy)> no proposal <proposal
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
proposal CTpoka HassaHwe IKE proposal. JlonyckaroTcs
CUMBOJIbI TaTUHCKOro andaBunTa, undpbl,
TOUKMW, NoA4YepKMBaHUA 1 gedunchl.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

3.10 crypto

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-ike-policy)> proposal test
IpSec::Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec::Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Bepcus OnucaHve

2.06 [JobaeneHa komaHza crypto ike policy proposal.

ike proposal

JocTyn K rpynne koMaHg, 4151 HacTpoliku BbibpaHHOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaHAa NbITaeTca ero co3Aathb.

MONHbBIA CNNCOK aNroOpUTMOB WGPOBaAHMSA peann3oBaHHbIX B CUCTEME
npuBegeH B [prnoxeHnN.

KomaHga ¢ npedukcom no yaanset IKE proposal. Mpr 3ToM 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKN yAanarTca CCblIKM Ha JaHHbIN IKE proposal.

Aa

[Ja

Ja

(config-ike-proposal)

(config)> crypto ike proposal name»

(config)> no crypto ike proposal name>

AprymeHT 3HayeHue OnuncaHwue

name Ctpoka HassaHwe IKE proposal. JlonyckatoTcs
CUMBOJIbI TATUHCKOro andasuTa, Lndpsbl,
TOUKM, NOAYEPKMBAHUA U AedUChHI.

(config)> crypto ike proposal test
IpSec::Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

Bepcus OnucaHve

2.06 [JlobaeneHa komaHaa crypto ike proposal.
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3.10.1 crypto ike proposal aead

OnucaHue BrntounTs pexum wndpoBaHua AEADans IKE proposal.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config-ike-proposal)> aead

Npumep (config-ike-proposal)> aead
IpSec: :Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
3.05 [JobaeneHa komaHaa crypto ike proposal aead.

3.10.2 crypto ike proposal dh-group

OnucaHune Jo6aBuTb BblibpaHHyto DH rpynny B IKE proposal ans paboTbl B pexume PFS.
OuepegHoCTb fo6aBNeHNS MMeeT 3HaueHKe 419 0bMeHa JaHHbIMUK NO
npotokony IKE.

KomaHga c npedurkcom no yganseT BbIbpaHHy0 rpynny.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOA, [a

CuHoncunc (config-ike-proposal)>  dh-group «dh-group»

(config-ike-proposal)> no dh-group «dh-group»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

dh-group 1 DH rpynna gns paboTbl B pexvme PFS.
2

5

14
15
16
17
18
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AprymeHT 3HauyeHue OnuncaHwue
19

20
21
25
26
31
32

Npumep (config-ike-proposal)> dh-group 14
IpSec::Manager: "test": crypto ike proposal DH group "14" »
successfully added.

(config-ike-proposal)> no dh-group 14
IpSec: :Manager: "test": crypto ike proposal "test" group type »
successfully removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 Job6asneHa komaHaa crypto ike proposal dh-group.

3.10.3 crypto ike proposal encryption

OnucaHune J06aBnTb BbIbpaHHbIN TUN WndpoBaHus B IKE proposal. O4epeaHOCTb
f[06aBNeHNs MeeT 3HayveHe 415 obMeHa gaHHbIMY Mo npoTokony IKE.

KomaHgaa ¢ npedurkcom no yaanset BolbpaHHbIA TUN WindpoBaHuS.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-ike-proposal)>  encryption «encryption;
(config-ike-proposal)> no encryption «encryption;
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
encryption |des Tun wndposaHua IKE.
3des
aes-cbc-128
aes-chc-192
aes-cbc-256
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

aes-ctr-128

aes-ctr-192

aes-ctr-256

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

Bepcus OnucaHue

2.06 Job6asneHa KkomaHgaa crypto ike proposal encryption.

3.10.4 crypto ike proposal integrity

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

Jo6aBnTb BbIbpaHHOe 3HaueHne anropmutma nognucn HVMAC B IKE proposal.
OuepegHoCTb fo6aBneHNs MMeeT 3HaueHne 419 obMeHa JaHHbIMK NO
npoTokony IKE.

KomaHga ¢ npedunkcom no yaanseT Bol6paHHbIA afiroputMm.
Ja

Ja

[Ja

(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHT 3HaueHue |OnucaHmue
integrity md5 Anropuntm nognucu HMAC IKE
shal COO6LLEeHMIA.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec: :Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.
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WcTopusa nsmeHeHum

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

Bepcus

OnucaHmne

2.06

JobasneHa komaHgaa crypto ike proposal integrity.

3.10.5 crypto ike proposal prf

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Jo6aBuTb BeibpaHHyto rpynny PRF B IKE proposal.

KomaHza c npedurKcom no yaansieT BblbpaHHbIV anropmutMm.

Ja
Ja
Aa

(config-ike-proposal)>

(config-ike-proposal)>  prf

prfs

no prf «prf

AprymeHT

3HayeHue

OnuncaHue

prf

md5

shal

aes-xcbc

sha256

sha384

sha512

aes-cmac

Anropnt™m nognuicn HMAC ana IKE
COOBLLEeHNI.

(config-ike-proposal)> prf sha256

IpSec: :Manager:

"TEST": crypto ike proposal prf algorithm »

"sha256" successfully added.

(config-ike-proposal)> no prf sha256

IpSec: :Manager:

successfully removed.

"TEST": crypto ike proposal "TEST" prf type »

Bepcus

OnucaHune

3.05

JobaBneHa komaHaa crypto ike proposal prf.
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3.11 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.12 crypto

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

ipsec incompatible

OTKNUUTL NPOBEPKY COBMECTUMOCTHU [Psec TyHHenel. 1o ymonvaHuio
HaCTpoKa OTK/OYeHa.

KomaHga ¢ npedprkcom no BkOUaeT NpoBepky ob6paTHO.
Ja
Ja

Het

I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

(config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is enabled.

Bepcus OnucaHve

2.10 JobasneHa KoMaHAa crypto ipsec incompatible.

ipsec profile

[ocTyn K rpynne KOMaHz ANst HACTPONKM BbiI6paHHOro npoduns IPsec. Ecnn
npodunb He HaliZleH, KOMaHAa NbITaeTcs ero Co3Aathb.

KomaHga ¢ npedurkcom no yaanseT npodusib. Mpm 3TOM CCbINKM Ha AaHHBLIN
NpodUIb aBTOMATUYECKM YAANSOTCS N30 BCEX KpUMTOKAPT IPsec.

Ja

Ja

Ja

(config-ipsec-profile)

I(config)> crypto ipsec profile name;

I (config)> no crypto ipsec profile name»
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

name

CTpoka

HasBaHue npoduns IPsec. lonyckaroTcs
CUMBObI 1aTUHCKOTO andasuTa, Undpsl,
TOYKM, NogvepkmMBaHUA 1 geduchl.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.

Bepcus

OnucaHue

2.06

JlobaBneHa komaHAa crypto ipsec profile

3.12.1 crypto ipsec profile authentication-local

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

3afaTtb TN ayTeHTUUKALMK IOKANBHOMO XOcTa. Mo yMonyaHuto
MCMNoNb3yeTcs 3HaueHne pre-share.

KomaHga ¢ npedrikcoM no BO3BpALLAET 3HAYEHME MO YMONYAHNIO.

Ja
Aa

HeTt

(config-ipsec-profile)>

authentication-local auth»

(config-ipsec-profile)> no authentication-local

AprymeHT

3HayeHue

OnwucaHune

auth

pre-share

Ha aaHHbII MOMEHT eMHCTBEHHOEe
JLOCTYMHOEe 3HaueHue.

(config-ipsec-profile)> authentication-local pre-share
IpSec: :Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec: :Manager: "test": crypto ipsec profile authentication-local »

reset.
Bepcus OnucaHue
2.06 Job6asneHa KkomaHaa crypto ipsec profile

authentication-local.
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3.12.2 crypto ipsec profile authentication-remote

OnucaHwue 3agatb UM ayTEHTI/Iq)I/IKaLI,I/II/I YAaNneHHOro XxocTta. Mo YMONYaHUNKO
ncnonb3syeTcqd 3HavyeHne pre- share.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ipsec-profile)>  authentication-remote auths

(config-ipsec-profile)> no authentication-remote

AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne

auth pre-share Ha AaHHbIA MOMEHT eANHCTBEHHOE
AOCTYMHOEe 3HayeHwue.

Mpumep (config-ipsec-profile)> authentication-remote pre-share
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
authentication-remote.

3.12.3 crypto ipsec profile dpd-clear

OonucaHue 3agaTh CNocob AeincTBUst NpU 06Hapy>XXeHNN HepaboTatoLero nupa /KE. Mo
YMONIYaHWNIO NMapameTp BKIOYEH, YTO 03Ha4aeT yaaneHve nHdopmaumm o
nvpe.

KomaHga ¢ npedpurKcom no ycTaHaBAMBaeT jelicTBue B restart.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het

CnHoncuc I (config-ipsec-profile)>  dpd-clear

Explorer (KN-1621) — CnpaBOYHMK KOMaHA, 71



naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

I(conﬂngseoproﬁmy>nodpd-clear

(config-ipsec-profile)> dpd-clear
IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".

Bepcus OnucaHue

2.1 JobasneHa koMmaHgaa crypto ipsec profile dpd-clear.

3.12.4 crypto ipsec profile dpd-interval

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

3afaTb NapameTpbl MeToAa AN 06HapyXeHns HepaboTatowmx IKE nnpos
Mo ymonuaHuto 3HayveHue interval paBHo 30, retry-count paBHo 3.

KomaHga c npedurkcom no Bo3BpaLLaeT 3HaUYeHUsi MO YMOJTHAHUIO.
Ja

Ja

HeTt

(config-ipsec-profile)>  dpd-intervalintervals[retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHT 3HayeHue OnucaHue

interval UYenoe uucno |VIHTepBan oTnpaskun DPD nakeToB B CEKYHAAX.
MoxeT npuHMMaTb 3Ha4YeHVsa B Npejenax ot
2 A0 3600.

retry-count |lJesnoe yucso |Konnyectso nonbITOK OTNPaBku DPD nakeTos
MoxeT NnpnHMaTh 3HaYeHWs B nNpejenax ot

3 40 60.

(config-ipsec-profile)> dpd-interval 5 30
IpSec: :Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa komaHga crypto ipsec profile dpd-interval.

3.12.5 crypto ipsec profile identity-local

OnucaHue 3afatb IoKanbHbIA UaeHTUGUKATOP A8 npoduns IPsec.
KomaHga ¢ npepurKcom no yaanseT NoKaabHbIA naeHTUduKaTop.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-ipsec-profile)>  identity-local «types <id>
(config-ipsec-profile)> no identity-local
AprymeHTbl AprymeHT 3HaueHue OnucaHune
type address Tun naeHTnomkatopa — IP-agpec.
fqdn Tun nageHTndmkaTopa — nosaHoe
AOMeHHoe nMs.
dn Tvn nageHTndrkatopa — JoMeHHoe
nms.
email Tun ngeHTndurkaTopa — agpec e-mail.
id Crpoka 3HauyeHue I0KanbHOro
naeHTndmkaTopa.

Example (config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".
(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 Job6asneHa komaHga crypto ipsec profile identity-local.

3.12.6 crypto ipsec profile match-identity-remote
OnucaHue 3agaTb UAEHTUOUKATOP YAANEHHOI0 X0CTa AN19 BbI6paHHOro npoduns IPsec.
KomaHga ¢ npedurkcom no yaanset ngeHTndumnkaTop yaaneHHoro xocTa.

Npejukc no Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> match-identity-remote ( <types<id> | any)

(config-ipsec-profile)> no match-identity-remote

AprymeHT 3HauyeHue OnucaHue
type address Tun naeHtnoukatopa — IP-agpec.
fqdn Tun naeHTndrkaTopa — NOAHoe AOMeHHoe
NMs.
dn Tun ngeHTndunkaTopa — AOMEHHOE NMS.
email Tun ngeHTndukaTopa — agpec e-mail.
id Ctpoka 3HaueHuve ngeHTUdmnKaTopa yaaneHHoro
xocTa.
any Knwyesoe Pa3spelmnTb ncnosb3oBaHme 1060ro
C/10BO yAaneHHOoro xocra.

(config-ipsec-profile)> match-identity-remote any
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHve

2.06 JobasneHa KoMaHaa crypto ipsec profile

match-identity-remote.

3.12.7 crypto ipsec profile mode

OnucaHune

Mpedukc no

MeHsieT HaCTpoViKKN

YCTaHOBUTbL pexuM paboTbl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3HaYeHne
tunnel.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3HayYeHne Mo YMOAYaHUIO.
Ja
Ja

MHorokpaTtHbiiA BBog, Het

CuviHoncuc

I (config-ipsec-profile)>  mode mode>
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(config-ipsec-profile)> no mode

AprymeHTbI AprymeHT 3HaueHue OnucaHue

mode tunnel TYHHENbHbIN pexuM, NP1 KOTOPOM
Becb IP nakeT wndpyetcs n/unm
npoBepseTcs Ha MNOA/IMIHHOCTb.

transport |TpPaHCNOPTHbLIN pexXuMm, Koraa
WnpyeTcs TONbKO CoOAepXMMOoe

IP-nakera.
Mpumep (config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »

"transport".

(config-ipsec-profile)> no mode
IpSec::Manager: "test": crypto ipsec profile mode reset.

VlCTOleﬂ n3MeHeHunA Bepcmﬂ onvicaHue

2.06 [Jlo6aBneHa komaHgaa crypto ipsec profile mode.

3.12.8 crypto ipsec profile policy

OnucaHune 3afaTb CCbUIKY Ha CyLlecTBYOLWY0 noanTuky IKE (cm. koMaHgay crypto ike
policy).

KomaHaa ¢ npepurkcom no yaanseT CCbiKy.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg Het

Cutoncnc (config-ipsec-profile)>  policy «policy»
(config-ipsec-profile)> no policy
AprymeHTbI AprymeHTt 3HaueHue OonucaHue
policy Crtpoka HaseaHue noantukun IKE. Cnncok
AOCTYMHbIX MOAUTMK MOXHO YBUAETb
C MoMoLLbo KoMaHApl policy [Tab].
Npumep (config-ipsec-profile)> policy [Tabl]
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
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UcTopusa nsmeHeHwnii

VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec::Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec profile policy.

3.12.9 crypto ipsec profile preshared-key

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3a4aTh CBA3aHHYIO KAo4UeByo dpasy ans gaHHoro npodbuns IPsec.
KomaHga ¢ npedurkcom no yaanseT kao4esyro ¢ppasy.

Aa

Ja

Hert

(config-ipsec-profile)>  preshared-key preshare-key>

(config-ipsec-profile)> no preshared-key

AprymeHT 3HauyeHue OnucaHwue

preshare-key|Crpoka 3HaueHue Knr4eBon dppassbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec::Manager: "test": crypto ipsec profile preshared key reset.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa crypto ipsec profile
preshared-key.

3.12.10 crypto ipsec profile xauth

OnuncaHune

BkntoumnTb fONONHUTENbHYI0 ayTeHTugmKaumio XAuth ansa pexxuma IKEv1. Mo
YMOAYaHUIO QYHKLMSA OTKIOYEHa.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

KomaHaa ¢ npedurKCcom no oTKAKOYaET AOMONHUTENbHYH NPOBEPKY
NOA/IMHHOCTM.

Ja
Aa
Het
(config-ipsec-profile)>  xauth <type>

(config-ipsec-profile)> no xauth

AprymeHT 3HaueHve |OnucaHve
type client KnneHTckuin pexnm,
server CepBepHbIi pexmnm.

(config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec::Manager: "test": crypto ipsec profile xauth is disabled.

Bepcus OnucaHue

2.06 Job6asneHa KoMmaHaa crypto ipsec profile xauth.

3.12.11 crypto ipsec profile xauth-identity

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncumc

AprymeHTsl

YKa3aTb I0rvH 415 AONONHUTENbHOM ayTeHTUduKaumm XAuth B KTIMEHTCKOM
pexunme.

KomaHaa ¢ npepunkcom no yaanseT norvH.

Ja

Ja

Hert

(config-ipsec-profile)>  xauth-identity <identity»

(config-ipsec-profile)> no xauth-identity

AprymeHTt 3HayeHue OnucaHue

identity CTpoka JIOrVH ANSA KNMeHTCKoro pexuma XAuth.
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Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHza crypto ipsec profile xauth-identity.

3.12.12 crypto ipsec profile xauth-password

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YkaszaTb Naposib AN AOMNONHUTENBbHON ayTeHTUdUKaLmMM XAuth B KIMEHTCKOM
pexvme.

KomaHga c npedunkcom no cTrpaeT 3HauyeHne naposs.
Ja

Aa

Het

(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnuncaHwue

password CTpoka Maponb Ans KNMeHTCKoro pexmnma XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 [JlobaBneHa KkomaHga crypto ipsec profile
xauth-password.
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3.13 crypto ipsec rekey delete-delay

OnucaHwue 3agaTb VHTepBan nepeg yaaneHmem IKE SA nocsie nonyyeHus KoMmaHabl
DELETE OT yA4aneHHON CTOPOHbI. [10 yMon4aHMIo ncnonb3yeTcs 3HayeHve 10.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)> crypto ipsec rekey delete-delay «delay>
(config)> no crypto ipsec rekey delete-delay
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
delay lenoe 4ucno |3HayeHve 3afepXKn B cekKyHAax. MoxeT
NMPUHMMaTb 3HaYeHUA B Npejenax ot 1 40 60.
Mpumep (config)> crypto ipsec rekey delete-delay 1
IpSec: :Manager: Rekey delete-delay value is set to 1.
(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.11 [JobaeneHa KomaHza crypto ipsec rekey delete-delay.

3.14 crypto ipsec rekey make-before

OnucaHwue BrkrounTb pexxmm yctaHoBky HOBbIX IKE SA 0 paspbiBa npegblaywmx. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHaA.

KomaHaa ¢ npedrKcom no OTKAHOYAET 3TOT PeXuMm.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncnc I(config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before
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Mpumep

UcTopuns nameHeHuii

3.15 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

(config)> crypto ipsec rekey make-before
IpSec: :Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec rekey make-before.

ipsec transform-set

JocTyn K rpynne KoMaHA A5t HACTPOKW BbIBpaHHOro npeobpasosaHns IPsec
ESP BO 2 ¢a3ze. Ecnm npeobpa3oBaHme He Hal4eHo, KOMaHAa MblTaeTcs ero
Co34aThb.

KomaHga ¢ npedunkcom no ygansiet npeobpasoBaHue. MNpu 3ToM 13 BCex
KpUNTOKapT IPsec aBTOMAaTUYECKN YAANAOTCSA CChIIKM Ha AaHHOe
npeobpasoBaHue.

Ja

Aa

Ja

(config-ipsec-transform)

(config)> crypto ipsec transform-set name>

(config)> no crypto ipsec transform-set name>

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka HasBaHune npeobpasoBaHus IPsec.
JlonyckarTca CMMBOJIbI NaTUHCKOTO
andasnTa, UNPPbI, TOUKN, NOAYEPKNBAHUSA

n geducel.

(config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.

(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.

Bepcus OnucaHue

2.06 JobasneHa koMaHgaa crypto ipsec transform-set.
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3.15.1 crypto ipsec transform-set aead

OnucaHue BrntounTb pexum wndposaHua AEADanA IPsec.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-ipsec-transform)>  aead

Npumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.

VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue
3.05 Jlo6aBneHa koMmaHga crypto ipsec transform-set aead.

3.15.2 crypto ipsec transform-set cypher

OnucaHune Jo6aBuTb Bbi6paHHbIN TN WndpoBaHMA B NpeobpasoBaHue IPsec.
OuepegHoCTb fo6aBNeHNS MMeeT 3HaueHKe 419 0bMeHa JaHHbIMUK NO
npotokony IKE.

KomaHga ¢ npepurkcom no yaanseT Bol6paHHbIA TUN WNdPOBaHMUS.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOA, [a

Cunoncnc (config-ipsec-transform)>  cypher «cypher;
(config-ipsec-transform)> no cypher «cypher»
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
cypher esp-des Tun WwndpoBaHma NpeobpaszoBaHUS
IPsec ESP.
esp-3des
esp-aes-128
esp-aes-192
esp-aes-256
Npumep (config-ipsec-transform)> cypher esp-3des

IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus OnucaHue

2.06 JlobaBneHa komaHga crypto ipsec transform-set cypher.

3.15.3 crypto ipsec transform-set dh-group

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

Jlo6aBuTb BeibpaHHyto DH rpynny B npeobpasoBaHue IPsec anst paboTbl B
pexuvme PFS. OuepeaHOCTb J0baBneHNs MeeT 3HaveHne 415 obmMeHa
JaHHbIMK No npoTtokony IKE.

KomaHga c npedunkcom no yaanseT BbIbpaHHy rpynny.
Ja

Ja

Aa

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HayeHue |OnucaHve

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2
5

14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set
dh-group.

3.15.4 crypto ipsec transform-set hmac

OnucaHune Jo6aBuTb Bbi6paHHbI anroputm noagnucn HVIAC B npeobpasoBaHue IPsec.
OuepegHocTb fo6aBNeHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npednKcom no yaanseTt BbIOpaHHbIA anropuTM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBog, /[la

CuHoncuc (config-ipsec-transform)>  hmac <hmac>
(config-ipsec-transform)> no hmac <hmac>
AprymeHTbl AprymeHT (3HauyeHue OonucaHune
hmac esp-md5-hmac Anroputm noanmnecn HMAC
esp-shal-hmac npeobpasoBaHus IPsec ESP.
esp-sha256-hmac
esp-sha512-hmac
esp-null-hmac
Npumep (config-ipsec-transform)> hmac esp-sha512-hmac
IpSec::Config::TransformSet: "TEST": added auth "esp-sha512-hmac".
(config-ipsec-transform)> no hmac esp-sha512-hmac
IpSec::Config::TransformSet: "TEST": removed auth »
"esp-sha512-hmac".
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.06 [JlobaBneHa koMmaHga crypto ipsec transform-set hmac.
4.02 Job6asneHa nopaep>xka ansa esp-sha512-hmac Ha IKE
Phase II.

3.15.5 crypto ipsec transform-set lifetime

OnucaHue YCTaHOBUTL BPeMSI XXMN3HU BbIbpaHHOro npeobpasoBaHus IPsec. Mo
YMONYaHUIO NCMOJIb3yeTcsa 3HaueHve 3600.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.16 crypto

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOj,

KomaHga ¢ npedrikcoM no BO3BPALLAET 3HaYEHME MO YMONYAHUIO.

Ja
Aa

Het

(config-ipsec-transform)>  lifetime («lifetime>

(config-ipsec-transform)> no lifetime

AprymeHT

3HavyeHue OnucaHue

lifetime

Lenoe uyncno |Bpems Xn3HW npeobpasoBaHus IPsec B
cekyHzax. MoxeT npvHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

(config-ipsec-transform)> lifetime 8640
IpSec: :Manager: "test": crypto ipsec transform-set lifetime set »

to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ipsec transform-set
lifetime.

map

JocTyn K rpynne KOMaHZA A1 HaCTPOMKW BbIBPaHHOM KpUMTOKapThl [Psec.
Ecnv kpuynTokapTa He HadeHa, KOMaHAA NblTaeTcs eé co3aaThb.

KomaHaa ¢ npepurkcom no yaanseT KpUNToKapTy.

Aa
Ja
Ja

BxoxxaeHue B rpynny (config-crypto-map)

CuvHoncuc

I (config)> crypto map name»

I (config)> no crypto map <name>
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka Ha3BaHVve KpunTokapTbl IPsec. jonyckaroTcs
CUMBOJIbI TATUHCKOro andasuTa, Ludpsl,
TOYKW, NoAYepKNBaHUA N JeduChbl.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec::Manager: Crypto map profile "test" removed.

Bepcus OnucaHve

2.06 [JlobaBneHa KoMaHAa crypto map.

3.16.1 crypto map connect

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

BrntounTb aBTOMaTNYecKoe 6e3yc/ioBHOe coefHeHMe IPsec ¢ yaaneHHoM
CTOPOHOM. HacTporika He MeeT CMbIC/1a, eC/IN OCHOBHOMY YAalleHHOMY XOCTY
NprCcBOEHO 3HaveHre any (CM. KOMaHay crypto map set-peer). 1o
YMOJ/IYaHUIO HAaCTPOIKa OTK/IIOUEHa U coeAnHeH e byeT yCTaHOBNEHO Mpu
nonbITke nepeAatb Tpadumk Yepes npeobpasoBaHme IPsec ESP.

KomaHgaa ¢ npedrkcom no oTk/IoUYaeT aBToMaTnyeckoe 6e3ycoBHoe
coefVHeHNe.

Ja
Aa
Het
I(config—crypto—map)> connect

I (config-crypto-map)> no connect

(config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

Bepcus OnucaHve

2.06 JlobaBneHa koMaHza crypto map connect.
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3.16.2 crypto map enable

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb BbIbpaHHY KpUnToKapTy IPsec. Mo ymonyaHuio napameTp
BKJIFOYEH.

KomaHga ¢ npedprKcoM no oTK/I0UYaeT KpUNTOKapTY.
Ja
Ja

Het

I (config-crypto-map)>  enable

I (config-crypto-map)> no enable

(config-crypto-map)> enable
IpSec: :Manager: "test": crypto map enabled.

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

Bepcus OnucaHve

2.06 JobasneHa KoMaHAa crypto map enable.

3.16.3 crypto map fallback-check-interval

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Bknountb nepmnoan4yeckyto npoBepky A40CTYNMHOCTU OCHOBHOIO XOCTa
BO3BpaTa Ha HEro B TOM C/iydae, Korga HasHa4eHbl U OCHOBHOW pe3epBHb||7|
yAaneHHble XOCTbl. Mo YMONYaHUKO HaCTpOIZKa OTK/IKOYeHa.

KomaHga c npedurkcom no oTkaroUaeT NpoBepKy.

Ja

[Ja

Het

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHT 3HayeHne |OnucaHue

interval-value|lesoe uucno |lepnos npoBepkn B cekyHAax. MoxeT
nPUHKMaTL 3HaYeHNA B Npeaenax ot 60 Ao
86400.
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NMpumep (config-crypto-map)> fallback-check-interval 120
IpSec: :Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec::Manager: "test": crypto map fallback check interval is »

cleared.
VICTOpI/Iﬂ V|3MEHEHV||7| Bepcmﬂ onucaHuve
2.06 [JobaeneHa komaHaa crypto map
fallback-check-interval.

3.16.4 crypto map force-encaps

OnucaHune MpUHYANTENBbHO BKAOYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP anst o6xoaa
firewall n NAT.

KomaHaa ¢ npedrKcom no OTKAOYaET 3TOT PeXuMm.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-crypto-map)>  force-encaps
I (config-crypto-map)> no force-encaps
Mpumep (config-crypto-map)> force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
enabled.
(config-crypto-map)> no force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
disabled.
VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue
2.08 Jlo6aBneHa komaHga crypto map force-encaps.

3.16.5 crypto map I2tp-server dhcp route

OnucaHwue HasHaunTb MapLLpyT, nepesaBaemMblii yepes coobLieHms DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHaa ¢ npeprKcom no oTMeHsIeT NoslyYeHne yKkasaHHOro MapLupyTa.
Ecnu BBecT KoMaHAy 6e3 aprymMeHTOB, 6yeT OTMeHEeHO NoJlyyeHmne Bcex
MapLLpYTOB.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Aa

(config-crypto-map)>

12tp-server dhcp route «address, «masks

(config-crypto-map)> no 12tp-server dhcp route [ «addresss amasks ]

AprymeHT 3HauyeHue OnuncaHwue
address IP-appec Afpec ceTeBOro K/MeHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa

crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOI ANNHbI Npeduikca (Hanpumep, /24).

(config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24

IpSec: :Manager:

"VPNL2TPServer": crypto map L2TP/IPsec server »

added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route

IpSec: :Manager:

"VPNL2TPServer": Cleared DHCP INFORM routes.

Bepcus

OnucaHune

2.12

route.

[Jlo6baBneHa koMaHza crypto map I2tp-server dhcp

3.16.6 crypto map I2tp-server enable

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncunc

Mpumep

Brnrountb L2TP-cepBep Ha kpunTokapTe IPsec. 10 ymo/i4aHWIO napamMeTp

BKJ/THOYEH.

KomaHga ¢ npedrkcom no oTKAYaeT HaCTPOKY.

Ja
Ja

Het

I (config-crypto-map)>  12tp-server enable

I (config-crypto-map)> no 12tp-server enable

(config-crypto-map)> 12tp-server enable

IpSec: :Manager:

enabled.

"VPNL2TPServer": crypto map L2TP/IPsec server »
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(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »

disabled.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.1 JobasneHa koMaHaa crypto map I2tp-server enable.

3.16.7 crypto map I2tp-server interface

OnucaHwne CBsi3aTb cepsep L2TP C yKazaHHbIM NHTepdecoMm.

KomaHaa ¢ npedunKcom no pa3pbiBaeT CBS3b MeXAy CepBEepPOM U1
nHTepdericom.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-crypto-map)>  12tp-server interface <interface
(config-crypto-map)> no 12tp-server interface
AprymeHTbI AprymeHT |3HaueHune OnucaHuve
interface |WMHTepgeric MonHoe nma nHTepderica NN NCeBAOHNM.
CnncoK AOCTYNHbIX AN Bbl6Opa
NHTepdericoB MOXHO yBUAeTb BBeAA
KoMaHgy 12tp-server interface [Tab].
Mpumep (config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster®/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi

Explorer (KN-1621) — CnpaBOYHMK KOMaHA, 89



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

(config-crypto-map)> 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is unbound.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga crypto map I12tp-server interface.

3.16.8 crypto map I2tp-server ipvécp

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Brnrounte nogaepxky IPv6. [ins kaxgoro L2TP-cepBepa co34ar0Tcs
DHCP-nynbl IPv6. Mo ymMOn4aHMIO HacTPOMKa OTK/IOYEHa.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
Ja
Aa

Het

I (config-crypto-map)>  12tp-server ipvécp

I (config-crypto-map)> no 12tp-server ipvécp

(config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Bepcus OnucaHve

3.00 Jlo6aBneHa koMaHza crypto map I2tp-server ipvécp.

3.16.9 crypto map I2tp-server Icp echo

OnucaHwne

MNpejukc no

3a4aTb NpaBuW/ia TeCTUPOBaHUSA coeanHeHus L2TP-cepsepa cpeacTsamu LCP
echo.

KomaHga c npedumkcom no otkntouaet LCP echo.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.16.10 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Ja

Het

(config-crypto-map)>  12tp-server lcp echo <intervals <count>

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnucaHue

interval Uenoe umncno |NHTepBan mexay otnpaskamu LCP echo, B
cekyHgax. Ecnu B TeyeHe yka3aHHOrMo
NHTepBasia BpeMeHW OT yAaneHHOW CTOPOHbI
He 6bln nony4yeH LCP 3anpoc, eli byaet
oTMpaB/ieH Takol 3anpoc € oXnAaHneM
oTBeTa LCP reply.

count lYenoe uucno |Konmyecrso oTrpaBieHHbIX MOAPAs 3anpocoB
LCP echo Ha KOTOpble He bbls1 Nony4veH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanucb 6e3 oTBeTa, coenHeHWe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto map I2tp-server Icp echo.

map I2tp-server mru

YcTaHoBUTbL 3HaveHue MRU, koTopoe byaeT nepefaHo cepepy L2TP. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1200.

KomaHga ¢ npepurKcom no ycTaHaBAMBaET 3HaYEeHMe Mo YMOTHAHUIO.
Ja

[Ja

Het

I (config-crypto-map)>  12tp-server mru nru»

I (config-crypto-map)> no 12tp-server mru
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.16.11 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

mru UYenoe uucro |3HauveHue MRU. MoxeT MpUHNMAaTb 3HaUeHns
B npejenax ot 128 go 1500 BKAOUUTENBHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

Bepcus OnucaHve

2.1 Jlo6aBneHa koMaHga crypto map I2tp-server mru.

map I12tp-server mtu

YcTaHoBUTbL 3HaveHve MTU, koTopoe byaeT nepegaHo cepeepy L2TP. Mo
YMOJTYaHUIO NCMOJIb3yeTcd 3HaueHre 1400.

KomaHga c npedunkcom no yctaHaBAMBaET 3HaUYEHME MO YMOAYaHUI0.
Ja

Aa

Het

(config-crypto-map)>  12tp-server mtu wmtuw

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HauyeHue OnuncaHwue

mtu UYenoe uucso |3HaveHme MTU. MoXeT NPUHUMAaTb 3HaUeHNsd
B npegenax oT 576 Ao 1500 BKAOUYUTENBHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map I2tp-server mtu.
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3.16.12 crypto map I2tp-server multi-login

OnucaHue PazpewnTtb nogxntoyeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
O HOro aKKayHTa.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login

Mpumep (config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.1 JobaBneHa koMaHaa crypto map I2tp-server
multi-login.

3.16.13 crypto map I2tp-server nat

OnucaHune Bkntoumntb TpaHCaaLUuio agpecos ana cepsepa L2TP.
KomaHga ¢ npedrnkcom no oTKIUaeT TpaHCIAUUIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server nat
I (config-crypto-map)> no 12tp-server nat
Mpumep (config-crypto-map)> 12tp-server nat

IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.16.14 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(config-crypto-map)> no 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

Bepcus OnucaHue

2.1 JobasneHa koMaHaa crypto map l2tp-server nat.

map I2tp-server range

Ha3HaunTb nyn agpecos AN19 KJINEHTOB cepBepa L2TP. [1o ymonyaHuio
ncnonb3yeTca pasmep nyna 100.

KomaHaa c npe¢ukcom no yaanset nyn.

Ja

Ja

Het

(config-crypto-map)>  12tp-server range <begin (end> | <size»)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnucaHwue

begin IP-appec HauvanbHbIll agpec nyna.
end IP-apgpec KoHeuHbIl agpec nyna.
size Uenoe uucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.

Bepcus OnucaHue

2.1 JobasneHa KoMaHaa crypto map l2tp-server range.
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3.16.15 crypto map I2tp-server session-logout
OnucaHue 3aBepLUnTb aKTUBHYHO W/ 3aBUCLLYIO CeCCUIO Ha L2TP-cepBepe.
Mpe¢ukc no Het

MeHsieT HacTpoiiku  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  session-logout <sessiom
AprymeHTbI AprymeHT 3HaueHue OonucaHue
session Uenoe uncno |VaeHTndukaTtop L2TP-ceccmm (MOXHO
yBUAeTb Npy NOMoLLY KoMaHAabl show crypto
map).
Npumep (config-crypto-map)> session-logout 3
IpSec::L2tp::Manager: Session "3" is terminated.
VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.03 Jlo6aBneHa koMaHga crypto map I2tp-server
session-logout.

3.16.16 crypto map I2tp-server session-preempt

OnucaHue BknounTb BbiTecHeHMe VPN-ceccnii npm OTKAKOYEHHOM onumn crypto map
I12tp-server multi-login Ha L2TP-cepBepe.

KomaHaa ¢ npepurKCcom no oTKNHOYaEeT BbITECHEHME.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIA BBOA, Het

CnHoncuc I (config-crypto-map)>  12tp-server session-preempt
I (config-crypto-map)> no 12tp-server session-preempt
Npumep (config-crypto-map)> 12tp-server session-preempt

IpSec::L2tp::Manager: Enabled session preemption.

(config-crypto-map)> no 12tp-server session-preempt
IpSec::L2tp::Manager: Disabled session preemption.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

3.16.17 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.16.18 crypto

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

Bepcus OnucaHve

4.03 [JobaeneHa komaHaa crypto map I2tp-server

session-preempt.

map I2tp-server static-ip

HasHaunTb NnocTosHHbLIN IP-agpec nonb3oBaTento. lonb3oBaTtenb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-12tp.

KomaHga c npedunkcom no yganseT NpuBssKy.

Ja

[Ja

HeTt

(config-crypto-map)>  static-ip wsenr @address»

(config-crypto-map)> no static-ip wsenr

AprymeHT 3HauyeHue OnuncaHwue

user CTpoka VIMsi nonb3oBartens.

address IP-agpec HasHauaembiln IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map I2tp-server static-ip.

map nail-up

Bk/tounTb aBTOMaTMYECKOe NepecoriacoBaHme npeobpasoBaHuii IPsec ESP
npwv Ux yctapesaHun. Mo ymonyaHvio napaMmeTp OTK/HOYEH.

KomaHpaa c npedrkcoM no oTk/toHaeT aBTOMaTMYeCcKoe rnepecoraiacoBaHue.
Aa
Ja
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MHorokpaTtHbIiA BBOg, Het

CnHoncuc I (config-crypto-map)>  nail-up

I (config-crypto-map)> no nail-up

Mpumep (config-crypto-map)> nail-up
IpSec::Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 [JlobaBneHa koMaHga crypto map nail-up.

3.16.19 crypto map reauth-passive

OonucaHvne BkAoUMTL NacCcMBHYO NepenpoBepky NOAANHHOCTY KpUNToKapTbl IPsec. Mo
YMONYaHMIO NapameTp BK/IOYEH.

KomaHza c nped1KcomM no oTKIOYAET NAacCMBHYHO NepenpoBepky
NOANMHHOCTM.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CnHoncuc I(config—crypto—map)> reauth-passive
I (config-crypto-map)> no reauth-passive

Npumep (config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.
(config-crypto-map)> no reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.1 JlobaBneHa komaHAa crypto map reauth-passive.

3.16.20 crypto map set-peer

OnucaHune Ha3HaunTbL OCHOBHOW yAaNeHHbIN XOCT /151 yCTaHOB/IEH WS coeaHeHMst [Psec.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

KomaHga c npedurkcom no yganseTt HacTPOWKy.
Ja
Aa
Het
(config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHT 3HauyeHue OnuncaHwue
remote-ip CTpoka IP-agpec nnn fomeHHoe nma yaaneHHoro
XocTa.
any MpuHUMaTL Ntobble BXoAsLWME COeANHEHNS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »
peer reset.

Bepcus OnucaHue
2.06 JobaBneHa KoMaHaa crypto map set-peer.

3.16.21 crypto map set-peer-fallback

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoViKKn

Ha3HauunTb pe3epBHbIi yganeHHbI XOCT A/18 YCTaHOBNAEHNS COeANHEeH s
IPsec. 3Ta HaCTpOIKa MOXeT 6bITb BbINOJIHEHA MOC/Ie Ha3HaYeH Vs OCHOBHOIO
y3na (cM. KomaHzay crypto map set-peer).

KomaHgaa ¢ npedrKcom no yaanset HaCTPOKY.
Ja
Ja

MHorokpaTtHbIiA BBog, Het

CuvHoncuc

I (config-crypto-map)>  set-peer-fallback «remote-ip»

I (config-crypto-map)> no set-peer-fallback
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
remote-ip CTpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro
XocTa.
Npumep (config-crypto-map)> set-peer-fallback test.com

IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 [Jlo6aBneHa koMmaHza crypto map set-peer-fallback.

3.16.22 crypto map set-profile

OnucaHwue 3ajaThk CCbIKY Ha cyLLecTBYOLWMIA Npodub IPsec (CM. KOMaHAy crypto ipsec
profile).

KomaHga ¢ npedumkcom no yganser cCbiky.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-crypto-map)>  set-profile«profile>
(config-crypto-map)> no set-profile
AprymeHTbI AprymeHT 3HaueHue OonucaHue
profile Crpoka Nmsa npodunsg IPsec. CANCOK AOCTYMHbIX ANSA
Bblbopa npodunein MoXHO yBUAETb BBeASA
komaHay set-profile [Tab].
Npumep (config-crypto-map)> set-profile [Tab]
Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

3.16.23 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHwnii

(config-crypto-map)> set-profile test
IpSec: :Manager: "test": crypto map ipsec profile is set to "test".

(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto map set-profile.

map set-tcpmss

YCTaHOBUTbL OrpaHNYeHrie MakCMMasibHOro pasmepa cerMeHTa NCXoAsaLLmx
ceccmin TCP B pamMKax AaHHOro TyHHens IPsec. Ecnm 3HaveHume MSS, koTopoe
nepegaertca B rnosie 3arosioska SYN-rnakeTos, NpeBbILLaeT 3ajaHHoe, KOMaHja
MeHsieT ero. Pexxum Path MTU Discovery no3sonsieT aBToMaTUYecku
onpeaenATb orpaHnyeHme MSS.

KomaHga ¢ npeprKcomM no CHMMaeT BCe orpaHnyeHms c MSS.
Ja

Aa

Het

(config-crypto-map)>  set-tcpmss mss-value

(config-crypto-map)> no set-tcpmss

AprymeHT 3HauyeHue OnuncaHwue

mss-value lenoe umucno |3HauveHme BepxHel rpaHuubl MSS. MoxeT
nprHMMaTb 3Ha4YeHnA B Npejenax oT 576 A0
1500.

pmtu Bkntountb pexxum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: "test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss
IpSec::Manager: "test": crypto map tcpmss reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-tcpmss.
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naBa 3 OnncaHme KOMaHA,

3.16.24 crypto map set-transform

OnucaHue 3ajaTb CCbUIKY Ha CyLlecTByloLLee npeobpasoBaHue IPsec ESP (CM. KOMaHAay
crypto ipsec transform-set).

KomaHga ¢ npednkcom no yaanser cCbiky.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-crypto-map)>  set-transformtransform-set»
(config-crypto-map)> no set-transform
AprymeHTbI AprymeHT 3HaueHue |OnucaHve
transform-set |Crpoka HasBaHune npeobpasoBaHus IPsec. CNNCOK
JOCTYrMHbIX NPeobpa3oBaHN MOXHO YBUAETL
C MoMoLLblo KoMaHAbl set-transform [Tab].
Mpumep (config-crypto-map)> set-transform [Tab]
Usage template:
set-transform {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-transform test
IpSec::Manager: "test": crypto map ipsec transform-set is set »
to "test".
(config-crypto-map)> no set-transform
IpSec::Manager: "test": crypto map ipsec transform-set reset.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa crypto map set-transform.

3.16.25 crypto map traffic-selectors

OnucaHue HasHaunTb 06LEKTHYIO rpymnny B KavecTse [Psec cenekTtopoB Phase 2.
KomaHgaa ¢ npedrKcom no yaanset HaCTPOKY.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-crypto-map)>  traffic-selectors <local> cremote>

(config-crypto-map)> no traffic-selectors

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

local Ctpoka Ha3BaHwue nokanbHOM 06beKTHOM rpynnbl.

remote Ctpoka HasBaHwve yaaneHHoMm 06beKTHOV rpynnbl.

Npumep (config-crypto-map)> traffic-selectors »
_WEBADMIN_IPSEC_VPNL2TPServe-local »
_WEBADMIN_IPSEC_VPNL2TPServe-remote
IpSec::Config::CryptoMap: "test": set traffic-selectors to »
" WEBADMIN IPSEC VPNL2TPServer-local": »

" WEBADMIN IPSEC VPNL2TPServer-remote".

(config-crypto-map)> no traffic-selectors
IpSec::Config::CryptoMap: "test": reset traffic-selectors.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.00 JobasneHa KomaHaa crypto map traffic-selectors.

3.16.26 crypto map tunnel-interface

OnucaHune HasHaunTb nHTepdenc XFRM kpuntokapTe A5 MapLupyTMsaumm Tpaduka
MeXay caitamu.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  tunnel-interface <interface»
(config-crypto-map)> no tunnel-interface
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
interface UHTepgeiic MonHoe nma nHtepoderica.
Mpumep (config-crypto-map)> tunnel-interface XFRMO

IpSec::Config: :CryptoMap: "TEST": linked tunnel interface "XFRMO".
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

3.16.27 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config-crypto-map)> no tunnel-interface
IpSec::Config::CryptoMap: "TEST": reset tunnel interface.

Bepcus OnucaHue

4.01 JobasneHa komaHaa crypto map tunnel-interface.

map virtual-ip dhcp route

HasHaunTb MapLupyT, nepesaBaeMbiii yepes coobLyeHmns DHCP INFORM,
knneHTam cepsepa Virtual IP.

KomaHza ¢ nped1KcomM no 0TMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.
Ecnv BBeCcTV KOMaHAy 6e3 apryMeHToB, 6yieT OTMEHEHO NoJyYeHre Bcex
MapLUpyTOB.

Ja
Ja
Aa
(config-crypto-map)>  virtual-ip dhcp route <address> imask»

(config-crypto-map)> no virtual-ip dhcp route [<address; mask> ]

AprymeHT 3HayeHue OnuncaHwue

address IP-agpec Afpec ceTeBOro KaneHTa.

mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa
cnocoba BBOAA MaCKW: B KAHOHNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge

6UTOBOI ANNHbLI Npeduikca (Hanpumep, /24).

(config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »
removed.

(config-crypto-map)> no virtual-ip dhcp route
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM routes cleared.

Bepcus OnucaHue

3.06 JobasneHa komaHza crypto map virtual-ip dhcp route.
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naBa 3 OnncaHme KoMaHp,

3.16.28 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.16.29 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

map virtual-ip dns-server

YkazaTb DNS-cepBep 415 Bbljauun KAvieHTaM B cepBepHoM pexxume Virtual
IP.

KomaHga ¢ npedurkcom no yaanseT agpec cepeepa.

Ja

Ja

Het

(config-crypto-map)>  virtual-ip dns-server address»

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec IP-aapec cepsepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: "test": crypto map Virtual IP DNS server deleted.

Bepcus OnucaHve

2.08 [JobaeneHa komaHAa crypto map virtual-ip dns-server.

map virtual-ip enable

BkntounTb cepBepHbIn pexxum Virtual IP, npy KOTOpOM KnneHTam
NpPOV3BOAMTCA pasjava ajpecoB 13 3aaHHOoro jguanasoHa. lMpyv aTom B
KayecTse yAaneHHoN nogcety B cooTBeTcTBYOLEM ACL MOXHO yKasaTb
NPoun3BONbHOE 3HaYeHMe, OHO ByAeT MPOUrHOPMPOBAHO. [0 yMONYaHUIO
PEXVM OTK/THOYEH.

KomaHga ¢ npeprKcoM No OTKOUaEeT HaCTPOKKY.
Ja

Aa

Het

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable
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Mpumep

UcTopuns nameHeHuii

3.16.30 crypto
OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

3.16.31 crypto

OnucaHune

(config-crypto-map)> virtual-ip enable
IpSec: :Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

Bepcus OnucaHve

2.08 [JlobaeneHa komaHza crypto map virtual-ip enable.

map virtual-ip interface

Ces3aTb Virtual IP-cepBep ¢ ykazaHHbIM NHTepdpencom.
KomaHga c npedunkcom no paspbiBaeT CBA3b.

Ja

Aa

Het

(config-crypto-map)>  virtual-ip interface <interface

(config-crypto-map)> no virtual-ip interface

AprymeHT 3HauyeHue OnuncaHwue

interface UHTeppenc MonHoe nma nHTepderica nam NCeBAOHUM.
CrnncoK AOCTYMHbIX NHTepdelricoB MOXHO
yBUAETb C MOMOLLbIO KOMaHAbI interface
[Tab].

(config-crypto-map)> virtual-ip interface Bridge0
IpSec::Virtuallp::CryptoMap: "VirtualIPServerIKE2": bound to »
Bridge0.

(config-crypto-map)> no virtual-ip interface
IpSec::Virtuallp::CryptoMap: "VirtualIPServerIKE2": unbound.

Bepcusa OnucaHue

4.02 JobaBneHa komaHAa crypto map virtual-ip interface.

map virtual-ip multi-login

PaspewwnTb nogkntoueHme K cepepy Virtual IP Heckonbknx nonb3oBaTenei
C OJJHOTO aKKayHTa.

KomaHga ¢ npedurkcom no oTKAoUaeT HaCTPOKY.

Explorer (KN-1621) — CnpaBOYHMK KOMaHA, 1 05



naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.16.32 crypto

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Ja

Het

I(conﬂg«xyptoqnapﬁ> virtual-ip multi-login

I(conﬁg«xyptownapﬁ>novirtual-ipmulti-login

(config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.

(config-crypto-map)> no virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

Bepcus OnucaHve

3.05 Job6asneHa koMaHga crypto map virtual-ip multi-login.

map virtual-ip nat

BKNOUNTb TPAHCISILIMIO A4PECOB ANS K/IMEHTOB B cepBEpPHOM pexume Virtual
IP.

KomaHga ¢ npedunkcom no yaanseTt npasuso.
Ja
Ja

HeT

I(conﬂg«xyptownapp> virtual-ip nat

I(conﬁg«xypto«napp>novirtual-ipnat

(config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.

(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

Bepcus OnucaHve

2.08 [JobaeneHa komaHaa crypto map virtual-ip nat.
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naBa 3 OnncaHme KOMaHA,

3.16.33 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

3.16.34 crypto

OnucaHwue

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

map virtual-ip range

HactpouTb Arana3oH agpecoB AN19 BblAauym K/IeHTaM B CEPBEPHOM pexnme
Virtual IP.

KomaHga ¢ npedunkcom no yaansaeT jManasoH.

Ja

Ja

Het

(config-crypto-map)>  virtual-ip range <begins (<end> | <sizes)

(config-crypto-map)> no virtual-ip range

AprymeHT 3HauyeHue OnuncaHwue

begin IP-agpec Havano avana3oHa ajpecos.
end IP-agpec KoHeL agnana3oHa agpecos.
size Uenoe 4ucno |Pa3mep granasoHa ajpecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec::Manager: "test": crypto map Virtual IP pool range set »
from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).

(config-crypto-map)> no virtual-ip range
IpSec: :Manager: "test": crypto map Virtual IP pool range deleted.

Bepcus OnucaHue

2.08 JobaBneHa koMaHaa crypto map virtual-ip range.

map virtual-ip session-logout
3aBepLUnTb aKTUBHYIO UKW 3aBUCLLIYIO ceccuto Ha cepepe Virtual IP.

HeTt

Aa

HeTt

I (config-crypto-map)>  session-logout <sessiom
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT

3HavyeHue OnucaHue

session

Uenoe uucno |NaeHtudukatop ceccun Virtual IP (MOXHO
yBUAETb Npy NOMOoLLY KOMaHAabl show crypto
map).

(config-crypto-map)> session-logout 1
IpSec::Virtuallp::Manager: Session "1" is terminated.

Bepcusa

OnucaHune

4.03

JobaeneHa koMaHaa crypto map virtual-ip
session-logout.

3.16.35 crypto map virtual-ip session-preempt

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb BbiITecHeHMe VPN-ceccuii npy oTKAKOYEHHOM onuun crypto map
virtual-ip multi-login ansa IKEv1 nnun IKEv2 Ha [Psec-cepBepe.

KomaHpa ¢ nped)l/n(com NO OTK/IK0YaeT BbiTeCHeHNeE.

Ja
Ja

HeT

I (config-crypto-map)>  virtual-ip session-preempt

I (config-crypto-map)> no virtual-ip session-preempt

(config-crypto-map)> virtual-ip session-preempt
IpSec::Virtuallp::CryptoMap: "VirtualIPServerIKE2": enable »
session preemption.

(config-crypto-map)> no virtual-ip session-preempt
IpSec::Virtuallp::CryptoMap: "VirtualIPServerIKE2": disable »
session preemption.

Bepcusa

OnucaHune

4.03

JlobasneHa koMmaHga crypto map virtual-ip
session-preempt.

3.16.36 crypto map virtual-ip static-ip

OnucaHwne

Ha3HauunTb NocTosAHHbIN IP-agpec nosib3oBaTento. Nosib3oBaTeNb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-xauth.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

KomaHga c npedunkcom no yganseTt NpuBsa3Ky.

Ja

Aa

Ja

(config-crypto-map)>  virtual-ip static-ip wsen @address>

(config-crypto-map)> no virtual-ip static-ip wsenr

AprymeHT 3HauyeHue OnuncaHwue

user Crpoka Mmsa nonb3oBartens.

address IP-agpec HasHauaembili IP-agpec.

(config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtuallp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

Bepcus OnucaHue

3.05 JobaBneHa koMaHaa crypto map virtual-ip static-ip.

3.17 dns-proxy

OnucaHue

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

Mpumep

UcTopuns nameHeHuii

JocTyn K rpynne KoMaHg4 ANns ynpasneHus cny>x6oi DNS-npokcu.

Het
HeT
Het

(config-dnspx)

I (config)>  dns-proxy

(config)> dns-proxy

Core::Configurator: Done.

(config-dnspx)>

Bepcus OnucaHve

2.04 Jlo6aBneHa koMmaHaa dns-proxy.
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naBa 3 OnncaHme KoMaHp,

3.17.1 dns-proxy filter assign host preset

OnuncaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HasHaunTb npeceT GUNbLTPALN CETEBOMY YCTPOIACTBY.

O3HaKOMUTBCS CO CMIMCKOM MPEeCceToB Bbl MOXETE C MOMOLLbHO KOMaHAbI show
dns-proxy filter presets.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA npeceT Ans xocTta. Ecam
BbIMNO/IHNTb KOMaHA4Y 6e3 adprymMmeHTa, To BeCb CNMCOK NpeceToB A/1d BCEX
XOCTOB 6yZleT OUnLLEH.

Ja
Aa
Ja
(config-dnspx)>  filter assign host preset <host> ¢preset>

(config-dnspx)> no filter assign host preset [<host>]

AprymeHT 3HauyeHue OnuncaHwue

host MAC-agpec MAC-azpec ceTeBOro ycTpoincraa.

preset Ctpoka HasBaHue npeceTa.

(config-dnspx)> filter assign host preset 04:d4:c1l:51:b1:59 »
opendns-family

Dns::Filter::Public: Associated host "04:d4:c1:51:b1:59" with »
preset "opendns-family".

(config-dnspx)> no filter assign host preset 04:d4:cl:51:bl:59
Dns::Filter::Public: Removed preset for host "04:d4:c1:51:b1:59".

(config-dnspx)> no filter assign host preset
Dns::Filter::Public: Removed presets for hosts.

Bepcus OnucaHve
3.08 JobasneHa komaHaa dns-proxy filter assign host
preset.

3.17.2 dns-proxy filter assign host profile

OnucaHwne

HasHaunTb Npodunb GUNbLTPaLMN CETEBOMY YCTPOICTBY.

Jlo6aBUTb HOBbI NPOdUIL MOXKHO NPY NOMOLLM KOMaHAbI dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npodurnelt Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

110

CnpaBo4HuK komaHg — Explorer (KN-1621)



naBa 3 OnncaHme KOMaHA,

KomaHga c npedumkcom no yaanseT ykasaHHbIn npoduib 4 xocta. Ecim
BbIMO/IHNTL KOMaHAY 6e3 apryMeHTa, TO BeCb CMUCOK Npodunein ansa Bcex
XOCTOB 6yZleT OUNLLEH.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIl/i BBog, /[la

Cutoncnc (config-dnspx)>  filter assign host profile <hosts> profiles
(config-dnspx)> no filter assign host profile [<host]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host MAC-apgpec MAC-agpec ceTeBOro ycTpoicTea.
profile Ctpoka HasBaHune npoduns.

Mpumep (config-dnspx)> filter assign host profile 00:d2:cl:54:bc:59 test
Dns::Filter::Public: Associated host "00:d2:c1:54:bc:59" with »
profile "test".

(config-dnspx)> no filter assign host profile 00:d2:cl:54:bc:59
Dns::Filter::Public: Removed profile for host "00:d2:cl:54:bc:59".
(config-dnspx)> no filter assign host profile
Dns::Filter::Public: Removed profiles for hosts.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
3.08 JobasneHa komaHaa dns-proxy filter assign host

profile.

3.17.3 dns-proxy filter assign interface preset

OonucaHue Ha3HaunTb npeceT GbUNbTPaLN BCEM YCTPOCTBAM B CErMeHTe (3a
NCK/IOYEHNEM TeX, KOTOPbIM YyXe HazHauyeHbl npoduan/npeceTs).

O3HaKOMUTLCS CO CNCKOM MPECeToB Bbl MOXETe C MOMOLLbI0 KOMaHAbl show
dns-proxy filter presets.

KomaHaa ¢ npepunkcom no oTMeHsieT NPUBA3KY yKa3zaHHOro npeceTa K
nHTepdelicy. Ecnv BbINOAHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CMUCOK
npeceToB A/15 BCeX CErMeHTOB byfeT ounLLeH.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-dnspx)>  filter assign interface preset <interfaces preset>

(config-dnspx)> no filter assign interface preset [<interface;]

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |WHTepgeic MonHoe nma nHTepderica nam NCeBLOHUM.
NHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTn private nnm protected.

preset CTpoka Ha3sBaHue npeceTa.

Mpumep (config-dnspx)> filter assign interface preset Bridge0 »
quad9-security
Dns::Filter::Public: Associated interface "Bridge@" with preset »
"quad9-security".

(config-dnspx)> no filter assign interface preset Bridge0
Dns::Filter::Public: Removed preset for interface "Bridge0".

(config-dnspx)> no filter assign interface preset
Dns::Filter::Public: Removed presets for interfaces.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.08 Job6asneHa komaHaa dns-proxy filter assign interface
preset.

3.17.4 dns-proxy filter assign interface profile

OnucaHune HasHaunTb Nnpodunb dpunbTpaLmm Bcem yCTPOMCTBaM B CerMeHTe (3a
NCKAOYEHMEM TeX, KOTOPbIM yXe Ha3HaveHbl npoduan/npeceTsbl).

Jo6aBuTb HOBbIV NPpodUIL MOXHO NPY NOMOLLM KOMaHAb! dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npoduiein Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

KomaHaa ¢ npeprKcom no oTMeHseT NPUBA3KY YKazaHHOro Npopuns K
nHTepdelicy. ECnv BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CNUCOK
npodunein ana Bcex CerMeHToB byAeT OUnLLEeH.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBOg, [a

CuHoncnc I (config-dnspx)> filter assigninterfaceprofile<interfaceprofile

I (config-dnspx)> no filter assign interface profile [<interface]
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT |3HauyeHue OnuncaHwue

interface |WHTepgeinc MNonHoe nma nHTepderica Nam NCeBLOHUM.
WHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTu private nnwm protected.

profile |Crpoka HassaHwne npoduns.

(config-dnspx)> filter assign interface profile »
GigabitEthernet0/Vlanl DnsProfile0
Dns::Filter::Public: Associated interface »
"GigabitEthernet0@/Vlanl" with profile "DnsProfile0".

(config-dnspx)> no filter assign interface profile »
GigabitEthernet0/Vlanl

Dns::Filter::Public: Removed profile for interface »
"GigabitEthernet6/Vlanl".

(config-dnspx)> no filter assign interface profile
Dns::Filter::Public: Removed profiles for interfaces.

Bepcus OnucaHve
3.08 JobasneHa komaHaa dns-proxy filter assign interface
profile.

3.17.5 dns-proxy filter engine

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTbl

BbibpaTb MexaHmn3m DNS.

KomaHga c npedurkcom no oTkatouaeT dpuabTp. B 3TOoM cnyyae 3anpoc
KOHGUrypaL M BepHeT MycToe 3HaveHue.

Ja

Ja

Het

(config-dnspx)>  filter engine <engine»

(config-dnspx)> no filter engine

AprymeHT 3HauyeHue OnuncaHwue

engine interceptor |OAvH 13 JOCTYMNHLIX MEXaHN3MOB
public dunbTpaumn DNS.
nextdns
opkg
skydns

Explorer (KN-1621) — CnpaBOYHMK KOMaHA, 1 1 3



naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-dnspx)> filter engine interceptor
Dns::Filter::Interceptor: Enabled.

(config-dnspx)> no filter engine
Dns::Manager: Disabled filter engine.

Bepcus OnucaHve

3.08 Jo6aBneHa komaHaa dns-proxy filter engine.

3.17.6 dns-proxy filter profile

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

Co3gaTtb Nonb3oBaTenbCkni Nnpodunb dunbTpaumm DNS.
KomaHga c npedukcom no yaanaet npodub.

Ja

Aa

Ja

(config-dnspx)>  filter profile name;

(config-dnspx)> no filter profile name;

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka Vmsa npoduns B cokpallleHHOM BUAE, A/IMHOI
He 6onee 32 cMMBO/IOB. MakcMManbHoe
Konu4ecTtso npodunen — 8.

(config-dnspx)> filter profile test
Dns::Filter::Public: Created profile "test".

(config-dnspx)> no filter profile test
Dns::Filter::Public: Removed profile "test".

Bepcusa OnucaHue

3.08 JobasneHa komaHAaa dns-proxy filter profile.

3.17.7 dns-proxy filter profile description

OnucaHune

Mpe¢ukc no

MpucsouTb onucaHne ana npoouns ¢punetpaumm DNS.
KomaHgaa c npedumkcom no cTupaeT onmncaHue.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-dnspx)>  filter profile namesdescription «description»
(config-dnspx)> no filter profile name>description «description»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka HasBaHune npoduns.
description |CTpoka Mpon3BonbLHOe onucaHne Npoduns.
Npumep (config-dnspx)> filter profile test description MyProfilel
Dns::Filter::Public: Set description to profile "test".
(config-dnspx)> no filter profile test description
Dns::Filter::Public: Cleared description of profile "test".
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
3.08 JlobasneHa komaHza dns-proxy filter profile
description.

3.17.8 dns-proxy filter profile dns53 upstream

OnucaHwue Job6aBuTb IP-agpec DNS-cepBepa B nNosib3oBaTeNbCkni npoduis dunsTpayun.
Mo>Ho BBeCTU A0 6 cepBepoB.

KomaHaa ¢ npedurkcom no yaanseT ykasaHHbI cepBep U3 cnmcka. Ecim
BbINMOJIHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CMNCOK CepBepoB byaeT
OuVILLLEH.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dnspx)> filter profilename>dns53 upstream«<address [:«ports]
(config-dnspx)> no filter profile name>dns53 description [ <address>
Lports]]
AprymeHTbI AprymeHT |3HaueHne |OnucaHue
name CTpoka HassaHune npoduns.
address IP-agpec IP-agpec cepsepa.
port UYenoe uucro |MNopT cepsepa.

Explorer (KN-1621) — CnpaBOYHMK KOMaHA, 1 1 5



naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopusa nsmeHeHwnii

(config-dnspx)> filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Added DNS name server 1.1.1.1 to profile »
"test".

(config-dnspx)> no filter profile test dns53 upstream
Dns::Filter::Public: Removed DNS name server from profile "test".

(config-dnspx)> no filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Removed DNS name server 1.1.1.1 from profile »
"test".

Bepcus OnucaHue
3.08 JobasneHa komaHaa dns-proxy filter profile dns53
upstream.

3.17.9 dns-proxy filter profile https upstream

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Job6aBunTtb cepBep DNS nosepx HTTPS B Nofib30BaTeNbCKNA NPOPUb
dunneTpaumn. MoxKHO BBeCTU A0 6 CepBepOB.

KomaHga ¢ npedurkcom no yaanseT ykasaHHbIn cepBep 13 cnucka. Ecan
BbINONHUTbL KOMaHZAy 6e3 aprymMmeHTa, TO BeCb CMMCOK CepBepoB byaeT
OuMLLeH.

Aa
Ja
Ja

(config-dnspx)> filter profile <nameshttps upstreamwri[ spki hashs

]

(config-dnspx)> no filter profile name>https description[«wris]

AprymeHT 3HauyeHue OnucaHwue

name CTpoka HassaHwne npoduns.

url CTpoka URL-agpec DNS-cepBepa.
hash Crpoka Xaw ceptndumkarta TLS.

(config-dnspx)> filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Added DNS-over-HTTPS name server »
https://dns.google/resolve to profile "test".

(config-dnspx)> no filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Removed DNS-over-HTTPS name server »
https://dns.google/resolve from profile "test".
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naBa 3 OnncaHme KOMaHA,

(config-dnspx)> no filter profile test https upstream
Dns::Filter::Public: Removed DNS-over-HTTPS name server from »
profile "test".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.08 JobasneHa komaHaa dns-proxy filter profile https
upstream.

3.17.10 dns-proxy filter profile intercept enable

OnucaHue BrntounTb nepexsat TpaH3nTHbIX DNS-3anpocos ana npoduna ¢puastpaumu.
Mo ymonuaHuio nepexsaT 3anpeLLeH.

KomaHga c npedurkcom no oTkroYaeT nepexsaT AN npoduns unbTpaumnn.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-dnspx)>  filter profile name>intercept enable
(config-dnspx)> no filter profile <namesintercept enable

AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
name CTpoka Nmsa npoduns dmnneTpaumn.

Npumep (config-dnspx)> filter profile DnsProfile@ intercept enable
Dns::Filter::Public: Enabled intercept in profile "DnsProfile0".
(config-dnspx)> no filter profile DnsProfile® intercept enable
Dns::Filter::Public: Disabled intercept in profile "DnsProfile0".

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
3.09 Jlo6aBneHa komaHza dns-proxy filter profile intercept

enable.

3.17.11 dns-proxy filter profile tls upstream

OnucaHwue Jo6aBuTb cepep DNS nosepx TLS B noNb30BaTeNbCKUA Npodub
dunbTpaumn. MoxHo BeecTn 0 6 CepBepoB.

KomaHga c npedurkcom no yaansieT ykasaHHbIN cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, To BECb CMMCOK CepBEPOB byaeT
OUNLLIEH.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja
Ja
Aa
(config-dnspx)>  filter profile name>tls upstreamaddress [ «port>
1[ sni«fqdns> ][ spki <hashs ]
(config-dnspx)> no filter profile namestls description [ «address>][
<ports]
AprymeHT 3HayeHue OnuncaHwue
name CTpoka HasBaHune npoduns.
address IP-appec Agppec cepBepa.
FQDN
port UYenoe uucro |lMNopT cepsepa.
fqdn Crpoka JomeHHoe nm4.
hash CTpoka Xaw ceptmndukaTta TLS.

(config-dnspx)> filter profile test tls upstream 1.1.1.1 8853 »
sni cloudflare-dns.com

Dns::Filter::Public: Added DNS-over-TLS name server 1.1.1.1 to »
profile "test".

(config-dnspx)> no filter profile test tls upstream 1.1.1.1 8853
Dns::Filter::Public: Removed DNS-over-TLS name server 1.1.1.1 »
from profile "test".

(config-dnspx)> no filter profile test tls upstream
Dns::Filter::Public: Removed DNS-over-TLS name server from »
profile "test".

Bepcus OnucaHve
3.08 Job6aeneHa komaHaa dns-proxy filter profile tis
upstream.

3.17.12 dns-proxy https upstream

OnucaHwne

MNpejukc no

Jo6aBuTb cepeep DNS nosepx HTTPS.

KomaHga c npedpurkcom no ygansieT ykasaHHbIN cepBep 13 cnvcka. Ecam
BbIMNO/IHUTL KOMaHAy 6