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BBegeHue

BBepeHme

[JaHHbIN CNPaBOYHUK COAEPXUT KOMaHAbI A5 ypaBaeHns ycTponcTBoM Runner 4G
NnocpeAcTBOM MHTepderica KOMaHAHOW CTPOKU. 34eCb NPUBEAEH MOMHbIN CANCOK BCEX
LOCTYMHbIX KOMaHA,. Takxke yKa3aHbl NprIMepbl TOro, Kak UCMNo/ib30BaThk Hanbonee
pacnpocTpaHeHHbIe U3 3TUX KOMaHJ, 06Laa nHGopmaLms o B3auMOCBSA3N MeXAy
KOMaHAaMu 1 MPUHLMNMAAbHbIE OCHOBbI TOrO, Kak MX MCMONb30BaTh.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JaHHOe pyKOoBOACTBO NpeAHa3HauYeHo A5 CETEBbIX aAMUHNCTPATOPOB MW CNELMANNCTOB
Mo BbIYNCINTENIbHON TEXHMKE, OTBEYAIOLLMX 38 HACTPOWKY 1 NoaaepxxKy Runner 4G Ha
mMecTe. OHO Takxe npegHasHayYeHo A5 onepaTopoB, KOTOpble yrnpaBastoT Runner 4G.
[OKyMEHT OxBaTbIBaeT TeXHMYecKme NpoLesypbl MOAAEPXKKN BbICOKOrO YPOBHS A/1S
root-afMVHUCTPATOPOB U COTPYAHMKOB TEXHNYECKOW noaaepkn Runner 4G.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic

CTPOKOM KOMaHAHoOM cTpoky Runner 4G, ee nepapxmyeckyro
CTPYKTYPY, YPOBHU aBTOPM3aLNL 1 BOSMOXHOCTU
CNpaBKwu.

OnncaHve KOMaHA AndaBUTHbIN CMNCOK KOMaHJ, KOTOpble MOXHO BBOANTb

B KOMaHAHOW CTpPoOKe AN HacTporiku Runner 4G.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLme o603HaueHUs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JNnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.
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I <(3aMEHSEMBIN 3JIEMEHT>

JnemMeHTbI B YrnoBbIX cKobkax nognexaTr
3aMeHe.

x|lyl2 Obs3aTenbHble aflbTepHATUBHbIE KNKO4YeBble
C/1I0Ba rpynnmMpyroTCsa B KPYr/bIX CKOBKaxX 1
pas3AenstoTcs BepTUKanbHOM YepTon.

x|y]z Heobs3aTenbHble anbTepHaTUBHbIE

KntoYueBble CNoBa rpynnupytoTcs B
KBaApPaTHbIX CKOBKaXxX N pasfensoTcs

BEPTUKaNbHON YepToN.

OnuncaHme KaxAoM KOMaH/bl paszeneHo Ha

cneayoLime nojpasgensi:

OnwncaHwe OnuncaHve TOro, YTO KOMaHAa Aenaer.
CuHoncuc O6wuin opmaT KOMaHAbI.
MNpedwukc no B03MOXHOCTb MCMONL30BaHWSA B KOMaHe

npedukca no.

MeHsieT HacTponKu

CNocobHOCTb KOMaHAbI MEHATbL HACTPOIKN.

MHOrokpaTHbIi BBOA

BO3MOXHOCTb M HOrokpaTHOro Beoja
KOMaHAbl.

BxoxzaeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KOoMaHgaa. Ecam rpynnel HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodelica

Tun nHTepdeiica, Ha KOTopbIA BAVAET
KomaHga. Pasgen He oTobpaxaeTcs, ecau
JAAHHBIA KOHTEKCT He MMeeT CMbIc/1a ANs
KOMaHZbl.

NHTepdelickl, ncnonb3yemble B CUCTEME, U
OTHOLLEHUS MeXAY HAMW MOKa3aHbl Ha
Anarpamme Hmxe.

AprymeHThI

ApryMEHTbI, eC/in eCTb, N NMOACHEHNA K HNM.

Mpumep

NnntocTpauus Toro, Kak KOMaHAa BbIFNSANT
npwv Bbi3oBe. NocKoNbKy NHTepdenc NpocrT,
HeKOTOopble MPUMEPbI OYEBUAHbI, HO OHU
BK/IFOYEHbI ANS ACHOCTW.

MpymeYaHus, NpesynpexaeHns N NpeAocTepexeHs NCNob3yoT caeayoLume

0603HaueHus.

MpnmeyaHue:  O3HadaeTt "umTatesb, NPUMU K CBeAeHUI". lNpnMeyvaHunsa cogepxxaT
nose3Hble COBETLI UM CCbUTKX Ha MaTepuaibl, He cojepKalimecs B
JaHHOM cnpaBoYHMKe.

MNpepyrnpexxaeHe:

O3HauaeT "4unTartenb, BHMMaHMe!". Ballun 4eNcTBmS MOTYT NPUBECTU K

noBpexaeHnmto O60pyAOBaHI/IFI nnan noTtepe AaHHbIX.
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

MediaTek MT7628NN MIPS® 24KEc 575 MHz

Mpoueccop
OnepaTmBHas NamMATb
dnew-namMaTb

LTE

Ethernet

Wi-Fi

128MB DDR2

32MB SPI

A7608E-H-LBBD, Cat. 4 3G/4G

(on-die)

MopTbl Mukpocxema MpnmeyaHus
4 VHTerpnpoBaHHas

MeTtka CkopocTb MpnmeuaHus
0 100 M6uT/c MopT WAN

1 100 M6éuT/c

2 100 M6éuT/c

3 100 MéuT/c

YacToTHbIVi | MnKkpocxema MpymeyaHus
AnanasoH

2,4TTy MediaTek MT7603 802.11bgn 2x2
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B 3TOM rnaBe onmncaHo, Kak Nob30BaTbCsA HTepdelricoMm koMmaHAHoM cTpoku (CLI) Runner
4G, ero nepapxmyeckas CTpykTypa, ypOBHM aBTOPM3aLMN 1 BOSMOXHOCTY KOHTEKCTHO
Mo/ CKa3Ku.

OcHOBHOEe CpeAcTBO yrpaBaeHNs MapLupyTnsatopom Runner 4G — 370 uHTepdeiic
KOMaHZAHo cTpoku (CLI). HacTpoikmn cncteMbl NOAHOCTLIO ONUCLIBAOTCSA B BUAE
nocnefoBaTe/lbHOCTM KOMaHZA, KOTOPble HY>XHO BbINO/HUTb, YTOObI MPUBECTU YCTPONCTBO
B 3aZ,laHHOE COCTOsIHMeE.

Runner 4G vimeeT Tpu BUAa HaCTpoek:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLManbHOM CEKTOpPEe SHEProHe3aBNUCMOiA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikm no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3anucbliBalOTCA Npw npomssoacTee Ha Runner 4G. RESET
Ha Kopryce No3Bo/IeT COPOCUTbL CTAPTOBbIE HACTPOKN Ha
3aBojcKue.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPUMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHZHbI nHTepnpeTtaTop Runner 4G pa3paboTaH Takum 06pa3oM, 4Tobbl UM MOT
NoNb30BaTbCs KAK HAUMHAOLLMIA, Tak 1 OMbITHLIN NONb30BaTeNb. Bce KOMaHAbI 1
napaMeTpbl UMEIT SICHbIe 1 erko 3anoMuUHakoLLMecs Ha3BaHKs.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpumep, IP-agpec ceTeBoro nHtepderica FastEthernet0/Vlan2 3agaetca komaHAoM
address, koTopas HaxoauTcsa B rpynne interface - ip:

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA

30

[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Fa[Tab]
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Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0®/Vlanl
FastEthernet0®/Vlan2

(config)> interface FastEthernetO[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
FastEthernet0/Vl1an2

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLeil KOMaHge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface FastEthernet0/Vlan2 [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface FastEthernet0/Vlan2

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

32

MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1
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3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO

ip route 1.1.1.0 2
.1.3.0 255.255.255.0 PPTP1

ip route

[y

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnm Runner 4G HaxoAnUTCA Ha 3HAUNTENBHOM yAaneHU oT onepaTopa 1 yrnpaBnseTcs
Mo CeTW, BO3HNKAET OMNACHOCTb MOTEPSTh CBA3b C HVM MO NPUYNHE OLUMGOYHbIX AeACTBIIA
oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OonucaHue KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

MNpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  copy ¢«sources «destinations

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

source Ums gaiina MNyTb K daliny, KOTopbI HE0H6XO0AMMO
CKOMMpoBaTh.

destination |Wma ¢aina MyTb K KaTanory, Kyga éygeT ckonmpoBaH
dann.

Mpumep Hanpuwmep, coxpaHeHmne HacTpoek genaetcsd Tak:

(config)> copy running-config startup-config
(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

VICTOleﬂ N3MeHeHWniA Bepcmﬂ onvcaHue

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHue Yaanutb paiin n3 namatu Runner 4G.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
filename Wma ganna MyTb K paliny, KOTOPLIA HEO6XOAMMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.1.4 grep
OonucaHue PUAbTP 1 NOUNCK CTPOK, COAepXKaLLMX COBMajeHme ¢ 3alaHHbIM LLab1oOHOM

B BblBOJe KOMaHAbI show.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

Het
Het

Het

(show)>  <«command> | grep[-A<@ ][-Bkb>][-C«c>]patterns

AprymeHT 3HauyeHue OnucaHwue

command CTpoka HasBaHuve koMaHAbl.

a Ctpoka KonnyectBo CTpoK K Nokasy nocsue
coBMajeHus.

b Ctpoka KonnyectBo CTPOK K MOKa3y A0 cOBMageHus

C CTpoka Iny6uriHa BnoxeHHocTn XML-KOHTeKCTa.

pattern Ctpoka PerynsapHoe BbipaxeHuve a1s nomncka
Ha3BaHW y310B UAN NX 3HAYEHWT B
XML-oTBeTe oT agpa ndm.

(show)> version | grep dual_image

ndw:
features: dual image,usb 3,single usb port,
led control,wifi button, wifi5ghz,vht2ghz,mimo2ghz,
mimo5ghz,atf2ghz,atf5ghz,wifi6,wifi ft,wpa3, hwnat,
hwnat mib, link agg, lte

(show)> version | grep -A 1 dual_image

ndw:
version: 4.1.2.17.1
features: dual image,wifi button,usb 3,usb 3 first,
led control,wifi5ghz,vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,
atf5ghz,wifi6,wifi ft,wpa3,wsa5ghz,hwnat,sfp

(show)> version | grep -B 1 dual_image

ndw:
features: dual image,wifi button,usb 3,usb 3 first,led control,

wifi5ghz,vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,atf5ghz,
wifi6,wifi ft,wpa3,wsa5ghz,hwnat,sfp

components: acl,afp,base,chilli, cloudcontrol,corewireless,
ddns,dhcpd,dlna,dns-filter,dns-https,dns-tls,dotlx,
easyconfig,eoip,exfat,ext, fat, ftp,gre,hfsplus, igmp,
ike-client,ip6,ipip,ipsec, kabinet,12tp,lang-en,
lang-ru,mdns,miniupnpd,monitor,mws,nathelper-esp,
nathelper-ftp,nathelper-h323,nathelper-pptp,
nathelper-rtsp,nathelper-sip,ndmp,ndns,netflow,
nextdns,ntce,ntfs,nvox,ocserver,openvpn,opkg,
opkg-kmod-audio, opkg-kmod-dvb-tuner,opkg-kmod-fs,
opkg-kmod-netfilter, opkg-kmod-netfilter-addons,
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opkg-kmod-tc,opkg-kmod-usbip,opkg-kmod-video,
pingcheck, ppe, pppoe, pptp, proxy,sftp, skydns, snmp,ssh,
sstp,sstp-server,storage,trafficcontrol,
transmission, tsmb,udpxy,usb,usbdsl,usblte,usbmodem,
usbnet,usbnet-extra,usbgmi,usbserial-extra,
vpnserver,vpnserver-12tp,webdav,wireguard,wpa-eap,
zerotier

(show)> version | grep -C 1 dual_image

ndw:
version: 4.1.2.17.1
features: dual image,wifi button,usb 3,usb 3 first,led control,
wifi5ghz,vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,atf5ghz,
wifi6,wifi ft,wpa3,wsa5ghz,hwnat,sfp
components: acl,afp,base,chilli,cloudcontrol,corewireless,ddns,
dhcpd,dlna,dns-filter,dns-https,dns-tls,dotlx,
easyconfig,eoip,exfat,ext, fat, ftp,gre,hfsplus, igmp,
ike-client,ip6,ipip,ipsec, kabinet,12tp,lang-en,mdns,
miniupnpd,monitor,mws, nathelper-esp,nathelper-ftp,
nathelper-h323,nathelper-pptp,nathelper-rtsp,
nathelper-sip,ndmp,ndns,netflow,nextdns,ntce,ntfs,
nvox,ocserver,openvpn,opkg,opkg-kmod-audio,
opkg-kmod-dvb-tuner,opkg-kmod-fs,opkg-kmod-netfilter,
opkg-kmod-netfilter-addons,opkg-kmod-tc,
opkg-kmod-usbip,opkg-kmod-video,pingcheck, ppe, pppoe,
pptp,proxy,sftp,skydns,snmp,ssh,sstp,sstp-server,
storage,trafficcontrol,transmission, tsmb,udpxy,usb,
usbdsl,usblte,usbmodem,usbnet,usbnet-extra,usbqmi,
usbserial-extra,vpnserver,vpnserver-12tp,webdav,
wireguard,wpa-eap,zerotier

(show)> version | grep -C 2 dual_image

release: 4.02.A.7.0-0
sandbox: draft
title: 4.2 Alpha 7
arch: mips

ndm:
exact: 0-0¢7997d
cdate: 27 Apr 2024

bsp:
exact: 0-844097c815
cdate: 27 Apr 2024

ndw:
version: 4.1.2.17.1
features: dual image,wifi button,usb 3,usb 3 first,led control,
wifi5ghz,vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,atf5ghz,
wifi6,wifi ft,wpa3,wsa5ghz,hwnat,sfp
components: acl,afp,base,chilli,cloudcontrol,corewireless,ddns,
dhcpd,dlna,dns-filter,dns-https,dns-tls,dotlx,
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WcTopusa nsmeHeHum

3.15I1s

OnuncaHune
Mpejukc no

MeHsieT HacTpoiAKK

easyconfig,eoip,exfat,ext, fat,ftp,gre,hfsplus,igmp,
ike-client,ip6,ipip,ipsec,kabinet,12tp,lang-en,mdns,
miniupnpd,monitor,mws,nathelper-esp,nathelper-ftp,
nathelper-h323,nathelper-pptp,nathelper-rtsp,
nathelper-sip,ndmp,ndns,netflow,nextdns,ntce,ntfs,
nvox,ocserver,openvpn,opkg, opkg-kmod-audio,
opkg-kmod-dvb-tuner,opkg-kmod-fs,opkg-kmod-netfilter,
opkg-kmod-netfilter-addons, opkg-kmod-tc,
opkg-kmod-usbip,opkg-kmod-video, pingcheck, ppe, pppoe,
pptp,proxy,sftp, skydns,snmp,ssh,sstp,sstp-server,
storage,trafficcontrol,transmission, tsmb,udpxy,usb,
usbdsl,usblte,usbmodem, usbnet,usbnet-extra,usbgmi,
usbserial-extra,vpnserver,vpnserver-12tp,webdav,
wireguard,wpa-eap,zerotier

ndw3:

version: 1.73.1

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Giga (KN-1011)
hw version: 11108000
hw type: router
hw id: KN-1011
device: Giga
region: EA
description: Keenetic Giga (KN-1011)
Bepcusa OnucaHue

4.02

Job6asneH ¢éunbTp grep.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

BbiBecTM Ha 3KpaH cnncok ¢ainaos B yKazaHHOM KaTasore.

(config)> ls[«directory]
AprymeHT 3HauyeHue OnuncaHwue
directory CTpoka MyTb K KaTanory. [lomkeH cogepxatb NMs

dalinoBoli cncrteMbl 1 HEMOCPeACTBEHHO MyTb
K kaTanory B dopmare < painoas cmcrema
> < nyTb >. NpyMepbl GpalinoBbIx CNCTEM —

flash, temp, proc, usbn . 4.
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Mpumep

(config)> 1s FILES:

rel: FILES:
entry, type = D:
name: com
entry, type = R:
name: IMAX.mkv
size: 1886912512
entry, type = D:

name: speedfan

entry, type =

D:

name: portable

entry, type = D:
name: video
entry, type = D:

name: HoBasd nanka

WcTopusa nsmeHeHum

Bepcusa

OnucaHmne

2.00

JobaBneHa komaHaa ls.

3.1.6 mkdir

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

Co3paTb HOBBIV KaTanor.

Hert
Het
Hert
(config)>  mkdir «directory»
AprymeHT 3HauyeHue OnuncaHwue
directory CTpoka MyTb K KaTanory.

(config)> mkdir SANDSK:/test

FileSystem: :Repository:

“SANDSK: /test"

(config)> mkdir SANDSK:/test/onetest

FileSystem: :Repository:

"SANDSK: /test/onetest"

created.

created.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

3.1.7 more

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

Bepcus OnucaHve

2.12 JobasneHa komaHaa mkdir.

BbiBeCTV Ha 3KpaH cofepXXMmMoe TeKCToBOoro gaiina NnoCcTpoYHO.
Het
Het

HeTt

(config)> more «filename>

AprymeHT 3HauyeHue OnucaHue

filename Wms ganna MonHoe nmsa gaiina nnu NCeBAoHUM.

(config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1 rotate

Bepcus OnucaHue

2.00 JobaBneHa koMaHAa more.

3.2 access-list

OnucaHune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

JocTyn K rpynne KoOMaHZA A1 HaCTPOMKY BbIBPAaHHOMO Crivcka npaBui
dunbTpaumm NakeToB. ECM cANCOK He HalijeH, KOMaHAa MbITaeTcs ero
€03A4aTb. Tako CANCOK MOXET 6bITb MPUCBOEH CETEBOMY UHTepdelicy ¢
noMoLLIbI0 KOMaHAbI interface ip access-group.

KomaHga ¢ npedurkcom no yaanseT cnmcok npasui.
Aa
Ja
Ja

(config-acl)

I (config)> access-list name»

I (config)> no access-1list name»
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT

3HauyeHue

OnucaHwue

name

CTpoka

HassaHue cnucka npasun ¢unsTpaumm (Access
Control List, ACL).

(config)> access-list

test_acl

Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

Bepcus

OnucaHue

2.00

JobaBneHa komaHaa access-list.

3.2.1 access-list auto-delete

OnucaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Bxknountb aBToMaTnyeckoe yaaneHue npasun ACL npu yaganeHunu
nHTepderica. KomaHaa npuHyANTENbHO BK/IHOYAEeTCA A5 CMMCKOB AOCTYyNa
c npe¢urkcom WEBADMIN .

KomaHga He MOXeT 6bITb BK/HOUEHa, e/ HeT NPUBA3aHHbIX MHTepdeincoB.
NckntoueHnem aBnseTtca uteHve startup-config.

KomaHga ¢ I'Ipeq)I/IKCOM Nno OTKNKOYaeT aBTOMaTun4yeckoe yganeHume.

Aa
Ja

Het

I(conﬁg-acD> auto-delete

I(conﬁg-adﬁ>noauto-de1ete

(config-acl)> auto-delete
Network::Acl: Enabled auto-deletion for " WEBADMIN Home" access »

group.

(config-acl)> no auto-delete
Network::Acl: Disabled auto-deletion for " WEBADMIN Home" access »

group.
Bepcus OnucaHue
3.09 JobaBneHa koMaHaa access-list auto-delete.
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naBa 3 OnncaHme KOMaHA,

3.2.2 access-list deny

OnuncaHwne

Mpedukc no

MeHsieT HacTpoVikmn

Job6aBuTb 3anpeLuatoLee npasuno dGnnbTpaLmm NakeTos B yKasaHHbIN ACL.
KomaHga ¢ npedumkcom no yaanseT npasuo.

Ja

Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config-acl)>  deny (tcp | udp) <sources <source-mask»
[port((<«src-port-operators<source-port:)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-port> «destination-end-port>))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destination <destination-mask>

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operators<source-ports)|
( range <source-ports <source-end-port»))]
<destinations «destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask>

AprymeHT 3HayeHue OnucaHue

tcp Krwyesoe | TCP NpOTOKO.
C/10B0

udp Kmiwyesoe |UDP npoToKon.
C/1080

icmp Kmwyesoe  |ICMP npoTokKo.
CJ10BO

esp Krmwyesoe |ESP npoTokon.
CJ10BO

gre Krw4esoe  |GRE NpoTOKO.
CJ10BO

ipip Kroyesoe |IP in IP npoTOKO.
CJ10BO

ip Knwyeoe |IP-npoToKON (BKAtOYaeT B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HaueHve |OnucaHve
source IP-agpec |AApec UCTOYHKKA B 3arojioBke
IP-nakera.
source-mask IP-macka |Macka, npriMeHeHaeMas K agpecy
MCTOYHKKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVEM C source.
CywecTByeT ABa cnocoba BBOJa MacKu:
B KaHOHWN4eckol dopme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOW
ANVHBI Npedukca (Hanpumep, /24).
source-port Llenoe MopT ncrtouHwka B TCP nnn UDP
uncnao 3aroJioBke.
source-end-port Lenoe OkoHYaHwue frarnasoHa nopTos
4yucJsio NCTOYHWKa.
src-port-operator |1t OnepaTop «MeHbLLe» A/ CPpaBHEHNSA
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» /1Al CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt OnepaTtop «6osbLUe» 418 CpaBHeEHUS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoske
IP-nakerta.
destination-mask IP-macka |Macka, npMMeHeHsaeMas K agpecy
Ha3HaueHWA B 3aronoBke IP-nakeTa,
nepes cpaBHeHneM c destination.
CywecTByeT AiBa cnocoba BBOJa MacKu:
B KaHOHWn4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuJe 6UTOBOI
ANViHbI Npedukca (Hanpumep, /24).
destination-port Llenoe MopT Ha3HauveHwA B TCP namn UDP
uncso 3aroJioBke.
destination-end-port|lenoe OKoH4YaHWe AranasoHa nopTos
uncriio Ha3Ha4yeHunA.
dst-port-operator |lt OnepaTop «MeHbLLe» A/ CPaBHEHNSA
nopTa C YKasaHHbIM
destination-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C yKasaHHbIM
destination-port.
gt Onepatop «6onbLUe» Ans CpaBHEHNS

nopTa C YKa3aHHbIM
destination-port.

44

CnpaBoyHUK koMaHa — Runner 4G (KN-2212)




naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

(config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

Bepcus OnucaHue

2.00 JobasneHa KomaHaa access-list deny.

2.06 HoBoe 3HaueHue ip 66110 A06aBNEHO B apryMeHT
protocol.

2.08 Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip.

2.09.A.2.1 JlobaBneHbl AnanasoHbl MOPTOB.

3.2.3 access-list permit

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn

JobaBuTb pa3speluatoLee Npasuno GuabTpaLMm NaKeToB B yKa3aHHbIN ACL.
KomaHga ¢ npedurkcom no yaansiet npasuio.

[Ja

Ja

MHorokpaTtHbiiA BBOg, [a

CuHoncuc

(config-acl)>  permit (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-ports)|
( range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port))]

(config-acl)> permit (icmp | esp | gre | ipip | ip)«<sources<source-mask»
<destinations «destination-mask»

(config-acl)> no permit (tcp | udp) <source> <source-mask>
[ port((<«src-port-operator: <source-ports)|
(range <source-port <source-end-port;))]
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

«destinations «<destination-mask>
[ port((<«dst-port-operator:«destination-port)|
( range «destination-port> «destination-end-port»))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask>
<destinations «destination-mask>

AprymeHT 3HaueHue |OnucaHve
tecp Kriwyesoe | TCP NpOTOKO/.
CJ/10B0
udp Knouyesoe |UDP npoToKoO.
CJ10BO
icmp Kmwyesoe  |ICMP npoTokon.
CJ10BO
esp Krwuesoe |ESP npoToKON.
C/1080
gre Krw4esoe |GRE NpoOTOKO.
C/1080
ipip Kmwyesoe |IP in IP NnpOTOKON.
C/1080
ip Knwuyeoe |IP-npoTOKON (BKAtOYaET B cebsa TCP,
C/10BO UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKMKA B 3arosioBKe
IP-nakerta.
source-mask IP-macka |Macka, npMMeHeHsemMas K agpecy
NCTOYHVKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVIEM C source.
CywecTByeT ABa cnocoba BBOAa Macku:
B KaHOHWYeckolr dopme (Hanpumep,
255.255.255.0) 1 B BUAe 6UTOBOI
AnnHbl npedukca (Hanpumep, /24).
source-port Lesnoe MopT ncrouHmka s TCP nnn UDP
uncno 3arooBKe.
source-end-port Lenoe OkoHuaHWe gmnanasoHa NnopToB
4yucsio NCTOYHWNKaA.
src-port-operator |1t Onepartop «MeHbLUe» Ana CpaBHEHUS
nopTa C YKasaHHbIM source-port.
eq OnepaTop «paBHO» AN CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa C YKasaHHbIM source-port.
destination IP-agpec |Appec Ha3Ha4yeHWA B 3arosioBke

IP-nakeTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HaueHve |OnucaHve

destination-mask IP-macka |Macka, nprimeHeHseMas K agpecy
Ha3HaueHus B 3arososke IP-nakera,
nepes cpaBHeHMeM c destination
CywiecTByeT ABa cnocoba BBOAA Macku:
B KaHOHW4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuAe 6UTOBOI
ANViHBI NpeduKca (Hanpumep, /24).

destination-port Lenoe MopT Ha3HauyeHwa B TCP nnn UDP
uncsno 3arosioBKe.

destination-end-port|lesnoce OkoHuaHWe grnanasoHa NOpPToB
yncio Ha3Ha4yeHunA.

dst-port-operator |1t Onepartop «MeHbLUe» ANA CpaBHEHUS

nopTa C YKa3aHHbIM
destination-port.

eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa C YKa3aHHbIM
destination-port.

gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa € yKa3aHHbIM
destination-port.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

Bepcus OnucaHue

2.00 JobasneHa komaHaa access-list permit.

2.06 HoBoe 3HaueHue ip 66110 A06aBNEHO B apryMeHT
protocol.

2.08 Jlo6aBneHbl HOBLIE MPOTOKO/bI esp,gre U ipip

2.09.A.2.1 JlobaBneHbl Arana3oHbl NOPTOB.
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naBa 3 OnncaHme KoMaHp,

3.2.4 access-list rule

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

OTkNUUTL Npasuio ACL, orpaHNYUTL BpeMsi ero paboTbl pacnmcaHmnem,
N3MEHUTb ero MecTo B CNucKke Npasua Unu Ao6aBnTb ero onncaHuve.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BKNKOYaET NpaBunio, OTMEHAET pacnncaHne nin
yAandaeT onncaHme.

Ja
Ja
Aa

(config-acl)>

rule <index> (disable | schedule <schedules | order

<new-index> | description «descriptiom)

(config-acl)> no rule <index> (disable | schedule | description)

AprymeHT 3HauyeHue OnuncaHue
index lenoe uyncno |Homep npasuna ACL.
disable Knwyesoe OTknrounTe Npasuio ACL.

c/10B80
schedule Pacnucanune HasBaHue pacnucaHmsa, CO34aHHOro npwu

nomMoLuwm rpynnel KoMaHA schedule.

order Lllenoe 4ucno HoBas nosunuma npasuna ACL B cnucke.
description |CTpoka OnuncaHune npasuna ACL.

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

rule 0 disable
Rule disabled.

rule 0 schedule acl_schedule
Rule schedule set to "acl schedule".

(config-acl)>rule 0 description myacl

Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

Rule description set to "myacl".

rule 0 order 1
Rule 0 moved to position 1.

no rule 0 disable
Rule enabled.

no rule 0 schedule
Rule schedule removed.

no rule 0 description
Rule description removed.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JobaBneHa komaHaa access-list rule.

3.3 cloud control2 security-level

OnucaHwne YcTaHOBUTL ypoBeHb 6e3onacHocTu cepBuca Cloud Control2 ang MmobuneHoro
npunoxeHusa Keenetic. Mo yMo/4aHWIO Ha3HayveH ypoBeHb 6e30MacHOCTU
public.

Mpedunkc no Het

MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)> cloud control2 security-level (public | private)

AprymeHTbI AprymeHT |3HaueHune OnucaHwve

public Knwyesoe cnoso |Joctyn K Cloud Control2 paspelueH ans
public, private n protected nHTepdeiicos.

private |Knmw4yesoe cnoso |AocTtyn K Cloud Control2 pa3pelueH ToNbKO
Ans private nHtepdeiicos.

Mpumep (config)> cloud control2 security-level public
CloudControl2: :Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [JobaeneHa komaHaa cloud control2 security-level.

3.4 components

OnucaHune JocTyn K rpyrnne KoMaHz 415 ynpasieHns KOMMOHEHTaMMN MUKPOMPOorpamMmbl.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (config-comp)

CuHoncuc I (config)> components
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa KomaHza components.

3.4.1 components auto-update channel

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3a4aTb UCTOYHWMK KOMMOHEHTOB AN CI)yHKLl,VII/I aBToO6HOBNEHMA. 1o
YMOTYaHUKO NCNOIb3yeTCA 3Ha4YeHne stable.

KomaHga ¢ npedrkcom no BO3BpaLLLAET 3HaUYeHMe No YMOTHaHMIO.
Ja

Ja

Het

(config-comp)>  auto-update channel «channel>

(config-comp)> no auto-update channel

AprymeHT 3HauyeHue OnuncaHwue

channel stable KOMMNOHEHTLI MOSIHOCTHLIO MPOTECTUPOBAHI
1 peKoMeHAyHTCs A9 yCTaHOBKU. B
Be6-nHTepdence 3TOT KaHaN ykasaH Kak
Penus.

preview KomnoHeHTbI cogep>kaTt HoBeliLme GyHKLMN
N yCOBepLUEHCTBOBaHWS, HO NPOTECTUPOBAaHbI
He NOMIHOCTLHO. B Be6-nHTepderice 3TOT KaHan
yKa3aH Kak lpepBaputenbHas Bepcus.

draft KoMnoHeHTbI cogepikaTt HoBelilme GyHKLMK
1 NCNONb3YHTCA A8 TeCTUPOBaHMA. B
Beb-nHTepdeince 3TOT KaHaN yKazaH Kak
TectoBasa cbopka.

(config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.

Bepcus OnucaHue

3.01 JobaBneHa komaHAa components auto-update channel.
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naBa 3 OnncaHme KOMaHA,

3.4.2 components auto-update disable

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

CDyHKLI,I/IFI aBTOMaTMYeckoro 06HOBNEHUSA KOMIMOHEHTOB. Mo YMO/TYaHUIO
aBTOMaTU4Yeckoe 06HOBIEHME BKIHOUEHO.

KomaHga ¢ npedrKcom no Bk/ItOUaeT aBToMaTn4veckoe 0bHoBeHMe.
Ja
Ja
Aa

I(config-comp)> auto-update disable

I (config-comp)> no auto-update disable

(config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

Bepcus OnucaHve

2.09 JobaeneHa komaHza components auto-update disable.

3.4.3 components auto-update schedule

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

MprcBOUTL pacnucaHmne Ana paboTbl PyHKLMN aBTOMATNYECKOr0 O6HOBEHWS.
Mepes BbINOAHEHNEM KOMaHAbI pacnmncaHe A0/KHO 6biTb CO34aHO U
HaCcTpoeHOo npw NnomoLum kKomaHapbl schedule action.

KomaHga ¢ npedrKkcom No pa3pbiBAET CBSI3b MeXAY PacnmcaHnem n
aBTOMATUNYECKMM OBHOB/IEHMEM.

Ja

[Ja

Het

(config-comp)>  auto-update schedule «<schedule;

(config-comp)> no auto-update schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnncanne |Ha3BaHMe pacnmcaHus, CO3A4aHHOro npu

nomMoLum rpynnel KoMaHa schedule.
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naBa 3 OnncaHme KoMaHp,

Mpumep

(config-comp)> auto-update schedule Update

Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

UcTopuns nameHeHuii

Bepcus OnucaHve

3.03

schedule.

[JobaeneHa KkomaHAa components auto-update

3.4.4 components check-update

OnucaHwne

npOBepI/ITb obHOBNEHME NPOWNMBKWN 4NA KaHAnAaTa N Be40MOro

ycTpoinctBa MogynbHoi Wi-Fi Cuctembl.

Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het
CuHoncuc (config-comp)>  check-update [ force]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
force Knoyesoe [MoCTOAHHO NMPOBEPATL Hannyme
€080 06HOBNEHWI.
Mpumep (config-comp)> check-update
release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no

(config-comp)> check-update force

release: 2.15.A.3.0-2
sandbox: draft

timestamp: Dec 17 18:58:55
valid: no
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.14 JobasneHa komaHaa components check-update.
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naBa 3 OnncaHme KOMaHA,

3.4.5 components commit

OnucaHwue an/IMeHI/ITb N3MeHeHNs, BHECEHHbIE KOMaHAaMn components install n
components remove.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-comp)>  commit
VICTOleﬂ N3MeHeHUn Bepcmﬂ onvcaHue
2.00 [JlobaBneHa KoMaHAa components commit.

3.4.6 components install

OnucaHue OTMeTUTb KOMMOHEHT and nocne,qyrou_q,eﬁl YCTaHOBKW. OkoHu4aTenbHas
YCTaHOBKa BbIMOJIHAETCA KOMaHAOI‘/JI components commit.

Mpedukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-comp)>  install «component>
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
component CTpoka HasBaHne KoMnoHeHTa. CANCOK AOCTYMHbIX
ANSA YCTaHOBKW KOMMNOHEHTOB MOXET ObITb
BblBeJeH Ha 3KpaH KoMaHAo components
list.
Mpumep (config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onucaHvie

2.00 JobasneHa koMaHAa components install.

3.4.7 components list

OonuncaHmne MepekntoUnNTbCA Ha BbIGPaHHY NeCOYHMLY U OTMETUTL 415 YCTAaHOBKM BCe
KOMMOHEHTbI, TpebyoLe N3MeHeHs A/19 COOTBETCTBUSA BEPCUN B
necoYHuue. Ecnn BbINOAHUTBL KOMaHAy 6e3 aprymeHTa, To byseT BbiBejeH
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naBa 3 OnncaHme KoMaHp,

Mpejukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

Het
Het

Het

(config-comp)>

BeCb CNMMNCOK BCeX KOMMOHEHTOB TeKyLLl,eI‘/JI necoYvHuMubl (yCTaHOB}'IeHHbIX n
AOCTYNHbIX ANnA yCTaHOBKVI). Ecnn OTCYTCTBYET NOAKMHYEHNE K |/|HTepHeT, TO
6yp,eT BblBE€4EH TO/NIbKO CMNCOK y>Ke YCTaHOB/ME€HHbIX KOMMOHEHTOB.

list [ sandbox ]

AprymeHT 3HauyeHue OnuncaHwue
sandbox CTpoka YpaneHHasa necoyHunLa, Hanpumep stable
unu beta.
(config-comp)> list
firmware:
version: 2.13.C.0.0-1
sandbox: stable
local:
sandbox: beta
component:
name: base
priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb58140
installed: 2.13.B.1.0-1
preset: minimal
preset: recommended
queued: yes
Bepcus OnucaHue
2.00 JobasneHa koMaHaa components list.
2.06.A.6 [JobaeneH napameTp sandbox. KomaHaa components
list Ao/KHa NCNONB30BaTLCSA BMECTO yCTapeBLUeit
components sync.
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3.4.8 components preset

OonucaHue Bbl6paTh roToBbI HA6OP KOMMOHEHTOB. YCTaHOBKa Habopa BbIMOHSAETCS
KoMaHZol components commit.

Mpexae Yem ycTaHOBUTbL HabOp KOMMOHEHTOB, NPOBepbLTE MNoC/eHNE BEpCUA
KOMMOHEHTOB Ha cepBepe 06HOBNEeHW KoMaHAo components list.
TpebyeTca nogkntoueHve K VIHTepHeTy.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-comp)> preset <preset,

AprymeHTbI KonnuecTtBo 1 Ha3BaHWsA roToBbIX HA6OPOB KOMMOHEHTOB MOTYT HbITb
N3MeHEeHbI, MO3TOMY PeKOMeHAyeTCs MPOBEePUTL CMNCOK AOCTYMHbIX HA6OPOB
KoMaHZol preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWH1UManbHO BO3MOXHBbIW AN1S paboThl
yCTporicTBa Habop KOMMOHEHTOB byaeT
OTMeYeH.

recommended |PekomeHAyeMbli HA6OpP KOMMOHEHTOB byaeT
OTMeYeH ANs YCTaHOBKM.

Mpumep (config-comp)> preset [Tab]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa components preset.
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3.4.9 components preview

OnucaHune MokasaTb pasMep NPOLUMBKW, COCTABNEHHOM 113 KOMMOHEHTOB, BbI6paHHbIX
C MOMOLLBI0 KOMaHAbl components install.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-comp)>  preview
Mpumep (config-comp)> preview
preview:
size: 7733308
WcTopus nsmeHeHnit |Bepcus onuncaHue

2.06 [JlobaBneHa KomaHza components preview.

3.4.10 components remove

OnucaHue OTMeTUTb KOMMOHEHT ANs nocneayroLwiero yganeHu4. OkoHu4aTenbHoe
yAaneHume BbINMOJIHAETCA KOMaHA0m components commit.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  remove <component»
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
component Ctpoka Ha3sBaHue KomMnoHeHTa. CNMCOK AOCTYMHbIX
ANS yfaneHNs KOMMNOHEHTOB MOXET bbITb
BbiBeJeH Ha 3KpaH KOMaHAo components
list.
NMpumep (config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 [JobaBneHa KOMaHAa components remove.
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naBa 3 OnncaHme KOMaHA,

3.4.11 components validity-period

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

YCTaHOBWUTbL CPOK aKTyasIbHOCTU NOKabHOrO CAncKa KOMMOHeHTOB. 1o
NCTeYeHNN 3TOro BpeMeHn byaeT aBTOMaTUYeCKn BbiMoAHeHa KoMaHaa
components list Ana nony4yeHns TekyLLero Cnmcka KOMMNOHEHTOB C cepBepa
0o6HoBNEeHMA. [10 yMONYaHWMIO NCMOJIb3yeTcs 3HadeHne 1800.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.

Ja

Ja

HeTt

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

AprymeHT 3HauyeHue OnuncaHue

seconds lenoe 4ucno |Cpok akTyasbHOCTM IOKAJIBHOIO CMMCKa
KOMMOHEHTOB B CeKyHAax. MoxeT npuHMMaTh
3HayeHWsa B npegesnax ot 0 40 604800
BKHOUNTE/IBHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 [JobaeneHa komaHaa components validity-period.

3.5 crypto engine

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

BbibpaTh TN 06paboTkun ESP IPsec NakeToB.

KomaHgaa c npedurkcom no oTkauaeT GyHKLMHO.

Ja
Ja

HeT

I (config)> crypto engine <type>
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.6 crypto ike key

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

(config)> no crypto engine

AprymeHT

3HaueHve

OonvicaHune

type

software

MporpaMMHbI peXxuM.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.

Bepcus

OnucaHune

2.06

JobaBneHa KoMaHaa crypto engine.

Job6aBuTb kntou IKE ¢ naeHTNGNKaToOpoOM yAaneHHOM CTOPOHBI.

KomaHza ¢ npedurKcom no yaansieT ykasaHHbIN Koy,

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

(config)>

crypto ike key name> psk> («types<id> | any)

(config)> no crypto ike key name>

AprymeHT 3HauyeHue OnuncaHwue
name Crtpoka HasBaHwue kntoya. JlonyckaeTtcs
1CMOIb30BaHVIe CIMBOJIOB JIATUHCKOro
andasuTa, UNdp, TOUKKX, NOAYEPKUBAHUA N
deduca.
psk CTpoka MNaponb ans ayteHTUdMKaumn. JnnHa napons
MOXeT 6bITb OT 6 10 96 CMUMBOOB.
type address NaeHTudunkatopom aensetca IP-agpec.
fqdn NaeHTudnKaTopoM ABNSETCH MNOAHOE
JOMEHHOe NMA.
dn NaeHTNPrKaTopoM ABASETCH JOMEHHOE NMS.
email NaeHTndunKaTopom ABNSETCA 3N1eKTPOHHbIN
agpec e-mail.
id Ctpoka 3HaueHune naeHTudnKaTopa yaaneHHom

CTOPOHDbI.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

any Krmwyesoe PaspeluaeT ncnosib3oBaHMe Kao4da ans
C/I0BO nto60oi yaaneHHOM CTOPOHBI.

(config)> crypto ike key VirtualIPServer »
aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478 any

IpSec: :Manager: "VirtualIPServer": crypto ike key successfully »
added.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
removed.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ike key.

3.7 crypto ike mtu

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

YcTaHOBUTL 3HaveHue MTU, koTopoe byaeT nepeaaHo IKE, Mo yMonyaHuio
MTU HacnepyeTcs OT HTedenca, Yepes KOTOPbIA OCYLLLEeCTBAAETCA JOCTYN B
VHTepHerT.

KomaHgaa ¢ npedurkcom no Bo3BpaLLaeT 3HadeHve MTU no ymondaHuto.

Aa

Ja

Het

(config)> crypto ike mtu (value)

(config)> no crypto ike mtu

AprymeHT 3HauyeHue OnucaHue

value UYesnoe uucro |3HaveHme MTU. MoxeT npUHUMaTb 3HaUYeHns
B npegenax oT 576 Ao 1500 BKAOUNTENLHO

(config)> crypto ike mtu 1400
IpSec::Manager: IKE MTU value is set to 1400.

(config)> no crypto ipsec mtu
IpSec: :Manager: Reset IKE MTU value.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.08 [JobaeneHa komaHaa crypto ike mtu.

3.8 crypto ike nat-keepalive

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YcTaHOBUTb TalM-ayT MexXay NakeTamu keepalive B ciydae o6Hapy>KeHUs
NAT Mexay KnreHToM 1 cepBepoM IPsec. 1o yMo4aHNIo YCTaHOB/IEHO
3HaueHwe 20.

KomaHga ¢ npedrkKcom no Bo3BpaLLaeT 3HayYeHne Mo YMOAYaHUIO.

Ja

[Ja

Het

(config)> crypto ike nat-keepalive nat-keepalive;

(config)> no crypto ike nat-keepalive

AprymeHT 3HaueHne |OnucaHue

nat-keepalive |lYenoe umcno |Talim-ayT mexay naketamu keepalive B
cekyHAax. MoxeT NnpuHMMaTb 3HauYeHns B
npegenax ot 5 Ao 3600 BKIHOUNTENBHO.

(config)> crypto ike nat-keepalive 90
IpSec: :Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.

Bepcus OnucaHve

2.06 [Jlo6aBneHa komaHga crypto ike nat-keepalive.

3.9 crypto ike policy

OnucaHwmne

MNpejukc no

MeHsieT HacTpoikmn

JocTtyn K rpynne KoOMaHA ANs HaCTPOMKM Bbl6paHHOW nonnTtuku IKE. Ecnu
nonutuka IKE He HalaeHa, KOMaHAa MbiTaeTcsa eé co3aaThb.

KomaHga c npedukcom no yaanset nonntuky IKE. NMpur 3ToM gaHHas NoANTMKA
IKE aBTOMaTM4eckun yganaeTtcs u3s Bcex npounein IPsec.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-ike-policy)

CuHoncue (config)> crypto ike policy name>
(config)> no crypto ike policy name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name CTpoka Ha3saHve nonutuku IKE. lonyckaeTcs
1CNO/Ib30BaHMe CMBOJIOB JIATUHCKOro
andaBuTa, UNbp, TOUKW, NOAYEPKNBAHMA 1
fedwuca.
Mpumep (config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.
(config)> no crypto ike policy test
IpSec::Manager: Crypto ike policy "test" removed.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.06 JobasneHa komaHgaa crypto ike policy.

3.9.1 crypto ike policy lifetime

OnucaHue YcTaHOBUTL BpeMs XN3HW accouunaumm IPsec IKE. o ymonuyaHmnto
1ncnonb3yeTca 3HaueHre 86400.

KomaHga ¢ npedrkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-ike-policy)>  lifetime <lifetime>
(config-ike-policy)> no Lifetime
AprymeHTbI AprymeHT  |3HaueHue |OnucaHune
lifetime UYenoe uucno |Bpemsa xunsHu accoumaumm IPsec IKE B
cekyHAax. MoxeT NpyHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.
Npumep (config-ike-policy)> lifetime 3600

IpSec::Manager: "test": crypto ike policy lifetime set to 3600 s.
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naBa 3 OnncaHme KoMaHp,

(config-ike-policy)> no lifetime
IpSec: :Manager: "test": crypto ike policy lifetime reset.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 JobasneHa koMmaHgaa crypto ike policy lifetime.

3.9.2 crypto ike policy mode

OnucaHwue 3ajAaTtb Bepcuto npoTtokona IKE. 1o ymonyaHnto NCNonb3yeTcd 3HadeHne
ikevl.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

mode ikevl Bepcusa npotokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

Mpumep (config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec::Manager: "test": crypto ike policy mode reset.

VICTOpI/Iﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa komaHga crypto ike policy mode.

3.9.3 crypto ike policy negotiation-mode

OnucaHwue YcTaHoBUTbE pexxm obmeHa ans IKEv1 (cM. komaHay crypto ike policy mode).
Mo yMonuyaHWIo NCNob3yeTcsa 3HadYeHMe main.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHUIo.
MNpejukc no Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-ike-policy)> negotiation-mode negotiation-mode>

(config-ike-policy)> no negotiation-mode

AprymeHTbI AprymeHTt 3HaueHue ‘Onmcal-me

negotiation-mode main OCHOBHOW pexum, 3aLumiiaeT
naeHTudmKaLmo nmpa.

aggressive |ArpeccmBHbIN pexunMm, He 3almiiaeT
naeHTndbmkaumo nmpa.

Mpumep (config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec: :Manager: "test": crypto ike policy negotiation-mode reset.

VICTOleﬂ Mn3MeHeHWiA Bepc”ﬂ onvcaHue

2.06 JobasneHa komaHgaa crypto ike policy
negotiation-mode.

3.9.4 crypto ike policy proposal

OnucaHue J06aBuUTb B NOANTUKY IKE CCbINKY Ha BbIbpaHHbI IKE proposal. OuepeaHoOCTb
fo6aBNeHNs MeeT 3HayveHe 415 obMeHa JaHHbIMY Mo npoTokony IKE.

KomaHga ¢ npedurkcom no yaanseT ccbinky Ha IKE proposal.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-ike-policy)>  proposal <proposal
(config-ike-policy)> no proposal <proposal
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
proposal CTpoka HassaHwe IKE proposal. JlonyckaroTcs
CUMBOJIbI TaTUHCKOro andaBunTa, undpbl,
TOUKMW, NoA4YepKMBaHUA 1 gedunchl.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

3.10 crypto

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-ike-policy)> proposal test
IpSec::Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec::Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Bepcus OnucaHve

2.06 [JobaeneHa komaHza crypto ike policy proposal.

ike proposal

JocTyn K rpynne koMaHg, 4151 HacTpoliku BbibpaHHOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaHAa NbITaeTca ero co3Aathb.

MONHbBIA CNNCOK aNroOpUTMOB WGPOBaAHMSA peann3oBaHHbIX B CUCTEME
npuBegeH B [prnoxeHnN.

KomaHga ¢ npedukcom no yaanset IKE proposal. Mpr 3ToM 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKN yAanarTca CCblIKM Ha JaHHbIN IKE proposal.

Aa

[Ja

Ja

(config-ike-proposal)

(config)> crypto ike proposal name»

(config)> no crypto ike proposal name>

AprymeHT 3HayeHue OnuncaHwue

name Ctpoka HassaHwe IKE proposal. JlonyckatoTcs
CUMBOJIbI TATUHCKOro andasuTa, Lndpsbl,

TOYKWM, NOAHEPKNBaAHUA U ﬂ,eq)l/ICbI.

(config)> crypto ike proposal test
IpSec::Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

Bepcus OnucaHve

2.06 [JlobaeneHa komaHaa crypto ike proposal.
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3.10.1 crypto ike proposal aead

OnucaHue BrntounTs pexum wndpoBaHua AEADans IKE proposal.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config-ike-proposal)> aead

Npumep (config-ike-proposal)> aead
IpSec: :Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
3.05 [JobaeneHa komaHaa crypto ike proposal aead.

3.10.2 crypto ike proposal dh-group

OnucaHune Jo6aBuTb BblibpaHHyto DH rpynny B IKE proposal ans paboTbl B pexume PFS.
OuepegHoCTb fo6aBNeHNS MMeeT 3HaueHKe 419 0bMeHa JaHHbIMUK NO
npotokony IKE.

KomaHga c npedurkcom no yganseT BbIbpaHHy0 rpynny.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOA, [a

CuHoncunc (config-ike-proposal)>  dh-group «dh-group»

(config-ike-proposal)> no dh-group «dh-group»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

dh-group 1 DH rpynna gns paboTbl B pexvme PFS.
2

5

14
15
16
17
18
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue
19

20
21
25
26
31
32

Npumep (config-ike-proposal)> dh-group 14
IpSec::Manager: "test": crypto ike proposal DH group "14" »
successfully added.

(config-ike-proposal)> no dh-group 14
IpSec: :Manager: "test": crypto ike proposal "test" group type »
successfully removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 Job6asneHa komaHaa crypto ike proposal dh-group.

3.10.3 crypto ike proposal encryption

OnucaHune J06aBnTb BbIbpaHHbIN TUN WndpoBaHus B IKE proposal. O4epeaHOCTb
f[06aBNeHNs MeeT 3HayveHe 415 obMeHa gaHHbIMY Mo npoTokony IKE.

KomaHgaa ¢ npedurkcom no yaanset BolbpaHHbIA TUN WindpoBaHuS.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-ike-proposal)>  encryption «encryption;
(config-ike-proposal)> no encryption «encryption;
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
encryption |des Tun wndposaHua IKE.
3des
aes-cbc-128
aes-chc-192
aes-cbc-256
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Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

aes-ctr-128

aes-ctr-192

aes-ctr-256

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

Bepcus OnucaHue

2.06 Job6asneHa KkomaHgaa crypto ike proposal encryption.

3.10.4 crypto ike proposal integrity

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

Jo6aBnTb BbIbpaHHOe 3HaueHne anropmutma nognucn HVMAC B IKE proposal.
OuepegHoCTb fo6aBneHNs MMeeT 3HaueHne 419 obMeHa JaHHbIMK NO
npoTokony IKE.

KomaHga ¢ npedunkcom no yaanseT Bol6paHHbIA afiroputMm.
Ja

Ja

[Ja

(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHT 3HaueHue |OnucaHmue
integrity md5 Anropuntm nognucu HMAC IKE
shal COO6LLEeHMIA.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec: :Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.
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WcTopusa nsmeHeHum

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

Bepcus

OnucaHmne

2.06

JobasneHa komaHgaa crypto ike proposal integrity.

3.10.5 crypto ike proposal prf

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Jo6aBuTb BeibpaHHyto rpynny PRF B IKE proposal.

KomaHza c npedurKcom no yaansieT BblbpaHHbIV anropmutMm.

Ja
Ja
Aa

(config-ike-proposal)>

(config-ike-proposal)>  prf

prfs

no prf «prf

AprymeHT

3HayeHue

OnuncaHue

prf

md5

shal

aes-xcbc

sha256

sha384

sha512

aes-cmac

Anropnt™m nognuicn HMAC ana IKE
COOBLLEeHNI.

(config-ike-proposal)> prf sha256

IpSec: :Manager:

"TEST": crypto ike proposal prf algorithm »

"sha256" successfully added.

(config-ike-proposal)> no prf sha256

IpSec: :Manager:

successfully removed.

"TEST": crypto ike proposal "TEST" prf type »

Bepcus

OnucaHune

3.05

JobaBneHa komaHaa crypto ike proposal prf.
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3.11 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.12 crypto

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

ipsec incompatible

OTKNUUTL NPOBEPKY COBMECTUMOCTHU [Psec TyHHenel. 1o ymonvaHuio
HaCTpoKa OTK/OYeHa.

KomaHga ¢ npedprkcom no BkOUaeT NpoBepky ob6paTHO.
Ja
Ja

Het

I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

(config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is enabled.

Bepcus OnucaHve

2.10 JobasneHa KoMaHAa crypto ipsec incompatible.

ipsec profile

[ocTyn K rpynne KOMaHz ANst HACTPONKM BbiI6paHHOro npoduns IPsec. Ecnn
npodunb He HaliZleH, KOMaHAa NbITaeTcs ero Co3Aathb.

KomaHga ¢ npedurkcom no yaanseT npodusib. Mpm 3TOM CCbINKM Ha AaHHBLIN
NpodUIb aBTOMATUYECKM YAANSOTCS N30 BCEX KpUMTOKAPT IPsec.

Ja

Ja

Ja

(config-ipsec-profile)

I(config)> crypto ipsec profile name;

I (config)> no crypto ipsec profile name»
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

name

CTpoka

HasBaHue npoduns IPsec. lonyckaroTcs
CUMBObI 1aTUHCKOTO andasuTa, Undpsl,
TOYKM, NogvepkmMBaHUA 1 geduchl.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.

Bepcus

OnucaHue

2.06

JlobaBneHa komaHAa crypto ipsec profile

3.12.1 crypto ipsec profile authentication-local

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

3afaTtb TN ayTeHTUUKALMK IOKANBHOMO XOcTa. Mo yMonyaHuto
MCMNoNb3yeTcs 3HaueHne pre-share.

KomaHga ¢ npedrikcoM no BO3BpALLAET 3HAYEHME MO YMONYAHNIO.

Ja
Aa

HeTt

(config-ipsec-profile)>

authentication-local auth»

(config-ipsec-profile)> no authentication-local

AprymeHT

3HayeHue

OnwucaHune

auth

pre-share

Ha aaHHbII MOMEHT eMHCTBEHHOEe
JLOCTYMHOEe 3HaueHue.

(config-ipsec-profile)> authentication-local pre-share
IpSec: :Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec: :Manager: "test": crypto ipsec profile authentication-local »

reset.
Bepcus OnucaHue
2.06 Job6asneHa KkomaHaa crypto ipsec profile

authentication-local.
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3.12.2 crypto ipsec profile authentication-remote

OnucaHwue 3agatb UM ayTEHTI/Iq)I/IKaLI,I/II/I YAaNneHHOro XxocTta. Mo YMONYaHUNKO
ncnonb3syeTcqd 3HavyeHne pre- share.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ipsec-profile)>  authentication-remote auths

(config-ipsec-profile)> no authentication-remote

AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne

auth pre-share Ha AaHHbIA MOMEHT eANHCTBEHHOE
AOCTYMHOEe 3HayeHwue.

Mpumep (config-ipsec-profile)> authentication-remote pre-share
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
authentication-remote.

3.12.3 crypto ipsec profile dpd-clear

OonucaHue 3agaTh CNocob AeincTBUst NpU 06Hapy>XXeHNN HepaboTatoLero nupa /KE. Mo
YMONIYaHWNIO NMapameTp BKIOYEH, YTO 03Ha4aeT yaaneHve nHdopmaumm o
nvpe.

KomaHga ¢ npedpurKcom no ycTaHaBAMBaeT jelicTBue B restart.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het

CnHoncuc I (config-ipsec-profile)>  dpd-clear
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Mpumep

WcTopus nsmeHeHum

I(conﬂngseoproﬁmy>nodpd-clear

(config-ipsec-profile)> dpd-clear
IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".

Bepcus OnucaHue

2.1 JobasneHa koMmaHgaa crypto ipsec profile dpd-clear.

3.12.4 crypto ipsec profile dpd-interval

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

3afaTb NapameTpbl MeToAa AN 06HapyXeHns HepaboTatowmx IKE nnpos
Mo ymonuaHuto 3HayveHue interval paBHo 30, retry-count paBHo 3.

KomaHga c npedurkcom no Bo3BpaLLaeT 3HaUYeHUsi MO YMOJTHAHUIO.
Ja

Ja

HeTt

(config-ipsec-profile)>  dpd-intervalintervals[retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHT 3HayeHue OnucaHue

interval UYenoe uucno |VIHTepBan oTnpaskun DPD nakeToB B CEKYHAAX.
MoxeT npuHMMaTb 3Ha4YeHVsa B Npejenax ot
2 A0 3600.

retry-count |lJesnoe yucso |Konnyectso nonbITOK OTNPaBku DPD nakeTos
MoxeT NnpnHMaTh 3HaYeHWs B nNpejenax ot

3 40 60.

(config-ipsec-profile)> dpd-interval 5 30
IpSec: :Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa komaHga crypto ipsec profile dpd-interval.

3.12.5 crypto ipsec profile identity-local

OnucaHue 3afatb IoKanbHbIA UaeHTUGUKATOP A8 npoduns IPsec.
KomaHga ¢ npepurKcom no yaanseT NoKaabHbIA naeHTUduKaTop.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-ipsec-profile)>  identity-local «types <id>
(config-ipsec-profile)> no identity-local
AprymeHTbl AprymeHT 3HaueHue OnucaHune
type address Tun naeHTnomkatopa — IP-agpec.
fqdn Tun nageHTndmkaTopa — nosaHoe
AOMeHHoe nMs.
dn Tvn nageHTndrkatopa — JoMeHHoe
nms.
email Tun ngeHTndurkaTopa — agpec e-mail.
id Crpoka 3HauyeHue I0KanbHOro
naeHTndmkaTopa.

Example (config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".
(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 Job6asneHa komaHga crypto ipsec profile identity-local.

3.12.6 crypto ipsec profile match-identity-remote
OnucaHue 3agaTb UAEHTUOUKATOP YAANEHHOI0 X0CTa AN19 BbI6paHHOro npoduns IPsec.
KomaHga ¢ npedurkcom no yaanset ngeHTndumnkaTop yaaneHHoro xocTa.

Npejukc no Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> match-identity-remote ( <types<id> | any)

(config-ipsec-profile)> no match-identity-remote

AprymeHT 3HauyeHue OnucaHue
type address Tun naeHtnoukatopa — IP-agpec.
fqdn Tun naeHTndrkaTopa — NOAHoe AOMeHHoe
NMs.
dn Tun ngeHTndunkaTopa — AOMEHHOE NMS.
email Tun ngeHTndukaTopa — agpec e-mail.
id Ctpoka 3HaueHuve ngeHTUdmnKaTopa yaaneHHoro
xocTa.
any Knwyesoe Pa3spelmnTb ncnosb3oBaHme 1060ro
C/10BO yAaneHHOoro xocra.

(config-ipsec-profile)> match-identity-remote any
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHve

2.06 JobasneHa KoMaHaa crypto ipsec profile

match-identity-remote.

3.12.7 crypto ipsec profile mode

OnucaHune

Mpedukc no

MeHsieT HaCTpoViKKN

YCTaHOBUTbL pexuM paboTbl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3HaYeHne
tunnel.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3HayYeHne Mo YMOAYaHUIO.
Ja
Ja

MHorokpaTtHbiiA BBog, Het

CuviHoncuc

I (config-ipsec-profile)>  mode mode>
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(config-ipsec-profile)> no mode

AprymeHTbI AprymeHT 3HaueHue OnucaHue

mode tunnel TYHHENbHbIN pexuM, NP1 KOTOPOM
Becb IP nakeT wndpyetcs n/unm
npoBepseTcs Ha MNOA/IMIHHOCTb.

transport |TpPaHCNOPTHbLIN pexXuMm, Koraa
WnpyeTcs TONbKO CoOAepXMMOoe

IP-nakera.
Mpumep (config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »

"transport".

(config-ipsec-profile)> no mode
IpSec::Manager: "test": crypto ipsec profile mode reset.

VlCTOleﬂ n3MeHeHunA Bepcmﬂ onvicaHue

2.06 [Jlo6aBneHa komaHgaa crypto ipsec profile mode.

3.12.8 crypto ipsec profile policy

OnucaHune 3afaTb CCbUIKY Ha CyLlecTBYOLWY0 noanTuky IKE (cm. koMaHgay crypto ike
policy).

KomaHaa ¢ npepurkcom no yaanseT CCbiKy.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg Het

Cutoncnc (config-ipsec-profile)>  policy «policy»
(config-ipsec-profile)> no policy
AprymeHTbI AprymeHTt 3HaueHue OonucaHue
policy Crtpoka HaseaHue noantukun IKE. Cnncok
AOCTYMHbIX MOAUTMK MOXHO YBUAETb
C MoMoLLbo KoMaHApl policy [Tab].
Npumep (config-ipsec-profile)> policy [Tabl]
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
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UcTopusa nsmeHeHwnii

VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec::Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec profile policy.

3.12.9 crypto ipsec profile preshared-key

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3a4aTh CBA3aHHYIO KAo4UeByo dpasy ans gaHHoro npodbuns IPsec.
KomaHga ¢ npedurkcom no yaanseT kao4esyro ¢ppasy.

Aa

Ja

Hert

(config-ipsec-profile)>  preshared-key preshare-key>

(config-ipsec-profile)> no preshared-key

AprymeHT 3HauyeHue OnucaHwue

preshare-key|Crpoka 3HaueHue Knr4eBon dppassbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec::Manager: "test": crypto ipsec profile preshared key reset.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa crypto ipsec profile
preshared-key.

3.12.10 crypto ipsec profile xauth

OnuncaHune

BkntoumnTb fONONHUTENbHYI0 ayTeHTugmKaumio XAuth ansa pexxuma IKEv1. Mo
YMOAYaHUIO QYHKLMSA OTKIOYEHa.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

KomaHaa ¢ npedurKCcom no oTKAKOYaET AOMONHUTENbHYH NPOBEPKY
NOA/IMHHOCTM.

Ja
Aa
Het
(config-ipsec-profile)>  xauth <type>

(config-ipsec-profile)> no xauth

AprymeHT 3HaueHve |OnucaHve
type client KnneHTckuin pexnm,
server CepBepHbIi pexmnm.

(config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec::Manager: "test": crypto ipsec profile xauth is disabled.

Bepcus OnucaHue

2.06 Job6asneHa KoMmaHaa crypto ipsec profile xauth.

3.12.11 crypto ipsec profile xauth-identity

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncumc

AprymeHTsl

YKa3aTb I0rvH 415 AONONHUTENbHOM ayTeHTUduKaumm XAuth B KTIMEHTCKOM
pexunme.

KomaHaa ¢ npepunkcom no yaanseT norvH.

Ja

Ja

Hert

(config-ipsec-profile)>  xauth-identity <identity»

(config-ipsec-profile)> no xauth-identity

AprymeHTt 3HayeHue OnucaHue

identity CTpoka JIOrVH ANSA KNMeHTCKoro pexuma XAuth.
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Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHza crypto ipsec profile xauth-identity.

3.12.12 crypto ipsec profile xauth-password

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YkaszaTb Naposib AN AOMNONHUTENBbHON ayTeHTUdUKaLmMM XAuth B KIMEHTCKOM
pexvme.

KomaHga c npedunkcom no cTrpaeT 3HauyeHne naposs.
Ja

Aa

Het

(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnuncaHwue

password CTpoka Maponb Ans KNMeHTCKoro pexmnma XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 [JlobaBneHa KkomaHga crypto ipsec profile
xauth-password.
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3.13 crypto ipsec rekey delete-delay

OnucaHwue 3agaTb VHTepBan nepeg yaaneHmem IKE SA nocsie nonyyeHus KoMmaHabl
DELETE OT yA4aneHHON CTOPOHbI. [10 yMon4aHMIo ncnonb3yeTcs 3HayeHve 10.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)> crypto ipsec rekey delete-delay «delay>
(config)> no crypto ipsec rekey delete-delay
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
delay lenoe 4ucno |3HayeHve 3afepXKn B cekKyHAax. MoxeT
NMPUHMMaTb 3HaYeHUA B Npejenax ot 1 40 60.
Mpumep (config)> crypto ipsec rekey delete-delay 1
IpSec: :Manager: Rekey delete-delay value is set to 1.
(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.11 [JobaeneHa KomaHza crypto ipsec rekey delete-delay.

3.14 crypto ipsec rekey make-before

OnucaHwue BrkrounTb pexxmm yctaHoBky HOBbIX IKE SA 0 paspbiBa npegblaywmx. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHaA.

KomaHaa ¢ npedrKcom no OTKAHOYAET 3TOT PeXuMm.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncnc I(config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before
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Mpumep

UcTopuns nameHeHuii

3.15 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

(config)> crypto ipsec rekey make-before
IpSec: :Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec rekey make-before.

ipsec transform-set

JocTyn K rpynne KoMaHA A5t HACTPOKW BbIBpaHHOro npeobpasosaHns IPsec
ESP BO 2 ¢a3ze. Ecnm npeobpa3oBaHme He Hal4eHo, KOMaHAa MblTaeTcs ero
Co34aThb.

KomaHga ¢ npedunkcom no ygansiet npeobpasoBaHue. MNpu 3ToM 13 BCex
KpUNTOKapT IPsec aBTOMAaTUYECKN YAANAOTCSA CChIIKM Ha AaHHOe
npeobpasoBaHue.

Ja

Aa

Ja

(config-ipsec-transform)

(config)> crypto ipsec transform-set name>

(config)> no crypto ipsec transform-set name>

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka HasBaHune npeobpasoBaHus IPsec.
JlonyckarTca CMMBOJIbI NaTUHCKOTO
andasnTa, UNPPbI, TOUKN, NOAYEPKNBAHUSA

n geducel.

(config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.

(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.

Bepcus OnucaHue

2.06 JobasneHa koMaHgaa crypto ipsec transform-set.
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3.15.1 crypto ipsec transform-set aead

OnucaHue BrntounTb pexum wndposaHua AEADanA IPsec.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-ipsec-transform)>  aead

Npumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.

VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue
3.05 Jlo6aBneHa koMmaHga crypto ipsec transform-set aead.

3.15.2 crypto ipsec transform-set cypher

OnucaHune Jo6aBuTb Bbi6paHHbIN TN WndpoBaHMA B NpeobpasoBaHue IPsec.
OuepegHoCTb fo6aBNeHNS MMeeT 3HaueHKe 419 0bMeHa JaHHbIMUK NO
npotokony IKE.

KomaHga ¢ npepurkcom no yaanseT Bol6paHHbIA TUN WNdPOBaHMUS.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOA, [a

Cunoncnc (config-ipsec-transform)>  cypher «cypher;
(config-ipsec-transform)> no cypher «cypher»
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
cypher esp-des Tun WwndpoBaHma NpeobpaszoBaHUS
IPsec ESP.
esp-3des
esp-aes-128
esp-aes-192
esp-aes-256
Npumep (config-ipsec-transform)> cypher esp-3des

IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.
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WcTopusa nsmeHeHum

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus OnucaHue

2.06 JlobaBneHa komaHga crypto ipsec transform-set cypher.

3.15.3 crypto ipsec transform-set dh-group

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

Jlo6aBuTb BeibpaHHyto DH rpynny B npeobpasoBaHue IPsec anst paboTbl B
pexuvme PFS. OuepeaHOCTb J0baBneHNs MeeT 3HaveHne 415 obmMeHa
JaHHbIMK No npoTtokony IKE.

KomaHga c npedunkcom no yaanseT BbIbpaHHy rpynny.
Ja

Ja

Aa

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HayeHue |OnucaHve

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2
5

14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set
dh-group.

3.15.4 crypto ipsec transform-set hmac

OnucaHune Jo6aBuTb Bbi6paHHbI anroputm noagnucn HVIAC B npeobpasoBaHue IPsec.
OuepegHocTb fo6aBNeHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npednKcom no yaanseTt BbIOpaHHbIA anropuTM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBog, /[la

CuHoncuc (config-ipsec-transform)>  hmac <hmac>
(config-ipsec-transform)> no hmac <hmac>
AprymeHTbl AprymeHT (3HauyeHue OonucaHune
hmac esp-md5-hmac Anroputm noanmnecn HMAC
esp-shal-hmac npeobpasoBaHus IPsec ESP.
esp-sha256-hmac
esp-sha512-hmac
esp-null-hmac
Npumep (config-ipsec-transform)> hmac esp-sha512-hmac
IpSec::Config::TransformSet: "TEST": added auth "esp-sha512-hmac".
(config-ipsec-transform)> no hmac esp-sha512-hmac
IpSec::Config::TransformSet: "TEST": removed auth »
"esp-sha512-hmac".
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.06 [JlobaBneHa koMmaHga crypto ipsec transform-set hmac.
4.02 Job6asneHa nopaep>xka ansa esp-sha512-hmac Ha IKE
Phase II.

3.15.5 crypto ipsec transform-set lifetime

OnucaHue YCTaHOBUTL BPeMSI XXMN3HU BbIbpaHHOro npeobpasoBaHus IPsec. Mo
YMONYaHUIO NCMOJIb3yeTcsa 3HaueHve 3600.
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KomaHga ¢ npedrikcoM no BO3BPALLAET 3HaYEHME MO YMONYAHUIO.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-ipsec-transform)>  lifetime («lifetime>
(config-ipsec-transform)> no lifetime
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
lifetime Lenoe uyncno |Bpems Xn3HW npeobpasoBaHus IPsec B
cekyHgax. MoxeT npyHUMaTh 3Ha4YeHns B
npegenax ot 60 Ao 2147483647.
Mpumep (config-ipsec-transform)> lifetime 8640

IpSec::Manager: "test":

to 8640 s.

crypto ipsec transform-set lifetime set »

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.06 JlobaBneHa komaHAa crypto ipsec transform-set
lifetime.
3.16 crypto map
OnucaHmne JocTyn K rpynne KOMaHZA A1 HaCTPOMKW BbIBPaHHOM KpUMTOKapThl [Psec.

Ecnv kpuynTokapTa He HadeHa, KOMaHAA NblTaeTcs eé co3aaThb.

KomaHaa ¢ npepurkcom no yaanseT KpUNToKapTy.

Mpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-crypto-map)

CuvHoncuc

I (config)> crypto map name»

I (config)> no crypto map <name>
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka Ha3BaHVve KpunTokapTbl IPsec. jonyckaroTcs
CUMBOJIbI TATUHCKOro andasuTa, Ludpsl,
TOYKW, NoAYepKNBaHUA N JeduChbl.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec::Manager: Crypto map profile "test" removed.

Bepcus OnucaHve

2.06 [JlobaBneHa KoMaHAa crypto map.

3.16.1 crypto map connect

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

BrntounTb aBTOMaTNYecKoe 6e3yc/ioBHOe coefHeHMe IPsec ¢ yaaneHHoM
CTOPOHOM. HacTporika He MeeT CMbIC/1a, eC/IN OCHOBHOMY YAalleHHOMY XOCTY
NprCcBOEHO 3HaveHre any (CM. KOMaHay crypto map set-peer). 1o
YMOJ/IYaHUIO HAaCTPOIKa OTK/IIOUEHa U coeAnHeH e byeT yCTaHOBNEHO Mpu
nonbITke nepeAatb Tpadumk Yepes npeobpasoBaHme IPsec ESP.

KomaHgaa ¢ npedrkcom no oTk/IoUYaeT aBToMaTnyeckoe 6e3ycoBHoe
coefVHeHNe.

Ja
Aa
Het
I(config—crypto—map)> connect

I (config-crypto-map)> no connect

(config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

Bepcus OnucaHve

2.06 JlobaBneHa koMaHza crypto map connect.
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3.16.2 crypto map enable

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb BbIbpaHHY KpUnToKapTy IPsec. Mo ymonyaHuio napameTp
BKJIFOYEH.

KomaHga ¢ npedprKcoM no oTK/I0UYaeT KpUNTOKapTY.
Ja
Ja

Het

I (config-crypto-map)>  enable

I (config-crypto-map)> no enable

(config-crypto-map)> enable
IpSec: :Manager: "test": crypto map enabled.

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

Bepcus OnucaHve

2.06 JobasneHa KoMaHAa crypto map enable.

3.16.3 crypto map fallback-check-interval

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Bknountb nepmnoan4yeckyto npoBepky A40CTYNMHOCTU OCHOBHOIO XOCTa
BO3BpaTa Ha HEro B TOM C/iydae, Korga HasHa4eHbl U OCHOBHOW pe3epBHb||7|
yAaneHHble XOCTbl. Mo YMONYaHUKO HaCTpOIZKa OTK/IKOYeHa.

KomaHga c npedurkcom no oTkaroUaeT NpoBepKy.

Ja

[Ja

Het

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHT 3HayeHne |OnucaHue

interval-value|lesoe uucno |lepnos npoBepkn B cekyHAax. MoxeT
nPUHKMaTL 3HaYeHNA B Npeaenax ot 60 Ao
86400.
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NMpumep (config-crypto-map)> fallback-check-interval 120
IpSec: :Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec::Manager: "test": crypto map fallback check interval is »

cleared.
VICTOpI/Iﬂ V|3MEHEHV||7| Bepcmﬂ onucaHuve
2.06 [JobaeneHa komaHaa crypto map
fallback-check-interval.

3.16.4 crypto map force-encaps

OnucaHune MpUHYANTENBbHO BKAOYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP anst o6xoaa
firewall n NAT.

KomaHaa ¢ npedrKcom no OTKAOYaET 3TOT PeXuMm.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-crypto-map)>  force-encaps
I (config-crypto-map)> no force-encaps
Mpumep (config-crypto-map)> force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
enabled.
(config-crypto-map)> no force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
disabled.
VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue
2.08 Jlo6aBneHa komaHga crypto map force-encaps.

3.16.5 crypto map I2tp-server dhcp route

OnucaHwue HasHaunTb MapLLpyT, nepesaBaemMblii yepes coobLieHms DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHaa ¢ npeprKcom no oTMeHsIeT NoslyYeHne yKkasaHHOro MapLupyTa.
Ecnu BBecT KoMaHAy 6e3 aprymMeHTOB, 6yeT OTMeHEeHO NoJlyyeHmne Bcex
MapLLpYTOB.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Aa

(config-crypto-map)>

12tp-server dhcp route «address, «masks

(config-crypto-map)> no 12tp-server dhcp route [ «addresss amasks ]

AprymeHT 3HauyeHue OnuncaHwue
address IP-appec Afpec ceTeBOro K/MeHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa

crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOI ANNHbI Npeduikca (Hanpumep, /24).

(config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24

IpSec: :Manager:

"VPNL2TPServer": crypto map L2TP/IPsec server »

added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route

IpSec: :Manager:

"VPNL2TPServer": Cleared DHCP INFORM routes.

Bepcus

OnucaHune

2.12

route.

[Jlo6baBneHa koMaHza crypto map I2tp-server dhcp

3.16.6 crypto map I2tp-server enable

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncunc

Mpumep

Brnrountb L2TP-cepBep Ha kpunTokapTe IPsec. 10 ymo/i4aHWIO napamMeTp

BKJ/THOYEH.

KomaHga ¢ npedrkcom no oTKAYaeT HaCTPOKY.

Ja
Ja

Het

I (config-crypto-map)>  12tp-server enable

I (config-crypto-map)> no 12tp-server enable

(config-crypto-map)> 12tp-server enable

IpSec: :Manager:

enabled.

"VPNL2TPServer": crypto map L2TP/IPsec server »
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(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »

disabled.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.1 JobasneHa koMaHaa crypto map I2tp-server enable.

3.16.7 crypto map I2tp-server interface

OnucaHwne CBsi3aTb cepsep L2TP C yKazaHHbIM NHTepdecoMm.

KomaHaa ¢ npedunKcom no pa3pbiBaeT CBS3b MeXAy CepBEepPOM U1
nHTepdericom.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-crypto-map)>  12tp-server interface <interface
(config-crypto-map)> no 12tp-server interface
AprymeHTbI AprymeHT |3HaueHune OnucaHuve
interface |WMHTepgeric MonHoe nma nHTepderica NN NCeBAOHNM.
CnncoK AOCTYNHbIX AN Bbl6Opa
NHTepdericoB MOXHO yBUAeTb BBeAA
KoMaHgy 12tp-server interface [Tab].
Mpumep (config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster®/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi
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UcTopuns nameHeHuii

(config-crypto-map)> 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is unbound.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga crypto map I12tp-server interface.

3.16.8 crypto map I2tp-server ipvécp

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Brnrounte nogaepxky IPv6. [ins kaxgoro L2TP-cepBepa co34ar0Tcs
DHCP-nynbl IPv6. Mo ymMOn4aHMIO HacTPOMKa OTK/IOYEHa.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
Ja
Aa

Het

I (config-crypto-map)>  12tp-server ipvécp

I (config-crypto-map)> no 12tp-server ipvécp

(config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Bepcus OnucaHve

3.00 Jlo6aBneHa koMaHza crypto map I2tp-server ipvécp.

3.16.9 crypto map I2tp-server Icp echo

OnucaHwne

MNpejukc no

3a4aTb NpaBuW/ia TeCTUPOBaHUSA coeanHeHus L2TP-cepsepa cpeacTsamu LCP
echo.

KomaHga c npedumkcom no otkntouaet LCP echo.

Ja
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MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.16.10 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Ja

Het

(config-crypto-map)>  12tp-server lcp echo <intervals <count>

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnucaHue

interval Uenoe umncno |NHTepBan mexay otnpaskamu LCP echo, B
cekyHgax. Ecnu B TeyeHe yka3aHHOrMo
NHTepBasia BpeMeHW OT yAaneHHOW CTOPOHbI
He 6bln nony4yeH LCP 3anpoc, eli byaet
oTMpaB/ieH Takol 3anpoc € oXnAaHneM
oTBeTa LCP reply.

count lYenoe uucno |Konmyecrso oTrpaBieHHbIX MOAPAs 3anpocoB
LCP echo Ha KOTOpble He bbls1 Nony4veH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanucb 6e3 oTBeTa, coenHeHWe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto map I2tp-server Icp echo.

map I2tp-server mru

YcTaHoBUTbL 3HaveHue MRU, koTopoe byaeT nepefaHo cepepy L2TP. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1200.

KomaHga ¢ npepurKcom no ycTaHaBAMBaET 3HaYEeHMe Mo YMOTHAHUIO.
Ja

[Ja

Het

I (config-crypto-map)>  12tp-server mru nru»

I (config-crypto-map)> no 12tp-server mru
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3.16.11 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

mru UYenoe uucro |3HauveHue MRU. MoxeT MpUHNMAaTb 3HaUeHns
B npejenax ot 128 go 1500 BKAOUUTENBHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

Bepcus OnucaHve

2.1 Jlo6aBneHa koMaHga crypto map I2tp-server mru.

map I12tp-server mtu

YcTaHoBUTbL 3HaveHve MTU, koTopoe byaeT nepegaHo cepeepy L2TP. Mo
YMOJTYaHUIO NCMOJIb3yeTcd 3HaueHre 1400.

KomaHga c npedunkcom no yctaHaBAMBaET 3HaUYEHME MO YMOAYaHUI0.
Ja

Aa

Het

(config-crypto-map)>  12tp-server mtu wmtuw

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HauyeHue OnuncaHwue

mtu UYenoe uucso |3HaveHme MTU. MoXeT NPUHUMAaTb 3HaUeHNsd
B npegenax oT 576 Ao 1500 BKAOUYUTENBHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map I2tp-server mtu.
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3.16.12 crypto map I2tp-server multi-login

OnucaHue PazpewnTtb nogxntoyeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
O HOro aKKayHTa.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login

Mpumep (config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.1 JobaBneHa koMaHaa crypto map I2tp-server
multi-login.

3.16.13 crypto map I2tp-server nat

OnucaHune Bkntoumntb TpaHCaaLUuio agpecos ana cepsepa L2TP.
KomaHga ¢ npedrnkcom no oTKIUaeT TpaHCIAUUIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server nat
I (config-crypto-map)> no 12tp-server nat
Mpumep (config-crypto-map)> 12tp-server nat

IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.
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WcTopusa nsmeHeHum

3.16.14 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(config-crypto-map)> no 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

Bepcus OnucaHue

2.1 JobasneHa koMaHaa crypto map l2tp-server nat.

map I2tp-server range

Ha3HaunTb nyn agpecos AN19 KJINEHTOB cepBepa L2TP. [1o ymonyaHuio
ncnonb3yeTca pasmep nyna 100.

KomaHaa c npe¢ukcom no yaanset nyn.

Ja

Ja

Het

(config-crypto-map)>  12tp-server range <begin (end> | <size»)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnucaHwue

begin IP-appec HauvanbHbIll agpec nyna.
end IP-apgpec KoHeuHbIl agpec nyna.
size Uenoe uucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.

Bepcus OnucaHue

2.1 JobasneHa KoMaHaa crypto map l2tp-server range.
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3.16.15 crypto map I2tp-server session-logout
OnucaHue 3aBepLUnTb aKTUBHYHO W/ 3aBUCLLYIO CeCCUIO Ha L2TP-cepBepe.
Mpe¢ukc no Het

MeHsieT HacTpoiiku  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  session-logout <sessiom
AprymeHTbI AprymeHT 3HaueHue OonucaHue
session Uenoe uncno |VaeHTndukaTtop L2TP-ceccmm (MOXHO
yBUAeTb Npy NOMoLLY KoMaHAabl show crypto
map).
Npumep (config-crypto-map)> session-logout 3
IpSec::L2tp::Manager: Session "3" is terminated.
VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.03 Jlo6aBneHa koMaHga crypto map I2tp-server
session-logout.

3.16.16 crypto map I2tp-server session-preempt

OnucaHue BknounTb BbiTecHeHMe VPN-ceccnii npm OTKAKOYEHHOM onumn crypto map
I12tp-server multi-login Ha L2TP-cepBepe.

KomaHaa ¢ npepurKCcom no oTKNHOYaEeT BbITECHEHME.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIA BBOA, Het

CnHoncuc I (config-crypto-map)>  12tp-server session-preempt
I (config-crypto-map)> no 12tp-server session-preempt
Npumep (config-crypto-map)> 12tp-server session-preempt

IpSec::L2tp::Manager: Enabled session preemption.

(config-crypto-map)> no 12tp-server session-preempt
IpSec::L2tp::Manager: Disabled session preemption.

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA 95



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

3.16.17 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.16.18 crypto

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

Bepcus OnucaHve

4.03 [JobaeneHa komaHaa crypto map I2tp-server

session-preempt.

map I2tp-server static-ip

HasHaunTb NnocTosHHbLIN IP-agpec nonb3oBaTento. lonb3oBaTtenb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-12tp.

KomaHga c npedunkcom no yganseT NpuBssKy.

Ja

[Ja

HeTt

(config-crypto-map)>  static-ip wsenr @address»

(config-crypto-map)> no static-ip wsenr

AprymeHT 3HauyeHue OnuncaHwue

user CTpoka VIMsi nonb3oBartens.

address IP-agpec HasHauaembiln IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHue

2.1 JlobaBneHa komaHAa crypto map I2tp-server static-ip.

map nail-up

Bk/tounTb aBTOMaTMYECKOe NepecoriacoBaHme npeobpasoBaHuii IPsec ESP
npwv Ux yctapesaHun. Mo ymonyaHvio napaMmeTp OTK/HOYEH.

KomaHpaa c npedrkcoM no oTk/toHaeT aBTOMaTMYeCcKoe rnepecoraiacoBaHue.
Aa
Ja
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MHorokpaTtHbIiA BBOg, Het

CnHoncuc I (config-crypto-map)>  nail-up

I (config-crypto-map)> no nail-up

Mpumep (config-crypto-map)> nail-up
IpSec::Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 [JlobaBneHa koMaHga crypto map nail-up.

3.16.19 crypto map reauth-passive

OonucaHvne BkAoUMTL NacCcMBHYO NepenpoBepky NOAANHHOCTY KpUNToKapTbl IPsec. Mo
YMONYaHMIO NapameTp BK/IOYEH.

KomaHza c nped1KcomM no oTKIOYAET NAacCMBHYHO NepenpoBepky
NOANMHHOCTM.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CnHoncuc I(config—crypto—map)> reauth-passive
I (config-crypto-map)> no reauth-passive

Npumep (config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.
(config-crypto-map)> no reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.1 JlobaBneHa komaHAa crypto map reauth-passive.

3.16.20 crypto map set-peer

OnucaHune Ha3HaunTbL OCHOBHOW yAaNeHHbIN XOCT /151 yCTaHOB/IEH WS coeaHeHMst [Psec.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

KomaHga c npedurkcom no yganseTt HacTPOWKy.
Ja
Aa
Het
(config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHT 3HauyeHue OnuncaHwue
remote-ip CTpoka IP-agpec nnn fomeHHoe nma yaaneHHoro
XocTa.
any MpuHUMaTL Ntobble BXoAsLWME COeANHEHNS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »
peer reset.

Bepcus OnucaHue
2.06 JobaBneHa KoMaHaa crypto map set-peer.

3.16.21 crypto map set-peer-fallback

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoViKKn

Ha3HauunTb pe3epBHbIi yganeHHbI XOCT A/18 YCTaHOBNAEHNS COeANHEeH s
IPsec. 3Ta HaCTpOIKa MOXeT 6bITb BbINOJIHEHA MOC/Ie Ha3HaYeH Vs OCHOBHOIO
y3na (cM. KomaHzay crypto map set-peer).

KomaHgaa ¢ npedrKcom no yaanset HaCTPOKY.
Ja
Ja

MHorokpaTtHbIiA BBog, Het

CuvHoncuc

I (config-crypto-map)>  set-peer-fallback «remote-ip»

I (config-crypto-map)> no set-peer-fallback
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
remote-ip CTpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro
XocTa.
Npumep (config-crypto-map)> set-peer-fallback test.com

IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 [Jlo6aBneHa koMmaHza crypto map set-peer-fallback.

3.16.22 crypto map set-profile

OnucaHwue 3ajaThk CCbIKY Ha cyLLecTBYOLWMIA Npodub IPsec (CM. KOMaHAy crypto ipsec
profile).

KomaHga ¢ npedumkcom no yganser cCbiky.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-crypto-map)>  set-profile«profile>
(config-crypto-map)> no set-profile
AprymeHTbI AprymeHT 3HaueHue OonucaHue
profile Crpoka Nmsa npodunsg IPsec. CANCOK AOCTYMHbIX ANSA
Bblbopa npodunein MoXHO yBUAETb BBeASA
komaHay set-profile [Tab].
Npumep (config-crypto-map)> set-profile [Tab]
Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer
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UcTopuns nameHeHuii

3.16.23 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHwnii

(config-crypto-map)> set-profile test
IpSec: :Manager: "test": crypto map ipsec profile is set to "test".

(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto map set-profile.

map set-tcpmss

YCTaHOBUTbL OrpaHNYeHrie MakCMMasibHOro pasmepa cerMeHTa NCXoAsaLLmx
ceccmin TCP B pamMKax AaHHOro TyHHens IPsec. Ecnm 3HaveHume MSS, koTopoe
nepegaertca B rnosie 3arosioska SYN-rnakeTos, NpeBbILLaeT 3ajaHHoe, KOMaHja
MeHsieT ero. Pexxum Path MTU Discovery no3sonsieT aBToMaTUYecku
onpeaenATb orpaHnyeHme MSS.

KomaHga ¢ npeprKcomM no CHMMaeT BCe orpaHnyeHms c MSS.
Ja

Aa

Het

(config-crypto-map)>  set-tcpmss mss-value

(config-crypto-map)> no set-tcpmss

AprymeHT 3HauyeHue OnuncaHwue

mss-value lenoe umucno |3HauveHme BepxHel rpaHuubl MSS. MoxeT
nprHMMaTb 3Ha4YeHnA B Npejenax oT 576 A0
1500.

pmtu Bkntountb pexxum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: "test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss
IpSec::Manager: "test": crypto map tcpmss reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-tcpmss.
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3.16.24 crypto map set-transform

OnucaHue 3ajaTb CCbUIKY Ha CyLlecTByloLLee npeobpasoBaHue IPsec ESP (CM. KOMaHAay
crypto ipsec transform-set).

KomaHga ¢ npednkcom no yaanser cCbiky.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-crypto-map)>  set-transformtransform-set»
(config-crypto-map)> no set-transform
AprymeHTbI AprymeHT 3HaueHue |OnucaHve
transform-set |Crpoka HasBaHune npeobpasoBaHus IPsec. CNNCOK
JOCTYrMHbIX NPeobpa3oBaHN MOXHO YBUAETL
C MoMoLLblo KoMaHAbl set-transform [Tab].
Mpumep (config-crypto-map)> set-transform [Tab]
Usage template:
set-transform {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-transform test
IpSec::Manager: "test": crypto map ipsec transform-set is set »
to "test".
(config-crypto-map)> no set-transform
IpSec::Manager: "test": crypto map ipsec transform-set reset.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa crypto map set-transform.

3.16.25 crypto map traffic-selectors

OnucaHue HasHaunTb 06LEKTHYIO rpymnny B KavecTse [Psec cenekTtopoB Phase 2.
KomaHgaa ¢ npedrKcom no yaanset HaCTPOKY.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA 1 01



naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-crypto-map)>  traffic-selectors <local> cremote>

(config-crypto-map)> no traffic-selectors

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

local Ctpoka Ha3BaHwue nokanbHOM 06beKTHOM rpynnbl.

remote Ctpoka HasBaHwve yaaneHHoMm 06beKTHOV rpynnbl.

Npumep (config-crypto-map)> traffic-selectors »
_WEBADMIN_IPSEC_VPNL2TPServe-local »
_WEBADMIN_IPSEC_VPNL2TPServe-remote
IpSec::Config::CryptoMap: "test": set traffic-selectors to »
" WEBADMIN IPSEC VPNL2TPServer-local": »

" WEBADMIN IPSEC VPNL2TPServer-remote".

(config-crypto-map)> no traffic-selectors
IpSec::Config::CryptoMap: "test": reset traffic-selectors.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.00 JobasneHa KomaHaa crypto map traffic-selectors.

3.16.26 crypto map tunnel-interface

OnucaHune HasHaunTb nHTepdenc XFRM kpuntokapTe A5 MapLupyTMsaumm Tpaduka
MeXay caitamu.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  tunnel-interface <interface»
(config-crypto-map)> no tunnel-interface
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
interface UHTepgeiic MonHoe nma nHtepoderica.
Mpumep (config-crypto-map)> tunnel-interface XFRMO

IpSec::Config: :CryptoMap: "TEST": linked tunnel interface "XFRMO".
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WcTopusa nsmeHeHum

3.16.27 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config-crypto-map)> no tunnel-interface
IpSec::Config::CryptoMap: "TEST": reset tunnel interface.

Bepcus OnucaHue

4.01 JobasneHa komaHaa crypto map tunnel-interface.

map virtual-ip dhcp route

HasHaunTb MapLupyT, nepesaBaeMbiii yepes coobLyeHmns DHCP INFORM,
knneHTam cepsepa Virtual IP.

KomaHza ¢ nped1KcomM no 0TMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.
Ecnv BBeCcTV KOMaHAy 6e3 apryMeHToB, 6yieT OTMEHEHO NoJyYeHre Bcex
MapLUpyTOB.

Ja
Ja
Aa
(config-crypto-map)>  virtual-ip dhcp route <address> imask»

(config-crypto-map)> no virtual-ip dhcp route [<address; mask> ]

AprymeHT 3HayeHue OnuncaHwue

address IP-agpec Afpec ceTeBOro KaneHTa.

mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa
cnocoba BBOAA MaCKW: B KAHOHNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge

6UTOBOI ANNHbLI Npeduikca (Hanpumep, /24).

(config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »
removed.

(config-crypto-map)> no virtual-ip dhcp route
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM routes cleared.

Bepcus OnucaHue

3.06 JobasneHa komaHza crypto map virtual-ip dhcp route.
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3.16.28 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.16.29 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuyHoncuc

map virtual-ip dns-server

YkazaTb DNS-cepBep 415 Bbljauun KAvieHTaM B cepBepHoM pexxume Virtual
IP.

KomaHga ¢ npedurkcom no yaanseT agpec cepeepa.

Ja

Ja

Het

(config-crypto-map)>  virtual-ip dns-server address»

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec IP-aapec cepsepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: "test": crypto map Virtual IP DNS server deleted.

Bepcus OnucaHve

2.08 [JobaeneHa komaHAa crypto map virtual-ip dns-server.

map virtual-ip enable

BkntounTb cepBepHbIn pexxum Virtual IP, npy KOTOpOM KnneHTam
NpPOV3BOAMTCA pasjava ajpecoB 13 3aaHHOoro jguanasoHa. lMpyv aTom B
KayecTse yAaneHHoN nogcety B cooTBeTcTBYOLEM ACL MOXHO yKasaTb
NPoun3BONbHOE 3HaYeHMe, OHO ByAeT MPOUrHOPMPOBAHO. [0 yMONYaHUIO
PEXVM OTK/THOYEH.

KomaHga ¢ npeprKcoM No OTKOUaEeT HaCTPOKKY.
Ja

Aa

Het

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable
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Mpumep

UcTopuns nameHeHuii

3.16.30 crypto
OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

3.16.31 crypto

OnucaHune

(config-crypto-map)> virtual-ip enable
IpSec: :Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

Bepcus OnucaHve

2.08 [JlobaeneHa komaHza crypto map virtual-ip enable.

map virtual-ip interface

Ces3aTb Virtual IP-cepBep ¢ ykazaHHbIM NHTepdpencom.
KomaHga c npedunkcom no paspbiBaeT CBA3b.

Ja

Aa

Het

(config-crypto-map)>  virtual-ip interface <interface

(config-crypto-map)> no virtual-ip interface

AprymeHT 3HauyeHue OnuncaHwue

interface UHTeppenc MonHoe nma nHTepderica nam NCeBAOHUM.
CrnncoK AOCTYMHbIX NHTepdelricoB MOXHO
yBUAETb C MOMOLLbIO KOMaHAbI interface
[Tab].

(config-crypto-map)> virtual-ip interface Bridge0
IpSec::Virtuallp::CryptoMap: "VirtualIPServerIKE2": bound to »
Bridge0.

(config-crypto-map)> no virtual-ip interface
IpSec::Virtuallp::CryptoMap: "VirtualIPServerIKE2": unbound.

Bepcusa OnucaHue

4.02 JobaBneHa komaHAa crypto map virtual-ip interface.

map virtual-ip multi-login

PaspewwnTb nogkntoueHme K cepepy Virtual IP Heckonbknx nonb3oBaTenei
C OJJHOTO aKKayHTa.

KomaHga ¢ npedurkcom no oTKAoUaeT HaCTPOKY.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.16.32 crypto

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Ja

Het

I(conﬂg«xyptoqnapﬁ> virtual-ip multi-login

I(conﬁg«xyptownapﬁ>novirtual-ipmulti-login

(config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.

(config-crypto-map)> no virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

Bepcus OnucaHve

3.05 Job6asneHa koMaHga crypto map virtual-ip multi-login.

map virtual-ip nat

BKNOUNTb TPAHCISILIMIO A4PECOB ANS K/IMEHTOB B cepBEpPHOM pexume Virtual
IP.

KomaHga ¢ npedunkcom no yaanseTt npasuso.
Ja
Ja

HeT

I(conﬂg«xyptownapp> virtual-ip nat

I(conﬁg«xypto«napp>novirtual-ipnat

(config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.

(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

Bepcus OnucaHve

2.08 [JobaeneHa komaHaa crypto map virtual-ip nat.
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naBa 3 OnncaHme KOMaHA,

3.16.33 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

3.16.34 crypto

OnucaHwue

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

map virtual-ip range

HactpouTb Arana3oH agpecoB AN19 BblAauym K/IeHTaM B CEPBEPHOM pexnme
Virtual IP.

KomaHga ¢ npedunkcom no yaansaeT jManasoH.

Ja

Ja

Het

(config-crypto-map)>  virtual-ip range <begins (<end> | <sizes)

(config-crypto-map)> no virtual-ip range

AprymeHT 3HauyeHue OnuncaHwue

begin IP-agpec Havano avana3oHa ajpecos.
end IP-agpec KoHeL agnana3oHa agpecos.
size Uenoe 4ucno |Pa3mep granasoHa ajpecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec::Manager: "test": crypto map Virtual IP pool range set »
from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).

(config-crypto-map)> no virtual-ip range
IpSec: :Manager: "test": crypto map Virtual IP pool range deleted.

Bepcus OnucaHue

2.08 JobaBneHa koMaHaa crypto map virtual-ip range.

map virtual-ip session-logout
3aBepLUnTb aKTUBHYIO UKW 3aBUCLLIYIO ceccuto Ha cepepe Virtual IP.

HeTt

Aa

HeTt

I (config-crypto-map)>  session-logout <sessiom
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT

3HavyeHue OnucaHue

session

Uenoe uucno |NaeHtudukatop ceccun Virtual IP (MOXHO
yBUAETb Npy NOMOoLLY KOMaHAabl show crypto
map).

(config-crypto-map)> session-logout 1
IpSec::Virtuallp::Manager: Session "1" is terminated.

Bepcusa

OnucaHune

4.03

JobaeneHa koMaHaa crypto map virtual-ip
session-logout.

3.16.35 crypto map virtual-ip session-preempt

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb BbiITecHeHMe VPN-ceccuii npy oTKAKOYEHHOM onuun crypto map
virtual-ip multi-login ansa IKEv1 nnun IKEv2 Ha [Psec-cepBepe.

KomaHpa ¢ nped)l/n(com NO OTK/IK0YaeT BbiTeCHeHNeE.

Ja
Ja

HeT

I (config-crypto-map)>  virtual-ip session-preempt

I (config-crypto-map)> no virtual-ip session-preempt

(config-crypto-map)> virtual-ip session-preempt
IpSec::Virtuallp::CryptoMap: "VirtualIPServerIKE2": enable »
session preemption.

(config-crypto-map)> no virtual-ip session-preempt
IpSec::Virtuallp::CryptoMap: "VirtualIPServerIKE2": disable »
session preemption.

Bepcusa

OnucaHune

4.03

JlobasneHa koMmaHga crypto map virtual-ip
session-preempt.

3.16.36 crypto map virtual-ip static-ip

OnucaHwne

Ha3HauunTb NocTosAHHbIN IP-agpec nosib3oBaTento. Nosib3oBaTeNb B cUCTEME
JOJIKEH MeTb MeTKy ipsec-xauth.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

KomaHga c npedunkcom no yganseTt NpuBsa3Ky.

Ja

Aa

Ja

(config-crypto-map)>  virtual-ip static-ip wsen @address>

(config-crypto-map)> no virtual-ip static-ip wsenr

AprymeHT 3HauyeHue OnuncaHwue

user Crpoka Mmsa nonb3oBartens.

address IP-agpec HasHauaembili IP-agpec.

(config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtuallp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

Bepcus OnucaHue

3.05 JobaBneHa koMaHaa crypto map virtual-ip static-ip.

3.17 dns-proxy

OnucaHue

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

Mpumep

UcTopuns nameHeHuii

JocTyn K rpynne KoMaHg4 ANns ynpasneHus cny>x6oi DNS-npokcu.

Het
HeT
Het

(config-dnspx)

I (config)>  dns-proxy

(config)> dns-proxy

Core::Configurator: Done.

(config-dnspx)>

Bepcus OnucaHve

2.04 Jlo6aBneHa koMmaHaa dns-proxy.
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naBa 3 OnncaHme KoMaHp,

3.17.1 dns-proxy filter assign host preset

OnuncaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HasHaunTb npeceT GUNbLTPALN CETEBOMY YCTPOIACTBY.

O3HaKOMUTBCS CO CMIMCKOM MPEeCceToB Bbl MOXETE C MOMOLLbHO KOMaHAbI show
dns-proxy filter presets.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA npeceT Ans xocTta. Ecam
BbIMNO/IHNTb KOMaHA4Y 6e3 adprymMmeHTa, To BeCb CNMCOK NpeceToB A/1d BCEX
XOCTOB 6yZleT OUnLLEH.

Ja
Aa
Ja
(config-dnspx)>  filter assign host preset <host> ¢preset>

(config-dnspx)> no filter assign host preset [<host>]

AprymeHT 3HauyeHue OnuncaHwue

host MAC-agpec MAC-azpec ceTeBOro ycTpoincraa.

preset Ctpoka HasBaHue npeceTa.

(config-dnspx)> filter assign host preset 04:d4:c1l:51:b1:59 »
opendns-family

Dns::Filter::Public: Associated host "04:d4:c1:51:b1:59" with »
preset "opendns-family".

(config-dnspx)> no filter assign host preset 04:d4:cl:51:bl:59
Dns::Filter::Public: Removed preset for host "04:d4:c1:51:b1:59".

(config-dnspx)> no filter assign host preset
Dns::Filter::Public: Removed presets for hosts.

Bepcus OnucaHve
3.08 JobasneHa komaHaa dns-proxy filter assign host
preset.

3.17.2 dns-proxy filter assign host profile

OnucaHwne

HasHaunTb Npodunb GUNbLTPaLMN CETEBOMY YCTPOICTBY.

Jlo6aBUTb HOBbI NPOdUIL MOXKHO NPY NOMOLLM KOMaHAbI dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npodurnelt Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.
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naBa 3 OnncaHme KOMaHA,

KomaHga c npedumkcom no yaanseT ykasaHHbIn npoduib 4 xocta. Ecim
BbIMO/IHNTL KOMaHAY 6e3 apryMeHTa, TO BeCb CMUCOK Npodunein ansa Bcex
XOCTOB 6yZleT OUNLLEH.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIl/i BBog, /[la

Cutoncnc (config-dnspx)>  filter assign host profile <hosts> profiles
(config-dnspx)> no filter assign host profile [<host]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host MAC-apgpec MAC-agpec ceTeBOro ycTpoicTea.
profile Ctpoka HasBaHune npoduns.

Mpumep (config-dnspx)> filter assign host profile 00:d2:cl:54:bc:59 test
Dns::Filter::Public: Associated host "00:d2:c1:54:bc:59" with »
profile "test".

(config-dnspx)> no filter assign host profile 00:d2:cl:54:bc:59
Dns::Filter::Public: Removed profile for host "00:d2:cl:54:bc:59".
(config-dnspx)> no filter assign host profile
Dns::Filter::Public: Removed profiles for hosts.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
3.08 JobasneHa komaHaa dns-proxy filter assign host

profile.

3.17.3 dns-proxy filter assign interface preset

OonucaHue Ha3HaunTb npeceT GbUNbTPaLN BCEM YCTPOCTBAM B CErMeHTe (3a
NCK/IOYEHNEM TeX, KOTOPbIM YyXe HazHauyeHbl npoduan/npeceTs).

O3HaKOMUTLCS CO CNCKOM MPECeToB Bbl MOXETe C MOMOLLbI0 KOMaHAbl show
dns-proxy filter presets.

KomaHaa ¢ npepunkcom no oTMeHsieT NPUBA3KY yKa3zaHHOro npeceTa K
nHTepdelicy. Ecnv BbINOAHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CMUCOK
npeceToB A/15 BCeX CErMeHTOB byfeT ounLLeH.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-dnspx)>  filter assign interface preset <interfaces preset>

(config-dnspx)> no filter assign interface preset [<interface;]

AprymeHTbI AprymeHT |3HaueHue OnucaHue

interface |WHTepgeic MonHoe nma nHTepderica nam NCeBLOHUM.
NHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTn private nnm protected.

preset CTpoka Ha3sBaHue npeceTa.

Mpumep (config-dnspx)> filter assign interface preset Bridge0 »
quad9-security
Dns::Filter::Public: Associated interface "Bridge@" with preset »
"quad9-security".

(config-dnspx)> no filter assign interface preset Bridge0
Dns::Filter::Public: Removed preset for interface "Bridge0".

(config-dnspx)> no filter assign interface preset
Dns::Filter::Public: Removed presets for interfaces.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.08 Job6asneHa komaHaa dns-proxy filter assign interface
preset.

3.17.4 dns-proxy filter assign interface profile

OnucaHune HasHaunTb Nnpodunb dpunbTpaLmm Bcem yCTPOMCTBaM B CerMeHTe (3a
NCKAOYEHMEM TeX, KOTOPbIM yXe Ha3HaveHbl npoduan/npeceTsbl).

Jo6aBuTb HOBbIV NPpodUIL MOXHO NPY NOMOLLM KOMaHAb! dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npoduiein Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

KomaHaa ¢ npeprKcom no oTMeHseT NPUBA3KY YKazaHHOro Npopuns K
nHTepdelicy. ECnv BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO BeCb CNUCOK
npodunein ana Bcex CerMeHToB byAeT OUnLLEeH.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBOg, [a

CuHoncnc I (config-dnspx)> filter assigninterfaceprofile<interfaceprofile

I (config-dnspx)> no filter assign interface profile [<interface]
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT |3HauyeHue OnuncaHwue

interface |WHTepgeinc MNonHoe nma nHTepderica Nam NCeBLOHUM.
WHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTu private nnwm protected.

profile |Crpoka HassaHwne npoduns.

(config-dnspx)> filter assign interface profile »
GigabitEthernet0/Vlanl DnsProfile0
Dns::Filter::Public: Associated interface »
"GigabitEthernet0@/Vlanl" with profile "DnsProfile0".

(config-dnspx)> no filter assign interface profile »
GigabitEthernet0/Vlanl

Dns::Filter::Public: Removed profile for interface »
"GigabitEthernet6/Vlanl".

(config-dnspx)> no filter assign interface profile
Dns::Filter::Public: Removed profiles for interfaces.

Bepcus OnucaHve
3.08 JobasneHa komaHaa dns-proxy filter assign interface
profile.

3.17.5 dns-proxy filter engine

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTbl

BbibpaTb MexaHmn3m DNS.

KomaHga c npedurkcom no oTkatouaeT dpuabTp. B 3TOoM cnyyae 3anpoc
KOHGUrypaL M BepHeT MycToe 3HaveHue.

Ja

Ja

Het

(config-dnspx)>  filter engine <engine»

(config-dnspx)> no filter engine

AprymeHT 3HauyeHue OnuncaHwue

engine interceptor |OAvH 13 JOCTYMNHLIX MEXaHN3MOB
public dunbTpaumn DNS.
nextdns
opkg
skydns
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-dnspx)> filter engine interceptor
Dns::Filter::Interceptor: Enabled.

(config-dnspx)> no filter engine
Dns::Manager: Disabled filter engine.

Bepcus OnucaHve

3.08 Jo6aBneHa komaHaa dns-proxy filter engine.

3.17.6 dns-proxy filter profile

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

Co3gaTtb Nonb3oBaTenbCkni Nnpodunb dunbTpaumm DNS.
KomaHga c npedukcom no yaanaet npodub.

Ja

Aa

Ja

(config-dnspx)>  filter profile name;

(config-dnspx)> no filter profile name;

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka Vmsa npoduns B cokpallleHHOM BUAE, A/IMHOI
He 6onee 32 cMMBO/IOB. MakcMManbHoe
Konu4ecTtso npodunen — 8.

(config-dnspx)> filter profile test
Dns::Filter::Public: Created profile "test".

(config-dnspx)> no filter profile test
Dns::Filter::Public: Removed profile "test".

Bepcusa OnucaHue

3.08 JobasneHa komaHAaa dns-proxy filter profile.

3.17.7 dns-proxy filter profile description

OnucaHune

Mpe¢ukc no

MpucsouTb onucaHne ana npoouns ¢punetpaumm DNS.
KomaHgaa c npedumkcom no cTupaeT onmncaHue.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-dnspx)>  filter profile namesdescription «description»
(config-dnspx)> no filter profile name>description «description»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka HasBaHune npoduns.
description |CTpoka Mpon3BonbLHOe onucaHne Npoduns.
Npumep (config-dnspx)> filter profile test description MyProfilel
Dns::Filter::Public: Set description to profile "test".
(config-dnspx)> no filter profile test description
Dns::Filter::Public: Cleared description of profile "test".
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
3.08 JlobasneHa komaHza dns-proxy filter profile
description.

3.17.8 dns-proxy filter profile dns53 upstream

OnucaHwue Job6aBuTb IP-agpec DNS-cepBepa B nNosib3oBaTeNbCkni npoduis dunsTpayun.
Mo>Ho BBeCTU A0 6 cepBepoB.

KomaHaa ¢ npedurkcom no yaanseT ykasaHHbI cepBep U3 cnmcka. Ecim
BbINMOJIHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CMNCOK CepBepoB byaeT
OuVILLLEH.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dnspx)> filter profilename>dns53 upstream«<address [:«ports]
(config-dnspx)> no filter profile name>dns53 description [ <address>
Lports]]
AprymeHTbI AprymeHT |3HaueHne |OnucaHue
name CTpoka HassaHune npoduns.
address IP-agpec IP-agpec cepsepa.
port UYenoe uucro |MNopT cepsepa.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopusa nsmeHeHwnii

(config-dnspx)> filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Added DNS name server 1.1.1.1 to profile »
"test".

(config-dnspx)> no filter profile test dns53 upstream
Dns::Filter::Public: Removed DNS name server from profile "test".

(config-dnspx)> no filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Removed DNS name server 1.1.1.1 from profile »
"test".

Bepcus OnucaHue
3.08 JobasneHa komaHaa dns-proxy filter profile dns53
upstream.

3.17.9 dns-proxy filter profile https upstream

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

Job6aBunTtb cepBep DNS nosepx HTTPS B Nofib30BaTeNbCKNA NPOPUb
dunneTpaumn. MoxKHO BBeCTU A0 6 CepBepOB.

KomaHga ¢ npedurkcom no yaanseT ykasaHHbIn cepBep 13 cnucka. Ecan
BbINONHUTbL KOMaHZAy 6e3 aprymMmeHTa, TO BeCb CMMCOK CepBepoB byaeT
OuMLLeH.

Aa
Ja
Ja

(config-dnspx)> filter profile <nameshttps upstreamwri[ spki hashs

]

(config-dnspx)> no filter profile name>https description[«wris]

AprymeHT 3HauyeHue OnucaHwue

name CTpoka HassaHwne npoduns.

url CTpoka URL-agpec DNS-cepBepa.
hash Crpoka Xaw ceptndumkarta TLS.

(config-dnspx)> filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Added DNS-over-HTTPS name server »
https://dns.google/resolve to profile "test".

(config-dnspx)> no filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Removed DNS-over-HTTPS name server »
https://dns.google/resolve from profile "test".

116

CnpaBoyHUK koMaHa — Runner 4G (KN-2212)



naBa 3 OnncaHme KOMaHA,

(config-dnspx)> no filter profile test https upstream
Dns::Filter::Public: Removed DNS-over-HTTPS name server from »
profile "test".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.08 JobasneHa komaHaa dns-proxy filter profile https
upstream.

3.17.10 dns-proxy filter profile intercept enable

OnucaHue BrntounTb nepexsat TpaH3nTHbIX DNS-3anpocos ana npoduna ¢puastpaumu.
Mo ymonuaHuio nepexsaT 3anpeLLeH.

KomaHga c npedurkcom no oTkroYaeT nepexsaT AN npoduns unbTpaumnn.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-dnspx)>  filter profile name>intercept enable
(config-dnspx)> no filter profile <namesintercept enable

AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
name CTpoka Nmsa npoduns dmnneTpaumn.

Npumep (config-dnspx)> filter profile DnsProfile@ intercept enable
Dns::Filter::Public: Enabled intercept in profile "DnsProfile0".
(config-dnspx)> no filter profile DnsProfile® intercept enable
Dns::Filter::Public: Disabled intercept in profile "DnsProfile0".

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
3.09 Jlo6aBneHa komaHza dns-proxy filter profile intercept

enable.

3.17.11 dns-proxy filter profile tls upstream

OnucaHwue Jo6aBuTb cepep DNS nosepx TLS B noNb30BaTeNbCKUA Npodub
dunbTpaumn. MoxHo BeecTn 0 6 CepBepoB.

KomaHga c npedurkcom no yaansieT ykasaHHbIN cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, To BECb CMMCOK CepBEPOB byaeT
OUNLLIEH.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja
Ja
Aa
(config-dnspx)>  filter profile name>tls upstreamaddress [ «port>
1[ sni«fqdns> ][ spki <hashs ]
(config-dnspx)> no filter profile namestls description [ «address>][
<ports]
AprymeHT 3HayeHue OnuncaHwue
name CTpoka HasBaHune npoduns.
address IP-appec Agppec cepBepa.
FQDN
port UYenoe uucro |lMNopT cepsepa.
fqdn Crpoka JomeHHoe nm4.
hash CTpoka Xaw ceptmndukaTta TLS.

(config-dnspx)> filter profile test tls upstream 1.1.1.1 8853 »
sni cloudflare-dns.com

Dns::Filter::Public: Added DNS-over-TLS name server 1.1.1.1 to »
profile "test".

(config-dnspx)> no filter profile test tls upstream 1.1.1.1 8853
Dns::Filter::Public: Removed DNS-over-TLS name server 1.1.1.1 »
from profile "test".

(config-dnspx)> no filter profile test tls upstream
Dns::Filter::Public: Removed DNS-over-TLS name server from »
profile "test".

Bepcus OnucaHve
3.08 Job6aeneHa komaHaa dns-proxy filter profile tis
upstream.

3.17.12 dns-proxy https upstream

OnucaHwne

MNpejukc no

Jo6aBuTb cepeep DNS nosepx HTTPS.

KomaHga c npedpurkcom no ygansieT ykasaHHbIN cepBep 13 cnvcka. Ecam
BbIMNO/IHUTL KOMaHAy 6e3 apryMeHTa, TO BECb CMMCOK CepBepOB byaeT
OUULLIEH.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHuim

(config-dnspx)>  https upstreamwrls [ «format>]1[ snihash>]1[ on
<interfaces> ][ domain «domains ]

(config-dnspx)> no https upstream [ «wurl]

AprymeHT 3HauyeHue OnucaHwue

url CTpoka Monb3oBaTenbckmin URL-agpec cny>6bl DNS.
format dnsm dopmat oTobpaxkeHns gaHHbIX DNS.

json
hash CTpoka Xaw ceptudukaTta TLS.

interface WHTepgeiic Nma nutepdeiica Ana HacTponkuy.

domain CTpoka JomMmeHHOoe nwvs.

(config-dnspx)>https upstream »
https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

Bepcus OnucaHve
3.01 JobasneHa koMmaHaa dns-proxy https upstream.
3.08 [JobasneH aprymeHT domain.
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naBa 3 OnncaHme KoMaHp,

3.17.13 dns-proxy intercept enable

OnucaHue BkntounTb nepexsaTt TpaH3uTHbIX DNS-3anpocoB. Takxe 3Ta ¢yHKLUSA
BK/IlOYaeTCs Npu paboTe nHTepHeT-GUAbTpa. Mo yMonyaH1Io nepexsat
3anpeLyeH.

KomaHga ¢ npedunkcom no oTKIoYaeT rnepexsar.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-dnspx)>  intercept enable
I (config-dnspx)> no intercept enable
Mpumep (config-dnspx)> intercept enable
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no intercept enable
Dns::Filter::Interceptor: Disabled.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.06 JobasneHa komaHaa dns-proxy intercept enable.
3.08 KomaHga dns-proxy intercept enable yganeHa kak
ycTapeBLUas.
3.09 KomaHga dns-proxy intercept enable cHoBa go6aBneHa.

3.17.14 dns-proxy max-ttl

OnucaHwue 3agaTb MakcMManbHbIv TTL Ana KaWrpoBaHHbIX 3anuvcen DNS-npokcu.
KomaHga ¢ npedpurkcom no yaanset 3HadeHue TTL.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config-dnspx)>  max-ttlwmax-ttl
(config-dnspx)> no max-ttl
AprymeHTbl AprymeHTt 3HaueHue |OnucaHue
max-ttl Uenoe uucno |MakcumanbHoe 3HadeHume TTL. MoxeT
NPUHMMaTL 3HaYeHUs B Npejenax ot 1 4o
604800000 mmnnnvcekyHa (1 Hegens).
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.

(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.05 [JobaeneHa komaHaa dns-proxy max-ttl.

3.17.15 dns-proxy proceed

OnucaHune 3agaTb MHTepBaJ Mexay napasne/ibHbIMVY 3anpocamMm, KOTopble OTrpasiseT
DNS-npokcu Heckonbknm DNS-cepsepam. Mo yMOAYaHUIO UCMNO/b3yeTCs
3HauyeHVe 500.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMONYaHI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc (config-dnspx)>  proceed proceed>
(config-dnspx)> no proceed
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
proceed Uenoe umncno |Bpemsa pabotbl DNS-npokcn B
MuanancekyHaax. MoxeT npuHMMaTb
3HayeHWAa B npegenax ot 1 Ao 50000.
Mpumep (config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.04 [Jlo6baBneHa komaHza dns-proxy proceed.

3.17.16 dns-proxy rebind-protect

OnucaHwue BkntounTb 3aWwmnTy oT atak DNS rebinding. Mo yMONYaHWIO NCNONb3YyeTCs
napameTp auto.
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naBa 3 OnncaHme KoMaHp,

KomaHaa ¢ npepurKCcoM no OTKIOYaEeT 3aLUNTY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-dnspx)>  rebind-protect (auto | strict)
(config-dnspx)> no rebind-protect
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
auto Knwouesoe 3awmTa nHTepdeiicos private.
CJ10BO
strict KmwyeBoe 3awmTa noaceteit U3 cnurcka IANA IPv4
C/10B0 Special-Purpose Address Registry1.
Npumep (config-dnspx)> rebind-protect auto
Dns::Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns::Manager: Disabled rebind protection.
VlCTOleﬂ M3MeHeHunA Bepcmﬂ onvicaHue

3.04 Jlo6aBneHa komaHaa dns-proxy rebind-protect.

3.17.17 dns-proxy srr-reset

OonucaHue YCTaHOBUTb BpeMsi, Uepes KoTopoe byzeT cbpacbiBaTbCA PENTUMHT
3anpocoB-0TBeToB DNS-MpoKcK. Mo YMONYaHNIO NCMONb3YeTCst 3HaYeHne
600000.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre o YMONYaHUI0.
MNpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-dnspx)>  srr-reset«srr-reset

I (config-dnspx)> no srr-reset

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Argument

3HavyeHue

OnucaHue

srr-reset

Llenoe u4ucno

3HayeHne BpeMeHHOro NpPoMeXxyTKa B

Mpumep

WcTopus nsmeHeHwnii

MUNICEKYHAAX. MoXeT NpUHMaTh

3HayeHWsa B npegenax ot 0 Ao 600000.

(config-dnspx)> srr-reset 111
Dns::Manager: Set send-response rating reset time to 111 ms.

(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.

Bepcus OnucaHve

2.12

Jlo6aBneHa koMmaHaa dns-proxy srr-reset.

3.17.18 dns-proxy tls upstream

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

Jo6asuTb cepsep DNS nosepx TLS.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA cepBep U3 cnmcka. Ecam
BbIMOIHUTL KOMaHAY 6e3 apryMeHTa, TO BeCb CMUCOK CepBepOB byaeT
OUNLLEH.

Ja
Aa
Ja

(config-dnspx)>  tls upstreamaddress; [ «port> ][ sni«fqdns ][ spki
<hash>][on dnterface> ][ domain «domain; ]

(config-dnspx)> no tls upstream [ «addresss ][ ports]

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec IP-agpec cepBepa.

port Uesnoe uucso |lMNopT cepsepa.

fqdn CTpoka JomMmeHHOoe nwvs.

hash Crpoka Xaw ceptndumkarta TLS.
interface UHTeppenc Nms nHTepdelica Ana HacTpOKuU.
domain Ctpoka JomeHHoe nm4.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.
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naBa 3 OnncaHme KoMaHp,

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com »
on ISP
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>no tls upstream 1.1.1.1 853
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
deleted.

(config-dnspx)>no tls upstream
Dns::Secure: :ManagerDot: DNS-over-TLS name servers cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.01 JobaBneHa komaHAa dns-proxy tls upstream.
3.08 Job6asneH aprymeHT domain.

3.18 dpn accept

OnucaHwue MprHATL Nonb3oBaTeNbckoe cornawueHvie DPN. 1o NpUHATUSA cornalleHns
KOHUrypaTop He MpUHMMaeT HMKaKme KOMaHAbl, KoOMe KOMaHA Ha YTeHune.

MNpejukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTHbIi BBog, Het

CvHoncuc I(config)> dpn accept
Mpumep (config)> dpn accept

Core::Legal: Accepted dpn version 20200330.
WcTopuns nsmeHeHunit |Bepcus onucaHue

3.05 JobasneHa komaHaa dpn accept.

3.19 dyndns profile

OnucaHue JocTyn K rpynne KoMaHA AN HAacCTPOKKM yka3aHHoro npoduns DynDns. Ecin
npodunb He HalifleH, KOMaHAa NbITaeTcs ero co3gatb. MOXHO co34aTh He
6onee 32 npodunei.

KomaHgaa ¢ npedurkcom no yaanset npodunb DynDns.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

Bxo)xaeHue B rpynny (config-dyndns)

CuHoncue (config)> dyndns profile name>
(config)> no dyndns profile name>

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

name CTpoka HasBaHune npodunsa. MakcnmanbHas anmHa

VMeHN — 64 cnmBona.

NMpumep (config)> dyndns profile _WEBADMIN

Core::Configurator: Done.

(config-dyndns)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa dyndns profile.

3.19.1 dyndns profile domain

OnucaHwune Ha3HauunTb MK nocTtosiHHOE foMeHHOoe nMS. [epe BbIMOSIHEHVIEM KOMgHAbI
Heo6X0AVIMO 3apPerncTprpoBaTh AJOMEHHOE UMS Ha caliiTe dyndns.com” unm
no-ip.com-.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-dyndns)>  domain «domain»
(config-dyndns)> no domain
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
domain CTpoka JomMeHHoe nvsa. MakcmmansHasa g11MHa
AOMEeHHOro nmeHm — 254 cumsona.
Mpumep (config-dyndns)> domain support.ddns.net

DynDns::Profile: " WEBADMIN": domain saved..

2 http:\\www.dyndns.com
http:\\www.no-ip.com
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.19.2 dyndns profile password

OnucaHwue
Mpejukc no

MeHsieT HaCTPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

(config-dyndns)> no domain
ynDns::Profile: " WEBADMIN" domain cleared.

Bepcus

OnucaHmne

2.00

Job6asneHa komaHaa dyndns profile domain.

YcTaHOBUTL Naposib 415 AocTyna Yepes DynDns.

Aa
Ja

Het

(config-dyndns)>

password password>

(config-dyndns)> no password

AprymeHT

3HayeHue

OonvcaHune

password

CTpoka

Maponb ans asTopmsaumn. MakcmmansHas
ANVHa napons — 64 cmBona.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

password 123456789
" WEBADMIN": password saved.

no password
" WEBADMIN" password cleared.

Bepcus

OnucaHmne

2.00

Job6asneHa komaHaa dyndns profile password.

3.19.3 dyndns profile send-address

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTtHbIiA BBOJ,

BkntounTtb HEOOX0ANMOCTL YKasaHua IP-agpeca HTepHeT-CcoeANHEHNS B
3anpoce DynDns.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.

Ja
Ja

HeTt
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naBa 3 OnncaHme KOMaHA,

CuHoncunc I (config-dyndns)>  send-address

I (config-dyndns)> no send-address

Mpumep (config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns::Profile: Send address is disabled.

MCTOpMﬂ U3MeHeHUnA Bepc”ﬂ onvicaHue

2.03 Job6asneHa komaHaa dyndns profile send-address.

3.19.4 dyndns profile type

OonucaHue MpucBonTe DynDns-npodunto TV, B 3aBUCMMOCTY OT CaiiTa, Ha KOTOPOM
6b110 3aPEerncTpPMPOBaHO AOMEHHOE MMSI.

KomaHaa c npedpurkcom no yaanseT HacTPOUiKy.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (config-dyndns)>  type <type>
(config-dyndns)> no type
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
type dyndns JloMeHHOoe MSA 3aperncTprpoBaHoO Ha
account.dyn.com.
noip JloMeHHOoe NMs 3aperncTprpoBaHo Ha
noip.com-.
rucenter JloMeHHOe NMS 3aperncTpmpoBaHO Ha nic.ru®.
opendns JloMeHHOe NM$ 3aperncTprupoBaHoO Ha

opendns.com”.

dnsomatic JloMeHHOoe 1MSA 3aperncTprpoBaHoO Ha
dnsomatic.com”.

anydns AomeHHoe MIMf 3apervncTprpoBaHo Ha
anydns.info”.

4 https://account.dyn.com
https://www.noip.com
https://www.nic.ru

! https://www.opendns.com
https://dnsomatic.com
https://www.anydns.info
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

dnshome JomeHHoe m%ﬂ 3aperncTpmpoBaHoO Ha
dnshome.de .

duckdns JlomeHHOoe MMl 3aperncTpupoBaHo Ha
duckdns.org’ .

dyndnsfree |[JomeHHOe MMS 3aperncTprpoBaHo Ha
dyndnsfree.de “.

desec ,ﬂ,omeHH1oe IMA 3aperncTprpoBaHoO Ha
desec.io .

custom JloMeHHOoe M 3aperncTpmpoBaHo Ha ApYyrom
canTe (onpeaenseTcs KoMaHgom dyndns
profile url).

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)> no type

DynDns: :Profile:

type noip
" WEBADMIN": type saved.

" WEBADMIN": type cleared.

Bepcus

OnucaHune

2.00

JlobasneHa komaHaa dyndns profile type.

3.19.5 dyndns profile update-interval

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

10 https://www.dnshome.de
! https://www.duckdns.org
12 https://www.dyndnsfree.de
3 https://desec.io

YCTaHOBUTL NHTepBan 06HOBAEeHUS agpeca Ansa DynDns.

KomaHga ¢ Hpeq)I/IKCOM No OTMEeHSIeT BO3MOXHOCTb OBHOBNEHUS.

Aa
Ja

Het

(config-dyndns)>

update-interval «days; days [ <hours> hours ]
[ aminutes> minutes ] [ <seconds> seconds ]

(config-dyndns)> no update-interval

AprymeHT 3HauyeHue OnuncaHwue
days Lenoe umucno |BpemMeHHOWN nHTepBan B AHAX.
hours lenoe umucno |BpemMeHHOWN nHTepBan B Yacax.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

minutes lenoe uymucro |BpeMeHHOW nHTepBan B MUHYTaXx.
seconds lenoe uucro |BpemMeHHOWN nHTepBan B CekyHAax.

Mpumep (config-dyndns)> update-interval 5 days 5 hours 5 minutes 5 »
seconds

DynDns::Profile: Interval is set to 450305 seconds.

(config-dyndns)> update-interval 5 days
DynDns::Profile: Interval is set to 432000 seconds.

(config-dyndns)> no update-interval
DynDns::Profile: Periodic registration disabled.

VICTOleﬂ M3MeHeHWiA Bepc”ﬂ onvcaHue

2.03 Job6asneHa komaHaa dyndns profile update-interval.

3.19.6 dyndns profile url

OnucaHue Yka3atb URL ncnonbsyemoro caiita cny6sl DynDns.
Mpe¢ukc no Ja

MeHsieT HacTpouikm  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-dyndns)>  url wris
(config-dyndns)> no url
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
url Ctpoka Monb3oBaTenbckmin URL-agpec cnyx6bl
DynDns.
NMpumep (config-dyndns)> url http://members.dyndns.org/nic/update
DynDns::Profile: " WEBADMIN": URL saved.
(config-dyndns)> no url
DynDns::Profile: " WEBADMIN" URL cleared.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.05 Job6asneHa komaHaa dyndns profile url.
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naBa 3 OnncaHme KoMaHp,

3.19.7 dyndns profile username

OnucaHue YKasaTb NOrMH y4eTHOM 3anncuy 4na goctyna Yepes DynDns.
Mpe¢ukc no Ja

MeHsieT HacTpoikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  username username>
(config-dyndns)> no username

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

username CTpoka ViMsa nonb3oBaTens Ais asTopusaunm.

MakcnmanbHaga gnmHa uMeHn — 64 cumBoa.

NMpumep (config-dyndns)> username test@gmail.com

DynDns::Profile: " WEBADMIN": username saved.

(config-dyndns)> no username

DynDns::Profile: " WEBADMIN" username cleared.
VICTOleH I/I3MEHeHI/II7I Bepcwﬂ Orlv'caHv'e

2.00 Job6asneHa komaHaa dyndns profile username.

3.20 easyconfig check

onucaHue [oCTyn K rpynne KOMaHZA ANst HACTPOWKM NPOBePKM AOCTYNa B UHTEPHET. 15
NpOBEpPKMN AOCTyMNa B UHTEPHET CHaYana OTNPaBAAIOTCS 3aNpPOoChl K LLKO3Y
Mo yMonyaHuto. Eciv oTBET NosyyeH, Torga onpalivBatoTcs yaaneHHble
XOCTbl, yKa3aHHble B HacTpoikax. Takxke B HaCTpolikax yka3blBaeTcs
NPOAOMKNTENBHOCTB Y YacTOTa 3anpocoB. Ec/iv Bce NpoBepku NpoigeHsbl,
3HAUUT AOCTYN B UHTEPHET ecTb.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (ezconfig-check)
CuHoncuc (config)> easyconfig check

NMpumep (config)> easyconfig check
(ezconfig-check)>
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHaa easyconfig check.

3.20.1 easyconfig check exclude-gateway

OonucaHue OTK/OUMTE MPOBEPKY LLK03a MO YMOAYaHWI0. [0 yMOYaHWNIO 3TOT NapameTp
BKJTOYEH.

KomaHza ¢ npedpurkcom no BktoUaeT Nposepky ob6paTHoO.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (ezconfig-check)>  exclude-gateway

I (ezconfig-check)> no exclude-gateway

Mpumep (ezconfig-check)> exclude-gateway
Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network: :InternetChecker: Gateway checking enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.05 Jlo6aBneHa komaHga easyconfig check
exclude-gateway.

3.20.2 easyconfig check max-fails

OnucaHune YKasaTb KOIMYeCTBO Noc/iefoBaTe/lbHbIX HEYAa4YHbIX 3aNPOCOB K O6J'Ia‘-IHOMy
cepBucy uTObbI onpeaennTb, UTO MHTEPHET HEAOCTYMNEH. Mo ymonyaHuo
ncnosb3yeTcsd 3HaveHve 3.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre Mo YMONYaHUI0.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (ezconfig-check)>  max-fails «counts

I (ezconfig-check)> no max-fails
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

count UYenoe uucro |Konmyectso HeygauHbIX 3anpocos. MoxeT
MPUHXMAaTL 3HaYeHWsa B Npejenax ot 2 40 8

BK/TOYNTEJIbHO.

(ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga easyconfig check max-fails.

3.20.3 easyconfig check period

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3a4aTb MPOAO/IKNTENIbHOCTL NPOBEPKU. [10 YMONUYAHUNIO NCNONb3YeTCH
3HayeHune 15.

KomaHgza ¢ npedprKcom no BO3BpaLLAeT 3HAUYEHME MO YMOIUYAHUIO,
Ja

Aa

Het

(ezconfig-check)>  period «period>

(ezconfig-check)> no period

AprymeHT 3HauyeHue OnuncaHwue

period lenoe 4ucno |VIHTepBan nposepkun B cekyHAax. MoxeT
NPUHUMAaTL 3Ha4YeHWs B npegenax ot 10 Ao
60 BKNOUNTENBHO

(ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.

(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »
seconds) .

Bepcus OnucaHve

2.00 JlobaBneHa komaHza easyconfig check period.
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3.21 easyconfig disable

OonucaHue OTKNOUNTB MacTep NepBUYHOL HACTPOIKK. M0 yMONYaHMIO 3TOT NapaMeTp
BK/TOUEH.

KomaHga ¢ npedunkcom no BKIOUaET MacTep nepBUYHON HACTPOKM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config)> easyconfigdisable
I (config)> no easyconfig disable
NMpumep (config)> easyconfig disable
EasyConfig: :Manager: Disabled.
(config)> no easyconfig disable
EasyConfig: :Manager: Enabled.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

3.01 JobasneHa komaHaa easyconfig disable.

3.22 eula accept

OnucaHwue MprHATL NosIb30BaTeNbCKOe cornaleHve EULA. 1o NPUHATUA cornawleHuns
KOH$UrypaTop He NpUHMMAaeT HMKaKmMe KOMaHZAbl, KpoMe KOMaHA Ha uTeHune.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> eula accept
Mpumep (config)> eula accept

Core::Eula: "20181001" license accepted.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvicaHue

2.15 Jlo6aBneHa koMmaHaa eula accept.
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3.23 igmp-proxy

OnucaHwue

Mpe¢ukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

JocTtyn K rpynne KomaHa Ans HacTporkn IGMP.
Het
Het

Het

(igmp-proxy)
I (config)>  igmp-proxy

(config)> igmp-proxy
(igmp-proxy)>

Bepcus OnucaHve

2.06 [Jlo6baBneHa KoMaHAa igmp-proxy.

3.23.1 igmp-proxy fast-leave

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

BkntounTb IGMP fast-leave ana HemeaneHHOro yaaneHvs NopTa 13 3anucu
nepecblIKK 4151 MHOTOaApeCcHOM rpynnbl, KOrga nopT noyyaeT coobLieHme
0 BbiIxoze.

KomaHga ¢ npedurkcom no oTkArYaeT 3Ty QYHKLMIO.

Ja

Ja

Het

I (igmp-proxy)>  fast-leave

I (igmp-proxy)> no fast-leave

(igmp-proxy)> fast-leave
Igmp::Proxy: Enabled Fast Leave.

(igmp-proxy)> no fast-leave
Igmp::Proxy: Disabled Fast Leave.

Bepcus OnucaHue

3.09 JlobaBneHa komaHAa igmp-proxy fast-leave.

134

CnpaBoyHUK koMaHa — Runner 4G (KN-2212)




naBa 3 OnncaHme KOMaHA,

3.23.2 igmp-proxy force

OnucaHue MprHYANTENLHO BKAOUYNTL CTapyro Bepcuto IGMP. Mo ymonyaHmio 31a
HaCTPOIKa OTK/IFOYEHa 1 BEpCKA NPOTOKO/a BbI6MpaeTcs B aBTOMaTUYECKOM
pexvme.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (igmp-proxy)>  force «protocols
(igmp-proxy)> no force
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
protocol igmp-vl MpuMeHUTb GUNLTPALMIO K BXOAALLUM
naketam.
igmp-v2 MpUMEHUTb GUABLTPALMIO K NCXOASALLIAM
naketam.
NMpumep (igmp-proxy)> force igmp-vl
Igmp::Proxy: Forced protocol: igmp-vl.
(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JlobaBneHa komaHAaa igmp-proxy force.

3.24 igmp-snooping disable

OnucaHue OTknrounTe IGMP snooping. KomaHza A0CTynHa TONbKO B pexxumMax KnveHT,
Ycunutens nnu Touka Joctyna.

KomaHga ¢ npedukcom no srkatovaeT IGMP snooping.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> igmp-snooping disable
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Mpumep

UcTopuns nameHeHuii

(config)> igmp-snooping disable
Igmp::Snooping: Disabled.

(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

Bepcus OnucaHve

2.12 [JobaeneHa komaHaa igmp-snooping disable.

3.25 interface

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

JocTtyn K rpynne KOMaHA Ans HaCcTPoriku BblbpaHHOro nHtepderica. Ecnm
NHTepdelic He HaliAeH, KOMaHAa NblTAeTCA ero Co34aThb

Vmsa nHtepdeiica 3agaeT ero Kiacc, KOTopblii HacneayeT onpejeneHHble
CBOWCTBA, CM. AnarpamMmel B [prinoxeHunr. KomaHabl paboTatoT
npUMeHUTeNbHO K knaccam. COOTBETCTBYHOLLNI KlacC nHTepdeiica ykasaH
B OMMCaHNU KOMaHAbI.

KomaHga ¢ npedurkcom no yaanset nHtepoeiic.

Aa

Ja

Ja

(config-if)

(config)> interface name>

(config)> no interface name>

AprymeHT 3HayeHue OnuncaHwue

name NHTeppeiic MonHoe nmsa nHTepdeinca nim NCeBLOHNM.
CnncoK AOCTYMHbIX NHTePdEiCOB MOXHO
yBUAETb C NOMOLLbIO KoMaHAb! interface

[Tab].

(config)> interface [Tab]

Usage template:
interface {name}

Choose:
Pvc
Vlan
CdcEthernet
UsbModem
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RealtekEthernet

AsixEthernet

Davicom

UsbQmi

UsbLte

Yota

Bridge

PPPoE

SSTPEthernet

SSTP

PPTP

L2TP

ZeroTier

Wireguard

Proxy

OpenVPN

IPIP

XFRM

TunnelSixInFour

IKE

Gre

EoIP

Clat

MapT

DsLite

TunnelFourInSix
Chilli

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobaBneHa komaHaa interface.

3.25.1 interface authentication chap

OnucaHue BktounTb noasaepxky ayreHTudumnkaummn CHAP.
KomaHgaa ¢ npedurkcom no oTknrovaet CHAP

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Secure

CuHoncuc I(conﬁ94ﬂ> authentication chap

I(conﬁg-WF>noauthenticationchap
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Mpumep

UcTopuns nameHeHuii

(config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
CHAP.

Bepcus OnucaHve

2.00 Jo6aBneHa komaHga interface authentication chap.

3.25.2 interface authentication eap-md>5

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb noagepxky ayteHTndumkaumm EAP-MD5.
KomaHga ¢ npedpurkcom no oTkntovaet EAP-MDS5.
Ja

Aa

Het

Secure

I(conﬁgJﬂ> authentication eap-md5

I(conﬂg-ﬁﬁ>noauthenticationeap-mdS

(config-if)> authentication eap-md5
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.

(config-if)> no authentication eap-md5
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

Bepcus OnucaHue

2.00 JobaBneHa komaHga interface authentication eap-md5.

3.25.3 interface authentication eap-mschapv2

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

BkntounTtb nogaepxky ayteHTudumkaumm EAP-MSCHAPV2.

KomaHga ¢ npedurkcom no otkntouvaet EAP-MSCHAPvV2, MS-CHAPV2.
Aa

Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Secure

CnHoncuc I (config-if)> authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2

Mpumep (config-if)> authentication eap-mschapv2
Network::Interface::Supplicant: "IKE®": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network::Interface::Supplicant: "IKE®": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
3.05 Job6aBneHa komaHaa interface authentication
eap-mschapv2.

3.25.4 interface authentication eap-ttis

OnucaHwue BikntounTtb nogaepxky ayteHTudumkaumm EAP-TTLS.
KomaHgaa ¢ npedpurkcom no oTkntoyvaet EAP-TTLS.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

CuHoncuc I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

NMpumep (config-if)> authentication eap-ttls
Network::Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.

(config-if)> no authentication eap-ttls
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [Jlob6asneHa komaHaa interface authentication eap-ttls.
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3.25.5 interface authentication identity

OnucaHune YKa3aTb Ms NO/b30BaTeNs AN ayTeHTUPUKaLMIM YCTPOICTBA Ha yAaNeHHOM
cucteme. MicnonbsyeTcs ana noaxntoyenunin PPTP, PPPoE, L2TP v Proxy, a
Takxe ana nHtepodericos UsbQmi.

KomaHaa ¢ npedurKcom no cTvpaeT paHee 3aZaHHOE MMS Mo/b30BaTens.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Secure

CuHoncuc (config-if)> authentication identity <identity»

(config-if)> no authentication identity

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
identity Ctpoka Vma nonb3oBaTens Ansa ayteHTuomkaumn.
Npumep (config-if)> authentication identity mylogin

Network::Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network::Interface::Supplicant: "PPTPO": identity cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaeneHa komaHga interface authentication identity.

3.25.6 interface authentication mschap

OnucaHue BknounTb noagepxky ayteHTndumkaumm MS-CHAP.
KomaHga c npedumkcom no otkntouaet MS-CHAP.

Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica Secure

Cunoncnc I (config-if)> authentication mschap

I (config-if)> no authentication mschap
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NMpumep (config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »
MS - CHAP.

(config-if)> no authentication mschap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

MS-CHAP.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
2.00 [Jlob6aeneHa komaHaa interface authentication mschap.

3.25.7 interface authentication mschap-v2

OnucaHwue BkntounTb noagepxky ayreHTudumnkaumm MS-CHAPV2.
KomaHga ¢ npedpurkcom no oTkaroyaet MS-CHAPV2.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

Cunoncuc I(conﬁ94ﬂ> authentication mschap-v2

I (config-if)> no authentication mschap-v2

Mpumep (config-if)> authentication mschap-v2
Network: :Interface::Supplicant: "PPTPO": authnentication is »
unchanged.

(config-if)> no authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

MS - CHAPv?2.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 Job6aBneHa komaHaa interface authentication
mschap-v2.

3.25.8 interface authentication pap
OnucaHue BintounTtb nogaepxky ayteHTudumkaumm PAP.
KomaHga ¢ npedurkcom no oTkatouaeT PAP.

Mpe¢ukc no Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Secure

I (config-if)>  authentication pap

I(conﬁ94ﬂ>noauthenticationpap

(config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface::Supplicant: "PPTPO": removed authentication: »
PAP.

Bepcus OnucaHve

2.00 JobasneHa komaHaa interface authentication pap.

3.25.9 interface authentication password

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

YKa3aTb Naposb 418 ayTeHTUdUKaLMmM yCTPOKCTBa Ha yAaNeHHON cucTeMe,
Wcnonb3yeTtca ana nogkntoueHuin PPTP, PPPOE, L2TP n Proxy.

KomaHga ¢ npedunkcom no cTmpaeT 3HaveHre napons.
Ja

Ja

Het

Secure

(config-if)> authentication password password»

(config-if)> no authentication password

AprymeHT 3HauyeHue OnucaHwue

password Ctpoka Maponb ans ayteHTUdGUKaLUN.

(config-if)> authentication password Aihoi2chal
Network: :Interface::Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network: :Interface::Supplicant: "PPTPO": password cleared.
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UcTopuns nameHeHuii

Bepcus OnucaHve
2.00 JlobaBneHa komaHaa interface authentication
password.

3.25.10 interface authentication peap

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

Bkntountb nogaepxky EAP-PEAP meTofa NpoBepKy MOAJIVHHOCTW.
KomaHga ¢ npedpurkcom no oTkatouaeT wudposaHmne EAP-PEAP.
Ja

Aa

Het

Secure

I (config-if)> authentication peap

I (config-if)> no authentication peap

(config-if)> authentication peap
Network: :Interface::Ethernet: "WifiMasterl/AccessPoint@": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network::Interface::Supplicant: "WifiMasterl/AccessPointQ@": »
removed authentication: PEAP.

Bepcus OnucaHue

2.03 JlobasneHa komaHAa interface authentication peap.

3.25.11 interface authentication shared

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

BkntoumnTb pexum ayTeHTUdUKaLUmm ¢ pazoendgemeiM K14oM. ITOT PEXNM
NCMONb3YeTCs TONbKO B coMeTaHnn ¢ LunpposaHmnem WEP. Pasdendemsie karo4u
3ajatoTca komaHgol interface encryption key.

KomaHaa c npedrkcom no nepeBoanT ayTeHTUUKaLMIO B OTKPbIThIA PEXUM.
Aa

Ja

HeTt

WiFi
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CuvHoncuc

Mpumep

UcTopuns nameHeHui

I (config-if)> authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Network: :Interface: :Rtx::AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

Bepcus OnucaHve

2.00 JobaBneHa KkoMmaHAa interface authentication shared.

3.25.12 interface authentication wpa-psk

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

YCTaHOBUTL NpeABapUTe/IbHO COrNacoBaHHbIN KN4 Ans ayTeHTUdrKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asaHuve Knto4a B BUge 256-61TtHoro
LWecTHaALaTePUYHOro Ymcna, 1nbo B Buge ctpokm ASCII-cmumsonos. Bo
BTOPOM CJly4ae CTPOKa MUCMoJib3yeTcs Kak KogoBas ¢pasa A/1s reHeprpoBaHus
Kntoya (napong).

KomMaHga ¢ npeprKcoM No OTMEHSIET HACTPOIKY.
Ja

Ja

Het

WiFi

(config-if)> authentication wpa-psk psk>

(config-if)> no authentication wpa-psk

AprymeHT 3HauyeHue OnucaHwue

psk CTpoka MpeaBapuTENbHO COrNacoBaHHbIV KNHOY B
BUAe 256-6MTHOrO WecTHaALaTePUYHOro
umcna, CoCTosILLLEro 13

64 wecTHaguaTepunyHbIX undp, NMbo B BUAE

cTpoku ASCII gnmHol oT 8 A0 63 CLUMBO/IOB.

(config-if)> authentication wpa-psk Eethaich9z
Network::Interface::Wifi: "WifiMasterl/AccessPoint@": WPA PSK set.
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WcTopusa nsmeHeHum

(config-if)> no authentication wpa-psk
Network: :Interface: :Wifi:

"WifiMasterl/AccessPoint0": WPA PSK »

removed.
Bepcus OnucaHue
2.00 JobaBneHa komaHaa interface authentication wpa-psk.

3.25.13 interface auto-ssid

OnuncaHune

Mpejukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHui

CreHepurpoBaTh NoJib30BaTeNbCKoe 1MS 6ecnpoBoAHO ceT (SSID) Ha ocHoBe
MAC-agpeca poyTtepa.

Hert

Ja

Hert

WifiMaster

(config-if)>  auto-ssid «template> prefix

AprymeHT 3HauyeHue OnucaHue

template mac4 Mms wabnoHa — nocnegHue 4 nnm 6 umdp
MAC-agpeca, koTopble byayT fobaBneHbl K

macb6 :

prefix.

prefix Ctpoka Mpon3BonbLHasA CTpoka no BbIbopy
nonb3oBaTens.

(config-if)> auto-ssid mac4 12313213
Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »
generated SSID "12313213207E".

(config-if)> auto-ssid mac6é 12313213
Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »
generated SSID "1231321369207E".

Bepcusa

OnucaHune

3.08

JobaeneHa komaHaa interface auto-ssid.

3.25.14 interface ccp

OnucaHwne

Bknwountb noAAep>XXKy MPOTOKO/1a CCPHa3Tane YCTaHOB/IEHNA COENHEHUA.

KomaHga ¢ npedpurkcom no oTkatoyaet CCP.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica PPP
CnHoncuc I (config-if)>  ccp
I (config-if)> no ccp
Mpumep (config-if)> ccp
CCP enabled.
(config-if)> no ccp
CCP disabled.
VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 [JlobaBneHa komaHga interface ccp.

3.25.15 interface channel

OnucaHwne

YCTaHOBUTbL pagnokaHan (4acToTy BellaHmsa) anst 6ecnpoBogHbIX

nHTepdercos. MiHTepdelicel Wi-Fi npuH1MaloT B KavecTBe HOMepa KaHana
uensie uncna ot 1 o 14 (ananasoH YyactoT ot 2.412 My g0 2.484 I'Tw). Mo
YMOJIYaHUIO NCMOb3YyeTCs 3HauYeHme auto.

KomaHga ¢ npedrKcom no ycTaHaBAMBAET 3HAUEHME MO YMOAYAHUIO.

MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Radio
Cunoncuc (config-if)>  channel «channel

(config-if)> no channel
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

channel number Homep paavio kaHana.

auto Homep paano kaHana onpegensercs
aBTOMaTUYeCKW.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopusa nsmeHeHwnii

(config-if)> channel 8
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": channel set »

to 8.

(config-if)> channel 36
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »

to 36.

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »

mode set.
Bepcus OnucaHue
2.00 JobaeneHa komaHga interface channel.

3.25.16 interface channel auto-rescan

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

3azaTb pacnucaHue 418 aBTOMaTUUYECKOro CKaHMpPOBaHUSA Pajno KaHanoB.
Mo yMOAYaHUIo NapaMeTp OTK/IHOUEH.

KomaHga ¢ npedprKCcoM No OTK/HOUaEeT HAaCTPOWKY.

Aa
Ja
HeTt

Radio

(config-if)>

channel auto-

rescan [ <hh>:mms> Jinterval <interval

(config-if)> no channel auto-rescan

AprymeHT 3HayeHue OnuncaHwue
interval 1 VIHTepBa/ NOBTOPHOroO CKaAHMPOBaHVIA B
yacax.
6
12
24

(config-if)> channel auto-rescan interval 1
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": scheduled »
interval 1 hour.

auto rescan,

(config-if)> no channel auto-rescan
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": auto rescan »

disabled.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.07 JobaeneHa komaHaa interface channel auto-rescan.

3.25.17 interface channel width

OonucaHue YCTaHOBUTb LUMPWHY NOAOCHI MPOMYCKaHWSA AN yKa3aHHOro kaHana. Mo
YMOIYaHWNIO NCMONb3YeTCcs 3HaUeHue 40-below .

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaYeHMe M0 YMOTYaHNIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Radio

CuHoncuc (config-if)>  channel width widths

(config-if)> no channel width

AprymeHTbI AprymeHT |[3HaueHue OonucaHue
width 20 YcTaHOBWUTL NONOCY NPOMNYyCKaHNA paBHYHO
20 MT'u,.
40-above Pacumputb nonocy nponyckaHmsa o 40 MIy,

ncnonb3yq CﬂEAyI-OLI.I,I/IVI KaHarnl.

40-below Pacumputb nonocy nponyckaHmsa o 40 MIy,
NCNONb3ysA NpeabIAyLLNIA KaHan.

Mpumep (config-if)> channel width 20
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": channel »
bandwidth setting applied.

(config-if)> no channel width
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": channel »
bandwidth settings reset to default.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JobaeneHa komaHga interface channel width.

3.25.18 interface chilli coaport

OnucaHwne Yka3zaTb UDP-NopT, Ha KOTOPbI 6yAyT OTNPaBAATbLCA 3anpoChl Ha OTKAOYeHMe
oT RADIUS-KnuneHTa.

KomaHga c npedunkcom no yganseTt HacTPOKY.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

Chilli

(config-if)>  chilli coaport <coaport>

(config-if)> no chilli coaport

AprymeHT 3HauyeHue OnuncaHwue

coaport lenoe 4ucrno |Homep nopta CoA.

(config-if)> chilli coaport 3940
Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

Bepcus OnucaHue

2.10 Job6aeneHa komaHga interface chilli coaport.

3.25.19 interface chilli dhcpif

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

HasHaunTb nHtepdeinc Chilli ceteBoMy cncteMHomy nHTepdericy.
KomaHga ¢ npedrkcom no oTMeHseT NpuBA3KY.

Aa

[Ja

Het

Chilli

(config-if)>  chilli dhcpif «dhcpif>

(config-if)> no chilli dhcpif

AprymeHT |3HayeHue OnucaHwue

dhcpif UHTepgeric MNMonHoe nmsa nHTepdeinica nv NCeBLOHUM.

(config-if)> chilli dhcpif Bridgel
Chilli::Interface: "Chilli@": bound to Bridgel.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no chilli dhcpif

Chilli::Interface:

"Chilli0": unbound.

Bepcus

OnucaHmne

2.10

Job6asneHa komaHgaa interface chilli dhcpif.

3.25.20 interface chilli dns

OnucaHue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

NcTopus nsmeHeHum

Ykasatb IP-agpec cepsepa DNS.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
Het

Chilli

(config-if)>

chilli dns «dns1 [ «dns2; ]

(config-if)> no chilli dns

AprymeHT 3HauyeHue OnuncaHwue
dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
dns2 IP-agpec Appec BTopryHoro DNS-cepBepa.

(config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli0": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns

Chilli::Interface:

"Chilli0": DNS servers reset to default.

Bepcus

OnucaHune

2.10

Jo6aeneHa komaHaa interface chilli dns.

3.25.21 interface chilli lease

OnuncaHune

Mpe¢ukc no

HacTpouTb BpemMs apeHAbl NOAKIOYEeHHOro KineHTckoro IP-agpeca. No
YMONYaHUIO NCMOJIb3yeTca 3HaueHve 3600.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuHo.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CnHoncumc (config-if)>  chilli lease (lease

(config-if)> no chilli lease

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
lease llenoe uucno |Bpems apeHabl B cekyHzaax. MakcmansHoe
3HayveHue 259200.

Mpumep (config-if)> chilli lease 1000
Chilli::Interface: "Chilli0": lease has been set 1000 seconds.

(config-if)> no chilli lease
Chilli::Interface: "Chilli®": lease has been reset to default »
(3600 seconds).

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.11 JobaeneHa komaHga interface chilli lease.

3.25.22 interface chilli login

OnucaHune HacTpouTb aBTOpU3aumio Ana goctyna K RADIUS-cepsepy.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli login wmacs[ username «usernames password passwords

]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mac MAC-agpec MAC-agpec ansa ayteHTubumnkaumm.
username CTpoka Vims nonb3oBaTtens Ana ayteHTudumkaumu,
password Crpoka Maponb ans ayteHTUdGUKaLUN.

Mpumep (config-if)> interface Chilli® chilli login 00:01:02:03:04:05

Chilli::Interface: "Chilli0@": sent login request for »
00:01:02:03:04:05
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> interface Chilli@® chilli login 00:01:02:03:04:05 »
username test password test

Chilli::Interface: "Chilli0": sent login request for »
00:01:02:03:04:05

Bepcus

OnucaHmne

4.00

JobaBneHa

koMmaHga interface chilli login.

3.25.23 interface chilli logout

OnucaHue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

MpuHyanTensHo oTkaUunTL MAC-ajpec ykasaHHOro KjaveHTa.

Het
Het
Het
Chilli
(config-if)>  chilli logout (smac> | all)
AprymeHT 3HauyeHue OnucaHue
mac MAC-appec MAC-aapec 3aperncTpmpoBaHHOro KameHTa.
all Keyword OTkntounTe Bce MAC-agpeca.

(config-if)> chilli logout 64:a2:22:51:b4:11

(config-if)> chilli logout all

Chilli::Interface:

"Chilli0": service restarted.

Bepcusa

OnucaHune

2.10

JobaeneHa komaHga interface chilli logout.

3.25.24 interface chilli macauth

BrtoUnTb GYHKLMIO MPOBEPKN NOANVNHHOCTY NO/b30BaTeNeil TONbKO Ha
ocHoBaHuW npoeepkn MAC-agpeca.

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

KomaHza c nped1KcomM no oTKAoYaeT HaCTPOWKY.

Ja
Ja

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Chilli

I (config-if)>  chilli macauth

I (config-if)> no chilli macauth

(config-if)> chilli macauth
Chilli::Interface: "Chilli0": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

Bepcus OnucaHve

2.10 Jo6asneHa komaHaa interface chilli macauth.

3.25.25 interface chilli macpasswd

OnucaHwue

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YcTaHOBWUTBL Naposb A5 Nposepku noganHHoctn MAC-agpeca.
KomaHga ¢ npedurkcom no yganseTt HaCTPOWKy.

Ja

Ja

Hert

Chilli

(config-if)>  chilli macpasswd macpasswd>

(config-if)> no chilli macpasswd

AprymeHT 3HayeHue OnucaHue

macpasswd CTpoka Maponb nonb3osaTens.

(config-if)> chilli macpasswd 1234567890
Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli0@": macpasswd cleared.

Bepcus OnucaHve

2.1 Job6asneHa komaHgaa interface chilli macpasswd.
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naBa 3 OnncaHme KoMaHp,

3.25.26 interface chilli nasip

OnucaHue YcTaHoBWUTL 3HayeHe RADIUS napameTtpa IP-agpec NAS. lMo3sonseT
HaCTPOUTb 1 UCNOB30BaTb NPOM3BOJbHLIN IP-agpec.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHTbI AprymeHT |3HaueHmne OnuncaHue
address |IP-agpec KoHkpeTHbIl IP-agpec cepBepa.
wan UHTepgelic IP-appec ykazaHHoro WAN-unHTepdelica.
auto Knwuyesoe cnoso |IP-agpec Tekywero WAN-uHTepdeiica.
Mpumep (config-if)> chilli nasip 95.213.215.187

Chilli::Interface: "Chilli®": NAS IP address set to »
"95.213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli®": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli®": NAS IP address cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHgaa interface chilli nasip.

3.25.27 interface chilli nasmac

OnucaHue YcraHoBuTb MAC-agpec ans atpmbyta RADIUS Called-Station-ID. MNo
YMONYaHuo ncnonbsyetca MAC-agpec rocteBoi ceTu.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli nasmac mac»

(config-if)> no chilli nasmac

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mac MAC-agpec HoBbii MAC-aapec gna RADIUS
Called-Station-ID.

NMpumep (config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli@": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli®": NAS MAC address cleared.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.11 JobaeneHa komaHaa interface chilli nasmac.

3.25.28 interface chilli profile

OnucaHwne HasHaunTe npodunb Chilli cooTBeTCTBYOLWEMY NHTEpdeiicy.
KomaHga c npedurkcom no yganseTt HaCTPOWKY.

MNpedukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli profile profile»

(config-if)> no chilli profile

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
profile Ctpoka HasBaHune npodunsa RADIUS-cepBepa.
Mpumep (config-if)> chilli profile Wi-Fi_SYSTEM

Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.
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naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 Job6asneHa komaHgaa interface chilli profile.

3.25.29 interface chilli radius

OnucaHue JobaBuTb agpeca RADIUS-cepeepa.
KomaHaa ¢ npedurkcom no yaanset agpeca.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radius <serverl [ «server2s]

(config-if)> no chilli radius

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
serverl Ctpoka Appec nepsuyHoro RADIUS-cepBepa.
server2 Ctpoka Appec BTopryHoro RADIUS-cepBepa.
Mpumep (config-if)> chilli radius radius.wifisystem.ru »

radius2.wifisystem. ru
Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli@": RADIUS servers cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 Job6aBneHa koMmaHaa interface chilli radius.

3.25.30 interface chilli radiusacctport

OnucaHue Ha3HaunTb UDP-nopT yyéTta RADIUS-cepBepa. [10 yMO/THaHMIO NCNONb3YyeTCs
3Ha4yeHue 1813.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBAMBaeT NOPT MO yYMO/YaHNIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

Chilli

(config-if)>  chilli radiusacctport <radiusacctport,

(config-if)> no chilli radiusacctport

AprymeHT 3HaueHue |OnucaHwue

radiusacctport Ctpoka Homep nopra.

(config-if)> chilli radiusacctport 1819
Chilli::Interface: "Chilli@": radiusacctport set to 1819.

(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.

Bepcus OnucaHue

3.06 Job6aeneHa komaHga interface chilli radiusacctport.

3.25.31 interface chilli radiusauthport

OnucaHune

MNpejukc no

MeHsieT HaCTPOVKMK
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

HasHaunTtb UDP-nopt ayTeHTUdUKaummn RADIUS-cepBepa. Mo ymMonyaHuio
ncnonb3yetca 3HayeHe 1812,

KomaHgaa ¢ npedprKcoM no ycTaHaBAMBaeT MOPT MO YMOAYAHUIO.
Ja

Ja

Het

Chilli

(config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHT 3HayeHue |OnucaHue

radiusauthport CTpoka Homep nopra.

(config-if)> chilli radiusauthport 1820
Chilli::Interface: "Chilli@": radiusauthport set to 1820.
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naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.06 Job6asneHa komaHaa interface chilli radiusauthport.

3.25.32 interface chilli radiuslocationid

OnucaHue 3agaTb naeHTMdMKaTOp MectononioxxeHns RADIUS-cepeepa. OH A0MKeH ObiTb
B popmaTe isocc=, cc=, ac=, network=.

KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiuslocationid «radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiuslocationid |CTpoka 3HaueHune ngeHTudmMKaTopa
MeCTOMOOXEHWS.
NMpumep (config-if)> chilli radiuslocationid »

isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli®": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, ".

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli®": radiuslocationid cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radiuslocationid.

3.25.33 interface chilli radiuslocationname
OnucaHue 3ajaTb Ha3BaHWe MecTononoxeHua RADIUS-cepsepa.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Mpejukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja
Het

Chilli

(config-if)>  chilli radiuslocationname <radiuslocationname;

(config-if)> no chilli radiuslocationname

AprymeHT 3HaueHue |OnucaHue

radiuslocationname|CTpoka Ha3sBaHve MecTono10XeHUA.

(config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli®": radiuslocationname cleared.

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli
radiuslocationname.

3.25.34 interface chilli radiusnasid

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YcTaHOBUTb NaeHTUdMKaTOp cepBepa CeTeBOro AocTyna.
KomaHga ¢ npedunKcom no yaanset HacTPOnKy.

Ja

Aa

Het

Chilli

(config-if)>  chilli radiusnasid <radiusnasids

(config-if)> no chilli radiusnasid

AprymeHT 3HauyeHue OnucaHwue

radiusnasid |Crpoka NaeHTrndukaTop NAS.

(config-if)> chilli radiusnasid keeneticru_12
Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".
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naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli0": radiusnasid cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 JobaBneHa komaHaa interface chilli radiusnasid.

3.25.35 interface chilli radiussecret

OnucaHwne YcTaHOBUTbL 06LWMIA KNtoY Ansa 06oux RADIUS-cepBepoB.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
radiussecret|CTpoka 3HauyeHue KaKua.
NMpumep (config-if)> chilli radiussecret 12df34fd

Chilli::Interface: "Chilli®": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radiussecret.

3.25.36 interface chilli uamallowed

OnucaHue YKaszaTtb pecypc, K KOTOPOMY KANEHT uMeeT JoCTyn 6e3 nepBuYHON
ayTeHTUMKaumn.

KomaHga ¢ npedurkcom no yaanseT pecypc 13 cnmcka. Ecnm BeinoOAHUTb
KOMaHAy 6e3 aprymeHTa, TO BeCb CMMCOK pecypcoB byaeT ouMLLeH.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la
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MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica Chilli

CuHoncuc

(config-if)>  chilli uamallowed wamallowed>

(config-if)> no chilli uamallowed [ «wamallowed> ]

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
uamallowed |CTpoka IP-agpec, URL nnu noaceTs.
Mpumep (config-if)> chilli uamallowed 188.166.114.0/24

Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled

garden.

(config-if)> chilli uamallowed www.example.link

Chilli::Interface: "Chilli@": "www.example.link" added to walled

garden.

(config-if)> no chilli uamallowed 188.166.114.0/24

Chilli::Interface: "Chilli®": "188.166.114.0/24" removed from

walled garden.

(config-if)> no chilli uamallowed www.example.link

Chilli::Interface: "Chilli@": "www.example.link" removed from

walled garden.

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

v

\J

v

v

WcTopuns nsmeHeHwnit |Bepcus

OnucaHmne

2.10

JobaBneHa komaHaa interface chilli uamallowed.

3.25.37 interface chilli uamdomain

OonuncaHmne YKasaTb JOMeH, K KOTOPOMY K/IMEHT MMeeT JOCTyrn 6e3 NepBUYHOM

ayTeHTUdMKaLnm.

KomaHga ¢ ﬂpeq)I/IKCOM no yjandaeTt AOMeH 13 cnncka. Ecnm BbINONHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb CrCOK JOMEHOB 6yﬂ,ET OoYnLeH.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Tun nHtepdeiica Chilli
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CuvHoncuc

(config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«wuamdomains ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

uamdomain CTpoka JlomeHHOoe MS yaaneHHoro xXocTa.
Mpumep (config-if)> chilli uamdomain wifisystem.ru

Chilli::Interface:

garden.

"Chillie": "wifisystem.ru" added to walled »

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" removed from walled »

garden.

(config-if)> no chilli uamdomain

Chilli::Interface:

"Chillio": walled garden cleared.

UcTopusa nsmeHeHwnii

Bepcus

OnucaHune

2.10

JobaeneHa komaHga interface chilli uamdomain.

3.25.38 interface chilli uamhomepage

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

YcraHoBuTb URL-agpec gomalluHeln cTpaHuLbl ANS nepeHanpaBneHns
HeaBTOPU30BaHHbIX MNOib30BaTeNeNn.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Aa
Ja
HeTt

Chilli

(config-if)>

chilli uamhom

epage wamhomepage>

(config-if)> no chilli uamhomepage

AprymeHT

3HavyeHue

OnuncaHue

uamhomepage

CTpoka

Monb3oBaTenbckmii URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".
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WcTopusa nsmeHeHum

(config-if)> no chilli uamhomepage
Chilli::Interface: "Chilli@": uamhomepage cleared.

Bepcus OnucaHue

2.10 Job6asneHa komaHaa interface chilli uamhomepage.

3.25.39 interface chilli uamport

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

Ykasatb TCP-nopT A8 NOAKIH0UYEHNA aBTOPN30BaHHbLIX KNMeHTOB. 1o
YMONYaHWIO NCMOJIb3yeTcsd 3HaueHve 3990.

KomaHga ¢ npedprKcom no yctaHaBAMBaeT MOPT MO YMOAYAHUIO.
Ja

Ja

Het

Chilli

(config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHT 3HauyeHue OnuncaHwue

uamport Uenoe uucno |Homep nopTa.

(config-if)> chilli uamport 3922
Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

Bepcus OnucaHve

2.10 Jlo6aBneHa komaHaa interface chilli uamport.

3.25.40 interface chilli uamsecret

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

YCTaHoBUTbL 06LWLMIA Ktod Mexay UAM-cepsepom m Chilli. UAM-knrou
NCNONb3yeTCcsa AN X3LWMPOBAHNA 3aNpoca nepej BbluMCIeHEM Napons.

KomaHga c npedurkcom no yganseTt HacTPOWKy.
[Ja
Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamsecret wamsecret>

(config-if)> no chilli uamsecret

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
uamsecret CTpoka 3HauyeHMe KYa.
Mpumep (config-if)> chilli uamsecret 12df34fd

Chilli::Interface: "Chilli®": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli@": uamsecret set to "".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.10 JobaBneHa komaHaa interface chilli uamsecret.

3.25.41 interface chilli uamserver

OnucaHue YctaHoBuTb URL-agpec Beb6-cepsepa 419 NpoBepKy NOASTMHHOCTY K/INEHTOB.
KomaHga ¢ npednkcom no yganset HacTPOnKy.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli uamserver wamserver

(config-if)> no chilli uamserver

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamserver CTpoka Monb3oBaTenbckuin URL-agpec Beb6-cepBepa.
NMpumep (config-if)> chilli uamserver »

https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin".

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli®": uamserver cleared.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JlobaBneHa komaHa interface chilli uamserver.

3.25.42 interface compatibility

OnucaHune YCTaHOBUTb CTaHAaPTbl 6eCNPOBOAHON CBA3N, C KOTOPbLIMU AOJIXEH 6bITb
COBMECTVM JaHHbI 6ecnpoBogHO aganTep (MHTepdeiic). Ans nHtepdeiicos
Wi-Fi coBMeCcTMMOCTb 3a4aeTcsa CTPOKOWM 13 naTUHCKNX 6ykB B, G, N,
0603HavarWwux gononHeHns K ctaHaapty IEEE 802.11. K npumepy, Hannume
B CTPOKEe COBMeCTUMOCTW BykBbl N ByfieT 03HauaTb, YTO JaHHbIN ajganTtep
CMOXeT B3anuMoAencTBoBaThb € 802.11Nn-COBMECTMMbIMU YCTPOCTBaMM Yepes
pagnokaHan. Habop foNyCTUMbIX CTPOK COBMECTMMOCTU onpejenseTcs
annapaTHbIMY BO3MOXHOCTAMW KOHKPETHOro agantepa 1 TpeboBaHUsaMN
COOTBETCTBYIOLMX AONONHEHN K cTaHgapTy IEEE 802.11.

Mo ymonuaHuio ans vactotsl 2,4 'L ncnonbsyercsa ctpoka «BGN».
MNpedukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Radio

CuHoncue (config-if)>  compatibility annex>

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
annex B, G, N Ana 2,41Tu.
NMpumep (config-if)> compatibility N

Network::Interface: :Rtx::WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": PHY mode set.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHAa interface compatibility.

3.25.43 interface connect

OnucaHune 3anycTuTb NPoLEeCcC NOAKNOYEHNS K YAaNeHHOMY Y3/1y.
KomaHga ¢ npedurkcom no npepbiBaeT coejunHeHme.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

PPP, IP

(config-if)>

connect [ via wia ]

(config-if)> no connect

AprymeHT

3HayeHue

OnvicaHune

Vla

UHTepperic

NHTepdodeinc, uepes KoTopbI OCyLLeCTBAAETCA
noaknroyeHve K yganeHHomy ysny. ina PPPoE
3TOT NapameTp ABASeTCA 06513aTeNIbHbIM.

(config-if)> connect via ISP

(config-if)> no connect

Bepcus

OnucaHune

2.00

JobaBneHa komaHaa interface connect.

3.25.44 interface country-code

OnuncaHwne

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

HasHaunTb nHTepdecy 6ykBeHHbIV KO CTPpaHbl, KOTOPLIV BANSET Ha Habop
paAno-kaHanos. Mo yMmon4aHuio yctaHoBneHo 3HayeHme RU.

HeTt

Ja
Het

Radio

(config-if)>

country-code «code>

AprymeHT

3HayeHue

OnvicaHune

code

CTpoka

Koa cTpaHbl.

(config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": country code »

set.
Bepcus OnucaHue
2.00 JobaeneHa komaHaa interface country-code.
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3.25.45 interface debug

OnucaHwue BkOUNTL OTAAAOUHBIN pexuM NoAkaYeHns PPP. B 0TNaf04HOM pexurme
B CUCTEMHBbIV XXypHan BbIBOAUTCA NogpobHas nHpopmMaums o xoje
noaxnto4eHus. No ymonyaHuo GyHKLNSA OTKAOUEHaA.

KomaHga ¢ npednkcom no oTkAoYaeT 0TNALA0UHbBIA PEXUM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica PPP

CuHoncumc | (config-if)>  debug

I (config-if)> no debug

Mpumep (config-if)> debug
Network::Interface::Base: Debug enabled.

(config-if)> no debug
Network::Interface::Base: Debug disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface debug.

3.25.46 interface description

OnucaHue Ha3HauuTb Npon3Bo/IbHOE onKncaHne ceTeBoMy UHTepdericy.
KomaHga c npedumkcom no cTupaeT onncaHuve.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

CvHoncuc (config-if)> description «description»
(config-if)> no description
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
description |Crpoka Mpown3BosibHOe onncaHne nHTepderica.
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NMpumep (config-if)> description MYHOME
Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description
Network::Interface::Base: "Bridge0": description saved.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface description.

3.25.47 interface down

OnucaHune OTKNOUYNTE ceTeBOV MHTepdenC 1 3anncaTb B HACTPOMKM COCTOAHME «down».

KomaHga c npedrnKcomM no BKAOUaeT ceTeBO MHTepdeinc n yaanset «down»
N3 HacTpOeK.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-if)>  down

I (config-if)> no down

Mpumep (config-if)> down
Network::Interface::Base: "GigabitEthernet0/2": interface is down.

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2": interface is up.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 JobaeneHa komaHza interface down.

3.25.48 interface duplex

OonucaHue YCTaHOBUTb AynaeKcHbl pexum Ethernet-nopTa. Mo ymonyaHuto 3agaHo
3HayeHwue auto.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre Mo YMONYaHUI0.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Ethernet
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CuHoncuc (config-if)>  duplex mode>
(config-if)> no duplex
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mode full Pexxnm nonHoro gynnekca.
half MonyaynnekcHbIN pexuvM.
auto ABTOMaTUYECKMIA JYNAEKCHbIA PEXUM.
NMpumep (config-if)> duplex full
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex set »
to "full".
(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »
to default.
VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie
2.06.B.1 Job6asneHa komaHaa interface duplex.

3.25.49 interface dyndns nobind

OnucaHune OTkNtoUnTb NpuBA3Ky 3anpoca kK WAN-nHTepdeiicy.
KomaHga ¢ npedunkcom no BKAKOUAET NPUBA3KY.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  dyndns nobind

I (config-if)> no dyndns nobind

Mpumep (config-if)> dyndns nobind
DynDns::Client: Disabled bind on interface GigabitEthernetl.

(config-if)> no dyndns nobind
DynDns::Client: Enabled bind on interface GigabitEthernetl.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.02 Job6asneHa komaHgaa interface dyndns nobind.

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA 1 69



naBa 3 OnncaHme KoMaHp,

3.25.50 interface dyndns profile

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MpwrBsA3aTh Kk ceTeBOMY MHTepdericy npodunb DynDns. MNepeg BbINOAHEHVEM
KOMaHZabl NPodub A0MKEH 6bITb CO34aH 1 HACTPOEH rpynnoi komaHa dyndns
profile.

KomaHaa ¢ npedrKcom no paspbiBaeT CBsA3b MeXAy npoduaem n
nHTepdericom.

Ja
Ja
Het
(config-if)>  dyndns profile ¢profile

(config-if)> no dyndns profile

AprymeHT 3HauyeHue OnuncaHwue

profile CTpoka HasBaHune npoduns DynDns.

(config-if)> dyndns profile TEST
DynDns::Profile: Interface set.

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

Bepcus OnucaHve

2.02 Jlo6aBneHa komaHga interface dyndns profile.

3.25.51 interface dyndns update

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

O6HOoBUTL BpY4HYto IP-agpec ana DynDns. o ymonyaHuio KoMaHaa paboTtaeT
B COOTBETCTBMW C NONUTUKOM NocTaBLmka ycayr DynDns, KOTopbli He
no3BosiseT 06HoBNATL IP carwkom yacTo. KntoueBoe c/ioBo force no3sonsiet

06HOBUTb IP B 06X04 MONUTUKM NOCTaBLLMKA YCAYT.

HeT

Ja

HeTt

I(config-if)> dyndns update [ force]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
force Knw4esoe He yunTbiBaTh peKOMeHAOBaHHYIO YacToTy
C/10BO 06HOBNEHMS.
Npumep (config-if)> dyndns update
VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie
2.00 Job6asneHa komaHaa interface dyndns update.

3.25.52 interface encryption anonymous-dh

OnucaHue BkntounTts Anonymous DH ansa SSTP-cepBepoB 6e3 cepTudukaTa.
KomaHga ¢ npedurkcom no oTkatovaetT Anonymous DH.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica SSTP

CuHoncunc I (config-if)>  encryption anonymous-dh

I (config-if)> no encryption anonymous-dh

Mpumep (config-if)> encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.13 [JlobaBneHa komaHga interface encryption
anonymous-dh.

3.25.53 interface encryption enable

OnucaHue Bknwountb WwWindpoBaHme Ha becnpoBogHOM nHTepdelice. Mo ymondaHuto
ncnonb3syetcs wudposaHue WEP,

KomaHga ¢ npedumkcom no otkaroyaeT wrdpoBaHve Ha 6ecnpoBOgHOM
nHTepderice.

MNpejukc no Ja
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MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja

HeTt

WiFi

I (config-if)>  encryption enable

I (config-if)> no encryption enable

(config-if)> encryption enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
wireless encryption enabled.

(config-if)> no encryption enable
Network::Interface: :Rtx::AccessPoint: "WifiMaster®/AccessPoint0": »
wireless encryption disabled.

Bepcus OnucaHve

2.00 JobasneHa koMmaHga interface encryption enable.

3.25.54 interface encryption key

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

HasHaunTtb Kntoum windpposaHuns WEP. B 3aBUCUMOCTIN OT pas3psgHOCTY, KoY
MOXeT ObITb 3agaH 10 WwecTHaguaTepnyHbIMU Undpamm (5 cumeonamum ASCII)
— 40-6UTHbIN KNtoY, WEP — 40-6UTHBIN KN4, UK 26 LWeCTHagUuaTepuYHbIMU
umdpamm (13 cumBonamm ASCII) WEP Bcero moxeT 6bITb 3agaHo oT 1 fo 4
KAtouen wndpoBaHUS, N OANH U3 HUX AOSIXKEH BblTb Ha3Ha4YeH KAYOM Mo
YMOJIYaHWIO.

KomaHga c npedunkcom no yganseT Ktou.

Ja

Ja

Ja

WiFi

(config-if)>  encryption key <ids («values [default] | default)

(config-if)> no encryption key «id>

AprymeHT 3HauyeHue OnucaHwue

id lenoe uucro |Homep kntouva. Bcero MoXxHo 3agath A0
yeTbIpex Katye.

value Crpoka 3HaueHwue KaYa B BUAe
LIeCTHaALaTEPUYHOrO YNCNa, COCTOSLLEro
13 10 nnv n3 26 umdp.
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AprymeHT 3HauyeHue OnuncaHwue

default Knoyesoe YKasbIBaeT, YTO AaHHbIN K1Y byaeT
C/10BO 1CNO0/Ib30BaH Mo YMOYaHUIO.
Mpumep (config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »
set.

(config-if)> no encryption key 1
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »

removed.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue
2.00 Jlo6aBneHa komaHga interface encryption key.

3.25.55 interface encryption mppe
OnucaHune BkntounTb noasepxky wnpposaHua MPPE.
KomaHga c npedurkcom no otkatouaeT wrdposaHue MPPE.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPTP

CnHoncumc I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

Mpumep (config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa interface encryption mppe.

3.25.56 interface encryption owe

OnucaHune BrkntoumnTb anropmntmel obecnedeHus 6esonacHoctn OWE Ha 6ecnpoBOgHOM
nHTepoerice. Mo yMon4YaHMIO HaCTPOKa OTKJTHOYEHa.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

KomaHga c npedumkcom no otkatoyaeT nogaepxky OWE.

Ja
Aa
HeTt

WifiMaster

I (config-if)>  encryption owe

I (config-if)> no encryption owe

(config-if)> encryption owe

Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms enabled.

(config-if)> no encryption owe
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
OWE algorithms disabled.

Bepcus

OnucaHune

3.00

Job6asneHa komaHaa interface encryption owe.

3.25.57 interface encryption tkip hold-down

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

AprymeHTsl

YcTaHOBUTbL 3HaueHKe "countermeasure” Tarimepa ans TKIP npn
OAHOBPEMEHHOM Mcnonb3oBaHum WPA n WPA2 anropntmoBs 6e30MacHoOCTU
Ha 6ecnpoBogHOM NHTepdeiice. [0 yMOAYAHNIO NCMOJIb3YeTCH 3HaYeHne

60.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Aa
Ja
Het

WiFi

(config-if)>

encryption tkip hold-down <hold-down>

(config-if)> no encryption tkip hold-down

AprymeHT

3HavyeHue

OnucaHue

hold-down

Llenoe uucno

3HadeHue TaliMepa B cekyHAax. MoxeT
NMPVHMMATb 3HaYeHVIs B AManasoHe oT 0 4o
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Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue OnucaHue

60. Ecnn ykasaHo 3HayeHue 0, To dyHKUMS
OTK/It0YeHa.

(config-if)> encryption tkip hold-down 10
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is 10 sec.

(config-if)> no encryption tkip hold-down

Network: :Interface: :Rtx: :AccessPoint:

hold-down interval is reset to default (60 sec.).

"WifiMaster@/AccessPoint0":

>

Bepcus OnucaHve
3.08 JobaBneHa komaHaa interface encryption tkip
hold-down.

3.25.58 interface encryption wpa

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopusa nsmeHeHwnii

BrntounTb anropntmel obecneyeHms 6esonacHocTn WPA Ha 6ecnpoBOAHOM
nHTepdeiice. becnpoBogHON NHTEePdENC MOXET NOAAEPXKNBATL COBMECTHOE
ncnonb3osaHne WPA n WPAZ, oagHako nogaep>ka WEP aBToMaTUYeCKn
OTKNOYaeTCs Npu BKAKOUEHUN ntoboro 13 WPA.

KomaHga c npedurkcom no otkntouaeT WPA.

Ja
Aa
HeTt

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

Bepcus

OnucaHue

2.00

[Jlo6aBneHa komaHga interface encryption wpa.
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3.25.59 interface encryption wpa2

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb anroputmel obecneveHns 6esonacHoctun WPA2 (IEEE 802.11i, RSN)
Ha 6becnpoBoaHOM NHTepderice. becnpoBoaHO MHTepdelic MoXeT pa3peLlaTb
coBmecTHoe ncrnonb3osaHue WPA n WPAZ, opHako nogaepxka WEP
aBTOMAaTM4YeCcKM OTK/IHOHaAETCs NpU BKAKUYEHUN N1H060ro n3 WPA.

KomaHga ¢ npedurkcom no oTknro4aet WPA2.
[Ja

Ja

Het

WiFi

I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2
WPA2 algorithms enabled.

Bepcus OnucaHve
2.00 JobasneHa komaHgaa interface encryption wpa2.

3.25.60 interface encryption wpa3

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CvHoncuc

Mpumep

Bkntountb anroputMmel obecneveHums besonacHoctu WPA3 Ha 6ecnpoBogHOM
nHTepodeice. becnpoBogHO NHTepdENC MOXET NOAAEPXKNBATL COBMECTHOE
ncnonb3oBaHue WPA2 n WPA3. Mo yMONYaHUIO HAaCTPOKKa OTKAKOYEHa.

KomaHga ¢ npedprKcom no oTktoUaeT noaaepxky WPA3.
Ja

[Ja

Het

WiFi

I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

(config-if)> encryption wpa3
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
WPA3 algorithms enabled.
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(config-if)> no encryption wpa3
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
WPA3 algorithms disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.00 JobasneHa komaHgaa interface encryption wpa3.

3.25.61 interface encryption wpa3 suite-b

OnucaHwue BkntounTb anroputmel obecnedeHuns 6esonacHoctn WPA3 ans 3awmnTel
KOH$MAeHUManbHbIX AaHHbIX Suite-B B WPA Enterprise. o ymonyaHuio
bYHKUMA OTKAOYEHa.

Mpejukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption wpa3 suite-b

Mpumep (config-if)> encryption wpa3 suite-b
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
WPA3 SuiteB enabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 [JlobaBneHa komaHga interface encryption wpa3 suite-b.

3.25.62 interface flowcontrol

OnucaHwue HacTtpolika ynpasneHus notokoM Ethernet Tx/Rx. Mo ymonyaHuo GyHKLUNS
BK/ItOYEHa.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  flowcontrol on

I (config-if)> no flowcontrol [send]
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AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

send Kmyesoe YnpasnieHvie NOTOKOM paboTaeT aCHXPOHHO.
€080

Mpumep

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 JlobaBneHa komaHaa interface flowcontrol.

3.25.63 interfa

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

ce ft enable

BrntounTb nogaep>ky FT ana Toukm goctyna (FT Over the Air, OTA) B pamkax
cTaHpapTa IEEE 802.11r. Mo ymonuaHuio napameTp OTK/HOYEH.

[na npaBunbHOM paboTsl FT Mexay Toukamu goctyna 2,4 n 5 'y Heobxoavmo
BbIMOJIHUTL C/lefytoLme YC10BUS:

* BK/tOYeHbl 06e Touku goctyna 2,4 My n 5 My,
* Y HUX ofMHaKkoBble SSID

* OHU UMEIOT OMHAKOBbIE MapamMeTpbl 6e30MacHOCTY (TUM LWNPPOBAHUA —
WPA2 nnun 6e3 napons, naposnb, N T. 4.).

KomaHga c npedunkcom no yaanseTt HacTPOKy.
Aa

Ja

Hert

AccessPoint

I (config-if)>  ft enable

I (config-if)> no ft enable

(config-if)> ft enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
fast transition enabled.
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WcTopusa nsmeHeHum

(config-if)> no ft enable
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
fast transition disabled.

Bepcus

OnucaHmne

2.13

JobaBneHa komaHaa interface ft enable.

3.25.64 interface ft mdid

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.25.65 interface ft otd

OnucaHwne

YcraHoBuTb ngeHTtndmkatop Mobility Domain gns FT. Mo ymonvaHuio
ncnonb3yetcs 3HayveHmMe KN.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoav4aHuio.

Ja
Ja

HeTt

AccessPoint

(config-if)>

ft mdid wndid>

(config-if)> no ft mdid

AprymeHT

3HavyeHue

OnucaHue

mdid

CTpoka

3HaueHwue ngeHTndurkaTopa Mobility Domain.
CoctonT 13 2 cumeonos ASCIL

(config-if)> ft mdid 1F
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID reset to default.

Bepcus

OnucaHue

2.13

JobaeneHa komaHga interface ft mdid.

Brarountb nogaepxky FT Over-the-DS (Distribution System) B pamkax
ctaHgapTa IEEE 802.11r. 3TOT TMN FT UCMNONb3YeTCa A1 POYMUHIa B

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA

179



naBa 3 OnncaHme KoMaHp,

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

yCTapeBLUMX aBOHEHTCKNX YCTPOMCTBaX, Hanpumep, B TenedoHe iPhone 4s.

Mo yMo/lYaHMIO MapaMeTp OTK/IHOUEH.

KomaHza c npedurKcom no yaansieT HacTpowiky.

Aa
Ja
Het

AccessPoint

I (config-if)> ftotd

I (config-if)> no ft otd

(config-if)> ft otd

Network::Interface: :Rtx::AccessPoint:

fast transition OTD enabled.

(config-if)> no ft otd

Network: :Interface: :Rtx: :AccessPoint:

fast transition OTD disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMaster0@/AccessPoint0": »

Bepcus OnucaHve

213 JobaBneHa komaHaa interface ft otd.

3.25.66 interface hide-ssid

BktounTb pexxmm ckpbiTvs SSID. Mpy ncnonb30BaHUM 3TOM GYHKLMK, TOUKa
A0CTyNa He oTobpaXaeTcs B CMcKe AOCTYMNHbIX 6ecnpoBOAHbIX ceTel. Ho
eCnu No/b30BaTe o N3BECTHO O CYLLIeCTBOBAHMN 3TON CeTU U OH 3HaeT ee
SSID, TO cMOXeT NOAKNHUNTLCA K 3TOM ceTu. 10 yMONYaHMIo pexum

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

OTK/1HOYEeH.

KomaHaa ¢ npe¢prKCcoM no OTKIHOYAET 3TOT PEXUM.

Ja

Ja

HeT

Access Point

I (config-if)>  hide-ssid

I (config-if)> no hide-ssid
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naBa 3 OnncaHme KOMaHA,

Npumep (config-if)> hide-ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
SSID broadcasting disabled.

(config-if)> no hide-ssid
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID broadcasting enabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaeneHa komaHaa interface hide-ssid.

3.25.67 interface iapp auto

OnucaHwue CreHepunpoBaTb koY JAPP B aBTOMaTU4YeCKOM pexunme. s Toro, YTobbl
Ha3HaYNTb KJIHOY BPYYHYHO, UCNONb3YyliTe KoMaHay interface iapp key.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Bridge

CuHoncuc I (config-if)>  iapp auto

Mpumep (config-if)> iapp auto
Network: :Interface: :Rtx::Iapp: Bridge® autoconfigured.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.03 Job6asneHa komaHgaa interface iapp auto.

3.25.68 interface iapp key

OnucaHwune YCTaHOBUTB KJ1H0Y MOBUALHOrO loMeHa JAPP Ansl ycneLHOoM CUHXPOHU3aLnmn
MeXxJay ToukamMm A0CTyna, rae BkatouveH FT (komaHaa interface ft enable).
Touku AocTyna AONMXKHbI NpUHagnexatb ogHol IP-noaceTtu. Mo ymonyaHumio
KJIFOY He Ha3HauyeH.

KomaHga ¢ npedurkcom no yaanseT ktou.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Bridge
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Cunoncuc (config-if)>  iapp key <key»
(config-if)> no iapp key
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
key Crtpoka 3HaueHVe koya IAPP. MakcManbHasa AMHa
KIo4Ya — 64 cumBona.
MNpumep (config-if)> iapp key 11223344556677
Network::Interface: :Rtx::Iapp: Bridge0® key applied.
(config-if)> no iapp key
Network: :Interface: :Rtx::Iapp: Bridge® key cleared.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.13 Jlo6aBneHa komaHga interface iapp key.

3.25.69 interface idle-timeout

OonucaHue YCTaHOBUTb MHTepPBa OTKNOYEHWS KnveHTa STA OT TOUKM AoCTyna no
TallMayTy HeaKTUBHOCTM. [0 yMONYaHMIO NCMONb3YyeTCs 3HaYeHne 600.

KomaHga ¢ npeprKcoOM No OTKOYAET HAaCTPOWKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica WiFiMaster

Cunoncuc (config-if)>  idle-timeout <idle-timeout>

(config-if)> no idle-timeout

AprymeHTbI AprymeHTt 3HauyeHue (OnucaHue
idle-timeout |Yenoe 3HaueHue TalimM-ayTa B cekyHAax. MoxeT
uncno NPUHMMaTL 3HaYeHUs B Npegenax oT 60 Ao
2147483646.
NMpumep (config-if)> idle-timeout 500

Network::Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.
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(config-if)> no idle-timeout
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »

disabled.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.06 JobaBneHa komaHaa interface idle-timeout.

3.25.70 interface igmp downstream

OnucaHwne BkntounTb pexum paboTel IGMP Ha nHTepdeiice No HaNpaBAeHUIO K
noTpebuTensm rpynnoBo paccbUikv. Ha ycTponcTee foKHa 6bITh 3anyLueHa
cyx6a service igmp-proxy. JonyckaeTcs Haan4vme HeCKONbKNX MHTepdelicos
downstream.

KomaHga ¢ npednkcom no oTMeHseT feiicTBUE KOMaHAbI.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncumc I (config-ify>  igmp downstream

I (config-if)> no igmp downstream

Mpumep (config-if)> igmp downstream

(config-if)> no igmp downstream

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface igmp downstream.

3.25.71 interface igmp fork

OnucaHune BkntounTb y6nnpoBaHme Ncxoaawmx naketos /GMP upstream B 3ajaHHbIN
nHTepdeiic. JonyckaeTcs Hananyme ToNbKO 0AHOro nHTepdeiica fork.

KomaHaa ¢ npe¢rKcom no oTMeHsIeT AeliCTBME KOMaHAbI.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het
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Tun nutepdeiica IP

CvHoncuc

I (config-if)>  igmp fork

I (config-if)> no igmp fork

Mpumep

(config-if)> igmp fork

(config-if)> no igmp fork

WcTopus nsmeHeHwnii

Bepcus

OnucaHue

2.00

JlobaBneHa komaHaa interface igmp fork.

3.25.72 interface igmp upstream

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

3.25.73 interface include

OnuncaHune

IP

BkntounTb pexunmM paboTel IGMP Ha nHTepdeiice NO HaNPaBAeHUIO K
WNCTOYHMKY FPYNMNOBOM paccblikK1. Ha yCTPONCTBE AOMXKHA bbITh 3anyLleHa
cnyx6a service igmp-proxy. JlonyckaeTcs Haan4me ToNbKO O4HOMOo
nHTepderica upstream.

KomaHga c npedunkcom no oTMeHseT fecTBMe KOMaHAbI.

Ja
Aa

I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

(config-if)> igmp upstream

(config-if)> no igmp upstream

Bepcus

OnucaHune

2.00

Job6asneHa koMmaHaa interface igmp upstream.

YkaszaTb Ethernet-uHtepdeliic, koTopbliin byaeT AobaBneH B NporpaMmMHbIii
MOCT B KayecTBe rnopra.

KomaHga ¢ npedurkcom no yaanset nHtepderic ns mocTa.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Bridge

(config-if)>

include <interfaces

(config-if)> no include <interface»

AprymeHT

3HavyeHue

OnucaHue

interface

UHTEppelc

Wmsa nan ncesgoHmm Ethernet nHtepderica,
KOTOPbI AO/KEH BbITb BK/IKOUYEH B MOCT.

(config-if)> include ISP

Network::Interface::Bridge: "Bridge0": ISP included.

(config-if)> no include

Network::Interface::Bridge: "Bridge0": removed ISP.

Bepcus

OnucaHune

2.00

Job6aBneHa komaHaa interface include.

3.25.74 interface inherit

OnucaHune

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

Yka3atb Ethernet-nHtepderic, KoTopbii byaeT fob6aBeH B MPOrpaMMHbIiA
MOCT B KauecTBe nopTta. B otanume ot komaHasl include, komaHaa inherit
nepeAaeT MOCTY HEKOTOpPbIE HacTPOlKn fobaBnsiemoro nHTepderica, Takme
kak IP-agpec, macky n IP-ncesgoHuMbIL. MNpuy yaaneHnn nmbo caMoro MocTa,
6o nHTepderica N3 MoCTa, 3T HACTPOKU, AAXKE eC/IN OHU BbIIV USMEHEHI,
6yAyT CKONMpPOBaHblI 06paTHO Ha 0CBOBOAMBLUNICA MHTepdeNC.

KomaHpa nossonseT 4o6aBUTb B MOCT MHTepdeiic, Yepes KOTOopbIi
OCyLLeCTBNSETCS yNpaBneHme yCTPOMCTBOM, U He NOTepsiTk ynpaB/eHue.

KomaHga c npedurkcom no yaansieT nHTepdelic 13 MocTa, Bo3BpaLlaet
NHTepdelicy HaCTPOIKK, yHace0BaHHbIe paHee MOCTOM, U COpackIBaeT 3Tn
HaCTPOWKN y MOCTa.

Ja
Ja
Aa
Bridge
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgeinc Vmsa nnn ncesgoHnm Ethernet nHtepdeiica,

KOTOprI7I A0JDKeH 6bITb BKJIOYEH B MOCT.

(config-if)> inherit GigabitEthernet6/Vl1an3
Network::Interface::Bridge: "Bridgel": GigabitEthernet@/Vlan3 »
inherited in Bridgel.

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface inherit.

3.25.75 interface ip access-group

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

MpuBA3aTb MMEHOBAHHbIM CNUCOK NpaBun ¢punbTpaumm (ACL, cm. access-list)
K nHTepdericy. MapameTp in nan out ykasbiBaeT HanpaeneHne Tpapuka Ans

KOTOpOro byaeTt npumeHATbcA ACL. K ogHOMY MHTepdelicy MoXeT 6biTb
npmBsA3aHoO Heckonbko ACL.

KomaHga ¢ npedpurkcom no oTkatoyaeT ACL Ana ykazaHHoro nHtepderica n
HanpasneHus Tpaduka.

Ja
Aa
[Ja
IP
(config-if)> ip access-group acls> «direction

(config-if)> no ip access-group <acls> «direction

AprymeHT 3HauyeHue OnucaHwue

acl Ctpoka Cnuncok npasun ¢uabTpaumuy,
npeaBapuTeNibHO CO3aHHbIN C MOMOLLbIO
KomMaHapbl access-list.

direction in MpUMeHUTb GUNbTPaLMIO K BXOAALLIM
nakeTam.
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Mpumep

UcTopuns nameHeHuii

AprymeHT

3HavyeHue

OnucaHue

out

MNpUMeHNTb GUNLTPALMIO K MCXOAALLUM
naketam.

(config-if)> ip access-group BLOCK in
Network::Acl: Input "BLOCK" access list added to "CdcEthernetl".

(config-if)> ip access-group BLOCK out
Network: :Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
Network::Acl: "BLOCK" access group deleted from "CdcEthernetl".

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

Bepcusa

OnucaHune

2.00

JobasneHa koMmaHga interface ip access-group.

3.25.76 interface ip address

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

N3meHnTb IP-agpec n macky ceteBoro nHTtepdeiica. Ecnn Ha nHTepdelice
3anylieHa cnyxba aBToMaTUYeCKOn HacTPOMKKM aapeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MOXeT 6bITb Nepe3anycaH.

KomaHga ¢ npedukcom no cbpacbiBaeTt agpec Ha 0.0.0.0.

Ja
Ja
Het

IP

(config-if)>

ip address «address> anask»

(config-if)> no ip address

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec Ajapec ceTeBoro nHTepodeiica.
mask IP-macka Macka ceTeBoro nHTepdeiica. Ectb aBa

crnocoba BBOAA MacKun: B KAHOHUYECKOM BUAE
(Hanpumep, 255.255.255.0) v B BUAe

61TOBOV ANNHLI Npedukca (Hanpumep, /24).
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Mpumep OZHO 1 TO Xe 3HayeHue ajpeca ceTu, cocTosLero ns IP-agpeca v macku,
MOXHO BBECTU ABYMS CMOCOBaMM: yKa3aTb MacCKy B KAHOHUYECKOM BUAE U
3a4aTb 6BUTOBYH ANMHY Npedukca.

(config)> ip address 192.168.9.1/24
Network::Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlob6aBneHa komaHgaa interface ip address.

3.25.77 interface ip address dhcp

OnucaHwue 3anyctnTe DHCP-kAMEHT AN aBTOMAaTMYeCKON HaCTPOMKKU ceTeBbIX
napameTpoB: IP-agpeca n mackmn nHtepdeiica, cepsepos DNS v wnro3a no
YMONYaHUIO.

KomaHga ¢ npedurkcom no octaHaBnmBaeT cnyxby DHCP-knneHTa, yaanset
AVHaMUYeCKN HaCTpoeHHble NapaMeTphbl 1 BO3BpalLlaeT npejbigyLime
HacTpoiiku IP-agpeca 1 macku.

Mpe¢ukc no Ja
MeHsieT HacTpouikm  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-ify>  ip address dhcp

I (config-if)> no ip address dhcp

Mpumep (config-if)> ip address dhcp
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.

WcTopuns nsmeHeHwnit |Bepcusa onucaHue
2.00 JobasneHa KkomaHga interface ip address dhcp.
4.02 YaaneH HeobsizaTebHbIN apryMeHT hostname.

3.25.78 interface ip adjust-ttl recv

OonucaHue M3meHWTb NapameTp TTL A1 BCeX BXOASLLMX NakeToB Ha MHTepdeiice.
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naBa 3 OnncaHme KOMaHA,

KomaHga c npedrkcom no oTMeHsAeT HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CnHoncuc (config-if)> ip adjust-ttl recvrecv

(config-if)> no ip adjust-ttl recv

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

recv Llenoe uucnio |BennumHa nameHeHumsa TTL. MoxeT
NpUHMMaTL 3Ha4YeHna B npejenax ot 1 4o
255 BKNHOUUTENBHO.

Mpumep (config-if)> dip adjust-ttl recv 1
Network::Interface::Ip: "CdcEthernet0": incoming TTL set to 1.

(config-if)> no ip adjust-ttl recv
Network::Interface::Ip: "CdcEthernet0": incoming TTL settings »

removed.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
3.07 Job6asneHa komaHga interface ip adjust-ttl recv.
MpeablayLiee Ha3BaHWe KOMaHAbI interface ip adjust-ttl.

3.25.79 interface ip adjust-ttl send

OnucaHue N3meHnTb napameTp TTL ana BCeX NCXOAALLMX NaKeTOB Ha HTepdelice.
KomaHga ¢ npednkKcom no oTMeHsAET HaCTPOIKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP

CuHoncuc I (config-if)> ip adjust-ttl send <send>

I (config-if)> no ip adjust-ttl send
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

send Llenoe uucno |BennumHa nameHeHunsa TTL. MoxeT
NPUHMMaTb 3HaYeHVsa B npejenax ot 1 4o
255 BKNHOUUTENBHO.

(config-if)> ip adjust-ttl send 65
Network::Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.

Bepcus OnucaHve

2.09 Jlo6aBneHa komaHga interface ip adjust-ttl send.

3.25.80 interface ip alias

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

YCTaHOBUTb AOMNONHUTENbHbIN IP-agpec 1 Macky ceTeBOro nHTepdeiica
(nceBAOHUM).

KomaHga ¢ npedurkcom no cobpacbiBaeT ykaszaHHbI NceBAOHNM Ha 0.0.0.0,
TEéM CaMbIM yaanasa ero. Ecnn BbINONHUTL KOMaHA4y 6e3 aprymeHTa, To BeCb
CMNCOK NCeBAOHNMOB ByJeT ouuLLeH.

Ja

Aa

[Ja

IP, Ethernet

(config-if)>  ip alias address> anask»

(config-if)> no ip alias [ <address> anask> ]

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec JononHUTENbHbIN agpec ceTeBoro
nHTepoderica.
mask IP-macka JornonHnTenbHas Macka ceTeBoro

nHTepodeiica. EcTb ABa cnocoba BBOAA MacKu:
B KAHOHMYeCKOM BUje (Hanpumep,
255.255.255.0u B BuAe 61TOBOW AJINHBI

npedukca (Hanpumep, /24).

190

CnpaBoyHUK koMaHa — Runner 4G (KN-2212)



naBa 3 OnncaHme KOMaHA,

NMpumep (config-if)> ip alias 192.168.1.88/24
Network::Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStation@": all aliases »

removed.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHga interface ip alias.

3.25.81 interface ip dhcp client broadcast

OnucaHune YcTaHoBUTb 6UT broadcast B coobLeHnsx DHCP Discover, ykasbiBatoLwmia
Ha Crocob oTnpaBky OTBeTa 06paTHO KAMEeHTY. [10 yMonyaHuo napameTp
OTK/IHOUEH.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client broadcast

I (config-if)> no ip dhcp client broadcast

Mpumep (config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.15 JobaeneHa komaHga interface ip dhcp client broadcast.

3.25.82 interface ip dhcp client class-id

OnucaHwue YKasaTb Npon3BOAUTENS YCTPONCTBA, Ha KOTOPOM paboTtaeT DHCP-KNneHT
(onuwusa dhcp 60).
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

KomMaHza ¢ npedprKcom No yaanset HaCTPOKY.
Ja

Aa

Het

Ethernet

(config-if)>  ip dhcp client class-id «class>

(config-if)> no ip dhcp client class-id

AprymeHT 3HauyeHue OnucaHue

class-id Ctpoka Ha3BaHuve npomnsBoanTens ycTpoinicTBa,
3aKJIlOYeHHOeE B /IBOViHble KaBblYKN.

(config-if)> ip dhcp client class-id "Runner 4G"
Dhcp::Client: ISP DHCP client vendor class is set to "Runner 4G".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

Bepcus OnucaHve

2.02 Job6asneHa komaHga interface ip dhcp client class-id.

3.25.83 interface ip dhcp client debug

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

BKIOUNTL OTNAA0UHbIN PeXUM. B 0TNIaZ0UHOM peXXmMe B CUCTEMHbIN XXypHan
BbIBOAUTCS Noapo6bHasa nHbopmauymsa o pabote DHCP-knneHTa.

KomaHga ¢ npedprKCOM No OTKAKOHAaEeT OTAAL0UHbIA PEXUM.
Ja

Ja

Het

Ethernet

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.
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WcTopusa nsmeHeHum

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

Bepcus OnucaHue

2.01 JobasneHa komaHgaa interface ip dhcp client debug.

3.25.84 interface ip dhcp client displace

OnuncaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

BbiTecHUTb CTaTUYeCcKni agpec nHTepdeiica what B cnydae ecnm oH
KOH®NKTYeT C agpecom, nonyvyeHHsiM DHCP-K11MeHTOM OCHOBHOIO
nHTepderica.

[JaHHasi KoMaHAa BbIMOHAETCA aBTOMATNYeCKM Npu nogkatoyeHnn USB
Ethernet aganTtepa. Mocne 3Toro NPOVCXOANT COXPaHeHe KOHGUIrypaumm 1
nepesarpyska yCcTpoiicTBa.

KomaHga c npedrKkcom no oTMeHsIeT BbiITeCHeHME A/ YKa3aHHOro
nHTepderica.

Ja

Ja

Ja

Ethernet

(config-if)>  ip dhcp client displace whats[ check-session ]

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHT 3HaueHue OnucaHwue
what NuTepgeric MMs nnm nceBAoHUM nHTepdeiica, yei
cTaTnyeckuin agpec byaeT BblITECHEH.
check-session |Knwuyesoe Mpu Hanu4nn akTMBHOM cecnmn SCGI, He
C/10B80 paspeLuaTb nepesarpysky 1 CMeHy

ceTeBOro agpeca poyrepa. [1o ymonuyaHuwo
KomaHaa gobaensietca Bdefault-config.

(config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.
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WcTopusa nsmeHeHum

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

Bepcus OnucaHue
2.03 Job6asneHa komaHga interface ip dhcp client displace.
2.15 [JobasneH aprymeHT check-session.

3.25.85 interface ip dhcp client dns-routes

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

UcTopusa nsmeHeHwnii

BkaounTb aBTOMaTryeckoe JobasneHme XocT-MapLupyTos 4o DNS-cepsepos,
nonyyeHHbIx oT DHCP-cepBepa. o yMon4yaHuo HaCcTPOika BKAKOUEHa.

KomaHza ¢ nped1KcomM no oTKIoYaEeT HaCTPOWKY.

Ja
Ja

HeT

Ethernet

I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

(config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

Bepcusa

OnucaHune

2.00

[Jlo6aBneHa komaHga interface ip dhcp client
dns-routes.

3.25.86 interface ip dhcp client fallback

OnucaHune

Mpejukc no

MeHsieT HacTpoikmn

YCTaHOBUTbL 3af,aHHbI MONb30BaTeNeM CTaTUYeCcKNi ajpec B ciiydae
BO3HMKHOBeEHUs owmnboKk npu pabote DHCP.

KomaHza c nped1KcoM no OTMeHsIeT HaCTPOIAKy, 1 yCTaHaBVBaeT agpec

0.0.0.0..

Ja
Ja
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Het

Ethernet

(config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHT 3HauyeHue OnucaHue

type CTpoka Tun IP-agpeca. B HacTosLee BpeMs
peasnin3oBaH TONbKO OAMH TN — static.

(config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

Bepcus OnucaHue

2.05 Job6asneHa komaHgaa interface ip dhcp client fallback.

3.25.87 interface ip dhcp client hostname

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

HasHaunTb nmsa xocta, koTopoe oTrnpasnsdetca B8 DHCP-3anpoce.
KomaHga ¢ npedunkcom no Bo3BpaLlaeT XocTy MMs Mo YMONYaHUIO.
Ja

Ja

Het

Ethernet

(config-if)>  ip dhcp client hostname <hostname>

(config-if)> no ip dhcp client hostname

AprymeHT 3HauyeHue OnucaHwue

hostname Crpoka MIMa xocTa Ana Ha3Ha4veHus.

(config-if)> ip dhcp client hostname MYHOME
Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

JlobaBneHa komaHaa interface ip dhcp client hostname.

3.25.88 interface ip dhcp client name-servers

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

Vicnonb3oBatbk agpeca cepaepos DNS, nonydeHHble no DHCP. Mo ymonyaHuio
3Ta $yHKLMSA BKAOYEHA.

KomaHga c npedurkcom no 3anpeLlaeT UCcnonbL3oBaTh agpeca DNS-cepeepos,
nosiyyeHHble rno DHCP.

Ja
Aa
HeTt

Ethernet

I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

(config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.

Bepcus

OnucaHune

2.00

Job6asneHa komaHgaa interface ip dhcp client
name-servers.

3.25.89 interface ip dhcp client release

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn

DHCP-knneHT ocBoboxaaeT apeHay IP-agpeca 1 yxoauT B CALLNYT pexXnm.
ELLe ofHO BbINONHEHME 3TOM KOMaHAbl nepeBoauT DHCP-knreHT B pexunm
aBTOMaTu4yeckoro rnonyyeHus IP-agpeca.

Het

Aa

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Ethernet

I (config-if)>  ip dhcp client release
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Mpumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.03 Job6asneHa komaHgaa interface ip dhcp client release.

3.25.90 interface ip dhcp client renew

OnucaHue DHCP-knueHT ocBoboxaaeT apeHay IP-agpeca n nepexoanT B pexunm
noay4yeHus HOBOroO.

Mpejukc no Het
MeHsieT HacTpovikm  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-ify>  ip dhcp client renew

Mpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 [JlobaBneHa komaHga interface ip dhcp client renew.

3.25.91 interface ip dhcp client routes

OnucaHwue BkntounTb nonyyeHve MapLUpyToB OoT npoBakigepa (onuum dhep 33, 121,
242). o ymon4yaHu1to BKIKOYEHO. B HacTpoiikax oTobpaxkaeTcsi TONbKO C
npednKcom no.

KomaHga ¢ npedurkcom no oTKIoYaeT HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes
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NMpumep (config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.05 Jlo6aBneHa komaHga interface ip dhcp client routes.

3.25.92 interface ip flow

OonucaHue BkntounTb ceHcop NetFlow Ha 3asaHHOM MHTepdelice. Mo yMONYaHMUO 3TOT
napameTp OTK/IOYEH.

KomaHga ¢ npedpurkcom no oTkatouaeT ceHcop NetFlow.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CrnHoncuc (config-if)>  ip flow«direction

(config-if)> no ip flow

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
direction ingress C6op Bxogsuiero Tpaduka.
egress C6op ncxogsawero Tpaduka.
both C6op 1 BxoasdLero, n ncxogsauiero Tpaduka.
Mpumep (config-if)> ip flow ingress

Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.11 Job6aeneHa komaHga interface ip flow.
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3.25.93 interface ip global

OonuncaHmne YcTaHOBUTb A1 HTepdelica cBoCTBO «global» c napameTpom. 3To CBOMCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMoN4aHuto, paboTsbl
DynDNS-knveHTa 1 NAT. MoxHo npeactaensath global-nHtepdeicel, kak
BejyLLue B rnN06anbHyo CeTb (B MHTEpHET).

MapameTp cBoicTBa «global» BnnseT Ha npuopuTeT HTepdeiica B Npase
YCTaHOBUTb MapLUPYT MO yMONYaHWo0. Yem npropuTeT 60nbLue, TeM
XenartesbHee 419 NO/Ib30BaTENSA BbIXOA B IN106a1bHYH CeTb Yepes yKa3aHHbIN
nHTepdeic. C NOMOLLIbIO NpropuTeTa peannsyeTcs GyHKLMA pe3epBrpOoBaHNS
noaxntoveHns B HTepHeT (WAN backup) «global».

Mo yMONYaHMIO HaCTPOMKa OTKAOUEHa.
KomaHga ¢ npedurkcom no yaanseT CBONCTBO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-if)> ip global (xpriority> | order <order> | auto)

(config-if)> no ip global

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

priority Lenoe uucno |MpuoputeT nHtepdeiica Npu yctaHoBKe
MapLupyTa no ymonyaHuo. Moxet
NMPUHVMaTL 3HaYeHWsa B Npegenax ot 1 go
65534.

order Lenoe 4ucrno |OTHOCUTENbHbIA NPUOPUTET MeXAY
nHTepdericamu. MoxeT NPUHMaTb 3HaYeHNs
B npejenax ot 0 Ao 65534, HO He 6onee, yem

KONMYeCcTBO rnobanbHbIX MHTepdelicoB.

auto Knwyesoe ABTOMaTMYeckoe BblUCIeHe npuopuTeTa
C/10B0 nHTepderica. iHTepdeiic pacnonaraercs
61Ke K KOHLYY CrMCKa, HO Bbille nopsgka X.

Mpumep (config-if)> ip global 10
Network::Interface::IP: "L2TP0": global priority is 10.

(config-if)> ip global order 0
Network: :Interface::IP: "L2TPO": order is 1.

(config-if)> ip global auto
Network::Interface::IP: Global priority recalculated.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no ip global
Network::Interface::IP: "L2TPO": global priority cleared.

Bepcus OnucaHue
2.00 JobasneHa KomaHaa interface ip global.
2.09 [JlobasneHbl aprymeHTbl order un auto.

3.25.94 interface ip mru

OnucaHune

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

YcTaHOBUTL 3HayeHme MRU, KoTopoe byzeT nepesaHo yaaneHHoOMY y3/y npu
yCTaHoBAeHUU coeanHeHna PPP (IPCP). o ymonyaHUo UCnosib3yeTcs
3HaueHVe 1460.

KomaHga ¢ npedrkcomM no Bo3BpaLLaeT 3HaYeHre Mo YMOAYaHUIO.
Ja

Ja

Het

PPP

(config-if)>  ipmru wmru

(config-if)> no ip mru

AprymeHT 3HauyeHue OnucaHue

mru Lenoe uucno |3HauveHue MRU.

(config-if)> ip mru 1492
Network: :Interface::Ppp: "PPPoEO": MRU saved.

(config-if)> no ip mru
Network::Interface::Ppp: "PPPoEO": MRU reset to default.

Bepcus OnucaHue

2.00 Job6aBneHa komaHgaa interface ip mru.

3.25.95 interface ip mtu

OnucaHune

YCTaHOBUTL 3HaueHKe MTU Ha ceTeBOM UHTepdeiice. MNpun ycTaHOBIEHUN
coefMHeHWs No npoTokony PPP (IPCP), yaaneHHOMY y3/1y 6yAyT OTAPaBASTLCA
nakeTbl yKkasaHHoro pasmMepa MTU, paxe ecnu 1ot 3anpocwn MTU meHbLlero
3HaveHws.
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naBa 3 OnncaHme KOMaHA,

KomaHga ¢ npedprikcoM no copackiBaeT 3HaueHue MTU Ha To, koTopoe 6b110
40 nepBoro npuMeHeHMAa KoMaHabl.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc (config-if)>  ip mtu mtw

(config-if)> no ip mtu

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mtu UYesoe yucso |3HauveHme MTU. MoxeT npUHUMaTb 3HaUYeHns
B npejgenax oT 64 Ao 65535 BkAoUMTENBHO.

Mpumep (config-if)> ip mtu 1500
Network: :Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »

to default.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
2.00 JobasneHa KomaHaa interface ip mtu.

3.25.96 interface ip name-servers

OnucaHue BkntoumnTb ncnonb3osaHue agpecos DNS-cepeepoB An1a nHTepdeiica. Mo
YMONYaHUIO QYHKLMSA BKIKOYEHA.

KomaHga c npedrkcom no 3anpeLLaeT Cnonb3oBaTh agpeca DNS-cepeepos
ansa nHTepdeiica.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-if)>  ip name-servers

I (config-if)> no ip name-servers
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NMpumep (config-if)> ip name-servers
Dns::InterfaceSpecific: "GigabitEthernetl": accept IPv4 name »
servers.

(config-if)> no ip name-servers
Dns::InterfaceSpecific: "GigabitEthernetl": ignore IPv4 name »

servers.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
4.00 Jlo6aBneHa koMmaHga interface ip name-servers.

3.25.97 interface ip nat loopback

OnucaHwue BkntounTb 06paTHyto TpaHcnsauuio agpecos (NAT loopback) ana otnpasku
JIOKaNbHbIX 3aNpoCcoB J1IoKajbHOMY cepBepy U3 VIHTepHeTa. [1o ymoi4aHuto
3TOT NapaMeTp BKKOUeEH 418 nHTepdericos JomallHel ceTu (YypoBHM
b6e3onacHocTu private un protected).

KomaHga ¢ npedpurkcom no oTkntovaet NAT loopback.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

Mpumep (config-if)> ip nat loopback
Network::StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.1 JobaBneHa komaHAa ip nat loopback.

3.25.98 interface ip remote
OnucaHue YCTaHOBUTb CTaTUYeCKMiA agpec yaaneHHoro y3na.
MNpedukc no Ja

MeHsieT HacTpoilikn  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

PPP

(config-if)>  ip remote address>

(config-if)> no ip remote

AprymeHT 3HauyeHue OnucaHue

address IP-agpec Ajpec yaaneHHoro ysna.

(config-if)> ip remote 192.168.2.19
Network: :Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network::Interface::Ppp: "L2TPO": remote address erased.

Bepcus OnucaHue

2.00 Job6asneHa komaHga interface ip remote.

3.25.99 interface ip tcp adjust-mss

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuyHoncuc

AprymeHTbI

YCTaHOBUTbL OrpaHnYeHrie MakCMMaibHOro pasmepa cerMeHTa NcxoAsaLLmx
ceccuii TCP. Ecnun 3HaveHme MSS, KoTopoe nepejaeTcs B NoJie 3arosoBka
SYN-nakeToB, npeBbIllaeT 3ajaHHOe, KOMaHAa MmeHdeT ero. KomaHza
npuMeHseTcs K nHTepdeiicy 1 AelicTByeT Ha BCe ncxoasaiyme TCP SYN-nakeTbl.

KomaHgaa ¢ npedrKcOM no oTMeHsieT AeiCTBMEe KOMaHAbI.
Ja

Ja

Het

IP

(config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHT (3HauyeHue OnucaHwue

pmtu Knwyesoe cs1080|YCTaHOBUTL BEPXHIOK rpaHuLy MSS,
paBHY0 MUHManbHOMY MTU Ha nyTn K
yAaNeHHOMY y31y.

mss Lenoe 4ucrio MSS BepxHAsA rpaHuua.
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Mpumep

UcTopusa nsmeHeHwnii

(config-if)> ip tcp adjust-mss pmtu
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

Bepcus OnucaHue

2.00 JobasneHa komaHAa interface ip tcp adjust-mss.

3.25.100 interface ipcp address

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOj,

Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

Mcnonb3oBaTb agpec yAaneHHOro y3sa.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.

Aa
Ja

Het

PPP

I(conﬂ94ﬂ> ipcp address

I(conﬁg—ﬁﬁ>noipcpaddress

(config-if)> ipcp address
using address from remote peer

(config-if)> no ipcp address
not using address from remote peer

Bepcus OnucaHve

3.09 JobasneHa komaHaa interface ipcp address.

3.25.101 interface ipcp default-route

OnuncaHwme

Mpedukc no

MeHsieT HacTpoWiKKn

Mcnonb3oBaTtb agpec yaaneHHoro y3/1a Kak W3 1Mo yMONYaHUIO.
KomaHga ¢ npedprKcom no 3anpeLlaet U3MeHeHWe LLJ03a N0 YMOAYaHUIo.
Ja

Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

Mpumep (config-if)> ipcp default-route
Using peer as a default gateway.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHgaa interface ipcp default-route.

3.25.102 interface ipcp dns-routes

OnucaHue Vicnonb3oBaTb MapLUpyTbl Noay4YeHHble no IPCP. Mo ymon4aHUto HacTporka
BK/tOUEHa.

KomaHga ¢ npedurkcom no yganseTt HaCTPOWKy.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

Mpumep (config-if)> ipcp dns-routes
DNS routes enabled

(config-if)> no ipcp dns-routes
DNS routes disabled

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.02 Job6asneHa komaHgaa interface ipcp dns-routes.

3.25.103 interface ipcp name-servers

OnucaHue Vcnonb3oBatk agpeca cepsepos DNS, nosydeHHble no IPCP. Mo ymonyaHuio
HaCTpoiKa BKIOYEHa.
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naBa 3 OnncaHme KoMaHp,

KomaHaa ¢ npedurkcom no 3anpeLlaeT NCrnob30BaTh ajpeca cepsepos DNS
nonyyeHHble no IPCP.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPP

CrnHoncuc I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

Mpumep (config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface ipcp name-servers.

3.25.104 interface ipcp vj

OnucaHwue BknrounTb coxatue 3aronoskos TCP/IP meTogom BaH Ako6coHa. Mo
YMOYaHMIO HAaCTPOIKa OTK/IOHeHa.

KomaHga ¢ npedmkcom no oTkAoUaeT oxaTue.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPP

CuHoncumc (config-if)>  ipcp vj [cid]

(config-if)> no ipcp vj

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
cid KroyeBoe Bkatounte okatne Connection ID B
CJ10BO 3aroJioBKax.
Mpumep (config-if)> ipcp vj cid

V] compression enabled.
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(config-if)> no ipcp vj
V] compression disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.03 Job6asneHa komaHgaa interface ipcp vj.

3.25.105 interface ipsec aggressive

OnucaHue BkntounTb arpeccrBHbIi pexxum IKEv1 ans coBMecTMMOoCTu C CepBepoM
FritzBox L2TP/IPsec.

KomaHaa ¢ npeprKCcom no OTKNHOYAET AaHHbIN PeXnM.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Secure

CuHoncumc I (config-ify>  ipsec aggressive

I (config-if)> no ipsec aggressive

Mpumep (config-if)> ipsec aggressive
Network: :Interface::Secure: IKEvl Aggressive Mode is enabled.

(config-if)> no ipsec aggressive
Network::Interface::Secure: IKEvl Aggressive Mode is disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

4.02 JobaeneHa komaHAa interface ipsec aggressive.

3.25.106 interface ipsec encryption-level

OonucaHue 3asaTb YpoBeHb LNPPOBaHUA ANs [Psec-COeNHEHWNS], aBTOMATNYeCKM
CBSI3aHHOTO C TYHHesleM. 3HaueHue Nno ymon4vaHuto — normal.

MoapobHoe onrcaHme Kaxaoro ypoBHS MPUBOAUTCSA B [1pUIoXeHN .

KomaHza c nped1Kcom no ycTaHaBNMBaeT ypoBeHb LMbPOBaHNS No
YMONIYaHUIO.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

Secure

(config-if)>

ipsec encrypt

ion-level <level;

(config-if)> no ipsec encryption-level

AprymeHT 3HauyeHue OnuncaHwue
level weak Cnabeblii ypoBeHb, BKIHOUeHbl anropmtMbl DES
n MD5.
normal CoBMeCTUMbI C 60BLLUMHCTBOM CUCTEM

ypoBeHb, npuoputeT oTaaetca AES128 n
SHA1.

normal-3des

CoBMeCTUMbII C 60NBLUMHCTBOM CUCTEM
ypoBeHb, npuoputeT otaaetcs 3DES 1 SHAT.

strong CaMmblil CUNIbHBIM YPOBEHb, 06513aTeIbHO
BK/IHOUEH PFS, npuopuTeT otaaetca AES256 n
SHA1.

weak-pfs To e camoe, 4To 1 weak, HO AN BTOPOIA
dasbl BkAoYeH PFS group 1 1 2.

normal-pfs |To>e camoe, 4to 1 normal, HO AN BTOPOM

dasbl BKAOYeH PFS group 2 1 5.

normal-3des-pfs

To e camoe, uto 1 normal-3des, HO And
BTOpOW ¢a3bl BKAOYEH PFS group 5 1 14.

high

Habop coBpeMeHHbIX anropuTMoB A/1s
BHeLLHWX nposarigepos VPN cepBucoB.

strong-aead

CaMblli CUNbHBIA YPOBEHb, MPUOPUTET
oTaaeTca AES256 n SHA1 c gobaBneHnem
anropntmoB AEAD.

strong-aead-pfs

CaMblii CUNbHBI YpOBeHb, 06a3aTeIbHO
BK/KOUeH PFS, nprnopuTteT oTgaetcsa AES256 m
SHA1 c pobaBneHnem anropntmoB AEAD.

(config-if)> ipsec encryption-level weak
Network::Interface::Secure: "Gre0": security level is set to »

"weak" .

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.

Bepcus OnucaHve
2.08 JobaeneHa koMmaHgaa interface ipsec encryption-level.
3.07 JobaBneHbl HOBbIe YpoBHU WndposaHusa — high,

strong-aead u strong-aead-pfs.
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3.25.107 interface ipsec force-encaps

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb noaaepxxky NpUHYyANTeNbHOW nHKancynaumm ESP 8 UDP ans
KANEHTCKMX TyHHener. Mo yMonyaHuto ata GyHKLMA OTKI0YEHa.

KomaHga ¢ npedrkcoM No 0TMeHSAeT HaCTPOIAKY.
Ja

Ja

Het

Secure

I (config-if)>  ipsec force-encaps

I (config-if)> no ipsec force-encaps

(config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.

(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
disabled.

Bepcus OnucaHve

2.12 Jo6aBneHa komaHaa interface ipsec force-encaps.

3.25.108 interface ipsec ignore

OnucaHwmne

MNpejukc no

MeHsieT HacTpoiKkmn

OTKNOUNTE 06paboTKy BXOAALLMX IKE-NakeToB CnyX6bbl IPsec Ha nHTepdeiice.

KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.
[Ja
Ja

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica

CviHoncmc

Mpumep

Secure

I (config-if)>  ipsec ignore

I (config-if)> no ipsec ignore

(config-if)> ipsec ignore
IpSec::Manager: Interface "Gre0" added to IPsec ignore list.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no ipsec ignore
IpSec::Manager: Interface "Gre0®" removed from IPsec ignore list.

Bepcus

OnucaHmne

2.10

Job6asneHa komaHgaa interface ipsec ignore.

3.25.109 interface ipsec ikev2

OnuncaHune

Mpe¢ukc no
MN3MeHNTb HacTpoiiku
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

Bkntoumntb npotokon IKEV2 ana IPsec-coeHeHVs, aBTOMaTnyeckm
CBSA3aHHOrO C TyHHeneMm. 1o ymonyaHutio ncnonbsyercs npotokon IKEv1.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja
Het

Secure

I (config-if)>  ipsec ikev2

I (config-if)> no ipsec ikev2

(config-if)> ipsec ikev2
Network::Interface: :Secure: IKEv2 is enabled.

(config-if)> no ipsec ikev2
Network: :Interface: :Secure: IKEv2 is disabled, enable IKEvl.

Bepcusa

OnucaHue

2.10

Jlo6aBneHa komaHga interface ipsec ikev2.

3.25.110 interface ipsec nail-up

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKmn

BrtounTbL aBTOMaTNYECKME N3MEHEHNS CEKPETHBIX KNoUein ANs TYHHenein
L2TP/IPsec, EoIP/IPsec, Gre/IPsec, IPIP/IPsec. [To ymonyaHuio napameTp

BK/THOYEH.

KomaHga c npedurkcom no oTkAoYaeT HaCTPOIKY.

Ja
Aa

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

Secure
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

(config-if)> ipsec nail-up
Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up
Network: :Interface::Secure: SA renegotiation disabled.

Bepcus OnucaHve

2.12 JobaeneHa komaHgaa interface ipsec nail-up.

3.25.111 interface ipsec name-servers

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

Vicnonb3oBaTh agpeca cepsepoB DNS, nonyyeHHble Yepes IKEv1 nnum IKEv2
IPsec-cepBep. 10 ymon4yaHuio pyHKLMA BKIHOYEHaA.

KomaHga ¢ npedunkcom no 3anpeLlaeT Ucnoab3oBaTtb agpeca DNS,
nonyyeHHble yepes IKEv1 nnn IKEv2 IPsec-cepBep.

Ja
Ja
Het

Secure

I (config-if)>  ipsec name-servers

I (config-if)> no ipsec name-servers

(config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are disabled.

Bepcus OnucaHue

3.06 Job6aeneHa komaHaa interface ipsec name-servers.

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA 21 1



naBa 3 OnncaHme KoMaHp,

3.25.112 interface ipsec preshared-key

OnuncaHwne

Mpedukc no
N3MeHNTb HacTpoiiku
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YctaHoBUTb KoY PSK ansa IPsec-coegHeHWs, aBTOMaTUYeCK CBA3aHHOIo
C TYHHesieM. Takxe BK/IoYaeT UCrnoib3oBaHue IPsec ANs 3TOro TyHHenNs.

KomaHga ¢ I'Ipeq)I/IKCOM no C6paCbIBaET 3Ha4yeHne Kak4a.

Ja
Ja
Het

Secure

(config-if)>

ipsec preshared-key ey

(config-if)> no ipsec preshared-key

AprymeHT

3HavyeHune

OnucaHue

key

Crpoka

3Ha4veHne cekpeTHoro PSK-ksntoua.
JlonyckaroTca naTuHckme 6ykebl, LM$PbI 1
3HaKM paBeHcTBa. JIHa KtoYa JOSKHa
COCTaBNATb OT 3 0 72 CMBOJIOB.

(config-if)> ipsec preshared-key 12345678
Network::Interface::Secure: "Gre0": preshared key was set.

(config-if)> no ipsec preshared-key
Network: :Interface::Secure: "Gre@": preshared key was reset.

Bepcus

OnucaHune

2.08

JlobaBneHa komaHAa interface ipsec preshared-key.

3.25.113 interface ipsec proposal lifetime

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

YcTaHOBUTb BpeMs XM3HU TpaHchopmauumm IPsec Phase1 Ha nHTepdelice.
Mo ymonuaHumio ncnonb3yetcs 3HadveHve 28800.

KomaHza ¢ npedurkcom no Bo3BpaLLaeT 3HaYeHMe Mo YMONYaAHUIO.

Aa
Ja

Het

Secure
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  ipsec proposal lifetime (lifetime>

(config-if)> no ipsec proposal lifetime

AprymeHT 3HauyeHue OnuncaHwue

lifetime lenoe umucno |Bpems Xun3Hm npeobpasoBaHusa IPsec B
cekyHAax. MoxeT NnpuHMMaTb 3Ha4YeHUA B
npeaenax ot 60 Ao 2147483647.

(config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network::Interface::Secure: IPsec IKE proposal lifetime reset »
to 28800 s.

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHaa interface ipsec proposal lifetime.

3.25.114 interface ipsec proposal local-id

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

3agaTb N0Ib30BaATENLCKUIA NOKANbHLIN naeHTUdMKaTop Ans IKE.
KomaHga ¢ npedurkcom no yaanset JaHHY0 HaCTPOWKY.

Ja

Aa

Het

Secure

(config-if)>  ipsec proposal local-id«local-id>

(config-if)> no ipsec proposal local-id

AprymeHT 3HauyeHue OnucaHwue

local-id CTpoka IP-agpec nnn goMmeHHoe NMs I0KanbHOro
X0ocCTa.

(config-if)> ipsec proposal local-id 192.168.8.4
Network: :Interface: :Secure: Set IKE local ID to "192.168.8.4".

(config-if)> no ipsec proposal local-id
Network::Interface::Secure: Reset IKE local ID.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.08 Jlo6aBneHa koMmaHza interface ipsec proposal local-id.

3.25.115 interface ipsec proposal remote-id

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

3agaTb N0Ib30BaTENLCKUIA YaaneHHbIn ngeHTudunkatop ans IKE.
KomaHga ¢ npedurkcom no yaanset JaHHY0 HaCTPOWKY.

Ja

Aa

Het

Secure

(config-if)>  ipsec proposal remote-id <remote-id>

(config-if)> no ipsec proposal remote-id

AprymeHT 3HauyeHue OnucaHwue

remote-id CTpoka IP-agpec nnn gomeHHoe nmsa yaaneHHoro
XocCTa.

(config-if)> ipsec proposal remote-id my.domain.com
Network: :Interface::Secure: Set IKE remote ID to "my.domain.com".

(config-if)> no ipsec proposal remote-id
Network: :Interface: :Secure: Reset IKE remote ID.

Bepcus OnucaHve
3.08 JobasneHa komaHgaa interface ipsec proposal
remote-id.

3.25.116 interface ipsec transform-set lifetime

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTtHbIiA BBOJ,

YCTaHOBUTb BpeMs XM3HU TpaHcpopmauumm IPsec Phase2 Ha nHTepdelice.
Mo ymonuaHuio ncnonb3yercs 3HayveHe 28800.

KomaHgaa ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja
Ja

Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Secure

(config-if)> ipsec transform-set lifetime «lifetime;

(config-if)> no ipsec transform-set lifetime

AprymeHT 3HauyeHue OnuncaHwue

lifetime Lenoe uncno |Bpems Xn3HU NnpeobpasoBaHuns IPsec B
cekyHzax. MoxeT npvHMMaTb 3HayYeHns B
npegenax oT 60 Ao 2147483647.

(config-if)> ipsec transform-set lifetime 2222222
Network::Interface: :Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.

Bepcus OnucaHue
2.11 JlobaBneHa komaHga interface ipsec transform-set
lifetime.

3.25.117 interface ipv6 address

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

HactpouTb IPv6-agpec Ha nHtepdeiice. Ecnm ykasaH aprymeHT auto, agpec

HacTpanBaeTcs aBToMaTU4ecku. BBog agpeca BpyUYHyHO AenaeT ero
CTaTUYECKUM.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.

Ja

Ja

Ja

(config-if)>  ipv6 address (<address> | <block> | auto)

(config-if)> no ipv6 address [ «address> | <block> | auto]

AprymeHT 3HauyeHue OnuncaHwue

address IPv6-appec |Appec ceTeBoro nHTepdeiica.

block IPv6-agpec |Appec ceTBOro MHTepdeinca c Mackom.

auto Kno4esoe BkntounTb AMHaMnyeckoe Ha3HaveHne
€080 ajpeca.
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naBa 3 OnncaHme KoMaHp,

Mpumep

(config-if)> ipv6 address 2a01:291:2:612:52ff:20ff:fe00:1e87
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
2a01:291:2:612:52ff:20ff:fe00:1e87.

(config-if)> ipv6 address 2001:db8::1
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
2001:db8::1.

(config-if)> ipv6 address fd08:a648:e303::3/64
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
fd08:a648:e303::3/64.

(config-if)> no ipv6 address 2a01:291:2:612:52ff:20ff:fe00:1e87
Network::Interface::Ip6: "GigabitEthernetl": removed static »
address 2a01:291:2:612:52ff:20ff:fe00:1e87.

(config-if)> no ipv6 address
Network: :Interface::Ip6: "GigabitEthernetl": cleared addresses.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface ipv6 address.
3.25.118 interface ipv6 dhcp client pd hint

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

HacTpouTb nogckasky genervpoaHus npedurikca DHCPv6-knmeHTa.
KomaHga ¢ npedunKcom no yaanset HacTPOnKy.

Ja

Aa

Het

Cunoncnc (config-if)>  ipv6 dhcp client pd hint prefix
(config-if)> no ipv6 dhcp client pd hint

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
prefix Mpegukc Heobxoanmbiii npedukc IPv6 nnm TonbKo ero

ANMHA, eCNn OH yKasaH Kak : :/length.

Mpumep (config-if)> ipv6 dhcp client pd hint fd08:a648:e303::/64
Ip6::Dhcp::Client: "GigabitEthernetl": set a prefix delegation »
hint to "fd08:a648:e303::/64".
(config-if)> ipv6 dhcp client pd hint ::/64
Ip6::Dhcp::Client: "GigabitEthernetl": set a prefix delegation »
hint to "::/64".
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-if)> no ipv6 dhcp client pd hint
Ip6::Dhcp::Client: "GigabitEthernetl": reset prefix delegation »
hint.

Bepcus OnucaHue

4.01 JobasneHa komaHga interface ipvé dhcp client pd hint.

3.25.119 interface ipvé6 id

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

3afatb cnocob popmmpoBaHms naeHtTudmnkatopa nHTepdeiica IPvé. Mo
YMOYaHUIO NCMONb3YeTCa 3HaUeHVe euibs

KomaHga c npedunkcom no ycTaHaBAMBaeT 3HaUEHME MO YMOAYAHUIO.
Ja

Ja

Het

(config-if)>  ipv6 id («suffixs | eui64 | random)

(config-if)> no ipv6 id

AprymeHT 3HauyeHue OnucaHwue

suffix Cydpukc Cratnueckunin cybduic.

euib4d Krouesoe VaeHTnounkatop ocHoBaH Ha MAC-aapece
c/0BO nHTepderica.

random Kmoyesoe dopmmpoBaHue ngeHTndrkaTopa
C/I0BO cnydaiHbIM 06pasom.

(config-if)> ipv6 id ::2
Network::Interface::Ip6: "Bridge0": interface ID is set to ::2.

(config-if)> ipv6 id eui64
Network::Interface::Ip6: "Bridge0": interface ID is set to euib4.

(config-if)> ipv6 id random
Network::Interface::Ip6: "Bridge0": interface ID is set to random.

(config-if)> no ipv6 id
Network::Interface::Ip6: "Bridge0": interface ID is reset to »
default value.

Bepcus OnucaHve

4.01 JobasneHa KomaHaa interface ipvé6 id.
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naBa 3 OnncaHme KoMaHp,

3.25.120 interface ipv6 name-servers

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Hactpoutb nony4veHmne nHbopmauum ot DNS. Ecam ykasaH aprymeHT auto,
BktovatoTcss DNS-3anpocsl DHCPv6.

KomaHgaa ¢ npedrKcoM no yaanset HaCTPOKY.
Ja

Ja

Het

(config-if)>  ipv6 name-servers (auto)

(config-if)> no ipv6 name-servers [auto]

AprymeHT 3HayeHue OnuncaHue

auto Knyesoe BknounTb aBToKOH$uUrypaumio DNS.
C/10B0

(config-if)> ipv6 name-servers auto
Name servers provided by the interface network are accepted.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface ipv6 name-servers.

3.25.121 interface ipv6 prefix

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

HactpouTb generaumto npedukca. Ecnm ykasaH apryMeHT auto , npedukc
3anpawmnsaeTcd Yepes DHCPv6-PD.

KomaHgaa ¢ npedurKcom no yaanset HaCTPOKY.
Aa

Ja

HeTt

(config-if)>  ipv6 prefix («prefix> | auto)

(config-if)> no ipv6 prefix [ «prefix> | auto]

AprymeHT 3HauyeHue OnucaHwue

auto Kro4yeBoe BkntounTh generauymio npeduikca.
/08B0
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

prefix lpepukc YkasaTtb npedpurkc BpyUHYHo.

Npumep (config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobasneHa komaHgaa interface ipv6 prefix.

3.25.122 interface ipvécp

OnucaHue Bkntountb nogaepxky IPv6CP Ha 3Tane ycTaHoBNeHNsA coegVHEHNS.

KomaHga ¢ npedurkcom no oTknro4aet IPv6CP.

Mpe¢ukc no

MeHsieT HacTpoViKKn

Ja
Ja

MHorokpaTtHbiia BBog Het

Tun untepdeiica

PPP

CuHoncnc I (config-if)>  ipvécp
I (config-if)> no ipv6cp
NMpumep (config-if)> ipv6cp
IPv6CP enabled.
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface ipvécp.

3.25.123 interface Icp acfc

OnucaHue BkntounTb cornacoBaHve napaMeTpoB OKaTUS nosiell KAHA/6HO20 YPOo8Hs
Address u Control. Mo yMONYaHMIO HAaCTPOIKa OTKAOHEHa.

KomaHga ¢ npedprKcOM no oTKAOYaeT AaHHYIO OMLMIO 1 BCE 3anpockl
YAANEeHHOM CTOPOHbI Ha cornacoBaHue ACFC OTK/IOHAROTCA.

Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het
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naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

PPP

(config-if)>

lcp acfc [cid]

(config-if)> no lcp acfc

AprymeHT 3HauyeHue OnuncaHwue
cid Kriw4yesoe Bkntountb oxkaTtue Connection ID B
CJ/10BO 3arojioBkax.

(config-if)> lcp acfc cid
ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled

Bepcus

OnucaHune

2.03

Jlob6aBneHa komaHga interface Icp acfc.

3.25.124 interface Icp echo

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKM
MHorokpaTtHbIiA BBOJ,

Tun nntepdeiica

CvHoncuc

AprymeHTbl

3agaTtb NpaBuia TeCTMpoBaHUA coeanHeHns PPP cpeacteamm LCP echo.

Mo ymonuaHuto interval paBeH 30, count paBeH 3.

KomaHgaa ¢ npedurkcom no oTkntovaet LCP echo.

Ja
Ja
Het

PPP

(config-if)>

lcp echo <intervals> «count> [adaptive]

(config-if)> no lcp echo

AprymeHT

3HavyeHue

OnucaHue

interval

Llenoe u4ucno

ViHTepBan Mexay oTnpaskamu LCP echo, B
cekyHAax. Ecnu B TeyeHune ykasaHHOro
VHTepBana BpemMeHu oT yAasieHHOMN CTOPOHb!
He 6bln nonydeH LCP 3anpoc, el byaet
OTNpPaB/ieH TakoW 3anpoc C OXUAaHMNEM
oTteeTa LCP reply.

count

Lenoe u4ucno

KonnuecTBo oTnpaBneHHbIX NoApPsAA 3anpocoB
LCP echo Ha KoTOpble He bbi1 Mony4yeH oTBeT
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

LCP reply. Ecnn count 3anpocos LCP echo
ocTanucb 6e3 oTBeTa, coeavHeHVe byaeT

pa3opBaHo.
adaptive Knwouyesoe Pppd 6yget otnpaensaTb 3anpoc LCP echo
C/10B0 TO/IbKO B TOM C/ly4ae, ecau OT yAaneHHoro

y3na HeT Tpaduka.

Mpumep (config-if)> lcp echo 20 2
Network: :Interface: :Ppp: "PPPoEO": LCP echo parameters updated.

(config-if)> no lcp echo
Network::Interface: :Ppp: "PPPoEO": LCP echo disabled.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa interface Icp echo.
2.06 JobasneH napameTp adaptive.

3.25.125 interface Icp pfc

OnucaHune BkntounTb cornacosaHme napameTpoB OKaTuA nosis Protocol 8 3020/108Kax
PPP. Tlo yMmOA4aHMIO HAaCTPOIKa OTKJIOHeHa.

KomaHga ¢ ﬂpe¢I/IKCOM Nno OTKNKYaeT JaHHYH ONUUI0 1 BCe 3anpocChl
yAaHEHHOVI CTOPOHbI Ha corsiacoBaHne PFC OTK/IOHAIOTCA.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica PPP

CuiHoncuc (config-if)>  Lcp pfc [cid]

(config-if)> no lcp pfc

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
cid Kmwyesoe Brknrountb coxkatne Connection ID B
CJ10BO 3aroJ/ioBKax.
Mpumep (config-if)> lcp pfc cid

PFC compression enabled

(config-if)> no lcp pfc cid
PFC compression disabled
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jo6aBneHa komaHga interface Icp pfc.

3.25.126 interface lldp disable

OnucaHwue OTKNOUNTL areHT LLDP Ha nHTepderlice. o ymonvaHmio GyHKLMSA BKIKOYEHA.
KomaHga ¢ npedpurkcom no BkaroyaeT LLDP areHT.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CnHoncuc I(config-if)> 1ldp disable
| (config-if)> no Lldp disable
Npumep (config-if)> 1ldp disable
Network: :DiscoveryManager: LLDP agent is disabled on interface »
"ISP".
(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".
VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue
2.1 Jlo6aBneHa komaHga interface lldp disable.

3.25.127 interface mac access-list address

OnucaHue Jo6asutb MAC-agpec B cnncok npasua ¢uabTpaumm nHTepderica. Tun
Cnucka AoCTyna ycTaHaBAnBaeTca kKoMaHgol interface mac access-list type.

KomaHga c npedumkcom no yaanset ykasaHHbIn MAC-agpec n3 ACL.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica Access Point

CuHoncuc I (config-if)> mac access-list address «address>

I (config-if)> no mac access-list address «address>
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

address MAC-apgpec MAC-aapec, KOTOpbIi HE06X0AVMO f,06aBUTL

B ACL.

(config-if)> mac access-list address 64:a2:f9:53:b2:12
Network: :Interface: :Ethernet: "WifiMaster0®/AccessPointl": added »
64:a2:f9:53:b2:12 to the ACL.

(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster®/AccessPointl": removed »
64:a2:f9:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster0/AccessPointl": ACL »
cleared.

Bepcus OnucaHue

2.00 Jo6aBneHa komaHaa interface mac access-list address.

3.25.128 interface mac access-list type

OnuncaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTb TUM CA1CKa Npasua uabTpauum nHtepderica. No ymonyaHumo
TUMN He onpejeneH (NPUCBOEHO 3HaYeHre none).

Het
Aa
Het

Access Point

(config-if)> mac access-list type <type

AprymeHT 3HauyeHue OnuncaHwue

type none Tun cnrcka npasun ¢unbTpaLmUn He
onpegeneH.
permit B cnucok 6yayT A06aBASITECS TONILKO

paspeweHHble MAC-agpeca.

deny B cnncok 6yayT A06aBAATLCA TONBLKO
3anpewteHHble MAC-agpeca.

(config-if)> mac access-list type permit
Network::Interface::Ethernet: "WifiMaster0/AccessPointl": ACL »
type changed to permit.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

Jlo6aBneHa komaHga interface mac access-list type.

3.25.129 interface mac address

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

HasHaunTe MAC-agpec Ha ykasaHHbIn ceTeBol nHTepdeiic. Agpec 3agaetcs
B LWeCTHaauaTepu4HoM ¢popmaTe 00:00:00:00:00:00. KomaHaa no3BonseT
YCTaHOBUTL 110601 agpec, HO NpegynpexjaeT nosib3oBaTens, eciv B HOBOM
ajpece yctaHoBNeH 6UT «multicast» nnn cépolueH 6uT «OUI enforceds.

KomaHga c npedukcom no Bo3BpaLLaeT nHTepdericy ncxoaHboin MAC-agpec.

MpeaynpexaeHve: M3ameHeHne MAC-agpeca Ha nHTepdeiice Wi-Fi 3anpeLieHo.

Ja
Ja
Het

MAC

(config-if)>

mac address mac>

(config-if)> no mac address

AprymeHT

3HavyeHue OnucaHue

mac

MAC-agpec HoBbiin MAC-agpec nHtepdeiica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

Bepcus

OnucaHue

2.00

JobaeneHa komaHaa interface mac address.

3.25.130 interface mac address factory

OnucaHwue

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHtepdeiica

HasHaunTb 3aBoackoin MAC-agpec Ha yKa3aHHbIN ceTeBO MHTepdeiic.

HeTt

Ja

HeT

MAC
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)>  mac address factory name>

AprymeHT 3HauyeHue OnucaHwue
name lan NHTepdelicy byaeTt npmnceoeH "LAN"
MAC-agpec.
wan NHTepdelicy 6yaeTt npmucsoeH "WAN"
MAC-agpec.

(config-if)> mac address factory lan
Core::System: :UConfig: done.

Bepcus OnucaHve

2.00 JobasneHa komaHaa interface mac address factory.

3.25.131 interface mac bssid

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

Yka3atb MAC-agpec ToUkM focTyna Ana nogkntoveHunsa K WISP.
KomaHga ¢ npedpurkcom no yaanset gaHHbln MAC-agpec.

Ja

Ja

Het

WifiStation

(config-if)> mac bssid «ssid

(config-if)> no mac bssid

AprymeHT 3HauyeHue OnuncaHwue

bssid MAC-agpec MAC-agpec Touku goctyrna WISP.

(config-if)> mac bssid 56:ff:20:00:1e:11
Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

Bepcus OnucaHue

2.13 JobaeneHa komaHga interface mac bssid.
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3.25.132 interface mac clone

OnucaHue MpucBonTtb nHTepdelicy MAC-agpec Bawero MMK.
Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica MAC, IP

CuHoncnc I (config-if)>  mac clone

Npumep (config-if)> mac clone
VICTOleﬂ U3MeHeHU Bepcmﬂ onvcaHue
2.00 JobaeneHa komaHga interface mac clone.

3.25.133 interface mobile Ite disable-band

OnucaHwue OTKAUNTL YKa3aHHbIN Anana3oH LTE.

KomaHga ¢ npedurkcom no BKAOYaeT AnanasoH. Eciv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO BCe AgnanasoHbl LTE 6yayT BKAOUEHbI.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
Tun nHTepdeiica Usb

CuHoncuc (config-if)> mobile lte disable-band <band>

(config-if)> no mobile 1te disable-band [ <band> ]

AprymeHTbl AprymeHT |3HayeHue |OnucaHue
band lYenoe uucno |LTE gnanasoH B npegenax ot 1 40 43
BKJIKOUNTENBHO.
NMpumep (config-if)> mobile 1te disable-band 22

UsbQmi::Interface: "UsbQmi®": LTE band 22 disabled.

(config-if)> no mobile lte disable-band 22
UsbQmi::Interface: "UsbQmi®": LTE band 22 enabled.
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WcTopusa nsmeHeHum

(config-if)> no mobile 1lte disable-band
UsbQmi::Interface: "UsbQmi@": all LTE bands are enabled.

Bepcus OnucaHue

3.04 Jo6aBneHa komaHaa interface mobile Ite disable-band.

3.25.134 interface mobile Ite lock

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHwnii

HacTponTb npmBasky k 6a30BOM CTaHLMKM C MOMOLLbI0 NapameTpoB EARFCN
(ABCONOTHBIN HOMEp paamMoYacToTHOro kaHana E-UTRA) n PCI
(MaeHTndUKaTop dr3NUecKom auekn).

KomaHga c npedunkcom no yganseT NpuBasky.
Ja

Ja

Hert

Usb

(config-if)> mobile lte lock earfcn «earfcn-values [pcipci-value ]

(config-if)> no mobile 1te lock

AprymeHT 3HauyeHue OnuncaHwue

earfcn-value|lenoe uncio |Homep kaHana, 0603HauvaoLLNA HECYLLYHO
YacToTy, Ha KOTOPOI paboTaeT coTa B CeTU
LTE. MoxeT nprHUMaTh 3Ha4YeHus B
npegenax ot 1 Ao 68585 BKAOUUTENLHO.

pci-value Uenoe uncno |VpeHTndurkatop dpmsmnmyeckom cotbl. MoxeT
NPUHUMaTb 3Ha4YeHVs B Npejenax ot 0 4o

503 BKNHOUUTENBHO.

(config-if)> mobile 1lte lock earfcn 123 pci 456
Mobile::Interface: LTE cell lock is set.

(config-if)> no mobile lte lock
Mobile::Interface: "UsbLte0": all LTE cells are unlocked.

Bepcus OnucaHue

3.09 JobaeneHa komaHga interface mobile Ite lock.
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3.25.135 interface mobile name-servers

OnucaHue Ncnonb3oBath agpeca cepeepoB DNS, nonyyeHHble OT MOBUALHOIO
onepaTopa. Mo yMonyaHno GyHKLNS BKIOUEHA.

KomaHga ¢ npedurkcom no 3anpeLlaeTt UCcnonib3oBaTh agpeca DNS,
noJly4yeHHble 0T MOBUJIbHOro onepaTopa.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Usb

CuHoncuc I (config-if)> mobile name-servers

I (config-if)> no mobile name-servers

Mpumep (config-if)> mobile name-servers
UsbQmi::Interface: "UsbQmi®": automatic name servers via QMI are »
enabled.

(config-if)> no mobile name-servers
UsbQmi::Interface: "UsbQmiO": automatic name servers via QMI are »

disabled.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.06 JlobaBneHa komaHaa interface mobile name-servers.

3.25.136 interface mobile operator

OnucaHwue 3agaTb naeHtnoukartop cetu ana PLVN.
KomaHgza ¢ npedpurKcom no yaanset HaCTPOKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica Usb

Cunoncuc I (config-if)> mobile operator PLMN>

I (config-if)> no mobile operator
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

PLMN

CTpoka

VaeHTndunkatop onepartopa.

(config-if)>

mobile operator 25011
UsbQmi::Interface: Operator PLMN is set to "25011".

(config-if)> no mobile operator
UsbQmi::Interface: Operator PLMN cleared.

Bepcusa

OnucaHue

3.04

Jlo6aBneHa komaHga interface mobile operator.

3.25.137 interface mobile pdp

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

Bbi6paTk Bepcuto npoTokona IP ans USB-mogema. IPv6 MOXHO BbI6paTh
TOJ/IbKO €CNW YCTaHOB/EH COOTBETCTBYIOLLNI CUCTEMHbIA KOMMNOHEHT. 10

YMOJIYaHUIO NCMNOJIb3YeTCHa 3HaueHue ipv4.

KomaHga ¢ npedrikcoM no BO3BPALLAET 3HaYEHME MO YMONYAHNIO.

Ja
Aa
HeTt

Usb

(config-if)>

mobile pdp (ipv4 | ipv6 | ipv4v6)

(config-if)> no mobile pdp

AprymeHT 3HauyeHue OnucaHue

ipv4 CTpoka Tonbko IPv4.

ipv6 CTpoka Tonbko IPv6.

ipv4ve CTpoka ABoiHown ctek IPv4 n IPve.

(config-if)> mobile pdp ipv4

UsbQmi::Interface: Packet data protocol is set to "ipv4".

(config-if)> mobile pdp ipv4v6

UsbQmi::Interface: Packet data protocol is set to "ipv4ve".

(config-if)> no mobile pdp

Mobile: :Interface:

default.

"UsbLte0":
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

3.04

Jo6aBneHa komaHga interface mobile pdp.

3.08

JlobaBneHbl aprymeHT ipv6 n npepumkc NO.

3.25.138 interface mobile roaming

OonucaHune BKAHOUNTE MOBUBHBIA POYMUHT.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Usb

CuvHoncmc

I (config-if)>  mobile roaming

I (config-if)> no mobile roaming

Mpumep (config-if)> mobile roaming
UsbQmi::Interface: "UsbQmi®@": roaming is enabled.

(config-if)>

no mobile roaming

UsbQmi::Interface: "UsbQmi®": roaming is disabled.

WcTopuns nsmeHeHwnit |Bepcus

OnucaHmne

3.03

Job6asneHa komaHga interface mobile roaming.

3.25.139 interface mobile scan

OnucaHue 3anycTuTb CKaHNWpOBaHMe MObUNLHOM ceTu. MNpoLecc ckaHMPoBaHMSA
3aHnMaet 20-50 cekyHa.

KomaHza c npedurKcom no npepbiBaeT CKaHNPOBaHWe.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Usb

CuvHoncuc

I (config-if)> mobile scan
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Mpumep

WcTopus nsmeHeHum

I(conﬂg-ﬁﬁ>nomobi1escan

(config-if)> mobile scan

UsbQmi::Interface: Network scanning started.

(config-

if)> no mobile scan
UsbQmi::Interface: Network scanning stopped.

Bepcus

OnucaHune

3.05

Job6aBneHa komaHaa interface mobile scan.

3.25.140 interface mobile umts disable-band

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

OTKNHOUNTb YKa3aHHbIN grnanaszoH UMTS.

KomaHza c npedurKcom no BkIHOYAeT AManasoH. ECv BbINOAHUTL KOMaHAy
6e3 aprymMeHTa, To Bce AgnanasoHbl UMTS 6yayT BK/IOUEHbI.

Ja
Ja
Ja
Usb

(config-if)>

mobile umts disable-band <band>

(config-if)> no mobile umts disable-band [ <band> ]

AprymeHT 3HauyeHue

OnucaHue

band

Llenoe u4ucno

AnanasoH UMTS. MoxeT npnHnmatb
3HaveHua 1, 2, 3,4,5,6,7,8,9, 11, 26.

(config-if)> mobile umts disable-band 6
Interface: "UsbQmi@": WCDMA band 6 disabled.

UsbQmi::

(config-if)> no mobile lte disable-band 6
Interface: "UsbQmi@": WCDMA band 6 enabled.

UsbQmi::

(config-
UsbQmi: :

if)> no mobile 1lte disable-band
Interface: "UsbQmi0®": all WCDMA bands are enabled.

Bepcus

OnucaHune

3.05

JobaBneHa komaHaa interface mobile umts
disable-band.
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3.25.141 interface openconnect accept-addresses

OnucaHue Bkntoumntb nonyyeHve agpeca ot cepsepa OpenConnect.
KomaHga ¢ npednkcom no oTkAoYaeT 3Ty GYHKLMIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica OpenConnect

CuHoncuc I (config-if)> openconnect accept-addresses

I (config-if)> no openconnect accept-addresses

Mpumep (config-if)> openconnect accept-addresses
OpenConnect: :Interface: "OpenConnect0": enabled addresses accept.

(config-if)> no openconnect accept-addresses
OpenConnect: :Interface: "OpenConnect0": disabled addresses accept.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
4.02 Jlo6aBneHa komaHga interface openconnect
accept-addresses.

3.25.142 interface openconnect accept-routes

OnucaHwue BkntounTb NofyyeHne MapLLpYTOB OT YAaJeHHOM CTOPOHbI Yepes3
OpenConnect.

KomaHga ¢ npedurkcom no oTkArYaeT 3Ty QYHKLMIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica OpenConnect

CuHoncuc I (config-if)> openconnect accept-routes

I (config-if)> no openconnect accept-routes

Mpumep (config-if)> openconnect accept-routes
OpenConnect::Interface: "OpenConnect0": enabled routes accept.
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(config-if)> no openconnect accept-routes
OpenConnect::Interface: "OpenConnect0": disabled routes accept.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
4.03 JobasneHa KomaHaa interface openconnect
accept-routes.

3.25.143 interface openconnect authgroup

OnucaHue HacTtpouTtb napameTp rpynnsl asTopusaumm ana OpenConnect.
MpumeyaHue: KomaHaa peannsyet coegmHeHwue ¢ Cisco ASA.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica OpenConnect

CuHoncuc (config-if)>  openconnect authgroup «authgroup;

(config-if)> no openconnect authgroup

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
authgroup CTpoka Ha3BaHwe rpynnol.

Mpumep (config-if)> openconnect authgroup MYEXAMPLE
OpenConnect::Interface: "OpenConnect0": set auth group »
"MYEXAMPLE" .

(config-if)> no openconnect authgroup
OpenConnect::Interface: "OpenConnect0": removed auth group.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.02 JobaBneHa komaHza interface openconnect authgroup.

3.25.144 interface openconnect dtls

OnucaHue Hactpoutk pexxum DTLS ana OpenConnect. 1o yMONYaHUIO PEXM BKIOYEH.

MpumeyaHue:  OpenConnect oTAAET npegnoyTeHve PPP-over-DTLS. OH
nepeknumnTCca Ha PPP-over-TLS, ecnin PPP-over-DTLS He
paboTaeT UK OTKJIIOYEH.
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KomaHgaa c npedrKkcom No oTKAKYaeT JaHHbIA PeXUM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica OpenConnect

CuHoncuc I (config-if)>  openconnect dtls

I (config-if)> no openconnect dtls

Mpumep (config-if)> openconnect dtls
OpenConnect::Interface: "OpenConnect0": enabled DTLS mode.

(config-if)> no openconnect dtls
OpenConnect::Interface: "OpenConnect0": disabled DTLS mode.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

4.03 Job6asneHa komaHaa interface openconnect dtls.

3.25.145 interface openconnect protocol fortinet

OnucaHwue BkirounTb nogaep Ky npoTokona Fortinet'® ana OpenConnect.
KomaHga ¢ npedunkcom no yganseTt HacTPOKy.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica OpenConnect

Cunoncnc I (config-if)>  openconnect protocol fortinet

I (config-if)> no openconnect protocol

MNpumep (config-if)> openconnect protocol fortinet
OpenConnect::Interface: "OpenConnect0": set protocol "fortinet".

(config-if)> no openconnect protocol
OpenConnect::Interface: "OpenConnect0": removed protocol.

4 https://www.infradead.org/openconnect/fortinet.html

234 CnpaBoyHUK koMaHa — Runner 4G (KN-2212)


https://www.infradead.org/openconnect/fortinet.html
https://www.infradead.org/openconnect/fortinet.html

naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie
4.03 Jo6aBneHa komaHga interface openconnect protocol
fortinet.

3.25.146 interface openvpn accept-routes

OnuncaHmne BkAounTb NonyyeHme MapLUpyTOB OT yaneHHoM CTopoHbl Yepe3 OpenVPN.
KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica OpenVPN

CuHoncuc I (config-if)>  openvpn accept-routes

I (config-if)> no openvpn accept-routes

Mpumep (config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface::0OpenVpn: "OpenVPNQ@": disable automatic routes »
accept via tunnel.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 JobaBneHa komaHga interface openvpn accept-routes.

3.25.147 interface openvpn connect

OnucaHwue Yka3aTtb nHTepderic gnsa coegnHeHuns OpenVPN. Ecav aprymeHT He 3ajaH,
coefIIHEeHVe yCTaHaBAMBaEeTCs Yepes Nboli nHTepoelic.

MNpejukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica OpenVPN

Cunoncuc I (config-if)>  openvpn connect [viaias]

I (config-if)>  openvpn connect
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AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

via UHTepgenc MNonHoe nma nHTepderica Nam NCeBLOHUM.

Mpumep

(config-if)> openvpn connect via ISP
Network: :Interface: :0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »
interface.

WcTopus nsmeHeHwnii

Bepcus OnucaHve

2.10 Jlo6aBneHa komaHga interface openvpn connect.

3.25.148 interface openvpn name-servers

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Mcnonb3oBaTtk agpeca cepsepoB DNS, nosyyeHHble oT cepeepa OpenVPN.
Mo ymonuaHuio GpyHKLUMSA BKAOUEHA.

KomaHga ¢ npedurKcom no 3anpeLlaet Ucnosb3oBaTth agpeca DNS,
nony4yeHHble ot cepsepa OpenVPN.

Ja
Aa
HeTt

OpenVPN

I(conﬂg4ﬂ> openvpn name-servers

I(conﬂg-ﬁﬁ>noopenvpnname-servers

(config-if)> openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are enabled.

(config-if)> no openvpn name-servers
Network: :Interface: :0OpenVpn: "OpenVPNO": automatic name servers »
via tunnel are disabled.

Bepcus OnucaHue

3.06 JobaBneHa koMaHga interface openvpn name-servers.
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3.25.149 interface peer

OnucaHune Ha3HaunTb ngeHTndmKaTop yaaneHHoro ysna K KoTopomy byget
OCYLLeCTBAATLCA NoAKN0UeHVe PPP. bonee TOUHbI CMbIC/T HACTPOMKM 3aBUCUT
oT TMna nHtepodeica. Hanpumep, ans PPPoE komaHaa interface peer 3agaet
MMSA KOHLIeHTpaTopa AgocTyna, ana PPTP — nmsa yaaneHHOro Xxocta Wamn ero
IP-agpec, a ana SSTP — 3agaeT yaaneHHbI cepeep C NOPTOM 443 nnm nobsim

APYrim.

KomaHga ¢ npednkcom no oTMeHsAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica PPP

CuHoncuc (config-if)>  peer peenr

(config-if)> no peer

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

peer Ctpoka NaeHTUdnKaTOp yAaNneHHOM TOUKN
NOAKAYEHNSA NNV agpec yAaneHHoro
cepBepa host.example.net:port. o
yMoO/14aHWio, HoOMep nopTa 443.

Mpumep (config-if)> peer 111

(config-if)> peer host.example.net:5555

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.00 JlobaBneHa komaHga interface peer.
212 JlobaBneHa BO3MOXHOCTb U3MEHSTb NOPT yAaleHHOro
cepsepa.

3.25.150 interface peer-isolation

OnucaHue BintoumnTb nsonaumo 6ecnpoBoAHbIX KANEHTOB B JOMAaLUHEM CerMeHTe.
HacTpoiika npnmeHsieTca Ha nHTepderice Bridge  pacnpocTpaHsaeTcs Ha
BCe BK/II0UeHHble B Hero Touku goctyna. Kpome Toro, 61o0kmpyeTtcsa nepegava
Tpaduka oT 6eCnpoBOAHbIX KNMEHTOB BHYTpY L2-ceTu.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Mpe¢ukc no [Ja
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MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja

HeTt

Bridge

I(conﬂgJﬂ> peer-isolation

I(conﬁg-ﬁﬁ>nopeer-isolation

(config-if)> peer-isolation
Network: :Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation disabled.

Bepcus OnucaHve

2.10 JobasneHa komaHaa interface peer-isolation.

3.25.151 interface ping-check profile

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

HasHaunTb nHTepdeincy npodune Ping Check.
KomaHga c npedrkcom no oTMeHseT HaCTPOIKY.
Ja

Ja

Het

(config-if)>  ping-check profile profile

(config-if)> no ping-check profile

AprymeHT 3HauyeHue OnuncaHwue

profile Crpoka Ha3sBaHne Ha3zHa4yaemoro npoduns.

(config-if)> ping-check profile test
PingCheck::Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

Bepcus OnucaHve
2.04 JobaeneHa komaHga interface ping-check profile.
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3.25.152 interface ping-check restart

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

BkntounTb nepesarpysky nHTepderica npu cpabaTtbiBaHUKM Ping Check (ans
interface HegocTtyneH NHTepHeT). o ymMon4aHmnio GyHKLMS OTKAKOYEHa.

KomaHzaa c npedurKkcom no oTk/IoYaeT GyHKLMIO.
Ja

Ja

Het

(config-if)>  ping-check restart [<interface]

(config-if)> no ping-check restart

AprymeHT 3HayeHue OnuncaHue

interface UHnTeppeic MonHoe nmsa nnan nceBgoHNM UHTepderica,
KOTOpbI 6yAeT nepesanyckaTbcs nNpu
cpabaTbiBaHUWM Ping Check Ha cBA3aHHOM
nHTepderice. ECNM 3TOT apryMeHT He yKasaH,
nepesanyckaTbcsa byaeT nHTepodeiic,
CBA3aHHbIN ¢ Nnpodunem Ping Check.

(config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoE®" interface restart.

(config-if)> ping-check restart ISP
PingCheck::Client: Enabled "ISP" interface restart for "PPPoEO".

(config-if)> no ping-check restart
PingCheck: :Client: Remove restart settings for "PPPoEQ".

Bepcus OnucaHue

3.04 JobasneHa komaHaa interface ping-check restart.

3.25.153 interface pmf

OnucaHune

BkntounTb GyHKUMOHaNLHOCTL PMF.

MpumevaHue:  Mpu wmnposaHum WPA2 nnn WPA2+WPA3, komaHgoh pmf
Bknrouaetca PMF Capable (MFPC) ana knneHToB
NOAK/IIOYEHHbIX K TOUKe JOCTyna.

DTO 3HAUUT, YTO eCN KINEHT noagepxusaeT PMF, TO OH
CMOXeT NOAKAKUNTLCA C PMF, eCn HeT, TorAa NoAKNUMNTCS
6e3 PMF.
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Mpw BbIbOpe WnppoBaHusa WPA3, PMF ctaHOBUTCS
06513aTeNIbHbIM.

KomaHga ¢ npedrkcom no oTKAUaeT HaCcTPOKY.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica WiFi

CunHoncmc (config-if)>  pmf [force]

(config-if)> no pmf

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
force Krwyesoe BkarounTb NpUHyAnTENbHO yHKLM0 PMF
C/10B0O Ans wudposaHma WPA2.
Mpumep (config-if)> pmf

Network: :Interface: :Rtx::WifiStation: "WifiMasterQ/WifiStation0": »
PMF enabled.

(config-if)> pmf force
Network::Interface: :Mtk::WifiStation: "WifiMaster@/WifiStation0": »
PMF forced.

(config-if)> no pmf
Network::Interface: :Rtx::WifiStation: "WifiMaster@/WifiStation0": »
PMF disabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.09 JobasneHa komaHga interface pmf.
4.01 Job6aBneHo kno4yeBoe cnoBo force.

3.25.154 interface pmksa-lifetime

OnucaHwue M3meHnTb Bpems Xn3Hu k3wwa PMK. 1o yMon4aHuIo ycTaHOB/IEHO 3HaUeHme
1440.
MNpejukc no Het

MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica WiFiMaster
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-if)>  pmksa-lifetime pmksa- lifetimes

AprymeHT 3HauyeHue lOnncaHue
pmksa-lifetime |[esnoe Bpems XU3HW, B MUHYTax.
uncso

(config-if)> interface WifiMasterl pmksa-lifetime 43200
Network: :Interface::Mtk::WifiMaster: "WifiMasterl": PMKSA cache »
lifetime updated.

Bepcus OnucaHue

4.01 JobaBneHa komaHaa interface pmksa-lifetime.

3.25.155 interface power

OnucaHune

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb MOLLHOCTb NMepejaTyurka AN pagmo-nHrepdeincos.
MakcManbHast MOLLIHOCTb NnepesaTyrika orpaHmMYeHa ero annapaTHbIMU
BO3MOXHOCTAMU U FOCYAapCTBEHHBLIMM 3aKOHaMM O pagnocBsa3n. laHHas
KOMaHZAa NO3BOASET NNLLb YMEHbLUNTb MOLLIHOCTb MNepeAatoLLEero yCTponcTea
OTHOCUTE/IbHO ero MakCMManbHOM MOLLHOCTH, C Lie/ibl0 BO3MOXHOI0O
CHDKEHUSI MOMEX ANS APYTUX YCTPOMCTB B 3TOM Anana3oHe. [1o ymoivaHuio
HaCTpOMKa MOLLHOCTW yCTaHOBAeHa B 100.

Het
Ja
HeT

Radio

(config-if)>  power <power

AprymeHT 3HauyeHue OnucaHwue

power Lenoe uyncno |MoLHOCTL NepeAaTumka B NPOLLEHTax OT

MakcuManbHoW MolHocTy (0T 1 ao 100).

(config-if)> power 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": TX power »
level set.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface power.
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3.25.156 interface pppoe service

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YkazaTtb cny6y PPPoE. Ecan cnyx6a He onpeaeneHa, To PPPoE-knneHT byaet
NOAKJIIOYEH K MPON3BOJIbHON cnyx6e

Aa
Ja
Het

PPPOE

(config-if)>

pppoe service

(config-if)> no pppoe service

<services

AprymeHT

3HayeHue

OnuncaHue

service

Ctpoka

HasBaHue cnyx6bl PPPOE.

(config-if)> pppoe service TEST

Network: :Interface: :Pppoe:

"PPPoEQ@": service set.

(config-if)> no pppoe service

Network: :Interface: :Pppoe:

"PPPoEQ@": service removed.

Bepcusa

OnucaHune

2.05

Jlo6aBneHa koMmaHga interface pppoe service.

3.25.157 interface pppoe session auto-cleanup

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

BkntounTb otnpaeky PADT nakeTta Ans He3aBepLueHHow ceccum PPPOE. Mo
YMONYAHUIO QYHKLMSA BKIHOYEHaA.

KomaHga ¢ npedurkcom no oTkarodaeT otnpasky PADT nakeTa.

Ja
Aa
HeTt

PPPOE

I(conﬁgJﬂ> pppoe session auto-cleanup

I(conﬁg-ﬁﬁ>nopppoesession auto-cleanup
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Mpumep (config-if)> pppoe session auto-cleanup
Network: :Interface: :Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network: :Interface: :Ppp: "PPPoOEQ@": disabled session auto cleanup.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie
3.03 Jlo6aBneHa komaHga interface pppoe session
auto-cleanup.

3.25.158 interface preamble-short

OnuncaHmne Ncnonb3oBaTb KOPOTKYHO npeambysy.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Radio

CuHoncuc I (config-if)>  preamble-short

I (config-if)> no preamble-short

Mpumep (config-if)> preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface preamble-short.

3.25.159 interface proxy connect

OnucaHmne 3anycTuTb NpoLecc NOAKIYEHNS K MPOKCU-cepepy. Mo ymonuaHuto
noAKIt0YeHNe ycTaHaBANBaeTCs Yepes 1160 MHTepdelic.

KomaHaa ¢ npe¢purKcom no ycTaHaBNMBaEeT 3HaYeHMe M0 YMOTYAHNIO.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Proxy

(config-if)>

proxy connect [ via «vias ]

(config-if)> no proxy connect

3HavyeHue

OnucaHue

AprymeHT

Vlia

UHTEppelc

NHTepdeiic, yepes KOTOPbIN OCyLLeCTBASEeTCS
[OCTYN K yAaNeHHOMY y31y.

(config-if)> proxy connect via WifiMasterl/WifiStation0

Proxy::Interface:
WifiMasterl/WifiStation®.

"Proxy0": set connection via »

(config-if)> no proxy connect

Proxy::Interface:

"Proxy0": set connection via any interface.

Bepcus

OnucaHune

3.09

JobaBneHa komaHAa interface proxy connect.

3.25.160 interface proxy protocol

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

3afaTb MPOTOKON coefMHeHVS. [10 yMONYaHUIo A1 NPOKCU-cepBepa
1CNoNb3yeTcs NPoTokos http n nogkntoueHve TCP.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HaYeHMe Mo YMONYAHUIO.

Aa
Ja
HeTt

Proxy

(config-if)>

proxy protocol <protocol»

(config-if)> no proxy protocol

AprymeHT 3HayeHue OnuncaHwue
protocol socks5 Vicnonb3oBaTb NpoTokon SOCKSS.
http Vicnonb3oBaTb npoTtokon HTTP uau HTTPS.

(config-if)> proxy protocol socks5

Proxy::Interface:

"Proxy0": set proxy protocol to socks5.
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(config-if)> no proxy protocol
Proxy::Interface: "Proxy0": reset proxy protocol.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.09 JobasneHa komaHgaa interface proxy protocol.

3.25.161 interface proxy socks5-udp

OnucaHue Brarountb pexxum UDP ansa npoTokosa SOCKS5. o ymonyaHuto pexxum UDP
BbIK/IHOYEH.

KomaHga ¢ npedrnKcom no OTKNOUAET JaHHbIN PexXnMm.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Proxy

CrnHoncuc I (config-if)>  proxy socks5-udp

I (config-if)> no proxy socks5-udp

Mpumep (config-if)> proxy socks5-udp
Proxy::Interface: "Proxy0": enable SOCKS5 UDP mode.

(config-if)> no proxy socks5-udp
Proxy::Interface: "Proxy0": disable SOCKS5 UDP mode.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

4.1 Jlo6aBneHa komaHga interface proxy socks5-udp.

3.25.162 interface proxy upstream

OnucaHue 3afaTb NPoOKCU-cepeep 418 NOAKNOYEHUS.
KomaHza ¢ npedpurKcom no yaanseTt AaHHYH HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Proxy
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-if)>

proxy upstream <host; [«port;]

(config-if)> no proxy upstream

AprymeHT 3HauyeHue OnuncaHwue

host CTpoka IP-agpec nnn gomeHHoe nms
npoKcu-cepeepa.

port UYenoe uucro |MNopT cepsepa.

(config-if)> proxy upstream 161.8.174.48 1080

Proxy::Interface:

161.8.174.48:1080.

"Proxy0": set proxy upstream to »

(config-if)> no proxy upstream
Proxy::Interface: "Proxy0'

': cleared proxy upstream.

Bepcus

OnucaHune

3.09

JobaBneHa komaHAa interface proxy upstream.

3.25.163 interface reconnect-delay

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncumc

AprymeHTsl

Mpumep

YCTaHOBUTb Mepunoz BpeMeHM Mexay NonbiTkaMu nepenogkatodeHus. Mo
YMOTYaHMIO NCMO/Ib3YeTCst 3HaYeHme 3.

KomaHza ¢ nped1kcom no Bo3BpaLLaeT 3HaYeHMe No YMONYaHUIO.

Ja
Ja
Het

PPP

(config-if)>

reconnect-delay «sec;

(config-if)> no reconnect-delay

AprymeHTt

3HayeHue

OnuncaHue

sec

Lenoe uucno

Mepvioa BpemeHW B cekyHAax. MoxeT
NPVHVMAaTbL 3Ha4YeHns B npegenax ot 3 40
600.

(config-if)> reconnect-delay 3
Network: :Interface::Ppp: '

seconds.

'PPTP1": reconnect delay set to 3 »
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(config-if)> no reconnect-delay
Network::Interface::Ppp: "PPTPO": reconnect delay reset to »

default.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.1 Job6asneHa komaHaa interface reconnect-delay.

3.25.164 interface rekey-interval

OnucaHwue YKasaTtb nepvoj BpeMeHy MexJzy asToMatnyecknmMmm n3mMmeHeHnsamMm
CeKpeTHbIX K/toYen Ansa A4oCTyrna K ceTeBbIM YCTPONCTBaM. 1o ymondaHumo
1ncnonb3yeTca 3HaueHre 86400.

KomaHga ¢ npednkKcom no oTKAYaeT U3MeHeHMe KYel.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica WiFi

CuHoncuc (config-if)>  rekey-interval <interval

(config-if)> no rekey-interval

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interval Lenoe 4ucno |3HayeHue B CeKyHAaxX NHTepBana CMeHbI
KNtoYa.
NMpumep (config-if)> rekey-interval 3000

Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.

(config-if)> no rekey-interval
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": rekey »
interval disabled.

UcTopunsa nsmeHeHun Bepcus onucaHue
2.06 JobasneHa komaHaa interface rekey-interval.
2.15 Jo6asneHo 3HauveHme no ymonvaHumto 3600 cekyHA,
3.04 3HayeHVie No YMONYaHNIO n3MeHeHo Ha 86400 cekyHA,.

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA 247



naBa 3 OnncaHme KoMaHp,

3.25.165 interface rename

OnuncaHwne

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

Ha3HaunTb NPOM3BO/IbHOE UMS CeTEBOMY UHTepdelicy. K HTepdeiicy MOXHO
o6palllaTbcsi N0 HOBOMY MMeHM Kak no ID.

KomaHgaa ¢ npedrKcoM no yaanset HacTPOKY.

MpegynpexaeHre; He nepevimeHoBbIBanTe MHTepdeic Home. 3TO MOXeT
NPUBECTU K HENPeACKa3yeMbIM CUCTEMHbLIM OLLMOKaM.

Aa

Ja

Het

(config-if)>  rename <rename>

(config-if)> no rename

AprymeHT 3HauyeHue OnucaHwue

rename CTpoka HoBoe nmsa nHtepdeiica.

(config-if)> rename PPPoEl
Network: :Interface: :Base: "PPPoEQO": renamed to "PPPoEl".

(config-if)> no rename
Network::Interface::Base: "PPPoEO": name cleared.

Bepcus OnucaHue

2.08 JobaBneHa komaHAa interface rename.

3.25.166 interface rf e2p set

OnuncaHune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

N3mMeHWTb 3HaueHe SUeinkn NamMATV KanMbpoBOYHbIX AaHHbIX, HAXOAsLLIenCs
no cMmeLleHuto of fset Ha 3HaueHue value ANa ykazaHHOro nHTepderica.

Het
HeT
Het

Radio

I (config-if) rf e2p set«offset>walue
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AprymeHTbl

Mpumep

UcTopuns nameHeHui

3.25.167 interface role

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTsl

Mpumep

AprymeHT

3HavyeHue

OnucaHue

offset

hex

CmeleHme guenkn namat. Moxet
NMPUHXMaTL 3HaYeHnA B Npegenax ot 1E0 Ao
1FE.

value

hex

HoBoe 3HaueHwe ana 3anncuy B S4eriky
namMaTtu. MoxeTt NprUHYMaTb 3Ha4YeHUs B
npeaenax ot 0 go FFFF.

(config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

Bepcusa

OnucaHune

2.04

Jlo6aBneHa komaHga interface rf e2p set.

HasHaunTb ponb nHTepdeincy. OgHomMy nHTepdelicy MOXeT 6bITb Ha3HaYeHO
HecKo/ibko posnieil. KoMaHAa NCnob3yeTcs 415 NpaBuibHOro oTobpaxeHus
cBsizeii VLAN B Beb-uHTepodeiice.

KomaHga ¢ npedpurkcom no yaanseT posb. ECnv BbINOAHUTE KOMaHZy 6e3
aprymMeHTa, T0 BeCb CNCOK posiei nHTepderica byaet oUnLLeH.

Ja

Het

Ja

(config-if)>

role «roles [ for «<ifors ]

(config-if)> no role[ role]

AprymeHT 3HauyeHue OnuncaHwue
role inet WNHTepdeic ncnonbsyetcs A8 NOAKII0YEHNS
K IHTepHeTy.
iptv NHTepdelic ncnonbayetca ansa cny6bl IPTV.
voip NHTepdelic ncnonb3yetcsa ans cnyxosl VoIP.
misc NHTepdeiic ncnonbsyetca ans IP Policy.
ifor UHTeppeic MonHoe nmsa nHTepderica nam NCeBAOHMM.

(config-if)> role iptv for GigabitEthernetl
Network: :Interface: :Base:
"iptv" for GigabitEthernetl.

"GigabitEthernetl": assigned role »
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UcTopuns nameHeHuii

(config-if)> no role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role
Network::Interface::Base: "GigabitEthernetl": deleted all roles.

Bepcus OnucaHve
2.06 JobaeneHa komaHaa interface role.
2.10 [JlobaBneH aprymeHT misc.

3.25.168 interface rrm

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuviHoncuc

Mpumep

WcTopus nsmeHeHum

Bkntountb RRM ansa nomncka cocefHUX ToYyek AocTyna no ctaHgapty IEEE
802.11k c yenbto NpeAocTaBNEHNS CMIMCKA 3TUX TOYEK AOCTYNa abOHEHTCKOMY
YCTPOWCTBY No 3anpocy. [0 yMOAYaHWIO 3Ta OMums OTKJIIOUEHa.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
[Ja

Ja

Het

AccessPoint

I (config-if)>  rrm

I (config-if)> no rrm

(config-if)> rrm
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
RRM enabled.

(config-if)> no rrm
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster0@/AccessPoint0": »
RRM disabled.

Bepcus OnucaHue

2.13 JobaBneHa komaHaa interface rrm.

3.25.169 interface rssi-threshold

OnuncaHwune

3afaTb NOPOroBoe 3HayveHWe ypoBHSa curHana RSSI ansa Toukm goctyna, npu
KOTOpOM KnneHTbl Wi-Fi 6yAyT OTKNHOUEHbI U He CMOTYT K Hel NOAKIYNTBCS.
Mo ymonuaHutio ncnonb3yeTcs 3HaveHe RSSI 0.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoadaHuio.
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Mpedukc no Ja

MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Tun nutepdeiica AccessPoint

CuHoncnc (config-if)>  rssi-threshold «rssi-threshold;

(config-if)> no rssi-threshold

AprymeHTbI AprymeHTt 3HayeHue (lOnuncaHue
rssi-threshold |Jenoe 3HauveHune RSSI B npegenax ot -100 o 0. Ecin
ymncno yKa3aHo 3HauveHvie 0, To GyHKLMSA OTKIOYeHa.
NMpumep (config-if)> rssi-threshold -30

Network: :Interface: :Mtk: :AccessPoint: "WifiMaster@/AccessPoint0": »
rssi threshold is set to -30.

(config-if)> no rssi-threshold
Network: :Interface: :Mtk: :AccessPoint: "WifiMaster@/AccessPoint0": »
rssi threshold reset to 0.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.01 JobaeneHa komaHgaa interface rssi-threshold.

3.25.170 interface schedule

OnucaHune MpunceouTb MHTepdelcy pacnucaHme. MNMepes BbINOAHEHVEM KOMaHAbI,
pacnucaHve A0KHO 6bITb CO34aHO M HACTPOEHO MPY MOMOLLM KOMaHAbI
schedule action.

KomaHaa ¢ npedunKcom no paspbiBaeT CBSi3b MeXAY pacnuncaHnem u
nHTepdericom.

MNpejukc no Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  schedule «<schedules

I (config-if)> no schedule
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnncanne |Ha3BaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnel KoMmaHa schedule.

(config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

Bepcus OnucaHve

2.06 JobaeneHa komaHaa interface schedule.

3.25.171 interface security-level

OnucaHwne

MNpe¢ukc no

YCTaHOBUTb YpOBEHb 6€30MacHOCTL /19 AAaHHOTO UHTepdeiica. YpoBHU
6e30MacHOCTU OMPeAeNstoT IOrMKY PaboTbl MEXCETEBOMO 3KpaHa:

+ PaspelueHo ycTaHaBAMBaTbL COeAVHEHVS B HanpaBieHnN
private - public.

* 3anpeLleHo yCTaHaBANBaTb COeAMHEHMSA, NpUXoadLme Ha nHTepdeiic
public, T. e. B HanpaBneHun public - private n public - public.

+ CaMo yCTPOICTBO NPMHMMAET ceTeBble NMOAKNOYEHMS (pa3peLuaeT
ynpas/ieHue) ToNbKO ¢ MHTepdeiicoB private.

+ [Nepeaaya AaHHbIX MeXAay nHTepdencamu private MoOXeT 6bITb pa3peLLeHa
VAU 3anpeLleHa B 3aBUCMOCTU OT YCTaHOBKM r106anbLHOro napameTpa
isolate-private.

+ protected nHTepdelicbl He MMerT AOCTyNa K YCTPOMNCTBY U APYrM
private/protected noacetsam, HO OHM MMEIOT JOCTYMN K public

nHTepdericaMm U UHTepHeTY. YCTPOMCTBO obecrneymBaeT 3allnLLEeHHbIM
cermeHTam TONbKO JocTyn K cny>xx6am DHCP n DNS.

+ MNepeaaya faHHbIX OT private nHTepodeiica Kk protected no ymonyaHuwo

3anpeLyeHa. Ytobbl paspeLlnTb Takoe B3aMOAEeNCTBIE, HeO6X0ANUMO
BbINOIHUTL KOMaHAy no isolate-private.

MpumMeyaHue: 10 yMONYaHUIO BCEM BHOBb CO3JaHHbLIM MHTepdeincam
npucBavBaeTcs ypoBeHb 6e3onacHOCTU public.

Cnunckm goctyna access-list nmeroT 60s1ee BbICOKUN
npuopuTeT, YeM YPOBHU 6€30MacHOCTU, NO3TOMY C
NOMOLLIbHO HUX MOXHO BBOAUTL AOMOIHUTE/IbHbIE NPaBua
buneTpaummn NnakeTos.

HeTt
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

IP
I (config-if)> security-level (public | private | protected)

HecmoTps Ha To, UTo He cyLecTByeT QYHKLMN MOAHOIO OTKIOYEH S
MeXCEeTeBOro 3KpaHa, MOXHO OTK/1H0UaTb €ro Ha OTAeNbHbIX HanpaB/eHAX.
JonycTm, TpebyeTcs NOMHOCTBIO paspeLlnTb nepegady AaHHbIX MeXay
«JlOMaLLHen» ceTbto Home 1 rnobanbHoOM ceTbto PPPOEQ. ns 3Toro o6ounm

NHTepdelicaM HY>XHO Ha3Ha4YnTb YpPOBEeHb 6e30nacHoCTM private u
oTKNOUNTL dyHKUMIO isolate-private.

(config)> interface Home security-level private
Network::Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOE® security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MprmMmedaHve:  MexceTeBOW 3KPaH N TpaHCaLUMSA aapecoB — GYHKLNY,
npeHa3HayeHHble ANS peLleHVs NPUHLMNVANBHO Pa3HbIX
3ajay. BkntoueHre NAT mexay nHtepdericamm Home u

PPPoEO B KOH®UIypaLmu, MOKa3aHHOM BbiLLe, He 3aKpbiBaeT
JOCTYyN B ceTb Home CO CTOPOHbI rNobanbHon ceTn. [laxe

Npwv BKIKOYEHHOW TPaHCAALMY aapecoB KOMaHAoM ip nat
Home nakeTkl 13 PPPOEO 6yayT cBO60OAHO NPOXOAUTE B CETb

Home.
Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga interface security-level.
2.06 JlobasneH napameTp protected.

3.25.172 interface sim pin

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

YctaHoBuTb PIN-kog anda SIM-kapTbl.
KomaHga c npedukcom no yganset PIN-kog.
Ja

HeT

MHorokpaTtHbiiA BBog, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Usb

(config-if)>

sim pin pin

(config-if)> no sim pin

AprymeHT

3HavyeHue

OnucaHue

pin

CTpoka

4-8-3HauyHbl PIN-kog,

(config-if)> sim pin 0000
Mobile::Interface:

(config-if)> no sim pin
Mobile: :Interface:

"UsbLte0": PIN code has been set.

"UsbLte0": PIN code has been reset.

Bepcus OnucaHue
3.02 [Job6aBneHa komaHaa interface sim pin.
4.00 Job6asneH npedukc no.

3.25.173 interface sim slot

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

MNepexkntounts SIM-cnot gns QMI-mogema. o ymon4aHuoo NCnosb3yeTca

cnorT 1.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Aa
Ja
Het

Usb

(config-if)>

sim slot «<slot»

(config-if)> no sim slot

AprymeHT 3HauyeHue OnuncaHwue
slot 1 Ha3Hauutb 1 nam 2 cior.
2

(config-if)> sim slot 2
Mobile::Interface:

"UsbQmi®": SIM slot is set to "2".
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(config-if)> no sim slot
Mobile::Interface: "UsbQmi@": SIM slot is reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.08 JobaBneHa koMmaHa interface sim slot.

3.25.174 interface speed

OnucaHune HactpouTb ckopocTb Ethernet nHtepdeiica. Mo ymonyaHuio 3a4aHo 3HaueHme
auto.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Ethernet
CuHoncuc (config-if)>  speed <speed>
(config-if)> no speed
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
10 Knwyesoe CKOpOCTb coeanHeHnsa B MbUT/c.
100 C/10B0
1000
auto Knwuyesoe ABTOMaTM4YeCcKas HaCcTpPOolika CKOPOCTW.
C/10B0
Mpumep (config-if)> speed 1000
Network::Interface::Ethernet: "GigabitEthernetl/0": speed set »
to 1000.

(config-if)> no speed
Network: :Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.06.B.1 JobaeneHa komaHgaa interface speed.
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3.25.175 interface speed nonegotiate

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

OTKNOUNTb aBTOMATUYECKYH HAaCTPOKY ckopocTu. Mo
YMO/IYaHWN0,aBTOMAaTNYeCKas HaCTpolika BK/ItOUeHa.

KomaHgaa ¢ npedrKcoM no Bk/ItOUaeT aBTOMaTUYeCKyo HaCTPOWiKy.
Ja

Ja

Het

Ethernet

I (config-if)>  speed nonegotiate

I (config-if)> no speed nonegotiate

(config-if)> speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

Bepcus OnucaHve
2.08 [Jlo6aBneHa komaHaa interface speed nonegotiate.

3.25.176 interface ssid

OnucaHwmne

Mpe¢ukc no

MeHsieT HacTpoViKkun

YKka3zaTb nms 6ecnposogHoit ceTu (SSID) ana nHtepdeincos WiFiStation n
AccessPoint. B 3aB1CMMOCTM OT TUNa NHTepdeiica 3HaueHme SSID
obpabaTtbiBaeTcs NO-pa3HOMY.

« [ins AccessPoint SSID — HeobxoAMMas HACTpolika, 63 KOTOPOW OHa He
6yp,eT NPUHUMAaTb NOAKNTHYEHUA.

« naWiFiStation SSID onpesensieT, K Kakol Touke AOCTyna OHa byaeT
noakntouatbcd. bes 3agaHHoro SSID WiFiStation MoXeT noAKN0UNTLCA
K 10601 AOCTYNHOM 6eCcnpoBOAHON CeTW MO CBOEMY YCMOTPEHMUIO.

KomaHza c npedurKcom no ycTaHaBnMBaeT UMs 6ecnpoBOAHOM CeTH No
YMONIYaHUIO.

Ja
Ja

MHorokpaTtHbIiA BBog, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

WiFi
(config-if)>  ssid«(ssid

(config-if)> no ssid

AprymeHT 3HauyeHue OnuncaHwue

ssid CT1poka Nms 6ecnpoBogHoii ceTtu (SSID).

(config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster®/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
SSID reset.

Bepcus OnucaHue

2.00 JobaeneHa komaHgaa interface ssid.

3.25.177 interface standby enable

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

Bkarountb pexum standby. Mpuv BkatoueHHOM pexume standby nHtepdeiic

aBTOMaTM4YecKu OTKIoYaeTcs, ecin nosenseTca gpyroe WAN-coegmnHeHme
c 6onee BbICOKMM r106abHbIM MPUOPUTETOM.

Pexxum standby nrHopupyetca B cnegyroLLmx cayyaax:

* npuopwutet global He HacTpoeH;

* nHTepdelic ¢ pexxumoM standby BkntoueH B rpynny, Hanpumep, Bridge;
+ Tekywee WAN-coeanHeHme paboTtaeT noBepx standby nHtepdeiica.
KomaHga ¢ npedurkcom no otkatouaeT pexxum standby.

Ja

Ja

Hert

I (config-if)>  standby enable

I (config-if)> no standby enable

(config-if)> standby enable
Network: :Interface::Standby: "CdcEthernet0": enabled.
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WcTopusa nsmeHeHum

(config-if)> no standby enable
Network::Interface::Standby: "CdcEthernet0": disabled.

Bepcus OnucaHue

4.00 Job6asneHa komaHgaa interface standby enable.

3.25.178 interface storm-control disable

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

BrkntounTb broadcast storm control Ha nHTepdeiice Bridge. Mo ymonuaHuio
3Ta HaCTpoOliKa BKAOYEHa.

KomaHga ¢ npedprKcoM no OTK/IH0UaeT HacTPOIKY.
Ja

Ja

HeTt

Bridge

I (config-if)> storm-control disable

I (config-if)> no storm-control disable

(config-if)> storm-control disable
Network::Interface::Bridge: "Bridge0": disabled storm control »
and loop detector.

(config-if)> no storm-control disable
Network::Interface::Bridge: "Bridge@": enabled storm control and »
loop detector.

Bepcus OnucaHve

4.00 JlobaBneHa koMmaHa interface storm-control disable.

3.25.179 interface switchport access

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

YcTaHoBUTb UaeHTUdUKaTop VLAN Ha NOpTY AN paboThl B pexuvmMe JocTyna.
PaspeLuaeTt nepegady Kagpos ykasaHHoro VLAN B MOpT v BKIKOYaET yaaneHue
Mapkepa VLAN 13 nepegaBaembiX KagpoB.

KomaHga c npedurkcom no yganseTt HaCTPOWKY.
Ja
Aa

HeTt
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Port

(config-if)>  switchport access vlan «vid>

(config-if)> no switchport access vlan

AprymeHT 3HauyeHue OnuncaHwue

vid Uenoe uuncno |Vpentudukatop VLAN docmyna. MoxeT
NPUHUMaTbL 3Ha4YeHVs B Npejenax ot 1 4o

4094 BKNHOUNTENBHO.

(config-if)> switchport access vlan 1
Network::Interface: :Switch: "FastEthernet0/0": set access VLAN »
ID: 1.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport access.

3.25.180 interface switchport friend

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

HacTpouTb ogHoHanpaBneHHbli VLAN ansa rpynnosoro Tpadduvka B
aononHeHwue K VLAN docmyna. NMopT MOXeT BbITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIOUaeT nepeajpecaumio ncxogailero tpaduka ¢
apyroro VLAN docmyna (Ha3biBaemoro "friend"). MakeTol "friend" nepeaatotca
6e3 Tera.

KomaHga ¢ npedprKcom no yaanset HacTPOnKY.
Ja

Ja

Het

Port

(config-if)>  switchport friend vlan «vid>

(config-if)> no switchport friend vlan

AprymeHT 3HauyeHue OnuncaHwue

vid UYenoe uucno |Npentndukartop "friend" VLAN. MoxeT
NPUHUMaTb 3Ha4YeHVs B Npejenax ot 1 4o

4094 BKNHOUNTENBHO.
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Mpumep (config-if)> switchport friend vlan 2
Network::Interface::Switch: "FastEthernet0/0": set friend VLAN »
ID: 2.

VICTOleﬂ V|3MEHEHV||‘/’| Bepc”ﬂ onvucaHue
2.06 JobasneHa komaHgaa interface switchport friend.

3.25.181 interface switchport mode

OnucaHwue YCTaHOBUTb peXxuM access Ui trunk ans seiopaHHoro VLAN. Mo ymonyaHuio
YCTaHOB/IEH PEXNM access.

KomaHga ¢ npednkcom no ycTaHaB/AIMBAET 3HaUEHME MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Port

CuHoncuc (config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

mode access BrkarounTb pexxum goctyna VLAN, To ecTb
TaKoW pexxumM, Koraa vyepes nopT nepeaaroTcs
TOJIbKO HEMapKVpoBaHHbIe Kazpbl. Ha
BXOJdALLMe Kagpbl cTaBuTca Mmapkep PVID,
YCTaHOB/EHHbIN KoMaHgol switchport
access. [1opT AB/ISETCA BLIXOAHBIM TO/ILKO
ansa VLAN c vaeHtnoukatopom PVID. Mpwn
nepegave Kagpos B NopT, Mapkep VLAN c H1X
CHUMaeTCH.

trunk BkAOUNTL pexXnmM MynbTUMIEKCMPOBaHUA
VLAN, korpa uepes nopt nepesaroTca Kajpbl,
npuHagnexatyme Heckonbkmum VLAN. Mpu
3TOM KaXAblli Kagp NnoMeyeH Mapkepom.
Cnuncok ngeHTndumkaTopos cetel VLAN, B
KOTOpble BXOAUT NOPT, yCTaHaBAVBaeTCs
kKomaHgom switchport trunk.

g-in-q Knw4yesoe BknounTb ABOVIHOE TernpoBaHue.
c/1080
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NMpumep (config-if)> switchport mode access
Network: :Interface: :Switch: "FastEthernet0/1": access mode »
enabled.

VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.06 Job6asneHa komaHaa interface switchport mode.

3.25.182 interface switchport trunk

OnucaHwue Jo6aBnTb NnopT BO VLAN. Paspelwintb nprem 1 nepesavy KagpoB yKasaHHOro
VLAN B nopt, npnyem mapkep VLAN 13 nepejaBaemMbiX Ka4poB He yAanaeTcs.
B pexunme trunk gonyckaetca gobasneHve nopta B Heckonbko VLAN.

KomaHga ¢ npedurkcom no yaanset nopT n3 ykaszaHHoro VLAN. Ecnun
MCnosib30BaTb KOMaHAy 6e3 aprymMeHTOoB, NOpT 6yAeT yaaneH ns scex VLAN.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica Port

CuHoncuc (config-if)>  switchport trunk vian «vid»

(config-if)> no switchport trunk vlan [ vid]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
vid Uenoe uncno |VaeHTudukatop VLAN. MoxeT npuHMMaTb
3HayeHWda B npegenax ot 1 Ao 4094
BKJTHOUNTENLHO.
Mpumep (config-if)> switchport trunk vlan 100
Network::Interface::Switch: "FastEthernet0/1": set trunk VLAN »
ID: 100.
WcTopuns nsmeHeHwnit |Bepcus onucaHue
2.06 JobasneHa komaHga interface switchport trunk.

3.25.183 interface traffic-counter action disconnect
OnucaHwue MpepBaTb CBA3b C NMPOBaAepOM NpU AOCTMKEHUN TnMUTa Tpaduka.
Mpedukc no Het

MeHsieT HacTpouikm  [la
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Het

Usb

(config-if)>  traffic-counter action «trigger» disconnect

AprymeHT 3HauyeHue OnuncaHwue

trigger limit Tpwrrep okaoYeHNs No AUMUTY Tpadumka.

(config-if)> traffic-counter action limit disconnect
UsbQmi::TrafficCounter: "UsbQmi@": set disconnect action for »
trigger "limit".

Bepcus OnucaHve
3.06 JlobaBneHa koMmaHaa interface traffic-counter action
disconnect.

3.25.184 interface traffic-counter action sms-alert message

OnucaHwue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

YKkaszaTb TekcT SMS-onoBeLleHus.
HeTt

Ja

Het

Usb

(config-if)>  traffic-counter action (trigger> sms-alert message
amessages

AprymeHT 3HauyeHue OnuncaHwue
trigger threshold Tpurrep SMS-ornoBeLyeHVs — MNOpPorosoe
3HayveHue.
limit Tpurrep SMS-onoseLleHNs — ANMUT
Tpaduka.
message CTpoka Tekct SMS-onoseLlyeHuns.

(config-if)> traffic-counter action threshold sms-alert message »
TEXT

UsbQmi::TrafficCounter: "UsbQmi@": set message for trigger »
"threshold".
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VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.06 JlobaBneHa komaHa interface traffic-counter action
sms-alert message.

3.25.185 interface traffic-counter action sms-alert phone
OnucaHune YkazaTb HoMepa TenedoHoB Ans SV S-onoseLLeHus.

MNpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tun nHtepdeiica Usb
Cunoncnc (config-if)> traffic-counteraction«<trigger> sms-alert phonephone;
AprymeHTbl AprymMeHT  |3HaueHme |OnucaHue
trigger threshold Tpurrep SMS-ornoBeLyeHVs — MOpPorosoe
3Ha4veHue.
limit Tpurrep SMS-onoseLleHUs — ANMUT
Tpaduka.
phone CTpoka Homep TenedoHa ana SMS-onoseLLeHUs.
Mo>HO BBeCTU A0 Tpex TenePpoHHbIX
HOMepOoB.
NMpumep (config-if)> traffic-counter action threshold sms-alert phone »
+71112223344

UsbQmi::TrafficCounter: "UsbQmi@": add phone number »
"+71112223344" for action "threshold".

VICTOleﬂ U3MeHeHUI Bepcmﬂ onucaHvie
3.06 JobaeneHa komaHza interface traffic-counter action
sms-alert phone.

3.25.186 interface traffic-counter enable

OnucaHue BKAHOUUTBL CHETUMK MOBUIBHOTO TpadmKa. Mo yMOoAUYaHMIo ONLMs OTKIHOYEHaA.
KomaHza ¢ npedrKCOM No OTKAKOUAET CHETUUK.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het
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Tun nutepdeiica Usb

CuHoncnc I (config-if)>  traffic-counter enable

I (config-if)> no traffic-counter enable

NMpumep (config-if)> traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi@": enabled.

(config-if)> no traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi®": disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 JobaeneHa komaHaa interface traffic-counter enable.

3.25.187 interface traffic-counter limit

OnucaHwue YCTaHOBUTb IMMUT cyeTUmKa Tpadurka B Merabaritax, rmrabantax nam
TepabawTax.

KomaHga c npedurkcom no cbpacbiBaeT HaCTPOWKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Usb

Cunoncuc (config-if)>  traffic-counter limit «values wnit>

(config-if)> no traffic-counter limit

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
value Lenoe 4ncno |3HauyeHve nuMuTa Tpaduka.
unit CTpoka EAVHMLbLI U3SMepeHna: MB, GB, TB, MiB, GiB,
TiB.
NMpumep (config-if)> traffic-counter limit 4 TB

UsbQmi::TrafficCounter: "UsbQmiO": set limit to 4 TB.

(config-if)> no traffic-counter limit
UsbQmi::TrafficCounter: "UsbQmi®": reset limit.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.06 JlobaBneHa komaHaa interface traffic-counter limit.
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3.25.188 interface traffic-counter monthly

OonuncaHmne 3aAaTb AeHb MecsLa ANs nepesanycka cHeTymka Tpaduka.
KomaHga ¢ npedurkcom no cbpacbiBaeT HaCTPOMKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Usb

CuHoncuc (config-if)>  traffic-counter monthly «day-of-month>

(config-if)> no traffic-counter monthly

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

day-of-month|lYesnoe uucro |[eHb Mecsaua c 1 go 31 ana nepesanycka
cyeTyumka Tpaduka.

Mpumep (config-if)> traffic-counter monthly 31
UsbQmi::TrafficCounter: "UsbQmi@": set day of month to "31".

(config-if)> no traffic-counter monthly
UsbQmi::TrafficCounter: "UsbQmi®": reset day of month.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 JobasneHa komaHga interface traffic-counter monthly.

3.25.189 interface traffic-counter set

OnucaHue 3aaaTh Tekyllee 3HayYeHme cyeTumka Tpaduka.
MNpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

Tun nHTepdeiica Usb

CuHoncuc (config-if)>  traffic-counter set «values wnit>

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
value Uenoe uucno [HYuvcnoBoe 3HaveHUe cyeTUrKa (Lenoe nm ¢
NnaaBatoLLe TOUKO).
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AprymeHT 3HauyeHue OnuncaHwue

unit CTpoka EavHVUbI U3mMepeHunsa: MB, GB, TB, MiB, GiB,
TiB.
Mpumep (config-if)> traffic-counter set 1.54 GB

UsbQmi::TrafficCounter: "UsbQmi®": set value to 1.54 GB.

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

3.06 JobaBneHa komaHaa interface traffic-counter set.

3.25.190 interface traffic-counter threshold

OonuncaHmne YCTaHOBWTb MOPOT OMOBEeLLeHMA cYeTUnKa Tpaduka.
KomaHga ¢ npedprkcom no cbpacbiBaeT HaCTPOIKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Usb

CuHoncuc (config-if)>  traffic-counter threshold «threshold>

(config-if)> no traffic-counter threshold

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

threshold lenoe 4ucno |lMoporosoe 3HayeHVe B NPOLIEHTax OT
nmmuTa. MoxeT NpUHUMaTh 3HaYeHVs B
npegenax ot 1 Ao 99 npoLeHTOB.

Mpumep (config-if)> traffic-counter threshold 99
UsbQmi::TrafficCounter: "UsbQmi@": set treshold to 99 percent »
of the limit.

(config-if)> no traffic-counter threshold
UsbQmi::TrafficCounter: "UsbQmi®": reset threshold.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.06 JobaeneHa komaHga interface traffic-counter
threshold.
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3.25.191 interface traffic-shape

OnucaHwue YcTaHoBUTb npeaen ckopoctn nepejayn JaHHbIX 4114 yKasaHHOro |/|HTep¢e|7|ca
B 0be CTOPOHHbI. Mo YMONYaHNKO CKOPOCTb He OorpaHn4eHa.

KomaHga ¢ npednkcom no yganser HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-if)>  traffic-shape rate rate> [ asymmetric wpstream-rate;]
[ schedule <schedule> ]
(config-if)> no traffic-shape
AprymeHTbI AprymeHT 3HaueHne |OnucaHune
rate lenoe 4ncno |3HauyeHMe CKOPOCTU Mepesayumn JaHHbIX
B K6ut/c. OrpaHnyeHne JONXHO ObiTb B
Anana3oHe oT 64 Kéut/c go 1 Fréumt/c.
upstream-rate |Uenoe uucno |CKOPOCTb OTAAUM AAHHbIX B K6UT/C.
OrpaHunuyeHue A0/IKHO 6bITh B
AnanasoHe oT 64 Kéut/c go 1 rémt/c.
schedule Pacnucanune Ha3BaHwWe pacnncaHus, Co34aHHOro npu
nomoLum rpynnel kKomaHg schedule.
Mpumep (config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.
(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation0" interface »
rate limited to 80/64 kbit/s.
(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.05 Jlo6aBneHa komaHga interface traffic-shape.
3.04 [JlobaBneH aprymeHT upstream-rate.

3.25.192 interface tty send

OnucaHwue OTnpaBuTb AT-koMaHay Ha UsbLte, UsbQmi mogemsl.
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Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Usb

CuHoncnc (config-if)>  tty send <command [ <expect»> ][ «timeout>]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
command CTpoka AT-KomMaHaa.
expect Ctpoka Oxunpgaemblii oTBeT. 1o ymMon4aHuto

ncnonb3syetca 0K | ERROR.

timeout Uenoe uucno |Bpemsi oXXnAaHWA 0TBETa B CEKYHAAX.
3HaueHVe No yMonyaHuio 3.

Mpumep (config-if)> tty send ATI
".Built@Aug 23 2019:16:28:33"
0K

Mobile::Interface: "UsbLte0": got expected response.

(config-if)> tty send ATI OK|ERROR 2
".Built@Aug 23 2019:16:28:33"
0K

Mobile::Interface: "UsbLte@": got expected response.

(config-if)> tty send ATI OKEY 2
".Built@Aug 23 2019:16:28:33"
0K

Mobile::Interface error[73140786]: "UsbLte0": timeout waiting »
for expected response.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.09 JobasneHa komaHgaa interface tty send.

3.25.193 interface tunnel destination

OnucaHue 3ajatb yAaHEHHbIVI KOHEU TyHHeNnA. Ecnn oH ncnosib3yeTcd COBMeCTHO C
aBToMaTun4yecknm IPsec-coeguHeHMeM, CBA3aHHbIM C TyHHEnNnewm, |/|HTep¢e|7|c
CTaHOBUTCA NHNLMNATOPOM IPsec-coegmnHeHmns.

KomaHaa ¢ npepurKcomM no oTMeHsIeT HaCTPONKY.

Mpedunkc no Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Tunnel

Cunoncuc (config-if)>  tunnel destination «destination

(config-if)> no tunnel destination

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
destination |Ctpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro
XocTa.
NMpumep (config-if)> tunnel destination ya.ru

Network::Interface::Tunnel: "Gre0": destination set to ya.ru.

(config-if)> no tunnel destination
Network: :Interface::Tunnel: "Gre0": destination was reset.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.08 JobaeneHa komaHga interface tunnel destination.

3.25.194 interface tunnel eoip id

OnucaHwue 3agaTb ngeHtnoukartop EolP-TyHHens.
KomaHga c npednkcom no oTMeHseT HaCTPOIKY.
MNpedukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Eoip

Cunoncuc (config-if)>  tunnel eoip id <«id>

(config-if)> no tunnel eoip id

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
id Uenoe uucno |NpeHTndbukatop TyHHens.
NMpumep (config-if)> tunnel eoip id 50

Network::Interface::Tunnel: "Gre0": eoip id interface set to auto.
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WcTopusa nsmeHeHum

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

Bepcus OnucaHue

2.08 Job6asneHa komaHgaa interface tunnel eoip id.

3.25.195 interface tunnel gre keepalive

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

Brntountb nogaepxky Cisco-like keepalive ans TyHHeneli GRE. Mo ymonyaHmio
interval paBHoO 5, count paBHoO 3.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Hert

Tunnel

(config-if)>  tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

AprymeHT 3HauyeHue OnuncaHwue

interval Uenoe uncno |NHTepBan otnpaBku nakeToB keepalive B
cekyHAax. MoxeT NpMHUMaTh 3HaYeHUs B
npegenax ot 0 go 60. Echm npmnceonTb
3HaueHue 0, TO BKIOYAETCSA TOJIbKO OTBET Ha
keepalive n poytep He byaeT pearvpoBaTb Ha
N3MeHeHMe COCTOSHUSA TyHHens.

count lenoe uyncno |Konmuectso NOMbITOK OTAPABKM NakeToB
keepalive. MoxeT npMHMUMaTb 3HaYeHWs B
npegenax ot 1 Ao 20.

(config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "GreQ": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network::Interface::Gre: "Gre0": enable only GRE keepalive »
replies.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 Jlo6aeneHa komaHga interface tunnel gre keepalive.

3.25.196 interface tunnel source

OnucaHune 3afaTtb IoKanbHbIA KOHeL, TYHHens. Ecn oH Mcnonb3yeTcs COBMECTHO €
aBTOMaTUYeCcKUM [Psec-coefrHeHVIEM, CBA3AHHbIM C TYHHENEeM, TO BK/IH0YaeTcs
pexum nprema coegnHeHuni IPsec IKE Ha ycTaHOBNEeHVe 3aLWyLEHHOrO
TYHHens.

MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Tunnel
CuHoncuc (config-if)>  tunnel source (auto | <interface | <address>)
AprymeHTbl AprymeHT 3HaueHue OnucaHue
auto KniwyeBoe cnoBo |YCTaHOBUTbL TekyLLMiA paboTatowuin
WAN-nHTepdeiic.
interface NHTepgeiic MonHoe nmsa nHTepdeinca nan
NceBAOHNM.
address IP-agpec NokanbHbI IP-agpec TyHHens.
Mpumep (config-if)> tunnel source auto

Network: :Interface::Tunnel: "Gre0": set source interface to auto.

WcTopusa nsmeHeHnii |Bepcus onucaHue
2.08 JobaeneHa komaHaa interface tunnel source.
2.09 JobasneH aprymeHT auto.
3.08 YaaneH npedurkc no KaK yctapeBLUUA.

3.25.197 interface tx-burst

OnucaHue BkntounTb arperaumio naketoB Ha ypoBHe Wi-Fi gpaiisepa (Tx Burst). Mo
YMONYaHMIO NapaMeTp OTK/IHYeH.

KomaHaa ¢ npedurKcom no oTKNHOUaeT HaCTPOUKY.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-if)>  tx-burst

I(conﬁg-ﬁp>notx-burst

(config-if)> tx-burst
Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.

Bepcusa

OnucaHune

2.07

JobaBneHa komaHaa interface tx-burst.

3.25.198 interface tx-queue length

OnucaHune

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb pa3mep oyepeamn NCXOAALLMX NakeToB Ha MHTepdeiice. Mo
YyMOJIYaHWIO YCTaHOB/IEHO 3HaveHKe 1000.

KomaHga ¢ I'IperI/IKCOM Nno yCTaHaB/IMBaeT 3HaYeHNE MO YMOJTYaHUIO.

Ja
Ja

Het

(config-if)>

tx-queue leng

th <lengths

(config-if)> no tx-queue length

AprymeHT

3HavyeHue

OnucaHue

length

Llenoe uucno

AnnHa ouepeay MOXeT NPUHNMATb 3HaUeHNS
B npegenax oT 0 Ao 65536.

(config-if)> tx-queue length 255
Network::Interface: :Base:

"L2TPO": TX queue length is 255.

(config-if)> no tx-queue length
Network: :Interface: :Base:

"L2TPO": TX queue length reset to »

default.
Bepcus OnucaHve
3.06 [Jlo6aBneHa koMmaHga interface tx-queue length.
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3.25.199 interface tx-queue scheduler cake

OnucaHue YCTaHOBUTb NNaHNPOBLLMK nakeToB CAKE ana nHtepdeiica. Mo ymonyaHuto
3HaueHune cake ncnonbyetca ana DSL uHTepdelicoB n USB-moaemos,

fq_codel — anqa Bcex ocTanbHbIX.

KomaHga ¢ npedrnkcom no HaszHavaeT NAaHNPOBLLMK MO YMOAYAHNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  tx-queue scheduler cake

I (config-if)> no tx-queue scheduler cake

Mpumep (config-if)> tx-queue scheduler cake
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

VICTOleH V|3Me|'|e|'||/||7| Bepcwﬂ OonvcaHuvie

3.06 JobaBneHa komaHga interface tx-queue scheduler cake.

3.25.200 interface tx-queue scheduler fq_codel

OnucaHue YCTaHOBUTbL NAaHUPOBLUMK NakeToB FQ_CODEL ana nHtepdeiica. Mo
YMONYaHU0 3HaveHne cake ncnonbsyetca ana DSL nHTepdelicoB v

USB-mozemoB, fq_codel — Ans BCcex OCTasIbHbIX.

KomaHga ¢ npedprKcomM no Ha3HavaeT NAaHNPOBLUYK MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-if)>  tx-queue scheduler fq_codel
I (config-if)> no tx-queue scheduler fq_codel

NMpumep (config-if)> tx-queue scheduler fq_codel
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"fq_codel".
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(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.06 JobasneHa komaHaa interface tx-queue scheduler
fq_codel.

3.25.201 interface up

OnucaHwne BkntounTb ceTeBol MHTepdeiC 1 3anncaTb B HACTPOMKKN COCTOSIHME «Up».

KomaHgaa ¢ npedrKcoM no oTKIKOHaeT ceTeBON MHTepdenc n yaanseT «up»
13 HacTpoek. Takxe MOXeT bbITb NCNONb30BaHa koMaHga interface down.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncmc I (config-if)>  up

I (config-if)> no up
MNpumep (config-if)> up

Interface enabled.
WcTopuns nsmeHeHunit |Bepcus onucaHmne

2.00 JobasneHa KomaHaa interface up.

3.25.202 interface usb acq

OnucaHwue 3adukcnpoBaTb pexunm 3G/LTE/5G gns USB-mogemos NDIS (UsbLte).
KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no Ja

MeHsieT HacTpouiku  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncurc I (config-ify>  usb acq @cq

I (config-if)> no usb acq
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HaueHue OonucaHue

acq gsm CeTtb 2G.
umts CeTtb 3G.
lte CeTb 4G.
nr5g CeTtb 5G.

(config-if)> usb acq nr5g
Mobile::Interface: "UsbLte0®": ACQ saved.

(config-if)> no usb acq
Mobile::Interface: "UsbLte@": ACQ cleared.

Bepcus OnucaHve
2.09 JobaeneHa komaHga interface usb acq.
4.02 Jlo6aBneH aprymeHT nr5g.

3.25.203 interface vlan qos egress map

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

HacTpouTb npeobpa3soBaHue npuoputeTta NTCE B IEEE P802.1 p15 PCP pons
NCXOAALLIMX NaKeToB. 10 yMONYaHUIo NCNOob3YyeTcs 3HadeHve 0.

KomaHga c npedrkcoM no Bo3BpaLLaeT 3HaueHve npnoputeTa IEEE P802.1 p16
Mo YMOYaHUIO.

Ja
Ja
Ja

Ethernet

(config-if)>  vlan qos egress map prioritys pcp»

(config-if)> no vlan qos egress map [ priority]

AprymeHT 3HauyeHue OnucaHwue

priority UYesnoe uucro |Homep npuroputeta NTCE. MoXeT NprHUMaTL
3HaJueHWa B npegenax ot 0 go 7
BK/OUNTENbHO. ECi 3HaveHe paBHO 0, Bce
nexogsaLume nakeTbl byayT noayyaTb JaHHbIN
PCP.

pcp Uenoe uucno |HoBoe 3HayeHwne IEEE P802.1 p17 PCP.

15 https://ru.wikipedia.org/wiki/IEEE_802.1p
16 https://ru.wikipedia.org/wiki/IEEE_802.1p
1 https://ru.wikipedia.org/wiki/IEEE_802.1p
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Mpumep

UcTopuns nameHeHuii

(config-if)> vlan qos egress map 0 2
Network: :Interface::Vlan: "GigabitEthernetO/Vlanl": enabled »
mapping priority 0 to PCP 2.

(config-if)> no vlan qos egress map 0
Network::Interface::Vlan: "GigabitEthernet@/Vlanl": reset PCP »
mapping for priority 0.

Bepcusa

OnucaHwmne

4.02

Jo6aBneHa komaHga interface vlan qos egress map.

3.25.204 interface web-api address

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Yka3aTb IP-agpec ansa gocTyna K Be6-vHTepdelicy Mogema, MOAKIOYEHHOMO
K MapLupyT13aTopy.

KomaHga c npedurkcom no yaansier agpec.

Ja
Aa
HeTt

Usb

(config-if)>

web-api address <address»

(config-if)> no web-api address

AprymeHT

3HayeHue OonvcaHune

address

IP-agpec Aapec Beb-nHTepdeiica.

(config-if)> web-api address 192.168.8.1
Mobile::Interface: "CdcEthernet0": WEB address is set.

(config-if)> no web-api address
Mobile::Interface: "CdcEthernet0": WEB address cleared.

Bepcus

OnucaHune

3.08

JobasneHa komaHaa interface web-api address.

3.25.205 interface web-api login

OnuncaHune

YkasaTb MS N0fIb30BaTens Ans A0CTyna K Beb-nHTepdeiicy mogema,
NOAK/IIOYEHHOI0 K MapLLpyTM3aTopy.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

KomaHaa ¢ npedunkcom no yganseT nMs nonb3oBaTens.

Ja
Aa
HeTt

Usb

(config-if)>

(config-if)> no web-api login

web-api login <login

AprymeHT 3HauyeHue

OnvicaHune

login

CTpoka

VM5 nonb3oBatens 4na ayreHTudumnkaumn.
MakcrmManbHasa AnvHa UMeHW Nnoib3oBaTens
— 64 cnmBoNa.

(config-if)> web-api login myadmin
Interface: "CdcEthernet0": WEB login is set.

Mobile::

(config-if)> no web-api login

Mobile::Interface: "CdcEthernet@": WEB login cleared.
Bepcus OnucaHue
3.08 JobasneHa komaHgaa interface web-api login.

3.25.206 interface web-api password

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

YkasaTb Naponb Ansa AOCTyna K Beb-uHTepdelicy MogemMa, MOAK/IHUYEHHOro
K MapLupyTusaTopy.

KomaHza c npedurKcom no yaansiet naponb.

Ja
Ja
Het

Usb

I (config-if)>  web-api password password

I (config-if)> no web-api password
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

password Ctpoka Maponb Ans ayTeHTUGUKaLnn.
MakcrmansHas AnMHa naponsd — 64 CMBoOa.

(config-if)> web-api password 12345678910
Mobile::Interface: "CdcEthernet0@": WEB password is set.

(config-if)> no web-api password
Mobile::Interface: "CdcEthernet@": WEB password cleared.

Bepcus OnucaHve

3.08 Jlo6aBneHa komaHga interface web-api password.

3.25.207 interface wireguard asc

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Hactpontb napameTtpbl ans Advanced Security Configuration WireGuard.
KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.

Ja

Aa

Het

WireGuard

(config-if)> wireguard asc <jo «<jmins <jmax» <s1> <s2> <h1> <h2s <h3> <h4>

(config-if)> no wireguard asc

AprymeHT 3HayeHue OnucaHue

jc CTpoka KonnyectBo nakeToB CO CyYanHbIMK
JaHHbIMK, OTNPaB/eHHbIX Nepes Havyanom
ceccum.

jmin Crtpoka MWHVManbHbIN pasmep "MycoOpHOro" nakeTta.

To ecTb BCe CNyyaliHO creHepypoBaHHbIe
nakeTbl 6yAyT MMeTb pa3mMep He MeHbLUe

Jmin.
jmax Ctpoka MakcrManbHbI pasmep "MycopHoro" nakera.
sl Ctpoka Pasmep cnyyaiHbIX AaHHbIX, KOTOpble 6yayT

JobaBneHsbl B init naker.

s2 CTpoka Pa3mep cny4vaiiHbIX JaHHbIX, KOTOpble 6yayT
Ao6aBneHbl B response rnaker.

hl CTpoka 3aronoBok nepsoro 6anta handshake.
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Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

h2 CTpoka 3aronoBok nepsoro 6arnta handshake
response.

h3 Ctpoka 3aronoBok naketa UnderLoad.

h4 CTpoka 3aronoBoOK nakeTta faHHbIX. IHTepBan
oTnpaBku naketoB keepalive B cekyHaax.

(config-if)> wireguard asc 120 22 320 6 0 1 2 3 4
Wireguard::Interface: "Wireguard0": set ASC parameters.

(config-if)> no wireguard asc
Wireguard::Interface: "Wireguard0": reset ASC parameters.

Bepcus OnucaHve

4.02 JobasneHa komaHgaa interface wireguard asc.

3.25.208 interface wireguard listen-port

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

HasHaunTb HomMep nopTa UDP, Ha KOTOPbIV NPUHMMaKOTCA BXOAsLLMe
noAxntoyeHus. Mo ymonyaHuo Homep nopTa He onpegeneH.

KomaHga ¢ npedurkcom no cbpacbiBaeT 3HaveHme nopTa.
Ja

Ja

Het

Wireguard

(config-if)>  wireguard listen-port port>

(config-if)> no wireguard listen-port

AprymeHT 3HauyeHue OnuncaHwue

port UYenoe umucro |Homep nopta. MoXeT NpUHMMATL 3HaYEHUS
B npegenax ot 1 A0 65535 BK/IOUNTENBHO.

(config-if)> wireguard listen-port 11633

Wireguard::Interface: "Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port
Wireguard::Interface: "Wireguard4": reset listen port.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.03 Jlo6aBneHa komaHga interface wireguard listen-port.

3.25.209 interface wireguard peer

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

[06aBuTb NYBANYHbIA KOY YAaneHHOro N1pa, YTobbl HACTPOUTL He3onacHoe
coeAnHeHVe nocpeAcTBOM npoTtokona WireGuard.

KomaHga ¢ npedprKcoM no yaanseT yKa3aHHbIN KoY.
Ja

Aa

Ja

Wireguard

(config-wg-peer)

(config-if)>  wireguard peer <key>

(config-if)> no wireguard peer <key>

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HauveHMe KntoYa. Jonyckaertca
NCMONb30BaHMe NaTUHCKNX BYKB, Lndp w1
3HaKOB paBeHCTBa. [J/IHa K/iroua cocTaBnsieT
44 cnvBona (npejctaBneHne CTPOKN B
32-6aTHOM KoaMpoOBKe base64).

(config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=
(config-wg-peer)>

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmmg0O="".

Bepcus OnucaHve

3.03 Job6aBneHa komaHga interface wireguard peer.

3.25.209.1 interface wireguard peer allow-ips

OnucaHwne

[o6aBuTb NoaceTb IP-aApecoB, Ha KOTOpble paspeLleHa nepejava nakeTos
BHYTPY TYHHenNs.
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MNprMeyaHune:  YTOObI pa3pewnTb Nepedady Ha fobble agpeca,
HeobxoAMMO A06aBUTL NoAceTh 0.0.0.0/0.

KomaHpa ¢ npec|>|/||<c0M Nno yJandeTt noaceTb. Ecnn BbINONHUTL KOMaHAay 6e3
aprymeHTa, To BeCb CMNCOK I'IO/J,CGTEI7I 6yAET o4uLLeH.

Mpe¢ukc no Ja
MeHsieT HacTpouikm  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Wireguard

CnHoncuc (config-wg-peer)>  allow-ips @address» amask>

(config-wg-peer)> no allow-ips [ <address> amask> ]

AprymeHTbI AprymMeHT |3HaueHme |OnucaHue

address IP-agpec BmecTte c mackon mask 3agaeT noaceTb
IP-agpecos, nognexatyx TpaHcIaunmn.

mask IP-macka Macka noacetu. EcTb ABa cnocoba BBOJA
MacKn: B KAHOHNYECKOM Buje
(Hanpumep,255.255.255.0) n B BUge
61TOBOI ANVHBI NpeduKca (Hanpumep, /24).

Mpumep (config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
3.03 JlobaBneHa komaHAa interface wireguard peer
allow-ips.

3.25.209.2 interface wireguard peer client-id send

OonucaHue HactponTb naeHTMGUKATOP KNMEHTA A4J19 OTMPABKM B 3aro/1I0BKax COO6LLEHI
ans WireGuard.
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KomaHga c npedurkcom no yganseTt HacTPOWKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WireGuard

CnHoncuc (config-wg-peer)>  client-id send«client-id>

(config-wg-peer)> no client-id send

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

client-id Ctpoka JecatnyHoe uncno, nosiyyeHHoe NpPocTbim
LecTHajuaTepnyHbIM NpeobpasoBaHvem,
Hanpumep: N3 0x1620a6 nonydaetca 1450150.
NaeHTndunKaTop KAnmeHTa JomKeH ObiTb B
npegenax ot 1 go 16777215.

Mpumep (config-wg-peer)> client-id send 1450150
Wireguard::Interface: "Wireguard3": set peer »
"4G0SzB1231234413PevDG4dy0Y/TCXG8fnKf20Ldjs=" send client ID to »
"1450150" .

(config-wg-peer)> no client-id send
Wireguard::Interface: "Wireguard3": reset send client ID for »
peer "4G0SzB1231234413PevDG4dy0Y/TCXG8fnKf20Ldjs=".

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
4.02 Job6aeneHa komaHga interface wireguard peer client-id
send.

3.25.209.3 interface wireguard peer connect

OnucaHune Ykazatb nHTepdeiic ana coeagnHeHms WireGuard. Mo ymonyaHumio coegnHeHve
yCTaHaBAMBaeTCs Yepes Nt06oin nHTepderic.

KomaHga ¢ npednkcom no ycTaHaB/AIMBAET 3HAUEHME MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica WireGuard

CuHoncuc I (config-wg-peer)>  connect via«wia»
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AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-wg-peer)> no connect

AprymeHT 3HauyeHue OnucaHwue

via UHTeppeinc MonHoe nmsa nHTepderica nam NCeBAOHUM.

(config-wg-peer)> connect via ISP
Wireguard::Interface: "Wireguard0": set peer »
"IrtvFcVtI5wcgxndcCmuWc+p8s8byP0zK/MAI67VmXs=" connect via "ISP"

(config-wg-peer)> no connect
Wireguard::Interface: "Wireguard0": disabled peer »
"IrtvFcVtI5Swcgxn4cCmuWc+p8s8byP0zK/MAI67VmXs=" .

Bepcus OnucaHve

4.01 JobaBneHa komaHAa interface wireguard peer connect.

3.25.209.4 interface wireguard peer endpoint

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YKasaTb agpec yianeHHoro n1pa, c KoTopbiM byAeT yCTaHOBIEHO COefMHeHne
WireGuard.

KomaHga ¢ npedpurKcom no yaansiet KOHeYHYH TOYKY TYHHens.
Ja

Ja

Het

Wireguard

(config-wg-peer)>  endpoint «address: [:xports]

(config-wg-peer)> no endpoint

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec nnn fomeHHoe nma yaaneHHoro
xocTa.

port UYenoe uucrio |Homep nopta UDP.

(config-wg-peer)> endpoint 10.0.1.10:11635
Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".
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WcTopusa nsmeHeHum

(config-wg-peer)> no endpoint
Wireguard::Interface: "Wireguard4": reset endpoint for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

Bepcus OnucaHue
3.03 Job6asneHa komaHgaa interface wireguard peer
endpoint.

3.25.209.5 interface wireguard peer keepalive-interval

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuyHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YcTaHOBUTb NHTEpBan OTNpaBku NakeTos keepalive 415 MOHUTOPUHIa
coeanHeHus WireGuard. Tlo yMON4aHNIO HTEpBas He 3a4aH.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Wireguard

(config-wg-peer)>  keepalive-interval«intervals

(config-wg-peer)> no keepalive-interval

AprymeHT 3HauyeHue OnucaHwue

interval lenoe umucno |NHTepBan oTnpaBku nakeToB keepalive B
cekyHAax. MoxeT NpMHUMaTh 3Ha4YeHUs B
npegenax ot 3 40 3600 BKIHOUNTENBHO.

(config-wg-peer)> keepalive-interval 3

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIj jPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHve

3.03 JobasneHa komaHaa interface wireguard peer
keepalive-interval.
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3.25.209.6 interface wireguard peer preshared-key

OnuncaHwne

Mpedunkc no

MeHsieT HaCTPOUKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

3asaTb pasgenseMsblii knwou ana WireGuard coegnHeHUs K yaaneHHoMy nNupy.
Pa3zgensembliii kntod (PSK) — 310 gononHUTeNbLHoe yny4lleHne 6e30nacHoCTr
B COOTBETCTBMUMU C NMpoToKosoM WireGuard v ans MakCMManbHOW
3aLMLLEHHOCTN KaXA0MY KAVNEHTY A0/KeH ObiTb Ha3HaveH YHUKaNbHbIN
PSK. No ymonuaHwuio PSK He ncnosnb3syeTcs.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Wireguard

(config-wg-peer)>  preshared-key preshared-key>

(config-wg-peer)> no preshared-key

AprymeHT 3HayeHne |OnucaHue

preshared-key |[CTpoka 3HaueHwve knroda PSK. lonyckaeTtcs
MCMOb30BaHWe NaTUHCKNX 6YKB, Lndp v
3HakoB paseHcTBa. [linHa Kntova 44
c1MMBoONa.

(config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHue

3.03 JlobaBneHa komaHAa interface wireguard peer
preshared-key.

3.25.210 interface wireguard private-key

OnucaHune

MNpedukc no

MeHsieT HacTpoiKkmn

HasHaunTb nnm creHepmpoBaTb NPUBATHbLIN KNOY 415 NOAKNOYEHNS K
yAaneHHbIM Nrpam Yepes npotokon WireGuard. Mo ymon4aHuio npneaTHbIN
K/IHOY He HaCTPOeH.

Het

Het
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

Het
Wireguard

(config-if)> wireguard private-key [«private-key:]
AprymeHT 3HauyeHue OnuncaHwue

private-key

Ctpoka 3Ha4veHme HOBOIro MPMBATHOIO KJtoYa.
JlonyckaeTca Ncnosib3oBaHme NaTUHCKNX
6yKB, LMdp 1 3HAKOB paBeHcTBa. JarHa
Kntodva 44 cnmsona.

(config-if)> wireguard private-key

Wireguard::Interface:

"Wireguard4": generated new private key.

(config-if)> wireguard private-key »
Ushaeghezail7reo8iK6earOeomujohkeen8jahX5uo=

Wireguard::Interface:

"Wireguard4": set private key.

Bepcus

OnucaHune

3.03

Job6asneHa komaHga interface wireguard private-key.

3.25.211 interface wmm

OnucaHwue
MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopusa nsmeHeHwnii

Bkntounts WMM Ha nHTepdelice.

Ja
Aa
HeTt

Access Point

I (config-if)>

wmm

I (config-if)> no wmm

(config-if)> wmm
WMM extensions enabled.

Bepcus

OnucaHue

2.00

JlobaBneHa komaHaa interface wmm.
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3.25.212 interface wpa-eap radius secret

OnucaHune YKa3aTb COBMECTHO MCMOJIb3yeMblii CEKPETHbIN KoY A8 6e30nacHoro
B3auMoAencTBma mexay RADIUS cepepom v RADIUS knneHTomMm.

KomaHga ¢ npedunkcom no yaanseT cekpeTHbIN Krou.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Bridge

CuHoncuc (config-if)> wpa-eap radius secret <secret>

(config-if)> no wpa-eap radius secret

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
secret Ctpoka 3HadveHue kntoya RADIUS cepsepa.
MakcnmanbHas anMHa coctaBnseT 64
cMMBONa.
Mpumep (config-if)> wpa-eap radius secret »

(+>R#G™ }-INxru'i8i | LK}wBN9E~X0Xa{xFOG-N~%FaTnr|S(e(q$/1P2/tbX/#Q
Network::Interface: :Rtx: :WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network::Interface::Rtx::WpaEap: Bridge® RADIUS secret cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 JlobasneHa komaHaa interface wpa-eap radius secret.

3.25.213 interface wpa-eap radius server

OnucaHue Yka3aTb agpec RADIUS cepsepa.
KomaHaa ¢ npedurkcom no yaanset agpec cepsepa.
Mpe¢ukc no Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Bridge

CuHoncuc I (config-if)> wpa-eap radius server address: [: port>]
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(config-if)> no wpa-eap radius server

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec RADIUS cepsepa.
port UYenoe uucro |Homep nopta RADIUS cepBepa.
Mpumep (config-if)> wpa-eap radius server 192.168.10.10

Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.160:1111.

(config-if)> no wpa-eap radius server
Network: :Interface: :Rtx::WpaEap: Bridge® RADIUS server cleared.

UcTopusa nsmeHeHwnii

Bepcus OnucaHue

3.01 JobaBneHa komaHaa interface wpa-eap radius server.

3.25.214 interface wps

OnucaHwue

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

Mpumep

UcTopuns nameHeHui

BkntounTb GyHKUMOHaNbLHOCTL WPS.
Ja

Ja

Het

WiFi

I (config-if)>  wps

I (config-if)> no wps

(config-if)> wps
WPS functionality enabled.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface wps.
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3.25.215 interface wps auto-self-pin

OonucaHue BrntounTs pexum WPS auto-self-pin. Mo ymonuaHuo pexnm auto-self-pin
BKJIHOYEH.

KomaHga ¢ npedrKcom no oTKA0YAET 3TOT PEXUM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica WiFi

CuHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

Mpumep (config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onucaHvie

2.04 JobasneHa koMmaHaa interface wps auto-self-pin.

3.25.216 interface wps button

OnucaHwue HauaTb npouecc WPS c ncnonb3oBaHMeM KHOMKW. [pouecc AnnTca 2 MUHYTHI,
NIV MeHbLLUE, ecsin CoefHeHe YCTaHOBJIEHO.

Mpedukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica WiFi

Cunoncnc (config-if)>  wps button «direction

AprymeHTbl AprymeHT |3HayeHue |OnucaHue
direction send OTtnpaBuTb HacTpoiikn Wi-Fi.
receive MonyunTte HacTponkn Wi-Fi oT Runner 4G.
MNpumep (config-if)> wps button send

Sending WiFi configuration process started (software button mode).
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa koMmaHga interface wps button.

3.25.217 interface wps peer

OnucaHwue HauaTb npouecc WPS ncnonesya PIN yaaneHHoro y3na. lNpouecc gantca 2
MUHYTbI, U MEHbLLIE, eC/IN COeANHEHME YCTaHOB/IEHO. 10 yMONUYaHUIo
npouecc WPS PIN BbIKntOYeH.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica WiFi
Cunoncnc (config-if)>  wps peer «direction> qpin
AprymeHTbl AprymeHT 3HaueHue |OnucaHue

direction send OTnpaBuTb HacTpokn Wi-Fi.

receive MonyunTb HacTpolku Wi-Fi oT yaaneHHoro
y3na.

pin CTtpoka PIN-koA yaaneHHoro ysna.

Npumep (config-if)> wps peer send 53794141

Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 [Jlo6aBneHa komaHga interface wps peer.

3.25.218 interface wps self-pin

OnucaHue HauaTtb npouecc WPS ncnonbsys PIN yctpoicTsa. MNpouecc AANTCa 2 MUHYTHI,
WIN MeHblUe, ecln coejnHeHne yCTaHOB/eHO.

Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog Het
Tun uHTepderica WiFi

CuHoncuc I (config-ify>  wps self-pin «direction
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
direction send OTnpasuTb HacTpokn Wi-Fi.
receive Monyunte HacTpoikn Wi-Fi oT Runner 4G.
Mpumep (config-if)> wps self-pin receive

Receiving WiFi configuration process started (self PIN mode).

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.00 JobaBneHa komaHaa interface wps self-pin.

3.25.219 interface zerotier accept-addresses

OonuncaHmne BknounTb nonyyeHve agpeca ot cepsepa ZeroTier.
KomaHaa ¢ npeprkcom no oTkatouaeT 3Ty GYHKLMIO.

MNpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica ZeroTier
CuHoncuc I (config-if)>  zerotier accept-addresses
I (config-if)> no zerotier accept-addresses
Npumep (config-if)> zerotier accept-addresses
ZeroTier::Interface: "ZeroTier0": enabled addresses accept.
(config-if)> no zerotier accept-addresses
ZeroTier::Interface: "ZeroTier0": disabled addresses accept.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

4.01 [obaBneHa koMmaHaa interface zerotier
accept-addresses.

3.25.220 interface zerotier accept-routes
OnucaHwue BkntoumnTb NonyyYeHre MapLUPYTOB OT yAaJeHHOW CTOPOHbI Yepes ZeroTier.
KomaHga ¢ npednkcom no oTkAoYaeT 3Ty GYHKLMIO.

Mpedunkc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

ZeroTier

I(conﬂgJﬂ> zerotier accept-routes

I(conﬁg-ﬁﬁ>nozerotieraccept-routes

(config-if)> zerotier accept-routes

ZeroTier::Interface:

"ZeroTier0": enabled routes accept.

(config-if)> no zerotier accept-routes

ZeroTier::Interface:

"ZeroTier0": disabled routes accept.

Bepcusa

OnucaHune

4.01

JobasneHa komaHza interface zerotier accept-routes.

3.25.221 interface zerotier connect

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

3agaTb NHTepdeinc ansa noakntodeHns ZeroTier. ECn aprymMeHT He yKasaH,
noAK/YeHMe ycTaHaBAnBaeTcs Yepes 1160 nHTepdelic.

KomMaHgaa ¢ npedrKcoM No ycTaHaBNVBAET 3HAUEHME MO YMONUAHWIO.

Ja
Ja
HeT

ZeroTier

(config-if)>

zerotier connect [ via «via ]

(config-if)> no zerotier connect

AprymeHT

3HayeHue

OnwucaHune

via

UHTEepperic

MonHoe nmsa nHTepdeinca nam NCeBLoOHNM.

(config-if)> zerotier connect via ISP

ZeroTier::Interface:

"ZeroTier0®": set connection via ISP.

(config-if)> no zerotier connect

ZeroTier::Interface:

interface.

"ZeroTier0": set connection via any »
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

4.01 JlobaBneHa komaHaa interface zerotier connect.

3.25.222 interface zerotier network-id

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3.26 ip arp

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoWiKKn

3agaTb naeHTUGUKaTOp TyHHens ZeroTier.

KomaHga ¢ npedurkcom no yaanset JaHHY0 HaCTPOWKY.
Ja

Aa

Het

ZeroTier

(config-if)>  zerotier network-id <network-id>

(config-if)> no zerotier network-id

AprymeHT 3HauyeHue OnucaHwue

network-id |Crpoka NaeHTudunkaTop TyHHens.

(config-if)> zerotier network-id 816227940c13c37e
ZeroTier::Interface: "ZeroTier0": set network ID to »
"816227940c13c37e".

(config-if)> no zerotier network-id
ZeroTier::Interface: "ZeroTier0": reset network ID.

Bepcus OnucaHue

4.01 Job6aBneHa komaHaa interface zerotier network-id.

3agaTb cTaTU4YecKkoe cornoctasnieHne mexay IP n MAC agpecamu 4519 XOCTOB,
He NoAAepPXMBAOLLNX AHaMnYeckuin ARP.

KomaHga c npedurkcom no yaanseT 3anuch 13 tabamusl ARP. ECnv BbINOAHUTL
KOMaHZAy 6e3 aprymMeHTOoB, BeCb CNUCOK 3anucein ARP byaeT ounLLeH.

Ja
Ja

MHorokpaTtHbiiA BBOg, [a
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CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3.27 ip dhcp class

OnuncaHwune

Mpedukc no
MeHsieT HaCTPOWKN

MHorokpaTtHbIiA BBOJ,

(config)>

ip arp «<ip> mac»

(config)>noip arp[«ips]

AprymeHT 3HauyeHue OnuncaHwue

ip IP-apgpec IP-agpec B BUAE YeTbIpéx AeCATUYHbIX Yncen,
pasAenéHHbIX TOUKaMM, COOTBETCTBYHOLLMIA
JIOKaNIbHOMY ajpecy.

mac MAC-appec MAC-aapec B Buge wecTu rpymnn

LIeCTHaALaTEPUYHBIX LNPP, pa3seneHHbIX
ABOETOUNSAMU.

(config)> ip arp 192.168.2.50 al:2e:84:85:f4:21
Network: :ArpTable: Static ARP entry saved.

(config)> no ip arp 192.168.2.50
Network::ArpTable: Static ARP entry deleted for 192.168.2.50.

(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.

Bepcus

OnucaHune

2.00

JobasneHa KoMaHaa ip arp.

JocTtyn K rpynne KoMaHA AN HacTpoKn BeHAop-knacca DHCP (60 onuus).
Ecnm knacc BeHAOPOB He HalAeH, KOMaHAa NbITaeTcs ero co3aathb.

KomaHga ¢ npedurkcom no yaansieT Bbl6paHHbIN Knacc.

Ja

Het

Aa

BxoxxaeHue B rpynny (config-dhcp-class)

CvHoncuc

AprymeHTbl

(config)>

ip dhcp class «class»

(config)> no ip dhcp class «class»

AprymeHT

3HavyeHune OnucaHue

class

CTpoka Ha3BaHVe BeHAOpP-K/1acca.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

(config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa ip dhcp class.

3.27.1 ip dhcp class option

OnuncaHune
Mpe¢ukc no
MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

YKa3aTb 3HaueHwve onuuu 60 Ana NpncBoeHUs BeHAo0p-Kaacca.
KomaHgaa ¢ npedrKcom no yaanseT yKasaHHbIM Knacc.

Ja

Ja

Aa

(config-dhcp-class)>  option <number> hex «data»

(config-dhcp-class)> no option <number>

AprymeHT 3HayeHue OnuncaHwue

number lenoe umucno |Homep onumn. Ceinyac MCNoNb3yeTcs TONbKO
3HaJeHune 60.

data CTpoka 3HayeHue onuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcus OnucaHve

2.00 JobasneHa komaHaa ip dhcp class option.

3.28 ip dhcp host

OnuncaHwne

HacTpouTb cTaTuyeckyro npusasky IP-agpeca Kk MAC-agpecy xocta. Ecnm xoct
C YKa3aHHbIM IMeHeM He HalifjleH, KOMaHAa NbITaeTcs ero co3jathb. Ecnu
yKasaHHbIn IP-agpec He BXOANT B AManasoH HW OAHOrO nyna, KoMaHAa
COXPaHUTCA B HaCTpoOKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga nossonset nomeHATs MAC-agpec, oCcTaBMB NpexHee 3HaveHve
IP-agpeca, n HaobopoT — NoMeHATL IP-agpec, ocTaBMB NpeXxHee 3HaYeHne
MAC-agapeca.

KomaHgaa c npedprkcom no yaansiet XocT.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

(config)>  ip dhcp host <host>[mac ][ ip]

(config)> no ip dhcp host <host>

AprymeHT 3HauyeHue OnuncaHwue

host CTpoka [Mpon3BosibHOE MSA XOCTa, NCMONb3YyeTCH ANd
naeHTnounkaumm napbl MAC-IP B HacTporikax.

mac MAC-agpec MAC-agpec xocTa Ansi CTaTU4eCcKor NpUBA3KU
IP-agpeca. Ecnv He yka3aH, 3HadeHne bepeTtcs
13 NpeablAyLLen HaCTPOMKM.

ip IP-agpec IP-agpec xocTa. Ecnm He yKasaH, 3HauveHune
bepeTca U3 npeablayLieil HacTPOoKu.

(config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

Bepcus OnucaHue

2.00 JobasneHa komaHaa ip dhcp host.

3.29 ip dhcp pool

OnucaHune

Mpejukc no

JocTyn K rpynne KoMaHg, ans Hactpoinikm DHCP-nyna. Ecnm nyn He HaAeH,
KOMaHga nblTaeTcs ero co3gath. [Ang nyna 3agaetca cnmcok DNS-cepeepos
(komaHaa dns-server), W03 N0 ymon4vaHuto (komaHaa default-router) n
BpeMms apeHabl (koMaHaa lease), a Taikoke gnanasoH AnHamuyeckux IP-agpecos
(komaHgza range).

Mocne HaCTPOMKKM NyIOB HEOHXOAMMO BKIHOUNTL CNyx6y DHCP ¢ MOMOLLbIO
KoMaHgbl service dhcp.

Mo>HO co34aTb He 6onbLue 32 nynoB. MakcMManbHasa ANVHA UMEeHU nyna
— 64 cnmBona.

MNprMeuaHune: B Tekyllei Bepcun CMCTeMbl peann3oBaHa NoajepXka He
6onee ogHOro nyna Ha HTepdenc. Ans KOppekTHOM paboTsl
cepsepa DHCP TpebyeTcs, UTobbI friana3oH IP-agpecos,
YyCTaHOB/EHHbIV KOMaHAOM range, NpuHaaaexan cetu,
HacTpoeHHoM Ha ogHoM U3 Ethernet-nHtepgeiicos
ycTpolicTBaa.

KomaHaa ¢ npepurkcom no yaanseTt nyn.

Aa
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

[Ja
Ja
(config-dhcp-pool)
(config)>  ip dhcp pool <name>

(config)> no ip dhcp pool <name>

AprymeHT 3HayeHue OnuncaHwue

name Ctpoka Vmsa nyna DHCP.

(config)> ip dhcp pool test pool
pool "test pool" has been created.

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa ip dhcp pool.

3.29.1 ip dhcp pool bind

OnucaHue

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

MpwvBA3aTb Nyn K yKazaHHOMY nHTepdelicy.
Ja

Ja

Het

Ethernet

(config-dhcp-pool)>  bind <interfaces

(config-dhcp-pool)> no bind <interfaces

AprymeHT 3HauyeHue OnuncaHue

interface UHTeppeinc MonHoe nmsa nHTepderica Nan NCeBAOHUM.

(config-dhcp-pool)> bind FastEthernet0/Vlan2
pool "test pool" bound to interface FastEthernet@/Vlan2.

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa ip dhcp pool bind.
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3.29.2 ip dhcp

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.29.3 ip dhcp

OnucaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Bxo>kaeHue B rpynny

pool bootfile

YkazaTb NyTb K paiiny HacTpoek Ha TFTP-cepBepe ans knveHta DHCP (onums
67).

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Ethernet

(config-dhcp-pool)>  bootfile <bootfile»

(config-dhcp-pool)> no bootfile

AprymeHT 3HauyeHue OnuncaHwue

bootfile Wma ganna MyTb K pariny HacTpoek.

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus OnucaHue
2.1 Job6asneHa komaHaa ip dhcp pool bootfile.
pool class

JocTyn K rpynne KOMaHZ4 A9 HacTpOMKn BeHAop-knacca DHCP BbIGpaHHOro
nyna agpecos. Ecnu knacc BeHAOPOB He HaljeH, KOMaHAa MblTaeTcs ero
co3AaThb.

[na KoppekTHOM paboThl MMSA Kacca AO/IHKHO BbITb TakMM Xe, KaK U B
koMaHge ip dhcp class.

KomaHga ¢ npedurkcom no yaanseT Bbl6paHHbIA Knacc.
Ja

Ja

Aa

(config-dhcp-pool-class)
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config-dhcp-pool)>  class «class»

(config-dhcp-pool)> no class «class>

AprymeHT 3HauyeHue OnuncaHwue

class Crtpoka HasBaHue BeHAOp-Kknacca.

(config-dhcp-pool)> class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa ip dhcp pool class.

3.29.3.1 ip dhcp pool class option

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YcTaHOBWUTE A0ONOJIHUTENIbHBIE onunmn anga DHCP knneHTa B c/iyyae
coBnajeHna BeHA0p-Kiacca.

KomaHga c npedunkcom no yaanseT ykasaHHYH onuuto.

Ja

Ja

Aa

(config-dhcp-pool-class)>  option <cnumber> <type> «data»

(config-dhcp-pool-class)> no option <number>

AprymeHT 3HayeHue OnuncaHwue

number 6 Onuwsa 6, DNS-cepsep.
42 Onuwa 42, NTP-cepBep.
43 Onuws 43, nogpobHas nHpopmaums o
npovssoguTene.
type ip Tun aprymeHTta data — IP-agpec. 31oT TMnN
He 1cnosb3yeTca 4na onumm 43.
hex Tun aprymeHTa data — LecTHaguaTepmyHoe
yumcno.
data CTpoka 3HayeHue onuun.

(config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

3.29.4 ip dhcp

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa komaHza ip dhcp pool class option.

pool debug

Jo6aBnTb 0TNag04Hble COOBLLEHNS B CUCTEMHbIN XKypHarn. Mo YMONYaHUNKO
HaCTpOVIKa OTK/IKOYEeHa.

KomaHga c npedurkcom no oTkIoYaeT OTNaAKY.
Ja

Aa

Het

(config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

Bepcus OnucaHve

2.01 Jlo6aBneHa komaHga ip dhcp pool debug.

3.29.5 ip dhcp pool default-router

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

HactpouTtb IP-agpec wnto3a no ymondaHuto. Ecnv He ykasaH, To byget
NCNONb30BaTbCA afpec, HaCTPoeHHbI Ha Ethernet-nHtepdeiice,
orpejesieHHOM aBTOMaTUYeCKM A1 3aJaHHOro JManasoHa range.

KomaHga c npednkcom no oTMeHseT HaCTPOIKY.
Ja

Aa

Het

(config-dhcp-pool)>  default-router <address»

(config-dhcp-pool)> no default-router

AprymeHT 3HauyeHue OnucaHue

address IP-agpec AJpec LWt03a no yMo4aHuio.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aeneHa komaHga ip dhcp pool default-router.

3.29.6 ip dhcp pool dns-server

OnucaHwue HactpouTs IP-agpeca cepsepos DNS (DHCP-onuus 6). Ecin He ykasaH, TO
byfeT MCnonb30BaThCA agpec, HaCTpoeHHbI Ha Ethernet-uHtepderice,
onpegeneHHOM aBToMaTUYeCcKn 419 3alaHHOro AnanasoHa range.

KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-dhcp-pool)>  dns-server («address1> [ address2] | disable)
(config-dhcp-pool)> no dns-server
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
addressl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
address?2 IP-agpec Appec BTopryHoro DNS-cepBepa.
disable KmwyeBoe OTtkntounts DHCP onyuto 6.
C/10B0
NMpumep (config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa ip dhcp pool dns-server.
2.11 Job6asneH aprymeHT disable.

3.29.7 ip dhcp pool domain

OnucaHwue YKa3zaTb AOMEHHOE NMA, KOTOPOE K/IMEHT A0J/IKEH NCNONB30BaTh MNMpn
pa3peLleHnn nmeH yepes DNS (option 15).

KomaHza ¢ npeprKkcom no oTMeHseT HacTPOKY.
Mpedunkc no Ja
MeHsieT HacTpouiku  [la

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (config-dhcp-pool)>  domain «domain»
(config-dhcp-pool)> no domain
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
domain CTpoka JlokanbHOe JOMeHHOoe M4,
Mpumep (config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.05 Job6asneHa komaHgaa ip dhcp pool domain.

3.29.8 ip dhcp pool enable
OnucaHue HauaTb ncnonb3oBaTh Ny B CUCTEME.
KomaHaa ¢ npeprKcom no oTkNoYaeT NCNOoNb30BaHMe nyna.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I (config-dhcp-pool)>  enable
I (config-dhcp-pool)> no enable
NMpumep (config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHgaa ip dhcp pool enable.

3.29.9 ip dhcp pool lease

OnucaHue YcTaHoBWUTE Bpems apeHabl IP-agpecos nyna DHCP. Mo ymonyaHuio
MNCrosib3yeTcs 3HaueHme 25200 (7 yacos).

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpallaeT 3HavyeHne BpeMeH apeHabl No
yMO/14aHuio.

Mpejukc no Ja

MeHsieT HacTpolikm  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-dhcp-pool)>  lease <lease
(config-dhcp-pool)> no lease
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
lease lenoe 4ucno |Bpemsa apeHabl B cekyHaax. Moxer
NPUHNMAaTb 3Ha4YeHWs B nNpegenax ot 1 Ao
259200 (3 gHs).
Npumep (config-dhcp-pool)> lease 259200
Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.
(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »
seconds) .
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 [Jlob6aBneHa komaHga ip dhcp pool lease.

3.29.10 ip dhcp pool next-server

OnucaHue Yka3aTb agpec TFTP-cepBepa ansd DHCP-knmneHTa (onums 66).
KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.

MNpejukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Ethernet

CuHoncuc (config-dhcp-pool)>  next-server address>

(config-dhcp-pool)> no next-server

AprymeHTbI AprymeHT  |3HaueHue |OnucaHune
address IP-agpec Appec cepepa TFTP.
NMpumep (config-dhcp-pool)> next-server 10.1.1.11

Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.11

[JobaeneHa komaHaa ip dhcp pool next-server.

3.29.11 ip dhcp pool option

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

3agaTb AONONHUTENbHbIe NapamMeTpbl Ans DHCP-cepsepa.

KomaHga c npedpurKcom no yAansieT AoNoNHNUTENbHYH HACTPOIKY.

Ja
Aa
Ja

Ethernet

(config-dhcp-pool)>  option <numbers[ type] «data»

(config-dhcp-pool)> no option <number:

AprymeHT 3HauyeHue OnucaHwue
number 4 Onuma 4, cepsep BpemeHu. Tun — IP-agpec.
6 Onuwsa 6, DNS-cepsep. Tun — IP-agpec.
42 Onuwsa 42, NTP-cepsep. Tun — IP-agpec.
44 Onuua 44, NetBIOS-cepBep. Tun — IP-agpec.
26 Onuwa 26, MTU. MoxeT npnHnMaThb
3HayeHWa B npegenax ot 0 o 65535
BK/IHOUNTENBHO.
121 Onuua 121, becknaccoBble cTaTnyeckue
MapLipyTbl. Tn — IP-agpec ceTn Ha3HayeHuA
1N MacKa CeTu Ha3Ha4yeHu s B BUje 61TOBOW
ANViHbI Npedukca (Hanpumep, /24).
249 Onuwsa 249, MS mappyTel. Tun — IP-agpec
CeTN Ha3HauYeHNsA N Macka CeTN HasHayYeHns
B BMAe 61TOBOW AVHbI Npedurkca
(Hanpumep, /24).
type hex LLlecTHaguaTepryHoOe Ynco.
ascii Yucno ASCIL
ip IP-agpec. 3TOT TMN He NcnNonb3yeTca ANA
onumu 26. He ykasbiBaeTca B KOMaHAe Kak
K/toueBoe C/10BO.
data CTpoka 3HadeHue onuun.

(config-dhcp-pool)> option 4 192.168.2.1
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 4.
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(config-dhcp-pool)> option 60 ascii "MSFT 5.0"
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 60.

(config-dhcp-pool)> option 150 ip 41.57.50.46,42.54.50.46
Dhcp::Pool: " WEBADMIN BRIDGE2": set option 150.

(config-dhcp-pool)> no option 4
Dhcp::Pool: " WEBADMIN BRIDGE2": cleared option 4.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.09 JobasneHa komaHaa ip dhcp pool option.

3.29.12 ip dhcp pool range

OnucaHwune HacTpouTtb AnanasoH JHaMNYecknX apecos, BblgaBaeMblx DHCP-kineHTam
HeKOoTOopoW noaceTun. lManasoH 3a4aeTcs HavyaabHbIM U KOHEYHbIM
IP-agpecom, TM60 HavanbHbLIM agpecoM 1 pasmepoM. CeTeBol MHTepdelic,
K KOTOPOMY 6yAyT NPpUMeHeHbI HAaCTPOWKN, BbIBMPaETCA aBTOMaTUYECKN,
Aapec BbIbpaHHOro MHTepdelica NCNoNb3yeTcs B KAYeCTBe LUI03a Mo
ymonydaHuio n DNS-cepBepa, ecv He 3aZiaHbl Apyrve agpeca KoMaHgamu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHga ¢ npedurkcom no yaanseT granasoH.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config-dhcp-pool)>  range <begins (<end> | <size»)
(config-dhcp-pool)> no range

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
begin IP-agpec HauvanbHbIll agpec nyna.
end IP-appec KoHeuHbIll agpec nyna.
size Yenoe uyucno |Pasmep nyna.

Mpumep (config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

VICTOleﬂ M3MeHeHWiA Bepc”ﬂ onvcaHue

2.00 JobasneHa komaHaa ip dhcp pool range.
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3.29.13 ip dhcp pool update-dns

OnucaHue Job6aBnatb ctatudeckme 3anmcm B DNS-npokcu npu Bbigave DHCP-agpecos.
B kauecTtBe nMeHn ncnonb3syetca Mg xocta n3 DHCP-3anpoca. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHa.

KomaHga ¢ npedunkcom no otkatoyaeT GyHKLUMIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config-dhcp-pool)> update-dns
I (config-dhcp-pool)> no update-dns
NMpumep (config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.06 Job6asneHa komaHaa ip dhcp pool update-dns.

3.29.14 ip dhcp pool wpad

OnucaHwue Hactpouts DHCP onuwnto 252 — npotokon WPAD. Mo ymonyaHuio onuus
OTKJIH0UEHa.

KomaHga ¢ npedrkKcom no oTKA0UaeT HaCTPOKY.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dhcp-pool)>  wpad wpad>
(config-dhcp-pool)> no wpad
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
wpad CTtpoka URL-aapec npokcu-cepeepa.
NMpumep (config-dhcp-pool)> wpad http://wpad/wpad.dat

Dhcp::Pool: WPAD option has been saved.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.05 [JobaeneHa komaHzaa ip dhcp pool wpad.

3.30 ip dhcp relay enable

OnucaHwne BkntounTts DHCP-relay Ha nHTepdelice. DHCP-relay umeeT npuopuTeT Hag
DHCP-cepBepom mMapLupyTu3saTopa.

KomaHga ¢ npedunKcom no yaanset HacTpOnKy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp relay enable

I (config-if)> no ip dhcp relay enable

Mpumep (config-if)> ip dhcp relay enable
Dhcp::Relay: Service enabled on ISP.

(config-if)> no ip dhcp relay enable
Dhcp::Relay: Service disabled on ISP.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.03 Job6asneHa komaHgaa ip dhcp relay enable.

3.31ip dhcp relay lan

OnucaHue YKkasaTb, Ha KakoM CceTeBOM NHTepdeiice peTpaHcnaTop DHCP byaet
06pabaTbiBaTh 3aNpPOChl KNMEHTOB. MOXHO yKa3aTb HECKONLKO MHTepdelicoB
«lan», A5 3TOro HY>XHO BBECTU KOMaHAy HeCko/IbKO pas, yka3as Bce
HeobxoaMble NHTepdencebl No O4HOMY.

KomaHga ¢ npedurkcom no oTktovaeT petpaHcnaTop DHCP Ha ykazaHHOM
nHTepderice. Ecm ncnonb3osatb KOMaHAy 6€3 apryMeHTOB, peTpaHCasaTop
DHCP bypaeT oTKtO4eH Ha BCeX MHTepdelicax.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a
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CuHoncuc (config)>  ip dhcp relay lan <interface
(config)> no ip dhcp relay lan [ interface]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
interface UHTepgeinc MonHoe nms nam NnceBAOHMM UHTepdelica
Ethernet, Ha koTopom peTpaHcnaTop DHCP
6yAeT NPUHMMAaTE 3aNpockl KIMEHTOB.
Mpumep (config)> ip dhcp relay lan Home
added LAN interface Home.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHgaa ip dhcp relay lan.

3.32ip dhcp relay server

OnucaHue YkazaTb IP-agpec cepsepa DHCP, Ha KOTOpbLI peTpaHcaaTop byaeT
nepeHanpasasTb 3aNpoCkl KIVEHTOB 13 IOKASIbHOWN CeTu.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (config)> ip dhcp relay server <address
(config)> no ip dhcp relay server [ address ]
AprymeHTbI AprymMeHT  |3HaueHme |OnucaHue
address IP-appec IP-agpec cepsepa DHCP.
Mpumep (config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHga ip dhcp relay server.
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naBa 3 OnncaHme KOMaHA,

3.33 ip dhcp relay upstream interface

OnucaHwue

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Mpueasate DHCP-relay k upstream-nHTepdeiicy.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Ja

Ja

Het

Ethernet

(config-if)>  ip dhcp relay upstream interface <interface»

(config-if)> no ip dhcp relay upstream interface

AprymeHT 3HauyeHue OnuncaHwue

CrnncoK AOCTYMHbIX NHTepdelricoB MOXHO
yBUAETb C MOMOLLbIO KOMaHAbI interface
[Tab].

interface UHTepeinc MonHoe nma nHTepderica nam NCeBAOHUM.

(config-if)> ip dhcp relay upstream interface Home
Dhcp::Relay: Using WAN interface Home.

(config-if)> no ip dhcp relay upstream interface
Dhcp::Relay: WAN interface setting cleared.

Bepcus OnucaHue

4.03 JlobasneHa komaHgaa ip dhcp relay upstream interface.

3.34 ip dhcp relay upstream server

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

Yka3atb IP-agpec BbiwecToswero DHCP-cepsepa, Ha KOTOpPbIN relay byaeT

nepeHanpasfsaTb KIVEHTCKME 3anpockl.
KomaHgaa ¢ npedrKcom no yaanset HaCTPOKY.
Aa

Ja

HeTt

Ethernet
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  ip dhcp relay upstream server «<server;

(config-if)> no ip dhcp relay upstream server

AprymeHT 3HauyeHue OnuncaHwue

server IP-appec IP-agpec cepsepa DHCP.

(config-if)> ip dhcp relay upstream server 192.168.17.1
Dhcp::Relay: Using DHCP server 192.168.17.1.

(config-if)> no ip dhcp relay upstream server
Dhcp::Relay: Server address setting cleared.

Bepcus OnucaHve

4.03 Jlo6aBneHa komaHga ip dhcp relay upstream server.

3.35ip dhcp relay wan

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YKa3sblBaeT, yepes Kakow ceTeBol MHTepdeiic peTpaHcnaTop DHCP 6yaet
06palLaThCs K BbllecTosweMmy cepsepy DHCP. B cncteme MOXeT 6bITb TONbKO
OAMNH NHTepdelic Takoro Tuna. ECiv ToUHbIN agpec cepBepa He yKasaH (CMm.
ip dhcp relay server), 3anpockl 6yayT nepefaBaTbCs LUMPOKOBELLAaTeNbHO.
PekomeHayeTcs yKasblBaTb ajpec cepeepa.

KomaHga ¢ npedunKcom no yaanset HacTPOnKY.
Ja

Aa

Het

(config)> ip dhcp relay wan <interface»

(config)> no ip dhcp relay wan [ interface]

AprymeHT 3HauyeHue OnucaHwue

interface UHTeppenc MonHoe nmMa nnn nceBioHNM UHTepdelica
Ethernet, Ha KOTOpPbIN ByAYT HaNPaBAATLCS
3anpockl ot DHCP-knneHTOB.

(config)> ip dhcp relay wan FastEthernet0/Vlan2
using WAN interface FastEthernet0/Vlan2.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHaa ip dhcp relay wan.

3.36 ip esp alg enable

OnucaHwue BrntounTb pexxum IPSec Passthrough ana TyHHenei IPsec ESP. Tlo ymonyaHuto
HaCTPoOWKa BbIK/IlOYEHa.

KomaHga ¢ npeprKcoM Nno OTKAHOUYAET HAaCTPOIKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het

CuHoncuc I(conﬁg)> ip esp alg enable

I (config)> no ip esp alg enable

Mpumep (config)> ip esp alg enable
Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

VlCTOleﬂ n3MeHeHunA Bepcmﬂ onvicaHue

3.05 Jlo6aBneHa komaHga ip esp alg enable.

3.37 ip flow-cache timeout active

OnucaHwne YCTaHOBUTb BpeMsi XpaHeHUst akTUBHbIX CeCcCUii B KeLle. 10 ymMonyaHuto
ncnonb3lyeTca 3HayveHue 10.

KomaHza ¢ npedrkcom no Bo3BpaLL@eT 3HayeHre rno yMONYaHUI0.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config)> ip flow-cache timeout active «timeout»

I (config)> no ip flow-cache timeout active
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
timeout Uenoe 4ucno |3HayeHue TaliM-ayTa B MUHYyTax. MoxeT
NMPUHMMaTL 3HaYeHNA B Npesenax ot 1 4o 30.

NMpumep (config)> ip flow-cache timeout active 1
Netflow: :Manager: Active timeout set to "1" min.

(config)> no ip flow-cache timeout active
Netflow: :Manager: Active timeout reset to "10" min.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onvicaHue

2.1 Jlo6aBneHa komaHga ip flow-cache timeout active.

3.38 ip flow-cache timeout inactive

OnucaHune YCTaHOBUTb BpeMsi XpaHeHUst HeaKTUBHbIX CeCcCUii B Kelle. 10 yMonYaHuto
ncnosb3yeTcs 3HaveHme 20.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMOAYaHIo.
MNpedukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOgA, Het

CuHoncuc (config)> ip flow-cache timeout inactive «timeout;
(config)> no ip flow-cache timeout inactive
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
timeout lenoe uyncno |3HadveHuve TaM-ayTa B cekyHAax. MoxeT
NPUVHUMaTbL 3Ha4YeHUs B Npejenax ot 1 4o
600.
Mpumep (config)> ip flow-cache timeout inactive 1
Netflow: :Manager: Inactive timeout set to "1" s.
(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.1 Jo6aeneHa komaHga ip flow-cache timeout inactive.
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naBa 3 OnncaHme KOMaHA,

3.39 ip flow-export destination

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3agaTb napameTpsbl konnekTopa NetFlow.

KomaHaa ¢ npedpurkcom no yaanseT napameTpsbl.

Ja

Ja

Het

(config)> ip flow-export destination «address port»

(config)> no ip flow-export destination

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-appec coopLymka JaHHbIX.

port UYenoe uucro |Homep nopta UDP konnektopa. Moxet
npUHMMaTh 3HadeHna 2055, 2056, 4432, 4739,

9025, 9026, 9995, 9996, 6343.

(config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.

(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHga ip flow-export destination.

3.40 ip flow-export version

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Yka3zaTb Bepcuto konnektopa NetFlow. Mo yMONYaHMIO NCNONb3YyeTCs
3Ha4deHwe 5.

KomaHza ¢ npedprKcomM no BO3BpaLLAeT 3HAUYEHNE MO YMOIYAHUIO,
Ja
Aa

HeTt

I (config)> ip flow-export version «wersion

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA 31 3



naBa 3 OnncaHme KoMaHp,

(config)> no ip flow-export version

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
version Ctpoka Bepcusa npoTtokona.
Mpumep (config)> ip flow-export version 9

Netflow: :Manager: Set export protocol version to 9.

(config)> no ip flow-export version
Netflow: :Manager: Reset export version to 5.

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

3.05 Job6asneHa komaHgaa ip flow-export version.

3.41 ip host

OnucaHwue Jo6aBuTb JOMeHHOe nMa 1 agpec B Tabanuy DNS.
Mpe¢ukc no Ja
MeHsieT HacTpouikm  /la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)>  ip host «domains <address>
(config)> no ip host [ <domains <address> ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
domain CTpoka JomMmeHHOe nvs xocTa.
address IP-agpec IP-agpec xocTa.
Npumep (config)> ip host zydata.local 192.168.1.22
Dns: :Manager: Added static record for "zydata.local", address »
192.168.1.22.
(config)> no ip host zydata.local 192.168.1.22
Dns::Manager: Record "zydata.local", address 192.168.1.22 deleted.
MCTOpMﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHgaa ip host.
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naBa 3 OnncaHme KOMaHA,

3.42 ip hotspot

OnucaHwue JocTtyn K rpynne KoMaHA Ans HacTporikn YnpasneHus JomaluHeli CeTbho.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica IP

Bxo>xaeHue B rpynny (config-hotspot)

CuHoncuc I(conﬁg)> ip hotspot

Npumep (config)> ip hotspot
(config-hotspot)>

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.06 Job6asneHa komaHgaa ip hotspot.

3.42.1 ip hotspot auto-register disable

OonuncaHmne MPUHYANTENBHO OTK/IIOYMTL aBTOMATUYECKYH PErMCTPALIMI0 XOCTOB B
cermeHTe Home. Mo ymMoOnyaHMio aBTOMaTUYecKas perucTpaumns BKaoYeHa.

KomaHga ¢ npedrkKcom no BKAKOUAET aBTOMATUYECKYIO PerncTpaLumio.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-hotspot)>  auto-register disable

I (config-hotspot)> no auto-register disable

Mpumep (config-hotspot)> auto-register disable
Hotspot::AutoRegister: Disabled host auto-registration.

(config-hotspot)> no auto-register disable
Hotspot: :AutoRegister: Enabled host auto-registration.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

4.02 [JobaeneHa KomaHza ip hotspot auto-register disable.
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naBa 3 OnncaHme KoMaHp,

3.42.2 ip hotspot auto-scan interface

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

BkntounTb GOHOBOE CKaHMpPOBaHMe Ha 3ajaHHOM UHTepdelice. Mo
YMOJTYAHUNIO BK/TKOYEHO.

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja
Ja
Aa
IP

(config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface;

AprymeHT 3HauyeHue OnuncaHwue

interface NHTepgeiic MonHoe nmsa nHTepdeinca nim NCeBLoOHNM.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is unchanged.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHue

2.08 JobasneHa komaHAa ip hotspot auto-scan interface.

3.42.3 ip hotspot auto-scan interval

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

3aaaTb VHTepBan NPOBEPKM XOCTOB, HAXOAALLMXCA OHAaH. [10 yMonyaHuto
ncnonb3lyeTca 3HayveHue 30.

KomaHgaa ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHNe N0 YMOAYaHUIO.
Ja

Ja

Het

IP

I (config-hotspot)>  auto-scan interval <intervals
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naBa 3 OnncaHme KOMaHA,

(config-hotspot)> no auto-scan interval

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interval UYesnoe uucno |/IHTepBan ckaHMPOBaHWA B CEKYHAAX.
Mpumep (config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »
10 s.

(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »

default.
VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie
2.08 Job6asneHa komaHgaa ip hotspot auto-scan interval.

3.42.4 ip hotspot auto-scan passive

OnucaHwue 3agatb CKOPOCTb NacCMBHOIO CKaHNPOBaHMA B XOCTax B CEKyHAY. Mo
YMOJIYaHUIO NCNOJIb3YyeTcd 3HaueHre 3.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-hotspot)>  auto-scan passive <rate> hps

(config-hotspot)> no auto-scan passive

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
rate lenoe uncno |CKOPOCTb MAcCMBHOIO CKaHMUPOBAHMS.
NMpumep (config-hotspot)> auto-scan passive 5 hps

Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Jlob6aBneHa komaHga ip hotspot auto-scan passive.
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naBa 3 OnncaHme KoMaHp,

3.42.5 ip hotspot auto-scan timeout

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YctaHoBUTbL 0bdnaliHOBBIN TaliM-ayT 415 XOCTOB. [ocne yka3aHHOro BpeMeHu
OTCYTCTBYIOLLY XOCT yAANATCA U3 CMCKa OBHaPYXXeHHbIX XOCTOB XOT-CMoTa.
Mo yMONYaHMIO NCMONb3yeTcs 3HaveHne 35.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

HeTt

IP

(config-hotspot)>  auto-scan timeout <timeout>

(config-hotspot)> no auto-scan timeout

AprymeHT 3HauyeHue OnuncaHwue
timeout Uenoe uyncno |OPPnaliHOBLIN TalM-ayT B CEKYHAAX.

(config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »
to default.

Bepcus OnucaHve

2.08 [JlobaBneHa komaHga ip hotspot auto-scan timeout.

3.42.6 ip hotspot default-policy

OnucaHune

Mpe¢ukc no

MeHsieT HacTpouiKKn

OnpegennTb NOANTUKY YNpasneHus [lomalHer CeTbio NS BCex
NHTepderncoB Nan HasHaunTL Npoduab gocTyna B IHTepHeT. NonnTtmka
NPUMeEHSAETCS KO BCeM MHTepdeincam, He MMeroLLMM CO6CTBEHHOrO NpaBuna
f4ocTyna, ip hotspot policy.

Monutrka no ymonyaHuto: permit.

KomaHga ¢ npe¢|/||<c0M Nno yCTaHaBNMBaeT 3Ha4YeHne NoJINTUKU No
yMO/14aHuHo.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

Tun nHTepdeiica IP

CuHoncuc (config-hotspot)>  default-policy (<access» | policy»)
(config-hotspot)> no default-policy
AprymeHTbI AprymeHT 3HaueHue OnucaHue
access permit PaspewwnTb goctyn K ceTvi VIHTepHer.
deny 3anpeTnTb JOCTyN K ceTn NIHTepHeT.
policy Mpoguns poctyna|Ha3BaHme npoduna gocryna.
Mpumep (config-hotspot)> default-policy permit

FHotspot: :Manager: Default policy "permit" applied.

(config-hotspot)>
Hotspot: :Manager:

(config-hotspot)>
Hotspot: :Manager:

(config-hotspot)>
Hotspot: :Manager:

default-policy
Default policy

default-policy
Default policy

deny
"deny" applied.

Policy0
"Policy0" applied.

no default-policy
Default policy cleared.

WcTopuns nsmeHeHnit |Bepcua

OnucaHune

2.09

JobasneHa komaHaa ip hotspot default-policy.

2.12

Jlo6aBneH aprymeHT policy

3.42.7 ip hotspot host

OnucaHwne

HaCTpOI/ITb npaBwnia Aoctyna nanm 6ﬂOKI/IpOBKI/I AanaonpejgeneHHbIX KIIMEHTOB

YnpasneHusa JjomalwHein CeTbio. [laHHbIe MpaBuia MeloT 6o/iee BbICOKINT
NpUOPUTET, YEM HACTPOIiKa NOAUTUKM (CM. KoMaHay ip hotspot policy).

KomaHga ¢ npedprKcoM no yaanset HacTPOnKY.

Mpedukc no Ja
Ja

MHorokpaTHbI/i BBog, /[la

MeHsieT HacTpoiKmn

Tun nHTepdeiica IP

CuHoncuc (config-hotspot)>

policys)

host wmac> (<access> | schedule <schedule> | policy
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naBa 3 OnncaHme KoMaHp,

AprymeHT

Mpumep

WcTopusa nsmeHeHwnii

(config-hotspot)> no host mac» (<accesss | schedule | policy)

AprymeHT 3HaueHue OnucaHue

mac MAC-agpec MAC-agpec xocTa. XoCT JO/KeH b6bITb
3aperncTpypoBaH 3apaHee ¢
rnomoLlb KoMaHabl known host.

access permit PaspewwnTb goctyn K cetri IHTepHeT.
deny 3anpeTuTb AOCTYN K ceTn MIHTepHeT.
schedule Pacnncanune HasBaHWVe pacnmncaHus, co3gaHHoOro
MNPy NOMOLLM FPYMMNbl KOMaHA,
schedule.
policy Mpog¢uns poctyna|Ha3BaHwe npodunsa goctyna.

(config)> known host MYTEST 54:e4:3a:8a:f3:a7
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot: :Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot: :Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy0
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".

Bepcus OnucaHue
2.06 JobaBneHa komaHAa ip hotspot host.
2.12 Job6asneHbl aprymeHTbl permit, deny, schedule, policy.

3.42.8 ip hotspot host conform

OnuncaHune

HasHaunTb NONNTUKY CErMeHTa Mo YMOMYaHWIO ANsi 3aPerncTpUPOBaHHbIX
XOCTOB. Perncrpaums xocTa BbINONHAETCs 3apaHee koMaHgoi known host.
Mo yMONYaHUIO HACTPOIKa BK/IOYEHa.
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naBa 3 OnncaHme KOMaHA,

KomaHga c npedurkcom no yganseTt HacTPOWKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc (config-hotspot)>  host mac> conform

(config-hotspot)> no host <mac> conform

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
mac MAC-agpec MAC-agpec xocTa.
Mpumep (config-hotspot)> host 04:14:24:54:bc:52 conform

Hotspot::Manager: Conform applied to host "04:14:24:54:bc:52".

(config-hotspot)> no host 04:14:24:54:bc:52 conform
Hotspot::Manager: Conform removed from host "04:14:24:54:bc:52".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

4.02 Job6asneHa komaHgaa ip hotspot host conform.

3.42.9 ip hotspot host priority

OonucaHwue HasHaunTb onpeseneHHbIV npropuTeT BceMy Tpadurky, HanpaBaeHHOMY K
3aperncTpmpoBaHHOMY XOCTY. Perncrpaumsa XocTa BbINONHAETCA 3apaHee
npu noMowm koMmaHael known host.

KomaHaa ¢ npedunkcom no yaansieT npropuTeT.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nHtepdeiica IP

Cunoncnc (config-hotspot)>  host wmac» priority ¢priority»

(config-hotspot)> no host mac» priority

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

mac MAC-agpec MAC-agpec xocrTa.
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Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

priority HauBsbicLLUNA.

KpuTtnuecknia.

Bbicokuin.

CpegHwuin.

HopmankHbI (N0 ymMon4aHuio).

1
2
3
4 MoBbILWEHHbI.
5
6
7

Huskuin.

(config-hotspot)> host 04:d2:cl:14:bc:59 priority 7
Hotspot::Manager: Applied priority "7" to host »
"04:d2:cl1:14:bc:59".

(config-hotspot)> no host 04:d2:cl:14:bc:59 priority
Hotspot::Manager: Removed priority from host "04:d2:cl:14:bc:59".

Bepcus OnucaHue

3.08 JobasneHa komaHgaa ip hotspot host priority.

3.42.10 ip hotspot policy

OnuncaHune

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

OnpegennTtb NOAUTUKY YnipaBneHus JomalHeln CeTbto 418 BbIGpaHHOrO
nHTepderica. NMoanTnka NpUMeHNETCH KO BCeM XOCTaM, He MIMeoLLMM
cobcTBeHHOro npaeuna goctyna ip hotspot host.

MonnTtmka no ymonyaHuo: permit.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHne NoJINTUKN No
yMO/T4aHWHO.

Ja
Ja
Aa
IP
(config-hotspot)>  policy <interfaces (<accesss | policys)

(config-hotspot)> no policy <interfaces

AprymeHT 3HaueHue OnucaHwue

interface NHTepgeiic MonHoe nms Ethernet nHtepderica
WA NCEBAOHUM.
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Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnucaHwue

access permit PaspewwnTb goctyn K cetni IHTepHerT.
deny 3anpeTuTb JOCTynN K ceTu VIHTepHeT.

policy Mpo¢unb poctyna|Ha3BaHwe npodunsa goctyna.

(config-hotspot)> policy Home permit
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> policy Home deny
Hotspot::Manager: Policy "deny" applied to interface "Home".

(config-hotspot)> policy Home Policy®
Hotspot::Manager: Policy "Policy@" applied to interface "Home".

(config-hotspot)> no policy Home
Hotspot::Manager: Interface "Home" policy cleared.

Bepcus OnucaHve
2.06 [Jlo6aBneHa komaHga ip hotspot policy.
2.12 Job6asneH aprymeHT policy.

3.42.11 ip hotspot priority

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Ha3HauunTb onpegeneHHbI npropuTeT BceMy TpadurKy, HanpasBaeHHOMY K
nHTepoecy.

KomaHga c npedunkcom no yaanset npuopuTerT.
Aa
Ja
Ja
IP

(config-hotspot)>  priority <interfaces priority

(config-hotspot)> no priority <interface»

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgeic MonHoe nma nHTepderica nam NCeBLOHUM.

priority 1 HaunBbIcLLNA.
2 KpuTtnuecknia.
3 Bbicokunia.
4 MoBbILWEHHbIN.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue
5 CpeaHuin.
6 HopMmanbHbI (N0 yMon4aHuo).
7 Huskuia.

(config-hotspot)> priority Home 7
Hotspot::Manager: Applied priority "7" to interface "Home".

(config-hotspot)> no priority Home
Hotspot: :Manager: Removed priority from interface "Home".

Bepcus

OnucaHune

3.08

Job6asneHa komaHgaa ip hotspot priority.

3.42.12 ip hotspot wake

OnuncaHwne
MNpejukc no

MeHsieT HacTpoiKkmn

Otnpaeutb Wake-on-LAN nakeT Ha private u protected nHtep¢ericel xocTa.

Het

HeT

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CviHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

IP
(config-hotspot)>  wake wmac>
AprymeHT 3HauyeHue OnucaHwue
mac MAC-agpec MAC-aapec xocrTa.

(config-hotspot)> wake a8:1e:84:11:f1:22
Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.

Bepcus

OnucaHue

2.08

[Jlo6aBneHa komaHga ip hotspot wake.

3.43 ip http lockout-policy

OnucaHwne

3agaTb NapaMeTpbl OTCAEXVBAHWA NOMbITOK BTOPXeHWs NyTéM nepebopa
naponeit HTTP gnsa ny6nnudHbiX nHTepdericos. Mo ymondaHuto GyHKLUMS
BKJIIOUeHa. Ecnuv B kKayecTBe aprymMmeHTa Ucnosb3yeTcs 0, Bce napamMeTpsl

oTCNeXmnBaHWs nepebopa byayT cOpoLLEeHbI B 3HaYEHKS MO YMOYAHMIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

KomaHga ¢ npedurkcom no oTk/H0UaeT 0bHapyxeHmne nogbopa.
Ja

Aa

Het

IP

(config)> ip http lockout-policy <thresholds [«durations
[cobservation-window]]

(config)> no ip http lockout-policy

AprymeHT 3HaueHue |OnucaHue

threshold Uenoe uucro|Konnuectso HeyAauHbIX MOMbITOK BXO/a
B crcTemy. [1o yMonyaHUo ycTaHOBMEHO
3HaueHue 5. MoxeT npnH1maTb
3HadeHusa B npejenax ot 4 Ao 20.

duration Uenoe yucso|lpoAoIKNTENBHOCTL 3anpeTa
aBTopu3aumn ana ykasaHHoro IP-agpeca
B MUHYyTax. [10 ymonyaHuio ycTaHOBAEHO
3HaueHue 15. MoxeT NnpuHMMaTh

3Ha4deHusa B npegenax ot 1 A0 60.

observation-window|ljenoe 4ucsno|MpofOMKNTENBHOCTb HabntoAeHNs 3a
NoA03pUTENbHOM aKTUBHOCTBIO B
MUHYTax. 10 yMon4yaHu1o yCTaHOBJIEHO
3HayveHue 3. MoxeT NpuHMMaTb

3Ha4deHusa B npegenax ot 1 Ao 10.

(config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.

(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.

(config)> ip http lockout-policy 0
Http::Manager: Bruteforce detection reset to default.

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHga ip http lockout-policy.

3.44 ip http log access

OnucaHwmne

BkntounTb pexmnm oTnagku Ha Beb-cepeepe (nginx). Mo ymonvaHuo ¢pyHKUmMA
OTKJIFoUEeHa.
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naBa 3 OnncaHme KoMaHp,

KomaHga ¢ npedurkcom no oTkIoYaeT 0TAAA0UHbBIN PEXMM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc I (config)>  ip http log access

I (config)> no ip http log access

Mpumep (config)> ip http log access
Http::Manager: Enabled access logging.

(config)> no ip http log access
Http::Manager: Disabled access logging.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

3.00 Job6asneHa komaHgaa ip http log access.

3.45 ip http log auth

OnucaHwue BkntoumnTb normpoBaHne nonbITOK HeyAa4yHOoM aBTopu3auum B cucteme. Mo
YMOAYaHMIO QYHKLMSA OTKIHOYEHa.

KomaHga ¢ npedrkcom no oTKAYaeT N0rpoBaHue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config)>  ip http log auth

I (config)> no ip http log auth

Mpumep (config)> ip http log auth
Http::Manager: Auth logging enabled.

(config)> no ip http log auth
Http::Manager: Auth logging disabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHza ip http log auth.

3.46 ip http log webdav

OnucaHune BktounTb NormposaHyvie NonbITOK HeyAauHOro NoAK/IYEHUS K cepBepy
WebDAV. Mo ymon4aHuio GyHKLMA OTKAOYEHA.

KomaHza ¢ npedrKcom no oTKAtoUaeT IorMpoBaHue.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica IP

CuHoncuc I (config)>  ip http log webdav

I (config)> no ip http log webdav

Mpumep (config)> ip http log webdav
WebDav: :Server: Enabled request tracing.

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.04 JobasneHa komaHaa ip http log webdav.

3.47 ip http port

OnucaHune HasHauutb HTTP nopT gna Be6-nHTepderica Runner 4G. Mo ymonyaHuto
ncnonb3yeTtca nopt 80.

KomaHga ¢ npedurkcom no yctaHaBAMBaET MOPT MO YMOUYAHUIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

Cunoncuc I (config)>  ip http port «port>
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.48 ip http proxy

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica
Bxo>xgeHue B rpynny

CuHoncunc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

(config)> no ip http port

AprymeHT

3HayeHue

OonvicaHune

port

Lenoe uucno

HoBblin nopT HTTP.

(config)> ip http port 8080
Http::Manager: Port changed to 8080.

(config)> no ip http port

Http::Manager: Port reset to 80.
Bepcus OnucaHve
2.08 Job6asneHa koMmaHga ip http port.

JocTtyn K rpynne KomaHa ans HacTporiku HTTP-npokcun. Ecan npokcn He
HallJeH, KOMaH/a NblTaeTcs ero co3gatb

KomaHza c npedurKcom no yaansieT npoKcu.

Ja
Ja
Aa
IP

(config-http-proxy)

(config)>

ip http proxy name»

(config)> no ip http proxy name>

AprymeHT

3HayeHue

OnvicaHune

name

CTpoka

Wma HTTP npokcw.

(config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.

Bepcus

OnucaHune

2.08

JobasneHa

koMaHga ip http proxy.
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naBa 3 OnncaHme KOMaHA,

3.48.1 ip http proxy auth

OnucaHue Bkntoumntb aBTopmsaumio ana HTTP-npokcu. Mo ymonyaHuio napameTp
OTK/HOYEH.

KomaHga ¢ npedurkcom no oTkAo4aeT aBTopmsaunto ana HTTP-npokcu.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica IP

CuHoncuc I (config-http-proxy)>  auth

I (config-http-proxy)> no auth

Mpumep (config-http-proxy)> auth
Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth
Http::Manager: Proxy password auth is disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.10 [Jlo6aBneHa komaHga ip http proxy auth.

3.48.2 ip http proxy dns-override

OnucaHwue BkirounTb fiokanbHble nepeonpegeneHus DNS gna fomeHOB YeTBepToro
ypoBHsA KeenDNS. Mo yMon4aHWIO 3Ta HaCTPoOKa BKAOYEHa.

MpumeuaHune:  [ina goMmeHa yeTBepToro yposHs KeenDNS fob6asnsertcs
cTaTunyeckasn A-3anmcb DNS c agpecom 78.47.125.180 (310
IP, koTOpbIV Mbl Mprobpenn Ans MMeH my.keenetic.net)
ANS AOCTyNa B IOKa/IbHOM CeTU MapLupyTu3aTopa.

Mocne oTkAOYEHNS 3TOM GYHKLMM cTaTUYeckan A-3anmcb
DNS c agpecom 78.47.125.180 byaeT yaaneHa U3 cUCTeMbI
MapLupyTu3aTopa 415 OMeHa YeTBepTOro ypoBHS
KeenDNS.

KomaHga c npedunkcom no oTkaoYaeT 3Ty QYHKLMIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

Tun uHTepderica IP
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I(config-http-proxy)> dns-override

I (config-http-proxy)> no dns-override

(config-http-proxy)> dns-override
Http::Proxy: "test": enabled DNS override.

(config-http-proxy)> no dns-override
Http::Proxy: "test": disabled DNS override.

Bepcus OnucaHve

4.03 JobasneHa koMmaHgaa ip http proxy dns-override.

3.48.3 ip http proxy domain

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

NcTopus nsmeHeHum

YcTaHOBUTL fJOMEHHOE M4, onpegenatowee FQDN BUPTyanbHOro XocTa.
KomaHgaa ¢ npedprKcoM no yaanset HacTPOKY.

Ja

Ja

HeTt

IP

(config-http-proxy)>  domain static «domain»

(config-http-proxy)> no domain

AprymeHT 3HauyeHue OnuncaHwue

domain Ctpoka JomeHHoe nm4.

(config-http-proxy)> domain static example.net
Http::Manager: Configured base domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

Bepcus OnucaHue

2.08 Job6asneHa komaHaa ip http proxy domain.
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3.48.4 ip http proxy domain ndns

OnuncaHwne Vicnonb3oBaTb foMeHHOe nM4, nonyyeHHoe ot cepsrica NDNS. Echv gaHHas
onuusa BKAOYEHa, HacTpolika ip http proxy domain ctupaetcs.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica IP

CuHoncuc I(config-http—proxy)> domain ndns

I (config-http-proxy)> no domain ndns

Mpumep (config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.08 Jlo6aBneHa komaHga ip http proxy domain ndns.

3.48.5 ip http proxy force-host

OnucaHue BknounTtb nepeonpegeneHne 3aronoska Host ans upstream.
KomaHga ¢ npedurkcom no oTKIoYaeT HaCTPOKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica IP

CuHoncuc (config-http-proxy)>  force-host «force-host»

(config-http-proxy)> no force-host

AprymeHTbl AprymeHT |3HayeHue |OnucaHue

force-host |Ctpoka IP-agpec nnn gomeHHoe nvs.
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NMpumep (config-http-proxy)> force-host 192.168.8.1
Http::Proxy: "modem": enabled Host header enforcing to »
"192.168.8.1".

(config-http-proxy)> force-host modem.keenetic.pro
Http::Proxy: "modem": enabled Host header enforcing to »
"modem. keenetic.pro".

(config-http-proxy)> no force-host
Http::Proxy: "modem": disabled Host header enforcing.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 JobasneHa komaHaa ip http proxy force-host.

3.48.6 ip http proxy preserve-origin

OnucaHwue BrkirounTb onumio coxpaHeHus 3arosioska Origin npy NpoxXoxXaeHun Yepes
MpoKcwu.

KomaHgaa ¢ npedurkcom no oTkAoUaeT onuumio.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-http-proxy)>  preserve-origin

I (config-http-proxy)> no preserve-origin

Npumep (config-http-proxy)> preserve-origin
Http::Proxy: "test": enabled Origin header preservation.

(config-http-proxy)> no preserve-origin
Http::Proxy: "test": disabled Origin header preservation.

WcTopuns nsmeHeHWit |Bepcua onucaHue

4.02 JobasneHa komaHaa ip http proxy preserve-origin.

3.48.7 ip http proxy preserve-referer

OonucaHue BkntoUMTh ONLMIO COXpaHeHus 3aronoska Referer npu npoxoxzaeHun yepes
npoKcu.

KomaHga ¢ I'Ipeq)I/IKCOM Nno OTK/IF0YaeT onunto.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CuHoncuc I (config-http-proxy)>  preserve-referer

I (config-http-proxy)> no preserve-referer

NMpumep (config-http-proxy)> preserve-referer
Http::Proxy: "test": enabled Referer header preservation.

(config-http-proxy)> no preserve-referer
Http::Proxy: "test": disabled Referer header preservation.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.02 Jlo6baBneHa komaHgaa ip http proxy preserve-referer.

3.48.8 ip http proxy preserve-host

OnucaHue YCTaHOBUTbL napamMeTp 4nAa COXpaHeHnA NCXO04HOro 3arosioBka npu
NPoOKCnpoBaHUN.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica IP

CuiHoncuc I (config-http-proxy)> preserve-host

I (config-http-proxy)> no preserve-host

NMpumep (config-http-proxy)> preserve-host
Http::Manager: Proxy HTTP Host header preservation is enabled.

(config-http-proxy)> no preserve-host
Http::Manager: Proxy HTTP Host header preservation is disabled.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.13 Job6asneHa komaHgaa ip http proxy preserve-host.
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3.48.9 ip http proxy security-level

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHoBUTL ypoBeHb 6e3onacHocTy Ana HTTP-npokcu. Mo ymondaHuto
yCTaHOB/IEHO 3HaveHne private.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja
Het

IP

(config-http-proxy)>

security-level (public | private)

(config-http-proxy)> no security-level

AprymeHT 3HauyeHue OnuncaHwue

public Kniwvesoe Joctyn K HTTP-npokcm paspeLueH ans public,
C/10B0 private n protected nHTepdeincos.

private Kmoyesoe Joctyn Kk HTTP-npokcuy pa3peLleH ToNbKO A1
C/10B0 private nHTep¢eicos.

(config-http-proxy)> security-level public

Http::Proxy:

"testl":

set public security level.

(config-http-proxy)> no security-level

Http::Proxy: "testl": unset public security level.
Bepcus OnucaHue
3.05 JobaBneHa komaHAa ip http proxy security-level.

3.48.10 ip http proxy ssl redirect

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

BknounTb aBTOMaTM4eckoe nepeHanpasieHve Ha 4oMeHbl C cepTUdrKaTom
SSL anst cnyx6bl HTTP-npokcu. Mo ymonvaHuio nepeHanpasieHme BKIHOYEHO.

KomaHga ¢ I'Ipeq)I/IKCOM No OTKNKOYaeT nepeHanpasneHne.

Aa
Ja
Het

IP
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I(config-http-proxy)> ssl redirect

I (config-http-proxy)> no ssl redirect

(config)> ip http ssl redirect
Http::Proxy: "mytest": enabled SSL redirect.

(config)> no ip http ssl redirect
Http::Proxy: "mytest": disabled SSL redirect.

Bepcus OnucaHve

4.00 Job6asneHa komaHaa ip http proxy ssl redirect.

3.48.11 ip http proxy timeout

OnucaHune

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

YKaszaTb TalMayT coeguHeHuns ana HTTP-npokcu. Mo ymon4aHmuio
1NCNoab3yeTca 3HaveHe 60.

KomaHga ¢ npedprKcoOM no ycTaHaBAMBaET TariMayT No YMOAYaHUIO.
Ja

Ja

Het

IP

(config-http-proxy)>  timeout <timeout>

(config-http-proxy)> no timeout

AprymeHT 3HaueHune |OnucaHue

timeout Lenoe uyncno |3HayeHve TalimayTa B Npegenax oT 5 o
86400 cekyHA.

(config-http-proxy)> timeout 5
Http::Proxy: "test": set upstream timeout to "5" s.

(config-http-proxy)> no timeout
Http::Proxy: "test": reset upstream timeout.

Bepcusa OnucaHue

4.02 JobaBneHa komaHAa ip http proxy timeout.
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3.48.12 ip http proxy upstream

OnuncaHwne

Mpedukc no

MeHsieT HacTpPoAKM
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YcraHoBUTb agpec HTTP nan HTTPS cepBepa, Ha KOTOpbI 6yayT

nepeHanpaBiATbCA 3anpocChbl.

KomaHza c npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja
Het
IP
(config-http-proxy)>  upstream (http | https | connect) (wmac> | <ip> |
«fgdn> ) [ port]
(config-http-proxy)> no upstream
AprymeHT 3HauyeHue OnuncaHwue
http Knouesoe HTTP cepBep
C/10B0
https Knwyesoe HTTPS cepsep.
C/10B0
connect Keyword IP address and the port number of OpenVPN
server.
mac MAC-agpec MAC-agpec cepBepa.
ip IP-agpec IP-agpec cepBepa.
fqdn FQDN MonHoe fomeHHOE NMs cepeepa.
port Yesoe uucro |Homep nopra.

(config-http-proxy)>

Http::Proxy:

(config-http-proxy)>

Http::Proxy:

(config-http-proxy)>

Http::Proxy:

(config-http-proxy)>

upstream http 192.168.1.1 8080

"test": set http upstream 192.168.1.1, port 8080.

upstream https google.com 443

"test": set https upstream google.com, port 443.

upstream connect 127.0.0.1 8000

"test": set connect upstream 127.0.0.1, port 8000.

no upstream

Http::Proxy: "test": reset upstream.

Bepcus OnucaHve

2.08 [Jlo6baBneHa komaHga ip http proxy upstream.
3.05 Job6aBneHo kno4yeBoe CNoBo https.
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4.03 JobaBneHo knto4yeBoe c/I0BO connect.

3.48.13 ip http proxy x-real-ip

OnucaHue BkntounTb noaaepxky 3aronoskos X-Real-IP and X-Forwarded-For ana HTTP
NpOKCK.

KomaHga ¢ npednkKcom no oTKI0YaeT 3aro/IoBKU.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-http-proxy)>  x-real-ip

I (config-http-proxy)> no x-real-ip

Mpumep (config-http-proxy)> x-real-ip
Http::Proxy: "testl": enabled X-Real-IP and X-Forwarded-For »
headers.

(config-http-proxy)> no x-real-ip
Http::Proxy: "testl": disabled X-Real-IP and X-Forwarded-For »

headers.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
3.05 Jlo6aBneHa komaHga ip http proxy x-real-ip.

3.49 ip http security-level

onucaHune YCTaHOBUTb YpOBEHb 6€30MacHOCTL A1 YAA/IEHHOIO A0CTYyrNa K Be6
nHTepoelicy Keenetic. Mo yMonYaHMIO yCTaHOB/IEHO 3HaUeHe private.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica IP

CuHoncuc I (config)> iphttpsecurity-level (public[ssl] | private | protected)
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AprymeHTbl

Mpumep

UcTopuns nameHeHui

AprymeHT |(3HayeHue OnucaHwue

public Knwyesoe cnoso|[locTyn Kk Be6 nHTepdeiicy paspeLleH Ans
public, private n protected nHTepdeiicos no
HTTP n HTTPS.

private Kno4yesoe cnoso|[ocTyn K Beb nHTepency paspeLueH a1s
private nHTep¢ericos.

protected |KmwyeBoe cnoso|focTyn K Beb6 nHTepdeiicy paspeLleH ans
private n protected nHtepdeiicos.

ssl Knwyesoe cnoso|[locTyn Kk Be6 nHTepdeiicy paspeLleH ans

public nHTepdeiricos Tonbko yepes HTTPS.

(config)> ip http security-level protected
Http::Manager: Security level changed to protected.

(config)> ip http security-level public ssl
Http::Manager: Security level set to public SSL.

Bepcus OnucaHve
2.08 Jlo6aBneHa komaHga ip http security-level.
3.00 Job6asneH napameTp ssl.

3.50 ip http ssl acme debug

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

Mpumep

NcTopus nsmeHeHum

BKrtounTL OTNaA0UHBIN pexxmnm Ans cepsrca ACME. o yMOnYaHWIo HacTpoiika
BbIK/IFOYEHa.

KomaHga ¢ npedrkcom no oTkArYaeT 3Ty GYHKLMIO.
Aa
Ja

Het

I (config)> ip http ssl acme debug

I (config)> no ip http ss1 acme debug

(config)> ip http ssl acme debug
Acme::Client: Enabled debug.

(config)> no ip http ssl acme debug
Acme::Client: Disabled debug.

Bepcus OnucaHue

4.03 Job6asneHa komaHgaa ip http ssl acme debug.
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3.51 ip http ssl acme ecdsa

OnucaHwue BkntounTb noasepxky ceptudumkaToB Ha ocHoBe kpunTtorpadum ECDSA.
KomaHga ¢ npednkcom no oTKAoYaeT 3Ty GYHKLMIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Cunoncnc I (config)> ip http ssl acme ecdsa

I (config)> no ip http ssl acme ecdsa

Mpumep (config)> ip http ssl acme ecdsa
Acme::Client: Enabled ECDSA chain.

(config)> no ip http ssl acme ecdsa
Acme::Client: Disabled ECDSA chain.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.09 JobasneHa komaHga ip http ssl acme ecdsa.

3.52 ip http ssl acme get

OnucaHue Co3gatb 1 nognucaTb cepTudmkat SSL Ana ykazaHHOro AOMEHHOro MMeHu
(no ymonyaHuto, KeenDNS). [lna Hero AosXeH 6blTb NpefocTaBAeH AOCTYn
13 NHTepHeTa.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config)> ip http ssl acme get [ <domains ]
AprymeHTbI Argument |3HaueHme |OnucaHue

domain Ctpoka JdomeHHoe nvs KeenDNS.
Mpumep (config)> ip http ssl acme get mytest.keenetic.pro

Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA 339



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 [JobaeneHa komaHaa ip http ssl acme get.

3.53 ip http ssl acme revoke

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

OTMeHUTb 1 yaanuTb SSL-cepTndmkat Ana ykasaHHOro AOMeHHOro UMeHn
(KeenDNS, no ymon4aHwuio).

Het
Het

HeTt

(config)> ip http ssl acme revoke <domain

AprymeHT 3HauyeHue OnucaHue

domain CTpoka JomeHHoe nvs KeenDNS.

(config)> ip http ssl acme revoke mytest.keenetic.pro
Acme::Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.

Bepcus OnucaHue

2.1 JobasneHa komaHAa ip http ssl acme revoke.

3.54 ip http ssl acme list

OnucaHwue

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

MokasaTb cnncok becnnaTHbIx cepTudukaTos Let s Encrypt B cucteme.
Hert
Hert

Het

I(config)> ip http ssl acme list

(config)> ip http ssl acme list
certificate:
domain: cc6b5a71a7644903b51a5454 . keenetic.io
should-be-renewed: no
is-expired: no
issue-time: 2018-06-20T09:16:30.000Z
expiration-time: 2018-09-17T09:16:30.000Z
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certificate:
domain: mytest.keenetic.pro
should-be-renewed: no
is-expired: no
issue-time: 2018-06-28T16:36:56.000Z
expiration-time: 2018-09-25T16:36:56.000Z

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.1 Job6asneHa komaHga ip http ssl acme list.

3.55 ip http ssl enable

OnucaHue Bkarountb SSL Ha HTTP cepsepe. Mo ymonyaHuto, SSL oTktoUeH.
KomaHga ¢ npedurkcom no oTkarouaet SSL.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIia BBog, Het

Tun nHtepdeiica IP

CnHoncuc I (config)> ip http ssl enable

I (config)> no ip http ssl enable

Mpumep (config)> ip http ssl enable
Http::Manager: Enabled SSL service.

(config)> no ip http ssl enable
Http::Manager: Disabled SSL service.

VlCTOleﬂ n3MeHeHuA Bepcmﬂ onvicaHue

2.07 Jlo6aBneHa komaHga ip http ssl enable.

3.56 ip http ssl port

OnucaHwue HasHaunTe HTTPS nopt ansa Be6-nHTepdeiica Runner 4G. Mo ymon4aHuio
ncnonb3yeTcsd 3HaveHve 443.

KomaHga ¢ npedurkcom no yctaHaBAMBaET MOPT MO YMOJTYAHMIO.
MNpedukc no Ja

MeHsieT HacTpoilikn  [a
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncmc (config)>

ip http ssl port port>

(config)> no ip http ssl port

AprymeHTsl AprymeHT

3HayeHue OnvicaHune

port

Lenoe umucno |HoBbln nopT HTTPS.

Mpumep

(config)> ip http ssl port 4343

Http::Manager: SSL port changed to 4343.

(config)> no ip http ssl port
Http::Manager: SSL port reset to 443.

WcTopuns nsmeHeHwnit |Bepcus

OnucaHmne

4.00

Job6asneHa komaHaa ip http ssl port.

3.57 ip http ssl redirect

OnuncaHune

BkntounTb aBTOMaTHYeCcKoe NepeHanpaB/ieHne Ha AOMeHax C cepTUdMKaTOM

SSL. Mo ymonyaHuio nepeHanpas/ieHVie BKIFOYEHO.

KomaHga ¢ ﬂpe¢I/IKCOM Nno OTKNKYaeT nepeHanpaBneHne.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuvHoncuc

I (config)> ip http ssl redirect

I (config)> no ip http ssl redirect

Mpumep

(config)> ip http ssl redirect

Http::Manager: Redirect to SSL is enabled.

(config)> no ip http ssl redirect
Http::Manager: Redirect to SSL is disabled.

WcTopus nsmeHeHnit |Bepcus

OnucaHwune

2.11

Jlo6aBneHa komaHga ip http ssl redirect.
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3.58 ip http x-frame-options

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTL 3HaYeHMe 3aronoska X-Frame-Options ansa Be6-cepBepa (Nginx)
B JlOMaLLUHeM CermeHTe CeTu.

KomaHga ¢ npedprKcOM No OTK/IOUYaEeT HaCTPOIKY.
Ja

Ja

Het

IP

(config)> ip http x-frame-options «x-frame-options,

(config)> no ip http x-frame-options «x-frame-options»

AprymeHT 3HauyeHue |OnucaHue

x-frame-options|Crpoka 3HauveHue X-Frame-Option.

(config)> ip http x-frame-options DENY
Http::Manager: Set X-Frame-Options to "DENY".

(config)> no ip http x-frame-options DENY
Http::Manager: Disabled X-Frame-Options header.

Bepcus OnucaHue

3.05 JobasneHa komaHaa ip http x-frame-options.

3.59 ip name-server

OnucaHune

HactpouTtb IP-agpeca cepeepoB DNS. CoxpaHeHHble TakiM 06pa3om agpeca
Ha3bIBalOTCHA CTAaTUYECKMMU, B MPOTUBOMOAOXHOCTb ANHAMUYECKAM —
3aperncTpmpoBaHHbIM cyxbamu PPP nnn DHCP.

AKTVBHbBIMW, TO €CTb NCMO0/b3yeMbIMU B AdHHbI MOMEHT afpecamMu, ABNSOTCA
Te, KOTOpble 6bIIN 3aperncTPUPOBaHbI MO3Xe 0cTanbHbIX. O6bIYHO cncTeMa
NCNONb3yeT ajpeca, NoyyYeHHble HECKOIbKUMW NOC/eAHMU YCneLwHo
NOAKMOUMBLLUMMUCA cnyxbamu PPP unn DHCP. Ecan H1 ogHa 13 ciyx6 He
pernctpupyet agpeca DNS akTUBHbIMYK ByAyT cTaTU4ecKne HaCcTPOMKM.
OgaHako, ecnv nocsie perncTpaumm JUHamMmmyecknx afpecos rnoJsib3osartesnem
6b111 M3MEHeHbI CTaTYeckme HaCTPOMKM, OHM CTAHOBATCHA aKTMBHbIMM, MOKa
He 6yAyT 3aperncTpmpoBaHbl HOBblE ANHaMUYecKmne agpeca.

ip name-server MOXHO BBOAWNTb MHOTOKPATHO, ec/In TpebyeTcs HaCTPOUTb
HeckoNbKo agpecoB DNS-cepBepoB. Kpome Toro, KaXaomy BBeLeHHOMY
aZpecy MOXHO COMOCTaBUTb OAHO W/IN HECKO/IbKO JOMEHHbIX UMEH A/
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paboTbl co cneyndryeckIMmn 30HaMK, HanprMep, N0KabHBIMU UMEHaM B
KOprnopaTVBHOW ceTu.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTMYeCcKoro N akTUBHOIO CrMNCKa, eC/I KOMaHAa AaeTcs C aprymMeHTamu,
60 ounLL@eT CNUCOK CTaTUYeCKUX afpecoB, ecnu KOMaHAa AaeTca 6e3
aprymeHToB.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP

CuHoncuc (config)> ipname-server<address>[: qport>][«domain [oninterfaces

11

(config)> no ip name-server [ «addresss [ : <port>]][ «domain [ on
<dnterfaces]]

AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
address IP-agpec Ajpec cepBepa NMeH.
port UYenoe uucro |I1opT cepBepa MMeH.
domain Crpoka JloMeH, ans KOTOPOro byAeT MCMoAbL30BaTbCA

cepsep. DNS-npokcn npu paspeLueHumn
NMEeHU B MepByto oyepesb BblbMpaeT agpec
cepBepa ¢ Hanbonee 6N3KMM K 3anpocy
JomeHoM. Ecin foMeH He yKasblBaTb, cepsep
6yAeT NCNoNb30BaTbCA ANA BCeX 3anpoCoB.
BblpaxeHune "" 1cnonb3yeTcs Kak 4OMeH Mo
ymosi4aHuto. MakcnmmasibHoe KONn4ecTso
AomMeHoB ansa ogHoro DNS-cepsepa — 16.

interface WHTepgelic Nmsa nHTepdelica ana HacTponKu.

Mpumep (config)> ip name-server 8.8.8.8 "" on ISP
Dns::InterfaceSpecific: Name server 8.8.8.8 added, domain »
(default), interface ISP.

(config)> no ip name-server
Dns: :Manager: Static name server list cleared.

VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 JobaBneHa KoMaHaa ip name-server.
2.14 JlobaBneH aprymeHT port.
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3.60 ip nat

OnucaHune BkOUNTb TpaHCNSALUMIO «N10KaNbHbIX» apecoB ceTn network nnm ceTu 3a
nHTepdericom interface. Hanpnmep, komaHga ip nat Home o3HauvaerT, uTto
415 BCeX MaKeToB M3 ceTu Home, MPOXOAALLMX Yepes MapLupyTusaTop, byaet
BbIMOJ/IHEHA MOAMEeHa ajpecoB MCTOYHMKA.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
Tun nHTepdeiica IP

CuHoncuc (config)> ipnat (<interfaces | <address> imask>)

(config)> no ip nat (<interfaces | <address> amask>)

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

interface UHTeppeinc Nms nHTepdelica NCToYHMKA (MONHOE NMS
nHTepderica nan NceBgoOHNM).

address IP-agpec BmecTe ¢ mackon mask 3agaeT gmnanasoH
IP-appecoB ncTOUHMKA, MOANeXaLLnX
TpaHCaUun.

mask IP-macka Macka grnanasoHa TpaHchaumn. Ectb aBa

cnocoba BBOAA MacKn: B KAHOHMYECKOM BUje
(Hanpumep, 255.255.255.0) v B BUAe
61TOBOI ANVHBI NpeduKca (Hanpumep, /24).

Mpumep (config)> ip nat Home
Network::Nat: A NAT rule added.

(config)> no ip nat Home
Network::Nat: A NAT rule removed.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 Jo6aBneHa komaHga ip nat.

3.61 ip nat full-cone

OnucaHwue BrntounTb pexuM Full Cone NAT. T1o yMOAYaHUIO pPeXNM BbIK/THOUEH.
KomaHga ¢ npedrkcom no OTKAYAET 3TOT PeXUM.

Mpejukc no Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CnHoncuc I (config)>  ip nat full-cone

I (config)> no ip nat full-cone

Mpumep (config)> ip nat full-cone
Network::Nat: Full cone mode enabled.

(config)> no ip nat full-cone
Network::Nat: Full cone mode disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.01 JobasneHa komaHgaa ip nat full-cone.

3.62 ip nat oc

OnucaHue Bknrountb TPpaHIAUNMIO ajgpecoB ANnA KINeHTOB OpenConnect.

MprmedaHve:  KomaHAa MOXeT 6bITb MCMOB30BaHa, ec/iv YyCTaHOBEH
KomroHeHT OpenConnect VPN-cepBep.

KomaHaa ¢ npepurkcom no yaanseT npasBuo.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config)>  ip nat oc

I (config)> no ip nat oc

Mpumep (config)> ip nat oc
OcServer: :Nat: OpenConnect VPN NAT enabled.

(config)> no ip nat oc
OcServer::Nat: OpenConnect VPN NAT disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

4.02 JobasneHa KomaHAa ip nat oc.
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3.63 ip nat restricted-cone

OnucaHwue BkntounTb pexum Restricted NAT. [0 yMOAYaHNIO PEXMM BbIK/THOYEH.
KomaHga ¢ npedrKcom no OTKA0YAET 3TOT PEXUM.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica IP

CnHoncuc I (config)> ip nat restricted-cone

I (config)> no ip nat restricted-cone

Npumep (config)> ip nat restricted-cone
Network::Nat: Restricted cone mode enabled.

(config)> no ip nat restricted-cone
Network: :Nat: Restricted cone mode disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 [Jlo6baBneHa koMaHgaa ip nat restricted-cone.

3.64 ip nat sstp

OnucaHue BknounTb TpaHCAALMIO aApecoB AN KAneHToB SSTP.

MNpumMeuaHune:  KomMaHAa MOXeT 6bITb MCMOJIb30BaHa, eC/N yCTaHOBNEH
KoMroHeHT SSTP VPN-cepsep.

KomaHaa ¢ npepurkcom no yaanseT npasuno.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config)>  ip nat sstp

I (config)> no ip nat sstp

Mpumep (config)> ip nat sstp
SstpServer::Nat: SSTP VPN NAT enabled.
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(config)> no ip nat sstp
SstpServer::Nat: SSTP VPN NAT disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.12 JobasneHa koMaHaa ip nat sstp.

3.65 ip nat vpn

OnucaHwue BkntouunTts TpaHcnauuo agpecos ana VPN-kKNeHTOB.

MpuMeyaHune:  KoMaHAa MOXET 6bITb MCMOJIb30BaHa, eCn YyCTaHOBNEH
KomnoHeHT PPTP VPN-cepBep.

KomaHaa ¢ npedpurkcom no yaanseT npasuo.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica IP

CuHoncuc I (config)>  ip nat vpn

I (config)> no ip nat vpn

Mpumep (config)> ip nat vpn
VpnServer::Nat: PPTP VPN NAT enabled.

(config)> no ip nat vpn
VpnServer::Nat: PPTP VPN NAT disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 Job6asneHa komaHgaa ip nat vpn.

3.66 ip policy

OnucaHwue JocTyn K rpynne KOMaHZ4 A4S HacTPOKn Npoduns Aoctyna B VIHTepHeT —
npaBwna Bblbopa MapLUpyTa MO YMOAYAHWNIO AN XOCTOB U CerMeHTOB
AoMaluHel ceTu. Ecnim npodunb AocTyna He HalifieH, KOMaHAa NbITaeTcs ero
co3gatb. MOXHO co3gaTb He 6onee 64 npodunei.

KomaHaa c npedpurkcomM no yaansiet ykasaHHbIi npoduab 40CTyna 13 crnmcka.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTHbIl/i BBog, /[la

Bxo)xaeHue B rpynny (config-policy)

CuHoncue (config)>  ip policy name>
(config)> no ip policy name>
AprymeHTbI AprymeHTt 3HaueHue OonwucaHue
name Mpog¢unb poctyna|Ha3BaHwe npodunsa goctyna.
JonyckaeTcs ucnonb3oBaHue
CVMIMBOJIOB NaTUHCKOro andaBuTa,
undp, noguepkmBaHus n geduca. He
6onee 32 cCUMBO/OB.
Mpumep (config)> ip policy Policy®
Network: :PolicyTable: Created policy "Policy0@".
(config)> no ip policy Policy0
Network: :PolicyTable: Removed policy "Policy0@".
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.12 JobasneHa koMmaHgaa ip policy.

3.66.1 ip policy description

OnucaHue Ha3HauunTb NponsBoibHOe onuncaHne npoduto A4ocTyna B VIHTepHerT.
KomaHaa ¢ npedunKcom no cTpaeT onucaHue.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Tun nHtepdeiica IP

CuHoncuc (config-policy)>  description «description

(config-policy)> no description

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

description |CTpoka Mpoun3BonbHOE onncaHne Nnpodunsa JocTyna.
JonyckaeTcs ncnonb3oBaHMe CMMBOJIOB
natuHckoro andasuTa, undp,
noguepkmeaHus n geduca. He bonee 256
CYIMBOJIOB.

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA 349



naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-policy)> description PolicyOne

Network: :PolicyTable:

"Policy0": updated description.

(config-policy)> no description

Network: :PolicyTable:

"Policy0": updated description.

Bepcusa

OnucaHwmne

2.12

[JobaeneHa komaHaa ip policy description.

3.66.2 ip policy ipv6 route

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Jo6aBuTb B TabAMLy MapLUPYTU3aLMN CTaTUYECKUA MapLUPYT, KOTOPbIA
3ajaeT npaBuao nepegayumn IPv6-nakeTos Yepes onpejenieHHbIN LWA3 UIn
ceTeBol nHTepdelic, cneundunyHbIn Ana npoduna goctyna.

KomaHga ¢ npedpurkcom no yaanset IPv6-MapLUpyT € yKa3zaHHbIMU

napameTpamu.
Ja

Aa

Ja

IP

(config-policy)> ipv6 route«prefixs(«interfaces[<«gateway:] | gateway>
) [auto] [ metric>][reject]

(config-policy)> no ipv6 route prefix; (<interface> [«gateway»] | «gateway>

)

AprymeHT 3HauyeHue OnucaHwue
prefix Mpegukc Mpedukc IPv6.
interface UHTepgeinc MonHoe nmsa nHtepdeiica Nan NCeBAOHUM.
gateway IP-appec IP-agpec mapLpyTtmsatopa B
HenocpeACTBEHHO NOAKNHOYEHHOM CeTU.
auto Kriw4esoe MNo3BosifAeT NpYMEHNTL MapLLPYT TOrAa, KorAa
C/10BO CTaHeT AOCTYyMNeH YKa3aHHbI B HEM LU/IO3.
metric lenoe uncno |MeTpuka MapLupyTa. B TekyLein peanmsaymnm
NrHOpUpYyeTCs.
reject Knwoyesoe BKAHOUMTL MapLUpyT, YTOBbI NCMOJIb30BaTh
C/10BO TONbKO BbIOpaHHbIA nHTepdelic ans
MapLUpyTM3auum Tpadurka K ykasaHHOMY
MecCTy Ha3HaueHus. Ecin ykasaHHbIN
nHTepdelic He aKkTuBeH, TO TpaduK He
nepejaeTcs rno ApyrumM BO3MOXHbIM
MapLUpyTaMm. 3Ta onumsa paboTaeT TONbKO Npwu
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AprymeHT 3HauyeHue OnuncaHwue

NCNONBb30BaHMM ONuUUKM auto N He MoXxeT
NPUMEHATBLCS K MapLLPYTY MO YMONYAHUIO.

Mpumep (config-policy)> ipv6 route 2002:c100:aeb5::/48 ISP auto reject
Network: :Ip6::RoutingTable: Added static route: »
2002:c100:aeb5:100::/56 via ISP.

(config-policy)> ipvé route 2002:c100:aeb5::/48 ISP
Network: :Ip6::RoutingTable: Added static route: »
2002:c100:aeb5::/48 via ISP.

(config-policy)> no ipv6 route 2002:c100:aeb5::/48 ISP
Network: :Ip6::RoutingTable: Deleted static route: »
2002:c100:aeb5::/48 via ISP.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

4.03 JobasneHa komaHgaa ip policy ipv6 route.

3.66.3 ip policy multipath

OnucaHwune Bkntountb GyHKLMIO OAHOBPEMEHHOTO NcNosib3oBaHUA WAN-noaktoueHnin
B pexunmMe 6anaHCUpPOBKU.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLUMIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-policy)>  multipath

I (config-policy)> no multipath

Mpumep (config-policy)> multipath
Network: :PolicyTable: "Policy0": enable multipath.

(config-policy)> no multipath
Network: :PolicyTable: "Policy0": disable multipath.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.14 [JobasneHa komaHzaa ip policy multipath.
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3.66.4 ip policy permit

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Pa3peLuunTb Ucnonb30BaHe Npodunsa ZocTyna Ansa rnobanbHoro nHtepdeiica.
Ecnv oguH npodunb gocTyna paspeLleH Anst HECKONbKMX MHTepdelicoB,
MOXHO yKa3aTb NPUOPUTET AN KAaXA0ro U3 HUNX.

KomaHaa ¢ npedurkcom no 3anpeLyaeT UCNosib3oBaHe Npoduns Aoctyna
AN yKazaHHoOro nHtepdeiica. Ecam BBectn KoMaHAy 6e3 aprymeHToB,
npodunb foctyna byaeT 3anpeLleH 415 Bcex MHTepdelicos.

Ja
Ja
Aa
IP
(config-policy)>  permit global <interfaces[ order orders]

(config-policy)> no permit [ global <interface ]

AprymeHT |3HauyeHue OnucaHwue
interface |UHTepgeiic MonHoe nms nHTepderica NI NCEBAOHNM.
order Lenoe uucno MpuopuTeT rnobanbHoro nHtepderica, ans

KOTOPOro paspeLleH npodunb gocTtyna.
MoXkeT NprHVMaTL 3HayYeHns B Npegenax
oT 1 A0 65534, HO He 6onee, yem

KONMYeCcTBO rnobasnbHbIX MHTep¢encoB.

(config-policy)> permit global L2TPO order 0
Network: :PolicyTable: "Policy0": set permission to use L2TPO.

(config-policy)> no permit global L2TPO
Network: :PolicyTable: "Policy@": set no permission to use L2TPO.

Bepcus OnucaHue

2.12 Job6asneHa KomaHaa ip policy permit.

3.66.5 ip policy permit auto

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWKKn

ABTOMaTUYeCKN paspeLlaTb HOBble MOAKOYEeHVS Ans npodunsa octyna.
Mo ymonyaHumio GyHKLNS OTKIOHEHa.

KomaHga ¢ npedurkcom no yaanset aBToMmaTnyeckoe paspeLleHue.
Ja
Ja
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

IP

I(config-policy)> permit auto

I (config-policy)> no permit auto

(config-policy)> permit auto

Network: :PolicyTable:

"Policy0": set auto permission.

(config-policy)> no permit auto

Network: :PolicyTable:

"Policy0": set auto permission.

Bepcus

OnucaHune

2.12

Job6asneHa KkomaHaa ip policy permit auto.

3.66.6 ip policy rate-limit input

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

J06aBnTb NapameTpbl OrpaHNYeHNs BXOASALLLe CKOPOCTU AN I106anbHbIX
nHTepdericoB npodunsa gocryna.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
Het
IP
(config-policy)>  rate-limit <interfaces> input (<rate> | auto)
(config-policy)>  rate-limit <interfaces no input
AprymeHT |(3Ha4yeHue OnucaHwue
interface |WHTepgeric Wms rnobansHoro IP-nHTepdeiica ans
orpaHnyeHus Tpaduka rpynmnom
Ha3Ha4eHHbIX Npodune.
rate Lenoe 4ucno MpegenbHas CKOPOCTbL Nepeaayn AaHHbIX
B K6UT/C. MOXET MPUHMMAaTb 3HaYeHNs B
npezenax oT 64 g0 1000000.
auto KmoyeBoe cnoBo|Pex 1M aBTOHaCTPOKN.

(config-policy)> rate-limit WifiMasterl/WifiStation@ input auto
Network::PolicyTable: "Policy0": set input rate limit to "auto".
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UcTopuns nameHeHuii

(config-policy)> rate-limit WifiMasterl/WifiStation0® input 100000
Network: :PolicyTable: "Policy@": set input rate limit to "100000" »

kbps.

(config-policy)> rate-limit WifiMasterl/WifiStation® no input

Network: :PolicyTable:

"Policy0": reset input rate limit.

Bepcusa

OnucaHwmne

3.05

[JobaeneHa komaHaa ip policy rate-limit input.

3.66.7 ip policy rate-limit output

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

[l06aBNTb NapaMeTpbl OrPaHNYEHNS UCXOASLLIE CKOPOCTU ANIA FN06aNbHbIX
nHTepdericos npoduna gocryna.

KomaHga ¢ npeprKcoM no yaanset HacTPOKY.

Ja
Aa
Het
IP
(config-policy)>  rate-limit <interface> output (<rate> | auto)
(config-policy)> no rate-limit <interfaces output
AprymeHT |3HauyeHue OnucaHue
interface |WHTepgesic Wms rnobaneHoro IP-nHTepdeiica ansa
orpaHunyeHuns Tpadumka rpynnom
Ha3Ha4veHHbIX Npodunen.
rate lenoe umncno MpepenbHas CKOpocTb nepefaydn JaHHbIX
B K6ut/c. MoXeT NpMHMMaTh 3Ha4YeHus B
npegenax ot 64 40 1000000.
auto KmoueBoe cs1080|PexX1M aBTOHaCTPOMKN.

(config-policy)> rate-limit ISP output auto
Network: :PolicyTable: "Policy@": set output rate limit to "auto".

(config-policy)> rate-limit ISP output 1000
Network::PolicyTable: "Policy0": set output rate limit to "1000" »

kbps.

(config-policy)> rate-limit ISP no output

Network: :PolicyTable:

"Policy0": reset ouput rate limit.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
3.05 Jlo6aBneHa koMmaHgaa ip policy rate-limit output.
3.08 [JlobaBneH aprymeHT auto.

3.66.8 ip policy route

OnucaHwue [lo6aBuTb B TabAMLy MapLUPYTU3aLMN CTAaTUYECKUIA MapLUPYT, KOTOPbIA
3a/laeT NpaBwuo nepegaum IPv6-nakeToB Yepes onpegeneHHbll W3 nin
ceTeBON UHTepdeic, cneynduUHbIn Ana npodunsa goctyna.

KomaHga ¢ npedurkcom no yaanseT MapLUpyT € yka3aHHbIMW NapamMeTpamu.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica IP
Cunoncuc (config-policy)>  route (<networks imask> | <host>) (<«gateway: [ <network>
1| <interfaces ) [auto] [ «metrics][reject]
(config-policy)> no route (<network> anasks | <host»)[<interfaces | «gateway»
1[metrics]
AprymeHTbI ApryMeHT |3HaueHune OnucaHne
network |IP-agpec IP-agpec ceTn HasHaveHVs.
mask IP-macka Macka ceTu HasHaudeHus. EcTb ABa cnocoba
BBOJA MacCku: B KAHOHNYECKOM BUAE
(Hanpumep, 255.255.255.0)m B BUAe 6UTOBOW
ANViHBI npedukca (Hanpumep, /24).
host IP-anpec IP-agpec y3na Ha3HauveHUs.
interface |MHTeppesic MonHoe nmsa nHTepdeica MM NCeBAOHUM.
YKa3biBaeTcs B Ka4ecTBe HarnpaBneHus
nepefayv NakeToB, eCIn K UHTepdeincy
NOAK/IOYEH KaHa TOYKa-TouKa, He TpebyroLuii
AOMONHUTENBHOW agpecauny BHYTpU KaHana.
Ecnv Ha nHTepdeiice ycTaHOBNEH NpuopuTeT
interface ip global, mapwpyT gobasnsetcs B
CUCTEMHYHO TabnLy TObKO B TOM C/lyYae, eciu
He CyLLecTBYeT 4PYroro MapLIpyTa C TeM Xe
aApecoM HazHauyeHus 1 66NbLWNM
NPUOPUTETOM.
gateway |IP-agpec IP-agpec MmapLUpyTM3aTOpa B HEMOCPEACTBEHHO
NOAKNOUEHHOW ceTU. MoXeT 6bITb 3aJaH
BMeCTe C MMeHeM nHTepdelica, ecnn TpebyeTcs
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Mpumep

WcTopus nsmeHeHwnii

AprymeHT |3HauyeHue OnucaHve

ykasaTb npuoputeT interface ip global. Ecan
NHTepdenc He ykasaH, OH onpegenseTcs
CUCTeMOl aBTOMaTNYECKM U3 TEKYLLIMX HAacTpoeK

IP.
auto Knwouyesoe Mo3BosiseT NpUMEHNTbL MapLUpyT TOrAa, Korga
C/10BO CTaHeT AOCTyNeH YKa3aHHbI B HEM LUIO3.
metric lenoe uucno |[MeTpuka maplipyTa. B Tekyuiein peanmsaunm
NrHopupyeTcs.
reject Knwyesoe BKNHOUMTL MapLUpyT, YTO6bI NCMOJIb30BaTb
C/10BO TONbKO BbIOpaHHbIN nHTepderic ans

MapLupyTM3aummn Tpadurka K ykasaHHOMY MecTy
Ha3HaveHWs. Ecnu yKa3aHHbI MHTepdelic He
aKTVBeH, TO TpaduK He NepeAaeTcs No Apyrum
BO3MOXHbIM MapLUupyTam. 3Ta onuus paboTaeT
TOJIbKO MPU NCMONb30BaHMM ONLMK auto 1 He
MOXEeT MPUMEeHATLCA K MapLUpyTy No
YMONYaHWUIO.

(config-policy)> route 123.123.123.123 Wireguardl auto reject
Network: :RoutingTable: Added static route: 123.123.123.123/32 »
via Wireguardl.

(config-policy)> no route 123.123.123.123 Wireguardl
Network: :RoutingTable: Deleted static route: 123.123.123.123/32 »
via Wireguardl.

(config-policy)> no route 123.123.123.123
Network: :RoutingTable: Deleted static route: 123.123.123.123/32 »
via Wireguardl.

Bepcus OnucaHve

4.03 JlobaBneHa komaHga ip policy route.

3.66.9 ip policy standalone

OnucaHwmne

OnuncaHwune

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

BkntounTb "aBTOHOMHBIN" pexuMm, NP1 KOTOPOM CTaTUYecKe MapLUpYThI
yepes nHTepdelickl co cBONCTBOM «global» He KonnpytoTca aBTOMaTMYeCcKn
3 OCHOBHbIX HAaCTPOEeK B BbIOBPaHHbIV Npodub.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.
Ja

Ja

Het

IP
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I(config-policy)> standalone

I (config-policy)> no standalone

(config-policy)> standalone
Network: :PolicyTable: "Policy0": enable standalone mode.

(config-policy)> no standalone
Network::PolicyTable: "Policy0": disable standalone mode.

Bepcusa

OnucaHune

4.02

JobasneHa koMmaHgaa ip policy standalone.

3.67 ip route

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

[o6aBuTb B TabAMLy MapLUpyTU3aLMN CTaTUYECKNIA MapLUPYT, KOTOPbIA
3ajaeT NnpaBuao nepegayun IP-nakeToB Yepes onpegeneHHbIl W3 UK
ceTeBoW nHTepodelic.

B kauecTBe ceTy Ha3HayvYeHNA MOXHO yKa3aTb kKntouyesoe cnoBo default. B
3TOM C/lyyae byAeT co3aH MapLUPYT MO YMOAYaHUIO.

KomaHaa ¢ npepunkcom no ygansieT MapLUpyT C yKa3aHHbIMW NapameTpamu.

Ja
Aa
Ja
IP

(config)>

ip route (networks masks | <hosts | default) («gateway>
[interface] | <interface>) [auto] [metric] [reject]

(config)> no ip route ( <network> amask> | <host> | default) [«gateway: |
<dnterfaces] [metric]

AprymeHT |3HauyeHue OnucaHue

network IP-agpec IP-appec ceTn Ha3HaueHus.

mask IP-macka Macka ceTu Ha3HayeHus. EcTb ABa cnocoba
BBO/ZA Macku: B KAHOHNYECKOM BUAe
(Hanpumep, 255.255.255.0) 1 B BUAe
6uTOBOM ANMHLI NpeduKca (Hanpumep, /24).

host IP-agpec IP-agpec y3na HasHaueHus.

default Knwuyesoe cnoso|/icnonb3yercs 4N 3agaHna MapLLPYTOB Mo

YMOYaHWIO.
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AprymeHT

3HauyeHve

OnucaHwune

interface

UHTEppenc

MNMonHoe nmsa nHTepdeinca Nan NCEBAOHNM.
YKa3blBaeTCHd B kKayecTBe HanpasaeHus
nepesauyu nakeTos, eciuv K nHTepdericy
NOAKAOYEH KaHa/ TOYKa-TouKa, He
TpebyoLwmnii 4ONOAHUTENbHOW agpecaunm
BHYTPW KaHana.

Ecnv Ha nHTepdeiice yctaHoBNeH
npuopwurer interface ip global, mapwpyT
£06aBnAeTCsa B CUCTEMHYHO TabanLy TONbKO
B TOM CJly4ae, eCnu He CyLLecTByeT Apyroro
MapLLpyTa C TeM Xe apecoM Ha3HaveHus
1 661bLWINM NPUOPUTETOM.

gateway

IP-agpec

IP-agpec mapLupyTmnsaTopa B
Hernocpe/ACTBEHHO NOAKIOUEHHON ceTu.
MoxeT 6bITb 3ajjaH BMecTe C UMeHeM
nHTepdelica, ecn TpebyeTcs ykasaTb
npuopwuTteT interface ip global. Ecin
nHTepdelic He yKasaH, OH onpejenseTcs
CNCTEMOI aBTOMAaTUYECKM N3 TeKYLLNX
HacTpoek IP.

auto

KnryeBoe cs10B0

Mo3BonsieT NPUMEHUTb MapLUPYT TOTAQ,
Korga CTaHeT JOCTyneH yKa3aHHbI/ B HEM
LLI/FO3.

metric

Lenoe uucno

MeTpuka mapLupyTa. B TekyLen
peanunsaummn NrHopupyeTcs.

reject

KnwyeBoe csioBO

BKkAOUMTL MapLUpYT, YUTO6LI NCMOb30BaTb
TONbKO Bbl6paHHbIN NHTepdeiic ans
MapLupyTM3aunmn Tpadrka K ykazaHHOMY
MecTy Ha3HadeHus. Ecnm ykasaHHbI
nHTepdelic He aKTMBeH, TO TpaduK He
nepegaeTcs No ApyrumM BO3MOXHbIM
MapLupyTam. 3Ta onumsa paboTaeT TONbKO
npw NCNoNb30BaHUKM ONuUMK auto 1 He
MOXeT MPUMEHATLCA K MapLLUpPYTy No
YMONYaHWUIO.

Mpumep

(config)> ip route default Home
Network: :RoutingTable: Added static route: 0.0.0.0/0 via Home.

(config)> ip route 123.123.123.123 Wireguardl auto reject
Network: :RoutingTable: Added static route: 123.123.123.123/32 »
via Wireguardl.

(config)> no ip route 123.123.123.123 Wireguardl
Network: :RoutingTable: Deleted static route: 123.123.123.123/32 »
via Wireguardl.

(config)> no ip route default
Network: :RoutingTable: No such route: 0.0.0.0/0.
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VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 [JobaeneHa KomaHza ip route.
3.08 JobaeneHa onuus reject.

3.68 ip search-domain

OnucaHune Yka3aTb JOMeH Nouncka Afis paspeLleHnst HeMoHbIX MMeH XOCTOB.
KomaHga ¢ npedurkcom no yganseTt HacTPOWKy.

MNpedukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

CnHoncuc (config)> ip search-domain «domain»
(config)> no ip search-domain

AprymeHTbI AprymeHT 3HaueHue OonucaHue
domain Ctpoka JomeHHoe nm4.

Mpumep (config)> ip search-domain my.example
(config)> no ip search-domain my.example

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.00 [Job6aBneHa komaHaa ip search-domain.

3.69 ip sip alg direct-media

OnucaHwue 3ameHuTb IP-agpec B none Owner npoTtokona SDP. 3Ta ¢yHKUMA NCNONb3yeTcs

UTObbI HE HAaCTPaVBaTh OTAE/bHbIV NPo6poc NopToB ANns VoIP-Tpaduka. Mo
YMOIYaHUIO HAaCTPOMKa OTKAKOYeHa.

KomaHga ¢ npedrKcom no oTKA0YaeT HaCTPOKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(conﬁg)> ip sip alg direct-media
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I (config)> noip sip alg direct-media

Mpumep (config)> ip sip alg direct-media
Sip::Alg: Direct media enabled.

(config)> no ip sip alg direct-media
Sip::Alg: Direct media disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 JobasneHa KkomaHaa ip sip alg direct-media.

3.70 ip sip alg port

OnucaHune Yka3saTb HoMep nopTa A5 SIP coobLeHniA, OTANYHBIN OT cTaHAapTHoro. Mo
YMONYaHUIO NCMOJIb3yeTca HoMep nopTa 5060.

KomaHga ¢ npedrkcom no ycTaHaBAMBaET MOPT MO YMOSUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> ip sip alg port «port>

(config)>no ip sip alg port
AprymeHTbI AprymeHT |3HayeHue |OnucaHue

port UYenoe uucro |Homep nopra.
NMpumep (config)> ip sip alg port 7090

Sip::Alg: Port set to 7090.

(config)> no ip sip alg port

Sip::Alg: Port reset to default.
WcTopuns nsmeHeHnit |Bepcua onucaHue

2.12 JobasneHa komaHgaa ip sip alg port.
3.71ip ssh
OnucaHue JocTyn K rpynne KomMaHza Ana ynpasneHua SSH-cepsepom.
Mpe¢ukc no Het
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-ssh)

CuHoncunc I (config)>  ip ssh

Mpumep (config)> ip ssh
(config-ssh)>

WcTopus nsmeHeHum Bepcus onvicaHue

2.12 JobasneHa komaHgaa ip ssh.

3.71.1ip ssh cipher

OnucaHwue YCTaHOBUTb LWUN$POBaHME CUMMETPUYHOIO K/to4a A5 ceaHca SSH.
KomaHaa ¢ npepunKcom no yaanseT ykasaHHbIA anropuTm WndpoBaHUS.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica IP
CuHoncuc (config-ssh)>  cipher «ciphenr
(config-ssh)>  no cipher «ciphenr
AprymeHTbI AprymeHT |3HaueHue OnuncaHue
cipher chacha20-poly1305@openssh.com|Anroputm WndpoBaHUS
ChaCha20-Poly1305.
aesl28-ctr AnropuTm WndpoBaHms
AES128-CTR.
aes256-ctr An encryption algorithm
AES1256-CTR.
aes128-gcm@openssh.com ANropnt™ WindpoBaHms
AES128-GCM.
aes256-gcm@openssh.com AnropuTm WwWndpoBaHms
AES256-GCM.
Mpumep (config-ssh)> cipher chacha20-polyl305@openssh.com

Ssh::Manager: Added cipher "chacha20-polyl305@openssh.com".
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(config-ssh)> no cipher chacha20-polyl365@openssh.com
Ssh::Manager: Use default ciphers.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.04 JobasneHa komaHga ip ssh cipher.
Bepcus OnucaHue
3.05 JlobaBneHbl HOBbIE aNrOPUTMbI LLINGPOBAHNSA
aes128-gcm@openssh.com, aes256-gcm@openssh. com.

3.71.2 ip ssh keygen

OnucaHue O6HoOB/IEHME K/1H0Ya 3aJ]JaHHOro TUMa.
MNpedukc no Het

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica IP

CuHoncuc (config-ssh)>  keygen keygen>

AprymeHTbI AprymeHTt 3HaueHue OnucaHue

keygen default ABTOMaTMUeECKasa reHepauma HOBOro
OTKpbITOro Kntoya RSA2048 +
ECDSA-NISTP521.

rsa-1024 ABTOMaTMYECKasa reHepaLma HOBOro
OTKpbITOro knto4a RSA gnavHoin 1024
6UT.

rsa-2048 ABTOMaTMYeCKas reHepaLa HoBOro
OTKpPbITOro knto4a RSA gnanHoin 2048
6UT.

rsa-4096 ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro Knto4va RSA gnanHoin 4096
6uT.

ecdsa-nistp256 |ABTOMaTU4YecKas reHepawumsa HOBOro
oTKpbITOro knto4va ECDSA gnavHoin 256
6uT.

ecdsa-nistp384 |ABTOMaTU4YecKasa reHepaumsa HOBOro
OTKpbITOro kntoya ECDSA annHoi 384
6UT.

ecdsa-nistp521 |ABTOMaTM4Yeckasi reHepaLus HOBOro
OTKpbITOro kntoya ECDSA annHoin 521
6uT.
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AprymeHT 3HauyeHue OnucaHue

ed25519 ABTOMaTMUeCKas reHepauums HOBOro
OTKpbITOro Kro4va ED25519.

Mpumep (config-ssh)> keygen default
Ssh::Manager: Key generation is in progress...

MCTOpMﬂ U3MeHeHUnA Bepc”ﬂ onvicaHue

2.12 JobasneHa komaHga ip ssh keygen.

3.71.3 ip ssh lockout-policy

OonuncaHmne 3aAaTb NapaMeTpbl OTCNEXMBAHWA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeii SSH ans nybnnyHeIx nHTepdeincos. Mo ymonvaHno ¢yHKLmMA
BKtOYeHa. Ecnv B KavecTBe aprymeHTa ncnonb3yeTcs 0, Bce napameTpsbl

oTcnexvBaHUs nepebopa 6yAyT COpOLLEHbl B 3HaYeHNs MO YMOTYaHMIO.
KomaHga ¢ npedunkcom no oTkIouvaeT obHapy>XeHue nogéopa.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica IP

CuHoncnc (config)>  ip ssh lockout-policy <threshold: [«durations

[cobservation-windows]]

(config)> no ip ssh lockout-policy

AprymeHTbI AprymeHTt 3HaueHune OnuncaHue

threshold llenoe uucno KonnyectBo HeyauHbIX NOMbITOK
BX0Ja B cucteMy. 1o ymon4vaHuio
YyCTaHOBJ/IEHO 3HauyeHve 5. MoxeTt
NPUHNMAaTb 3Ha4YeHUs B nNpegenax
oT 4 f0 20.

duration Uernoe yucno Mpofo/mKNTeNbLHOCTL 3anpeTa
aBTopmM3auumn AN yKasaHHoOro
IP-agpeca B MmnHyTax. Mo
YMOJTYaHWIO YCTAaHOB/IEHO 3HayeHune
15. MoXeT npnHMMaTh 3HaYeHsA B

npeaenax ot 1 40 60.

observation-window|lenoe uucno MpoAoMKNTENbHOCTL HabnAeHNs
3a NOAO3PUTENLHON aKTUBHOCTbLIO
B MUHYyTax. 10 yMOn4aHuo

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA 363



naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue

YCTaHOBJIEHO 3HauyeHwue 3. MoxeT
NPUHUMAaTb 3HaYeHWs B Npejesax
oT 140 10.

Npumep (config-ssh)> lockout-policy 10 30 2
Ssh: :Manager: Bruteforce detection is reconfigured.

(config-ssh)> no lockout-policy
Ssh::Manager: Bruteforce detection is disabled.

(config-ssh)> lockout-policy 0
Ssh::Manager: Bruteforce detection reset to default.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.12 JobasneHa komaHaa ip ssh lockout-policy.

3.71.4 ip ssh port

OnucaHue Ha3HauuTtb nopT ana SSH-coegriHeHMSA. 10 yMOTYaHUIO UCNOJIb3YeTCc HOMep
rnopra 22.

KomaHza c npedurKcom no ycTaHaBnMBaeT HOMep NopTa B 3HaYeHue no
YMOTYaHUIO.

Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-ssh)>  port <qumbers

(config-ssh)> no port

AprymeHTbl AprymMeHT |3HaueHme |OnucaHue

number lYenoe uucrio |Homep nopTa. MoxXeT NpUHUMAaTL 3HaYeHUS
B npegenax oT 1 Ao 65535 BkioUnTENBHO.

MNpumep (config-ssh)> port 2626
Ssh::Manager: Port changed to 2626.

(config-ssh)> no port
Ssh::Manager: Port reset to 22.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa ip ssh port.

3.71.5 ip ssh security-level

OnucaHue YCTaHOBUTb ypoBeHb 6e3onacHocTM SSH. Mo ymMoa4aHmnio yctaHOBNEHO
3HayeHue private.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP
CuHoncuc (config-ssh)>  security-level (public | private | protected)
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
public Kriwyesoe JocTyn kK SSH-cepBepy paspeLueH ans public,
C/10BO private 1 protected nHTepdeiicos.
private Krouesoe JocTtyn K SSH-cepBepy paspelueH an4d private
c/10B0O nHTepdecos.
protected Knouesoe Joctyn K SSH-cepBepy pa3pelueH ans private
C/10BO n protected nHTepdeincos.
Mpumep (config-ssh)> security-level protected

Ssh::Manager: Security level changed to protected.

WcTopuns nsmeHeHwnit |Bepcua onucaHue

2.12 JobasneHa komaHgaa ip ssh security-level.

3.71.6 ip ssh session timeout

OonucaHue YCTaHOBUTL BPeMsi CyLLLeCTBOBaHWS HEAaKTUBHOI ceccum ans SSH-coegnHeHus.
Mo ymonyaHuto TaliM-ayT paBeH 300, To ecTb GYHKLMSA OTCneXMBaHWS
aKTUBHOCTM BHYTPY CECCUM OTKIHOUEHa.

KomaHga ¢ npedunkcom no ycTaHaB/IMBaET TallM-ayT Mo YMOAYAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

IP

(config-ssh)>  session timeout <timeout>

(config-ssh)> no session timeout

AprymeHT 3HauyeHue OnuncaHwue

timeout Lienoe uncno |Bpems cyLecTBOBaHMA HEaKTUBHOW CecCcum.
MoxeT NPMHNUMaTb 3HaYeHWs B Npeenax ot

5 a0 2321 CeKyH/ BKNHOYNTEIBHO.

(config-ssh)> session timeout 123456
Ssh::Manager: A session timeout value set to 123456 seconds.

(config-ssh)> no session timeout
Ssh::Manager: A session timeout reset.

Bepcus OnucaHue

3.03 JobaeneHa komaHga ip ssh session timeout.

3.72 ip static

OnucaHune

MNpejukc no

MeHsieT HacTpoiKmn

Co3paTtb NpaBuIo TPaHIALWN NoKanbHbIX IP-agpecoB B rnobanbHble Uamn
HaobopoT. Ecnn interface wnn network cooTBeTCTBYeT MHTepdelicy ¢

ypoBHeM 6e3onacHocT public, To 6yAeT BbINONHATLCA TPAHCNALUMS agpeca
Ha3HayeHus (DNAT). Ecnum to-address cooTBeTCTBYeT MHTepdeicy CypoBHEM
6e3onacHocTV public, TO ByAeT BbINOAHATLCA TPAHCAALMSA ajpeca UCTOYHMKA

(SNAT). Homep nopta TCP/UDP Bcerga paccMatpmBaeTcs Kak nopT
Ha3Ha4veHwns.

Ecnum network cooTBeTCTBYeT O4HOMY ajipecy, 1 3TOT ajpec paBeH to-address,
TO Takoe NpaBuao ByaeT 3anpeLlaTb TPAHCAALMIO YKa3aHHOro agpeca,
KOTOpasi Morna 6bl 6bITb BbIMOJHEHA UCXOAS 13 3afaHHBIX MpaBun ip nat.

Mpasuna ip static nmetoT 60s1ee BLICOKUIA MPUOPUTET MO CPABHEHMIO C
npaswnamu ip nat.

,ﬂ,OI'IO}'lHI/ITeJ'IbHyI'O HaCTpOVIKy Me>XCeTeBOro sxpaHa npon3BognTb HE HY>XXHO,
T.K. IpU ncnonb3oBaHUM NpaBuna nepeagpecaulni MHTEPHET-LEHTP
CaMOoCTOATE/IbHO OTKPbIBaeT AOCTYM NO YKa3aHHOMY MNOpPTY.

KomaHga ¢ npednkcom no BkAOUaET UK yaanseT npaBuio.
Ja
Aa

MHorokpaTHbIi BBog, /[la
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Tun untepdeiica

CvHoncuc

AprymeHTbl

IP

(config)>

ip static [ «protocols] (<interface> | («address» mask>))
(¢«port> through «end-ports (<to-addresss | <to-host) |

[port] (<to-address> | <to-hosty) [to-port] |

<to-address | <to-host> | <to-interfaces)

(config)> no ip static [ (protocols] («interfaces | («address» inasks))
(«port> through «end-port; (<to-addresss | <to-host) |
[port] (<to-address> | <to-hosty) [to-port] |
«to-address | <to-host> | <to-interfaces)

AprymeHT 3HayeHue OnuncaHwue
protocol tcp MpoTtokon TCP.
udp MpoTtokon UDP.
icmp Mpotokon ICMP.
tcpudp MpoTtokonbl TCP v UDP.
gre MpoTtokon GRE.
ipip MpoTokon IP in IP.
interface UHTeppenc Vims BxogHOro nHTepdeiica (moaHoe nms
nHTepderica N NCEBAOHUM).
comment CTpoka 3aMeTKW rnoJsib30BaTens c CMUMBOJIOM ! nepej
HUMW.
address IP-agpec BmecTe ¢ mackon mask 3agaeT AgManasoH
IP-aapecoB HasHaueHWs, NoAsexaLlmx
TpaHcasauun.
mask IP-macka Macka gmnanasoHa TpaHchaunn. Ecte aBa
cnocoba BBOAA Mackun: B KAHOHUYECKOM BUAe
(Hanpumep, 255.255.255.0) n B BUAe
61TOBOV ANNHLI Npedukca (Hanpumep, /24).
port Uenoe 4ucno |Homep nopta TCP/UDP, Ha KOTOpbI
NPUXOANT 3aNpoC, MOANEXALLUNIA TPAHCAALMN.
Ecnun He ykasaH, TpaHchauusa byaeT
BbIMOJIHATLCA AJ1A BCEX BXOAALLMX 3aMpPOCOB.
end-port UYenoe umucro |OKOHYaHMeE JmMarna3oHa rMnopTos.
to-address |IP-agpec Afpec HasHayeHMs nocae TpaHCcAauun.
to-host MAC-appec MAC-agpec HazHaueHUs nNocne TPaHCIALNN.
Mcnonb3yeTtcs Tonbko MAC-agpec 13 cnncka
known host. Ecin known host ygansaetcs, To
CBA3aHHble C H/M NpaBuaa Takxe 6yayT
yAaneHsol.
to-port Uenoe 4ucno |Homep nopta TCP/UDP nocne TpaHcnaumu.

Ecnu He ykasaH, NOpT Ha3HayeHWs ocTaeTcs
NPEXHUM.

to-interface

UHTEepperic

Nms nHTepdelica nocne TpaHcasaummn.
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Mpumep MycTb MeeTCca MapLUPYTU3aTOP MeXAY «10Ka/IbHOM» CeTbto 172.16.1.0/24
(ypoBeHbL 6e30macHOCTV private) n «rnobasbHoOM» ceTbio 10.0.0.0/16
(ypoBeHb be3onacHoCcTV public). TpebyeTtcs, UTO6LI BCE 3anNpocChl,
npuxoasLme Ha «r106anbHbIn» MHTepdelc 3Toro MapLUpyTmM3aTopa Ha NopT
80, TPaHCAMPOBANNCL Ha «0KaNbHbIN» cepBep € agpecom 172.16.1.33.
MocnenoBaTeNbHOCTE KOMAHA, PEaNU3YIOLLIMX TaKyr CXeMy, MOXET BbIrIAAEeTb

Tak:

(config)> interface Home ip address 192.168.1.1/24
Network: :Interface::Ip: "Bridge0": IP address is 192.168.1.1/24.

(config)> ip static tcp ISP 80
Network::StaticNat: Static NAT

(config)> ip static tcp ISP 21
Network: :StaticNat: Static NAT

(config)> ip static disable
Network::StaticNat: Static NAT

(config)> no ip static disable
Network::StaticNat: Static NAT

(config)> no ip static
Network: :StaticNat: Static NAT

172.16.1.33 80
rule has been added.

00:0e:c6:al1:22:11 !test
rule is already there.
disable unchanged.

rule enabled.

rules have been removed.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHgaa ip static.
2.06 Job6asneH aprymeHT to-host.

3.73 ip static rule

OnucaHue OTKNIYNTE NPaBWIO TpaHCAUWK IP-agpecoB nnv orpaHNYnNTL BpemMs ero

paboThbl pacnmcaHnem.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BKNIKDYaET NpaBnio NN OTMEHAET pacnncaHue.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica IP

CuvHoncuc

I(conﬁg)> ip static rule <index> (disable | schedule <schedule»)

I(conﬁg)>ru)ipstatic rule <index> (disable | schedule)
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AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

index UYenoe uucro |Homep npasuna TpaHCAALUN.

disable Kriw4yesoe OTKNOUUTE MPaBUIOo TPaHCAALUN.
CJ1080

schedule Pacnucaune |HasBaHWe pacnncaHums, CoO3gaHHOro npu

nomoLum rpynnel koMaHg schedule.

(config)> ip static rule 0 schedule test_schedule
Network::StaticNat: Static NAT rule schedule applied.

(config)> ip static rule 0 disable
Network: :StaticNat: Static NAT rule disabled.

(config)> no ip static rule 0 disable
Network::StaticNat: Static NAT rule enabled.

(config)> no ip static rule 0 schedule
Network: :StaticNat: Static NAT rule schedule removed.

Bepcus

OnucaHue

2.08

JlobaBneHa komaHaa ip static rule.

3.74 ip telnet

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKkmn

Het

Het

MHorokpaTtHbiiA BBog Het

Tun nHtepdeiica

IP

BxoXxaeHue B rpynny (config-telnet)

CviHoncmc

Mpumep

UcTopuns nameHeHuii

I(conﬁg)> ip telnet

(config)> ip telnet
(config-telnet)>

JocTyn K rpynne KomaHg Ans ynpasneHus Telnet-cepeepom.

Bepcusa

OnucaHue

2.08

Jlo6aBneHa koMaHga ip telnet.
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3.74.1 ip telnet lockout-policy

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

3aAaTb NapameTpbl OTCNEXMBAHWSA NOMbITOK BTOPXEHUS NyTéM nepebopa
naponeii Telnet agna ny6anyHeIx HTepdeincos. Mo ymonyaHuo GyHKLMSA
BKAtoYeHa. Ecnuv B kKavecTBe aprymeHTa ncnonb3yeTcs 0, Bce napameTpbl

oTCNexXunBaHWsA Nepebopa byayT cOpoLLeHbl B 3Ha4YEHNS MO YMOJIYaHUIO.
KomaHga ¢ npedpurkcom no oTk/touaeT obHapyxeHmne nogbopa.

Ja

Ja

HeTt

IP

(config)>  ip telnet lockout-policy thresholds [«duration»
[cobservation-windows]]

(config)> no ip telnet lockout-policy

AprymeHT 3HaueHue OnuncaHwue

threshold Uenoe umucrio |Konnyectso HeyAauHbIX MOMbITOK
BXOZa B cuctemy. [1o ymonuyaHuo
YCTaHOBJIEHO 3HauyeHve 5. MoxeTt
NPYHMMaTb 3Ha4YeHVsa B Npejenax ot
4 fno 20.

duration Lenoe 4ucno |MpoaomKnTenbHOCTL 3anpeTa
aBToOpM3auumn AN yKasaHHOro
IP-agpeca B MuHyTax. o ymonuaHutio
yCTaHOB/IEHO 3HayeHne 15. MoxeT
NPUHVMAaTL 3HaYeHWVs B Npejenax ot
1 po 60.

observation-window|l4enoe uyucno |MpoAoAXUTENbHOCTL HabMAEHUS 3a
NoA03pUTENbHOM aKTUBHOCTLIO B
MUHYyTax. 1o yMon4aHWIo yCTaHOBNEHO
3HauveHMe 3. MoxeT NpUHMMaTb

3HayeHWA B npegenax ot 1 Ao 10.

(config-telnet)> lockout-policy 10 30 2
Telnet::Server: Bruteforce detection is reconfigured.

(config-telnet)> no lockout-policy
Telnet::Server: Bruteforce detection is disabled.

(config-telnet)> lockout-policy 0
Telnet::Server: Bruteforce detection is enabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 [JobaeneHa komaHaa ip telnet lockout-policy.

3.74.2 ip telnet port

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

HasHauuTb nopT Ans telnet-coegnHeHs. N0 yMONIYAHMIO UCMONb3YeTCA
HoMep nopTa 23.

KoMaHAa ¢ Npeprkcom no ycTaHaB/BaeT HOMep NopTa B 3HaYeHMe No
YMOTYaHWIO.

Ja
Ja
Het

IP

(config-telnet)>  port «qnumber

(config-telnet)> no port

AprymeHT 3HauyeHue OnucaHwue

number Uesoe uucso |Homep nopta. MoXeT NpUHMMATL 3HaYEHUS
B npegenax oT 1 Ao 65535 BkaoUUTENBHO.

(config-telnet)> port 2525
Telnet::Server: Port unchanged.

(config-telnet)> no port
Telnet::Server: Port unchanged.

Bepcus OnucaHue

2.08 JobaBneHa komaHgaa ip telnet port.

3.74.3 ip telnet security-level

OnuncaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

YcTaHOBUTL ypoBeHb 6e3onacHocTy Telnet. Mo ymon4aHMo yCTaHOBAEHO

3HayeHue private.
Het

Aa

HeTt

IP
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-telnet)> security-level (public | private | protected)

AprymeHT |3HauyeHue OnucaHue

public Knio4yesoe cnoso|ocTyn K Telnet-cepsepy pa3speLueH ans
public, private u protected nHTepdeiicos.

private Kn4yesoe cnoso|[locTyn K Telnet-cepsepy pa3speLueH ans
private nHTepdelicos.

protected |KmwuyeBoe cnoso|focTyn Kk Telnet-cepBepy paspeLueH ans
private n protected nHtepdericos.

(config-telnet)> security-level protected
Telnet: :Manager: Security level changed to protected.

Bepcusa

OnucaHue

2.08

Jlo6aBneHa koMmaHga ip telnet security-level.

3.74.4 ip telnet session max-count

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

YCTaHOBUTb MaKCMMaJibHOE YNCI0 O4HOBPEMEHHbIX ceccum gns
telnet-coegnHerus. Mo YMO/THaHWIO NCMO/Ib3YHTCA MakCMyM 4.

KomaHaa c npedrkcom no yctaHaBNIMBAET KOMYECTBO CECCUIA MO YMOHYaHNIO.

Ja
Aa
HeTt

IP

(config-telnet)>

session max-count «count»

(config-telnet)> no session max-count

AprymeHT

3HayeHue

OnwvcaHune

count

Lenoe uucno

MakcrmanbHoe Yncio 0g4HOBPEMEHHbIX
ceccuin. MoxeT NpUHUMAaTL 3HaYeHVs B
npegenax ot 1 A0 4 BK/IFOUNTENbHO.

(config-telnet)> session max-count 4

Telnet: :Server:

The maximum session count set to 4.

(config-telnet)> no session max-count

Telnet: :Server:

The maximum session count reset to 4.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 [JobaeneHa komaHzaa ip telnet session max-count.

3.74.5 ip telnet session timeout

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn

YCTaHOBUTb BPeMsi CyLLLeCTBOBaHWNSI HEAaKTUBHOWN ceccun Ans
telnet-coegnHeHws. Mo yMonyaHWio TaiM-ayT paBeH 300, YTO 3HAUUT YTO

bYHKUNS OTCEXNBAHUA aKTUBHOCTY BHYTPU CeCCUMN OTK/KOYEeHa.
KomaHga ¢ npednkcom no yctaHaBAMBaET TaliM-ayT Mo YMOAYaHUIO.
Ja

Ja

MHorokpaTtHbiiA BBog Het

Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

IP

(config-telnet)> session timeout (timeout>

(config-telnet)> no session timeout

AprymeHT 3HauyeHue OnucaHwue

timeout Lenoe umucno |Bpems cyLLecTBOBaHWA HEAKTUBHOW Ceccuu.
Mo>keT npuHMMaTb 3HaYeHns B Npesenax oT
540 23%.1 CeKyHJ, BKNHOUNTE/IbHO.

(config-telnet)> session timeout 600
Telnet::Server: A session timeout value set to 600 seconds.

(config-telnet)> no session timeout
Telnet::Server: A session timeout reset.

Bepcus OnucaHue

2.08 JobasneHa KkomaHaa ip telnet session timeout.

3.75 ip traffic-shape host

OnuncaHwune

Mpe¢ukc no

YCTaHOBUTbL NpeAen CKOPOCTU Nepesaun AaHHbIX 418 YKa3aHHOMo yCTpolicTBa
AOMaLLHel ceT B 06e CTOPOHbI. [10 yMONYaHMIO CKOPOCTb He OrpaHuyeHa.

KomaHaa ¢ npedpnkcom no yaansieT HaCTPOViKy ANS YKa3aHHOro YCTPOKCTBa.
Ecnuv BbINONHWTL KOMaHAY 6e3 apryMeHTOB, BCe OrpaHNYeHns AN BCeX
YCTPOWCTB 6yAyT OTMEHEHbI.

Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

IP

(config)> ip traffic-shape host wmac> rate <rate> [ asymmetric
<upstream-rates ][ schedule <schedules ]

(config)> no ip traffic-shape host [ mac> ]

AprymeHT 3HayeHne |OnucaHue
mac MAC-agpec |MAC-agpec ycTpoiiCcTBa JOMaLLHEN CceTu.
rate Lenoe uncno |3Ha4yeHVe CKOPOCTY Nepejayn JaHHbIX B

Kéut/c. OrpaHnyeHmne JOMKHO BbiTh B
AanasoHe oT 64 Kébut/c go 1 rémt/c.

upstream-rate |Uesoe uyucsno|CKOpPOCTb OTAAUN AaHHbIX B K6UT/C.
OrpaHunyeHve JONXHO BbITb B AnanasoHe
oT 64 Kéut/c o 1 rewt/c.

schedule Pacnucanne |Ha3sBaHwe pacnuncaHus, co3gaHHOro npu

nomMoLuy rpynnel KomaHa schedule.

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80
TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 80 Kbits/sec.

(config)> ip traffic-shape host a8:1e:82:81:f1l:21 rate 80 »
asymmetric 64

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec..

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64 schedule Update

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec (controlled by schedule Update).

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host
TrafficControl::Manager: Rate limits for all hosts removed.

Bepcus OnucaHve
2.05 [Jlo6aBneHa komaHga ip traffic-shape host.
2.08 JobasneH aprymeHT schedule.
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‘3.04 ‘ﬂ,06aBHEH aprymeHT upstream-rate.

3.76 ip traffic-shape unknown-host

OonucaHue YCTaHOBUTb OrpaHUYEeHVe CKOPOCTUN NepeAaYn aHHbIX AN1s
He3aperncTpUpPOBaHHbIX YCTPOCTB B 060X HanpaBaeHUsX. Mo yMonYaHno
CKOPOCTb He orpaHuyeHa.

KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiia BBog Het
Tun nutepdeiica IP

CuHoncuc (config)> ip traffic-shape unknown-host rate <rate> [ asymmetric

<upstream-rates ]

(config)> no ip traffic-shape unknown-host rate

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

rate Lenoe umucro |CKOPOCTb Nepesayn AaHHbIX B KbnT/c.
3HauyeHMe JONXKHO 6bITh B B AMarna3oHe oT
64 Kéut/c go 1 remt/c.

upstream-rate |Uesoe uyucsno|CKOpPOCTb OTAAUN AaHHbIX B K6UT/C.
OrpaHunyeHve JONXKHO BbITb B AnanasoHe
oT 64 Kéut/c go 1 réut/c.

NMpumep (config)> ip traffic-shape unknown-host rate 80
TrafficControl::Manager: Rate limit for unknown hosts set to 80 »
Kbits/sec.

(config)> ip traffic-shape unknown-host rate 80 asymmetric 64
TrafficControl::Manager: Rate limit for unknown hosts set to »
80/64 Kbits/sec.

(config)> no ip traffic-shape unknown-host rate
TrafficControl::Manager: Rate limit for unknown hosts removed.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue
2.09 Jlo6aBneHa komaHga ip traffic-shape unknown-host.
3.04 [JlobaBneH aprymeHT upstream-rate.
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3.77 ipv6 local-prefix

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HacTtpontb nokanbHbIin npedurkc (ULA). ApryMeHT MOoXeT 6biTb 6yKBEHHbIM
npepuKcom nnu kntoyesbim cnosom default, KoTopoe aBToMaTU4eckn

reHepupyeT NOCTOAHHbIV YHUKaNbHbIN NpedurKc.
KomaHaa ¢ npepurKCcom no OTKNHOYaeT HAaCTPOUKY.

Ja

Ja

Het

(config)> ipv6 local-prefix (default | prefix)

(config)> no ipv6 local-prefix [default | prefix; ]

AprymeHT |3HayeHue OnucaHwue

default Knw4yeBoe cnoso|leHepupoBaTb NOCTOAHHBIN YHUKAaNbHbI
npedwukc.

prefix Mpegukc NokanbHbn npedukc (ULA). omKHO 6bITh
KOppeKTHOe 3HaueHve rnpeduikca B 610ke
fdeo: : /8 c AnvHoM Npedukca He 6onee 48,

(config)> ipv6 local-prefix default
Ip6::Prefixes: Default ULA prefix enabled.

(config)> ipvé local-prefix fdol:db8:43::/48
Ip6::Prefixes: Added static prefix: fd0l:db8:43::/48.

(config)> no ipv6 local-prefix default
Ip6::Prefixes: Default ULA prefix disabled.

(config)> no ipv6 local-prefix fdel:db8:43::/48
Ip6::Prefixes: Deleted static prefix: fd0l:db8:43::/48.

Bepcus OnucaHve

2.00 JlobasneHa komaHaa ipv6 local-prefix.

3.78 ipv6 name-server

OnucaHwne

HactpouTtbk IP-agpeca cepeepoB DNS. CoxpaHeHHble TakiiM 06pa3om agpeca
Ha3bIBaKOTCA CTAaTNYECKUMMU, B MPOTUBOMOJIOXHOCTb JUHAMUYECKUM —
3aperncTpmpoBaHHbIM ciyxbamu PPP nnan DHCP.

ipv6 name-server MOXXHO BBOAWTb MHOMOKPaTHO, eC/iV TpebyeTcs HacTPoOUTb
Heckosibko agpecoB DNS-cepBepos.
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Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

KomaHga ¢ npedpurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTU4eCKoro N akTMBHOIro Cnncka, ecsin KoMaHAa faeTcd C aprymMmeHTamu,
60 ounLLaeT CNMCOK CTaTUYeCKVX apecoB, ecnu KOMaHAa AaeTcs 6e3
apryMeHTOB.

Ja
Aa
Ja
(config)>  ipv6 name-server «address [ «domains [ on <interface]]

(config)> no ipv6 name-server [ «address [ «domain [ on <interface>]1]]

AprymeHT 3HauyeHue OnuncaHwue

address IPv6-agpec |Appec cepsepa VIMEH.

domain CTpoka JlomeH, ans KOTOporo byaeT 1CNonbL30BaTbCA
cepsep. DNS-npokcn npu paspeLleHnmn
NMEeHU B NepByto oyepesb BblbMpaeT agpec
cepsepa C Hanbosnee 6M3KNM K 3anpocy
JomeHoM. Ecim foMeH He yKasblBaTb, cepBep
6yAeT NCrNoNb30BaTbCA ANA BCEX 3anpoCoB.
BbipaxeHue "" 1cnonb3yeTcs Kak 4OMeH Mo

YMON4YaHUIO.

interface UHTepgeiic Nms nHTepdelica ans HacTPOnKU.

(config)> ipvé name-server 2001:4860:4860::8888
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
(default).

(config)> ipv6 name-server 123::456 "" on ISP
Dns::InterfaceSpecific: "GigabitEthernetl": name server 123::456 »
added, domain (default).

(config)> ipvé name-server 2001:4860:4860::8888 google.com
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
google.com.

(config)> no ipv6 name-server 2001:4860:4860::8888
Dns::Manager: Name server 2001:4860:4860::8888, domain (default) »
deleted.

(config)> no ipv6 name-server 123::456 "" on ISP
Dns::InterfaceSpecific: Name server 123::456 deleted, domain »
(default).

(config)> no ipv6 name-server 2001:4860:4860::8888 google.com
Dns: :Manager: Name server 2001:4860:4860::8888, domain google.com »
deleted.
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WcTopusa nsmeHeHum

(config)> no ipv6 name-server
Dns: :Manager: Static name server list cleared.

Bepcus OnucaHue
2.00 JobasneHa KoMaHaa ipvé name-server.
4.00 [JlobaeneH aprymeHT interface.

3.79 ipv6 pass

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

BknoUnTb CKBO3HOW pexurM Ha MapLupyTusaTope Aas naketos IPv6. Mo
YMOMYAHUIO 3Ta GYHKLNS OTKIIIOUEHa.

KomMaHgaa c npedurkcom no oTkauaeT GyHKLMHO.

Ja
Ja

HeT

(config)>

(config)> no ipv6 pass

ipv6 pass through wan-iface <lan-1iface»

AprymeHT 3HauyeHue OnuncaHwue

wan-iface UHTeppenc MonHoe nma nHtepderica WAN nam
NceBAOHUM.

lan-iface WHTepgeiic MonHoe nmsa nHTepdeiica LAN nnm
NceBAOHUM.

(config)> ipvé pass through ISP Home
Ip6::Pass: Configured pass from "GigabitEthernetl" to "Bridge0".

(config)> no ipv6 pass
Ip6::Pass: Disabled.

Bepcus

OnucaHune

2.06

JobaBneHa koMaHaa ipv6 pass.

3.80 ipv6 route

OnuncaHune

Jo6aBnTb B TabanLy MapLUpyTU3aLMmM CTaTUYECKMIA MapLUpyT, KOTOPbI
3ajaeT nNpaswio nepegaydn IPv6-nakeToB Uepes onpegeneHHbIl W3 Uan
ceTeBoW nHTepodelic.
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Mpe¢ukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOA,

CuHoncunc

AprymeHThl

Mpumep

UcTopuns nsmeHeHnii

B kauecTBe ceTn Ha3HayYeHNA MOXHO yKa3aTtb kitoyeBoe cnoBo default. B
3TOM C/lyyae 6yeT co3jaH MapLUPYT Mo YMONYAHUIO.

KomaHpaa ¢ npedurkcom no yaanseT MapLUpyT € yKazaHHbIMY NapamMeTpamu.
Aa
Ja
Ja

(config)>  ipv6 route («prefix> | default) (<interfaces [«gateway:] |
«gateway)

(config)> no ipv6 route (prefix> | default) (<interfaces [«gateway] |
«gateway»)

AprymeHT 3HauyeHue OnuncaHwue

prefix Mpegukc Mpedwukc IPv6.
default Knoyesoe Mpedurkc No ymon4vaHuio.
C/10B0

interface UHnTeppeic MonHoe nmsa nHtepderica Nam NCeBAOHUM.

gateway IP-agpec IP-agpec mapLupyTmnsaTopa B

HenocpeaCcTBEHHO NOAK/THOYEH HOW ceTw.

(config)> ipv6 route 2002:c100:aeb5::/48 ISP
route added

(config)> no ipv6 route 2002:c100:aeb5::/48 ISP
route erased

(config)> ipvé route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route added

(config)> no ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33
route erased

Bepcus OnucaHve
2.00 JobaBneHa KoMaHgaa ipv6 route.
2.11 JlobaBneH aprymeHT gateway.

3.81 ipv6 static

OnucaHwne

Co3zaTb NpaBuo, pa3peLLatoLiiee BXOAsLLEe NOAKIOYEHME K 3aaHHOMY
MOPTY 3aperncTprMpoBaHHOro YCTPOLiCTBa AOMAaLLHEN CeTH.

KomaHga c npedurKcom no yaansiet npasuso.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

Ja
Ja

Het

(config)>

ipv6 static protocols (<interface> amacs | mac») [ «ports [
through <end-ports]]

(config)> no ipv6 static [ protocols («interfaces amacs | mac>) [ ports[
through <end-ports11]

AprymeHT 3HayeHue OnuncaHwue
protocol tcp MpoTokon TCP.
udp MpoTtokon UDP.
tcpudp MpoTtokonbl TCP n UDP.
icmp6 MpoTtokon ICMPv6.
interface UHTeppeic MimMs BXOogHOro nHTepdeiica (MonHoe nms
nHTepderica nan NceBgoOHNM).
mac MAC-agpec MAC-agpec xocrTa.
port lenoe uncno |Homep nopta TCP/UDP, Ha KOTOpbI
NPUXOANT 3anpocC NOAK/IHUEHUNS.
end-port lYesnoe uucro |OKOHYaHMeE Jmnana3oHa NopToB

(config)> ipvé static tcp

Ip6::Firewall: Static

(config)> ipv6 static tcp

Ip6::Firewall: Static

ISP 04:d1:c3:24:bc:19 81

rule added.

04:dl:c3:24:bc:19 8080

rule added.

(config)> ipv6 static tcp ISP 04:dl:c3:24:bc:19 8080 through 8681
Ip6::Firewall: Static rule added.

(config)> ipvé static icmpvée ISP 04:dl:c3:24:bc:19
Ip6::Firewall: Static rule added.

(config)> no ipv6 static icmpv6 ISP 04:dl:c3:24:bc:19
Ip6::Firewall: Static rule removed.

(config)> no ipv6 static
Ip6::Firewall: Static rules cleared.

Bepcus OnucaHve
2.12 [JlobaeneHa KomaHza ipv6 static.
4.00 JlobaBneH aprymeHT icmpv6.
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3.82 ipv6 subnet

OnucaHwue JocTtyn K rpynne KOMaHA AN HAaCTPOMKM CerMmeHTa IokanbHom ceTu IPv6.
Ecnn cermeHT He HalifeH, KOMaHAa NbITAaeTCs ero co3aathb.

Mpe¢ukc no Ja
MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-subnet)

Cunoncuc (config)>  ipv6 subnet name>
(config)> no ipv6 subnet [ <name> ]
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
name CTpoka MIMSt N nceBAOHUM NOACETU.
Mpumep (config)> ipv6 subnet Default
(config-subnet)>
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobasneHa KoMmaHaa ipv6 subnet.

3.82.1 ipv6 subnet bind

OnucaHune MpuvBs3aTb NoAceTb K UHTepdeicy.

KomaHga ¢ npednkcom no oTMeHsET NpuBA3KY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-subnet)>  bind <bind>
(config-subnet)> no bind
AprymeHTbI AprymeHT  |3HaueHue |OnucaHune
bind UHTeppeinc MonHoe nmsa nHtepderica Nan NCeBAOHUM.
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Mpumep

UcTopuns nameHeHuii

(config-subnet)> bind WifiMaster0/AccessPointl
Ip6::Subnets: Interface "WifiMaster@/AccessPointl" bound to »
subnet "Default".

(config-subnet)> no bind
Ip6::Subnets: Interface unbound from subnet "Default".

Bepcusa

OnucaHwmne

2.00

[JobaeneHa komaHza ipv6 subnet bind.

3.82.2 ipv6 subnet dns-server

OnucaHune
MNpedukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbI

Mpumep

HacTtponTb DNS-cepBep ans nogceTteil.

KomaHga ¢ npeprKcoM no yaanset HacTPOKY.

Ja
Aa

Het

(config-subnet)>

dns-server («@address1 [ «address2>] | disable)

(config-subnet)> no dns-server

AprymeHT 3HauyeHue OnuncaHwue
addressl IPv6-agpec |Aapec nepsunyHoro DNS-cepsepa.
address?2 IPv6-agpec |Appec BTopmnuHoro DNS-cepBepa
disable Krwyesoe OTkntounTb DNS-cepBep.

c/1080

(config-subnet)> dns-server 2606:4700:4700::1111
Network: :Ip6::Subnets: Set name server 2606:4700:4700::1111 for »
subnet "Default".

(config-subnet)> dns-server 2606:4700:4700::1111 »
2606:4700:4700::1001
Network: :Ip6::Subnets: Set name servers 2606:4700:4700::1111 »
2606:4700:4700::1001 for subnet "Default".

(config-subnet)> dns-server disable
Network: :Ip6::Subnets: Disable name servers for subnet "Default".

(config-subnet)> no dns-server
Network: :Ip6::Subnets: Cleared name servers for subnet "Default".
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

4.03 [JobaeneHa komaHaa ipv6é subnet dns-server.

3.82.3 ipv6 subnet mode

OnucaHune BbIbpaTb pexxuM HacTporikn aApecos A1 XOCTOB B nojceTu. oCTynHbI ABa
BapuaHTa — dhcp 1 slaac. MNepBbIli BKAOYaeT nokanbHbln DHCPv6-cepsep

C LenbH NPUCBOeHS aapecoBs, BTopoii BktovaeT SLAAC (aBTOKOH$UIypaLmio
ajpecos).

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-subnet)>  mode <mode>

(config-subnet)> no mode
AprymeHTbl AprymeHT |3HayeHue |OnucaHue

mode slaac BkntounTb SLAAC (aBTOKOHUIypaLmio

ajpecos).
dhcp Bkntountb DHCPV6-cepBep.

Mpumep (config-subnet)> mode dhcp

Ip6::Subnets: Subnet "Default" enabled as DHCP.

(config-subnet)> no mode

Ip6::Subnets: Subnet "Default" disabled.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga ipv6 subnet mode.

3.82.4 ipv6 subnet number

OnucaHune MpucBonTbL NoACeTU NAeHTUGUKATOP, KOTOPbI ByaeT onpesensTs
ny6AnYHbIz Npedurkc cermeHTa. iaeHTndMKaTop A0/IKEH BbITh YHUKANBHbBIM
cpean noaceTei.

Mpejukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTHbI BBOA, HeT

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA 383



naBa 3 OnncaHme KoMaHp,

Cunoncuc (config-subnet)>  number <number>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

number Lenoe umncno |YHUKanbHbIA NaeHTUGUKATOP NOACETH.
Mpumep (config-subnet)> number 2

Ip6::Subnets: Number 2 assigned to subnet "Default".
VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.00 Job6aBneHa KkomaHaa ipv6 subnet number.

3.82.5 ipv6 subnet prefix delegate

OnucaHue YkasaTb AAviHy AenervnpyemMoro npedukca.
KomaHga ¢ npedunkcom no yganseTt HacTPOKy.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-subnet)> prefix delegate «delegate>

(config-subnet)> no prefix delegate

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

delegate Lenoe uucno |3Ha4veHMe AOKHO BbITb MEHbLLE ANIVHbI
npedukca.

NMpumep (config-subnet)> prefix delegate 63
Network: :Ip6::Subnets: Delegate length is /63 assigned to subnet »
"Default".

(config-subnet)> no prefix delegate
Network: :Ip6::Subnets: Prefix delegation disabled for subnet »
"Default".

VICTOleH V|3Me|'|e|'||/||7| Bepcwﬂ OonvcaHuvie

4.00 JobasneHa komaHgaa ipv6 subnet prefix delegate.
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3.82.6 ipv6 subnet prefix length

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

YKkaszaTtb ANNHY npec|>|/||<ca noacetn. Mo YMONYaHUNIO NCNONb3YyeTCA 3Ha4YeHne
/64.

KomaHaa ¢ npe¢rkcom no BO3BpaLLAET 3HaUEeHMe Mo YMONYaHUIO.
Ja

Ja

Het

(config-subnet)>  prefix length <length>

(config-subnet)> no prefix length

AprymeHT 3HayeHue OnuncaHue

length Uenoe umucno |AnviHa npedukca. MoxeT NPUHUMaTb
3HayeHwusa oT /32 fo /64.

(config-subnet)> prefix length 62
Network::Ip6::Subnets: Length is /62 assigned to subnet "Default".

(config-subnet)> no prefix length
Network: :Ip6::Subnets: Length reset to defalut for subnet »
"Default".

Bepcus OnucaHve

4.00 Job6aBneHa komaHAa ipv6 subnet prefix length.

3.83 isolate-private

OnucaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

3anpeTnTb Nepegavy AaHHbIX MeXAy NobbIMU HTepdeicamm € ypoBHEM
6esonacHocTy private. Mo yMon4aHuo BKAOYEHO.

KomaHga ¢ npedrKcoM No OTMEHSIET JeNCTBME KOMaHAbI, pa3peLuas
nepeAaBaTb AaHHblE MeXAy HTepdelicamu private.

Ja
Ja
Het
I(config)> isolate-private

I (config)> no isolate-private
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NMpumep (config)> isolate-private
Netfilter::Manager: Private networks isolated.

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaeneHa komaHaa isolate-private.

3.84 kabinet

OnucaHwue JocTyn K rpynne KoMaHA Anst HAacTPOikKM NapameTpoB. aBTopu3atopa KABINET.

KomMaHgaa ¢ npedprkcom no BO3BPALLAET 3HAUEHMS MO YMOYAHMIO BCEM
napameTpam.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het
BxoxxgeHue B rpynny (kabinet)

CuHoncunc I (config)> kabinet

I (config)> no kabinet

Mpumep (config)> kabinet
(kabinet)>

(config)> no kabinet
Kabinet: :Authenticator: A configuration reset.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.02 JobaeneHa komaHaa kabinet.

3.84.1 kabinet access-level

OnucaHue 3agaTb ypoBeHb goctyna ana astopusartopa KABINET. Mo ymonyaHuo
MCNONb3YyeTcs YpoBeHb A0CTyrna internet.

KomaHga ¢ npedurkcom no yctaHaBAMBaeT ypOBeHb MO YMOAYAHNIO.
Mpejukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc (kabinet)> access-level <levels

(kabinet)> no access-level

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
level lan 3Ha4veHVe ypoBHs foCTyna.
internet
Npumep (kabinet)> access-level lan

Kabinet: :Authenticator: An access level set to "lan".

(kabinet)> access-level internet
Kabinet: :Authenticator: An access level set to "internet".

(kabinet)> no access-level
Kabinet: :Authenticator: An access level reset to "internet".

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.02 JobasneHa komaHaa kabinet access-level.

3.84.2 kabinet interface

OnucaHwue MpuBasatb aBTopu3aTop KABINET K yKazaHHOMY NHTepdeiicy.
KomaHaa ¢ npedrKcom no paspbiBaeT CBA3b.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (kabinet)>  interface <interface»

(kabinet)> no interface

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interface UHTeppenc MNonHoe nma nHTepderica Nam NCeBLOHUM.
Crnncok AOCTYMHbIX NHTEPPENCcoB MOXKHO
yBMAETb C MOMOLLbIO KOMaHAbI interface
[Tab].

NMpumep (kabinet)> interface [Tab]

Usage template:
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interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0
AccessPoint

(kabinet)> interface ISP
Kabinet: :Authenticator: Bound to GigabitEthernetl.

(kabinet)> no interface
Kabinet: :Authenticator: Interface binding cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.02 JobaeneHa komaHaa kabinet interface.

3.84.3 kabinet password

OnucaHue 3agaTb naponb and astopusatopa KABINET. Mo ymonuaHuoo naponb He
YyCTaHOB/EH.

KomaHga ¢ npedurkcom no cTrpaeT 3HaueHne napons.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbliA BBog, Het

Cunoncuc (kabinet)>  password <passwords

(kabinet)> no password
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue

password CTpoka Maponb ans ayteHTUdGUKaLUN.
Npumep (kabinet)> password 123456789

Kabinet: :Authenticator: A password set.

(kabinet)> no password

Kabinet: :Authenticator: A password cleared.
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.02 JobasneHa komaHaa kabinet password.
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3.84.4 kabinet port

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YcTaHoBUTbL NMOPT cepBepa Ans asTopmsatopa KABINET. o ymonyaHuio
ncnonb3yloTcd 3HadeHnsa 8314 nam 8899.

KomaHga ¢ npedprKcoM no ycTaHaBANBaET MOPT MO YMOAYAHUIO.
Ja

Ja

Hert

(kabinet)>  port port>

(kabinet)> no port

AprymeHT 3HayeHue OnuncaHue

port UYenoe uucro |Homep nopra.

(kabinet)> port 12345
Kabinet: :Authenticator: A server port set.

(kabinet)> no port
Kabinet: :Authenticator: A server port reset.

Bepcus OnucaHve

2.14 [JobaeneHa komaHaa kabinet port.

3.84.5 kabinet protocol-version

OnucaHwne

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

3aaaTtb Bepcuio NpoTokoa asTopusatopa KABINET. Mo ymonyaHwuio,
MNCNONb3YeTCH BEPCUSA MPOTOKOIA 2.

KomMaHza ¢ npedprKcomM Nno BO3BpaLLAET 3HAUEHME MO YMONIYAHUIO,
Ja

Ja

Het

(kabinet)>  protocol-version «version

(kabinet)> no protocol-version

AprymeHT 3HayeHue OnuncaHwue

version Ctpoka Bepcusa npotokona.
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Mpumep

UcTopuns nameHeHuii

(kabinet)> protocol-version 1
Kabinet: :Authenticator: A protocol version set to "1".

(kabinet)> no protocol-version
Kabinet::Authenticator: A protocol version reset to "2".

Bepcus OnucaHve

2.02 [JobaeneHa komaHaa kabinet protocol-version.

3.84.6 kabinet server

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

3agaTb IP-agpec cepBepa ayteHTUduKaumm KABINET. Mo ymonyaHuio
ncnonesyetca IP 10.0.0. 1.

KomMaHga ¢ npedpurKcoM No ycTaHaBANBAET 3HAaYEHME MO YMOJTHYAHUIO.
Ja

Ja

Het

(kabinet)> server «address»

(kabinet)> no server

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Azapec cepBepa ayTeHTUGMKaLUN.

(kabinet)> server 77.222.111.1
Kabinet: :Authenticator: A server address set.

(kabinet)> no server
Kabinet: :Authenticator: A server address reset.

Bepcus OnucaHve

2.02 JobaeneHa komaHaa kabinet server.

3.85 known host

OnucaHwue
Mpedunkc no

MeHsieT HacTpoiKkmn

Jlo6aBUTb YCTPOMCTBO AOMALLHEN ceTu.
Ja
[Ja
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MHorokpaTHbIl/i BBog, /[la

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)> known host <names <mac»

(config)> no known host [ mac ]

AprymeHT 3HauyeHue OnuncaHwue
name CTpoka Mpon3BonbLHOE NMA XOCTa.
mac MAC-agpec MAC-aapec xocrTa.

(config)> known host MY 00:0e:c6:a2:22:al
Core::KnownHosts: New host "MY" has been created.

(config)> no known host 00:0e:c6:a2:22:al
Core: :KnownHosts: Host 00:0e:c6:al:26:a8 has been removed.

Bepcus OnucaHue

2.00 Jo6aeneHa komaHaa known host.

3.86 mws acquire

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpouKKn

MHorokpaTtHbIiA BBOJ,

CuviHoncmc

AprymeHTsl

Mpumep

MpuvcoesHNTL HOBOE YCTPOICTBO K MIVS.

KomaHga ¢ npedurkcom no npekpallaet npucoejmHeHme.
Ja

Het

Het

(config)>
[no-update]

mws acquire «candidate> [eula-accept] [dpn-accept]

(config)> no mws acquire «candidate»

AprymeHT |3HauyeHue OnucaHue

candidate |Ctpoka

ID yctpoiictBa — MAC-agpec nnn CID.

eula-accept |[KmwyeBoe cr080|BbinonHUTL KOMaHgy eula accept.

dpn-accept |Kmwyesoe cnoso|lNogTBepanTh npuHATHe DPN.

no-update |Kmw4eBoe croso|lpucoenHeHve 6e3 NoaTBEPXKAEHNS

O06HOB/IEHMA MPOLLUMBKN.

(config)> mws acquire abl409a2-0f87-11e8-8f23-3d5f5921b253 »

eula-accept
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UcTopusa nsmeHeHwnii

Mws::Controller: Candidate "abl409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

(config)> mws acquire 7207838e-af7d-11e6-8029-25463bd03811 »
eula-accept dpn-accept no-update

Mws::Controller: Candidate "7207838e-af7d-11e6-8029-25463bd03811" »
acquire started.

(config)> no mws acquire 60:31:97:3f:36:00
Mws::Controller: Candidate "60:31:97:3f:36:00" acquire stopped.

Bepcus OnucaHue

2.15 [JlobaBneHa kOMaHAa mws acquire.

3.87 mws auto-ap-shutdown

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

Mpumep

NcTopus nsmeHeHum

BrknrounTb aBTOMaTryeckoe oTkntodeHue Tovek goctyna Wi-Fi cuctemsl npu
OTCYTCTBUMN €BA3W C KOHTPO/INepoMm. 1o yMON4aHUIO 3Ta HacTpolika
OTK/ItOYEHa.

KomaHga ¢ npedpurkcomM No OTK/HOUaET 3Ty BO3MOXHOCTb.
Aa
Ja

Het

I (config)> mws auto-ap-shutdown

I (config)> no mws auto-ap-shutdown

(config)> mws auto-ap-shutdown
Mws::Controller: Automatic access points shutdown enabled.

(config)> no mws auto-ap-shutdown
Mws: :Controller: Automatic access points shutdown disabled.

Bepcus OnucaHue

3.08 JobasneHa koMmaHaa mws auto-ap-shutdown.

3.88 mws backhaul shutdown

OnuncaHune

OTK/IIOUNTL CKPbITbIE 6eCNPOBOAHbIE CTYXXEOHbIE TOUKN AOCTYMNa ANS CIYXKObI
MWS. Mo ymonyaHuo HaCcTporika BKKOUEHa.

KomaHga ¢ I'Ipeq)I/IKCOM NO BK/IKOYAET CKPbITble TOYKNM A0CTYynMa.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I(config)> mws backhaul shutdown

I (config)> no mws backhaul shutdown

(config)> mws backhaul shutdown
Mws: :Controller: Backhaul disabled.

(config)> no mws backhaul shutdown
Mws::Controller: Backhaul enabled.

Bepcus OnucaHve

3.04 JobaBneHa komaHaa mws backhaul shutdown.

3.89 mws log stp

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

BkntounTb nornposaHue STP ansa nHtepdelica. Mo3BonseT oTcnexmsaTb
oTnpaBieHHble U NonyyYeHHble BPDU-nakeThl.

KomaHga ¢ npedrkcom no oTkAKYaeT NorMpoBaHme ans 3ajaHHOro
nHTepdeiica. Echm aprymeHT He yKasaH, BeCb CNUCOK iorpoBaHma STP 6yaeT
yAaneH.

Ja

Het

Ja

(config)> mws log stp <interface

(config)> no mws log stp [ <interfaces ]

AprymeHT 3HauyeHue OnuncaHwue

interface UHTeppenc MonHoe nma nHTepderica A NCeBLOHUM.
Crnncok AOCTYMHbIX NHTEPPENCoB MOXKHO
YBUAETb C MOMOLLbIO KOMaHAbI interface

[Tab].

(config)> mws log stp Bridge0
Network::Interface: :Rtx::WifiController: Enabled STP logging for »
"Bridge0".
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UcTopuns nameHeHuii

(config)> no mws log stp Bridge0
Network: :Interface: :Rtx::WifiController: Disabled STP logging »
for "Bridge0".

(config)> no mws log stp
Network::Interface: :Rtx::WifiController: Disabled all STP logging.

Bepcus OnucaHve

3.06 [JobaeneHa komaHaa mws log stp.

3.90 mws member

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

KomaHga c npedurkcomM no yaanseT 3anmcb 0 3axBa4eHHOM ycTporictae MIVS.
Ecnn BbINOIHNTE KOMaHAY 6e3 aprymMeHTa, TO BeCb CMNCOK 3aXBaYeHHbIX
YCTPOWCTB byAeT yaaneH.

Ja
Het

HeTt

(config)> no mws member [ member ]

AprymeHT 3HauyeHue OnucaHue

member Ctpoka ID yctpoiictBa — MAC-agpec nnwn CID.

(config)> mws no member 2937a388-0d00-11e7-8029-7119319f930e
Mws: :MemberList: Member 2937a388-0d00-11e7-8029-7119319f930e »
pending factory reset.

Bepcusa OnucaHue

2.15 JobaBneHa komaHaa mws member.

3.91 mws member debug

OnucaHune

Mpejukc no

MeHsieT HacTpoiAKK

BKrrounTL 0TNaAKY 3axBaveHHoro yctpoictea MIVS. Mo ymondaHuio napameTp
OTK/IHOYEH.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.
Aa
Ja

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (config)>  mws member <members debug
(config)> no mws member <members debug
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
member Ctpoka ID ycTpoiictBa — MAC-agpec nan CID.
Mpumep (config)> mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug enabled.
(config)> no mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug disabled.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

3.05 [JobaeneHa komaHaa mws member debug.

3.92 mws member dpn-accept

OnucaHune MpuHATL cornaweHmne DPN ana 3axBayeHHOro ycrporicraea MIVS.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Cunoncnc (config)>  mws member <members dpn-accept
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
member Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.
NMpumep (config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 »
dpn-accept
Mws: :Controller: Candidate "abl409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.
VICTOleﬂ U3MeHeHU Bepcmﬂ onvucaHue

3.05 JlobaBneHa komaHAa mws member dpn-accept.
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3.93 mws member port access

OnucaHwue Ha3HaunTb LAN-nopT SKkcTeHAepa yKa3aHHOMY CETEBOMY CerMeHTy.

Mo ymonuaHumto LAN-nopT Ha3zHaueH cermeHTY Home (Bridge0).

KomaHga c nped1Kcom no Bo3BpaLLaeT 3HaYeHne No yMONYaHUIO.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config)> mws member <members port «ports access <interface
(config)> mws member members port ports no access [ <interfaces ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

member Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.

port Lenoe 4ucrno |[Homep LAN-noprta.

interface UHTepperic [MonHoe Ha3BaHVe ceTeBOro CermeHTa

(nHTepdelic Bridge).

Mpumep (config)> mws member ch7038f8-c49b-1lea-8f23-el23fdlale3e port »

3 access Bridge2
Mws::Controller: :Manager: "cb7038f8-c49b-11lea-8f23-e123fdlafe3e": »
port "3" has been attached to "Bridge2".

(config)> mws member 11:ff:22:43:5c:bf port 1 access Bridge2
Mws::Controller: :Manager: "11:ff:22:43:5c:bf": port "1" has been »
attached to "Bridge2".

(config)> mws member 11:ff:22:43:5c:bf port 1 no access Bridge2
Mws::Controller: :Manager: "11:ff:22:43:5c:bf": port "1" has been »
attached to "Bridge0".

WcTopus nsmeHeHni |Bepcus

OnucaHwune

4.02

Jlo6aBneHa komaHAa mws member port access.

3.94 mws member port disable

OnucaHwue OTkntounte LAN-NopT SKCTeHaepa.

KomaHga c npedukcom no BkatovaeT LAN-noprT.

Mpejukc no Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config)> mws member <members port «port: disable
(config)> mws member <members port «ports no disable

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
member Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.
port UYenoe uucno |Homep LAN-nopTa.

Npumep (config)> mws member 21:f3:20:43:5c:bf port 3 disable
Mws::Controller: :Manager: "21:f3:20:43:5c:bf": port "3" has been »
set to "down".

(config)> mws member 21:f3:20:43:5c:bf port 3 no disable
Mws::Controller: :Manager: "21:f3:20:43:5c:bf": port "3" has been »
set to "up".

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue
4.02 JobasneHa koMaHAa mws member port disable.

3.95 mws member reboot

OnucaHwue Mepesarpy3nTtb ycTpoiictBo MIWS. MNpoLuecc nepesarpy3kn oTobpaxkaeTcs B
BblBOZEe KOMaHAbl show mws member.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)>  mws member <nember> reboot [<intervals]
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
member Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.
interval lenoe umucno |TailM-ayT nepesarpysku B cekyHgax. MoxeTt
NMPUHMMaTL 3HauYeHUA B Npeenax ot 0 A0 60
BKOUNTENbHO). ECIn He yKa3saH,
nepesarpysKka BbIMOJIHUTCA HEMeA/IEHHO.
Mpumep (config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 reboot »

10
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WcTopusa nsmeHeHum

Mws: :MemberList: Member "50:ff:21:la:bl:f2" »
(7207838e-af7d-11e6-8029-25463bd03828) pending reboot.

Bepcus OnucaHue

3.08 JobaBneHa komaHAa mws member reboot.

3.96 mws member update channel

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

HactpounTb KaHan obHoBneHUSA Ana DKCTeHAepoB. Mo ymon4aHuo
nCrnosb3yeTca 3HaueHne stable.

KomaHzaa c npedrkcom no BO3BPAaLLAET 3HaUEHMe MO YMONYAHMIO.
Ja

Ja

Het

(config)>  mws member member> update channel «channel;

(config)> no mws member <member> update channel

AprymeHT 3HayeHue OnuncaHwue

member CTpoka ID ycrpoiictBa — MAC-agpec nnn CID.

channel CTpoka HasBaHue KaHana obHoBneHus. CNmncok
KaHaJIoB MOXHO Y3HaTb V3 KOMaHAbl
components auto-update channel.

(config)> mws member 8a33ffl16-2c3c-1lef-9111-7bd989541127 update »
channel preview

Mws::Controller: :MemberList: "50:11:20:22:33:1b" update channel »
is "preview".

(config)> no mws member 8a33ffl6-2c3c-11ef-9396-7bd989541127 »
update channel

Mws::Controller: :MemberList: "50:ff:20:c5:97:1b" reset an update »
channel to default.

Bepcus OnucaHve
4.02 Jlo6aBneHa komaHaa mws member update channel.

3.97 mws member update check

OnucaHune

MpoBepuTb Hann4yne obHOBNEHN ANa ycTponcTBa MIVS.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc (config)>  mws member <members update check
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
member CTpoka ID yctpoiictBa — MAC-agpec nnu CID.
Mpumep (config)> mws member 21:ff:22:32:18:af update check
Mws::Controller::Updater: "21:ff:22:32:18:af": checking for an »
update.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
4.00 Job6asneHa komaHaa mws member update check.

3.98 mws member update start

OnucaHue 3anycTnTb 06HOBNEHMe ycTpoicTea MINS,
MNpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOgA, Het

CuHoncuc (config)>  mws member <nember> update start

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
member Ctpoka ID ycTtpoiictBa — MAC-agpec nan CID.

Npumep (config)> mws member 21:ff:22:32:18:af update start
Mws::Controller::Updater: "21:ff:22:32:18:af": pending update, »
"(auto)" sandbox.

WcTopusa nsmeHeHuim Bepcus onvcaHuve

4.00 JobasneHa koMaHAa mws member update start.

3.99 mws member update stop

OnucaHue OcTaHOBUTL 0O6HOBAEHMe ycTpolicTBa MIVS.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc (config)>  mws member tnember> update stop
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

member CTpoka ID yctpoiictBa — MAC-agpec nnu CID.
Mpumep (config)> mws member 21:ff:22:32:18:af update stop

Mws: :Controller: :Updater: "21:ff:22:32:18:af": update stopped.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

4.00 JlobaBneHa komaHAa mws member update stop.

3.100 mws reboot

OnucaHue Mepesarpysutb BCro MIVS.
MNpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOgA, Het

CuHoncuc I (config)> mws reboot

MNpumep (config)> mws reboot
Mws::Controller: Pending reboot Modular Wi-Fi System in 10 »
seconds.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHue
3.08 JobaBneHa komaHAa mws reboot.

3.101 mws revisit

OnucaHue MNepeunTaTb COCTOSIHME NOTEHLManbHOro yctponcraea MIVS.
Mpejukc no Ja
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config)>

mws revisit «candidates

(config)> no mws revisit «candidates

AprymeHT

3HayeHue

OnucaHue

candidate

CTpoka

ID yctpoiictBa — MAC-agpec nnn CID.

(config)> mws revisit 50:ff:20:08:71:62

Mws::Controller:

(config)> mws no revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit stopped.

Candidate "50:ff:20:08:71:62" revisit started.

Bepcusa

OnucaHwmne

2.15

JobaeneHa KoMaHAa mws revisit.

3.102 mws stp priority

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

YcTaHOBUTb NpuopuTeT MocTa STP. [0 yMon4aHMo NCNONb3YeTcs 3HaYeHne

32768.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.

Ja

Het

MHorokpaTtHbIiA BBOA, [a

CvHoncuc

AprymeHTbl

(config)>

mws stp priority priority»

(config)> no mws stp priority

AprymeHT

3HavyeHue

OnucaHue

priority

0

4096

8192

12288

16384

20480

24576

28672

32768

3HaueHwue npuopuTeTa
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AprymeHT 3HauyeHue OnuncaHwue

36864
40960
45056
49152
53248

Mpumep (config)> mws stp priority 4096
Mws::Controller: :Manager: Applied STP priority 4096.

(config)> no mws stp priority
Mws::Controller: :Manager: STP priority reset to default (32768).

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

4.01 Jlo6aBneHa KOMaHAa mws stp priority.

3.103 mws update start

OnucaHune 3anycTnTb obHoBneHme MIVS.

Ecnun ectb 06HOBNEHNS A5t YCTPOWMCTB, TO OHM OBHOBAAOTCA
nocnefoBaTefibHO. 3aTeM, ec/i eCTb 06HOB/IEHME AN KOHTPO/1epa, To
3anyckaeTcs 06HoBeHMe KOHTposInepa. Eciv 06HOBNEHWIN HET, TO HUYEro
He MPONCXOAMT.

MNpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOg, Het

Cunoncuc (config)> mws update start [controller | members]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
controller |Knw4yeBoe O6HOBUTL KOHTpPOANEp 6e3 06HOBNEeHNS
C/10BO yCTponcTB. Ecnum 3anyLueH npouecc
06HOB/IEHWS YCTPOMCTB, KOHTpOANep byaeT
O06HOBNEH NOC/IE HUX.
members Knwuyesoe O6HOBUTL yCcTpolicTBa 6e3 06HOBIEHMA
CJ/I0BO KOHTpONepa.
Mpumep (config)> mws update start

Mws::Controller: :Manager: Updating MWS.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

(config)> mws update start controller
Mws::Controller: :Manager: Updating controller.

(config)> mws update stop
Mws::Controller: :Manager: Updating members.

Bepcus OnucaHve

4.00 [JobasneHa komaHza mws update start.

3.104 mws update stop

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoWiKKn

OcTaHOBUTL 06HOBAEHWe ycTpolicTBa MIVS.
Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

I (config)> mws update stop

(config)> mws update stop
Mws::Controller: :Manager: Update stopped.

Bepcus OnucaHve

4.00 Jlo6baBneHa komaHAa mws update stop.

3.105 mws zone

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

OrpaHn4nTb 061aCTb NOAK/THOUYEHNS KIMEHTCKOr0 YCTPOMCTBA YKa3zaHHbIMUA
y3namun MWWS.

KomaHga ¢ npedurkcom no yaansieT ykasaHHy HacTpoiiky. Ecnm Beectn
KOMaHZAy 6e3 apryMeHToB, byseT yaneH BeCTb CMUCOK OrpaHNYEHWIA.

Ja

HeT

MHorokpaTtHbiiA BBOg, [a

CuvHoncuc

I (config)> mws zone anac> «cid>

I (config)> no mws zone [ «mac> «cids ]
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-appec MAC-agpec knneHTcKoro ycrtponcrea. OH
JONXKeH 6bITb 3aperncTprupoBaH Kak
MN3BECTHbI XOCT.

cid CID NaeHTndunkatop ysna MIWS.

(config)> mws zone 11:22:33:ec:58:e2 »
12298160-d886-11e7-9396-176971eeb8d6

Mws::Controller:

Added zone 11:22:33:ec:58:e2 »

12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone 11:22:33:ec:58:e2 »
12298160-d886-11e7-9396-176971eeb8d6

Mws: :Controller:

Deleted zone 11:22:33:ec:58:e2 »

12298160-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone

Mws::Controller:

Cleared all zones.

Bepcus

OnucaHune

3.06

Jlo6aBneHa KOMaHAa mws zone.

3.106 nextdns

OnuncaHwne
Mpejukc no

MeHsieT HacTpoiAKM

JocTtyn K rpynne KoMaHa Ans HacTpoikn npoduneii NextDNS.

Het

HeTt

MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

(nextdns)

I(conﬂg)> nextdns

(config)> nextdns
Core::Configurator: Done.

(nextdns)>
Bepcus OnucaHve
3.08 JobaBneHa komaHza netxdns.
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naBa 3 OnncaHme KOMaHA,

3.106.1 nextdns assign

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

HasHauunTb I'IpOCI)I/IJ'Ib 3alNTbl XOCTY. Mo YMONYaHUIO ANA BCEX XOCTOB U
NNOKaJIbHbIX CETEBbLIX CErMEHTOB NCMOJ1b3YETCA I'IpO(I)I/IJ'Ib System.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHuIo.
Ja

Ja

Aa

(nextdns)>  assign <hosts <tokens | interface «ifaces <tokens

(nextdns)> no assign [<host» | interface «ifaces ]

AprymeHT 3HayeHue OnuncaHue

host MAC-agpec MAC-agpec xocTa.

token Uenoe 4ucno |TokeH ayTeHTUdukauymu (ID).

iface UHTepeinc MonHoe nma nHTepderica nan NCeBAOHMM.

(nextdns)> assign 11:24:c4:54:bc:59 1f2a36
NextDns::Client: Reassociated host "11:24:c4:54:bc:59" with »
profile "1f2a36".

(nextdns)> assign interface Home 1f2a36
NextDns::Client: Associated interface "Home" with profile »
"1f2a36".

(nextdns)> no assign 11:24:c4:54:bc:59
NextDns::Client: Removed profile for host "11:24:c4:54:bc:59".

(nextdns)> no assign Bridge0
NextDns::Client: Removed profile for interface "Bridge0".

Bepcus OnucaHve

3.08 Jlo6aBneHa komaHaa nextdns assign.

3.106.2 nextdns authenticate

OnucaHwue
Mpedukc no
MeHsieT HaCTPOWKN

MHorokpaTtHbIiA BBOJ,

YKa3zaTb NOrmMH ANnsa ydeTHon 3anmcm NextDNS.
Het
Het

Het
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(nextdns)>

authenticate

(nextdns)> no authenticate

<logins passwords [ «¢pins]

AprymeHT 3HauyeHue OnuncaHwue

login Crtpoka JlornH yyeTtHo 3anuncu NextDNS
password Ctpoka Maponb yyeTHOM 3anucn NextDNS

pin CTpokKa PIN-kog ansa ydeTHow 3anucm NextDNS.

(nextdns)> authenticate account@gmail.com 123456789 1234
NextDns::Client: Authenticated successfully.

Bepcusa

OnucaHwune

3.08

JobaeneHa komaHza nextdns authenticate.

3.106.3 nextdns authtoken

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

YKa3aTb TOKEH aBTOpM3aunm Ana yuetHon 3anncn NextDNS.

KomaHaa ¢ npepurkcom no yaanseT TOKeH.

Ja
Aa

HeTt

(nextdns)>

authtoken authtoken»

(nextdns)> no authtoken

AprymeHT

3HayeHue

OonucaHune

authtoken

CTpoka

TokeH aBTOpU3auuu (ID) ans yueTHoM 3anmncm
NextDNS.

(nextdns)> authtoken 1f2a36
NextDns::Client: Set authentication token.

(nextdns)> no authtoken
NextDns::Client: Cleared authentication token.

Bepcus

OnucaHune

3.08

JobasneHa komaHza nextdns authtoken.
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naBa 3 OnncaHme KOMaHA,

3.106.4 nextdns check-availability

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

UcTopuns nameHeHui

3.107 ndns

OnucaHwne
Mpe¢ukc no

MeHsieT HaCTpoViKKn

MHorokpaTtHbIiA BBOJ,

Bxo>xaeHue B rpynny

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

MpoBepuTb AOCTYNHOCTb CNyX6bl NextDNS.
Het
Het

Het
I (nextdns)> check-availability

(nextdns)> check-availability
NextDns::Client: NextDNS DNS-over-HTTPS is available.

Bepcus OnucaHve

3.08 [JobaeneHa komaHaa nextdns check-availability.

JocTtyn K rpynne KoMaHA ans yrnpasneHus cnyxéoin KeenDNS.
HeTt
Het
Het

(ndns)

I (config)> ndns

(config)> ndns
Core::Configurator: Done.

Bepcus OnucaHue

2.07 JobasneHa komaHga ndns.

3.107.1 ndns book-name

OnuncaHwne

3apesepBupoBaTb UMsA XocTa B DNS.

Ansa nepegayn 3ape3epBMPOBAHHOIO MMEHM XOCTa Ha ApYroe yCTporicTBO
Keenetic ncnonb3syetca napametp transfer-code.

ANa nepesayn MeHn XocTa He06X0ANMO:
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naBa 3 OnncaHme KoMaHp,

1. BeINoNHNTb KOMaHAy € napameTpoM transfer-code Ha nepegatoLei
CTOpOHe.

2. BbINOMHUTB Ty e CamMyto KOMaHAy C TEMU Xe caMbIMU NapamMeTpamu Ha
NpUHUMatOLLLEl CTOPOHE.

Cpok peicteusa transfer-code ogHa Hegens.
MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (ndns)>  book-name name> <domain [ <access» [ ipv6 access6> ] |
<transfer-code> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crtpoka Nmsa xocTa Ans pesepBrpoBaHUS
domain CTpoka [loMmeH BTOpPOro ypoBHs.
access auto ABTOMaTMYeCKNI/ TN AoCTyna.
cloud ms xocTa 3apernctpmpoBaHo Ha IP-agpec
obnayHoro cepsepa, HTTP-Tpadumk
TYHHenupyetca Ha Runner 4G.
direct Mima xXocTa 3aperncTprpoBaHo Ha
WAN-agpec Runner 4G.
access6 cloud BkntounTb 06nauHbIlv pexmm ans
IPv6-agpeca.
transfer-code |Hex Kog ana nepegauuv UMeHn apyromy
ycTporicty Keenetic. AnnHa koga 32
cuMBoOna.
NMpumep (ndns)> book-name test keenetic.pro

done, layout = view, title = NDSS::ndns/bookName »
(Public DNS Hostname Booking):
client, geo = *, ip = 193.0.174.200, format = »
clean, date = 2025-06-04T09:59:12.072Z, standalone = false:

fields:
field, name name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name
field, name
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »

address, title = IP Address:
access, title = Access Mode »
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naBa 3 OnncaHme KOMaHA,

IPv6, default unknown:

field, name

name: test
domain: keenetic
acme: LE
updated:
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
transfer: false

transfer, title Transfer:

.pro

2025-06-04T09:59:12.0597

Ndns::Client: Booked "test.keenetic.pro".

(ndns)> book-name test keenetic

.pro »

121d5671901a345b289¢121b567c903c

done, layout

The name booking was successful
193.0.174.137, format =
clean, date

fields:
field, name
field, name

field, name
= date, variant = date:

view, title
(Public DNS Hostname Booking), sub-title

2018-12-13T09:04:41

NDSS: :ndns/bookName »

.: client, geo = *,

ip = »

.9397, standalone false:

Public Name:
Domain Name:
Updated, type »

name, title
domain, title
updated, title

field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:
name: test
domain: keenetic.pro
acme: LE
updated: 2018-12-13T08:47:11.014Z
address: 0.0.0.0
access: cloud
accessb6: none
transfer: true
Ndns::Client: Booked "test.keenetic.pro".
(ndns)> book-name test keenetic.pro cloud ipv6é cloud

done, layout

successful.:

client, geo = *,

view, title
(Public DNS Hostname Booking), sub-title

NDSS: :ndns/bookName »
The name booking was »

ip = 193.0.174.200, format

>
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clean, date = 2019-05-23T09:12:29.1457Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: test
domain: keenetic.pro
acme: LE

updated: 2019-05-23T09:12:16.197Z
address: 0.0.0.0

access: cloud
address6: ::

access6: cloud
transfer: false

Ndns::Client: Booked "test.keenetic.pro".

WcTopusa nsmeHeHum Bepcus onuvcaHve
2.07 JobaBneHa komaHaa ndns book-name.
2.14 [JobaeneH napameTp ipvé.

3.107.2 ndns check-name

OonucaHune MpoBepuTb AOCTYNHOCTb UMEHM XOCTa ANt pe3epBaLy.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het

Cunoncuc (ndns)>  check-name name>
AprymeHTbI AprymeHT 3HaueHue OonucaHue

name CTpoka ViMsa xocTa Ansa pesepBUpOBaHUS.
Mpumep (ndns)> check-name testname
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WcTopusa nsmeHeHum

list:
item:
domain: keenetic.link
name: testname
available: yes
acme: yes
item:
domain: keenetic.name
name: testname
available: yes
acme: yes
item:
domain: keenetic.pro
name: testname
available: no
acme: yes

Ndns::Client: Check completed.

Bepcus

OnucaHmne

2.07

Jo6aeneHa komaHaa ndns check-name.

3.107.3 ndns drop-name

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

OTMeHNTbL pernctpauuno nmeHu xocta B DNS.

Hert
Ja
Hert
(ndns)>  drop-name <name> <domain»
AprymeHT 3HauyeHue OnuncaHwue
name Crpoka VMg xocTa ana yaaneHusa ns DNS.
domain CTpoka JloMeH BTOpPOro ypoBH#.

(ndns)> drop-name test keenetic.pro

done, title = The name is un-booked., x-xml-debug »
message-basic, hl = true, code = 200, icon = tick, layout
message, delay = false, x-ui-debug = UiBasic-object, rootName = »
done:

>

client, geo = *, ip = 193.0.174.200, format
2025-06-04T10:04:36.236Z, standalone false:

>

clean, date
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naBa 3 OnncaHme KoMaHp,

reason: Success
message, debug = x-string, class = code »
style--block: The name is un-booked.

detail, layout = list:

columns:
column, id = type, title = Type:
column, id = peer, title = Peer:
column, id = detail, title = Detail:
column, id = elapsed, title = Time, »

variant = period, scale = 1:

Ndns::Client: Dropped "test keenetic.pro".

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.07 Job6asneHa komaHaa ndns drop-name.

3.107.4 ndns get-booked

OnucaHue MonyuunTb akTyanbHY0 MHGOPMaLMIO C cepBepa O TekyLLem
3ape3epBMpPOBaHHOM MMeHN xocTa B DNS.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncurc I(ndn9> get-booked

MNpumep (ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = *, ip = 193.0.174.200, format = »
clean, date = 2025-06-10T11:35:27.933Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name
field, name
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:

address, title = IP Address:
access, title = Access Mode »
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

name: test
domain: keenetic.pro
acme: LE
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
updated: 2025-06-10T07:19:49.113Z
transfer: false

Ndns::Client: Got a booked name description.

Bepcus OnucaHue

2.08 Job6asneHa komaHaa ndns get-booked.

3.107.5 ndns get-update

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

O6HOBUTL perncTpaynto nmeHn xocta B DNS Ha cepeepe.

Het
Het
Het
(ndns)>  get-update [<accesss [ ipv6 <access6s]]
AprymeHT 3HauyeHue OnuncaHwue
access auto ABTOMaTMYECKMIA TUM AOCTYNa.
cloud VMg xocTa 3apernctpmpoBaHo Ha IP-agpec
obnayHoro cepsepa, HTTP-Tpadumk
TYHHenupyetca Ha Runner 4G.
direct VimMa xocTa 3apernctprposaHo Ha WAN-agpec
Runner 4G. KomaHaa no3BoasieT BKAKUYNTb
noaaepxky Static NAT (NAT 7-1) co CTOPOHbI
cepsepa B napameTpax KeenDNS.
access6b cloud BkntounTb 061a4UHBIN pexmM aas
IPv6-aapecos.

(ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = *, ip = 193.0.174.200, format = »
clean, date = 2025-06-04T10:13:22.5947Z, standalone = false:
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fields:
field, name
field, name
field, name

Public Name:
Domain Name:
Updated, type »

name, title
domain, title
updated, title

= date, variant = date:

field, name
field, name
unknown:
field, name
field, name
unknown:
field, name

(ip4), default

(ipv6), default

name:
domain:
acme:
address:
access:
accesso6:
updated:
transfer:

Ndns::Client: Updated

IP Address:
Access Mode »

address, title
access, title

address6, title
access6, title

IPv6 Address:
Access Mode »

transfer, title = Transfer:
test

keenetic.pro

LE

0.0.0.0

cloud

none

2025-06-04T10:08:29.866Z

false

a booked name.

(ndns)> get-update cloud ipv6 cloud

done, layout

view, title >

NDSS: :ndns/updateBooking (Update Name Booking Address and »

Expiration):
client,

clean, date

fields:

field,
field,
field, name

2025-06-04T10:15:08.638Z,

geo = *, ip = 193.0.174.200, format

standalone false:

>

name
name

name, title Public Name:
domain, title = Domain Name:
updated, title = Updated, type »

= date, variant = date:

field,
field,

name
name

address, title IP Address:
access, title = Access Mode »

(ip4), default = unknown:

field, name

address6, title IPv6 Address:

field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:
name: test
domain: keenetic.pro
acme: LE
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
updated: 2025-06-04T10:15:08.633Z
transfer: false
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Ndns::Client:

Updated a booked name.

(ndns)> get-update direct

done, layout

view, title

>

NDSS: :ndns/updateBooking (Update Name Booking Address and »

Expiration):

clean, date

client, geo

2025-06-04T10:16:04.151Z, standalone
fields:
field, name = name, title =
field, name = domain, title =

field, name = updated, title

= date, variant = date:

field,
field,

name
name

address, title
access, title =

(ip4), default = unknown:

field, name address6, title

*, ip = 193.0.174.200, format

>

false:

Public Name:

Domain Name:

Updated, type »

IP Address:
Access Mode »

IPv6 Address:
Access Mode »

= Transfer:

field, name = access6, title =
(ipv6), default = unknown:
field, name = transfer, title
name: test
domain: keenetic.pro
acme: LE
address: 193.0.174.200
access: direct
access6: none
updated: 2025-06-04T10:16:04.149Z
transfer: false
Ndns::Client: Updated a booked name.
VICTOpI/Iﬂ N3MeHeHU Bepcmﬂ onvicaHue
2.07 [JobaeneHa komaHaa ndns get-update.
2.14 [Jlo6baBneH napameTp ipv6.

3.108 ntce

OnucaHwue Joctyn K rpynne
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (config-ntce)

KOMaHJ, ANs HacTponkn cepeuca NTCE.
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

I (config)> ntce

(config)> ntce
(config-ntce)>

WcTopusa nsmeHeHwnii

Bepcus OnucaHve

3.07 JlobaBneHa koMaHaa ntce.

3.108.1 ntce debug

OnucaHwue BkAounTb 0TIaA0UHBI pexuM ansa cepuca NTCE. Mo ymondaHuto yHKLMA
OTKJIIoUEeHa.
KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOIKY.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIVi BBOA,

CunHoncuc

Het

I (config-ntce)>  debug

I (config-ntce)> no debug

Mpumep

(config-ntce)> debug
Ntce: :Manager: Enabled debug.

(config-ntce)> no debug
Ntce: :Manager: Disabled debug.

WcTopusa nsmeHeHwnii

Bepcus OnucaHue

3.07 Job6asneHa komaHaa ntce debug.

3.108.2 ntce fil

OnuncaHwne

Mpedukc no

ter assign host

HasHauunTb npodune dunbtpaumm NTCE 3aperncTpupoBaHHOMY KANEHTY.
HoBbln npodunb MoxeT 6bITb Job6aBneH komaHAol ntce filter profile.

Cnncok npodunei cMcTemMbl MOXHO NPOCMOTPeTb KOMaHgol show ntce
filter profile.

KomaHga ¢ npedurkcomM no yaanseT ykasaHHbIA Npoduib Ana knnenTta. Ecin
BbINOJIHUTL KOMaHAY 6e3 apryMeHTa, TO BECb CMUCOK Npoduiel ans Bcex
KNVEHTOB ByZeT OUNLLEH.

Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-ntce)>  filter assign host <hosts profiles
(config-ntce)> no filter assign host [ <hosts ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host MAC-appec MAC-agpec 3aperncTpMpoBaHHOro KAneHTa.
profile CTpoka Nmsa npoduns dmnnetpaumm NTCE.

Npumep (config-ntce)> filter assign host 04:12:c4:54:bc:59 test
Ntce::Profiles: Associated host "04:d4:12:54:bc:59" with profile »
"test".
(config-ntce)> no filter assign host 04:d4:12:54:bc:59
Ntce::Profiles: Removed profile for host "04:d4:12:54:bc:59".
(config-ntce)> no filter assign host
Ntce::Profiles: Removed profiles for hosts.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

4.02 [Jlo6aBneHa komaHaa ntce filter assign host.

3.108.3 ntce filter assign interface

OnucaHwue HasHaunTb npodunb dpuneTpaumm NTCE nHTepdeiicy.
HoBblli npodunnb MoxeT 6bITb fob6aBneH komaHgon ntce filter profile.

Cnncok npodunei cMcTemMbl MOXHO NPOCMOTPeTb KoMaHaol show ntce
filter profile.

KomaHga ¢ npedpurkcom no yaansieT ykasaHHbIn npoduib ansa nHtepdeiica.
Ecnv BeINOAHUTL KOMaHAy 6e3 apryMeHTa, To BeCb CMNCOK Npodunen ans
BCex MHTepdelcoB byaeT ounLLeH.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Cunoncnc I (config-ntce)>  filter assign interface <interfaces profile

I (config-ntce)> no filter assign interface [ <interfaces]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interface UHTepgeiic Vimsa nHtepdeiica.

profile CTpoka Wma npoduns punbtpaumm NTCE.
Mpumep (config-ntce)> filter assign interface Bridge0 test

Ntce::Profiles:

profile "test".

"test": associated interface "Bridge0@" with »

(config-ntce)> no filter assign interface Bridge0

Ntce::Profiles:

Removed profile for interface "Bridge0".

(config-ntce)> no filter assign interface

Ntce::Profiles:

Removed profiles for interfaces.

WcTopus nsmeHeHum

Bepcus

OnucaHune

4.02

JobasneHa komaHaa ntce filter assign interface.

3.108.4 ntce filter profile

Co3aaTb Nonb30BaTeNbCkU Npodunb unbTpaumnm NTCE.

OnucaHue
Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

KomaHga c npedurkcom no yaansiet npodusb.

Ja
Ja
Aa
IP

(config-ntce)>

filter profile name»

(config-ntce)> no filter profile name»

AprymeHT

3HavyeHue

OnucaHue

name

CTpoka

Wmsa npoduns ¢unbtpaumm NTCE.

(config-ntce)> filter profile test
Ntce::Profiles: Created profile "test".

(config-ntce)> no filter profile test
Ntce::Profiles: "test": removed profile.

Bepcus

OnucaHune

4.02

[JlobaBneHa komaHaa ntce filter profile.
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3.108.5 ntce filter profile application

OnucaHue Jo6aBuTb npunoxeHue B npoduns dunetpaumm NTCE.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (config-ntce)>  filter profile name> application application

(config-ntce)> no filter profile name> application «application

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

name CTpoka Nmsa npoduns emnnetpaumm NTCE.

application |CTpoka Ha3BaHVe npunoxeHwus.

Npumep (config-ntce)> filter profile test application youtube-kids
Ntce::Profiles: "test": added application "youtube-kids".

(config-ntce)> no filter profile test application youtube-kids
Ntce::Profiles: "test": removed application "youtube-kids".

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.02 JobasneHa komaHaa ntce filter profile application.

3.108.6 ntce filter profile description

OnucaHwue YKka3aTb onuncaHue K npodunto eunetpaumm NTCE.
KomaHga c npedunkcom no cTmpaeT onmncaHue.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncnc (config-ntce)>  filter profile names> description «description»
(config-ntce)> no filter profile name> description
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name CTpoka Wma npodunns ¢unbtpaumm NTCE.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

description

CTpoka

Mpoun3BobHOE onurcaHne npoduns.

(config-ntce)> filter profile test description myprofile

Ntce::Profiles:

"test": set description "myprofile".

(config-ntce)> no filter profile test description

Ntce::Profiles:

"test": set description "".

Bepcusa

OnucaHue

4.02

JobaeneHa komaHaa ntce filter profile description.

3.108.7 ntce filter profile group

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

Jo6aBuTb rpynny NnpunoxeHnii B npodunb ¢punbTpaumm NTCE.

KomaHga c npedunkcom no yganseTt HacTPOKy.

Ja
Aa

HeTt

(config-ntce)>

filter profile <name> group <«group»

(config-ntce)> no filter profile <name> group «group»

AprymeHT 3HauyeHue OnuncaHwue
name Ctpoka Wma npoduns ¢unbtpaumm NTCE.
group Crpoka Ha3sBaHwe rpynnbl NpuaoXeHWA.

(config-ntce)> filter profile test group gaming

Ntce::Profiles:

"test": added group "gaming".

(config-ntce)> no filter profile test group gaming
Ntce::Profiles: "test": removed group "gaming".

Bepcus

OnucaHune

4.02

Job6asneHa komaHaa ntce filter profile group.

3.108.8 ntce filter profile schedule

OnuncaHwne

YKka3aTb pacnucaHune pabotbl npodunsa ¢unetpaunmn NTCE.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn

MHorokpaTtHbIiA BBOg, Het

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

(config-ntce)>

KomaHza ¢ npedprKcoM No paspbiBaeT CBA3b C paclVCaHVIEM.
Ja
Aa

filter profile name> schedule «<schedule»

(config-ntce)> no filter profile name> schedule

AprymeHT 3HauyeHue OnuncaHwue
name CTpoka Wma npoduns ¢unbtpaumm NTCE.
schedule Pacnucaune |Ha3sBaHMe pacnncaHums, CoO3gaHHOro rnpu

nomMoLuwy rpynnel KomaHg schedule.

(config-ntce)> filter profile test schedule schedulel

Ntce::Profiles: "test":

set schedule "schedulel".

(config-ntce)> no filter profile test schedule

Ntce::Profiles: "test":

removed schedule.

Bepcus

OnucaHune

4.02

Job6asneHa komaHaa ntce filter profile schedule.

3.108.9 ntce filter profile type

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

Het

Ja

MHorokpaTtHbiiA BBog, Het

CunHoncunc

AprymeHTbl

Mpumep

(config-ntce)>

YcTaHoBUTb TMN paspelleHns npoduns dunbTpaummn NTCE.

filter profile name> type <types

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka Wmsa npodunns ¢unbtpaumm NTCE.

type permit Pazpewatomin Tn npoduns.
deny 3anpeLyaowmnia Tun npoduns.

(config-ntce)> filter profile test type permit

Ntce::Profiles:

"test": set type "permit".
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naBa 3 OnncaHme KoMaHp,

(config-ntce)> filter profile test type deny
Ntce::Profiles: "test": set type "deny".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

4.02 Job6asneHa komaHaa ntce filter profile type.

3.108.10 ntce memory-watcher

OnucaHwne BkntounTb MexaHn3M HabnaeHWA 3@ Harpy3Kkom Ha NamMaTb 415 CYXK6bI
NTCE. Mo ymon4vaHuio GyHKUUSA BKIOYEHa.

KomaHga ¢ npedrkKcom no oTKAOYaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config-ntce)> memory-watcher
I (config-ntce)> no memory-watcher
Mpumep (config-ntce)> memory-watcher
Ntce::Manager: Enabled automatic memory pressure handler.
(config-ntce)> no memory-watcher
Ntce::Manager: Disabled automatic memory pressure handler.
WcTopusa nsmeHeHum Bepcus onuvcaHuve

3.08 JobaBneHa koMaHaa ntce memory-watcher.

3.108.11 ntce qos category priority

OnucaHue YkasaTb NpnopuTeThl 419 KaTeropuii Tpaduka.
KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HauyeHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-ntce)>  qos category «categoryspriority priority»

I (config-ntce)> qos category «categorysno priority
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue OnwucaHue
category calling 0 HamBbiclwiuii.
gaming O Kpntnueckuia,
streaming O BbICOKWUIA.
work 0 MNMoBblLLEHHbINA.
surfing O CpegHuia.
other 0 HopManbHbI (N0 yMOAYaHMIO).
filetransfering |0 Huskui.
priority Uenoe uucno 3HauveHue npnopuTteTa. Moxer
NPUYHMUMaTb 3HaYeHVs B npegenax ot 1
4o 7.
NMpumep (config-ntce)> qos category work priority 7

Ntce::Manager: Set category "work" priority to "7".

(config-ntce)> qos category other no priority
Ntce::Manager: Reset QoS priority for category "work".

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onucaHvie

3.08 JobasneHa KoMaHAa ntce qos category priority.

3.108.12 ntce qos enable

OnucaHue BrkntounTs IntelliQoS, koTopblin o6ecrneurBaeT BXOAALLYIO N MCXOASALLYHO
nosiocy NPONyCKaHUS ANst TPUOPUTETHBIX MPUIOXKEHWIA 1 33434 C MOMOLLbHO
npeABapuUTeNbHO onpeaenieHHbIX rpynn kateropuii. Mo ymonyaHuo ciyxxba
OTK/IFOYEHa.

KomaHga ¢ npedrkKcom no oTKA0YaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-ntce)>  qos enable
I (config-ntce)> no qos enable
NMpumep (config-ntce)> qos enable

Ntce::Manager: Enabled QoS.

(config-ntce)> no qos enable
Ntce: :Manager: Disabled QoS.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.07

[JlobaeneHa KkomaHza ntce qos enable.

3.108.13 ntce upstream rate-limit input

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

3agaTb orpaHuyeHue Tpadurka Ha Nprem Anst ykazaHHoro nHTepderica.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

Ja
Aa

Het

(config-ntce)>

upstream rate-limit <interface> input (<rates | auto)

(config-ntce)> no upstream rate-limit <interface> input

AprymeHT 3HauyeHue OnuncaHwue

interface UHTeppeinc Vms rnobansHoro vHTepderica ans
orpaHunuyeHus Tpaduka.

rate Uenoe uucno |lpesenbHas CKOPOCTb Nepesayn JaHHbIX B
Kéut/c. MoxeT NpuHUMaTb 3Ha4YeHNs B
npegenax ot 64 Ao 1000000.

auto Kniwyesoe PeXx1M aBTOHaCTPOKMW.

€J10BO

(config-ntce)> upstream rate-limit ISP input auto
Ntce::Upstreams: Set ISP input rate limit to "auto".

(config-ntce)> upstream rate-limit ISP input 1000000
Ntce::Upstreams: Set ISP input rate limit to "1000000" kbps.

(config-ntce)> no upstream rate-limit ISP input
Ntce::Upstreams: Reset ISP input rate limit.

Bepcusa

OnucaHue

4.01

Jlo6aBneHa koMaHAa ntce upstream rate-limit input.

3.108.14 ntce upstream rate-limit output

OnucaHwne

Mpejukc no

3agaTb orpaHuyeHue Tpadurka Ha nepegady ANl ykasaHHOro MHTepdeiica.

KomaHga ¢ npedprkcom no yaansieT HacTpoiiKy.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

3.109 ntp

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

Ja

Het

(config-ntce)> upstream rate-limit <interface>output (<rate;> | auto)

(config-ntce)> no upstream rate-limit <interface> output

AprymeHT 3HauyeHue OnucaHue

interface UHTeppeic Nms rnobansHoro nHTepdeiica ans
orpaHuyeHus Tpaduka.

rate UYenoe uucno |lNpeaenbHaa CKOPOCTb Nepeaadn JaHHbIX B
Kéut/c. MoxeT NpUHUMaTb 3Ha4YeHNS B
npegenax ot 64 Ao 1000000.

auto Kno4yeBoe PeXunm aBTOHACTPOMKM.
cnoBo

(config-ntce)> upstream rate-limit ISP output auto
Ntce::Upstreams: Set ISP output rate limit to "auto".

(config-ntce)> upstream rate-limit ISP output 1000000
Ntce::Upstreams: Set ISP output rate limit to "1000000" kbps.

(config-ntce)> no upstream rate-limit ISP output
Ntce::Upstreams: Reset ISP output rate limit.

Bepcus OnucaHue

4.01 Job6asneHa komaHga ntce upstream rate-limit output.

JocTtyn K HacTpoike NTP-knneHTa.

KomaHga c npedrkcom no copacbiBaeT HacTPoLikn NTP-KNMeHTa B HACTPONKI
Mo YyMONYaHMIo.

Aa
Het
Het

I (config)> no ntp

(config)> no ntp
Ntp::Client: Configuration reset.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobaeneHa KkomaHaa ntp.

3.110 ntp master

OnucaHwue Bkntountb SNTP-cepBep B CeTeBbIX CerMeHTax private v protected.
KomaHga ¢ npednkcom no ocTaHaBAMBAET C/IYXKOy.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

CuHoncuc I (config)> ntp master
I (config)> no ntp master
Mpumep (config)> ntp mater

Ntp::Server: Enabled master mode.

(config)> no ntp master
Ntp::Server: Disabled master mode.

UcTopuns nameHeHuii

Bepcus OnucaHue

3.09 JobaBneHa koMaHAa ntp master.

3.111 ntp server

OnucaHune Jlo6aBuUTL B cNUCOK HOBLI NTP-cepBep. MOXHO A06aBUTL He 6osee 8
NTP-cepBepoB.

KomaHpa c npedurkcom no yaanset NTP-cepBep 13 cnuncka. Ecam BbiInonHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb Cnncok NTP-cepBepoB byAeT OUMLLIeH.

Mpejukc no Ja
MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

CrnHoncuc I (config)> ntp serverserver

I (config)> no ntp server [ «server;]
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

server Ctpoka Appec NTP-cepBepa.

(config)> ntp server pool.ntp.org
Ntp::Client: Server "pool.ntp.org" has been added.

(config)> no ntp server
Ntp::Client: ALl NTP servers removed.

Bepcus OnucaHve

2.00 Jlo6aBneHa KoMaHza ntp server.

3.112 ntp source

OnucaHune

MNpejukc no
MeHsieT HaCTPOMKMN
MHorokpaTHbI/ BBOJ,

CviHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTL onpegeneHHbl IP-agpec ncTouHuKa ansa cnyxésl NTP.
KomMaHza ¢ npedprKcom no yaanset HaCTPOKY.

Ja

Ja

Ja

(config)>  ntp source @ddress»

(config)> no ntp source

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec ncrouHmka gna scex NTP-nakeTtos.

(config)> ntp source 192.168.2.2
Ntp::Client: Source has been set.

(config)> no ntp source
Ntp::Client: Source has been reset.

Bepcus OnucaHue

4.01 Jo6aBneHa komaHza ntp source.

3.113 ntp sync-period

OnucaHune

YcTaHOBUTL Nepurios CUMHXPOHM3aLMM BpeMeH . [10 yMon4aHMIo NCNonb3yeTcs
3HayeHue 1 Hegens.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

KomaHga ¢ npedurkcom no ycTaHaBAMBAET BPeEMS CUHXPOHU3ALMN MO
YMOTYAHUIO.

Ja

Aa

Het

(config)> ntp sync-period «period>

(config)> no ntp sync-period

AprymeHT 3HauyeHue OnuncaHwue

period lenoe 4ucno |Bpemsa cMHXpOHU3aLMN, B MUHYTaX. MoxeT
NpUHMMaTb 3HayYeHnsa B npegenax ot 60
MWHYT Ao 1 mecqaua.

(config)> ntp sync-period 60
Ntp::Client: A synchronization period set to 60 minutes.

(config)> no ntp sync-period
Ntp::Client: Synchronization period value reset.

Bepcus OnucaHue

2.00 JlobasneHa komaHAa ntp sync-period.

3.114 object-group fqdn

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica
Bxo>xgeHue B rpynny

CuyHoncuc

Co3aaliTe 06bEKTHYHO rpynny C aBTOMaTU4YeCK1UM paspeLueHriemM nmeH FQDN.
KomaHga c npedunkcom no yganset rpynny.

Aa

Ja

Ja

IP

(config-ogrp-fqdn)

I (config)> object-group fqdn <name>

I (config)> no object-group fqdn <name>
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka HasBaHune 06bekTHOM rpynnbl FQDN.

(config)> object-group fqdn TEST
Network: :0bjectGroup: "TEST": group created.

(config)> no object-group fqdn TEST
Network: :0bjectGroup: "TEST": group removed.

Bepcus OnucaHve

4.03 Jlo6baBneHa komaHaa object-group fqdn.

3.114.1 object-group fgdn exclude

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKmn

[o6aBuUTb UKW yAaNUTb He COBMaAaoLWnii SneMeHT 06 beKTHOW rpynnbl.
KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.

Ja

Aa

MHorokpaTHbIli BBog, /[la

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-ogrp-fqdn)>  exclude «address»

(config-ogrp-fqdn)> no exclude address»

AprymeHT 3HauyeHue OnuncaHwue

address FQDN IP-agpec nnn gomeHHoe nms.

(config-ogrp-ip)> exclude 8.8.8.8
Network::0bjectGroup: "test": added exclude tcpudp 1.2.3.0/24 »
70-80.

(config-ogrp-ip)> no exclude 8.8.8.8
Network: :0bjectGroup: "TEST": removed excluded FQDN "8.8.8.8".

Bepcus OnucaHve

4.03 Jlo6aBneHa komaHza object-group fqdn exclude.
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naBa 3 OnncaHme KoMaHp,

3.114.2 object-group fqdn include

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

[o6aBuUTb NNV yAanuTb COBNAAAlOLLMIA 31eMeHT 06 bEeKTHOM rpynnbl.

KomaHza c npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja
Aa

(config-ogrp-fqdn)>  include address»

(config-ogrp-fqdn)> no include address»

AprymeHT

3HayeHue OnvcaHune

address

FQDN IP-agpec nnn gomeHHoe nv4.

(config-ogrp-fqdn)> include google.com
Network: :0bjectGroup: "TEST": added included FQDN "google.com".

(config-ogrp-fqdn)> no include google.com
Network: :0bjectGroup: "TEST": removed included FQDN "google.com".

Bepcusa

OnucaHmne

4.03

JobasneHa komaHaa object-group fqdn include.

3.115 object-group ip

OnuncaHwune

Mpe¢ukc no

MeHsieT HaCTpoViKKn

Co3paTtb 06BbEeKTHYH rpynny Tuna IP, B KOTOPOM MOryT XpaHUTLCA NOACETH
IPv4 c gononHnTenbHoM nHdopmaLmeri o npoTokose L4 n gnanasoHe NopToB.

KomaHza c npedurKcom no yaanseT rpynny.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

Tun untepdeiica

IP

Bxo>xaeHue B rpynny (config-ogrp-ip)

CuHoncuc

I (config)> object-group ip name>

430

CnpaBoyHUK koMaHa — Runner 4G (KN-2212)




naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config)> no object-group ip <name>

AprymeHT

3HayeHue

OonvicaHune

name

CTpoka

Ha3BaHune 06bekTHOM rpynnbl IPv4.

(config)> object-group ip test

Network: :0bjectGroup:

"test": group created.

(config)> no object-group ip test

Network: :0ObjectGroup:

"test": group removed.

Bepcus

OnucaHune

4.00

JobasneHa komaHaa object-group ip.

3.115.1 object-group ip exclude

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWKKn

[o6aBuUTb UK yaanuTb He COBMaAaoLLNiA 3n1eMeHT 06 beKTHOW rpynnbl.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHThl

(config-ogrp-ip)> exclude «protos <address> [ ¢port> [<end-ports]]

(config-ogrp-ip)> no exclude «protos <address: [ ports [«end-ports]]

AprymeHT 3HauyeHue OnucaHue
proto ip IP npoTokon (BkAtoYasa npoTtokonsl TCP, UDP,
ICMP v gpyrune).
tcp TCP npoToKko”.
udp UDP npoTokonn.
tcpudp TCP v UDP npoTOKOJIbI.
icmp ICMP npoTokon.
esp ESP npoToko/.
gre GRE npoTokon.
ipip IP in IP npoToKO/.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

address CTpoka IP-agpec nnn noacets (B BUAE 6UTOBOM
AnnHbl npedukca (Hanpumep, 1.2.3.0/24)).

port lenoe uncno |Homep TCP/UDP-nopTa, Ha KOTOpPbI
NoCTynaeT 3anpoc Ha TpaHcnsaumio. Ecahv nopt
He yKasaH, TO BCe BXoJsLLluMe 3anpock! byayTt
TPaHCINPOBATbCA.

end-port lenoe 4ucno |OKOHYaHMe JManasoHa NopTOB.

(config-ogrp-ip)> exclude tcpudp 1.2.3.0/24 70 80

Network: :0bjectGroup:

70-80.

"test": added exclude tcpudp 1.2.3.0/24 »

(config-ogrp-ip)> no exclude tcpudp 1.2.3.0/24 70 80
Network: :0ObjectGroup: "test": removed exclude tcpudp 1.2.3.0/24 »

70-80.
Bepcus OnucaHve
4.00 JobasneHa komaHaa object-group ip exclude.

3.115.2 object-group ip include

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

[o6aBuUTb UKW yAanuTb COBNAAAlOLLMIA 3NeMeHT 06 bEeKTHOM rpynnbl.

KomaHga c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja

MHorokpaTtHbiiA BBOg, [a

CuvHoncuc

AprymeHThl

(config-ogrp-ip)> include «protos «address: [ ¢ports [<end-ports]]

(config-ogrp-ip)> no include «protos <address, [ ports [«end-port>]]

AprymeHT 3HayeHue OnucaHue
proto ip IP npoTokon (BkAtoYasa npotokonsl TCP, UDP,
ICMP v gpyrune).
tcp TCP npoToKko”.
udp UDP npoTokon.
tcpudp TCP v UDP npoTOKOJIbI.
icmp ICMP npoTokon.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue
esp ESP npoTokorn.
gre GRE npoToko-n.
ipip IP in IP NpOTOKO.
address Ctpoka IP-agpec nnn noacets (B BUAE 6MTOBOM
ANnviHbl Npedukca (Hanpumep, 1.2.3.0/24)).
port lenoe 4ucno |Homep TCP/UDP-nopTa, Ha KOTOpbIWA
NocTynaeT 3anpoc Ha TpaHcasumio. Ecav nopt
He yKa3aH, TO BCe BXOoAsALLMe 3anpock! byayT
TPaHCINPOBATbCA.
end-port Uenoe 4ucno |OKOHYaHMe AmManasoHa NoOpTOB.

Mpumep

Network: :0bjectGroup:

75-80.

(config-ogrp-ip)> include tcpudp 1.2.3.0/24 75 80
"test": added include tcpudp 1.2.3.0/24 »

(config-ogrp-ip)> no include tcpudp 1.2.3.0/24 75 80
Network: :0ObjectGroup: "test": removed include tcpudp 1.2.3.0/24 »

75-80.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

4.00

JlobasneHa komaHAa object-group ip include.

3.116 oc-server

OnucaHwue
MNpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOg, Het

Bxo>xaeHue B rpynny (oc-server)

CunHoncuc

Mpumep

I (config)> oc-server

(config)> oc-server
(oc-server)>

JocTyn K rpynne koMaHg Ans HacTPonKM napameTpoBs cepBepa OpenConnect.

WcTopuns nsmeHeHwnii |Bepcus

OnucaHune

4.02

JlobaBneHa KOMaHAa oc-server.

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA

433



naBa 3 OnncaHme KoMaHp,

3.116.1 oc-server camouflage

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Brntounts pexxum camouflage ana cepepa OpenConnect, obecneumBaroLLmin
AOMONHUTENbHYI 6€30MacHOCTb OT YAaNeHHOr0 CKAHNPOBAHNS JOCTYMHbIX
cepBuCcoB. Mo yMONYaHWIO JaHHbIV PEXUM BbIK/HOYEH.

KomaHga ¢ npedurkcom no oTkaro4aeT pexxmm camouflage.
Ja
Ja

Het

I(oc-server)> camouflage

I (oc-server)> no camouflage

(oc-server)> camouflage
OcServer: :Manager: Enabled camouflage mode.

(oc-server)> no camouflage
OcServer: :Manager: Disabled camouflage mode.

Bepcus OnucaHve

4.02 JobasneHa komaHaa oc-server camouflage.

3.116.2 oc-server debug

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

BkntounTb 0TAagouHbIN pexum ana OpenConnect-cepsepa. MogpobHas
nHdopmMaLma o npouecce nogknoyeHnsa OpenConnect-KNneHTa K
OpenConnect-cepBepy coxpaHsieTca B CCTeMHOM XypHane. N0 yMonyaHuio
bYHKUMA BbIK/IIOYEHa.

KomaHga ¢ npedrnKcom no OTKAKYAET OTNAL0UHbIA pPexuMm.
Ja
Ja

HeT

I (oc-server)>  debug

I (oc-server)> no debug

(oc-server)> debug
OcServer: :Manager: Enabled debug.

(oc-server)> no debug
OcServer: :Manager: Disabled debug.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

4.03 [JobaeneHa KkomaHza oc-server debug.

3.116.3 oc-server interface

OnuncaHmne CesasaTb cepBep OpenConnect € ykazaHHbIM NHTepericom.
KomaHaa ¢ npedrKcom no pa3pbiBaeT CBA3b.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (oc-server)> interface <interface;
(oc-server)> no interface
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
interface UHTeppenc MonHoe nma nHTepderica nam NCeBAOHUM.
CrnncoK AOCTYMHbIX NHTepdelicoB MOXHO
yBUAETb C MOMOLLbIO KOMaHAbI interface
[Tab].
Mpumep (oc-server)> interface Bridge0
OcServer: :Manager: Bound to Bridge0.
(oc-server)> no interface
OcServer: :Manager: Reset interface binding.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

4.02 JobaeneHa komaHza oc-server interface.

3.116.4 oc-server mtu

OnucaHwue YcTaHoBUTB 3HaueHme MTU, koTopoe byaeT nepegaHo cepeepy OpenConnect.
Mo ymonuaHuio ncnonb3yeTcs 3HaveHve 1350.

KomaHga ¢ npedurKcom no ycTaHaBAMBaET 3HaYeHMe Mo yMOHaHUIo.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (oc-server)>  mtuvalues
(oc-server)> no mtu
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
value UYenoe uucro |3HaveHune MTU. MoXeT NPUHUMAaTb 3HaYeHNs
B npejenax ot 128 go 1500 BKAOUUTENBHO.
Mpumep (oc-server)> mtu 1350
OcServer: :Manager: MTU set to 1350.
(oc-server)> no mtu
OcServer: :Manager: MTU reset.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

4.02 JlobaBneHa KOMaHAa oc-server mtu.

3.116.5 oc-server multi-login

OonucaHue Pa3peLLmnTb NogkaYeHne K cepBepy OpenConnect HECKONBbKNX
nosb3oBaTesieil C O4HOro akkayHTa.

KomaHga ¢ npednkKcom no oTKIoUaeT 3Ty BO3MOXHOCTb.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (oc-server)>  multi-login

I (oc-server)> no multi-login

Mpumep (oc-server)> multi-login
OcServer: :Manager: Enabled multiple login.

(oc-server)> no multi-login
OcServer: :Manager: Disabled multiple login.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

4.02 Jlo6aBneHa komaHga oc-server multi-login.
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3.116.6 oc-server pool-range

OnucaHune HasHaunTb Nyn agpecos ANSA KINEHTOB, NOAKN0YAIOLLMXCA K cepBepy
OpenConnect.

KomaHga ¢ npedunkcom no yganaet nyn.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

Cunoncuc (oc-server)>  oc-server <begim [«sizes]

(oc-server)> no oc-server

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

begin IP-apgpec HauanbHbI agpec nyna.

size lenoe uucno |Pasmep nyna.

Mpumep (oc-server)> pool-range 192.168.1.30 7
OcServer: :Manager: Configured pool range 192.168.1.30 to »
192.168.1.36.

(oc-server)> no pool-range
OcServer: :Manager: Reset pool range.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.02 [JlobaBneHa KoMmaHAa oc-server pool-range.

3.116.7 oc-server route

OnucaHue HasHaunTb MapLupyT, nepesaBaeMsblii Yepes coobuieHns DHCP INFORM,
KnneHTtam OpenConnect-cepBepa.

KomaHaa ¢ npepurkcom no yaanseT MapLUpyT 13 cnucka. Ecnm BbINONHUTL
KOMaHAy 6e3 aprymeHTa, TO BeCb CMNCOK MapLLPYTOB 6yAeT OUNLLIEH.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a

Cunoncuc I (oc-server)> route <addresss <mask»

I (oc-server)> no route [ <address» imask> ]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec Afpec ceTeBOro K/MeHTa.
mask IP-macka Macka ceteBoro knmeHTa. CyLiecTsyeT jBa

crnocoba BBOAA MacKW: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B BUAe
6UTOBOI ANNHbLI NpeduKca (Hanpumep, /24).

Mpumep (oc-server)> route 192.168.2.0/24
Vpn: :DhcpInform: "OCSRVVPN": added DHCP INFORM route to »
192.168.2.0/24.

(oc-server)> no route 192.168.2.0/24
Vpn: :DhcpInform: "OCSRVVPN": removed DHCP INFORM route to »
192.168.2.0/24.

(oc-server)> no route
Vpn::DhcpInform: "OCSRVVPN": cleared DHCP INFORM routes.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

4.03 JobaBneHa KOMaH/a oc-server route.

3.116.8 oc-server session-logout

OonuncaHmne 3aBepLUNTb akTUBHYIO UM 3aBUCLLIYIO ceccuto Ha OpenConnect-cepsepe.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (oc-server)> session-logout «<session
AprymeHTbI AprymeHT 3HaueHue OonucaHue
session Uenoe uncno |VgeHTndukatop OpenConnect-ceccmmn
(MOXHO yBMAETb MPY MOMOLLN KOMaHAbI
show oc-server).
Mpumep (oc-server)> session-logout 6
OcServer: :Manager: Session "6" is terminated.
VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

4.03 [lobaBneHa KOMaHza oc-server session-logout.
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3.116.9 oc-server session-preempt

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb BbiTecHeHne VPN-ceccuii Npy OTKAKOUEHHOW Onumn oc-server
multi-login Ha OpenConnect-cepBepe.

KomaHga ¢ npedprKcoOM no OTK/OYaeT BbITECHEHME.
Ja
Ja

Het

I(oc-server)> session-preempt

I (oc-server)> no session-preempt

(oc-server)> session-preempt
OcServer: :Manager: Enabled session preemption.

(oc-server)> no session-preempt
OcServer: :Manager: Disabled session preemption.

Bepcus OnucaHve

4.03 JlobaBneHa KOMaHAa oc-server session-preempt.

3.116.10 oc-server static-ip

OnucaHune

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHblIiA BBOJ,

CuviHoncuc

AprymeHTbl

Ha3HaunTb NOCTOAHHbIN IP-aApec rnosb3oBaTesnto. [Nonib3oBaTte b B cMCTeMe
AO0J/DKEH MMeTb MeTKY vpn-o0cC.

KomaHza c npedurkcom no yaansert npnssasky.
Ja

Ja

Aa

(oc-server)>  static-ip <ame «address>

(oc-server)> no static-ip name»

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka JlornH.

address IP-agpec HasHauaembiln IP-agpec.
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Mpumep

UcTopuns nameHeHuii

(oc-server)> static-ip admin 192.168.1.30
OcServer: :Manager: Static IP 192.168.1.30 assigned to user »

"admin".

(oc-server)> no static-ip admin
OcServer: :Manager: Static IP address removed for user "admin".

Bepcusa

OnucaHwmne

4.02

[JlobaeneHa KomaHza oc-server static-ip.

3.117 ping-check profile

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

JocTtyn K rpynne KoMaHA A8 HaCTPorKn BelbpaHHoro npodowunsa Ping Check.
Ecnu npodunb He HaliaeH, KOMaHAa NbITaeTcs ero Co3aaThb

KomaHga ¢ npedpurkcom no yaanset npoduns Ping Check.

Ja
Aa
Ja
(config-pchk)

(config)> ping-check profile name>

(config)> no ping-check profile name>

AprymeHT

3HayeHue

OnvcaHune

name

Crpoka

Wmsa npodunsa Ping Check. CNUCOK JOCTYMHbIX
Ansi Bblbopa npoduneri MOXHO yBUAETL BBeAs
komaHay ping-check profile [Tab].

(config)> ping-check profile [Tab]

Usage template:

profile {name}

Choose:

TEST

MYMY

(config)> ping-check profile new prof
PingCheck::Client: Profile "new prof" has been created.
(config-pchk)>

(config)> no ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been deleted.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa komaHaa ping-check profile.

3.117.1 ping-check profile host

OnucaHune YKkazaTtb yAaHEHHbIVI XOCT And teCtTmpoBaHuA. Mo yMO/l4aHWKO, agpec XoCTa
Ha3Ha4aeTcd B COOTBETCTBUN C KOAOM CTPaHbI.

KomaHaa ¢ npeprkcom no yaanseT nms xocTa.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-pchk)>  host <host>
(config-pchk)> no host [ <host> ]
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
host Wms xocTa ViMa nnu agpec yaaneHHoro xocra.
Npumep (config-pchk)> host 8.8.8.8
PingCheck: :Profile: "test": add host "8.8.8.8" for testing.
(config-pchk)> host google.com
PingCheck: :Profile: "test": add host "google.com" for testing.
(config-pchk)> no host
PingCheck::Profile: "test": hosts cleared.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.04 JobasneHa komaHaa ping-check profile host.

3.117.2 ping-check profile max-fails

OonuncaHmne YKa3zaTb KONNYECTBO NOC/1e0BaTe/IbHbIX HeyAa4YHbIX 3anpoCoB K yaaneHHOMY
XOCTY, MO JOCTUXEHMIO KOTOPOro MHTEPHET Ha MHTepdeiice cumTaeTcs
OTCyTCTBYHOLMM. [10 yMONYAHMIO UCMOb3yeTCs 3HaYeHue 5.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme no yMOAYaHUIo.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-pchk)>

max-fails «count;

(config-pchk)> no max-fails

AprymeHT

3HayeHue

OnucaHue

count

Llenoe uucno

KonnyectBo HeyfauHbIX 3anpocos. MoxeT
MPUHVMAaTL 3HaUeHUA B Npegenax ot 1 Ao 10

BK/TOYNTEJIbHO.

(config-pchk)> max-fails 7

PingCheck: :Profile:

interface.

"test": uses 7 fail count for disabling »

(config-pchk)> no max-fails

PingCheck: :Profile:

"test": fail count is reset to 5.

Bepcusa

OnucaHwmne

2.04

Jlo6aBneHa komaHga ping-check profile max-fails.

3.117.3 ping-check profile min-success

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YKa3zaTb KONMYeCTBO nocsiegoBaTe/IbHbIX YAA4YHbIX 3aNPOCOB K y4al€eHHOMY
XOCTY, NO AOCTMXKEHUNHO KOTOPOIro NMHTEPHET Ha MHTep¢e|7|ce CUNTaeTCcAa
Hann4eCcTByHOLNM. Mo YMO/THaHWIO NCMNOJIb3YeTCA 3HayveHue 5.

KomaHpa ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmon4aHuio.

Ja
Ja

HeT

(config-pchk)>

min-success «counts

(config-pchk)> no min-success

AprymeHT

3HavyeHue

OnucaHue

count

Llenoe u4ucno

Konnuectso ygauHbIx 3anpocos. MoxeT
nprHMMaTb 3Ha4YeHusa B nNpegenax ot 1 40 10
BKIOUNTENBHO

(config-pchk)> min-success 3
PingCheck: :Profile: "test'

interface.

': uses 3 success count for enabling »
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WcTopusa nsmeHeHum

(config-pchk)
PingCheck: :Pr

> no min-success
ofile: "test": success count is reset to 5.

Bepcus

OnucaHmne

2.04

JobasneHa komaHaa ping-check profile min-success.

3.117.4 ping-check profile mode

OnucaHue

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcraHoBUTL pexum Ping Check. Mo yMon4aHWMIo yCTaHOBIEHO 3HayeHve icmp.

HeTt

Ja

Het

(config-pchk)>

mode node»

AprymeHT

3HavyeHue OnucaHue

mode

icmp TecTnpoBaHMe JOCTYNHOCTU YAaNeHHOoro
X0CTa byAeT OCyLLEeCTBAATLCA NOCPEACTBOM
oTnpasku emy ICMP-echo request (ping).

connect TecTnpoBaHuMe AOCTYNHOCTW YAaleHHOro
X0CTa byAeT OCyLLeCcTBAATLCA NOCPeCTBOM
ycTaHoBKM TCP-NOAKAOYEHWA Ha 3a4aHHBbIN
nopr.

tls TecTnpoBaHue JOCTYNHOCTY YAANE€HHOTo
X0CTa 6y/leT OCyLLLeCTBAATLCA MOCPeACTBOM
YCTaHOBKM TLS-nogxkntoueHvs.

uri TecTrpoBaHue AOCTYNMHOCTW YAaJIEHHOIO
XOCTa byzeT oCyLLecTBAATLCA NOCPeCTBOM
nposepku URL

(config-pchk)

> mode tls

PingCheck: :Profile: "test": uses tls mode.

Bepcus OnucaHve

2.04 JobasneHa komaHaa ping-check profile mode.
3.09 Jlo6aBneH aprymeHT tls.

4.00 JlobaBneH aprymeHT uri.
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3.117.5 ping-check profile port

OnucaHue YKa3aTb NOpT AN NOAKAOYEHNS K yAaNeHHOMY XOCTy. HacTpolika nmeet
CMbICA Npu pexxume Ping Check connect (cM. komaHay ping-check profile
mode).

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-pchk)>  port port>
(config-pchk)> no port
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
port lenoe 4ucno |Homep nopta. MoxeT NpUHMMATL 3HaUeHNs
B npegenax oT 1 Ao 65534 BkoUUTENBHO.
Mpumep (config-pchk)> port 80
PingCheck::Profile: "test": uses port 80 for testing.
(config-pchk)> no port
PingCheck: :Profile: "test": port is cleared.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jo6aBneHa komaHaa ping-check profile port.

3.117.6 ping-check profile timeout

OnucaHune YCTaHOBUTb MakcMasibHoe BpeMA OXKNAaHNA OTBETa yAa/1EHHOIO XO0CTa Ha
O4WVH 3anpoc B ceKyHAax. Mo YMOJIHaHUIO NCMO/Ib3YeTCs 3HaveHue 2.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaET 3HaYEHME M0 YMOTYAHNIO.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-pchk)>  timeout «timeouts

I (config-pchk)> no timeout
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

timeout lenoe 4ucno |Bpemsa oxmngaHus B cekyHAax. Moxet
nprHMMaTb 3Ha4YeHua B Npegenax ot 1 40 10
BK/TIOUYNTENBHO.

(config-pchk)> timeout 4
PingCheck: :Profile: "test": timeout is changed to 4 seconds.

(config-pchk)> no timeout
PingCheck: :Profile: "test": timeout is reset to 2.

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHaa ping-check profile timeout.

3.117.7 ping-check profile update-interval

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb NEPUOANYHOCTL BbINONHEHUS MPOBepPOK Ping Check.

HeTt

Ja

Het

(config-pchk)>  update-interval «<seconds>

AprymeHT 3HayeHue OnucaHue

seconds lenoe umucno |Mepunog obHoBNeHUS B cekyHaax. MoxeT
NPVHVMAaTbL 3Ha4YeHns B npegenax ot 3 40

3600 BKIHOYNTENBHO.

(config-pchk)> update-interval 60
PingCheck: :Profile: "test": update interval is changed to 60 »
seconds.

Bepcus OnucaHue

2.04 JobasneHa komaHaa ping-check profile
update-interval.

3.117.8 ping-check profile uri

OnuncaHune

YkaszaTb URI (Uniform Resource Identifier18) X0CTa AJ151 MPOBEPKMU.

18 https://ru.wikipedia.org/wiki/URI
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.118 ppe

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

KomaHga ¢ npepurkcom no yaansieT XocT.
Ja

Aa

Het

(config-pchk)>  uriwri»

(config-pchk)>no uri[ wris]

AprymeHT 3HauyeHue OnuncaHwue

uri MMa xocrta Wma nnn agpecypaneHHoro HTTP unn HTTPS
xocTa.

(config-pchk)> uri http://localhost:8888/
PingCheck: :Profile: "TEST": add URI "http://localhost:8888/" for »
testing.

(config-pchk)> uri https://localhost:4343/
PingCheck: :Profile: "TEST": add URI "https://localhost:4343/" »
for testing.

(config-pchk)> no uri http://localhost:8888/
PingCheck: :Profile: "TEST": URIs cleared.

(config-pchk)> no uri
PingCheck: :Profile: "TEST": URIs cleared.

Bepcus OnucaHve
4.00 JobaBneHa komaHAa ping-check profile uri.

BkOUNTL MeXaHW3M nakeTHoO 06paboTku. Mo yMONYaHUI0 HaCcTPOliKa
BK/tOYEHa.

KomaHga c npedurkcom no oTkIoYaeT BblIOpaHHbI yCKOpUTESb.
Ja

Aa

Het

I (config)>  ppe <engine»

I (config)> no ppe [<engines]
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AprymeHTbI AprymeHT | 3HaueHue OnucaHue
engine |software MporpaMMHbI yckopuTenb.
Mpumep (config)> ppe software

Network::Interface: :Rtx::Ppe: Software PPE enabled.

(config)> no ppe
Network: :Interface: :Rtx::Ppe: All PPE disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa KkomaHga ppe.
2.05 JlobaBneH aprymeHT engine.

3.119 pppoe pass

OnucaHwue BkntounTb GYyHKLMIO CKBO3HOrO nponyckaHusa. MoxHo eeectn go 10
JIOKa/IbHbIX CeTEBbIX Y3/10B.

KomaHga ¢ npedumkcom no otkaroyaeT GyHKLMIO.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

Cunoncnc (config)>  pppoe pass through wan-iface <lan-iface>

(config)> no pppoe pass through

AprymeHTbI ApryMeHT |3HaueHme |OnucaHue

wan-iface WHTepgeiic HauvanbHbI MHTepdeic — nonHoe Ha3BaHMe
WAN-uHTepdeiica nnv ero anvac.

lan-iface UHTeppenc KoHeuHbI nHTepdenc — NoNHOe Ha3BaHMe
LAN-nHTepdelica nnum ero anmac.

Mpumep (config)> pppoe pass through Home ISP
Pppoe::Pass: Configured pass from "Bridge@" to "GigabitEthernetl".

(config)> no pppoe pass
Pppoe: :Pass: Disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobaeneHa KomaHza pppoe pass.

3.120 schedule

OonucaHue AoCTyn K rpynne KOMaHz ANst HACTPOWMKM BbI6paHHOTo pacnucaHus. Ecan
pacnuncaHve He HaliieHo, KOMaHZAa NbITaeTcs ero co3zath.

KomaHga c npedunkcom no yganseT pacnucaHue.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la

BxoxxgeHue B rpynny (config-sched)

Cunoncuc (config)>  schedule name>
(config)> no schedule name>
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
name CTpoka HasBaHwue pacnncaHus.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.06 Job6aeneHa komaHaa schedule.

3.120.1 schedule action

OnucaHwue 3afaTb 4eNCTBMSA, BbIMOAHAEMble COrNacHO BbIBPaHHOMY pPacnmncaHmio.
KomaHga ¢ npedpurkcom no oTMeHsIeT gelicTBune.

Mpe¢ukc no [Ja

MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-sched)>  action «action» mins <hours «dows
(config-sched)> no action [ <action mins <hours «dows ]
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
action start [JencTBne Hayana.

448 CnpaBoyHUK koMaHa — Runner 4G (KN-2212)




naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue
stop [encTBme KOHUA.

min UYenoe uucrio |MUHYTBI.

hour llenoe uucno |Yacobl.

dow UYesnoe yucno |[HN Hepenwn, pasgeneHHble 3anaTbiMn. 0 1 7
03HayalT BOCKpeceHbe. * 03HauyaeT
exeaHeBHO.

NMpumep (config-sched)> action start 0 9 1,2,3,4,5

Core::Schedule: :Manager: Updated schedule "WIFI".

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.06 JobaeneHa komaHga schedule action.

3.120.2 schedule description

OnucaHwue 3afaTtb onncaHne Ans BbIGPaHHOro pacnmcaHus.
KomaHga ¢ npedurkcom no cTmpaeT onvcaHue.

Mpejukc no Ja

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-sched)> description «descriptions
(config-sched)> no description
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
description |CTpoka TekcT onmncaHus.
Mpumep (config-sched)> description "Schedule for on/off Access Point"
Core::Schedule: :Manager: Updated description of schedule "WIFI".
VICTOleﬂ U3MeHeHUI Bepcmﬂ onucaHvie

2.06 Job6aBneHa komaHaa schedule description.
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3.121 service dhcp

OnucaHwue BkntounTts DHCP-cepaep. Ecnn pns 3anycka cnyxobl HeA0CTaTOYHO HaCTpoeK
(cm. ip dhep pool), cnyxba He byaeT oTBeudaThb no ceTu. Kak ToNbKO HacTpoek
CTaHeT A0CTaTOUHO, Cy>K6a BKAIOUNTCA aBTOMaTUYECKN.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config)> service dhcp
I (config)> no service dhcp
Mpumep (config)> service dhcp
service enabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa service dhcp.

3.122 service dhcp-relay

OnucaHwue Brkntoumntb petpaHcnaTop-DHCP. Ecam gns 3anycka cnyx6bl He40CTaTOUHO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyx6a He 6yseT oTBeYaThb Mo ceTu. Kak TO/IbKO HacTPOeK CTaHeT J0CTaTOUHO,
cnyxba BKIIOYNTCA aBTOMaTUYECKMU.

KomaHga ¢ npedrkKcom no ocTaHaBAIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> service dhcp-relay
I (config)> no service dhcp-relay

Mpumep (config)> service dhcp-relay
service enabled.

VlCTOpI/Iﬂ U3MeHeHU BepCVlﬂ onvcaHue

2.00 JobasneHa komaHaa service dhcp-relay.
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3.123 service dns-proxy

OnucaHwue BkntounTts DNS-npokcun. Ans HacTpoiku NnapaMeTpoB CYX6bl, MCNOb3YinTe
rpynny komaHg Paszgen 3.17 Ha ctpaHuue 109.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(config)> service dns-proxy

Npumep (config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 [JobaeneHa KomaHza service dns-proxy.

3.124 service http

OnucaHwue BkntounTts HTTP-cepBep, KOTOPbIA NpeAoCTaBAseT Nob30BaTeNto
Web-unHTepdodeliic ana HacTtpoliku Runner 4G.

KomaHga ¢ npeprkcom no ocTaHaBANBAaET Cnyxoy.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

CuHoncuc I (config)> service http
I (config)> no service http
Mpumep (config)> service http
HTTP server enabled.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.00 JobasneHa koMmaHgaa service http.

3.125 service igmp-proxy

OnucaHue Brntounte IGMP-npokcu. Ans paboTbl C1y>K6bI HEO6XOAMMO Hann4vmne 0gHOro
nHTepderica upstreamm xoTa 661 0ogHOro MHTepdelica downst ream. Ecnm ans
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3anycka c1y>6bl HE0CTaTOUHO HAaCTPOEK, OHA He ByaeT paboTaTk. Kak TobKO
HaCTPOEK CTAHeT A0CTAaTOYHO, C1yX6a BKAOUNTCS aBTOMATMYECKMN.

KomaHaa ¢ npeprkcom no ocTaHaBNMBAET CNyXOby.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncue I (config)> service igmp-proxy
I (config)> no service igmp-proxy

Mpumep (config)> service igmp-proxy
IGMP proxy enabled.

WcTopus nsmeHeHuimi Bepcus onucaHue

2.00 JlobaBneHa komaHAa service igmp-proxy.

3.126 service internet-checker

OonucaHune BrntounTb Internet-checker ans KOHTpoOAs coOCTosIHUA VIHTEPHET CoeaMHEH S
Ha ycTpolicTse. o yMonyaHunio GyHKLMS BKIOYEHa.

KomaHga ¢ npedurkcom no ocTaHaBAMBAET CyX6y.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

CuHoncunc I (config)> service internet-checker

I (config)> no service internet-checker

NMpumep (config)> service internet-checker
Network: :InternetChecker: Hosts check enabled.

(config)> no service internet-checker
Network: :InternetChecker: Hosts check disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.13 JobaBneHa komaHaa service internet-checker.
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3.127 service ipsec

OnucaHwue 3anycTnTb cnyxoby IPsec. o ymon4aHumio cny>k6a oTKIoUeHa.
KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I(config)> service ipsec

I (config)> no service ipsec
MNpumep (config)>service ipsec

IpSec: :Manager: Service enabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.06 JobaBneHa KoMaHaa service ipsec.

3.128 service kabinet

OnucaHune Bintountb cnyx6y aBTopmsatopa KABINET. Mo ymonuaHumio cnyxba
OTK/tOYeHa.

KomaHga ¢ npedrkKcom no ocTaHaBAIMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I (config)> service kabinet

I (config)> no service kabinet

Mpumep (config)> service kabinet
Kabinet: :Authenticator: Authenticator enabled.

(config)> service kabinet
Kabinet: :Authenticator: Authenticator disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.02 JobaBneHa koMmaHza service kabinet.

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA 453



naBa 3 OnncaHme KoMaHp,

3.129 service mws

OnucaHwue BkntounTb cnyxby MIWVS. Mo ymonuaHuio cnyxba oTkarYeHa.
KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I(config)> service mws

I (config)> no service mws

Mpumep (config)> service mws
Mws::Controller: Enabled.

(config)> no service mws
Mws::Controller: Disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.15 JobaBneHa KoOMaHa service mws.

3.130 service ntce

OnucaHwue 3anyctnTb cnyxby NTCE. [0 yMOAYaHNIO CEPBUC OTK/HOYEH.
KomaHga ¢ npedrkcom no ocTaHaBAMBAET CNYXKOY.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> service ntce
I (config)> no service ntce
Mpumep (config)> service ntce
Ntce::Manager: Enabled.
WcTopusa nsmeHeHum Bepcus onucaHuve

2.09 JobasneHa KoMaHaa service ntce. lNpexHee Ha3BaHVe
KoMaHAbl service dpi.
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3.131 service ntp

OnucaHwue 3anyctntb cnyxby NTP. Mo ymonyaHuio cnyxba paboTaer.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXOy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config)>  service ntp

I (config)> no service ntp

Mpumep (config)> service ntp
Ntp::Client: NTP service enabled.

(config)> no service ntp
Ntp::Client: NTP service disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.09 JobaBneHa KoMaHaa service ntp. lNpexHee Ha3BaHWe
KoMaH/bl service ntp-client.

3.132 service oc-server

OnucaHune BkntoumnTts cepsep OpenConnect.

KomaHga ¢ npednkcom no ocTaHaBAMBAET CNYXKOy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> service oc-server
I (config)> no service oc-server
Mpumep (config)> service oc-server

OcServer: :Manager: Service enabled.

(config)> no service oc-server
OcServer: :Manager: Service disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

4.02 JobaBneHa KOMaHAa service oc-server.

3.133 service snmp

OnucaHwue 3anyctntb cnyxby SNMP. o ymonyaHuio cnyxba oTKaoYeHa.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXoby.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CuHoncuc I (config)> service snmp

I (config)> no service snmp

Mpumep (config)> service snmp
Snmp: :Manager: SNMP service was enabled.
(config)> no service snmp
Snmp: :Manager: SNMP service was disabled.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.08 JlobaBneHa KoMaHaa service snmp.

3.134 service ssh

OnucaHue BkntounTb cepBep SSH, KoTopbIi npefocTaBnseT Nob3oBaTento HTepdeiic
KOMaHZAHOW CTPOKW AN HAaCTPOMKM YCTPOWMCTBA.

KomaHga ¢ npednkcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncuc I (config)> service ssh
I (config)> no service ssh
Mpumep (config)> service ssh

Ssh::Manager: SSH server enabled.
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(config)> no service ssh
Ssh::Manager: SSH server disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.12 JobaBneHa komaHaa service ssh.

3.135 service sstp-server

OnucaHue Brnrountb cepsep SSTP.

KomaHaa ¢ npedrKcom no ocTaHaBNMBAET CAyXOy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc I(config)> service sstp-server
I (config)> no service sstp-server
Mpumep (config)> service sstp-server
SstpServer: :Manager: Service enabled.
(config)> no service sstp-server
SstpServer: :Manager: Service disabled.
WcTopuns nsmeHeHWit |Bepcusa onucaHue

212 JlobaBneHa KOMaHAa service sstp-server.

3.136 service telnet

OonuncaHmne BkntounTtb cepBep telnet, koTopbIi NpeAoCTaBASeT NOb30BaTeNto NHTepdelic
KOMaHZAHOW CTPOKW AN HAaCTPOMKM YCTPOWCTBA.

KomaHga ¢ npedrkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het

CuHoncuc I (config)>  service telnet

I (config)> no service telnet
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Mpumep (config)> service tel
Telnet server enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa KoMmaHaa service telnet.

3.137 service udpxy

OnucaHue Brntoumntb cnyx6y udpxy.

KomaHga ¢ npednkcom no ocTaHaB/IMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service udpxy

I (config)> no service udpxy
Mpumep (config)> service udpxy

Udpxy: :Manager: a service enabled.
VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie

2.03 JobasneHa KomaHaa service udpxy.

3.138 service upnp

OnucaHune Brntoumntb cnyx6by UPnP.

KomaHaa ¢ npedrKCcomM no ocTaHaBNMBAET CNyXOy.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config)> service upnp
(config)> no service upnp
WcTopus nsmeHeHum Bepcus onucaHuve
2.00 JobaBneHa KOMaHaa service upnp.
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3.139 service vpn-server

OnucaHwue BkntoumnTts cepsep VPN.

KomaHga ¢ npednkKcom no ocTaHaB/IMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I(config)> service vpn-server
I (config)> no service vpn-server
NMpumep (config)> service vpn-server
VpnServer: :Manager: Service enabled.
(config)> no service vpn-server
VpnServer::Manager: Service disabled.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.04 JlobaBneHa KOMaHAa service vpn-server.

3.140 show

OonucaHue [oCTyn K rpynne KOMaHZ A1 TpoCcMOTpa ArarHocTuyeckoi nHdopmaumm o
cucTeMe. Bce KOMaHZAbI 3TOW rpynnbl HE U3MEHSIOT CUCTEMHbIE HACTPOKM.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (show)

CuHoncuc (config)>  show
WcTopus nsmeHeHum Bepcus onvcaHue
2.00 JobaBneHa koMmaHAa show.

3.140.1 show acme

OnucaHue MNokasaTb cTaTyC KnneHTa ACME B cucteme.

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA 459



naBa 3 OnncaHme KoMaHp,

Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CunHoncuc I(show)> acme
Npumep (show)> acme
acme:
real-time: yes
ndns-domain: mytest.keenetic.pro
ndns-domain-acme: yes
ndns-domain-error: no
default-domain: cc6b5a71a7644903b51a5454. keenetic.io
account-pending: no
account-running: no
get-pending: no
get-running: no
revoke-pending: no
revoke-running: no
reissue-queue-size: 0
revoke-queue-size: 0
retries: 0
checker-timer: 82499
apply-timer: 0
acme-account: 36902346
VICTOleﬂ U3MeHeHU Bepcuﬂ onucaHvie

2.11 JobaeneHa komaHga show acme.

3.140.2 show associations

OonucaHune Moka3aTb CNNCOK 6eCMPOBOAHbBIX CTAHLMIM, CBA3aHHbIX C TOUKOM AOCTyNa
Ecnv BbINONHUTL KOMaHAYy 6e3 apryMeHTa, TO Ha 3KpaH byaeT BbiBEAEH BeCb
CNYCoK 6ecnpPoBOAHbIX CTAHLWIA.

Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Access Point

Cunoncuc I(shom0> associations [ <names ]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crpoka Ha3BaHune Toukum goctyna. Crincok AOCTYMHbIX
NS BbIbOopa TOUEeK AOCTyrNMa MOXHO YBUAETb
BBeAsA KoMaHAy associations [Tab].
Mpumep (show)> associations [Tab]

Usage template:
associations [{name}]

Choose:
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl

GuestWiFi
WifiMasterl/AccessPoint3
WifiMasterl/AccessPoint0
AccessPoint 5G

(show)> associations WifiMaster0/AccessPoint0

station:
mac: ec:1f:72:d3:6d:3f
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 130
uptime: 3804
txbytes: 2058837
rxbytes: 25023483
ht: 20
mode: 1ln
gi: 800
rssi: -26
mcs: 15
station:
mac: 20:aa:4b:5c:09:0e
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 270
uptime: 19662
txbytes: 19450396
rxbytes: 70800065
ht: 40
mode: 1ln
gi: 800
rssi: -41
mcs: 15
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

JobasneHa komaHaa show associations.

3.140.3 show button

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

MokasaTb MHPOPMaALMIO MO YKa3aHHOW CUCTEMHO KHOMKe. ECn BINOAHUTB
KoMaHAy 6e3 aprymeHTa, TO Ha 3KpaH byAeT BblBe/leH BeCb CMNCOK KHOMOK
Ha ycTpolictBe. Habop KHOMOK 3aBUCUT OT annapaTHOn KoOHUrypaumu.

Het
Het

HeTt

(show)> button [<name>]

AprymeHT

3HayeHue

OnvcaHune

name

CTpoka

HasBaHue KHOMKMN.

(show)> button FN1

buttons:
button, name = FN1:
is switch: no
position: 2
position count: 2
clicks: 0
elapsed: 0
hold delay: 3000
Bepcusa OnucaHue
2.00 JobasneHa komaHaa show button.

3.140.4 show button bindings

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

MNMoka3aTb CNWCOK AeNCTBUI, Ha3HAaYeHHbIX Ha KHOMKW YCTPOMCTBA.

Het
Het

Het

I(shom0> button bindings
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Mpumep

bindings:

(show)> button bindings

binding, index = 0:

button:

action:

active handler:
default handler:
protected:

RESET
click
Reboot
Reboot
yes

binding, index = 1:

button:

action:

active handler:
default handler:
protected:

RESET

hold
FactoryReset
FactoryReset
yes

binding, index = 2:

button:

action:

active handler:
default handler:
protected:

WLAN

click
WpsStartMainAp
WpsStartMainAp
no

binding, index = 3:

button:

action:

active handler:
default handler:
protected:

WLAN
double-click
WpsStartMainAp5
WpsStartMainAp5
no

binding, index = 4:

button:

action:

active handler:
default handler:
protected:

WLAN

hold
WifiToggle
WifiToggle
no

binding, index = 5:

button:

action:

active handler:
default handler:
protected:

FN1

click
UnmountUsbl
UnmountUsbl
no

binding, index = 6:

button:

action:

active handler:
default handler:
protected:

FN1
double-click

no

binding, index = 7:
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button: FN1
action: hold
active handler:
default handler:
protected: no

binding, index = 8:
button: FN2
action: click
active handler: UnmountUsb2
default handler: UnmountUsb2
protected: no

binding, index = 9:
button: FN2
action: double-click
active handler:
default handler:
protected: no

binding, index = 10:
button: FN2
action: hold

active handler:
default handler:
protected: no

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.03 Job6asneHa komaHaa show button bindings.

3.140.5 show button handlers

OnucaHune Moka3aTb CANCOK JOCTYMHbIX 06PaboTUNKOB KHOMOK B CUCTEME.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> button handlers

Mpumep (show)> button handlers

handlers:
handler, name = LedToggle:
short description: toggle system LED states
protected: no
switch related: no
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handler, name = FactoryReset:
short description: reset a configuration to factory »
defaults
protected: yes
switch related: no

handler, name = UnmountUsbl:
short description: unmount USB 1 port storages
protected: no
switch related: no

handler, name = UnmountUsb2:
short description: unmount USB 2 port storages
protected: no
switch related: no

handler, name = Reboot:
short description: reboot the system
protected: yes
switch related: no

handler, name = DlnaDirectoryRescan:
short description: rescan DLNA directory for newer media »
files
protected: no
switch related: no

handler, name = DlnaDirectoryFullRescan:
short description: remove a DLNA database and rescan a »
DLNA directory
protected: no
switch related: no

handler, name = DectHandsetRegistrationToggle:
short description: toggle a DECT handset registration
protected: no
switch related: no

handler, name = DectHandsetPagingToggle:
short description: toggle a DECT handset paging
protected: no
switch related: no

handler, name = OpkgRunScript:
short description: run Opkg script
protected: no
switch related: no

handler, name = TorrentAltSpeedToggle:
short description: toggle a Torrent alternative speed »
mode
protected: no
switch related: no
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short description: start WPS (2.4 GHz main access point)
protected:
switch related:

(2.4 GHz)

handler, name = TorrentClientStateToggle:

short description:
protected:
switch related:

handler, name
short description:

protected:
switch related:

toggle a Torrent client state
no
no

= WifiToggle:

on/off all Wi-Fi interfaces
no

no

handler, name = WpsStartMainAp:

handler, name
short description:

protected:
switch related:

handler, name
short description:

protected:
switch related:

handler, name
short description:

protected:
switch related:

handler, name
short description:

protected:
switch related:

no
no

= WpsStartMainAp5:

start WPS (5 GHz main access point)

no
no

= WifiGuestApToggle:

toggle a guest access point state »

no
no

= WpsStartStation:

start WPS (2.4 GHz Wi-Fi station)
no

no

= WpsStartStation5:

start WPS (5 GHz Wi-Fi station)
no

no

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.03

JobaBneHa komaHaa show button handlers.

3.140.6 show chilli profiles

OnucaHwne MokasaTb CNNCOK AOCTYNHbIX Npoduneli RADIUS-cepBepa.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0>

chilli profiles
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Mpumep (show)> chilli profiles

profile:
name: Iron Wi-Fi
url: https://www.ironwifi.com/
description: Hosted RADIUS and Captive Portal

preset:
uamserver: »
https://europe-west3.ironwifi.com/api/pages/uam/

radius:
serverl: 35.198.88.176

radiuslocationid:
dns
dnsl: 8.8.8.8
dns2: 8.8.4.4
custom: uamsecret
custom: radiussecret
custom: radiusnasid
VICTOleﬂ V|3MEHEHV"‘/’| Bepcmﬂ onvcaHue
2.10 Job6asneHa komaHaa show chilli profiles.
3.140.7 show clock date
OnucaHue lNMokasaTb Tekyllee CUCTEMHOE BpeMs.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue I(shom0> clock date
Mpumep (show)> clock date
weekday: 4
day: 18
month: 1
year: 2018
hour: 8
min: 46
sec: 2
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msec: 660
dst: inactive

tz:
locality: GMT
stdoffset: O
dstoffset: 0
usesdst: no

WcTopuns nsmeHeHwnit |Bepcus

rule: GMTO
custom: no
OnucaHmne

2.00

JobasneHa komaHaa show clock date.

3.140.8 show clock timezone-list

OnuncaHune lNMokasaTb CNNCOK AOCTYMHbLIX YaCOBbIX MOACOB.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> clock timezone-list
Mpumep (show)> clock timezone-list
timezones:
tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1
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VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa komaHaa show clock timezone-list.

3.140.9 show components status

OnucaHue MNMoka3aTk cTaTyc 06HOBNAEHNS KOMMOHEHTOB.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> component status
Mpumep (show)> components status
update:
state: idle
(show)> components status
update:
state: running
progress: 41
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

4.00 [Jlo6aBneHa komaHaa show components status.

3.140.10 show configurator status

OnucaHue MNMoka3zaTb MHGOPMaLMIO O CUCTEMHOM KoHUrypaTope.
Mpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(show)> configurator status

Mpumep (show)> configurator status

touch: Thu, 18 Oct 2018 14:37:25 GMT
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header, name = Model: Keenetic Giga

header, name Version: 2.06.1

header, name Agent: http/rci

header, name = Last change: Thu, 18 Oct 2018 14:37:25 »

GMT
serving:
name: Session /var/run/ndm.core.socket
time: 0.000397
request, host = 192.168.1.42, name = admin:
parse: show configurator status
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.06 Job6asneHa komaHaa show configurator status.

3.140.11 show credits

OnucaHune Moka3saTk NNLEH3NOHHYI0 HPOPMaLMIO 06 YCTaHOB/IEHHOM NakeTe B
KeeneticOS. Ecnu BbINONHUTL KOMaHAy 6e3 aprymeHTa, TO Ha 3KpaH bygeT
BblBeZeHa BCA MHPOpMaLMS NO YCTaHOB/IEHHbIM MakeTam Ha YyCTpolicTBe.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

CuHoncuc (show)>  credits [ package; ]
AprymeHTbI AprymeHT |3HauyeHue OnucaHue
package Ctpoka Vima nakerta.
Mpumep (show)> credits
package:

name: accel-ppp
title: High performance accel-ppp VPN server
homepage: https://accel-ppp.org/

package:
name: accel-ppp-12tp
title: L2TP plugin for accel-ppp
homepage: https://accel-ppp.org/
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package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
Chilli Version)
homepage:

package:
name:
title:

management utility
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:

accel-ppp-pptp
PPTP plugin for accel-ppp

https://accel-ppp.org/

accel-ppp-sstp
SSTP plugin for accel-ppp
https://accel-ppp.org/

avahi-daemon
An mDNS/DNS-SD implementation (daemon)
http://www.avahi.org/

coova-chilli
Wireless LAN HotSpot controller (Coova »

http://www.coova.org/CoovaChilli

crconf
Netlink-based CryptoAPI userspace »

dhcpv6
DHCPv6 client + server
http://wide-dhcpv6.sourceforge.net/

dropbear
Small SSH2 client/server
http://matt.ucc.asn.au/dropbear/

iperf3-ssl
Internet Protocol bandwidth measuring »

tool with iperf auth support

homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:

https://github.com/esnet/iperf

kernel
Linux kernel
http://www.kernel.org/

kmod-ipt-account
ACCOUNT netfilter module
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name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

kmod-ipt-chaos
CHAOS netfilter module

kmod-ipt-compat-xtables
API compatibilty layer netfilter module

kmod-ipt-condition
Condition netfilter module

kmod-ipt-delude
DELUDE netfilter module

kmod-ipt-dhcpmac
DHCPMAC netfilter module

kmod-ipt-dnetmap
DNETMAP netfilter module

kmod-ipt-fuzzy
fuzzy netfilter module

kmod-ipt-geoip
geoip netfilter module

kmod-ipt-iface
iface netfilter module

kmod-ipt-ipmark
IPMARK netfilter module

kmod-ipt-ipp2p
IPP2P netfilter module
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package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

title:

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

kmod-ipt-ipv4options
ipv4options netfilter module

kmod-ipt-length2
length2 netfilter module

kmod-ipt-logmark
LOGMARK netfilter module

kmod-ipt-lscan
lscan netfilter module

kmod-ipt-netflow
Netflow netfilter module for Linux kernel
http://ipt-netflow.sourceforge.net/

kmod-ipt-psd
psd netfilter module

kmod-ipt-quota2
quota2 netfilter module

kmod-ipt-sysrq
SYSRQ netfilter module

kmod-ipt-tarpit
TARPIT netfilter module

kmod-nf-nathelper-rtsp
RTSP Conntrack and NAT helpers
https://github.com/maru-sama/rtsp-linux

kmod-wireguard
WireGuard kernel module
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474

library

package:

name:

libattr

title: Extended attributes (xattr) manipulation »

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
writing of UNIX daemons
homepage:

http://savannah.nongnu.org/projects/attr

libav
This package contains Libav library
https://libav.org/

libavahi
An mDNS/DNS-SD implementation (No D-Bus)
http://www.avahi.org/

libcurl
A client-side URL transfer library
http://curl.haxx.se/

libdaemon
A lightweight C library that eases the »

>

http://0pointer.de/lennart/projects/libdaemon/

package:

name:
title:

1ibdb47
Berkeley DB library (4.7)

homepage: http://www.sleepycat.com/products/db.shtml

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

libevent
Event notification library
http://www.monkey.org/~provos/libevent/

libexif
Library for JPEG files with EXIF tags
https://libexif.github.io

libexpat
An XML parsing library
https://libexpat.github.io/

libgcrypt
GNU crypto library

>

http://directory.fsf.org/security/libgcrypt.html
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package:
name: libgpg-error
title: GnuPG error handling helper library
homepage: »
http://www.gnupg.org/related software/libgpg-error/

package:
name: libid3tag
title: An ID3 tag manipulation library
homepage: https://www.underbit.com/products/mad/

package:
name: libjpeg
title: The Independent JPEG Group's JPEG runtime »

library
homepage: http://www.ijg.org/
package:
name: liblzo
title: A real-time data compression library
homepage: http://www.oberhumer.com/opensource/1zo/
package:
name: libnghttp2
title: Library implementing the framing layer »
of HTTP/2

homepage: https://nghttp2.org/

package:
name: libopenssl
title: Open source SSL toolkit (libraries »
(libcrypto.so, libssl.so))
homepage: http://www.openssl.org/

package:
name: libpcap
title: Low-level packet capture library
homepage: http://www.tcpdump.org/

package:
name: libtommath
title: A free number theoretic multiple-precision »
integer library
homepage: https://www.libtom.net/

package:
name: libusb
title: A library for accessing Linux USB devices
homepage: http://libusb.info/

package:
name: mini snmpd
title: Lightweight SNMP daemon
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homepage: http://troglobit.github.io/mini-snmpd.html

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

minidlna
UPnP A/V & DLNA Media Server
http://minidlna.sourceforge.net/

miniupnpd
Lightweight UPnP daemon
http://miniupnp.tuxfamily.org/

netatalk
netatalk
http://netatalk.sourceforge.net

nginx
Nginx web server
http://nginx.org/

nginx-stream-module
Nginx stream module

openvpn

Open source VPN solution using OpenSSL

http://openvpn.net

pjproject
PJSIP
http://www.pjsip.org/

pureftpd
FTP server
http://www.pureftpd.org

radvd
Router advertisement daemon
http://www.litech.org/radvd/

sstp-client
SSTP client for Linux
http://sstp-client.sourceforge.net/

strongswan
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title: Strongswan IKEv1l/IKEv2 ISAKMP and IPSec »
suite
homepage: https://www.strongswan.org/

package:
name: transmission-daemon
title: A free, lightweight BitTorrent client
homepage: http://www.transmissionbt.com

package:
name: tspc
title: TSP client
homepage: http://www.broker.ipv6.ac.uk

package:
name: tzdata
title: Timezone data files
homepage: https://www.iana.org/time-zones

package:
name: udpxy
title: Convert UDP IPTV streams into HTTP stream
homepage: http://sourceforge.net/projects/udpxy

package:
name: zlib
title: Library implementing the deflate »
compression method
homepage: http://www.zlib.net/

(show)> credits nginx

copying: /*
* Copyright (C) 2002-2019 Igor Sysoev
* Copyright (C) 2011-2019 Nginx, Inc.
* ALl rights reserved.
*
* Redistribution and use in source and binary
forms, with or without
* modification, are permitted provided that
the following conditions
* are met:
* 1. Redistributions of source code must »
retain the above copyright
& notice, this list of conditions and the
following disclaimer.
* 2. Redistributions in binary form must »
reproduce the above copyright

v

v

v

* notice, this list of conditions and the »
following disclaimer in the
* documentation and/or other materials »

provided with the distribution.
*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND »
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WcTopusa nsmeHeHum

3.140.12 show

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn

MHorokpaTHbIVi BBOA,

CONTRIBUTORS ""AS IS'' AND

* ANY EXPRESS OR IMPLIED WARRANTIES, »
INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND »
FITNESS FOR A PARTICULAR PURPOSE

* ARE DISCLAIMED. 1IN NO EVENT SHALL THE »
AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, »
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, »
PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; »

OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF »
LIABILITY, WHETHER IN CONTRACT, STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE »
OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF »
ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*/
Bepcus OnucaHue
3.01 JobaBneHa komaHaa show credits.

crypto ike key

MokasaTb MHPOopMaLMIO 0 BbIBpaHHOM Kntoue IKE. Ecnv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO BeCb CNncok IKE Kntouein byaeT BbiBefeH Ha 3KpaH.

HeTt
Het

Het

CuHoncuc (show)> crypto ike key [name]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka HasBaHue BbI6paHHoOro IKE knroua.
NMpumep (show)> crypto ike key
IpSec:
ike key, name = test:
type: address
id: 10.10.10.10
ike key, name = test2:
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type: any
id: »
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.06 JobasneHa komaHaa show crypto ike key.

3.140.13 show crypto map

OnuncaHune

MokasaTb MHbOpPMaLMIO 0 BbiIbpaHHOW KpunTokapTe IPsec. Ecnv BbINOAHUTL

KOMaHAy 6e3 aprymeHTa, To BeCb CMUCOK KPUMTOKapPT IPsec byaeT BbiBeAeH

Ha 3KpaH.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CuHoncuc (show)> crypto map [map-name]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
map - name CTpoka HasBaHuve BbIGpaHHOM KPUMTOKAPTHI.
Mpumep (show)> crypto map test

IpSec:
crypto _map, name = test:

config:

remote peer: ipsec.example.com

crypto _ipsec profile name: profl
mode: tunnel
local network:
net: 172.16.200.0
mask: 24
protocol: IPv4
remote network:
net: 172.16.201.0
mask: 24

protocol: IPv4

status:
primary peer: true

phasel:

name: test
unique_id: 572
ike state: ESTABLISHED
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establish time: 1451301596
rekey time: 0
reauth time: 1451304277
local addr: 10.10.10.15
remote addr: 10.10.10.20
ike version: 2
local spi: 00abebfc9d90flc2
remote spi: 3cd201lef496df75c
local init: yes
ike cypher: aes-cbc-256
ike hmac: shal
ike dh group: 2

phase2 sa list:

phase2 sa, index = 0:
unique id: 304
request id: 185
sa_state: INSTALLED
mode: TUNNEL
protocol: ESP
encapsulation: yes
local spi: ca59bfcf
remote spi: cde23d83
ipsec_cypher: esp-aes-256
ipsec _hmac: esp-shal-hmac
ipsec_dh group:
in bytes: 7152
in packets: 115
in time: 1451302507
out bytes: 6008
out packets: 98
out time: 1451302507
rekey time: 1451305159
local ts: 172.16.200.0/24
remote ts: 172.16.201.0/24

state: PHASE2

~ ESTABLISHED

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue
2.06 Job6asneHa komaHaa show crypto map.
3.140.14 show defaults
OnucaHwne MNMoka3aTb 06LUMe NapaMeTpbl 6eCrpoBOAHON CETU U CUCTEMbI MO YMOIYaHUIO.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I(shom0> defaults

(show)> defaults

servicetag: *****92181
servicehost: ndss.*.*
wlanssid: Keenetic-0000
country: EA
ndmhwid: KN-1012
product: Giga
ctrlsum: a******34096b06a0f178abab3f2647d
Serial: S****WF******
signature: valid
integrity: ok
locked: yes
Bepcus OnucaHve
2.00 JobaeneHa komaHaa show defaults.

3.140.15 show dns-proxy

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKmn

Moka3saTkb cnucok cepsepos DNS nosepx TLS n DNS nosepx HTTPS.

Het

HeTt

MHorokpaTtHbiiA BBog Het

CvHoncuc

Mpumep

I(shom0> dns-proxy

(show)> dns-proxy

proxy-status:

proxy-name: System

proxy-config:

rpc_port = 54321
rpc_ttl = 10000
rpc_wait = 10000
timeout 7000
proceed = 500

stat file = /var/ndnproxymain.stat

stat time = 10000

dns _server = 127.0.0.1:40500 .
dns _server = 127.0.0.1:40501 .
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127.0.0.1:40508 .
127.0.0.1:40509 .

dns_server
dns_server
static a
static a
static a
set-profile-ip 127.0.0.1 0
set-profile-ip ::1 0
dns_tcp port 53

dns_udp port 53

ccbb5a71a7644903b51a

proxy-stat:
# ndnproxy statistics file

Total incoming requests: 809

my . keenetic.net 78.47.125.180

5454 . keenetic.io 78.47.125.180

myhome23.keenetic.pro 78.47.125.180

Proxy requests sent: 659
Cache hits ratio: 0.192 (155)
Memory usage: 44 .41K
DNS Servers
Ip Port R.Sent A.Rcvd NX.Rcvd »
Med.Resp Avg.Resp Rank
127.0.0.1 40500 2 2 0 >
40ms 40ms 10
127.0.0.1 40501 652 651 0 >
17ms 17ms 10
127.0.0.1 40508 2 0 0 >
Oms Oms 4
127.0.0.1 40509 3 1 0 >
326ms 326ms 3
proxy-safe:
proxy-tls:
server-tls:
address: 1.1.1.1
port: 853
sni: cloudflare-dns.com
Sspki:
interface:
server-tls:
address: 8.8.8.8
port: 853
sni: dns.google.com
Sspki:
interface:

proxy-tls-filters:

proxy-https:
server-https:
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uri: https://dns.adguard.com/dns-query
format: dnsm
Sspki:
interface:

server-https:
uri: »
https://cloudflare-dns.com/dns-query?ct=application/dns-json
format: json

Sspki:
interface:
proxy-https-filters:
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.01 Job6asneHa komaHaa show dns-proxy.

3.140.16 show dns-proxy filter presets

OnucaHwue MNMokasaTk cnmMcok npeceToB ¢uabTpaumm. Bcerga ectb kak MUHUMYM 1 npecerT,
HO MX MOXeT 6bITb ropaszo 6osbLue.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue (show)>  dns-proxy filter presets [<lang ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
lang Ctpoka A3bIK AN 0TO6paXkeHWsa B nonsax "onmcaHmne"
1 "KpaTkoe onvicaHune". Ecnu
3anpaluviBaeMbli A3bIK OTCYTCTBYeT, byaeT
oTObpaxaTbCs aHINNCKas Bepcns
BeiBog 3nemeHT OnucaHue
description AnvHHoe nogpobHoe onucaHue npoduns. Ectb Habop
nepeBooB
id KopoTkoe nms, kotopoe 6yaeT NCNoNb30BaTbCA B

KoMaHgax dns-proxy.

short-description|KpaTkoe onvicaHvie A MCNonb30BaHNSA B KOMH60BOKCax
1 3aronoskax. ECTb Habop nepesooB.

stale YcTraHaBnmMBaeTcsd B true, Korga npecet ycrapen u
6onbLue He paboTaerT.
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Mpumep (show)> dns-proxy filter presets en

version: 4

presets:
id: opendns-family
url: »
https://www.opendns.com/home-internet-security/
stale: no

short-description: OpenDNS - FamilyShield
description: Blocks domains that are categorized as »
Tasteless, Proxy/Anonymizer, Sexuality and Pornography.

presets:
id: quad9-security
url: https://quad9.net/home/individuals/
stale: no
short-description: Quad9 - Security Protection
description: Blocks malicious hostnames to protect »
against a wide range of threats such as malware, phishing, »
spyware, and botnets. Improves performance in addition to »
guaranteeing
privacy.

presets:
id: cleanbrowsing-security
url: https://cleanbrowsing.org/filters
stale: no
short-description: CleanBrowsing - Security Filter
description: Blocks access to phishing, spam, malware »
and malicious domains. Our database of malicious domains is »
updated hourly and considered to be one of the best in the »
industry.
Note that it does not block adult content.

presets:
id: cleanbrowsing-adult
url: https://cleanbrowsing.org/filters
stale: no
short-description: CleanBrowsing - Adult Filter
description: Blocks access to all adult, pornographic »
and explicit sites. It does not block proxy or VPNs, nor »
mixed-content sites. Sites like Reddit are allowed. Google and »
Bing are set
to the Safe Mode. Malicious and Phishing »
domains are blocked.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

3.08 Job6asneHa komaHaa show dns-proxy filter presets.
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3.140.17 show

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

UcTopuns nameHeHui

3.140.18 show

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHThl

Mpumep

dns-proxy filter profiles
MokasaTb cnucok npodwunein dunbTpaLum.
Het

Het

Het
I(shom0> dns-proxy filter profiles

(show)> dns-proxy filter profiles

profiles:
id: DnsProfile@
description: test

Bepcus OnucaHve

3.08 Jo6aBneHa komaHaa show dns-proxy filter profiles.

dpn document
[MokasaTb TeKCcT cornatueHunsa DPN.
Het

Het

Het

(show)>  dpn document [ «version ][ <language>]

AprymeHT 3HauyeHue OnucaHwue

version CTpoka Bepcus DPN. Ecnuv He yKa3aHa, oTobpaaeTcs
nocneHAsA Bepcus.

language CTpoka AA3bIk DPN. Ecnn He yKa3aH, oTobpaxaeTcs Ha
AHIINNCKOM A3blKe.

(show)> dpn document
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA

485



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

3.140.19 show

OnucaHwue
Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTtHbIiA BBOJ,

binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

u

us”, “our” or “we”) and You (as »

(show)> dpn document 20200330 en
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

“us”, “our” or “we”) and You (as »

Bepcus OnucaHve

3.05 [JobaeneHa komaHaa show dpn document.

dpn list

MokasaTb cAnCcoK cornawieHnin DPN, AOCTYNHbIX B CUCTEME.
HeTt

HeTt

HeTt
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CuvHoncuc

Mpumep

I(shom0> dpn list

(show)> dpn list
dpn:
version: 20200330

document:
lang: de

format: txt
format: md

document:
lang: en

format: txt
format: md

document:
lang: es

format: txt
format: md

document:
lang: fr

format: txt
format: md

document:
lang: it

format: txt
format: md

document:
lang: pl

format: txt
format: md

document:
lang: pt

format: txt
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format: md

document:
lang: ru

format: txt
format: md

document:
lang: sv

format: txt
format: md

document:
lang: tr

format: txt
format: md

document:
lang: uk

format: txt

format: md
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
3.05 Job6asneHa komaHaa show dpn list.
3.140.20 show dot1x
OnucaHue Moka3saTb cocTosiHMe KaneHTa 802.1x Ha nHTepdeiice. ns BO3IMOXHOCTU

ynpaBfeHusi CocTosiHMeM kneHTa 802.1x Ha nHTepdelice L0MKHA 6bITb
HacTpoeHa aBTopmM3aLMsa Npy NOMOLLM rpynnbl KOMaHg interface
authentication.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
Tun nHTepdeiica Ethernet
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (show)> dotlx [ interface]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interface UHTepgeiic HasBaHue nHTepdeiica Ethernet. Cnncok
JOCTYMHbIX 4151 BbI6Opa MHTepP$encoB MOXHO
yBuaeTb BBeasa komaHay dotix [Tab].

Mpumep (show)> dotlx [Tab]

Usage template:
dotlx [{name}]

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint

(show)> dotlx ISP

dotlx:
id: FastEthernet0/V1an2
state: CONNECTING

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.02 JobaeneHa komaHaa show dot1x.

3.140.21 show drivers

OnucaHune MNMoka3aTb CANCOK 3arpy>KeHHbIX ApaiiBepoB 34pa
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> drivers

Mpumep (show)> drivers

module:
name: rt2860v2 sta
size: 546736
used: 0
subs: -
module:
name: rt2860v2 ap
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WcTopusa nsmeHeHum

size: 554192
used: 2
subs: -

module:
name: rndis host
size: 5024
used: 0
subs: -

module:
name: dwc_otg
size: 68416
used: 0
subs: -

module:
name: 1m
size: 1344
used: 1
subs: dwc otg, [permanent]

Bepcus OnucaHue
2.00 JobaBneHa komaHAa show drivers.

3.140.22 show dyndns updaters

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

lMoka3aTb CNMCOK AOCTYMHbIX NocTaBLLkos DynDNS.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

(show)> dyndns updaters

updater:

type:
url:
api:

updater:

type:
url:
api:

updater:

I(shom0> dyndns updaters

dyndns
https://account.dyn.com/dns/dyndns
http://members.dyndns.org/nic/update

noip
https://www.noip.com/
http://dynupdate.no-ip.com/nic/update
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type: rucenter
url: https://www.nic.ru/login/
api: https://api.nic.ru/dyndns/update

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

2.12 Job6asneHa komaHaa show dyndns updaters.

3.140.23 show easyconfig status

OnucaHwne MokasaTb cocTosiHMe 1 HacTpolikn EasyConfig
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> easyconfig status
Mpumep (show)> easyconfig status
easyconfig:

checked: Tue Aug 6 11:50:21 2019
enabled: yes
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes

gateway:
interface: GigabitEthernetl
address: 193.0.175.2
failures: 0
accessible: yes
excluded: no

hosts:
host:
name: ya.ru
failures: 0
resolved: yes
accessible: yes

host:
name: nic.ru
failures: 0
resolved: no
accessible: no

host:
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name: google.com

failures: 0
resolved: no
accessible: no

WcTopusa nsmeHeHum

Bepcus

OnucaHmne

2.00

Job6asneHa komaHaa show easyconfig status.

3.140.24 show eula document

OnucaHwue lMokasaTtb TekcT cornaweHusa EULA.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CuHoncuc (show)> euladocument [<«versions ][ <language;]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
version Ctpoka Bepcus EULA. Ecnn He yka3aHa, oTobpaxkaeTcs
nocniefHAsA Bepcus.
language Ctpoka A3bIK EULA. Ecnun He yka3aH, oTobpaxaeTcs
Ha aHTINNCKOM A3bIKe.
NMpumep (show)> eula document 20181001

20181001

KEENETIC LIMITED
End User License Agreement

This End User License Agreement (this “Agreement”) constitutes
a valid and binding agreement between Keenetic Limited, including

all affiliates and subsidiaries (“Keenetic”,

and You (as

u

US", Mour." or “We")

defined below) of the Software (as defined below), including the
Software installed onto any one of our Keenetic products (the
“Product”) and/or the Software legally obtained from or provided
by an App Platform
(as defined below) authorised by Keenetic. Keenetic and You shall
be collectively referred to as the “Parties”, and individually

as a “Party”.

(show)> eula document 20181001 ru

20181001

KEENETIC LIMITED
JInueH3noHHoe cornaueHue C KOHeYHbIM Monb30BaTeneM

v

v

v

v

v

v
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HacTtoswee JIMLeH3MOHHOE COrJialleHne C KOHEYHbIM MOoJib30BaTesieM »
(HacToswee «CornaweHue») npepcraBfiseT coboW OEACTBUTENLHOE U »
oba3artenbHoe cornaweHve mexpy Keenetic Limited, Bkmwo4as Bce »
CBfi3@aHHble C HEW KOMNaHuM u BCe

eé nopgpa3penenna («Keenetic», «Ham», «Haw» WM «Mbl»), M Bamu »
(kak onpepeneHo Huxe) o lporpammHoM obecneyeHun (Kak onpepeneHo
Huxe) , Bkw4vasa lporpamMmHoe obecneyeHne, yCTaHaBIMBAeMoe Ha JiobHoM
U3 NpooyKTOB

npouseoactBa Keenetic («MpomykT») u/unu lMNporpammHoe obecnevyeHue,
nosly4YeHHOEe Ha 3aKOHHbIX OCHOBaHWUAX WNW nNpepocTaBiieHHoe Mara3vHOM »
MpunoxeHnn (Kak OMpefeneHo Hu¥e), aBTOpu3oBaHHOW Keenetic. »
Keenetic u Bbl BMecTe

yrnoMnHaeTecb Kak «CTOPOHbI», @ MO OTOENbHOCTU — «CTOPOHa».

\J

\J

\J

VICTOleﬂ Mn3MeHeHuiA Bepcmﬂ onvucaHue

2.15 JobaBneHa komaHaa show eula document.

3.140.25 show eula list

OnucaHue MokasaTb cNnCoK cornallueHnn EULA, LOCTYNHbIX B CUCTEME.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I@hom0> eula list

Mpumep (show)> eula list
eula:
version: 20181001

document:
lang: en

format: md
format: txt

document:
lang: ru

format: md
format: txt

document:
lang: tr
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WcTopusa nsmeHeHum

format: md
format: txt
document:
lang: uk

format: md

format: txt
Bepcus OnucaHue
2.15 Job6aBneHa komaHaa show eula list.

3.140.26 show interface

MNMoka3aTb AaHHble yKa3aHHOro nHTepdeiica. Ecnv BelNOAHUTL KOMaHAy 6e3
aprymMeHTa, TO Ha 3KpaH byJeT BbiBeJeH BeCb CNCOK CeTeBbIX MHTepdercoB.

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

HeTt
Het
Het

IP

(show)>

interface name>

AprymeHThl

AprymeHT

3HayeHue

OnvcaHune

name

UHTEepperic

MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHpopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.

Mpumep

Mpumep 3.1. MIPOCMOTpP COCTOSAHUS MOPTOB KOMMYTaTopa

KomaHga show interface BbiBOANT pa3nnyHyro MHPOPMALIMIO B 3aBUCMMOCTH
OT Tuna nHTepdeiica. B yactHocTn, Ana kommyTatopa FastEthernet0 oHa
MOMMMO O6LLMX CBEAeH M MoKa3biBaeT TeKyLlee COCTosAHNE GU3MYecKnX
MOPTOB, CKOPOCTb U AyraeKc.

(config)> show interface FastEthernet0

interface-name:

id: GigabitEthernet0

index: 0

type: GigabitEthernet
description:

GigabitEthernet0
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link: up
connected: yes
state: up
mtu: 1500
tx-queue: 2000
port, name = 1:
id: GigabitEthernet0/0
index: 0
interface-name: 1
type: Port
link: up
speed: 1000
duplex: full
auto-negotiation: on
flow-control: on
eee: off
last-change: 4578.185413
last-overflow: 0
public: no
port, name = 2:
id: GigabitEthernet0/1
index: 1
interface-name: 2
type: Port
link: down
last-change: 4590.205656
last-overflow: 0
public: no
port, name = 3:
id: GigabitEthernet0/2
index: 2
interface-name: 3
type: Port
link: up
role, for = GigabitEthernet0/Vlan2: inet
speed: 100
duplex: full
auto-negotiation: on
flow-control: off
eee: off
last-change: 4570.078144
last-overflow: 0
public: yes
port, name = 4:
id: GigabitEthernet0/3
index: 3
interface-name: 4
type: Port
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WcTopusa nsmeHeHum

link: down
last-change: 4590.202571
last-overflow: 0
public: no
Bepcus OnucaHue
2.00 JobaBneHa komaHaa show interface.

3.140.27 show interface antennas

OnuncaHune

Mpejukc no

MokasaTb ypOBEHb CUrHaNa aHTEHH.

HeTt

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb
Cunoncuc (show)> interface name> antennas
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTepgelic MonHoe nma nHTepderica nam NCeBAOHUM.
Cnncok AOCTYMHbIX MHTePPENncoB MOXKHO
yBUAETb C NOMOLLbIO KoMaHAbl interface
[Tab].
BuiBog, dnemeHT OnucaHne
channel Homep aHTeHHbI.
rssi NHankaTop YpOoBHS MPUHMMAEMOro CUTHana.
rsrq KayecTBO NpMHMMaEMOro NMAOTHOro curHana. Tosnbko
ans 4G,
rsrp MoLHOCTb IPUHNMaeMOro NUA0THOrO CUrHana. Tonbko
ana 4aG.
phase CmelueHne dasbl. Tonbko ansa 4G.
ecio CooTHOLUEeHVe Nosy4YeHHOro/4mncToro cCUrHana K
rnomexam. Tonbko ansa 3G.
Npumep (show)> interface UsbQmi® antennas

antenna:

channel: 0
rssi: -61
rsrp: -81
rsrq: -8
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WcTopusa nsmeHeHum

3.140.28 show interface bands

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

phase: 0
antenna:
channel: 1
rssi: -94
rsrp: -120
rsrq: -10
phase: 6
Bepcus OnucaHue
3.05 JobaBneHa komaHaa show interface antennas.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

MokasaTb gocTtynHble 3G/LTE gnana3oHsl.

Usb
(show)> interface name> bands
AprymeHT 3HauyeHue OnucaHue
name UHTeppeic MonHoe nma nHTepderica nam NCeBAOHUM.

CNMCOK JOCTYMHbIX MHTepdeicoB MOXHO
YBMAETb C MOMOLLIbIO KOMaHAp! interface
[Tabl.

(show)> interface UsbQmi® bands

umts:
band:
enabled:

umts:
band:
enabled:

lte:
band:
enabled:

lte:
band:
enabled:

1
yes

yes

yes

yes
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lte:
band: 7
enabled: yes

lte:
band: 20
enabled: yes

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.05 JobaBneHa komaHAa show interface bands.

3.140.29 show interface bridge

OnucaHwne MNMokasaTb cocTofAHMEe nHTepdelica MocTa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Bridge
Cunoncuc (show)>  interface names> bridge
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgeiic MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.
BoiBog dnemeHT 3HaueHue
members KopHeBoii y3en.
interface Nmsa nHtepdeiica.
link CocTosiHME coeanHeHUs nHTepdelica.
inherited Mpuv3Hak HacneaoBaHWA
Mpumep (show)> interface Bridgel bridge
members:

interface, link = no, inherited = yes:
WifiMaster0/AccessPoint2
interface, link = yes: UsbLte0
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jo6aeneHa komaHaa show interface bridge.

3.140.30 show interface cells

OnucaHue MNMoka3aTb 6a30Bble CTaHLUMN MOBUBHBIX CETE.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Usb

CuHoncuc (show)> interface names> cells

AprymeHTbl AprymMeHT  |3HaueHme |OnucaHue

name UHTepgeiic MonHoe nms nHTepdenca N NCeBLOHVM.
CrncoK AOCTYMHbIX UHTEPdEiCOB MOXHO
yBUAETb C MOMOLLIbIO KOMaHAb! interface

[Tab].
BbiBOA dnemeHT OnucaHue
phy-id NaeHTudunkaTop cotbl (Cell ID).
rssi VHAvKaTop ypoBHSA MprHMaeMoro curHana.
Mpumep (show)> interface UsbQmi® cells
cells:
phy-id: fc
rssi: -71
cells:
phy-id: 15b
rssi: -71
cells:
phy-id: 187
rssi: -72
VlCTOleﬂ N3MeHeHU Bepcmﬂ onvcaHue
3.05 JlobaBneHa komaHaa show interface cells.
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3.140.31 show interface channel-utilization rrd

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

lMokazaTb onpejesieHHble JaHHbIE MOHUTOPAa NCMNOoJ1b30BaHNA KaHana.

(show)> interface <name>channel-utilization rrdattributes [
«details]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name UHTepeinc MonHoe nmMsa nnn nceBgoHNM UHTepdelica
Wi-Fi.
attribute load 3arpy>KeHHoCTb KaHasa B NpoLieHTax.
valid JlocToOBEepHbI MV JaHHbIe.
detail 0 YpoBeHb geTanusaumuv RRD 64 x 3 cekyHAbI.
DTO 3HaYeHVe NCNOo/b3yeTCs MO YMOAYAHNIO,
ec/In AaHHbI NapamMeTp ABHO He yKa3aH.
1 YpoBeHb getanusauum RRD 64 x 1T MUHYTY.
2 YpoBeHb geTanusauymy RRD 64 X 3 MUHYTHI.
3 YpoBeHb getanmsaumn RRD 64 x 30 MUHYT.
Npumep (show)> interface WifiMasterl channel-utilization rrd load 1

data:

t

v
data:

t

V:
data:

t

Vi
data:

t

Vi
data:

t

Vi
data:

t

1

1

1

: 578928.500000
: 0

: 578868.500000

: 578808.500000

: 578748.500000

12

: 578688.500000

: 578628.500000
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v: 0

data:
t: 578568.500000
v: 1

data:
t: 578508.500000
v: 1

data:
t: 578448.500000
v: 1

data:
t: 578388.500000
v: 0

data:
t: 578328.500000
v: 1

data:
t: 578268.500000
v: 1

data:
t: 578208.500000
v: 1

data:
t: 578148.500000
vV: 6

data:
t: 578088.500000
v: 1

data:
t: 578028.500000
v: 11

VICTOleﬂ N3MeHeHUn Bepcmﬂ onvucaHue
3.09 JobaeneHa komaHaa show interface channel-utilization
rrd.

3.140.32 show interface channels

OnucaHwne MNMoka3aTk AaHHble O KaHanax yKa3aHHOro 6ecrnpoBoAHOro nHTepdeiica.

Mpejukc no Het
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MeHsieT HacTpoAKM

Het

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

BbiBOg,

Mpumep

Radio

(show)> interface name> channels

AprymeHT 3HauyeHue OnucaHwue

name NHTepgenic MonHoe nMsa nnn NCeBAOHUM MHTepdeiica,
nHPopMaLmMio 0 KOTOPOM TpebyeTcs
0TO6pPasnTb.

dnemMeHT 3Ha4yeHue

channels KopHeBoii y3en.

channel, index

Homep 3anuvcu B cnncke.

number

Homep kaHana.

ext-40-above

BO3MOXHOCTb pacwnpeHna KaHaia BBepX.

ext-40-below

BO3MOXHOCTb pacwmpeHna KaHaslia BHU3.

vhc-80

Bo3MOXHOCTb pacwmpeHrsa kaHana go 80 Mru.

(show)> interface WifiMaster® channels

channels:

channel, index =
number: 1
ext-40-above: yes
ext-40-below: no
vht-80: yes

channel, index =
number: 2
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 3

ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

0:

502

CnpaBoyHUK koMaHa — Runner 4G (KN-2212)




naBa 3 OnncaHme KOMaHA,

channel, index = 4:
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 5:
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 6:
number: 7
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index = 7:
number: 8
ext-40-above: yes
ext-40-below: yes

vht-80: yes
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.03 JobaBneHa komaHaa show interface channels.

3.140.33 show interface chilli

OnucaHue MokazaTb MHPOPMALMIO O CTAaTUCTUKE KNNEHTOB, MOAKIOYEHHbIX K XOT-CNOTY
RADIUS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> interface name> chilli
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name UHTepgeiic MonHoe nma nHTepderica nam NCeBAOHMM.
NMpumep (show)> interface Chilli@ chilli
host:
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session-id: 4bf7c55f00000006
user: 44w3cl
ip: 10.1.30.3
mac: 55:a3:19:51:b4:11
start-time: 3884
end-time: 0
idle-time: 9
idle-time-limit: O
tx-bytes: 695682
tx-bytes-limit: 0
rx-bytes: 1627453
rx-bytes-limit: 0

tx-speed: 0
tx-speed-limit: O
rx-speed: 0
rx-speed-limit: 0
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.10 JobasneHa komaHaa show interface chilli.

3.140.34 show interface country-codes

OnucaHune Moka3aTb CANCOK AOCTYMHbIX KAHANOB Ha paano-uHTepderice.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Radio

CuHoncuc (show)> interface name> country-codes

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgeiic MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
oTO6pasnTb.
BoiBog dnemeHT 3HaueHue

country-codes |KopHeBOI y3en.

code Koa cTpaHbl.
country Ha3BaHWe cTpaHbl.
Npumep (show)> interface WifiMaster0® country-codes

country-codes:
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country-code:
code: AL
country: Albania

country-code:
code: DZ
country: Algeria

country-code:
code: AR
country: Argentina

country-code:
code: AM
country: Armenia

country-code:
code: AU
country: Australia

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.03 Job6asneHa komaHaa show interface country-codes.

3.140.35 show interface mac

OnucaHue Moka3aTte Tabnnuy MAC-agpecoB KOMMYyTaTopa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Switch
Cunoncuc (show)> interface names> mac
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgeiic MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
0oTO6pasnTb.
Mpumep (show)> interface FastEthernet® mac
Port MAC Aging
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1 20:6a:8a:1a:58:€9 1
3 cc:5d:4e:4f:aa:b2 1
3 cc:5d:4e:4f:aa:b2 3
1 01:00:5e:00:00: fc 7
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.00 JobaBneHa komaHaa show interface mac.

3.140.36 show interface name-server

OnucaHue MNMokasaTk cMcok akTyanbHbIX cepepos DNS, ncnonbsyembix Ha nHTepdelice.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

(show)> interface name> name-server
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name NHTepgeiic MonHoe nMsA Nan NCeBAOHVM MHTepdeiica.
Mpumep (show)> interface WifiMasterl/WifiStation® name-server
server:
address: 1.1.1.1
port: 0O
domain:
global: 0
service: Dns::Manager
interface:
server:
address: 9.9.9.9
port: 0O
domain:
global: 0
service: Dns::Manager
interface:
server:
address: 8.8.8.8
port: 0O
domain:
global: 0
service: Dns::Manager
interface:
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WcTopusa nsmeHeHum

server:
address: 192.168.133.1
port: O
domain:
global: 65318
service: WifiMasterl/WifiStation® DHCP client
interface: WifiMasterl/WifiStationO
server-tls:
address: 8.8.8.8
port: O
sni: dns.google
Spki:
interface:
domain:
Bepcus OnucaHue
3.09 JobaBneHa komaHaa show interface name-server.

3.140.37 show interface operators

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

Moka3aTk CANCOK AOCTYMHbIX MOGUALHbLIX OrepaTopos. MNepes 3anyckom
3TOW KOMaHAbl HEO6XOAMMO CHaYana BbIMOAHUTL KOMaHAY CKaHMPOBaHMSA
cetu interface mobile scan. MNocne 3aBepLUeHNA CKAHMPOBAHNSA CNNCOK
6yAeT fOCTYNeH A0 Tex Nop, Noka MojemM He byzeT nepesanyLLeH.

HeTt
Het
Het

Usb

(show)>

interface name> operators

AprymeHT

3HayeHue

OnvicaHune

name

UHTEepperic

MonHoe nMs MHTepdeica v NCeBAOHMM.
CrnMCOK JOCTYMHbIX MHTepdeicoB MOXHO
YBMAETb C NOMOLLIbIO KOMaHAp! interface
[Tabl.

(show)> interface UsbQmi® operators

scanning: complete

age: 80

operator:

plmn:

25011
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name:
mobile:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

operator:

plmn:
name:

YOTA
4G

used
preferred
25099
Beeline
4G
available
roaming
forbidden
25020
Tele2

3G
available
roaming
forbidden
25001

MTS

3G
available
roaming
forbidden
25099
Beeline
3G
available
roaming
forbidden

25020
Tele2
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WcTopusa nsmeHeHum

mobile:

status:

status:

status:

operator:

plmn:
name:
mobile:
status:

status:

status:

4G

available

roaming

forbidden

25001
MTS
4G

available

roaming

forbidden

Bepcus

OnucaHmne

2.12

Job6asneHa komaHaa show interface operators.

3.140.38 show interface rf e2p

OnucaHue
Mpe¢ukc no

MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

MokasaTb TekyLlLiee COAEPXMMOe BCeX ayeeK KanMbpoBOUHbIX AaHHbIX

HeTt
Het
Het

Radio

(show)>

interface name> rf e2p

AprymeHT

3HayeHue

OnvicaHune

name

UHTEepperic

MonHoe nMA AN NCeBAOHUM NHTepdelica,
nHPopmMaLmMio 0 KOTOPOM TpebyeTcs
oTO6pasnTb.

(show)> interface WifiMaster0® rf e2p

[0x0000]
[0x0008]
[0x0010]
[0x0018]
[0x0020]
[0x0028]

15392
:042B
:0000
10001
:FFFF
:43EC

[0x0002]
[Ox000A]
[0x0012]
[0x001A]
[0x0022]
[0x002A]

:0103
:5392
:5392
: FF6A
:FFC1
:04F6

[0x0004]
[0x000C]
[0x0014]
[0x001C]
[0x0024]
[0x002C]

:43EC
:1814
:1814
10213
19201
:052B

[0x0006]
[0xO00E]
[0x0016]
[0x001E]

[0x002E]

:04F6
18001
10000
: FFFF
[0x0026] :
: FFFF

FFFF
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[0x0030]:758E [0x0032]:4301 [0x0034]:FF22 [0x0036]:0025
[0x0038]:FFFF [0x003A]:012D [0x003C]:FFFF [0x003E]:FAD9
[0x0040]:88CC [0x0042]:FFFF [0x0044]:FFOA [0x0046]:0000
[0x0048]:0000 [0x004A]:0000 [0x004C]:0000 [OXxO04E]:FFFF
[0x0050] : FFFF [0x0052]:1111 [0x0054]:1111 [0x0056]:1111
[0x0058]:1011 [0x005A]:1010 [0x005C]:1010 [OxO05E]:1010
[0x0060]:1111 [0x0062]:1211 [0x0064]:1212 [0x0066]:1312
[0x0068]:1313 [0x006A]:1413 [0x006C]:1414 [OxO06E]:2264
[0x0070]:00F1 [0x0072]:1133 [0x0074]:0000 [0x0076]:FC62
[0x0078]:0000 [0x007A]:0000 [0x007C]:0000 [O0xO07E]:0000
[0x0080]:FFFF [0x0082]:FFFF [0x0084]:FFFF [0x0086]:FFFF
[0x0088]:FFFF [0x008A]:FFFF [0x008C]:FFFF [OxO08E]:FFFF
[0x0090] : FFFF [0x0092]:FFFF [0x0094]:FFFF [0x0096] :FFFF
[0x0098]:FFFF [0x009A]:FFFF [0x009C]:FFFF [OxO09E]:FFFF
[0X00A0]:FFFF [0x00A2]:FFFF [0x00A4]:FFFF [0Ox00A6]:FFFF
[0XO00A8]:FFFF [0x00AA]:FFFF [OXxO00AC]:FFFF [OxO0AE]:FFFF
[0x00BO]:FFFF [0x00B2]:FFFF [0x00B4]:FFFF [0x00B6]:FFFF
[0x00B8]:FFFF [0x00BA]:FFFF [0x00BC]:FFFF [Ox00BE]:FFFF
[0x00CO]:FFFF [0x00C2]:FFFF [0x00C4]:FFFF [0x00C6]:FFFF
[0x00C8]:FFFF [0x00CA]:FFFF [0x00CC]:FFFF [OxOO0CE]:FFFF
[0x00DO]:FFFF [0x00D2]:FFFF [0x00D4]:FFFF [0x00D6]:FFFF
[0x00D8]:FFFF [0x0OGDA]:FFFF [0x00DC]:FFFF [OxOO0DE]:6666
[OXOOEQ] : AAAA [0OxOOE2]:6688 [OxO00E4]:AAAA [OxO0E6]:6688
[OXOOE8]:AAAA [OxOOEA]:6688 [OxO0EC]:AAAA [OxOOEE]:6688
[0XO00FO]:FFFF [0x00F2]:FFFF [Ox00F4]:FFFF [Ox00F6]:FFFF
[0XO00F8]:FFFF [0xO0FA]:FFFF [0xO0OFC]:FFFF [OxOOFE]:FFFF
[0x0100]:FFFF [0x0102]:FFFF [0x0104]:FFFF [0x0106]:FFFF
[0x0108]:FFFF [0x010A]:FFFF [0x010C]:FFFF [Ox010E]:FFFF
[0x0110]:FFFF [0x0112]:FFFF [0x0114]:FFFF [0x0116]:FFFF
[0x0118]:FFFF [0x011A]:FFFF [0x011C]:FFFF [Ox011E]:FFFF
[0x0120]:FFFF [0x0122]:FFFF [0x0124]:FFFF [0x0126]:FFFF
[0x0128]:FFFF [0x012A]:FFFF [0x012C]:FFFF [Ox012E]:FFFF
[0x0130]:FFFF [0x0132]:FFFF [0x0134]:FFFF [0x0136]:FFFF
[0x0138]:FFFF [0x013A]:FFFF [0x013C]:0000 [0x013E]:FFFF
[0x0140]:FFFF [0x0142]:FFFF [0x0144]:FFFF [0x0146]:FFFF
[0x0148]:FFFF [0x014A]:FFFF [0x014C]:FFFF [Ox014E]:FFFF
[0x0150]:FFFF [0x0152]:FFFF [0x0154]:FFFF [0x0156]:FFFF
[0x0158]:FFFF [0x015A]:FFFF [0x015C]:FFFF [Ox015E]:FFFF
[0x0160]:FFFF [0x0162]:FFFF [0x0164]:FFFF [0x0166]:FFFF
[0x0168]:FFFF [0x016A]:FFFF [0x016C]:FFFF [Ox016E]:FFFF
[0x0170]:FFFF [0x0172]:FFFF [0x0174]:FFFF [0x0176]:FFFF
[0x0178]:FFFF [0x017A]:FFFF [0x017C]:FFFF [Ox017E]:FFFF
[0x0180]:FFFF [0x0182]:FFFF [0x0184]:FFFF [0x0186]:FFFF
[0x0188]:FFFF [0x018A]:FFFF [0x018C]:FFFF [Ox018E]:FFFF
[0x0190]:FFFF [0x0192]:FFFF [0x0194]:FFFF [0x0196]:FFFF
[0x0198]:FFFF [0x019A]:FFFF [0x019C]:FFFF [Ox019E]:FFFF
[0x01A0]:FFFF [0x01A2]:FFFF [0x01A4]:FFFF [0x01A6]:FFFF
[0x01A8]:FFFF [0x01AA]:FFFF [0x01AC]:FFFF [OxO1AE]:FFFF
[0x01BO]:FFFF [0x01B2]:FFFF [0x01B4]:FFFF [0x01B6]:FFFF
[0x01B8]:FFFF [0x01BA]:FFFF [0x01BC]:FFFF [Ox01BE]:FFFF
[0x01CO]:FFFF [0x01C2]:FFFF [0x01C4]:FFFF [0x01C6]:FFFF
[0x01C8]:FFFF [0x01CA]:FFFF [0x01CC]:FFFF [Ox01CE]:FFFF
[0x01DO]:FFFF [0x01D2]:FFFF [0x01D4]:FFFF [0x01D6]:FFFF
[0x01D8]:FFFF [0x01DA]:FFFF [0x01DC]:FFFF [OxO1DE]:FFFF
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[0XO1EQ]:FFFF [0x01E2]:FFFF [Ox01E4]:FFFF [Ox01E6]:FFFF

[0xO01E8]:FFFF [OxO1EA]:FFFF [OxO@1EC]:FFFF [OxO1EE]:FFFF

[0x01FO]:FFFF [0x01F2]:FFFF [Ox01F4]:FFFF [Ox01F6]:FFFF

[0xO01F8]:FFFF [0x01FA]:FFFF [0x01FC]:FFFF [OxO1FE]:FFFF
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.04 Job6asneHa komaHaa show interface rf e2p.

3.140.39 show interface rrd

OnucaHue

Database.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

MNMokasaTb 3arpysky ceteBoro nHTepderica no npmnHumny Round Robin

(show)>  interface name>rrdattribute [ «detail>]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name UHTepgeiic MonHoe nma nHTepderica nam NCeBAOHUM.
attribute rxspeed 3HayeHMe T1Mna CKOPOCTY Nepeaaydn JaHHbIX.
txspeed
detail 0 YpoBeHb geTann3saumm 1 cekyHaa.
1 YpoBeHb geTanusaymm 2 cekyHAbl.
2 YpoBeHb geTannsaymm 3 cekyHAbl.
3 YpoBeHb feTanusaumun 5 cekyHAa.
4 YpoBeHb feTanusaumu 15 cekyHA.
5 YpoBeHb geTanusaumum 30 cekyHA.
6 YpoBeHb getanmsauyun 1 MyuHyTa.
7 YpoBeHb geTannsaymv 2 MUHYTHI.
8 YpoBeHb feTannsaumm 3 MUHYTbI.
9 YpoBeHb getannsaumm 5 MUHYT.
10 YpoBeHb geTanusaumu 15 MUHYT.
11 YpoBeHb getanmsayun 30 MUHYT.
Mpumep (show)> interface GigabitEthernetl rrd rxspeed

data:

t: 90083.990183
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data:

data:

data:

data:

: 200880

: 90082.990128

152392

: 90081.990193

110976

: 90080.990142
: 48000

: 90079.990178
: 38366

(show)> interface GigabitEthernetl rrd txspeed

data:

data:

data:

data:

data:

: 87771.249486

148202

: 87768.248974

10694

: 87765.248977

19070

: 87762.249105
: 48909

: 87759.249105

149277

(show)> interface GigabitEthernetl rrd rxspeed 1

data:

data:

data:

: 90176.990054

164766

: 90174.990061

121828

1 90172.990052
: 95430
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WcTopusa nsmeHeHum

data:
t: 90170.990085
v: 57559
data:
t: 90168.990119
v: 97759
Bepcus OnucaHue
2.10 Job6aeneHa komaHaa show interface rrd.

3.140.40 show interface spectrum rrd

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

Moka3aTb onpejenieHHble JaHHble OT aHaNM3aTopa CnekTpa.

(show)> interface name>spectrumrrd «channels«attribute:[«details
]
AprymeHT 3HauyeHue OnuncaHwue
name UHTepgeiic MonHoe nmMsa nnn nceBgoHNM UHTepdelica
Wi-Fi.
channel Uenoe 4ucno |Homep kaHana Wi-Fi.
attribute load 3arpy>KeHHOCTb KaHana B rnpoLeHTax.
dfs BrksitoueH nu DFS.
radar O6Hapy>xeH nv pagap.
valid JlocToBepHbLI NV JaHHbIe.
active Mcnonb3yeTca nu aHHbIA KaHan YKasaHHbIM
nHtepdericom Wi-Fi.
detail 0 YpoBeHb getanmsaumm RRD 64 x 1 MuHyTa.
TO 3HaYeHVe NCNOb3YeTCs MO YMOYaHWUIO,
ecnv napamMeTp SIBHO He yKa3aH.
1 YpoBeHb geTanusaymv RRD 64 X 3 MUHYTLI.
2 YpoBeHb geTanusaumu RRD 64 x 30 MUHYT.

(show)> interface WifiMasterl spectrum rrd 36 active
data:

t: 976.500000

v: 1
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data:

data:

data:

data:

data:

data:

data:

data:

data:

data:

data:

data:

data:

data:

: 916.

: 856.

: 796.

: 736.

: 676.

: 616.

: 556.

: 496.

: 436.

: 376.

: 316.

: 256.

: 196.

: 136.

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000

500000
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WcTopusa nsmeHeHum

v: 0
data:
t: 76.500000
v: 0
Bepcus OnucaHue
3.08 Job6asneHa komaHaa show interface spectrum rrd.

3.140.41 show interface stat

OnuncaHune
Mpejukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MokasaTb cTaTUCTUKY Mo uHTepdeicy

(show)> interface name> stat
AprymeHT 3HauyeHue OnuncaHwue
name UHTepgeiic MonHoe nma nHTepderica nam NCeBAOHUM.
(show)> interface Home stat
rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0
txdropped: 0
Bepcus OnucaHve
2.00 JobaeneHa komaHaa show interface stat.
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3.140.42 show interface traffic-counter

OnucaHune Moka3aTb NOAPO6HYI MHPOPMALNIO O COCTOAHUM CHeTYMKa TpaduKa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

Cunoncnc (show)> interface name>traffic-counter

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name UHTepgeiic MonHoe nmsa NHTepdeica nin NCeBLoOHNM.
CnncoK AOCTYMNHbIX NHTepdEicoB MOXHO
yBUAeTb C NOMOLLbIO KoMaHAbI interface
[Tabl.

NMpumep (show)> interface UsbQmi® traffic-counter

enabled: true

value: 1.47
threshold: 3.96
limit: 4
remaining: 2.46

unit: GiB
trigger:

limit: false
threshold: false

saved: Fri Feb 19 18:56:29 2021

VICTOleﬂ M3MeHeHWnA Bepcmﬂ onucaHvie

3.06 Job6aBneHa komaHaa show interface traffic-counter.

3.140.43 show interface wps pin

OnucaHue MokasaTtb WPS PIN Touku goctyna.
MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica WiFi
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CuHoncuc (show)>  interface name> wps pin
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name UHTeppeic MonHoe nms nHTepdeinca Nm NCeBLOHUM.
BeiBOA, dnemMeHT 3HaueHue

pin Homep PIN.
NMpumep (show)> interface WifiMaster0/AccessPoint0@ wps pin

pin: 60180360

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa show interface wps pin.

3.140.44 show interface wps status

OnucaHue MNokasaTb ctatyc WPS Toukmn goctyna.
MNpejukc no Het
MeHsieT HacTpovikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc (show)> interface name> wps status

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

name UHTeppeiic MonHoe nmsa nHTepdeica nim NCeBLoHNM.
BeiBopA, dnemMeHT 3HaueHue

wps KopHeBoii y3en.

configured HactpoeH nn WPS gns AaHHOI TouKkM JoCTyna.

auto-self-pin |CocTtosHume pexunma auto-self-pin.

status disabled
enabled
active

direction send
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Mpumep

UcTopuns nsmeHeHnii

onemeHT 3HauyeHue
receive
mode pbc
self-pin
peer
left Bpems 0 3aKpbITUS ceccnm B CeKyHAaX.

(show)> interface WifiMaster0/AccessPoint0 wps status

wps:
configured: yes
auto-self-pin: yes
status: active
direction: send
mode: self-pin
left: infinite
Bepcus OnucaHve
2.00 Job6asneHa komaHaa show interface wps status.

3.140.45 show interface zerotier peers

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoAKM

Moka3aTb CNUCOK Y3108
Het

HeTt

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

(show)> interface <names> zerotier peers

AprymeHT 3HauyeHue

OonucaHune

name UHTEepperc

MonHoe nMsa Nan NCeBAOHUM MHTepdeiica.

(show)> interface ZeroTier0@ zerotier peers

peer:
address:
latency:
role:
version:

path:

63f865ae71
328

PLANET
-1.-1.-1

50.7.252.138/9993
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path: 50.7.252.138/9993

peer:
address: 458cde7190
latency: 201

role: PLANET
version: -1.-1.-1

path: 103.195.103.66/9993

peer:
address: 126127940c
latency: 153

role: LEAF
version: 1.12.2

path: 35.209.81.208/53871
path: 35.209.81.208/53871
path: 35.209.81.208/53871

peer:
address: fdfe@4eba9
latency: 129

role: PLANET
version: -1.-1.-1

path: 84.17.53.155/9993

peer:
address: dfde9efeb9
latency: 246

role: PLANET
version: -1.-1.-1

path: 104.194.8.134/9993

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

4.01 Job6asneHa komaHaa show interface zerotier peers.

3.140.46 show internet status

OnucaHue MNpoBepuTb HaNMuUKe NOAKNKYEHVS K IHTepHeTy Ha ycTponcTee. MIHAnKaTop
"MIHTepHeT" (rnobyc) Ha Kopnyce yCTPOWCTBa ropuT, ecauv nposepka
NOAK/IIOYEHMA K MOMYASPHbBIM CaiTamM NPOoLL/Ia YCneLHo.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc I(shom0> internet status
Mpumep (show)> internet status
checked: Tue Apr 24 17:14:37 2018
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes
gateway:
interface: GigabitEthernetl
address: 192.168.1.1
failures: 0
accessible: yes
excluded: no
hosts:
host:
name: example.net
failures: 0
resolved: yes
accessible: yes
host:
name: google.com
failures: 0
resolved: no
accessible: no
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.11 JobaBneHa komaHaa show internet status.

3.140.47 show ip arp

OnwucaHue OTobpaxaeT cogepxunmoe Ketua ARP.
MNpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(ShOMO> ip arp

Mpumep (show)> ip arp
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WcTopusa nsmeHeHum

IP MAC Interface
192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e€:07:1d  Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc  Home
10.10.30.34 a0:88:b4:40:9¢:98 GuestWiFi
192.168.75.203 7c:61:93:€€:88:67 Home
192.168.75.211 00:26:c7:4a:e0:16 Home
82.138.72.163 34:51:¢9:¢c6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36 Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home
82.138.72.129 00:30:48:89:b5:9f ISP
Bepcus OnucaHue

2.00 Job6asneHa komaHaa show ip arp.

3.140.48 show ip dhcp bindings

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

Moka3aTtk cTtatyc DHCP server. ECn BbINOAHUTL KOMaHAy 6€3 apryMmeHTa, To

Ha 3KpaH byaeT BbiBeJeH BeCb CMMCOK BblAeneHHbIX IP ana Bcex nynos.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

(show)>  ip dhcp bindings [ <pool>]
AprymeHT 3HauyeHue OnuncaHwue
pool CTtpoka VMg nyna.

(show)> ip dhcp bindings _WEBADMIN

le

h
le

h

ase:

ip:

mac:
expires:
ostname:

ase:

ip:

mac:
expires:
ostname:

192.168.15.211

00:26:c7:4a:€0:

289
lenovo

192.168.15.208

00:19:d2:48:d6:

258
evo

16

dc
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobasneHa komaHza show ip dhcp bindings.

3.140.49 show ip dhcp pool

OnucaHune MNMokasaTb MHPOPMaLMIo 06 onpegeneHHOM nyne. ECnv BbINOAHUTE KOMaHAY
6e3 aprymeHTa, TO Ha 3KpaH byaeT BbiBefeHa MHbopmMauma 060 Bcex nynax
cuUCTeMbI.

MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ip dhcp pool [ «pool>]
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
pool CTpoka VMg nyna.
Mpumep (show)> ip dhcp pool 123
pool, name = 123:
interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0
router, default = yes: 0.0.0.0
lease, default = yes: 25200
state: down
debug: no
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.03 JobasneHa komaHaa show ip dhcp pool.
3.140.50 show ip hotspot
OonucaHue Moka3aTb CNUCOK XOCTOB, MOAKNOUEHHbIX K XOT-CMOTY.

Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBog, Het

CuHoncnc I (show)>  ip hotspot
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Mpumep (show)> ip hotspot

host:

mac:
via:

ip:
hostname:
name:

interface:

24:92:0e:92:e5:44
24:92:0e:92:e5:44
192.168.1.41
android-41d997d510af8ff9

id: Bridge0

name: Home

description: Home network (Wired and wireless hosts)

expires:
registered:
access:
schedule:
active:
rxbytes:
txbytes:
uptime:
link:

ssid:

ap:
authenticated:
txrate:

ht:

mode:

gi:

rssi:

mcs:

host:

mac:
via:

ip:
hostname:
name:

interface:

207328
no
permit

yes
0

0

4911

up

Bewilderbeast
WifiMaster@/AccessPoint0
yes

65

20

11ln

800

-24

7

20:aa:4b:5c:09:0e
20:aa:4b:5c:09:0e
192.168.1.51
Julia-PC

id: Bridge0

name: Home

description: Home network (Wired and wireless hosts)

expires:
registered:
access:
schedule:
active:
rxbytes:
txbytes:
uptime:
link:

212967
no
permit

yes
0
0
884

up
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ssid: Bewilderbeast
ap: WifiMaster@/AccessPoint0
authenticated: yes

txrate: 130
ht: 20
mode: 1ln
gi: 800
rssi: -37
mcs: 15
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.09 Job6asneHa komaHaa show ip hotspot.

3.140.51 show ip hotspot rrd

OonuncaHmne MokasaTb NHPopMaLMo 0 TpadurKe 3aperMcTpMpPOBaHHOrO XoCTa Nno
npuHumny Round Robin Database.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)>  ip hotspot mac> rrd «attributes [ «details]
AprymeHTbI AprymeHTt 3HaueHue OnucaHue
mac MAC-agpec MAC-agpec
3aperncTpMpoBaHHOro
X0CTa.
attribute rxspeed Twnn ckopocTu Nepegaumn
txspeed JaHHbIX.
rxbytes
txbytes
detail 0 YpoBeHb geTanumsauun 1
cekyHza.
1 YpoBeHb geTtanmsaumm 2
CeKkyHAbl.
2 YpoBeHb feTanusaunn 3
CeKyHAbl.
3 YpoBeHb feTanusaunm 5
CeKkyHJ,
4 YpoBeHb geTtanmsaymm
15 cekyH4a.
5 YpoBeHb geTannsaymm
30 cekyHA.
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AprymeHT 3HaueHue OnucaHwue

6 YpoBeHb geTanu3sauun 1
MWHYTa.

7 YpoBeHb geTannsaunm 2
MUHYTBI.

8 YpoBeHb geTtanmsaunm 3
MUHYTbI.

9 YpoBeHb geTanmsaunm 5
MWUHYT.

10 YpoBeHb geTanusaymn
15 MUHYT.

11 YpoBeHb geTanusaymn
30 MUHYT.

Mpumep (show)> ip hotspot a8

data:
t

data:
t
Y

data:
t

data:
t
Y
(show)> ip hotspot a8

data:
t
v

data:
t
v

data:
t
v

data:
t
v

11

e:84:85:f2:11 rrd rxspeed

: 2180.491855

16298

1 2177.492050
: 9026

1 2174.491916

11450

: 2171.491843
: 626

11

e:84:85:f2:11 rrd txspeed

1 2228.491841
: 952

1 2225.491920
: 8813

1 2222.492053
: 28746

1 2219.491845
1 22474
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UcTopuns nameHeHuii

(show)> ip hotspot a8:1e:84:85:f2:11 rrd rxbytes

data:
t: 2279.491860
v: 4197

data:
t: 2276.492050
v: 362

data:
t: 2273.492040
v: 14337

data:

t: 2270.491862
v: 3281

(show)> ip hotspot a8:1e:84:85:f2:11 rrd txbytes

data:
t: 2360.491865
v: 3342
data:
t: 2357.491853
v: 142
data:
t: 2354.491949
v: 3333
data:
t: 2351.491847
v: 3390
Bepcus OnucaHve
2.14 [JobaeneHa komaHaa show ip hotspot rrd.

3.140.52 show ip hotspot summary

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MokasaTb MHPOopMaLMIO 0 TpadurKe HECKONBKMX 3aperncTpMpPOBaHHBIX XOCTOB
no npuHumny Round Robin Database.

Het

Het

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

AprymeHTsl

Mpumep

(show)>  ip hotspot summary attribute> [ detail «detail>][ count
<counts ]
AprymeHT 3HauveHue OonucaHue
attribute rxspeed 3HayeHne T1na CKOpoCTV Nepeaaydn JaHHbIX.
txspeed
rxbytes
txbytes
detail 0 YpoBeHb geTannsaumm 3 cekyHabl.
1 YpoBeHb getanmsaunm 60 cekyHA.
2 YpoBeHb geTanusaumu 180 cekyHA,.
3 YpoBeHb geTanusaumu 1440 cekyHA,.
count UYesnoe uucro |Konnyecrso xocToB. Ecin He ykasaHo,
oTobpakaeTcs BeCb CANCOK XOCTOB.

(show)> ip hotspot summary rxspeed

t: 255

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

yes
toshiba
143964

yes
lnx
24749

yes
oneplus6
2558

(show)> ip hotspot summary rxspeed detail 0

t: 0

host:

active:
name:
rxspeed:

host:

active:
name:
rxspeed:

yes
toshiba
186519

yes
oneplus6
94298
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host:
active: yes
name: 1nx
rxspeed: 8237

(show)> ip hotspot summary rxspeed count 3
t: 255

host:
active: yes
name: toshiba
rxspeed: 390322

host:
active: yes
name: 1lnx
rxspeed: 53518

host:
active: yes
name: oneplus6
rxspeed: 5284

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.14 [JobaeneHa komaHaa show ip hotspot summary.

3.140.53 show ip http proxy

OnucaHwue MokasaTb ctatyc HTTP-npokcu.
Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncunc I(shom0> ip http proxy

Mpumep (show)> ip http proxy

proxy:
name: modem
domain: myhomemodem.keenetic.link
upstream: http://192.168.8.1:80
allow: public
ndns: yes

528 CnpaBoyHUK koMaHa — Runner 4G (KN-2212)



naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.09

[JobaeneHa komaHaa show ip http proxy.

3.140.54 show ip name-server

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

Moka3aTb cnucok Tekywmx IPv4 v IPv6 agpecos DNS-cepBepoB B nopsjke
ybblBaHWs npuopuTeTa.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

I(shom0> ip name-server

(show)> ip name-server

se

rver:

address:
port:
domain:
global:
service:
interface:

server:

address:
port:
domain:
global:
service:
interface:

server:

address:
port:
domain:
global:
service:
interface:

server:

address:
port:
domain:
global:
service:
interface:

server:

1.1.1.1
0

0
Dns: :Manager

9.9.9.9
0

0
Dns: :Manager

2001:4860:4860: :8888

0

ISP

0

Dns: :Manager

193.0.174.21
0

64520

Dhcp::Client-GigabitEthernetl

GigabitEthernetl
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address: 2a02:290:0:1::4
port: O
domain:
global: 64520
service: Ip6::Dhcp::Client-GigabitEthernetl
interface: GigabitEthernetl

server:
address: 10.2.0.1
port: O
domain:
global: 43
service: Dns::InterfaceSpecific-Wireguard5
interface: Wireguard5

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa show ip name-server.

3.140.55 show ip nat

OnucaHue Moka3zaTe Tabanuy TpaHCAALNM CeTeBbIX aApecoB.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)>  ip nat [tcp]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
tcp Knwuyesoe Tonbko 3anucy c Tnom TCP 6yayT BbiBeAeHbI
CJ/10BO Ha 3KpaH.
Mpumep (show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |
udp 10.1.30.34 6482 111.221.77.159 40005 1

111.221.77.159 40005 82.138.7.164 6482 1
udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1
tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11

udp 10.1.30.34 6482 84.201.228.162 44423 11
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84.201.228.162 44423 82.138.7.164 6482 16
tcp 10.1.30.34 46655 96.55.147.21 443 2

96.55.147.21 443 82.138.7.164 46655 0
udp 10.1.30.34 6482 213.199.179.158 40006 1

213.199.179.158 40006 82.138.7.164 6482 1

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa show ip nat.

3.140.56 show ip neighbour

OonucaHune MokasaTb CNMCOK 06HaPYXXeHHbIX Ha CETeBOM YPOBHE XOCTOB.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ip neighbour [alive]
AprymeHTbI AprymeHT |3HauyeHune OnucaHue
alive Kriouyesoe cnoBo|l1oka3aTb aKTUBHbIE XOCThI.
Mpumep (show)> ip neighbour
neighbour:
id: 1

via: b8:88:el:2b:30:af
mac: b8:88:el:2b:30:af
address-family: ipv4
address: 192.168.22.16
interface: Bridge0
first-seen: 251387
last-seen: 0
leasetime: 7372
expired: no
wireless: no

neighbour:
id: 4
via: b8:88:e2:4b:30:af
mac: b8:88:e2:4b:30:af
address-family: ipv6

addresses:

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA 531



naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

address:
address: fe80::a022:a505:fae6:c891
status: active
last-seen: 3
interface: Bridge0
first-seen: 251371
last-seen: 251371
leasetime: 0
expired: no
wireless: no
Bepcus OnucaHue
2.10 Job6asneHa komaHaa show ip neighbour.

3.140.57 show

ip policy

OnucaHue MokasaTtk cTaTyc Nnpoduas 4ocTyna B VIHTepHer.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CuHoncue (show)>  ippolicy[ policy:]
AprymeHTbI AprymeHT 3HaueHue OnucaHue
policy Mpo¢unb poctyna|Ha3BaHwe npodunsa goctyna.
Mpumep (show)> ip policy

policy, name

Policy0@, description = VPN-OpenVPN:

mark: fffffdoo

table: 42

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

172.16.3.33/32
0.0.0.0
L2TPVPN

0

boot
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floating: no

route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no

policy, name = Policy3, description = Home:
mark: fffffdo3
table: 45

route:
destination: 10.1.30.0/24
gateway: 0.0.0.0
interface: Guest
metric: 0
proto: boot
floating: no

route:
destination: 172.16.3.33/32
gateway: 0.0.0.0
interface: L2TPVPN
metric: 0
proto: boot
floating: no

route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no

(show)> ip policy Policy®
policy, name = Policy0:
mark: fffffdoo
table: 42

route:
destination: 0.0.0.0/0
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no

route:
destination: 10.1.30.0/24
gateway: 0.0.0.0
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WcTopusa nsmeHeHum

3.140.58 show ip route

OnuncaHune

interface: Guest
metric: 0
proto: boot
floating: no
route:
destination: 185.230.127.84/32
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no
route:
destination: 193.0.174.0/24
gateway: 0.0.0.0
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.0/25
gateway: 193.0.174.10
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.22/32
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
Bepcus OnucaHue
2.12 Job6asneHa komaHaa show ip policy.

MokasaTb TekyLLyo TabnuLy MapLIpyTM3aLnn.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het
Cunoncuc (show)>  ip route [table <tables][sort«criterias«directions]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
table Integer Homep mapLupyTa.
direction ascending 3anucy Tabnnubl MapLLIpyTU3aumnm
ynopsAo4eHbl N0 BO3PacTaHUIO.
descending |3anucu Tabanupel MapLLIpyTM3aLmm
ynopsigoyeHbl N0 yobIBaHWIO.
criteria interface CopTupoBka 3anuceii No MeHn nHTepderica.
gateway CopTrpoBKa 3anuncein No agpecy Lko3a.
destination |CopTupoBKa 3anucei No agpecy HazHa4vyeHus.
Mpumep (show)> ip route table 254
Destination Gateway Interface >
F Metric
0.0.0.0/0 192.168.133.1 WifiMasterl/WifiStation® »
u o
1.1.1.1/32 0.0.0.0 Wireguardl >
u o
8.8.8.8/32 0.0.0.0 Wireguard?7 >
u o
10.1.30.0/24 0.0.0.0 Guest >
u o
10.8.0.0/24 0.0.0.0 Wireguard3 >
u o
13.32.99.0/24 0.0.0.0 Wireguard?7 >
u o
82.3.116.12/32 192.168.133.1 WifiMasterl/WifiStation® »
u o
108.157.4.0/24 0.0.0.0 Wireguard?7 >
u o
162.159.192.1/32 192.168.133.1 WifiMasterl/WifiStation0@ »
u o
172.16.85.0/24 0.0.0.0 Wireguardl >~
u o
176.124.212.86/32 192.168.133.1 WifiMasterl/WifiStation®@ »
u o
188.114.96.0/22 0.0.0.0 Wireguard?7 >
u o
192.168.1.0/24 192.168.15.88 Home >
u o
192.168.15.0/24 0.0.0.0 Home >
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192.

192.

192.

u o
168.17.0/24
u o
168.133.0/24
u o
168.220.0/24
u o

194.71.130.15/32

u o

0.0.0.0 Bridge2 >
0.0.0.0 WifiMasterl/WifiStation® »
0.0.0.0 Wireguardl >

192.168.133.1 WifiMasterl/WifiStation0

\J

(show)> ip route sort interface ascending

Destination Gateway Interface >
F Metric

192.168.1.0/24 192.168.15.88 Home >
u o

192.168.15.0/24 0.0.0.0 Home >
u o

10.1.30.0/24 0.0.0.0 Guest >
u o

192.168.17.0/24 0.0.0.0 Bridge2 >
u o

0.0.0.0/0 192.168.133.1 WifiMasterl/WifiStation® »
u o

84.2.111.11/32

162

176.

192.

194

1.1.

172.

192

u o

.159.192.1/32

u o
124.212.86/32
u o
168.133.0/24
u o

.71.130.15/32

u o
1.1/32

u o
16.85.0/24

u o

.168.220.0/24

u o

10.8.0.0/24

8.8.

u o
8.8/32
u o

13.32.99.0/24

108.

188.

u o
157.4.0/24
u o
114.96.0/22
u o

192.168.133.1 WifiMasterl/WifiStation® »
192.168.133.1 WifiMasterl/WifiStation@ »
192.168.133.1 WifiMasterl/WifiStation@ »
0.0.0.0 WifiMasterl/WifiStation® »

192.168.133.1 WifiMasterl/WifiStation® »

0.0.0.0 Wireguardl >
0.0.0.0 Wireguardl >
0.0.0.0 Wireguardl >
0.0.0.0 Wireguard3 >
0.0.0.0 Wireguard7 >
0.0.0.0 Wireguard7 >
0.0.0.0 Wireguard7 >
0.0.0.0 Wireguard7 >

(show)> ip route sort interface descending
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WcTopusa nsmeHeHum

Destination Gateway Interface >
F Metric
188.114.96.0/22 0.0.0.0 Wireguard7 >
108.15794.8/24 0.0.0.0 Wireguard7 >~
13.32.93.0?24 0.0.0.0 Wireguard7 >
8.8.8.8332o 0.0.0.0 Wireguard?7 >
10.8.0.3/22 0.0.0.0 Wireguard3 >
192.1689228.0/24 0.0.0.0 Wireguardl >
172.16.35.8/24 0.0.0.0 Wireguardl >~
1.1.1.13329 0.0.0.0 Wireguardl >
194.71.230?15/32 192.168.133.1 WifiMasterl/WifiStation® »
192.1689132.0/24 0.0.0.0 WifiMasterl/WifiStation® »
176.1249212.86/32 192.168.133.1 WifiMasterl/WifiStationO@ »
162.1599192.1/32 192.168.133.1 WifiMasterl/WifiStation® »
85.1.11g.12/32 192.168.133.1 WifiMasterl/WifiStation® »
0.0.0.090 ° 192.168.133.1 WifiMasterl/WifiStation® »
192.168917?0/24 0.0.0.0 Bridge2 >~
10.1.3090/24 0.0.0.0 Guest >
u o
192.168.15.0/24 0.0.0.0 Home >
192.16891.8/24 192.168.15.88 Home >
u o
Bepcus OnucaHue

2.00

Job6asneHa komaHaa show ip route.

3.140.59 show ip service

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

lMokasaTb CcNncok OTKPbITbIX MOPTOB, NCMO/1Ib3yeMbIX CUCTEMHbIMA cny>|<6aM|/|.

HeTt

Het
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc I(shom0> ip service
Mpumep (show)> ip service
service:
service-name: Telnet
family: ipv4
protocol: tcp
port: 23
security-level: private
service:
service-name: DNS proxy
family: ipv4
protocol: udp
port: 53
security-level: protected
service:
service-name: DNS proxy
family: ipv4
protocol: tcp
port: 53
security-level: protected
service:
service-name: DNS proxy
family: ipv4
protocol: udp
port: 54321
security-level: private
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
3.06 Job6asneHa komaHaa show ip service.

3.140.60 show ipsec

OnwucaHue Moka3zaTb nH$OopMaLmio 0 cocTosHUN IPsec/IKE cnyx6bl strongSwan.
MNpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncnc I(Shom0>ipsec
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Mpumep (show)> ipsec
ipsec_statusall:

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):
uptime: 6 days, since Dec 22 10:23:36 2015
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00abebfc9d90flc2 i* »
3cd201ef496df75¢c r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES CBC=256/HMAC_SHA1l 96/PRF HMAC SHA1/MODP 1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
cab9bfcf i cde23d83 o
test{304}: AES CBC 256/HMAC SHA1l 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »

minutes
test{304}: 172.16.200.0/24 === 172.16.201.0/24
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue
2.06 JobasneHa komaHaa show ipsec.

3.140.61 show ipv6 addresses

OnucaHue Moka3saTb cnucok Tekywmnx IPv6-agpecos.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I(shom0> ipv6 addresses

(show)> ipv6 addresses

address:
address: 2001:db8::1
interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:cebd:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01l:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
Bepcus OnucaHve
2.00 Jlob6aBneHa komaHza show ipv6 addresses.

3.140.62 show ipv6 dhcp bindings

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKmn

MokasaTk cTaTyc DHCPVv6-cepeepa.

Het

HeTt

MHorokpaTtHbiiA BBog Het

CvHoncuc

Mpumep

I(shom0> ipv6 dhcp bindings

(show)> ipv6 dhcp bindings

subnet:

name: Default

subnet:

name: guest

lease:

type:
duid:
address:
expires:

lease:

IA-NA
00:03:00:01:a8:a1:59:61:57:69
fc34:5678:0:4: :cc

299
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type: IA-PD
duid: 00:03:00:01:28:21:59:61:57:69
prefix: fc34:5678:0:7::/64
remote: fe80::2ecb:ff38:a778:66e8
expires: 299
WcTopusa nsmeHeHum Bepcus onuvcaHve
4.00 Job6asneHa komaHaa show ipv6 dhcp bindings.

3.140.63 show ipv6 prefixes
OnucaHune
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ipv6 prefixes
Mpumep (show)> ipv6 prefixes
prefix:
prefix:
interface:

valid-lifetime:
preferred-lifetime:

prefix:

prefix:

Moka3saTk cnncok Tekywmx IPve-npedurkcos.

2001:db8::/64
ISP

infinite
infinite

fd3c:4268:1559::/48

interface:

valid-lifetime:
preferred-lifetime:

infinite
infinite

prefix:
prefix: fd0l:db8:43::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
WcTopuns nsmeHeHWit |Bepcusa onucaHue
2.00 JobasneHa komaHaa show ipv6 prefixes.

3.140.64 show ipv6 route

OnucaHue lMokasaTb CNMCcok aKTyallbH

Mpedukc no Het

bIX MapLupyToB IPv6.
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

CuHoncuc

542

(show)>  ipv6 route [table <tables ] [sort«criterias«direction]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
table lenoe unucrio |Homep mapLupyTta.
criteria interface CopTupoBka 3anunceii No UMeHn nHTepderica.
gateway CopTnpoBKa 3anucei nNo agpecy LUt3a.
destination |CopTmpoBKa3anucei no agpecy HazHa4vyeHus
direction ascending 3anuncy TabauLbl MapLLIpyTM3aLmm
ynopso4eHbl N0 BO3PaCcTaHWUIO.
descending |3anucu Tabnauvubl MapLLpyTM3aLIMK
ynopsoyeHbl N0 yobIBaHWIO.
Mpumep (show)> ipv6 route table 42
route6:
destination: 2a02:290:2:65d:52ff:20ff:fe00:1e86/128
gateway: ::
interface: Home
metric: 256
flags: U
rejecting: no
proto: boot
floating: no
static: no

(show)> ipv6 route sort interface ascending

route6:

destination:
gateway:
interface:
metric:
flags:
rejecting:
proto:
floating:
static:

2a02:290:2:65d:52ff:20ff: fe@0:1e86/128
Home

256

U

no

kernel

no
no

(show)> ipv6 route sort gateway descending

route6:

destination:
gateway:
interface:
metric:
flags:

::/0
fe80::66a0:e7ff:fef5:6392
ISP

1024

1]
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rejecting: no
proto: boot
floating: no

static: no
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.00 Job6asneHa komaHaa show ipv6 routes.
4.00 HoBoe Ha3BaHMe KomaHAbl show ipv6 route.

3.140.65 show ipv6 subnets

OnucaHue MokasaTb CANCOK TekyLLnX noaceTei IPv6.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ipv6 subnets
Mpumep (show)> ipv6 subnets
subnet:
name: Default
interface: Home
prefixes:
prefix: 2a0d:8140:2bal::/64
interface: TunnelSixInFour®
valid-lifetime: infinite
preferred-lifetime: 0
global: no
VlCTOleﬂ V|3MEHeHV||7| Bepcmﬂ onvcaHue
4.01 Jlo6aBneHa komaHaa show ipv6 subnets.

3.140.66 show kabinet status

OnucaHwue MpoBepnTb cOCTOsIHUE N KOHbUrypaumto asTopusaTopa KABINET.
Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I(shom0> kabinet status
Mpumep (show)> kabinet status
kabinet:
enabled: yes
wan: yes
state: STOPPED
server: 10.0.0.1
access-level: internet
protocol-version: 2
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.02 JobaeneHa komaHaa show kabinet status.

3.140.67 show last-change

OnucaHune MokasaTb KTO 1 KOrAa nocneHnii pas BHOCU U3MEHEHUSI B HACTPOIKN.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I (show)> last-change
Mpumep (show)> last-change
date: Thu, 12 Jul 2012 10:01:47 GMT
agent: cli
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 Job6asneHa komaHaa show last-change.

3.140.68 show led

OnucaHmne MNMoka3aTb MHPOPMAaLMIO MO yKazaHHOMY CBETOANOAHOMY MHAMKATOPY. Ecin
BbINONHWTBL KOMaHAy 6e3 aprymMeHTa, TO Ha 3KpaH byAeT BbiBefeH BeCb CNCOK
CBETOAMOAHbIX NHAMKATOPOB Ha ycTpolicTee. Habop MHANKATOPOB 3aBUCUT
OT annapaTHOW KoHbUrypaummn.

MNpejukc no Het

MeHsieT HacTpoiikn  Het
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

(show)>

led [ <name» ]

AprymeHT

3HavyeHue

OnucaHue

name

SYS

FN

FW_UPD

ACT_ACK

WAN

DSL

WLAN

WLAN5

WPS_1

WPS_2

WPS 3

WPS_4

WPS5_1

WPS5 2

WPS5 3

WPS5 4

USB_1

USB_2

LTE

HasBaHue nHankaTopa. Konnyectso
AOCTYMHbIX MHAWKATOPOB 3aBUCUT OT
BbIOpPaAHHOIO YCTPOMCTBA

(show)> led FN_1

leds:

led, index = 0:

name: FN 1

user _configurable: yes
virtual: no

Bepcus

OnucaHune

2.05

JobaBneHa komaHaa show led.
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3.140.69 show led bindings

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

lMokazaTb yl'lpaB}'IFIFOLLI,I/IVI 06BbEKT, CBA3aHHbIN C YKa3saHHbIMW CBETOANOAHBIM
MHAMKaTOpOM.EUH4BHHOﬂHMTbKOMaHAy6e3aprMEHTa,6yAETBHBEAEH
BeCb CNMNCOK CBETOANOAHBIX MHANKATOPOB C X yNpaBaArLWNMN obbekTaMu.

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

(show)>

led [ <name> Jbindings

AprymeHT

3HayeHue

OnucaHune

name

SYS

HaseaHwue nHgmkaTopa. Habop AOCTYMHbIX

FN

NHANKATOPOB 3aBUCUT OT BbIGPAaHHOIO
yCTpOWNCTBa.

FW_UPD

ACT ACK

WAN

DSL

WLAN

WLANS5

WPS 1

WPS 2

WPS_3

WPS_4

WPS5 1

WPS5 2

WPS5_3

WPS5_4

USB_1

USB 2

LTE

(show)> led bindings

bindings:

binding, index

=0:

led: SYS
user_configurable: no
active control: SystemState
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default control: SystemState

binding, index = 1:
led: FN 1
user_configurable: yes
active control: UsblPortDeviceAttached
default control: UsblPortDeviceAttached

binding, index = 2:
led: FN 2
user_configurable: yes
active control: Usb2PortDeviceAttached
default control: Usb2PortDeviceAttached

binding, index = 3:
led: ACT_ACK
user_configurable: no
active control: ButtonActivityAcknowledgement
default control: ButtonActivityAcknowledgement

binding, index = 4:
led: FW_UPD
user_configurable: no
active control:
default control:

binding, index = 5:
led: WAN
user_configurable: no
active control: WanConnected
default control: WanConnected

binding, index = 6:
led: WLAN
user_configurable: no
active control: WlanActivity
default control: WlanActivity

binding, index = 7:
led: WPS 1
user_configurable: no
active control: WlanWpslActivity
default control: WlanWpslActivity

binding, index = 8:
led: WPS 2
user_configurable: no
active control: WlanWps2Activity
default control: WlanWps2Activity

binding, index = 9:
led: WPS 3
user_configurable: no
active control: WlanWps3Activity
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default control: WlanWps3Activity

binding, index = 10:
led: WPS 4
user_configurable: no
active control: WlanWps4Activity
default control: WlanWps4Activity

binding, index = 11:
led: WPS STA
user_configurable: no
active control: WstaWpsActivity
default control: WstaWpsActivity

binding, index = 12:
led: WLAN5
user_configurable: no
active control: Wlan5Activity
default control: Wlan5Activity

binding, index = 13:
led: WPS5 1
user_configurable: no
active control: Wlan5WpslActivity
default control: Wlan5WpslActivity

binding, index = 14:
led: WPS5 2
user_configurable: no
active control: Wlan5Wps2Activity
default control: Wlan5Wps2Activity

binding, index = 15:
led: WPS5 3
user_configurable: no
active control: Wlan5Wps3Activity
default control: Wlan5Wps3Activity

binding, index = 16:
led: WPS5 4
user_configurable: no
active control: Wlan5Wps4Activity
default control: Wlan5Wps4Activity

binding, index = 17:
led: WPS5 STA
user_configurable: no
active control: WstaSWpsActivity
default control: WstaSWpsActivity

WcTopusa nsmeHeHum

Bepcus OnucaHue
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3.140.70 show led controls

OonuncaHmne MokasaTb CMMCOK YNPaBASOLWNX 06 EKTOB CBETOAMOAHBIX MHANKATOPOB
cncteMsbl. IocTynHble ynpaBastoLme 06bekTbl 3aBUCAT OT KOHPUIypaLmm
obopyaoBaHMs.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(shom0> led controls

Mpumep (show)> led controls

controls:
control, index = 0:
name: SystemState
short description: System state
owner: ndm
user _configurable: no

control, index = 1:
name: ButtonActivityAcknowledgement
short _description: Button activity acknowledgement
owner: ndm
user _configurable: no

control, index = 2:
name: SelectedSchedule
short description: Selected schedule is active
owner: ndm
user_configurable: yes

control, index = 3:
name: SelectedWan
short _description: Selected WAN interface has default »
route
owner: ndm
user_configurable: yes

control, index = 4:
name: BackupWan
short description: Backup WAN interface has default route
owner: ndm
user_configurable: yes

control, index = 5:
name: WanConnected
short _description: WAN interface connected
owner: ndm
user _configurable: no
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control, index = 6:

name:
short description:

owner:
user _configurable:

UsblPortDeviceAttached

USB port 1 known device attached
ndm

yes

control, index = 7:

name:
short description:

owner:
user _configurable:

Usb2PortDeviceAttached

USB port 2 known device attached
ndm

yes

control, index = 8:

name:
short description:

owner:
user _configurable:

UpdatesAvailable

Firmware updates available
ndm

yes

control, index = 9:

name:
short description:

owner:
user _configurable:

OpkgLedControl
OPKG LED control
ndm

yes

control, index = 10:

name:
short description:

owner:
user _configurable:

Wlan5Activity

WLAN 5GHz interface activity
mt7615 ap

no

control, index = 11:

name:
short description:

owner:
user _configurable:

Wlan5Wps1lActivity

WLAN 5GHz SSID 1 WPS activity
mt7615 ap

no

control, index = 12:

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

Wlan5Wps2Activity

WLAN 5GHz SSID 2 WPS activity
mt7615 ap

no

= 13:
Wlan5Wps3Activity
WLAN 5GHz SSID 3 WPS activity
mt7615 ap
no

= 14:
Wlan5Wps4Activity
WLAN 5GHz SSID 4 WPS activity
mt7615 ap
no
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control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

15:
WlanActivity
WLAN 2.4GHz interface activity
mt7615 ap
no
16:
WlanWpslActivity
WLAN 2.4GHz SSID 1 WPS activity
mt7615 ap
no
17:
WlanWps2Activity
WLAN 2.4GHz SSID 2 WPS activity
mt7615 ap
no
18:
WlanWps3Activity
WLAN 2.4GHz SSID 3 WPS activity
mt7615 ap
no
19:
WlanWps4Activity
WLAN 2.4GHz SSID 4 WPS activity
mt7615 ap
no
= 20:
Wsta5WpsActivity
Station 5GHz WPS activity
mt7615 ap
no
= 21:
WstaWpsActivity
Station 2.4GHz WPS activity
mt7615 ap
no

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.08

JobaBneHa komaHAa show led controls.

3.140.71 show log

OnuncaHune

MokaszaTb COAEPXMMOE CUCTEMHOTO XypHana (3anmcu, KOTopble COXPaHUINCh

B LMKANYeckoM bydepe), a Takxke HOBble 3anncy No Mepe NX MNOCTYNAeHs.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.140.72 show

OnucaHwne

Mpe¢ukc no

KomaHgza paboTaeT B $OHOBOM pexrMe, TO eCTb A0 MPUHYANTENbHON
OCTaHOBKW Nonb3oBaTteneM no Ha)xatuto [Ctri]+[C].

Het
Het

Het

(show)>  log [ @nax-lines>] [once]

AprymeHT 3HauyeHue OnuncaHwue

max-lines Yenoe uyucno |Konnyectso BO3BPALLAEMbIX CTPOK JIOrOB.

once Knwouyesoe MokaszaTk TekyLwmii nor v BblnT B CLI.
€080

(show)> log

Time Message

I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster®/AccessPoint0Q: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl1) had

deauthenticated.
Bepcus OnucaHve
2.00 [JobasneHa komaHaa show log.

mws associations

lMoka3saTb CNNCOK TOYeK AOCTYMNa Ha ycuauTtene, ceasaHHoM ¢ MIV/S
KOHTPOJI1EPOM.

HeT
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(shom0> mws associations
Mpumep (show)> mws associations
station:
mac: 51:ef:22:11:17:1a
ap: WifiMasterl/Backhaul@
authenticated: yes
txrate: 585
rxrate: 270
uptime: 31
txbytes: 33569
rxbytes: 74324
ht: 80
mode: 1llac
gi: 800
rssi: -27
mcs: 7
txss: 2
ebf: yes
mu: yes
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
3.01 JobaBneHa komaHaa show mws associations.

3.140.73 show mws candidate

OonucaHue Moka3aTb CMMCOK KaHANAATOB UM OMVCaHNe onpesesieHHOro KaHauaaTa
no 3afiaHHOMY MAeHTUUKaTOpY.

Mpedunkc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbliA BBog, Het

CuHoncuc (show)> mws candidate [ «candidate> ]
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
candidate CTpoka ID yctpoiictBa — MAC-agpec nnwn CID.
Npumep (show)> mws candidate d11246e8-583d-1lef-911a-1f4569abl1720
candidate:
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mac:
cid:

mode:

model:

state:

fw:

fw-available:
license:
eula-accepted:
dpn-accepted:
stp-encapsulation:

port:

51:ff:21:c4:a1:83
d11246e8-583d-11ef-911a-1f4569ab1720
extender

Hopper (KN-3811)
COMPATIBLE UPDATE
4.3.2

5.0 Alpha 1
1111222233334444555
yes

yes

yes

label: 1

port:

label: 2

port:

label: 3

port:

label: 0

rci:

(show)> mws candidate 51:ff:21:c4:al:83

candidate:
mac:
cid:
mode:
model:
state:
fw:
fw-available:
license:
eula-accepted:
dpn-accepted:
stp-encapsulation:

port:

51:ff:21:c4:al1:83
d11246e8-583d-11ef-911a-1f4569ab1720
extender

Hopper (KN-3811)
COMPATIBLE UPDATE
4.3.2

5.0 Alpha 1
1111222233334444555
yes

yes

yes

label: 1

port:

label: 2

port:

label: 3

port:

label: 0

rci:
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.15 JobasneHa komaHaa show mws candidate.

3.140.74 show mws log

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nsmeHeHnii

MokaszaTb XXypHan NOAKNOUYEHNM 1 NepexoioB OT OAHON TOUKM AOCTYNA K
Aapyroii B npegenax M/S. KomaHaa pabotaeT B $OHOBOM pexmme, To eCTb
[0 NPUHYAUTENbHOV OCTaHOBKM NoJjib30BaTeneM no HaxaTtuto [Ctri]+[C].

Het
Het

HeTt

(show)> mws log [ wmax-lines>][once]

AprymeHT 3HauyeHue OnucaHue

max-lines Lenoe 4ucno |OrpaHnYeHve KOMYECTBA 3annceii B OTBeTE.

cJ/ioBo

once Krwyesoe [Moka3aTb nocnegHue 3anncuy B XypHane.

(show)> mws log 1

Time Message

[Jan 17 15:04:58] : 64:a22:1f9:51:b1:82:

50:ff:20:00:11:82 (5 GHz)

(show)> mws log once

associated -> »

Time Message

[Jan 17 14:46:37] : 64:a2:f9:51:b1:82:

50:ff:20:00:11:82 (5 GHz)

[Jan 17 15:04:50] : 64:a2:f9:51:b1:82:

GHz) -> disassociated

[Jan 17 15:04:58] : 64:a2:f9:51:b1:82:

50:ff:20:00:11:82 (5 GHz)

associated -> »
50:ff:20:00:11:82 (5 »

associated -> »

Bepcus OnucaHve

2.15 JobasneHa komaHaa show mws log.
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3.140.75 show mws member

OonuncaHmne MokasaTb CMMCOK 3aXBaYeHHbIX YCTPOMCTB MM ONMCaHWe onpeAeseHHOro
yCTpolcTBa No 3aaHHOMY UAEHTUGMKATOPY.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  mws member [ <member; ]
AprymeHTbI AprymeHT 3HaueHue OonucaHue

member Ctpoka ID ycTpoiictea — MAC-agpec nawm CID.
Npumep (show)> mws member 40f829b8-71a8-1lec-9396-5fh681led4743

member:

cid: 40f829b8-71a8-11ec-9396-5fb681ed4743

model:

mac:
known-host:
ip:

mode:
hw-type:
license:

Speedster (KN-3310)
50:ff:21:69:21:7d
Keenetic Hopper 116***591
192.168.15.42

extender

router

116232491843591

fqdn: 1fb1227d6b44e5863f46¢ch5a.keenetic.io

fqdn-certificate-valid:
fw:

fw-available:

region:

associations:
rebooting:

capabilities:

mode-hw: no

yes

3.8 Beta 2
3.8.2

EU

0

yes

dual-band: yes
auto-ap-shutdown: yes

wpa3: yes
owe: yes
wind: yes

wpa-eap: no

acme: yes
auth-token: yes
backhaul-bss: yes
sta-mask: yes
country-code: yes
notify: yes

system:
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cpuload: 2
memory: 97592/262144
uptime: 567
backhaul:
uplink: GigabitEthernet0/Vlanl
bridge: 8000.50:ff:21:69:21:7d
cost: 5
speed: 1000
duplex: full
rci:
errors: 0
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.15 JobaBneHa komaHaa show mws member.

3.140.76 show ndns

OnuncaHune

lNokasaTb napameTpbl KeenDNS, nonyyeHHble U3 nocneHero 3anpoca Ha

cepsep (cMm. komaHabl ndns get-booked v ndns get-update).

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CunHoncuc I@hom0> ndns
Npumep (show)> ndns
name: test
booked: test
domain: keenetic.pro
address: 0.0.0.0
address6: ::
updated: yes
access: cloud
access6: cloud
xns: ub5
ttp:
direct: no
interface: GigabitEthernetl
address: 193.0.174.200
address6: ::
tunnel:

client: *
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target: *:80
target-local: 192.168.133.40:49840
target-remote: *:80
default-fgdn: keenetic.io
destination: 192.168.133.40:443
dialback: ndns

timeout: 30
uptime: 8
idle: 0

linger: 8073

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.07 JobaBneHa komaHAa show ndns.

3.140.77 show netfilter

OnucaHwne Moka3saTb nHopmMaLmio 0 paboTe ceTeBOro skpaHa. Heobxogmmo ans
obecneyeHus yaaneHHOM TeXNOALEPXKKU.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CviHoncuc (show)> netfilter
UcTopuns nameHeHuii Bepcus onucaHue
2.00 JobaeneHa komaHaa show netfilter.

3.140.78 show nextdns availability

OnucaHwue MpoBepuTb 1 NokasaTb AOCTYNHOCTb NextDNS.
Mpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> nextdns availability

Mpumep (show)> nextdns availability

available: yes
port: 53
doh-supported: yes
doh-available: yes
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie

3.08 [JobaeneHa komaHaa show nextdns availability.

3.140.79 show nextdns profiles
OnucaHune Mokasatb npodunn NextDNS.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> nextdns profiles
Mpumep (show)> nextdns profiles
profiles:
profile:
name: No filtering
token: 0
profile:
name: My First Configuration
token: 1f3a36
NextDns::Client: Loaded profiles.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

3.08 Jlo6aBneHa komaHaa show nextdns profiles.

3.140.80 show ntce applications

OnucaHwue MokasaTb CANCOK NPUIOXEHWVIA, MoAAepXKMBaeMbIX ciyxbom NTCE.
Mpejukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CnHoncuc I(shom0> ntce applications
Mpumep (show)> ntce applications
application:
id-num: 1

short: facebook
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long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:
short:

long:
group-id:
group-long:
groupset-id:

Facebook
2065

Social

4

surfing

Web surfing

2

magicjack

magicJack

2054

Voice over IP

0

calling

Calling and conferencing

3

itunes

iTunes

2056

Streaming

2

streaming

Video & Audio streaming

4
myspace
MySpace
2065

Social

4

surfing

Web surfing

5

facetime

FaceTime

2054

Voice over IP

0

calling

Calling and conferencing

6

truphone
Truphone

2054

Voice over IP
0
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groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:

calling
Calling and conferencing

7

twitter
Twitter
2065

Social

4

surfing

Web surfing

8

xbox

XBOX gaming console
2050

Gaming

1

gaming

Gaming

9
realmedia
RealMedia
2088
Removed

5

other
Other

10

google-mail

Google Mail

2059

Mail

3

work

Work & Learn from home

WcTopusa nsmeHeHum

Bepcus

OnucaHmne

3.07

Job6asneHa komaHaa show ntce applications.

3.140.81 show ntce attributes

OnuncaHune

Mpejukc no Het

Moka3aTb CNNCOK aTpMbyTOB, NoAJepKMBaeMblx cyx6oin NTCE.

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA

561



naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CnHoncuc I(shom0> ntce attributes
NMpumep (show)> ntce attributes
attribute:
id-num: 1

short: encrypted
long: Indicates that the current connection is »
encrypted traffic.

attribute:
id-num: 2
short: audio
long: Indicates that the current connection is »
an audio or voice signal.

attribute:
id-num: 3
short: out

long: Indicates that the current connection is »
a landline call, e.g. a call to a home phone.

attribute:
id-num: 4
short: video
long: Indicates that the current connection is »
a video signal.

attribute:
id-num: 5
short: file-transfer
long: Indicates that the current connection is »
a file transfer.

attribute:
id-num: 6
short: web

long: Indicates that the current connection is »
a surf the Internet session.

attribute:
id-num: 7
short: chat

long: Indicates that the current connection is »
a chat session.

attribute:
id-num: 8
short: mail
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\J

long: Indicates that the current connection is
mail traffic.

attribute:
id-num: 9
short: stream
long: Indicates that the current connection is »
a continues unidirectional stream of audio and / or video.

attribute:
id-num: 10
short: android
long: Indicates that the client side uses the »
operating system Android.

attribute:
id-num: 11
short: ios

long: Indicates that the client side uses the »
operating system i0S.

attribute:
id-num: 12
short: windows-mobile
long: Indicates that the client side uses the »
operating system Windows Mobile.

attribute:
id-num: 13
short: blackberry
long: Indicates that the client side uses the »
operating system Blackberry.

attribute:
id-num: 14
short: picture
long: Indicates that the current connection »
transfers pictures.

attribute:
id-num: 15
short: ddl

long: Indicates that the current connection is »
a Direct Download Hoster.

attribute:
id-num: 16
short: google
long: Indicates that the current connection is »
a Google service.

attribute:
id-num: 17
short: outlook web access
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long: Indicates that the current connection »
uses the Microsoft Exchange Outlook Web Access as authentication »
mechanism.

attribute:
id-num: 18
short: amazon-cloud
long: Indicates that the current connection is »
a service of Amazon Cloud.

attribute:
id-num: 19
short: apache
long: Indicates that the server side is an »
Apache server.

attribute:
id-num: 20
short: mysql-server
long: Indicates that the server side is a MySQL »
database server.

attribute:
id-num: 21
short: mariadb-server
long: Indicates that the server side is a »
MariaDB database server.

attribute:
id-num: 22
short: ntlm

long: Current connection uses NTLM as »
authentication mechanism.

attribute:
id-num: 23
short: microsoft-windows
long: Indicates that the client side is the »
operating system Microsoft Windows.

attribute:
id-num: 24
short: chrome
long: Indicates that the client side is the »
operating system Chrome.

attribute:
id-num: 25
short: akamai-cloud
long: Indicates that the current connection is »
a service of Akamai Cloud.

attribute:
id-num: 26

CnpaBoyHUK koMaHa — Runner 4G (KN-2212)



naBa 3 OnncaHme KOMaHA,

short: dox
long: Indicates that the current connection is »
DoT (DNS over TLS) or DoH (DNS over HTTPS).

attribute:
id-num: 27
short: rcs

long: Indicates that the current connection is »
RCS (Rich Communication Services).

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.07 JobaeneHa komaHaa show ntce attributes.

3.140.82 show ntce filter profile

OnucaHwne Mokasatb cnucok npodwunein punbtpaunm NTCE B cucteme.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> ntce filter profile [ name>]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HazsaHwve npoduna ¢unbtpaumn NTCE.
CnncoK Ha3BaHWI AOCTYMHbIX Npodunei
MOXHO YBUAETb NPV NOMOLLM KOMaHAbl ntce
filter profile [Tab].
Mpumep (show)> ntce filter profile

profile:
name: test
type: deny
schedule:

schedule-active: no

profile:
name: test2
type: deny
schedule:

schedule-active: no

(show)> ntce filter profile test
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profile:
name: test
type: deny
schedule:

schedule-active: no

WcTopusa nsmeHeHum

Bepcus OnucaHue

4.02

Job6asneHa komaHaa show ntce filter profile.

3.140.83 show ntce groups

OnucaHwne Moka3saTb CAMCOK rpynmn, NoAgep>xxmBaeMblix cnyxooin NTCE.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ntce groups
Mpumep (show)> ntce groups
group:
id-num: 2048
long: Generic

groupset-id: 5

566

groupset-short-id: other
groupset-long-id: Other
group:
id-num: 2049
long: Peer to Peer

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

6
filetransfering
File transfering

2050
Gaming
1
gaming
Gaming

2051
Tunnel
3
work

Work & Learn from home
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group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:
long:
groupset-id:

2052

Business

3

work

Work & Learn from home

2053

E-Commerce

3

work

Work & Learn from home

2054

Voice over IP

0

calling

Calling and conferencing

2055

Messaging

0

calling

Calling and conferencing

2056

Streaming

2

streaming

Video & Audio streaming

2057

Mobile

0

calling

Calling and conferencing

2058

Remote Control

3

work

Work & Learn from home

2059
Mail
3
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groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

work
Work & Learn from home

2060

Network Management
5

other

Other

2061

Database

3

work

Work & Learn from home

2062
Filetransfer

6
filetransfering
File transfering

2063

Web

4

surfing

Web surfing

2064

Conference

0

calling

Calling and conferencing

2065

Social

4

surfing

Web surfing

2066
Sharehosting

6
filetransfering
File transfering

2067
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long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

Deprecated
5

other
Other

2068
Industrial
5

other
Other

2069
Encrypted
5

other
Other

2070

Advertisement and Analytic Services

5
other
Other

2071

News

4

surfing

Web surfing

2072

Health and Fitness
5

other

Other

2073

Cloud and CDN Services

5
other
Other

2074
Navigation
4

surfing

Web surfing
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group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:

2075
Finance
5

other
Other

2076

Travel and Transportation

5
other
Other

2077
Pornography
5

other

Other

2078

Books and Magazines
5

other

Other

2079

Audio Entertainment
2

streaming

Video & Audio streaming

2080
Education
5

other
Other

2081

M2M and IoT
3

work

Work & Learn from home

2082

Device Security
4

surfing
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groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

group:

id-num:

long:

groupset-id:
groupset-short-id:
groupset-long-id:

Web surfing

2083

Multimedia Service Providers

2
streaming
Video & Audio streaming

2084

Organizers

3

work

Work & Learn from home

2085

Enterprise Services
4

surfing

Web surfing

2086

App-Stores and 0S Updates
6

filetransfering

File transfering

2087
Browsers

4

surfing

Web surfing

2088
Removed
5

other
Other

2089
Moved
5
other
Other
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.07

[JobaeneHa komaHza show ntce groups.

3.140.84 show ntce groupsets

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

(show)> ntce groupsets

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

groupset:

id-num:
short:
long:

Moka3biBaTb CMMCOK HAaBOPOB rpynn, NoajaepXmnBaeMblix cy>6oin NTCE.

I(shom0> ntce groupsets

0
calling
Calling and conferencing

1
gaming
Gaming

2
streaming
Video & Audio streaming

3
work
Work & Learn from home

4
surfing
Web surfing

other
Other

6
filetransfering
File transfering

572
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.07

[JobaeneHa komaHza show ntce groupsets.

3.140.85 show ntce hosts

MokasaTb CTaTUCTUKY NPUNOXEHWIA, KOTOpble cnyxb6a NTCE o6HapyxXuna ans

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

XOCTOB.
Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

I(shom0> ntce hosts

(show)> ntce hosts

host:

mac: 04:d4:c4

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:
long:

:54:31:12

7
twitter
Twitter
2065
Social
4
surfing
Web surfing
2

62274
6020

43
instagram
Instagram
2065
Social

4

surfing
Web surfing
2

57606
11148

428
spotify
Spotify
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group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:
short:
long:
group-id:
group-long:

2079

Audio Entertainment

2

streaming

Video & Audio streaming
2

155317

80526

438
whatsapp
WhatsApp
2055
Messaging
0

calling
Calling and conferencing
2

826

706

461
google-cloud
Google Cloud
2073

Cloud and CDN Services
5

other

Other

2

313

352

498
telegram
Telegram
2055
Messaging
0

calling
Calling and conferencing
2

109895
15561

559

google-play

Google Play

2086

App-Stores and 0S Updates
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groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:

6
filetransfering
File transfering
2

16736

28451

611
zendesk
ZenDesk
2052
Business
3

work
Work & Learn from home
2

101697
187527

621

slack
Slack

2064
Conference
0

calling
Calling and conferencing
2

30568

3650

632

google-services
Google Shared Services
2085

Enterprise Services
4

surfing

Web surfing

2

614512

202174

664
microsoft-services
Microsoft Services
2085

Enterprise Services
4

surfing
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groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:
group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:
rxbytes:

txbytes:

application:

id-num:

short:

long:

group-id:

group-long:
groupset-id:
groupset-short-id:
groupset-long-id:
groupset-service-class:

Web surfing
2

20243

10699

700
fastly
Fastly
2073
Cloud and CDN Services
5
other
Other
2
14859
3147

703
cloudflare
Cloudflare
2073

Cloud and CDN Services
5

other
Other

2

2172

3593

719
google-apis
Google APIs
2052
Business

3

work

Work & Learn from home
2

11837

7602

933

bamtech-media

BAMTech Media

2083

Multimedia Service Providers
2

streaming

Video & Audio streaming

2
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rxbytes: 4734
txbytes: 6006

0s-id: 3

os-long: Windows

host:
mac: 04:d4:c4:54:31:12
via: 04:d4:c4:54:31:12
ip: 192.168.11.19
hostname: MyHost
name: MyHost
interface:
id: Bridge0
name: Home
description: Home network
dhcp:
static: yes
registered: yes
access: permit
schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 9083
first-seen: 9097
last-seen: 1
link: up
auto-negotiation: yes
speed: 1000
duplex: yes
port: 2
traffic-shape:
rx: 0
tx: 0
mode: mac
schedule:
VICTOleﬂ N3MeHeHUn Bepcmﬂ onvucaHue
3.07 JobaBneHa komaHaa show ntce hosts.

3.140.86 show ntce oses

OnucaHue MNMoka3saTb CNNCOK OMepaLMoOHHbIX CUCTEM, MOoAAepXmnBaeMblix cnyxboim NTCE.

Mpe¢ukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncue IGhom0> ntce oses
MNpumep (show)> ntce oses
0S:
id-num: 1

long: Not detected

0s:

id-num: 2
long: Other

0s:

id-num: 3

long: Windows

0s:
id-num: 4
long: Linux

0S:

id-num: 5
long: 0S X

0S:

id-num: 6
long: i0S

0S:

id-num: 7

long: Symbian

0s:
id-num: 8
long: Android

0s:
id-num: 9
long: Blackberry

0s:
id-num: 10
long: WindowsMobile

0s:
id-num: 11
long: WindowsPhone

0S:
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id-num: 12
long: Chrome

0S:
id-num: 13
long: Darwin

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

3.07 JobaBneHa komaHAa show ntce oses.

3.140.87 show ntce status

OnucaHwne MokasaTtb nHPopmaumo o cnyxbe NTCE.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(shom0> ntce status

Mpumep (show)> ntce status

conntrack:

hosts: 2

applications: 16
applications-flows: 63
applications-events: 0
groups: 12
groups-flows: 64
groups-events: 0

memory :
applications-flows: 1512
applications-events: 0
applications: 512
groups-flows: 1536
groups-events: 0

groups: 384
hosts: 72
total: 4016
event:
count: 0
memory :
total: O
database:
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hosts: 1
applications: 54
groups: 30
attributes: 6
memory :
applications: 2372976
groups: 1318320
attributes: 263664
total: 3954960
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.07 JobaBneHa komaHaa show ntce status.

3.140.88 show ntp status

OnuncaHune

MNMoka3aTb cMcTeMHble HacTporkn NTP.

OcHOBHble cBegeHNA 0 cocTosHN NTP

o
2]
©
(4]
(5]
MNpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOA, Het

Bpewms, npoLuegLuee c MOMeHTa Noc/eHen CUHXPOHM3aLMK B CeKyHAaX.
Mpur3Hak nocnegHen CUHXPOHM3aLMN.

Mpr3HaK HayYaNbHOWM CUHXPOHMU3ALNN.

Bpems yctaHoB/IeHO B cooTBeTCTBUM € cepBepom NDSS.

Bpems ycTaHOB/EHO NONb30BaTe1eM BPYUHYIO.

CuHoncnc I(show)> ntp status
Mpumep (show)> ntp status
status:
elapsed: 435146 ©
server: l.pool.ntp.org
accurate: yes ©
synchronized: yes ©
ndsstime: no @
usertime: no ©
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa show ntp status.
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3.140.89 show oc-server

OnucaHue lNMokasaTb TekyLure noAkaro4veHuns K cepsepy OpenConnect.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CnHoncuc I(shom0> oc-server
Npumep (show)> oc-server
ndns-name: mywrk.keenetic.link
fqdn: 12af.mywrk.keenetic.link
secret: 123e45ed
has-ndns-certificate: yes
tunnel:
clientaddress: 172.16.3.34
username: mymy
uptime: 30
statistic:
rxpackets: 121
rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 14715
rxerrors: 0
rxdropped: 0
txpackets: 78
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 48265
txerrors: 0
txdropped: 0
timestamp: 104530.202229
last-overflow: 0.000000
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

4.02 JobaBneHa komaHaa show oc-server.

3.140.90 show ping-check

OnucaHwne MokasaTtb nHPopmaumto o npodune Ping Check. Mpn NCNONbL30BaHNM
KOMaHAbl 6e3 aprymMeHTa BbIBOAATCA AaHHble 060 BCcex Mpodunsx.

Mpedunkc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Cunoncuc (show)>  ping-check[<«profile name>]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
profile name|CTpoka HassaHwne npoduns.
Mpumep (show)> ping-check
pingcheck:
profile: TEST
host: 8.8.8.8
port: 80
max-fails: 7
timeout: 1
mode: connect
interface: ISP
fail count: 0
status: pass
pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue
2.04 Jlo6aBneHa komaHaa show ping-check.

3.140.91 show processes

OnucaHue MNMoka3aTb CTaTUCTUKY NCMONb30BaHWA NpoLeccopa clyxb6amm 1 npoueccamul.
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> processes

MNpumep (show)> processes
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process, id = NETBIOS browser:
name: nqnd
arg: -i
arg: 50ff20001e87
state: S (sleeping)
pid: 629
ppid: 192
vm-size: 3188 kB
vm-data: 1548 kB
vm-stk: 136 kB
vm-exe: 4 kB
vm-1ib: 1448 kB
vm-swap: 0 kB
threads: 1
fds: 15
statistics:
interval: 30
cpu:
now: 17319.483753
min: O
max: 0
avg: 0
cur: 0
service:
configured: yes
alive: yes
started: yes
state: STARTED
process, id = Dns::Proxy::Policy0:
name: ndnproxy
arg: -c
arg: /var/ndnproxy Policy0.conf
arg: -p
arg: /var/ndnproxy Policy@.pid
state: S (sleeping)
pid: 630
ppid: 192
vm-size: 1676 kB
vm-data: 504 kB
vm-stk: 136 kB
vm-exe: 108 kB
vm-lib: 896 kB
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WcTopusa nsmeHeHum

vm
th

stati

se
C

-swap: 0 kB

reads: 1
fds: 10

stics:

interval: 30

cpu:
now: 17319.483764
min: 0
max: 0
avg: 0
cur: 0

rvice:
onfigured: yes
alive: yes
started: yes
state: STARTED

Bepcus

OnucaHmne

2.09

JobasneHa komaHaa show processes.

3.140.92 show running-config

OnuncaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

Mpumep

MokasaTb TekyLme HaCTPOWKN, KOTOpble CoaepXnT darin
system:running-config TOYHO Tak Xe, Kak 3TO AesiaeT KoMaHJa more.

HeTt

HeT

Het

I(shom0> running-config

(show)> running-config
$$$ Model: Keenetic Hopper
$$$ Version: 2.06.1

$$$ Md5 checksum: 8c4b233db9ff35flea2fff277e36d9%ea

!
!
I $$$ Agent: default
!
!

$$$ Username: admin

system
set
set
set
set
set
set
set

net.
net.
net.
net.

net

net.
net.

ipv4.
ipv4.
ipv4.
ipv4.
.ipv4.
ipv4.
ipv6.

ip forward 1

tcp fin timeout 30

tcp keepalive time 120
neigh.default.gc threshl 256
neigh.default.gc thresh2 1024
neigh.default.gc thresh3 2048
neigh.default.gc threshl 256
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set net.ipv6.neigh.default.gc thresh2 1024
set net.ipv6.neigh.default.gc thresh3 2048
set net.netfilter.nf conntrack tcp timeout established 1200
set net.netfilter.nf conntrack max 32768
set vm.swappiness 60
set vm.overcommit memory O
set vm.vfs cache pressure 1000
set dev.usb.force usb2 0
set net.ipv6.conf.all.forwarding 1
domainname WORKGROUP
hostname Keenetic-1111
caption default
|
isolate-private
user admin
tag cli
tag http
tag cifs
tag printers
tag webdav
|
interface FastEthernet0

up

!

interface FastEthernet0/0
rename 1
switchport mode access
switchport mode trunk
switchport access vlan 1
switchport trunk vlan 3
up

!

interface FastEthernet0/1
rename 2
switchport mode access
switchport mode trunk
switchport access vlan 1
switchport trunk vlan 3
up

!

interface FastEthernet0/2
rename 3
switchport mode access
switchport mode trunk
switchport access vlan 1
switchport trunk vlan 3
up

!

interface FastEthernet0/Vlanl
description "Home VLAN"
ip dhcp client dns-routes
up

!

interface FastEthernet0/V1lan3
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description "Guest VLAN"
ip dhcp client dns-routes

up

interface GigabitEthernetl

rename ISP

description "Broadband connection"
mac address factory wan
security-level public

ip address dhcp

ip dhcp client dns-routes
ip global 700

igmp upstream

ipv6 address auto

ipv6 prefix auto

ipv6 name-servers auto

up

interface GigabitEthernetl/0
rename 0
up

interface WifiMaster0®

compatibility BGN+AX
tx-burst
rekey-interval 86400
beamforming explicit
vht

downlink-mumimo
uplink-mumimo
spatial-reuse

up

interface WifiMaster0/AccessPoint0

rename AccessPoint

description "Wi-Fi access point"
mac access-list type none

wps

authentication wpa-psk ns3 BMclwe4ZX9/fbJtDiM
encryption enable

encryption wpa2

ip dhcp client dns-routes

ssid Keenetic-1111

wmm

rrm

ft mdid PX

ft enable

up

interface WifiMaster@/AccessPointl

rename GuestWiFi

description "Guest access point"
mac access-list type none

ip dhcp client dns-routes
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ssid Guest
wmm
rrm
ft mdid vX
ft enable
down

|

interface WifiMaster0/AccessPoint2
mac access-list type none
security-level private
ip dhcp client dns-routes
down

|

interface WifiMaster@/AccessPoint3
mac access-list type none
security-level private
ip dhcp client dns-routes
down

|

interface WifiMaster0/AccessPoint4
mac access-list type none
security-level private
ip dhcp client dns-routes
down

|

interface WifiMaster0/AccessPoint5
mac access-list type none
security-level private
ip dhcp client dns-routes
down

|

interface WifiMaster@/AccessPoint6
mac access-list type none
security-level private
ip dhcp client dns-routes
down

|

interface WifiMaster@/WifiStation®
security-level public
encryption disable
ip dhcp client dns-routes
down

|

interface WifiMasterl
compatibility AN+AC+AX
tx-burst
rekey-interval 86400
beamforming explicit
target-waketime
downlink-mumimo
uplink-mumimo
spatial-reuse
up
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interface WifiMasterl/AccessPoint0
rename AccessPoint 5G
description "5GHz Wi-Fi access point"
mac access-list type none
wps
authentication wpa-psk ns3 BMcOw7dA7GF04ZX9/fbJtDiM
encryption enable
encryption wpa2
ip dhcp client dns-routes
ssid Keenetic-1111

wmm
rrm

ft mdid PX

ft enable

follow AccessPoint
up

interface WifiMasterl/AccessPointl
rename GuestWiFi 5G
description "5GHz Guest access point"
mac access-list type none
encryption disable
ip dhcp client dns-routes
ssid Guest
rrm
ft mdid vX
ft enable
follow GuestWiFi
down

|

interface WifiMasterl/AccessPoint2
mac access-list type none
security-level private
ip dhcp client dns-routes
down

|

interface WifiMasterl/AccessPoint3
mac access-list type none
security-level private
ip dhcp client dns-routes
down

|

interface WifiMasterl/AccessPoint4
mac access-list type none
security-level private
ip dhcp client dns-routes
down

|

interface WifiMasterl/AccessPoint5
mac access-list type none
security-level private
ip dhcp client dns-routes
down
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interface WifiMasterl/AccessPoint6
mac access-list type none
security-level private
ip dhcp client dns-routes
down

|

interface WifiMasterl/WifiStation@
security-level public
encryption disable
ip dhcp client dns-routes
down

|

interface Bridge0
rename Home
description "Home network"
inherit GigabitEthernet0/Vlanl
include AccessPoint
include AccessPoint 5G
mac access-list type none
security-level private
ip address 192.168.1.1 255.255.255.0
ip dhcp client dns-routes
igmp downstream
band-steering
iapp key ns3 4k/XpM98jF123131NK9eur5Jk7Cgq4PpBm4M6U+hwh27
up

!

interface Bridgel
rename Guest
description "Guest network"
traffic-shape rate 5120
inherit GigabitEthernet0/Vlan3
include GuestWiFi
include GuestWiFi 5G
mac access-list type none
peer-isolation
security-level protected
ip address 10.1.30.1 255.255.255.0
ip dhcp client dns-routes
iapp key ns3 +1Ivt9ohKnXsiIt131312jPtqClfqtVjrdm/MCVxzNYOH
down

|

ip dhcp pool WEBADMIN
range 192.168.1.33 192.168.1.152
bind Home
enable

|

ip dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.152
bind Guest
enable

|

ip http security-level private

ip http lockout-policy 5 15 3
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WcTopusa nsmeHeHum

3.140.93 show

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOj,

ip http ssl enable
ip http webdav
security-level public
|
ip nat Home
ip nat Guest
ip telnet
security-level private
lockout-policy 5 15 3
|
ipv6 subnet Default
bind Home
mode slaac
prefix length 64
number 0
|
ipv6 local-prefix default
ppe software
ppe hardware
upnp lan Home
service dhcp
service dns-proxy
service igmp-proxy
service http
service cifs
service telnet
service ntp
service upnp
cifs
automount
permissive
|
dns-proxy

rebind-protect auto
|

Bepcusa OnucaHue
2.00 Job6asneHa komaHaa show running-config.
schedule

MNMoka3aTb NapameTpbl onpeAeneHHoro pacnucaHus. Ecam seinonHNTE
KOMaHZAy 6e3 aprymeHTa, To 6yAeT oTobpaxKeH BeCb CNMCOK pacnmcaHnii B

cncteme.
HeTt
Het

Het
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CuHoncuc (show)>  schedule [ <name> ]
AprymeHTbI Argument |3HaueHue |OnucaHue
name CTpoka HasBaHwne pacnucaHus.
Mpumep (show)> schedule 123
schedule, name = 123:
action, type = start, left = 561514, next = yes:
dow: Tue
time: 01:29
action, type = stop, left = 564274:
dow: Tue
time: 02:15
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.06 JobasneHa komaHaa show schedule.

3.140.94 show self-test

OnucaHue Moka3aTb COBOKYMHY MHGOPMALMIO O CUCTEMHO aKTUBHOCTU, HeobxoavMo
Ans obecneyveHUs yaaneHHoOM TeXNoAAEe PXKU.

MNpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (show)> self-test
UcTopus nsmeHeHni Bepcus onucaHve
2.00 JobaeneHa komaHaa show self-test.

3.140.95 show site-survey

OonucaHune MokasaTb AOCTyMNHble 6ecnpoBOAHbIE CETH.
Mpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Radio
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

3.140.96 show

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTpPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

(show)> site-survey name;
AprymeHT 3HauyeHue OnucaHwue
name NHTepgeiic MonHoe nmsa nHTepdeinca Nam NCeBLOHNM.

CnncoK AOCTYMHbIX 419 Bblbopa HTepdelicos
MO>XHO YBUAETb BBeAs KOMaHAy site-survey
[Tab].

(show)> site-survey WifiMastero

SSID MAC Ch  Mode »
Q

Hello 123 11:22:d4:70:97:f1 1 >

11b/g/n 31

BRT 78:69:87:b3:9d:68 1 >

11b/g/n 13

SVH34-34 23:bf:45:7b:0e:2e 1 >

11b/g/n 5

Keenetic-1234

11b/g/n

26

56:f4:ab:56:9a:48 3 -

(show)> site-survey WifiMasterl

SSID
Q

MAC Ch  Mode »

Keenetic-1153 (5)

34:ff:22:3d:69:fc 36 >~

1lla/n/ac 2

RT-5WiFi-87F8 15:a3:b8:e6:57: fa 44 >
1lla/n/ac 42

GPON5 23:9a:34:bl:bl:26 48 >~
1lla/n/ac 0

Bepcus OnucaHve

2.00 JobasneHa komaHaa show site-survey.

skydns profiles

BbiBecTn cnucok npodunein SkyDNS.

Het
Het

Het

I(shom0> skydns profiles
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Mpumep

(show)> skydns profiles

profile:

name: Main
token: 821766297

profile:

SkyDns::Client:

name: Kids
token: 840106815

Profile list is loaded.

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.01

Job6asneHa komaHaa show skydns profiles.

3.140.97 show skydns userinfo

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

MokasaTtb nHPopmaumio o nonb3oBatene SkyDNS.

I(shom0> skydns userinfo

(config)> skydns userinfo

plan:

SkyDns::Client:

name: Premium
code: PREMIUM

SkyDNS info is loaded.

WcTopuns nsmeHeHnit |Bepcusa

OnucaHune

2.01

JobasneHa komaHaa show skydns userinfo.

3.140.98 show snmp view

OnucaHwue
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het

MokasaTb cTatyc npegcrasneHus SNMP.
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Cunoncuc I(show)> snmp view
Mpumep (show)> snmp view
view:

id: client
include: .1.3.6.1
exclude: .1.3.6.1.2

WcTopus nsmeHeHum Bepcus onucaHue

4.01 JobasneHa komaHaa show snmp view.

3.140.99 show ssh fingerprint

OnucaHue MokasaTb TekyLue kr4u SSH-cepsepa.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> ssh fingerprint
Mpumep (show)> ssh fingerprint
rsa: MD5:d0:b0:d4:f7:da:7b:c0:e0:d0:c8:8f:ea:85:3c:09:00
rsa: SHAL:Nhxg8KNeE62E8zAZJIngImcrJkmA
rsa: SHA256:1M7MyrIagq4qFGT/dyF/t8TbJk5tCzreeGuh03zaydu4
ecdsa: »
MD5:a6:db:b4:fb:3c:b9:ae:31:ca:6d:ca:ed:62:73:a5:7e
ecdsa: SHA1l:ndWg/dx/dP/P8rMkJcVC3XB8nFo
ecdsa: »
SHA256 : Wp1K9d8MsquQBt1BeB1pV1yKdCN1Vay3BtBWbjOxs+0
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.12 Job6asneHa komaHaa show ssh fingerprint.
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3.140.100 show sstp-server

OnucaHue lNMokasaTb TekyLLye NoAKIHYeHUS K cepepy SSTP.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> sstp-server
Npumep (show)> sstp-server
enabled: yes
ndns-name: mymy.keenetic.link
has-ndns-certificate: yes
tunnel:
clientaddress: 172.16.3.33
username: mymy
uptime: 29
statistic:
rxpackets: 121
rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 14715
rxerrors: 0
rxdropped: 0
txpackets: 78
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 48265
txerrors: 0
txdropped: 0
timestamp: 104530.202229
last-overflow: 0.000000
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa show sstp-server.

3.140.101 show system

OnucaHue MokasaTb 0bLee COCTOSIHME CUCTEMBI.

OCHOBHbIe cBeAeHNA 0 COCTOAHNN CUCTEMbI

® 3arpyska LeHTpaibHOro MNpPoLEeccopa, B MPOLEHTax.
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® VIHbopmMaLWs 0 3aHATON N NMEKLLENCA B HaIMYUM NaMaTy, B
Kmunobaritax.

©® ViHbopmauus 06 ucnonb3oBaHUK daliia NoAkaydku, B kunobarrax.

® Bpewms paboTbl CUCTEMbI C MOMEHTa 3anycka, B CekyHJaax.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(show)> system
Npumep (config)> show system
hostname: Undefined
domainname: WORKGROUP
cpuload: 0 @
memory: 13984/28976 ©
swap: 0/0 ©
uptime: 153787 ©
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.00 [JobasneHa komaHaa show system.

3.140.102 show system country

OnucaHue lMokasaTb CTaTycC perMOHaanon HaCTpOVIKM B COOTBETCTBUN C PErMoHOM,
YCTaHOB/I€EHHbIM NMPON3BOAUTENEM.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> system country

Mpumep (show)> system country

factory: EA
selected: KZ
default-language: ru

country:
code: AM
short-name: Armenia
default-language: en

country:
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code:
short-name:
default-language:

country:

code:
short-name:
default-language:

country:

code:
short-name:
default-language:

country:

code:
short-name:
default-language:

country:

code:
short-name:
default-language:

AZ
Azerbaijan
en

BY
Belarus
ru

KG
Kyrgyzstan
en

KZ
Kazakhstan
ru

RU
Russian Federation
ru

WcTopuns nsmeHeHunit |Bepcus

country:
code: UZ
short-name: Uzbekistan
default-language: en
OnucaHmne

4.00

Job6asneHa komaHaa show system country.

3.140.103 show system cpustat

OnucaHue
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

Moka3aTb cBeAeHUs 06 NCNONb30BaHUN NPOLEccopa yCTPONCTBa.

I(shom0> system cpustat
(show)> system cpustat
interval: 36

busy:

cur: 1
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WcTopusa nsmeHeHum

min: O
max: 11
avg: 2
user:
cur: 0
min: O
max: 10
avg: 1
nice:
cur: 0
min: O
max: 0
avg: 0
system:
cur: 0
min: O
max: 2
avg: 0
iowait:
cur: 0
min: O
max: 0
avg: 0
irq:
cur: 0
min: O
max: 0
avg: 0
sirq:
cur: 0
min: O
max: 0
avg: 0
Bepcus OnucaHue
2.09 Job6asneHa komaHaa show system cpustat.

3.140.104 show tags

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

lMokazaTb AOCTYMNHbIE NOJIb30BaTe/IbCKMNE TErn.
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc |6h0m0> tags
Mpumep (show)> tags
tag: cli
tag: readonly
tag: http-proxy
tag: http
tag: printers
tag: cifs
tag: ftp
tag: ipsec-xauth
tag: ipsec-12tp
tag: opt
tag: sstp
tag: torrent
tag: vpn
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa show tags.
3.140.105 show threads
OnucaHwue lMokasaTb CrMCcoK akTUBHbIX NOTOKOB B NDM.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> threads
Mpumep (show)> threads
thread:
name: Cloud agent service
tid: 518
lock list complete: yes
locks:
statistics:

interval: 30

cpu:
now: 17771.481435
min: 0
max: 0
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avg: 0
cur: 0
thread:
name: FTP brute force detection
tid: 519
lock list complete: yes
locks:
statistics:

interval: 30

cpu:
now: 17771.481440
min: O
max: O
avg: 0
cur: 0
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
2.09 JobaBneHa komaHaa show threads.
3.140.106 show torrent status
OnucaHue MNMoka3aTb cocTosiHMe KnneHTa BitTorrent.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbliA BBog, Het
CuHoncuc I(shom0> torrent status
Mpumep (show)> torrent status
state: running
rpc-port: 8090
WcTopuns nsmeHeHWit |Bepcusa onucaHue
2.03 JobaBneHa komaHaa show torrent status.
3.140.107 show upnp redirect
OnucaHwue MokasaTb Npasuna TpaHcaaumy noptos UPnP. ECin BLIMOAHNTL KOMaHAY
6e3 aprymeHTa, TO BeCb CNNCOK NpaBua TpaHCSaLUK byaeT BbiBeAeH Ha

3KpaH.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CuHoncnc (show)>  upnp redirect [( (protocol> <interfaces ports) | <index> ]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
protocol tcp Ha akpaH byayT BbiBeAeHbl Npasuna TCP.
udp Ha skpaH 6yayT BbiBegeHbl npasuna UDP.

interface UHTepgeic Ha skpaH 6yayT BbiBeAeHbI NpaBuia C
yKa3aHHbIM NHTepdencom.

port Uenoe umcno |Ha 3kpaH 6yayT BblBeAEHbI MpaBmna ¢
yKa3aHHbIM MNOPTOM.

index Lenoe umcno |Ha skpaH 6yaeT BbiIBEAEHO NPABUIO C
yKasaHHbIM NOPAAKOBLIM HOMEPOM.

Mpumep (show)> upnp redirect udp ISP 11175
entry:
index: 1

interface: ISP
protocol: udp
port: 11175
to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)

packets: 0
bytes: 0
WcTopuns nsmeHeHwnit |Bepcusa onucaHue
2.00 JobasneHa komaHaa show upnp redirect.
3.140.108 show version
OonuncaHmne MokasaTb BepCMo MUKPONPOrpaMmel.

Mpedunkc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CuHoncnc I (show)> version
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Mpumep (show)> version

release: 2.10.C.1.0-0
arch: mips

ndm:
exact: 0-d32118a
cdate: 11 Dec 2017

bsp:
exact: 0-cbe0525
cdate: 11 Dec 2017

ndw:
version: 4.2.3.92
features: »
wifi button, flexible menu,emulate firmware progress
components: »
ddns,dotlx,interface-extras,miniupnpd, nathelper-ftp,
>
nathelper-pptp,nathelper-sip,ppe,trafficcontrol,
>
cloudcontrol, base, components, corewireless,dhcpd, 12tp,
>

igmp,easyconfig, pingcheck, ppp, pptp, pppoe, ydns

manufacturer: Keenetic Ltd.

vendor: Keenetic
series: KN

model: Start (KN-1110)

hw version: 10118000

hw id: KN-1110

device: Start

class: Internet Center

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvcaHue

2.00 JobaBneHa komaHAa show version.

3.140.109 show vpn-server

OnucaHue lNoka3saTb TekyLmMe nogkntoyeHus K cepsepy VPN.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(Shom0> vpn-server
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Mpumep (show)> vpn-server

tunnel:
clientaddress: 172.16.1.33
username: test
uptime: 3

statistic:
rxpackets: 51
rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 5440
rxerrors: 0
rxdropped: 0
txpackets: 46
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 9229
txerrors: 0
txdropped: 0
timestamp: 146237.254244
last-overflow: 0.000000

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.04 JobasneHa komaHaa show vpn-server.

3.141 skydns

OnucaHue JocTyn K rpynne KOMaHA A8 HaCcTponku napameTpoB SkyDNS.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (skydns)

CnHoncumc (config)>  skydns
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.01 Job6asneHa komaHaa skydns.

3.141.1 skydns assign

OnucaHwue MpurcBonTb NPOGUL 3aLLNTLI XOCTY AN CErMEHTY JIoKanbHoM ceTu. Mo
YMOYaHWIO A/151 BCEX XOCTOB W JIOKANIbHOW CEeTU UCMOob3yeTcs Npodunb
System.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

KomaHga ¢ npedrikcoM no BO3BPALLAET 3HaYEHME MO YMONYAHUIO.

Ja
Aa
Ja

(skydns)>  assign <host» <token> | interface <ifaces <token

(skydns)> no assign [<host> | interface <iface ]

AprymeHT 3HauyeHue OnuncaHwue

host MAC-apgpec MAC-agpec, KOTOpOMy Ha3Ha4aeTcs Npodub.
token Uenoe umucno |TokeH ayteHTUdUKaLum (ID).

iface UHTeppeinc MonHoe nmsa nHtepderica nam NCeBAOHUM.

(skydns)> assign interface Bridge0® 7061161877
SkyDns::Client: Associated interface "Bridge0" with profile »

"7061161877".

(skydns)> assign 04:12:23:54:bc:59 7061161877
SkyDns::Client: Associated host "04:12:23:54:bc:59" with profile »

"7061161877".

(skydns)> no assign interface Bridge0
SkyDns::Client: Removed profile for interface "Bridge0".

(skydns)> no assign 04:12:23:54:bc:59
SkyDns::Client: Removed profile for host "04:12:23:54:bc:59".

Bepcus

OnucaHune

2.01

Job6asneHa komaHaa skydns assign.

3.141.2 skydns check-availability

OnucaHwue
MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

MpoBepuUTb JOCTYMHOCTL CYX6bI SkyDNS.

Het
Het

HeTt

I(skydn$> check-availability

(skydns)> check-availability
SkyDns::Client: SkyDNS is available.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JobaeneHa komaHaa skydns check-availability.

3.141.3 skydns login

OnucaHune YKaszaTb NOrMH AN y4eTHoW 3anmncn SkyDNS.
KomaHgza ¢ npedpurkcom no cbpackiBaeT HAaCTPOIKY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (skydns)>  login <logins [ password> ]

(skydns)> no login

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

login Crpoka JlornH yueTtHow 3anucu SkyDNS.

password Ctpoka Maponb yyeTHo 3anucu SkyDNS.

Mpumep (skydns)> login myaccount@keenetic.com
SkyDns::Client: Set login.

(skydns)> no login
SkyDns::Client: Set login.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.01 Job6asneHa komaHaa skydns login.

3.141.4 skydns password

OnucaHue YKka3aTb Naposb A5 y4eTHon 3anucm SkyDNS.
KomaHgaa ¢ npedurkcom no cbpacbiBaeT HaCTPOIKY.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (skydns)>  password password»
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(skydns)> no password

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
password CTpoka Maponb y4yeTHoOM 3anuncn SkyDNS.
Npumep (skydns)> password g$scl)Uu(EGd*cGTv; n

SkyDns::Client: Set password.

(skydns)> no password
SkyDns::Client: Set password.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.01 Job6asneHa komaHaa skydns password.

3.142 sms

OnucaHue JocTtyn K rpynne KomMaHA Ans HacTporikm cepBuca SMS Ha uHTepdelice.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

BxoXxaeHue B rpynny (sms)

CuHoncuc (config)>  sms name>
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
name UHTepgeiic WHTepdeiic ¢ SMS cepBucom.
Mpumep (config)> sms UsbQmi@
(sms)>
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.03 JobaBneHa KoMaHAa sms.

3.142.1 sms delete

OnucaHwue Yaanntb SMS-coobLueHme.

Mpe¢ukc no Het
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc (sms)> delete id>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
id Ctpoka NaeHTudunkaTop coobLueHus.
Mpumep (sms)> delete sim-5
UsbQmi::Sms: "UsbQmi®": message deleted.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

3.03 JlobaBneHa komaHaa sms delete.

3.142.2 sms list

OnucaHwue MokasaTb CANCOK NoMyYeHHbIX SMS-co06LLeHNiA.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc (sms)> list[unread][idid>][no-content]
AprymeHTbI AprymeHT |3HaueHue OnucaHue
unread Knwuyesoe cnoso|lNoka3aTb CNVCOK TOJIbKO HEMPOUNTAHHbIX
SMS-coobLLeHWA.
id KnioyeBoe cnoso|lNokasaTb COO6LLEHME C 3a4aHHbIM
NAEeHTUONKATOPOM.
no-content |Knwyesoe croso|He nokasbiBaTh COAEPXMMOE TEKCTOBbIX
COOBLLEHNI.
Mpumep (sms)> list

nv-free-slots: 23
nv-total-slots: 23
sim-free-slots: 0

sim-total-slots: 15

messages, id = sim-0:
read: yes
from: +79658283425
timestamp: Thu Aug 20 14:39:57 2020
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parts:
total-parts:
text:

messages, id

read:

from:
timestamp:
parts:
total-parts:
text:

messages, id

read:

from:
timestamp:
parts:
total-parts:
text:

messages, id

read:

from:
timestamp:
parts:
total-parts:
text:

messages, id

read:

from:
timestamp:
parts:
total-parts:
text:

leadership,

2 weeks free!

and

listen to them without advertising on any

convenient device.

/ day.

card binding. Cancel

days

1

1

Accepted
= sim-1:

yes

MegaFon

Wed Sep 9 13:57:21 2020

2

2

636-269 — your personal login code.

Do not share this code with anyone.

= sim-3:

yes

+79658283425

Wed Sep 9 16:32:26 2020
1

1

Our time to your time to yes to
= sim-4:

yes

+79658283425

Mon Sep 14 17:14:11 2020
1

1

Ok
= sim-5:

yes

MegaFon

Wed Sep 16 10:24:46 2020
7

7

Listen to audiobooks on management, »

personal efficiency and self-development

Just subscribe to the MegaFon AudioBooks

The cost after the trial period - 1 euro

Payment from the phone account without

subscriptions at any time: pay only for

of usage. Learn more:
http://i.megafon.com/Q2XadzRp9xusLwS1

\J

\J

\J

\J

\j

\j
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messages, id = sim-12:
read: no
from: +79252384670
timestamp: Fri Sep 18 19:02:27 2020
parts: 3
total-parts: 4
text: This subscriber left you 18.09.2020 at »
18:35
voice message. You can listen to it for »
free by
number 0525. / Listen to podcasts and »
book parodies in
convenient application without advertising »
for 5 e/d. Detailed[...].

(sms)> list id xnv-64

nv-free-slots: 68
nv-total-slots: 128
sim-free-slots: 15

sim-total-slots: 15
messages-count: 1

messages, id = xnv-64:
read: yes
from: mTinkoff
timestamp: Sat Jul 3 17:30:46 2021
parts: 2
total-parts: 2
text: Replenishment: 10.00 €. Available: 31.00 €.

(sms)> list no-content

nv-free-slots: 12
nv-total-slots: 23
sim-free-slots: 10

sim-total-slots: 10
messages-count: 5

messages, id = nv-3:
read: yes

messages, id = nv-7:
read: yes

messages, id = nv-2:
read: yes

messages, id = nv-0:
read: yes

messages, id = nv-1:
read: yes
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UcTopuns nameHeHuii

Bepcus OnucaHve
3.03 JobaBneHa komaHaa sms list.
3.07 JlobaBneHbl aprymeHThl id 1 no-content.

3.142.3 sms read

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncumc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

OTMeTnTb SMS Kak NnpoYnTaHHoe.

KomaHga c npedurkcom no Bo3epalyaet SMS HenpoumMTaHHYO MeTKYy.

[Ja
Het
Hert
(sms)> read «<id»
AprymeHT 3HauyeHue OnuncaHwue
id CTpoka NaeHTUdmnKaTop coobLLeHUS.

(sms)> read sim-5
UsbQmi: :Sms:

(sms)> no read sim-5

"UsbQmi0*":

message marked as read.

UsbQmi::Sms: "UsbQmi®": message marked as unread.
Bepcus OnucaHve
3.03 JlobaBneHa koMmaHaa sms read.

3.142.4 sms send

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

OTnpaBuTb SMS Ha yKasaHHbI HOMep. MakcMManbHoe 3HavyeHve
COXPaHEeHHbIX BXOAALMX SMS-co0bLeHn B NaMATY MapLUpyTu3aTopa —
128. Ecnv namMaTh 3anosiHeHa, camble ctapble SMS 13 namaTtm 6yayT
aBTOMaTUYeCcKn yaanaTbCca Npu nosiydyeHrin Hosoro SMS.

Het

Het

HeT

I (sms)>  send «to» cmessages
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
to CTpoka Homep TenedoHa nonyyatens.
message Ctpoka TekcToBOe coobLLeHMe A5 OTAPaBKU.
Mpumep (sms)> send +79261122777 "hello world!"

UsbQmi::Sms: "UsbQmi®": message sent.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

3.03 JlobaBneHa komaHaa sms send.

3.143 snmp community

OnucaHwue 3agaTb HoBoe nMs ana SNMP coobuiectBa. 1o yMoOAYaHMIO, NCNONb3YeTCs
CTaHAapTHoe nm4 public.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3Ha4yeHme no yMonyaHuio.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het

Cunoncnc (config)>  snmp community «community:>

(config)> no snmp community

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

community CTpoka HoBoe Ha3BaHMe coobLecTBa.

Npumep (config)> snmp community Co_test
Snmp: :Manager: SNMP community set to "Co test".
(config)> no snmp community
Snmp: :Manager: SNMP community reset to "public".

MCTOpMﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JlobaeneHa kKOMaHAa shmp community.

3.144 snmp contact

OnucaHwue MpucBonTb KOHTakTHOE MMA SNMP areHTy. 1o yMOnYaHUIO UMSA He
ornpegeneHo.
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naBa 3 OnncaHme KoMaHp,

KomaHga c npedurkcom no yganseTt HacTPOWKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config)>  snmp contact «contact>

(config)> no snmp contact

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

contact Ctpoka KoHTakTHas nHoopmaums SNMVP.

Npumep (config)> snmp contact Cont_test
Snmp: :Manager: SNMP contact info set to "Cont test".
(config)> no snmp contact
Snmp: :Manager: SNMP community info reset.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.08 Jo6aBneHa koMaHAa snmp contact.

3.145 snmp location

OnucaHwue YKa3aTb pacnonoxeHve SNVP areHTa. [1o yMon4aHUIO pacnonoxeHue He
ornpegeneHo.

KomaHga ¢ npedprKcom no yaanset HacTPOnKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config)>  snmp location <location»
(config)> no snmp location
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
location Crpoka PacnonoxeHve SNMP ycTpoiicTBa.
Mpumep (config)> snmp location Odintsovo

Snmp: :Manager: SNMP device location set to "Odintsovo".
(config)> no snmp location
Snmp: :Manager: SNMP device location reset.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.08

[JobaeneHa komaHaa snmp location.

3.146 snmp view

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

3.147 snmp view exclude

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

Co3gaTb KOMMbOHUTY SNMP € orpaHUYeHHbIM AOCTYMNOM.

KomaHga ¢ npepurkcom no yaansietT KOMMbIOHUTH.

Ja
Aa
Ja

(config)>

snmp view <name>

(config)> no snmp view name>

AprymeHT

3HayeHue

OnucaHue

name

CTpoka

VIMSi KOMMBIOHUTY B COKpaLLLEHHOM BUAE,
ANNHOW He 60nee 32 CMMBOJIOB.
MakcrManbHoe KONN4YecTBO KOMMbHOHNTY —
4,

(config)> snmp view client
Snmp: :Manager: Created view "client".

(config)> no snmp view client
Snmp: :Manager: Removed view "client".

Bepcusa

OnucaHune

4.01

[Jo6aBneHa kOMaHAa shmp view.

VcknounTb noagepeso v3 npeacrasneHnsa SNMP,

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.

Aa
Ja

Het
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CuHoncuc (config)>  snmp view exclude <0id>

(config)> no snmp view exclude [ <0id> ]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

oid Ctpoka VaeHTnounkatop obbekTa.

Mpumep (config)> snmp view client exclude mgmt
Snmp: :Manager: "client": added excluded O0ID "mgmt".

(config)> no snmp view client exclude mgmt
Snmp: :Manager: "client": removed excluded OID "mgmt".

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

4.01 [JobaeneHa komaHza snmp view exclude.

3.148 snmp view include

OnucaHue Bkntountb nogaepeso B npeactasneHne SNMP.
KomaHga ¢ npedunKcom no yaanset HacTPOnKY.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config)>  snmp view include <0id>

(config)> no snmp view include [ <0ids ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

oid CTpoka NaeHTudunkaTop obbekTa.

Npumep (config)> snmp view client include internet
Snmp: :Manager: "client": added included OID "internet".

(config)> no snmp view client include internet
Snmp: :Manager: "client": removed included 0ID "internet".

VICTOleﬂ n3MeHeHuA Bepcmﬂ onucaHvie

4.01 [Jlo6aBneHa komaHaa snmp view include.
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3.149 sstp-server

OnucaHwue JocTtyn K rpynne KoMaHA AN HAaCTPOMKM NapaMeTpoB cepBepa SSTP.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (sstp-server)

CuHoncuc (config)> sstp-server
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.12 JobaBneHa KoMaHaa sstp-server.

3.149.1 sstp-server allow-bridging

OnucaHwue BrntounTtb nogaepxky Ethernet B pexxume mocta ana SSTP-cepsepa. Mo
YMOJIHaHUIO PEXNM BbIK/THOUEH.

MprmMedaHne:  Pexmm MocTa NojAepXXmBaeTCs Mexay MapLUpyT13aTopaMim
Keenetic.

KomaHga ¢ npedurkcom no BbIKIOYaET AaHHbIA PEXVM.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (sstp-server)>  allow-bridging

I (sstp-server)> no allow-bridging

Mpumep (sstp-server)> allow-bridging
SstpServer: :Manager: Enabled Ethernet mode.

(sstp-server)> no allow-bridging
SstpServer: :Manager: Disabled Ethernet mode.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.09 JlobasneHa koMmaHga sstp-server allow-bridging.
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naBa 3 OnncaHme KoMaHp,

3.149.2 sstp-server camouflage

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BrntounTb pexuim camouflage ans cepepa SSTP, obecnevnBarowmia
AOMONHUTENbHYI 6€30MacHOCTb OT YAaNeHHOr0 CKAHNPOBAHNS JOCTYMHbIX
cepBuCcoB. Mo yMONYaHWIO JaHHbIV PEXUM BbIK/HOYEH.

KomaHga ¢ npedurkcom no oTkaro4aeT pexxmm camouflage.
Ja
Ja

Het

I (sstp-server)>  camouflage

I (sstp-server)> no camouflage

(sstp-server)> camouflage
SstpServer::Manager: Enabled camouflage mode.

(sstp-server)> no camouflage
SstpServer: :Manager: Disabled camouflage mode.

Bepcus OnucaHve

4.02 JobasneHa koMaHgaa sstp-server camouflage.

3.149.3 sstp-server debug

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

BrntounTb 0TnafouHbIN pexunm ansa SSTP-cepeepa. MNoapobHasa nHopmayus
0 npouecce NogkntyeHna SSTP-knneHTa K SSTP-cepBepy COXpaHaeTcs B
CucTeMHOM XypHane. Mo ymonyaHunio GyHKLMA BbIKAOYEHa.

KomaHga ¢ npedrnKcom no OTKAKYAET OTNAL0UHbIA pPexuMm.
Ja
Ja

HeT

I (sstp-server)>  debug

I (sstp-server)> no debug

(sstp-server)> debug
SstpServer::Manager: Enabled debug.

(sstp-server)> no debug
SstpServer: :Manager: Disabled debug.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

4.03 [JlobaeneHa komaHaa sstp-server debug.

3.149.4 sstp-server dhcp route

OnucaHwue HasHaunTb MapLLpyT, nepesaBaeMblii Yepes coobuieHmns DHCP INFORM,
KnneHTam SSTP-cepBepa.

KomaHaa ¢ npe¢rkcom no oTMeHsieT NolyYeHune yKkasaHHOro MapLupyTa.
Ecnu BBeCTM KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMEeHEeHO NoJlyyeHme Bcex
MapLLpyTOB.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBog, /[la

CuHoncuc (sstp-server)>  dhcp route caddress, anask»
(sstp-server)> no dhcp route [ «@address» anasks |
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
address IP-agpec Ajpec ceTeBOro KiMeHTa.
mask IP-macka Macka ceteBoro knmeHTa. CyLecTsyeT jBa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B BUAe
61TOBOM ANMHbI Npedurkca (Hanpumep, /24).
Npumep (sstp-server)> dhcp route 192.168.2.0/24
SstpServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.
(sstp-server)> no dhcp route
SstpServer: :Manager: Cleared DHCP INFORM routes.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.12 JobasneHa komaHgaa sstp-server dhcp route.

3.149.5 sstp-server interface
OnucaHune CBsi3aTb cepBep SSTP € yKa3aHHbIM nHTepdericom.
KomaHaa ¢ npedunKcom no paspbiBaeT CBA3b.

Mpe¢ukc no [Ja
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MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(sstp-server)>

(sstp-server)> no interface

interface <interface>

AprymeHT

3HayeHue

OnvicaHune

interface

UHTepperic

MonHoe nMsi MHTepdeica v NCeBAOHMM.
CrNMCOK JOCTYMHbIX MHTepdeicoB MOXHO
YBMAETb C MOMOLLIbIO KOMaHAb! interface
[Tabl.

(sstp-server)> interface [Tabl]

Usage template:
interface {interface}

Choose:
GigabitEthernetl

WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl
GuestWiFi

(sstp-server)> interface Bridge0
SstpServer: :Manager: Bound to Bridge0.

Bepcus

OnucaHune

2.12

JobasneHa KoMaHaa sstp-server interface.

3.149.6 sstp-server ipvécp

OnuncaHwne

Mpedukc no

MeHsieT HacTpoWiKKn

Bkntountb nogaepxky IPv6. ina kaxaoro SSTP-cepBepa co3gatoTcs
DHCP-nynbl IPv6. Mo ymMon4aHmio HacTpoKka OTK/OYeHa.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxky IPv6.

Ja
Ja

MHorokpaTtHbIiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (sstp-server)>  ipvécp

I (sstp-server)> no ipvécp

(sstp-server)> ipvé6cp
SstpServer: :Manager: IPv6 control protocol enabled.

(sstp-server)> no ipvécp
SstpServer: :Manager: IPv6 control protocol disabled.

Bepcus OnucaHve

3.00 JlobaBneHa KoMaHaa sstp-server ipvecp.

3.149.7 sstp-server Icp echo

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

OnpeaenuTb Npasuaa TecTupoBaHus SSTP-noaxkntouveHnin cpegcreamm LCP
echo.

KomaHga ¢ npedurkcom no oTknto4aeT LCP echo.

Ja

[Ja

HeTt

(sstp-server)>  lcp echo <interval> «count> [adaptive]

(sstp-server)> no lcp echo

AprymeHT |3HauyeHune OnuncaHwue

interval |Yenoe uucno ViHTepBan Mexay oTnpaskamu LCP echo,
B cekyHAax. Ecnv B TeueHue yKkasaHHOro
VHTepBasa BpeMeHu oT yaaneHHow
CTOPOHBbI He 6b1a1 nonyyeH LCP 3anpoc, e
6yAeT oTNpaBAeH Takol 3anpoc C
oxugaHviem oteeTta LCP reply.

count Llenoe uuncno KonnuyecTBo oTnpaBieHHbIX NOAPAA
3anpocoB LCP echo Ha KOTopble He 6bl
nony4eH oteeT LCP reply. Ecim count
3anpocoB LCP echo octanuck 6e3 oTBeTa,
coeAnHeHune byaeT pa3opBaHo.

adaptive |Kmowyesoe croso |Pppd 6yaeT otnpaBnsaTtb 3anpoc LCP echo
TOJIbKO B TOM CJlyYae, eCiv OT yAaneHHOro
y3na HeT Tpaduka.

(sstp-server)> lcp echo 5 3
SstpServer: :Manager: LCP echo parameters updated.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa sstp-server Icp echo.

3.149.8 sstp-server Icp force-pap

OnucaHue MPUHYANTENBHO MCNOBL30BaTb PeXUM ayTeHTuduKaummn PAP ana cepsepa
SSTP.
KomaHga c npedurkcom no oTkAtoYaeT NPpUHYyAUTENbHOE UCMOob30BaHe
PAP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (sstp-server)>  lcp force-pap

I (sstp-server)> no lcp force-pap

Mpumep (sstp-server)> lcp force-pap
SstpServer: :Manager: Forced PAP-only authentication.

(sstp-server)> no lcp force-pap
SstpServer: :Manager: Disabled forcing PAP-only authentication.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

3.05 Jlo6aBneHa komaHga sstp-server Icp force-pap.

3.149.9 sstp-server mru

OnucaHwue YcTaHOBUTbL 3HaveHVe MRU koTopoe byaeT nepeaaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYeHMe M0 YMOTYAHNIO.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (sstp-server)>  mru «walue

I (sstp-server)> no mru

620 CnpaBoyHUK koMaHa — Runner 4G (KN-2212)




naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
value UYenoe uucro |3HauveHue MRU. MoxeT MpUHNMAaTb 3HaUeHns
B npejenax ot 128 go 1500 BKAOUUTENBHO.

Mpumep (sstp-server)> mru 200
SstpServer::Manager: MRU set to 200.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.12 JobasneHa KOMaHAa sstp-server mru.

3.149.10 sstp-server mtu

OnucaHue YcTtaHoBUTL 3HaveHue MTU, koTopoe byaeT nepegaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHUNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (sstp-server)>  mtu walue»
(sstp-server)> no mtu

AprymeHTbl AprymeHT |3HaueHme |OnucaHue

value UYenoe uucro |3HauveHme MTU. MoxeT NPUHUMAaTb 3HaYeHUs

B npegenax ot 128 o 1500 BkAoUMTENIbHO.

Mpumep (sstp-server)> mtu 200

SstpServer: :Manager: MTU set to 200.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.12 JobasneHa KoMaHaa sstp-server mtu.

3.149.11 sstp-server multi-login

OnucaHue PazpewnTb nogkntoveHme K cepepy SSTP HeCKonbKMX Nofb3oBaTenei ¢
OJlHOTO aKKayHTa.

KomaHga ¢ ﬂpe¢I/IKCOM No OTKNKYaEeT 3Ty BO3SMOXHOCTb.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

WcTopus nsmeHeHwnii

Ja

Het

I (sstp-server)> multi-login

I (sstp-server)> no multi-login

(sstp-server)> multi-login
SstpServer: :Manager: Enabled multiple login.

Bepcus

OnucaHue

2.12

JobaBneHa komaHAa sstp-server multi-login.

3.149.12 sstp-server pool-range

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

HasHauuTb Nyn agpecos A8 KIVEHTOB, NOAK/IHOYAIOLLMXCA K cepBepy SSTP.
Mo ymonuaHuto ncnonb3yertca pasmep nyna 10.

KomaHga c npedumkcom no yganset nyn.

Ja

Aa

Het
(sstp-server)>

(sstp-server)>

pool-range

no pool-range

<begin [«sizes]

AprymeHT 3HauyeHue OnucaHwue
begin IP-agpec HauanbHbI agpec nyna.
size lenoe 4ucso |Pasmep nyna.

(sstp-server)> pool-range 192.168.1.22 7
SstpServer: :Manager: Configured pool range 192.168.1.22 to »

192.168.1.28.
Bepcus OnucaHve
2.12 JlobaBneHa komaHAa sstp-server pool-range.

3.149.13 sstp-server session-logout

OnucaHune

3aBepLInTb aKTUBHYIO WUJIN 3aBUCLLYIO CeCCUIO Ha SSTP-cepBepe.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

Het

Ja

Het

(sstp-server)>  session-logout <session>

AprymeHT 3HauyeHue OnucaHwue

session Uenoe uucno |NpeHTndumkatop SSTP-ceccum (MOXHO
yBUAeTb Npu noMoLly koMaHabl show
sstp-server).

(sstp-server)> session-logout 6
SstpServer: :Manager: Session "6" is terminated.

Bepcus OnucaHue

4.03 [JobaBneHa koMaHaa sstp-server session-logout.

3.149.14 sstp-server session-preempt

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

WcTopus nsmeHeHum

BintounTb BbiTecHeHMe VPN-ceccuii npuy OTKAKOYEHHOW onumn sstp-server
multi-login Ha SSTP-cepBepe.

KomaHgaa ¢ npedprKcoM no oTK/I0UaeT BbITeCHEHMe.
Aa
Ja

Het

I (sstp-server)> session-preempt

I (sstp-server)> no session-preempt

(sstp-server)> session-preempt
SstpServer: :Manager: Enabled session preemption.

(sstp-server)> no session-preempt
SstpServer: :Manager: Disabled session preemption.

Bepcus OnucaHue

4.03 JobaBneHa KoMaHaa sstp-server session-preempt.
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naBa 3 OnncaHme KoMaHp,

3.149.15 sstp-server static-ip

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHni

Ha3HaunTb NOCTOAHHbIN IP-ap,pec nosib3oBaTento. [Nonb3oBaTe b B cMCTeMe
JOJIXeH NMeTb MeTKy sstp.

KomaHza c npedurkcom no yaansert npnsasky.
Ja
Ja
Aa
(sstp-server)>  static-ip name> «address>

(sstp-server)> no static-ip <name>

AprymeHT 3HayeHue OnuncaHue

name CTpoka J1orvH.

address IP-agpec HasHauaemsblin IP-agpec.

(sstp-server)> static-ip admin 192.168.1.22
SstpServer: :Manager: Static IP 192.168.1.22 assigned to user »
"admin".

Bepcus OnucaHve

2.12 JobasneHa KoMaHAa sstp-server static-ip.

3.150 system

OnucaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

[oCTyn K rpynne KOMaHz ANst HACTPOMKM rnobanbHbIX NapameTpoB.

HeT

Het

MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny

CuvHoncuc

WcTopusa nsmeHeHuim

(system)

(config)> system

Bepcus OnucaHue

2.00 JobaBneHa KoMaHaa system.
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naBa 3 OnncaHme KOMaHA,

3.150.1 system button

OonuncaHmne HacTpouTb KHOMKM Ha KOpMyce yCTPONCTBA Ha BbIMOHEHWE onpeAeneHHbIX
AenctBuii. Habop 06paboTUMKOB 3aBMCUT OT annapaTHor KoHGUrypaumm u
YyCTaHOBNEHHbIX MOAYNeN.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIKy.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncnc (system)>  button <buttons on actions do <handlers
(system)> no button [ <button> [ on «action> ]]
AprymeHTbI AprymeHT  |3HaueHue OnucaHue
button RESET KHonka cbpoca.
WLAN KHonka WLAN.
action click OAVIHOYHBIV KNNK.
double-click [BONHOW KNWK.
hold HaXaTb 1 yaepXnBaTb B
TeyeHwue 3 cekyHA. KHormky
RESET yaepxviBaeTcs B
TeueHwne 10 cekyHA.
handler FactoryReset C6poc cnctemsbl B 3aBojckme
3HayeHs rno yMoa4YaHuo.
Reboot Mepe3arpyska cmMcTemsl.
WifiToggle BknroyveHwne/BbIKIHOYEHNEe
Wi-Fi.
WifiGuestApToggle BknroyveHwne/BbIkItOYEHNEe
rocresoro Wi-Fi.
WpsStartMainAp 3anyctutb WPS (ToN1bKO AN
2,4TTw).
Mpumep

(system)> button WLAN on double-click do WifiGuestApToggle

Core::Peripheral: :Manager:

(system)> no button
Core::Peripheral::Manager: All button bindings reset.

(system)> no button FN1

Core::Peripheral: :Manager:

"WLAN/double-click" handler set.

"FN1" button bindings reset.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 JobaeneHa komaHaa system button.

3.150.2 system caption

OnucaHune YCTaHOBUTb Ha3BaHWe 1 3arofIoBoK Beb-nHTepdelica Ana yao6cTBa
HaBUrayum.
MNpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (system)>  caption templates
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
template default CoueTaHue bpeHga 1 mogenu (Hanpumep,
Keenetic Speedster).
product HasBaHue mogenu (Hanpumep, Speedster).
description |OnucaHue cuctemel (Hanpumep, Speedster
(KN-3010)).
hwid NaeHTndunkaTop mogenu (Hanpumep,
KN-3010).
hostname VMg cuctembl (Hanprimep,
Keenetic-Speedster).
ndns-domain |/msa KeenDNS (Hanpumep,
mywork.keenetic.name).
default-ssid|Vma Wi-Fi no ymonuaruio (Hanpumep,
Keenetic-8665).
Npumep (system)> caption product
Core::System::Caption: Template set to product.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

3.08 Jlo6aBneHa koMmaHaa system caption.

3.150.3 system clock date

OnucaHue YCTaHOBUTb CUCTEMHBbIE AaTy U BpeMsi.
Mpedukc no Het

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (system)> clock date «date-and-time>
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
date-and-time |CTpoka Tekywas gata v spems B popmate DD MM
YYYY HH:MM:SS.
Mpumep (system)> clock date 18 07 2012 09:52:33
System date and time has been changed.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobasneHa komaHaa system clock date.

3.150.4 system clock timezone

OnuncaHwne YCcTaHOBWTb YacoBOW NOSAC CUCTEMBI.

KomaHza ¢ npe¢prkcom no yctaHaB/MBaeT YacoBOWM MOAC MO YMOSYaHWIO
(GMT).

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Cunoncuc (system)>  clock timezone <locality»
(system)> no clock timezone <locality>
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
locality CTpoka HasBaHue ropoga, 0603Ha4aroLLero 4acoBo
rnosc.
NMpumep (system)> clock timezone Dublin
the system timezone is set to "Dublin".
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue

2.00 JobasneHa komaHaa system clock timezone.

3.150.5 system configuration factory-reset

OonucaHue BoccTaHOBUTL 3aBOACKME HACTPOMKN ANSi BCEX PEXMMOB.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I(system)> configuration factory-reset
Mpumep (system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »
defaults.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHAa system configuration
factory-reset.

3.150.6 system configuration fail-safe commit

OnucaHune 3adpuKcpoBaTb BCe HECOXPAHEHHbIE M3MEHEHMS 1 OCTaHOBUTL Taimep.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I (system)> configuration fail-safe commit
Mpumep (system)> configuration fail-safe commit
Core::System: :Mtd: :ConfigStorage: Commited fail-safe »
configuration changes.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
3.08 Job6asneHa komaHaa system configuration fail-safe
commit.

3.150.7 system configuration fail-safe keep-alive

OnucaHue Trxo nepe3anycTnTb TaiMep 0TKA30yCTONUNBOCTH,

Ecnn 0TKa30yCTOI7ILII/IBbII7I PEXNM HEAKTNBEH NN HET M3MEHEHWI B
KOH(I)I/IpraLl,I/II/I, KOMaHJa H4Yero He genaert.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I (system)> configuration fail-safe keep-alive

(system)> configuration fail-safe keep-alive

Bepcus OnucaHve
3.08 JobasneHa komaHAa system configuration fail-safe
keep-alive.

3.150.8 system configuration fail-safe rollback

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

UcTopuns nsmeHeHnii

OTKaTUTb BCE HECOXPAHEHHbIE N3MEHEHWA 1 nepe3arpy3ntb cuctemy. Mpu
nepesarpyske c1ucrema repexoauT B creLmanibHoe COCTOsIHVe oTKaTa. BaTom
COCTOSHUY BNOKMNPYIOTCA AECTBUA PUKCALMN U M3MEHEHNS KOHGUTYpaLmn
Taimepa, 3a VCKNoYeHVeM OTKIoYeHs Talmepa.

Ecnn HeT nameHeHuin B KoHGUrypaLmm, KoMaHAa HUYero He genaer.
HeTt
HeT

Het
I (system)> configuration fail-safe rollback

(system)> configuration fail-safe rollback
Core: :System: :Mtd: :ConfigStorage: Ignored a fail-safe rollback: »
no pending changes.

Bepcus OnucaHve
3.08 JobasneHa komaHaa system configuration fail-safe
rollback.

3.150.9 system configuration fail-safe timer

OnuncaHwune

Mpedukc no
MeHsieT HaCTPOWKN

MHorokpaTtHbIiA BBOJ,

HacTpouTb UNv OTMEeHUTL TaliMep 0TKa3oycTounBoCcTU. KoMaHaa
HacTpamBaeT (UM NepeHacTparBaeT) COCTOsHME TaliMepa, KOTOPOoe IBSIeTCS
NOCTOSIHHBIM MeX/y nepesarpyskaMun — oHa He Tpe6yeT IBHOrO COXpaHeHst
KOHOUrypaLummn. PeanvsoBaHa TONbKO ANs pexvMa MapLupyTmusaTopa.

KomaHga ¢ npedurkcom no oTkaro4aeT GyHKLMIO.
Ja
Ja

Het
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naBa 3 OnncaHme KoMaHp,

Cunoncuc (system)> configuration fail-safe timer action> <intervals
(system)> no configuration fail-safe timer
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
action reboot JelcTBre No ncteyeHmto Tanmepa.
interval Lenoe uucno |3HayveHue TariMepa B nNpegenax ot 60 A0
86400 cekyHA.
Mpumep (system)> configuration fail-safe timer reboot 60
Core: :System: :Mtd: :ConfigStorage: Enabled a 60-second fail-safe »
"reboot" timer.
(system)> no configuration fail-safe timer
Core::System::Mtd: :ConfigStorage: Turned off the fail-safe mode.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
3.08 Jlo6aBneHa komaHaa system configuration fail-safe
timer.

3.150.10 system configuration save

OnucaHwue CoxpaHnTb CUCTEMHbIE HaCTPOMKMW.
Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(system)> configuration save

Mpumep (system)> configuration save
Saving configuration.

WcTopus nsmeHeHum Bepcus onucaHue

2.05.B.1 JobasneHa komaHAa system configuration save.

3.150.11 system country

OonuncaHmne Bbi6paTb CTpaHy 13 Cnucka CTpaH, AOCTYMHbIX B PErMOHe, yKa3aHHOM
npousBoguTeneM. BeibpaHHasi cTpaHa MOCTOSIHHO XPaHUTCS B NaMATU U He
TpebyeT coOXpaHeHNss KOHPUTYPaLIMN KOMaHAbI.

HacTpolika cTpaHbl BANSIET Ha BCe PeXMMbl CUCTEMBI.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

KomaHgza ¢ npedpurKcom no yaanseT AaHHYH HaCTPOWKY.
Ja
Aa

Het

(system)> country «country

AprymeHT 3HauyeHue OnuncaHwue

country CTpoka Koa CTp1agHbI B cooTBeTCcTBUK C ISO 3166-1
alpha-2"~.

(system)> country EN
Core::System: :Country: Set the system country code to "EN".

(system)> no country
Core::System::Country: Reset the system country code.

Bepcus OnucaHve

4.00 [Jlo6aBneHa koMaHza system country.

3.150.12 system debug

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

BrtoUnTb 0TNaAKY cMcTeMsl. 10 yMONYaHWIO NapaMeTp OTK/IOYEH.
KomaHga ¢ npedurkcom no oTKIoYaeT HaCTPOIKY.

Ja

Aa

MHorokpaTtHbIiA BBOA, Het

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (system)>  debug

I (system)> no debug

(system)> debug
Core::Debug: System debug enabled.

Bepcusa OnucaHve

2.03 [JobasneHa komaHaa system debug.

19 https://ru.wikipedia.org/wiki/ISO_3166-1_alpha-2
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naBa 3 OnncaHme KoMaHp,

3.150.13 system description

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

3ajaTb oNMcaHue CUCTeMbl B BUAE MPON3BO/IbHOM CTPOKM. M0 yMONYaHWIO
ncnone3syetca ctpoka Runner 4G (KN-2212).

KomaHga ¢ npedrkcom no Bo3BpaLlaeT onvcaHme No yMOAYaHMIo.
Ja

Ja

Het

(system)>  description «descriptions

(system)> no description

AprymeHT 3HayeHne |OnucaHue
description CTpoka OnuvcaHve cncTemMbl 4IMHON He 6onee 256
6anT.

(system)> description DEVICE
Core::System::Info: Description saved.

(config)> show version

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Ultra (KN-1810)
hw _version: 10188000
hw _id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: DEVICE

(config)> show running-config

set vm.swappiness 60

set vm.overcommit memory ©

set vm.vfs cache pressure 1000
set dev.usb.force usb2 0
domainname WORKGROUP

hostname Keenetic Ultra
description DEVICE

(system)> no description
Core::System::Info: Description reset to default.
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(config)> show version

manufacturer: Keenetic Ltd.

vendor: Keenetic

series: KN

model: Ultra (KN-1810)

hw version: 10188000

hw id: KN-1810

device: Ultra

class: Internet Center

region: RU

description: Keenetic Ultra (KN-1810)

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.15 JobasneHa komaHaa system description.

3.150.14 system domainname

OnucaHue MpncBouTb cucTemMe JOMEHHOEe UMS.

KomaHga ¢ npedunkcom no yaanseT JOMeHHOe NMS.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (system)>  domainname <domain»
(system)> no domainname
AprymeHTbl AprymMeHT  |3HaueHme |OnucaHue
domain CTpoka JomMmeHHOoe nwvs.
Mpumep (system)> domainname zydata
Domainname saved.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.00 JobasneHa KomaHaa system domainname.

3.150.15 system hostname

OnucaHwue YCTaHOBUTL CUCTEMHOE UMSA XOCTa. MIMSA XOoCTa ncnonb3yetca AN
naeHTndMKaLMm y3na B cetTu. 3T0 HeEOOX0ANUMO A5t obecneveHnss paboThbl
HeKOTOPbIX BCTPOEHHbIX c/lyX6, Takux Kak CIFS.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

KomaHAa ¢ Npeprkcom no ycTaHaBAMBAET 3HAaUEHME MO YMOJTYAHNIO,
3aBuCsILLEe OT HAa3BaHWA MOZENM YCTPOMCTBa.

Ja

Aa

Het

(system)> hostname <hostnames

(system)> no hostname

AprymeHT 3HauyeHue OnuncaHwue

hostname CTpoka MMsi XocTa CUCTEMBI.

(system)> hostname KN1010
Core::System: :Hostname: The host name set.

(system)> no hostname
Core::System: :Hostname: The host name reset.

Bepcus OnucaHue

2.00 JobaBneHa komaHaa system hostname.

3.150.16 system led power schedule

OnucaHune

MNpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

MprcBOUTL pacnucaHve Ans paboTbl CBETOAVNOAHbLIX MHANKATOPOB Ha
ycTponcTBe. [Nepes BbINOJHEHMEM KOMaHAbI pacnvicaHne A0/IKHO 6bITb
CO3/J,aHO 1 HAaCTPOeHO Npu nomoLLm koMaHapbl schedule action.

KomaHga ¢ npedrkcom no paspbiBaeT CBA3b MeXAy pacnncaHmem 1 paboTtoi
NHANKATOPOB.

Aa

[Ja

Hert

(system)>  led power schedule <schedule>

(system)> no led power schedule

AprymeHT 3HauyeHue OnucaHwue

schedule Pacnucaune |HasBaHMe pacnncaHums, CO3gaHHOro npu

nomMoLuwy rpynnel KomaHa schedule.

634

CnpaBoyHUK koMaHa — Runner 4G (KN-2212)




naBa 3 OnncaHme KOMaHA,

Mpumep (system)> led power schedule schedulel
Core::Peripheral: :Manager: Set LED power schedule "schedulel".

(system)> no led power schedule
Core::Peripheral::Manager: Clear LED power schedule.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.06 [JobaeneHa komaHza system led power schedule.

3.150.17 system led power shutdown

OnucaHune BbIKNOUNTE CBETOAMOAbI Ha YCTPONCTBE.
KomaHga ¢ npeprKcoOM no BKAOYAET CBETOANOAbI.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (system)>  led power shutdown wmode»

(system)> no led power shutdown

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

mode all BbIKHOUNTL BCe CBETOAVNOAbI.

front BbIKNOUNTBL CBETOAMOALI HA NepeaHe
naHenu.

back BbIKNHOUNTL CBETOAMOAbI Ha 3aAHEN NaHeNn.

Mpumep (system)> led power shutdown all
Core::Peripheral: :Manager: Set LED shutdown mode to "all".

(system)> no led power shutdown
Core::Peripheral::Manager: Set LED shutdown mode to "none".

WcTopuns nsmeHeHWit |Bepcusa onucaHue

3.06 JobasneHa komaHaa system led power shutdown.
MpeabiayLiee HazBaHWe KoMaHAbl system led shutdown.

3.150.18 system log clear

OonucaHue OUNCTUTL CUCTEMHbIV XXYpHar.

Mpe¢ukc no Het
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (system)>  log clear

Mpumep (system)> log clear

Syslog: the system log has been cleared.

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00

[JobasneHa komaHza system log clear.

3.150.19 system log reduction

OonuncaHmne BkAoUnTL COKpalLieHVe MOBTOPHbIX COO6LLEHUI B CUCTEMHOM XypHarne. Mo
YMONYaHMIO NapameTp BK/IOYEH.
KomaHaa ¢ npeprKcom no oTKNtoYaeT HaCTPONKY.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc I (system)>  log reduction
I (system)> no log reduction
Mpumep (system)> log reduction

(system)> no log reduction

UcTopuns nameHeHuii

Bepcus OnucaHve

2.04

Jlo6aBneHa komaHaa system log reduction.

3.150.20 system log server

OnucaHune
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBOg, [a

CuvHoncuc

[06aBUTb yaaneHHbI cepBep ANst XpaHEHWSI CUCTEMHOIO XypHana.

I (system)>  log server «addresss [: ports]
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(system)> no log server [ <address; [: port>]]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec Afpec yaaneHHoro cepeepa 414 XpaHeHus
CUCTEMHOrO XypHana.
port lenoe 4ucno |Homep nopra yjaneHHOro cepsepa.
Mpumep (system)> log server 192.168.1.1:8080

Syslog: server 192.168.1.1:8080 added.

VICTOleﬂ M3MeHeHWiA Bepc”ﬂ onvcaHue

2.00 JobasneHa koMmaHaa system log server.

3.150.21 system log suppress

OnucaHue Jo6aBuTb NpaBnio NogaBneHNs COO6LLEHWIA.
KomaHga ¢ npedurkcom no yaanseT npasuso.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBOg, [a

CuHoncuc (system)>  log suppress <ident»
(system)> no log suppress [ <ident> ]
AprymeHTbl ApryMeHT |3HaueHme |OnucaHue
ident Ctpoka NaeHTudmnkaTop npoLiecca, coobLieHns
KOTOPOro HY>XHO NOAABUTb.
Mpumep (system)> log suppress kernel

Core::Syslog: Added suppression "kernel".

(system)> no log suppress kernel
Core::Syslog: Deleted suppression "kernel".

(system)> log suppress transmissiond
Core::Syslog: Added suppression "transmissiond".

(system)> no log suppress transmissiond
Core::Syslog: Deleted suppression "transmissiond".
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.04

[JlobaeneHa komaHza system log suppress.

3.150.22 system mode

OnucaHwne

Mpe¢ukc no

Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

BbibpaTh pexuvm paboTtbl Runner 4G.

(system)>  mode <mode»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mode router OCHOBHOI pexXmnMm.
client Pexxnm ceTeBoro ajantepa A1 Noakaro4YeH s
ycTpoiicTB Ethernet k ceTn Wi-Fi.
repeater Pexxm ycnnutens ans pacluMpeHunst cetu
Wi-Fi c nomoLbo 6ecnpoBogHOro
CcoeAVHeHMs.
ap Pexxnm Toukm AoCTyna AN paclunpeHmns cetu
Wi-Fi c nomowbto npoBogHoro Ethernet
CoeAVHEeHMS.
Mpumep (system)> mode repeater

Core::Mode: The system switched to "repeater" mode, reboot the »
device to apply the settings.

WcTopusa nsmeHeHwnii

Bepcus

OnucaHue

2.05

[Jlo6baBneHa komaHza system mode.

3.150.23 system ndss dump-report disable

OnucaHwmne

MNpejukc no

MeHsieT HacTpoikmn

MHorokpaTHbIi BBog, Het

OTKNOUYNTL NPOrpaMmMy yiyyLleHnst kadecTea. Mo yMoa4aHMio HacTpoiika
BK/IOYEHA.

KomaHza ¢ npedprKcom no BK/IKOUAET UCMONb30BaHWE JaHHOW NPOrpaMmbl.
Ja
Ja
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (system)>  ndss dump-report disable

I (system)> no ndss dump-report disable

(system)> ndss dump-report disable
Core::Ndss: Dump-reporting disabled.

(system)> no ndss dump-report disable
Core::Ndss: Dump-reporting enabled.

Bepcus OnucaHve

3.05 JobaeneHa koMaHa system ndss dump-report disable.
MpepbigyLlee Ha3BaHMeE KOMaHAbI system dump-report
disable.

3.150.24 system reboot

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

BbINonHWTL Nepesarpysky cuctembl. ECnm ykasaH napameTp, nepesarpyska
BbINOAHUTCA 3aMn1aHNPOBAHO Yepes 3aZaHHbI MHTepPBa B CEKYHAAX.
Micnonb3oBaHMe KOMaHZAbI NP yXe yCTaHOBIEHHOM TaliMepe 3aMeHsieT
CTapoe 3Ha4eHVe TaliMepa HOBbIM.

Micnonb3oBaHWe 3aniaHMpPOBaHHO nepe3arpyskn yA06HO B TOM C/lyyae,
KOrfa OCyLLECTBASIETCS YAa/leHHOe yrpaB/eHe YCTPOCTBOM, U
Nonb30BaTeNto HensBecTeH 3pdekT OT NPUMEHEHUS KaKUX-TMB0 KOMaHA,.
3 onaceHns NoTepsATb KOHTPOJIb HaZ YCTPOICTBOM MO/Ib30BaTe/lb MOXET
BK/IIOUYMTb 3aM1aHMPOBAHHYHO Nepe3arpysky, KoTopasi cpaboTaeT yepes
3aJaHHbI MHTepBan BpemeHW. CUcTemMa BepHeTCs B NepBOHaYaibHoe
COCTOsIHVE, B KOTOPOM OHa CHOBa 6yZeT AOCTYMHa Mo CeTu.

KomaHaa ¢ npepurKcom no oTMeHsieT nepesarpysKky Uan yaanset npuBasKy
K pacnucaHmtio.

Ja
HeT

Het

(system)> reboot [ <intervals> | schedule <schedules]

(system)> no reboot [ schedule]

AprymeHT 3HauyeHue OnucaHwue

interval lenoe uucno |VIHTepBan, yepes KOTOPbIV BbINOJAHUTCS
nepesarpyska, B cekyHAax. Ecnm He ykasaH,
nepesarpyska BbIMOJIHUTCA HeMe1eHHO.

schedule Pacnucaune |HasBaHMe pacnncaHums, CoO3gaHHOro npu
nomMoLuwy rpynnel KoMaHa schedule.
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Mpumep

WcTopusa nsmeHeHum

(system)> reboot 20
Core::System: :RebootManager: Rebooting in 20 seconds.

(system)> no reboot
Core::System: :RebootManager: Reboot cancelled.

(system)> reboot schedule rebootroute
Core::System: :RebootManager: Set reboot schedule "rebootroute".

(system)> no reboot schedule
Core::System: :RebootManager: Schedule disabled.

Bepcus OnucaHue
2.00 JobasneHa komaHaa system reboot.
2.12 [JobaeneH aprymeHT schedule.

3.150.25 system set

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YCTaHOBWUTbL 3Ha4eHne YKa3aHHOro CMCTEMHOIO NapamMeTpa 1 COXPaHNTb
M3MEHEHWA B TEKYLUNX HaCTpOI‘/JIKaX.

KomaHaa ¢ npedrkcoM no BO3BpaLLAeT NapaMeTpy 3HaUeHMe, KOTOPoe 6bi10
YCTaHOBJIEHO MO YMOYaHUNIO, O MEPBOr0 N3MEHEH S,

Ja
Ja
Ja
(system)> set <names «values

(system)> no set <name

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka NaeHTndunKaTop CMCTeMHOro napameTpa.

value Ctpoka HoBoe 3HaueHVe cMCTeEMHOro napameTpa.

(config)> system

(system)> set net.ipv4.ip_forward 1

(system)> set net.ipv4.tcp_fin_timeout 30

(system)> set net.ipv4.tcp_keepalive_ time 120

(system)> set »
net.ipv4.netfilter.ip_conntrack_tcp_timeout_established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip_conntrack_max 4096
(system)> exit

(config)> show running-config

system
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WcTopusa nsmeHeHum

set net.ipv4.ip forward 1

set net.ipv4.tcp fin timeout 30

set net.ipv4.tcp keepalive time 120

set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200

set net.ipv4.netfilter.ip conntrack udp timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
|

(config)>

Bepcus OnucaHue
2.00 JobasneHa koMaHaa system set.

3.150.26 system trace lock threshold

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb MOPOr 6/10KVPOBKU OTCEXNBAHNS ANA CUCTEMHbIX MOTOKOB.
Ecnn noporosoe 3HaveHme npeBbiwaeTcs, MHGopMaLma 06 3TOM noToke
(Hanpumep, o ceccumn SCGI) coxpaHAeTCA B CMCTEMHOM XypHane. 1o
YMOJIHaHUIO, NapameTp OTK/OYEH.

KomaHga ¢ npedunkcom no otkaoyaeT GyHKLMIO Nopora 6/10KMPOBKU.

Ja

Het

HeTt

(system)> system trace lock threshold «threshold:

(system)> no system trace lock threshold

AprymeHT 3HayeHue OnuncaHwue

threshold Ctpoka [MoporoBoe 3HaveHMe B MUNNVCEKYHAAX.

MoxeT npnHMMaTb 3Ha4YeHVsa B Npejenax ot
100 f0 100000000 BKAtOUUTENBHO. [ToporoBoe
3Ha4veHVe He coxpaHseTca B startup-config.

(system)> system trace lock threshold 100
Lockable: Set threshold to 100 ms.

(system)> no trace lock threshold
Lockable: Reset threshold.

Bepcus OnucaHve

3.03 JobasneHa komaHaa system trace lock threshold.
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3.151 tools

OnucaHune JocTyn K rpynne KOMaHA A8 TeCTUPOBaHNSA CUCTEMHOI Cpejbl.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (tools)

CuHoncuc (config)>  tools
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.00 [ob6aBneHa komaHaa tools.

3.151.1 tools arping

OnucaHwue [JelicTBre KOMaHAbl aHaNorM4yHo kKomaHge tools ping, HO B oTAINUMe OT Heé
paboTaeT Ha BTOPOM ypoBHe Mogenu OSI v ncnonb3syet npoTokos ARP.

MNpejukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTHbI/i BBog, Het

CuHoncnc (tools)> arping<address>source-interface«source-interface:[count
«count>][wait-time wait-times]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec OnpawwnBaemsbliii IP-agpec.
source-interface|lHTepgesic  |IMA nHTepdeinca-ncTouHmKa 3anpocos.
count lenoe uucno |KonunyectBo 3anpocoB. Ecauv He ykasaHo,
KoMaHJa byzeT paboTaTb 40 NpepbiBaHUA
nosib3oBaTeneMm.
wait-time lenoe uucio |MakcnmanbHoe BpemMs OXNAAHNA OTBETS,
yKa3blBaeTcs B MUNINCEKYHAAX.
Npumep (tools)> arping 192.168.15.51 source-interface Home count 4 »

wait-time 3000

Starting the ARP ping to "192.168.15.51"...

ARPING 192.168.15.51 from 192.168.15.1 bro.

Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
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Sent 4 probes, received 2 responses.
Process terminated.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa koMmaHgaa tools arping.

3.151.2 tools ping

OnucaHue OTtnpaBuTb 3anpockl Echo-Request npoTtokona ICMP ykazaHHOMY y3ny ceTun
1 3apurKcMpoBaTh NoctynarLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKoM 3anpoca 1 noayyeHrem oteeta Round Trip Time (RTT) no3sonser
ornpesenaTb ABYCTOPOHHME 3aePXXKM MO MapLUPYTY 1 4acTOTy NoTepun
NakeToB, TO eCTb KOCBEHHO OMNpeAeNiaTh 3arpy>XeHHOCTb Ha KaHanax nepegaym
AAHHbBIX M MTPOMEXYTOUHbIX YyCTPOCTBaX.

MonHoe oTtcyTcTBMEe ICMP-0TBETOB MOXET TakXe 03HayaTh, YTO YAANEHHbIN
y3en (MIn Kako-nMbo 13 MpOMeXyTOUHbIX MapLLUpYyTLN3aTopoB) 610KMpyeT
ICMP Echo-Reply nnu nrHopupyet ICMP Echo-Request.

Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Cunoncuc (tools)>  ping <hosts [ count «count> ][ packetsize packetsizes ][
sequence-id <sequence-ids ][ source (<«source-interface; |
<source-address»>)][tos <tos> ][ ttL«ttl>]

AprymeHTbI AprymeHT 3HaueHue OonucaHue

host Crpoka JomeHHoe rma nnn IP-agpec xocra.
count Llenoe uucno Konwnuectso 3anpocos ICMP Echo. Ecan

He yKa3aHo, KoMaHga 6yzeT paboTaTb A0
npepbiBaHNS NoNb30BaTeNEM.

packetsize |Jenoe uucno Pasmep nonga gaHHbix ICMP Echo-Request
B 6aiTax. 1o ymMon4aHMIo NCnonb3yeTcs
3HayeHue 56. MoxeT NnpMHNMaThb
3HayeHusa B npejenax oT 28 Ao 65535
BKIHOUNTENBHO.

sequence-id |lesoe uucso MopsaAKoBbLIA HOMEP, MOMOTratoLLniA
conocTtaBuTb Echo Request n Echo Reply.
Mo yMO/T4aHMIO MCMONb3YyeTCs 3HaueHne
0. MoxeT NpUHMMaTb 3HaYeHUS B

npeaenax ot 0 4o 65535 BKAOUYNTENLHO.

source source-address |Agpec nHTepderica NCTOUHMKA.

source-interface|IHTepdelic, koTopblin byaeT
MNCNONb30BaTbCA B KayecTBe NHTepderica
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AprymeHT 3HauyeHue

OnucaHue

NCTOYHWMKA B NCXO4ALWLNX TeCTOBbIX
nakeTtax.

tos Lenoe u4ucrno

Type Of Service. Mo ymonyaHuto
ncnonb3yeTcs 3HaveHre 0. MoxeT

NMPUHXMaTL 3HayYeHUd B Npejenax ot 0 A0
63 BK/JIHOUNTE/ILHO

ttl Llenoe uucno

MakcrmanbHoe KoinyecTBo NpoXoz0B
(time-to-live), koTopoe cgenaeT traceroute.
Mo ymonuaHuio ncnonb3yeTcsa 3HaveHue
30. MoxeT NpuHMMaTb 3HaYeHUs B

npegenax ot 1 Ao 255 BKIKOUUTENBHO.

Mpumep (tools)> ping 8.8.8.8 count
Sending ICMP ECHO request to
PING 192.168.1.33 (192.168.1
100 bytes from 192.168.1.33:
100 bytes from 192.168.1.33:
100 bytes from 192.168.1.33:
--- 192.168.1.33 ping statis
3 packets transmitted, 3 pac
0 duplicate(s), time 2002.65

5 size 100
192.168.1.33
.33) 72 (100) bytes of data.
icmp_req=1, ttl=128, time=2.35 ms.
icmp _req=2, ttl=128, time=1.07 ms.
icmp_req=3, ttl=128, time=1.06 ms.
tics ---
kets received, 0% packet loss,
ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

(tools)> ping 8.8.8.8 source Wireguardl

sending ICMP ECHO request to
PING 8.8.8.8 (8.8.8.8) 72 (1

96 bytes from 8.8.8.8: icmp

(truncated).

96 bytes from 8.8.8.8: icmp

(truncated).

96 bytes from 8.8.8.8: icmp

(truncated).

96 bytes from 8.8.8.8: icmp

(truncated).

96 bytes from 8.8.8.8: icmp

(truncated).

--- 8.8.8.8 ping statistics

5 packets transmitted, 5 pac
0 duplicate(s), time 4019.72
Round-trip min/avg/max = 17.

8.8.8.8...
00) bytes of data.

reg=1l, ttl=108, time=17.58 ms. »
reg=2, ttl=108, time=17.62 ms. »
reg=3, ttl=108, time=17.29 ms. »
reg=4, ttl=108, time=17.17 ms. »

reg=5, ttl=108, time=17.41 ms. »

kets received, 0% packet loss,
ms.
17/17.41/17.62 ms.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa KomaHga tools ping.
4.01 JobaBneHbl HOBble 3HaueHUs address n interface B
aprymeHT source.

644

CnpaBoyHUK koMaHa — Runner 4G (KN-2212)



naBa 3 OnncaHme KOMaHA,

3.151.3 tools ping6

OnucaHue OTtnpaBuTb 3anpockl Echo-Request npoTtokona ICMPV6 ykazaHHOMY y31y
ceTu 1 3adumKcmMpoBaTh noctynarLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKol 3anpoca 1 noayyeHem otseta Round Trip Time (RTT) no3sonser
onpeaenaTb ABYCTOPOHHME 3a4ePXXKM MO MapLUPYTY 1 4acTOTy noTepun
NaKeToB, TO eCTb KOCBEHHO OMpeAeNiATh 3arpy>XeHHOCTb Ha KaHanax nepegaym
AAHHbBIX M MTPOMEXYTOUHbIX YCTPOCTBaX.

MonHoe otcyTcTBUE ICMPV6-0TBETOB MOXKET Tak)Ke 03HayaTb, YTO YAANEHHbIN
y3en (M1v Kakol-nmbo 13 MpoMeXXyTOUHbIX MapLUpyTLN3aTopoB) 610kMpyeT
ICMP Echo-Reply nnun nrHopupyet ICMP Echo-Request.

Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc (tools)>  ping6 <host> [ count «count> ][ packetsize packetsizes]
AprymeHTbI AprymeHTt 3HayeHune OnuncaHue
host CTpoka JomeHHoe nms nnn IPve-agpec xocTa.
count Uernoe uucno Konnuectso 3anpocos ICMPv6 Echo. Ecnin

He yKa3aHo, koMaHga 6yzeT paboTaTb A0
npepbIBaHNS NONb30BaTE/NEM.

packetsize |lesoe uucso Pasmep nonsa gaHHbIx ICMPV6
Echo-Request B 6anTax. o ymonuyaHuto
1ncnonb3yetcd 3HaueHue 56. Moxert
NprHMMaTb 3Ha4YeHnA B Npejenax ot 28
40 65535 BKIKOYNTE/IBHO.

sequence-id |lJenoe uucno MopsaKoBLI HOMEp, MOMOTatoLLINIA
conoctaBuTb Echo Request n Echo Reply.
Mo yMONYaHWIO NCMONb3YeTCs 3HaYeHne
0. MoxeT NpUHMMaTb 3HaYeHUS B

npegenax ot 0 Ao 65535 BKAOUUTENBHO.

source source-address |Agpec nHTepderica NCTOUHMKA.

source-interface|IHTepdelic, koTopblin byaeT
MCNONb30BaTbCA B KayecTBe NHTepdelica
NCTOYHMKA B NCXOASALLINX TECTOBbIX
nakerax.

tos Uenoe uucno Type Of Service. Mo ymonyaHuo
ncnonb3lyeTca 3HayveHue 0. MoxeTt

NpYHMMaTbL 3HaYeHVd B Npejenax oT 0 Ao
63 BK/IOUUTENIbHO.

ttl lYenoe uucno MakcrmanbHoe KOIM4ecTBO NPOXoA0B
(time-to-live), koTopoe caenaet traceroute.
Mo yMON4YaHMIO NCNONb3YyeTcsa 3HaYeHne
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naBa 3 OnncaHme KoMaHp,

AprymeHT

3HavyeHue

OnucaHue

30. MoxeT NpuHMUMaTb 3HaYeHUA B
npegenax ot 1 Ao 255 BKIKOUUTENBHO.

Mpumep

(tools)> ping6 2001:4860:4860::8888
sending ICMPv6 ECHO request to 2001:
PING 2001:4860:4860::8888 (2001:4860:

of data.
71 bytes from

time=19.84 ms.

71 bytes from

time=19.73 ms.

71 bytes from

time=19.96 ms.

71 bytes from

time=19.86 ms.

71 bytes from

time=19.76 ms.
--- 2001:4860:

Round-trip min/avg/max

2001:4860:4860

2001:4860:4860

2001:4860:4860

2001:4860:4860

2001:4860:4860

count 5 size 111
4860:4860::8888. ..
4860::8888) 63 (111) bytes »
::8888:

icmp reg=1l, ttl=108, »

::8888: icmp reg=2, ttl=108,

\/

8888: icmp req=3, ttl=108,

\/

\/

::8888: icmp reg=4, ttl=108,

8888: icmp req=5, ttl=108,

\/

4860::8888 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss,
0 duplicate(s), time 4021.21 ms.

19.

73/19.83/19.96 ms.

(tools)> ping6 2001:4860:4860::8888 source ISP
sending ICMPv6 ECHO request to 2001:4860:4860::8888...

PING 2001:4860:4860::8888 (2001:4860:4860::8888) from eth3:

(104) bytes of data.

64 bytes from

time=19.90 ms.

64 bytes from

time=19.75 ms.

64 bytes from

time=19.64 ms.

64 bytes from

time=19.66 ms.

64 bytes from

time=19.88 ms.

64 bytes from

time=19.72 ms.

64 bytes from

time=19.71 ms.
--- 2001:4860:

2001:4860:4860

2001:4860:4860:

2001:4860:4860:

2001:4860:4860:

2001:4860:4860:

2001:4860:4860:

2001:4860:4860

4860::8888 pin

56 »

::8888: icmp reqgq=1, ttl=108,

v

v

:8888: icmp req=2, ttl=108,

:8888: icmp req=3, ttl=108,

v

:8888: icmp req=4, ttl=108,

v

:8888: icmp reqg=5, ttl=108,

v

:8888: tt1=108,

v

icmp_reqg=6,

::8888: tt1=108,

icmp_reqg=7,

v

g statistics ---

7 packets transmitted, 7 packets received, 0% packet loss,
0 duplicate(s), time 6221.53 ms.

Round-trip min/avg/max

19.

64/19.75/19.90 ms.

UcTopuns nameHeHuii

Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga tools ping6.
4.01 JobaBneHbl HoBble 3HaveHWst address 1 interface B

apryMeHT source.
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3.151.4 tools traceroute

OnucaHune MokasaTb MapLUPYT K CeTEBOMY XOCTY.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Cunoncuc (tools)>  traceroute <hosts [ count «count> ][ interval <intervals]
[wait-time wait-time> ][ packetsize (packetsizes]
[ max-ttlwmax-ttl> ][ port ort>][ source-address
<source-address» ]

[ source-interface <source-interfaces ][ type <types ][ tos <tos»

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

host CTpoka Vma ueneBoro xocTa.

count Lenoe 4ucno |Konnyectso NpoBepoYHbIX MakeToB 3a O4MH
npoxoa. lNo ymonyaHuto 3HaveHne — 3.
3HaueHme A0KHO 6bITb B Aviana3oHe [1;10].

interval Lenoe uucro |Bpems B cekyHAax Mexay OTnpaBKoW
nakeToB. 3HayeHMe rno ymonyaHuo — 0.
3HauyeHe J0MKHO 6bITh B AnanasoHe [0;15].

wait-time Lenoe uucso |Bpemsa oxxngaHuma peakuymm Ha
NpPOBEPOYHbI NakeT (B ceKyHAaX).
3HayeHVve No yMon4yaHuwo — 1. 3HayveHune
JO/MKHO 6bITh B AMana3oHe [1, 15].

packetsize Lenoe 4ucro |Pasmep rnakerta cornacHo NpoTokosy type.

Ansa tuna tcp pa3Mep nakeTa no

yMoJi4aHWo cocTaBaset 52. lnanasoH
3HayeHwu [52].

[na Tmnos udp 1 icmp pasmMep nakeTa no

ymon4aHumio coctasnseT 60. nanasoH
3HaueHun [28;65535].

max-ttl Henoe yucno |MakcrmManbHoe KONmMyecTBo NpPOoxoA0B
(3HayeHVe MakcMManbHOro CPOKa XU3HN)
TPaccMpoBKW. 3HAUEHVE N0 YMONYAHUIO —
30. 3HayeHne A0/IKHO 6bITh B AMana3oHe
[1;255].

port Lenoe uucno |MopT HazHauyeHwUs1.

AnaTtvna tcp No yMonuyaHuo Ncnosb3yeTcs
rnopt 80.

Ans Trna udp No yMONYaHMIO NCNOJIb3yeTcs
nopt 33434.
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Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHne |OnucaHue
[na Tvna icmp No yMoa4aHuio
vucnosb3yeTcd nopt 1.
source-address|CTpoka Aapec ncxoggduero nHtepderica.
source-interface|Crpoka NHTepdeiic Ans ncnonb3oBaHA B kayecTse
nHTepderica-nCTOUHNKA B UCXOAALLNX
nakerax.
type tcp TCP npoTokon.
udp UDP npoTtokon. Ncnonb3yeTtcs rno
YMOJIHaHWIO.
icmp ICMP npoTokos.
tos Lenoe uucrno |Tun O6cnyxurBaHusa. 3HaveHme no
ymonyaHuo — 0. 3HaueHme A0SIKHO 6bITb
B AgnanasoHe [0;255].

(tools)> traceroute google.com count 5 interval 5

starting traceroute to google.com...
traceroute to google.com (64.233.161.113), 30 hops maximum, 60 »
byte packets.

1 192.168.233.1 (192.168.233.1) 2.742 ms 2.406 ms 2.460 ms »
2.191 ms 2.957 ms

2 10.77.140.1 (10.77.140.1) 3.301 ms 3.847 ms 3.839 ms
process terminated

Bepcus OnucaHue

2.00 JobaBneHa komaHaa tools traceroute.

3.152 udpxy

OnucaHue

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

WcTopus nsmeHeHwnii

JocTyn K rpynne KoOMaHZ ANst HACTPOIKM NapameTpoB udpxy.

Het
Het
Het

(udpxy)

(config)>  udpxy

Bepcus OnucaHve

2.03 Jlo6baBneHa komaHza udpxy.
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naBa 3 OnncaHme KOMaHA,

3.152.1 udpxy buffer-size

OonucaHue YcTaHOBUTL pa3mep 6ydepa udpxy. Mo yMon4aHmo NCNONb3YeTcs 3HaYeHne
2048.

KomaHga ¢ npedurkcom no cobpacbiBaeT pa3mep bydepa B 3HaveHme no
YMONYaHWUIO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CnHoncuc (udpxy)> buffer-size«size
(udpxy)> no buffer-size
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
size lenoe uucno |Pa3mep bydepa B banTax. MoxeT NpUHUMaTL
3HayeHWsa B npegesnax ot 1 Ao 1048576.
NMpumep (udpxy)> buffer-size 500
Udpxy::Manager: a buffer size set to 500 bytes.
VICTOleﬂ N3MeHeHUnA Bepcmﬂ onucaHvie

2.04 Job6asneHa komaHaa udpxy buffer-size.

3.152.2 udpxy buffer-timeout

OnucaHwne YCTaHOBUTbL TaillM-ayT AN XpaHeHWs AaHHbIX B bydepe udpxy. o ymonyaHumio
ncnosb3lyeTcs 3HaveHne 1.

KomaHga ¢ npedunkcom no yctaHaBAMBaET TallM-ayT MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CnHoncuc I (udpxy)>  buffer-timeout «timeout>

I (udpxy)> no buffer-timeout
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AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

AprymeHT 3HauyeHue

OnucaHue

timeout Llenoe u4ucno

3HaueHue TaliM-ayTa B cekyHgax. MoxeT
NPUYHUMAaTL 3HaYeHWs B Npejenax ot -1 Ao
60.-1 — HeorpaHW4eHHbIN TarM-ayT.

(udpxy)> buffer-timeout 10
Udpxy: :Manager: a hold data timeout set to 10 sec.

Bepcus OnucaHve

2.04 JobasneHa komaHaa udpxy buffer-timeout.

3.152.3 udpxy interface

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

CBsi3aTb UdpXy C yKa3aHHbIM NHTepdelicoM. Mo yMonyaHnio NprBsi3ka He
HaCcTpOeHa 1 UCMOoNb3yeTcs TekyLlee NOAKIOYEHME K MHTEPHETY.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpallaeT 3HayeHne no yMmoadaHuio.

Ja
Ja

Het

(udpxy)> no interface

(udpxy)> interface <interface»

AprymeHT 3HauyeHue

OnuncaHue

interface UHTepgeic

MonHoe nMs NHTepderca Nnn NCeBLOHNM.
CrncoK AOCTYMHbIX UHTEPdECOB MOXHO
YBUAETL C MOMOLLbIO KOMaHAbI interface
[Tab].

(udpxy)> interface [Tab]

Usage template:

interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
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naBa 3 OnncaHme KOMaHA,

(udpxy)> interface ISP
Udpxy: :Manager: bound to FastEthernet0/Vlan2.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.02 Job6asneHa komaHaa udpxy interface.

3.152.4 udpxy port

OnucaHwue YcraHoBuTb nopt gnsd HTTP-3anpocos. 1o yMoa4aHuio NCrosib3yeTcs
3HaueHVe 4022.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (udpxy)>  port port>
(udpxy)> no port

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

port lenoe umucno |Homep nopta. MoxeT NnpyUHMUMaTb 3HaYeHs

B npegenax oT 0 Ao 65535.

MNpumep (udpxy)> port 2323

Udpxy: :Manager: a port set to 2323.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.03 JobasneHa komaHaa udpxy port.

3.152.5 udpxy renew-interval

OnucaHwue YCTaHOBUTb Neprog BO306HOBIEHMS NOAMUCKA Ha MyAbTMKacT-KaHan. o
YMONYaHMIO NCMONb3YeTCs 3HaYeHme 0, TO eCTb MOANMCKa He BO306HOBAETCS.

KomaHaa ¢ npeprKcom no Bo3BpaLLAeT 3HayeHne Mo YMONYaHWIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA 651



naBa 3 OnncaHme KoMaHp,

CnHoncuc (udpxy)> renew-interval «renew-interval
(udpxy)> no renew-interval
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
renew-interval|lenoe uucsno |lNepmoj BO306HOBAEHNSA NOAMNMNCKA B
cekyHAax. MoxeT npyHMMaTb 3Ha4YeHUs B
npegenax ot 0 Ao 3600.
Mpumep (udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue
2.03 JobasneHa komaHaa udpxy renew-interval.

3.152.6 udpxy timeout

OnucaHue YCTaHOBUTb TaiM-ayT coeAnHeHMs. 10 yMOAYaHMI0 NCNOb3yeTcs 3HaYeHne
5.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoa4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (udpxy)>  timeout <timeout>
(udpxy)> no timeout

AprymeHTbI AprymeHT  |3HaueHue |OnucaHune

timeout lenoe umcno |3HauveHue TaiM-ayTa B cekyHAax. MoxeT

NMPUHMMaTb 3HaYeHUA B Npejenax ot 5 0 60.

Npumep (udpxy)> timeout 10

Udpxy::Manager: a stream timeout set to 10 sec.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHaa udpxy timeout.
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naBa 3 OnncaHme KOMaHA,

3.153 upnp forward

OnucaHwue JobaBuTb NnepeHanpasnstoLlee npasuno UPnP.
KomaHga ¢ npedunkcom no yaanaeT npasuio U3 crmcka.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tun nutepdeiica IP

CuHoncnc (config)> upnp forward «protocols [ interface]<addresss port;

(config)> no upnp forward [ <indexs | («protocols <caddress; port>)]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

protocol tcp [lo6aBUTbL/yAanuTbL NPaBUNO ANS NPOMOKOAa

TCP.
udp [o6aBnTb/yaanuTb NPaBuIo ANS NPOMoKoaa

UDP.

interface UHTeppeic BbyaeT go6asneHo NpaBWIO A8 yKa3aHHOIo
nHTepderica.

address IP-agpec ByaeT gobaBneHo/yganeHo NpaBuIo AN
ykasaHHoro IP-agpeca.

port Uenoe umucno |byaet gobaBneHo/yaaneHo NpaBuio Ans
yKa3saHHOro rnopra.

index UYesnoe uucno |byaet yaaneHo NpaBUIo C yKaszaHHbIM
NOpPAAKOBbLIM HOMEPOM.

MCTOpMﬂ N3MeHeHUnA Bepc”ﬂ onvicaHue

2.00 JobasneHa komaHaa upnp forward.

3.154 upnp lan

OnucaHune YkazaTb LAN-uHTepdelic Ha KOTOpOM 3anyLieHa cnyxba UPnP. Cnyxba
paboTaeT TONbKO ANA OAHOrO CerMeHTa ceTu.

KomaHaa ¢ npepurKcoM no oTMeHsIeT HaCTPOIKY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

IP

(config)>

(config)> no upnp lan

upnp lan <interface;

AprymeHT

3HavyeHue

OnucaHue

interface

UHTEppelc

MonHoe nmsa nHTepdeinca nim NCeBLOHNM.
CrnncoK AOCTYMHbIX NHTepdericoB MOXHO
yBUZETb C MOMOLLbIO KOMaHAbI interface
[Tab].

(config)> upnp lan [Tab]

Usage template:
lan {interface}

Choose:
GigabitEthernetl

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi

(config)> upnp lan PPTPO

using LAN interface: PPTPO.

Bepcus

OnucaHune

2.00

JlobasneHa komaHAa upnp lan.

3.155 upnp redirect

Jo6aBnTb Npasuno TpaHcnauum UPnP nopTa.

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

KomaHga ¢ I'Ipeq)I/IKCOM no yAandeT npaBunno n3 cnmcka. Ecnn BbINONHNTL
KOMaHAy 6e3 aprymeHTa, To BeCb CMCOK npaBun 6yAET OYuLLEeH.

Aa
Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica

IP
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Cunoncuc (config)> upnp redirect protocols <interface port> <to-address [
to-port]
(config)> no upnp redirect [and forward | [ <index> | (¢protocols ports)
11
AprymeHTbI AprymMeHT |3HaueHme |OnucaHue
protocol tcp Jo6aBnTb/yaanuTb NPaBUIO ANSA MPOTOKOA
TCP.
udp [lo6aBUTL/yAanuTL NPaBUIO ANSA MPOTOKO/IA
UDP.
interface UHTEepperic ByaeT go6aBneHo NpaBWIo A8 yKa3aHHOIo
nHTepoderica.
port Lenoe umucno |byaet gobasneHo/yganeHo npaBuao Ans
yKa3aHHOro rnopra.
to-address |IP-aapec byneT fobaBneHo/yaaneHo NpaBuIo Ans
yKa3aHHOro agpeca HasHaueHus.
to-port Uenoe uucno |byaet gobaBneHo/yfaneHo npaBuIo A1
YyKa3aHHOro rnopta HazHaveHus.
and forward |Kiwoyesoe Cnvckun npasna nepecbInKn
C/10BO nepeHanpasneHus 6yayT yaaneHsbl.
index UYenoe uucno |byaet yaaneHo NpaBuao C yKaszaHHbIM
NOpPAAKOBbLIM HOMEPOM.
VICTOpI/IH N3MEeHeHUn Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHaa upnp redirect.

3.156 user

OnucaHwne

Mpedukc no

JocTyn K rpynne KOMaHz ANst HACTPOMKM NapameTpoB YUYETHON 3anmncu
nonb3osatens. Ecv yueTHas 3anucb He HailgeHa, KOMaHZAa NbiTaeTcs ee

co34aThb.

MprmeyaHwe:

YyeTHasa 3anmck C 3ape3epBMpoBaHHbLIM MeHeM admin He
MOXeT bbITb yaaneHa. Kpome Toro, y nonb3oBaTtens admin
HeNb34 yAanuTb NPaBo A0CTYMNa K KOMaHAHOW CTPOKe.

KomaHaa ¢ npepurKcom no yaanseT y4eTHyH 3anmncb Noab3oBaTens.

Ja

MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

Bxo>xaeHue B rpynny (config-user)
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

UcTopuns nameHeHuii

(config)>  user name>

(config)> no user name>

AprymeHT 3HauyeHue OnuncaHwue

name Ctpoka ViMst nonb3oBartens.
Bepcus OnucaHve
2.00 JlobaBneHa KOMaHAa user.

3.156.1 user password

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncumc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

YKa3aTb naponb nosb3oBatens. [Naponab xpaHuTtca B Buae MD5-xewua,
BbIYMNCJIEHHOIO N3 CTPOKW «user:realm:password». realm 3To Ha3BaHue

MoZenun ycTpoiictea 13 daiina startup-config. txt.

KomaHza npnHMMaeT aprymMeHT B BUAE OTKPbITOM CTPOKM AW 3HaYEHUSA
xew-dyHKLUMM. CoOXpaHeHHbI Napo/ib MCNOJIb3yeTcs AN ayTeHTUdrKaumm
nonb3oBaTens.

KomaHaa ¢ npeprkcom no yaanseT naposb, YTo6bl Nob30BaTeNb MOT
NoNyYnTb AOCTYN K YCTPOMNCTBY 6€3 ayTeHTUdrKaLmmn.

Ja
Ja
Het
(config-user)>  password (md5 chash> | password>)

(config-user)> no password

AprymeHT 3HauyeHue OnuncaHwue

hash Crpoka 3HayveHvie MD5-xewwa.

password CTpoka 3HaueHVe Naposs B OTKPLITOM BUAE, U3
KOTOPOro aBTOMAaTNUeCKN BblUNCASAETCS

3Ha4yeHne Xella.

(config-user)> password 1111
Core::Authenticator: Password set has been changed for user »
"test".

Bepcus OnucaHue

2.00 Jo6aBneHa koMaHaa user password.
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3.156.2 user tag

OnuncaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

MpVCBONTL YyYETHO 3anncK cneynanbHy MeTKy, Hamdme KOTOpPOoW
npoBepsieTcs B MOMEHT aBTOpM3aLyv NoAb30BaTeNs U BbIMNOJHEHUN UM
nobbIX fencTBui B cucteme. Habop AonyCcTUMbIX 3HaYEeHN MEeTKW 3aBUCUT
OT GYHKLMOHANBbHbBIX BO3MOXHOCTEM cncTeMbl. MNMoHbIN CNUCOK NpUBeAeH
B Tabnuue HMxXe.

OpHoi yl-IeTHOI7I 3afncn MO>KHO Ha3Ha4YUTb HECKOJ/IbKO pa3HbIX METOK, BBOAA
KOMaHA4Yy MHOIOKpaTHO. Ka>|<,u,y+o MeTKY MO>XHO pacCMaTpuBaTb KakK
npeaocraBneHne Nnm orpaHmn4yeHme onpeaeneHHbIX npas.

KomaHaa ¢ npeprkcom no yaanseT 3ajaHHy0 MeTKy.

MprmeyaHwe:

Ja
Ja

MHorokpaTtHbIiA BBOA, [a

CuvHoncuc

AprymeHTbl

(config-user)>

Y yyeTHOI 3anmcy admin Henb3a yaanutb MeTky cli.

Y y4eTHOI 3anmcy admin B pexvMe YCunumTtenb Henb3s
yAaanutb MeTky http.

tag <tag»

(config-user)> no tag [ <tag> ]

AprymeHT 3HayeHue OnuncaHwue
tag cli Joctyn K komaHgHow ctpoke (TELNET v SSH).
readonly 3anpeT BbINOJIHEHVA KOMaHJ, MEHSLLNX
HaCTPOWKN.
http-proxy |foctyn kK HTTP proxy.
http JocTtyn Kk Web-uHTepdelicy.
afp Joctyn K USB xpaHunuily yepes Apple File
Protocol.
printers Joctyn Kk USB-npuHTepam rno npoTokony
SMB/CIFS.
cifs MoakntoveHwe K cnyxbe Gpalinos 1 NpUHTEPOB
Windows.
vpn-dlna MoakntoveHve Kk DLNA ans TyHHenein PPTP,
L2TP/IPSec, SSTP.
ftp MoaxknoyeHve K BCTpoeHHOMY FTP-cepBepy.

ipsec-xauth

MogkntoyeHne K BCTPOEHHOMY
IPsec/XAuth-cepsepy.

ipsec-12tp

MoaknoUeHme K BCTPOEHHOMY
L2TP/IPSec-cepBepy.
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AprymeHT 3HauyeHue OnuncaHwue

vpn-oc MoaxkntoueHmne K BCTPOEHHOMY
OpenConnect-cepsepy.

opt JocTyn K cepBrcam nog ynpassieHNsaMm
OptWare.

sftp JocTyn K pannosomy cepepy SFTP

sstp MNogkntoyeHyie K BCTpoeHHOMY SSTP-cepsepy.

torrent Bxog B nHTepdelic ynpaBneHus KINEHTOM
darinoobMeHHbIX ceTel BitTorrent.

vpn MNoaxntoveHme Kk BcTpoeHHOMY PPTP-cepBepy.

webdav JocTyn K pannosomy cepsepy WebDAV.

Mpumep

(config-user)> tag cli

Core::Authenticator: User "test" tagged with "cli".
(config-user)> tag readonly

Core::Authenticator: User "test" tagged with "readonly".
(config-user)> tag http-proxy

Core::Authenticator: User "test" tagged with "http-proxy".
(config-user)> tag http

Core::Authenticator: User "test" tagged with "http".
(config-user)> tag afp

Core::Authenticator: User "test" tagged with "afp".
(config-user)> tag printers

Core::Authenticator: User "test" tagged with "printers".
(config-user)> tag cifs

Core::Authenticator: User "test" tagged with "cifs".
(config-user)> tag vpn-dlna

Core::Authenticator: User "test" tagged with "vpn-dlna".
(config-user)> tag ftp

Core::Authenticator: User "test" tagged with "ftp".
(config-user)> tag ipsec-xauth

Core::Authenticator: User "test" tagged with "ipsec-xauth".
(config-user)> tag ipsec-12tp

Core::Authenticator: User "test" tagged with "ipsec-12tp".
(config-user)> tag vpn-oc

Core::Authenticator: User "test" tagged with "vpn-oc".
(config-user)> tag opt

Core::Authenticator: User "test" tagged with "opt".
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(config-user)> tag sftp

Core::Authenticator: User "test" tagged with "sftp".

(config-user)> tag sstp

Core::Authenticator: User "test" tagged with "sstp".

(config-user)> tag torrent

Core::Authenticator: User "test" tagged with "torrent".

(config-user)> tag vpn

Core::Authenticator: User "test" tagged with "vpn".

(config-user)> tag webdav

Core::Authenticator: User "test" tagged with "webdav".

(config-user)> no tag readonly
Core::Authenticator: User "test":

"readonly" tag deleted.

WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 Jlob6aBneHa koMmaHga user tag.
2.04 Job6aBneHa meTka vpn.
2.06 JobasneHbl MeTKM opt 1 ipsec-xauth.
2.10 Jlo6aBneHa meTka http-proxy.
2.1 JobasneHa meTka ipsec-12tp.
212 Job6aBneHa meTka sstp.
3.04 Job6asneHbl MeTkM vpn-dina, sftp n webdav.
Bepcusa OnucaHve
4.02 [JlobaBneHa meTka vpn-oc.

3.157 ussd send

OnucaHwne
Mpe¢ukc no

MeHsieT HaCTpoWKKn

OTnpaBuTb USSD 3anpoc Mo6UAbLHOMY onepaTtopy.

HeT

Het

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Usb
(config)> ussd <interfaces> send <request
AprymeHT 3HayeHue OnuncaHue
interface UHnTeppeic MonHoe nmsa nHTepderica Nam NCeBAOHUM.
CnncoK AOCTYNHbIX NHTepdericoB MOXHO

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA

659



naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue

YBUAETL C MOMOLLbIO KOMaHZAbI interface

[Tab].
request Crpoka USSD komaHga.
Mpumep (config)> ussd UsbQmi® send *100#

request: *100#
response: Your number: +79953332211
Available: 10 dol

4.01 / 5 GB
VlCTOleﬂ MN3MeHeHUM Bepcmﬂ onvcaHue
3.05 JlobaBneHa komaHaa ussd send.
3.158 vpn-server
OnucaHwue JocTtyn K rpynne KoMaHA Ans HacTporikm napameTpos cepsepa VPN.

Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog, Het

BxoxxaeHue B rpynny (vpn-server)

CuHoncuc (config)>  vpn-server
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.04 JobaBneHa KOMaHga vpn-server.

3.158.1 vpn-server dhcp route

OnucaHwue HasHaunTb MapLupyT, nepesaBaeMblii Yepes coobuieHmns DHCP INFORM,
KnneHtam VPN-cepsepa.

KomaHaa ¢ npeprKcom no oTMeHsIeT NoslyYeHune ykasaHHOro MapLupyTa.
Ecnu BBeCTM KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMEHEHO NoJlyyeHme Bcex
MapLUpYTOB.

Mpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a
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Cunoncuc (vpn-server)>  dhcp route caddress» anask»

(vpn-server)> no dhcp route [ «address» anasks ]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

address IP-appec Afpec ceTeBOro K/MeHTa.

mask IP-macka Macka ceTeBoro knmeHTa. CyLlecrTsyeT ABa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOI ANNHbLI Npeduikca (Hanpumep, /24).

Npumep (vpn-server)> dhcp route 192.168.2.0/24
VpnServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(vpn-server)> no dhcp route
VpnServer: :Manager: Cleared DHCP INFORM routes.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.12 JobasneHa komaHaa vpn-server dhcp route.

3.158.2 vpn-server interface

OnucaHwue Ces3aTb cepsep VPN c yKaszaHHbIM nHTepdericom.
KomaHga ¢ npedurkcom no paspbiBaeT CBA3b.

Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (vpn-server)>  interface <interface»
(vpn-server)> no interface
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
interface UHTEpPerc MonHoe nma nHTepderica Nan NCeBAOHUM.

Cnncok AOCTYMHbIX MHTePPENnCcoB MOXKHO
yBUAETb C NOMOLLbIO KOMaHAbI interface
[Tab].

NMpumep (vpn-server)> interface [Tab]

Usage template:
interface {interface}
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Choose:
GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0

AccessPoint

(vpn-server)> interface FastEthernet0/Vlanl
VpnServer: :Manager: Bound to FastEthernet®/Vlianl

(vpn-server)> no interface
VpnServer::Manager: Reset interface binding.

UcTopusa nsmeHeHwnii

Bepcus

OnucaHune

2.04

3.158.3 vpn-server ipvécp

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

Jlob6aBneHa koMmaHza vpn-server interface.

Brnrounte noaaepxky IPv6. ns kaxaoro VPN-cepsepa cosgatotcsa DHCP-nynbl
IPv6. Mo ymMonyaHuo HacTpoika OTKOYeHa.

KomaHga ¢ npedumkcom no oTkaoyaeT nogaepxky IPve.

Aa
Ja

Het

I (vpn-server)>  ipvécp

I (vpn-server)> no ipvécp

(vpn-server)> ipvécp
VpnServer: :Manager: IPv6 control protocol enabled.

(vpn-server)> no ipvécp
VpnServer::Manager: IPv6 control protocol disabled.

Bepcus

OnucaHune

3.00

Jo6aBneHa koMaHAa vpn-server ipvécp.
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3.158.4 vpn-server Icp echo

OnucaHue OnpeaenuTb NpaBuna TecTupoBaHua PPTP-noakntoueHnin cpegcreamm LCP
echo.

KomaHga ¢ npedurkcom no oTknto4aeT LCP echo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (vpn-server)>  lcp echo <intervals «count> [adaptive]
(vpn-server)> no lcp echo
AprymeHTbI AprymeHT  |3HaueHme |OnucaHue
interval Lenoe VHTepBan mexay oTnpaskamu LCP echo, B
yncno cekyHaax. Ecav B TeveHme ykasaHHOMo
NHTepBasa BPeEMEHU OT YAANEeHHOW CTOPOHBI
He 6b11 nonyyeH LCP 3anpoc, e byaeT
OTnpaB/ieH TaKkow 3anpoc C OXngaHnem oTeeTa
LCP reply.
count Uenoe KonnuyectBo oTnpaBneHHbIX NOAPSAA 3anpocoB
yucnao LCP echo Ha kOoTOpble He 6bI/1 NONyYeH OTBET
LCP reply. Ecnmn count 3anpocos LCP echo
OoCTanucb 6e3 0TBeTa, CoenHeHne byaeT
pa3opBaHo.
adaptive Knwyesoe |Pppd 6yget oTnpasnaTk 3anpoc LCP echo
C/10B0 TONbKO B TOM C/lyyae, eCnu OT y4aneHHoro y3na
HeT Tpaduka.
NMpumep (vpn-server)> lcp echo 5 3
LCP echo parameters updated.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa vpn-server lcp echo.

3.158.5 vpn-server lockout-policy

OnucaHue 3ajaTb NapamMeTpbl OTCNEXMBAHMWS MOMNbITOK BTOPXeHWs NyTéM nepebopa
naponei VPN-cepeepa. Mo ymonvaHuio dyHKLMA BKAOUeHa. Ecnv B kavecTse
aprymMeHTa ncnosb3yeTtcs 0, Bce napamMeTpbl OTCIeX1BaHWA nepebopa 6yayT
C6pOLIJEHbI B 3Ha4YeHNA Mo yMOYaHNIO.

KomaHga c npedurkcom no oTkaroyaeT obHapyXeHne nogoopa.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (vpn-server)>  vpn-server lockout-policy <threshold [«duration [
<observation-windows ] ]
(vpn-server)> no vpn-server lockout-policy
AprymeHTbI AprymeHT 3HaueHMe |OnucaHune
threshold Uenoe uucno |Konnyectso HeyAauHbIX MOMbITOK
BXOZa B cucTtemy. 1o ymonyaHuo
YCTaHOB/IEHO 3Ha4yeHve 5. MoxeT
NPUHNMAaTb 3HaYeHUs B Npejesnax ot
2 [0 20.
duration Uenoe 4ucno |MpogonxKmnTensHOCTL 3anpeTa
aBTOpM3aUUU AN YKa3aHHOro
IP-agpeca B MUHyTax. o ymonyaHutio
YCTaHOB/IEHO 3HaueHue 15. MoxeTt
NPUHVUMAaTb 3HaYeHWs B Npejenax ot
1 po 120.
observation-window |Jesoe 4wucno |MpofONXUTENbHOCTL HAabMAEHNS
3a NOAO3PUTENIbHON aKTUBHOCTLIO B
MUHyTax. [1o ymonyaHuio
YCTaHOBJ/IEHO 3Ha4yeHve 3. MoxeT
NPUHVUMAaTb 3HaYeHNs B Npejenax ot
1 ao 20.
Npumep (vpn-server)> lockout-policy 10 30 2
VpnServer::Manager: Bruteforce detection is reconfigured.
(vpn-server)> no lockout-policy
VpnServer: :Manager: Bruteforce detection is disabled.
(vpn-server)> lockout-policy 0
VpnServer::Manager: Bruteforce detection reset to default.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

3.01 Job6asneHa komaHaa vpn-server lockout-policy.

3.158.6 vpn-server mppe

OnucaHwue YcTaHoBUTb pexunm ans wndposaHus MPPE. 1o yMOAYaHNIO NCMO/b3yeTCs
KU AnnHom 40 6uT.

KomaHza ¢ npedurKcoM no oTKNoYaeT BblbpaHHbIV PeXxXuM.

664 CnpaBoyHUK koMaHa — Runner 4G (KN-2212)



naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (vpn-server)>  mppe anode»
(vpn-server)> no mppe node>

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

mode 40 AnnHa kntova windposaHms 40 6uT.

128 AnviHa knto4a wndposaHus 128 6uT.

Mpumep (vpn-server)> mppe 40

VpnServer: :Manager: Set encryption 40.
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.05 JlobaBneHa KOMaHAa vpn-server mppe.

3.158.7 vpn-server mppe-optional

OnucaHune PaspewnTtb nogxkntoyveHmns 6es wmndposaHna MPPE.
KomaHga ¢ npedunkcom no 3anpeLlaeT HesawmnppoBaHHbIe MOAKIHUYEHNS.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CrnHoncuc I (vpn-server)>  mppe-optional

I (vpn-server)> no mppe-optional

Mpumep (vpn-server)> mppe-optional
VpnServer::Manager: Unencrypted connections enabled.

(vpn-server)> no mppe-optional
VpnServer: :Manager: Unencrypted connections disabled.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa KoMaHAa vpn-server mppe-optional.
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3.158.8 vpn-server mru

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

NcTopusa nsmeHeHum

YcTraHoBUTL 3HaveHue MRU koTopoe byaet nepeaaHo PPTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHza c npe$urKcom no ycTaHaBNMBaET 3HaUYeHNe Mo yMOoNYaHuIo.
Ja

Ja

Het

(vpn-server)>  mru«alue

(vpn-server)> no mru

AprymeHT 3HayeHue OnuncaHue

value lenoe 4ucno |3HauveHve MRU. MoXeT MpUHMMaTL 3HaYeHNs
B npegenax oT 128 o 1500 BkAoUMTEIbHO.

(vpn-server)> mru 200
VpnServer::Manager: mru set to 200.

Bepcus OnucaHue

2.04 JobaBneHa KOMaHAa vpn-server mru.

3.158.9 vpn-server mtu

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKu
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

YcTaHOBUTbL 3HaueHwe MTU, koTopoe byseT nepegaHo PPTP-cepeepy. Mo
YMONYaHWIO NCMOJIb3yeTcsd 3HaueHve 1350.

KomaHga ¢ npedurkcom no yctaHaBAMBaeT 3HaYeHMe No yMOYaHUIo.
Ja

Ja

HeTt

(vpn-server)>  mtu walue»

(vpn-server)> no mtu

AprymeHT 3HayeHue OnucaHue

value Lenoe 4ucno |3HauveHwe MTU. MOXeT NPUHUMATb 3HaYeHNs

B npegenax oT 128 o 1500 BkAOUYMTENBHO.
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Mpumep (vpn-server)> mtu 200
VpnServer::Manager: mtu set to 200.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobaBneHa KOMaHaa vpn-server mtu.

3.158.10 vpn-server multi-login

OnucaHue PazpewnTtb nogkntoveHme K cepepy VPN HeCkonbkuX nosb3oBaTteneil ¢
OZlHOTO aKKayHTa.

KomaHga ¢ npedrnKcom no oTKIUaeT 3Ty BO3MOXHOCTb.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (vpn-server)>  multi-login

I (vpn-server)> no multi-login
Mpumep (vpn-server)> multi-login

VpnServer: :Manager: multi login enabled.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.04 JlobaBneHa komaHAa vpn-server multi-login.

3.158.11 vpn-server pool-range

OnucaHwue HasHaunTb Nyn agpecos A/S KINEHTOB, NoAkntovaroLmxcsa kK cepsepy VPN.
KomaHga ¢ npedumkcom no yganset nyn.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (vpn-server)>  pool-range <begim [«sizes]
(vpn-server)> no pool-range

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
begin IP-agpec HauvanbHbIll agpec nyna.
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Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

size

Llenoe u4ucno

Pa3smep nyna. MoxeT NMpUHMMAaTh 3HaYeHUs
B npegenax ot 1 Ao 64 BkAroUMTEeNbHO. ECn
pa3mMep He yKa3aH, OH ornpegjensercs
aBTOMaTUNYeCcku B 3aBUCMOCTU OT
yCTpolicTBa.

(vpn-server)> pool-range 172.168.1.22 20
VpnServer: :Manager: Configured pool range 172.168.1.22 to »

172.168.1.41.

(vpn-server)> no pool-range
VpnServer: :Manager: Reset pool range.

Bepcusa

OnucaHue

2.04

JlobaBneHa KkoMmaHza vpn-server pool-range.

3.158.12 vpn-server session-logout

OnucaHune
Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

3aBepLUMTb aKTUBHYH WM 3aBUCLLYHO ceccuto Ha VPN-cepBepe.

HeTt

Ja

Het

(vpn-server)>

session-logout <session

AprymeHT

3HayeHue

OonvicaHune

session

Lenoe uucsno

NaeHTudukatop PPTP-ceccnm (MOXHO
yBUAETb NPV MOMOLLM KOMaHAbl show
vpn-server).

(vpn-server)> session-logout 1
VpnServer::Manager: Session "1" is terminated.

Bepcus

OnucaHune

4.03

JobaBneHa KoMaHAa vpn-server session-logout.

3.158.13 vpn-server session-preempt

OnuncaHune

BikntoumnTb BbiTecHeHMe VPN-ceccuii npy OTKAKOYEHHOW ONUMKW Vpn-server

multi-login Ha PPTP-cepBepe.
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KomaHga c npedunkcom no oTKAYaeT BbITeCHEHMe.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (vpn-server)>  session-preempt

I (vpn-server)> no session-preempt

Npumep (vpn-server)> session-preempt
VpnServer: :Manager: Enabled sessions preemption.

(vpn-server)> no session-preempt
VpnServer: :Manager: Disabled session preemption.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.03 [JlobaBneHa KoMaHAa vpn-server session-preempt.

3.158.14 vpn-server static-ip

OonucaHune HasHaunTb IP-agpec nonb3oBaTento. Monb3oBaTeNb B CUCTEME JO/DKEH METb
MeTKy vpn.

KomaHaa ¢ npepurkcom no yaanseT npuBs3Ky.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIl/i BBog, /[la

CuHoncnc (vpn-server)>  static-ip «name> «address»
(vpn-server)> no static-ip <name>
AprymeHTbI AprymeHT 3HaueHue OonucaHue
name Crpoka NornH.
address IP-agpec HasHauvaembili IP-agpec.
NMpumep (vpn-server)> static-ip test 172.16.1.35

VpnServer: :Manager: Static IP 172.16.1.35 assigned to user "test".

(vpn-server)> static-ip test
VpnServer: :Manager: Static IP address removed for user "test".
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.04

Jlo6aBneHa KkoMaHAa vpn-server static-ip.
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Address and Control Field LCP HacTpoiika, obecneuvBaroLlas oxkatme nonen Address n Control
Compression KaHanbHOro ypoBHS4.

Address Resolution Protocol ~ npoTokon onpegeneHus agpeca, NPOTOKOA KaHaNbHOro YPOBHS,
npegHa3HaveHHbIV Ana onpegeneHns MAC-agpeca no n3BecTHOMY
IP-agpecy. Hanbonbluee pacnpocTpaHeHve 3STOT NPOTOKO NOAYYn
6narofaps noBcemMecTHOCTU ceTeid IP, nocTpoeHHbIX nosepx Ethernet,
MockoJsibKy npaktnyecku B 100% cnyyaes npu TaKOM coyeTaHumn
ncnonb3yetcs ARP. MNpeobpa3oBaHuve afpecoB BbIMOIHAETCS MyTem
novcka B Tabnuue, Tak HasbiBaeMoil ARP-Tabnnue. OHa cogepxuT
CTPOKM AN5 KaXAOro y31a ceTu. B AByx ctonbuax cogepxatcs IP- 1
Ethernet-agpeca. Ecnn TpebyeTtca npeobpasoBath IP-agpec B
Ethernet-agpec, To vLLeTCA 3aNnCb C COOTBETCTBYOLWNM IP-agpecom.

Authenticated Encryption Takke AyTeHTUGULMPOBaHHOe WdpoBaHMe C MPUCOeANHEHHBIMU
with Associated Data JAAHHbIMW

KNacc 6/10UHbBIX PeXMMOB LWNPPOBaHUS, MPY KOTOPOM YacTb
Co0b6LLeHMsA ndpyeTCs, YacTb OCTAETCS OTKPLITOM, U BCE COObLLEeHMe
LLeNIMKOM ayTEHTUOULMPOBAHO.

Automatic Certificate ABNAETCA KOMMYHUKALMOHHbBIM NMPOTOKOJIOM A1 aBTOMaTU3aLmm

Management Environment  B3anMOZAeNCTBUIA MeXay OpraHamu ceptudukaunm n seb-cepsepamm
CBOWX NOfib30BaTesell, N03BO/SAA aBTOMaTNYeckoe pasBepTbiBaHMe
VHPPaCTPYKTYpbl OTKPLITLIX KAOYel No 04eHb HU3KOM LeHe. OH 6bin
pa3pabotaH Internet Security Research Group (ISRG) ansa cBoeii cnyx6bl
wundposaHus Let's Encrypt.

Challenge-Handshake LUIMPOKO PacrpoCTPaHEHHbIN anropmuTM NpoBepKn NOANHHOCTH,

Authentication Protocol npeaycMaTpuBaloLLmii nepejayvy He CaMoro nNapons nonb3oBaTens, a
KOCBeHHbIX cBeAeHUI 0 HEM. CHAP siBnsieTca 6onee 6e30nacHbIM
MeToAoM, ueM Password Authentication Protocol.

Change of Authorization MeXaHW3M ANS 3MeHeHWs aTpnbyToB ceaHca ayTeHTUdrKaumm u
asTopu3sauum RADIUS. MNo3BonsieT HaCTPOUTb YXKe aKTUBHBbIN ceaHc
KJneHTa.

Command Line Interface nHTepdelic KOMaHAHOM CTPOKWY, Pa3HOBUAHOCTb TEKCTOBOrO

NHTepdeiica Mexay YenoBeKoM 1 KOMMbIOTEPOM, B KOTOPOM
WNHCTPYKLUUN KOMMbIOTEPY AAOTCS B OCHOBHOM MyTEM BBOZA C
KNaBMaTypbl TEKCTOBbIX CTPOK (KOMaHZ). Takxe 13BeCTeH Mo
Ha3BaHWEM KOHCO/b.

Common ApplicationsKept ~ 3To nops0K popMUPOBaHNS OYepesmr, NCNoNb3yoLWwmii kak AQM, Tak
Enhanced 1 FQ. OH 06beanHaeT COBALT, koTopbIl aBnseTca anroputMom AQM,
B KOTOpPOM KOMbBUHMpytoTca Codel v BLUE, weilinep, koTopblii paboTaeT
B pexunme AedunumTa, 1 pasHOBMAHOCTb DRR++ AN n30aaLMm noToka.
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Compression Control
Protocol
Dead Peer Detection

Device Privacy Notice

DHCP

DHCP server

8-CTOpOHHEee MHOXeCTBeHHO-accoLMaTnBHOE X3LLIMpPOBaHMe
MCMonb3yeTca AN BUPTYaNbHOMO YyCTpaHEHUNS CTONKHOBEHW X3LUei.
MprnopuTeTHas opraHmnsaums odepean 4OCTyNHa Yepes YrpoLLEeHHY
peanunsauuto diffserv. CAKE ncnonbe3syer werinep c gedLmnTHbIM
pexnMoM paboTbl, KOTOPLIA He NCMO/b3yeT "Bcrieck”, XxapakTepHbIi
Anga "anropmTtMa Tekyuliero segpa". OH aBToMaTU4Yeckn nepejaer
CTONbKO MaKeToB, CKOJIbKO TpebyeTcs 411 nogaepXaHns yKazaHHOM
NMPONYCKHOM COCO6HOCTU.

MCNONb3YyeTCs AS YCTaHOBKM U HACTPOMKIM anropuTMOB OKaTUSA AaHHbIX
Ha PPP.

3TO METOo4, MCﬂOﬂb3y€MbIVI CeETEBbLIM yCTpOVICTBaMVI ANA NPpOoBEPKN
cyecTtBoBaHMA U AOCTYMHOCTUN APYTNX CETEBBLIX yCTpOVICTB.

3TO NOMOXEeHMe 0 KOHOUAEHLMANLHOCTU ycTpoicTBa Keenetic npwm
06paboTKe JaHHbIX.

NPOTOKOA AVHAMUNYECKOM KOHGUTrypaLumm y3na, 3To ceTeBor NPoTOKOAN,
NO3BONSAIOLLNIA KOMMbIOTEPaM aBTOMaTM4ecKn noayyaTte IP-agpec n
Apyrve napameTpbl, HeobxoanMble Ans paboTbl B ceTt TCP/IP. JaHHbI
NpOTOKOA paboTaeT Mo MOAeNU «KNNeHT-cepBep». 115 aBToMaTn4eckom
KOHUrypaLuum KOMnboTep-KAMeHT Ha 3Tane KOHPUrypaummy ceTeBoro
yCTpoicTBa obpallaeTcs K Tak HasbiBaeMomy cepaepy DHCP, n
noJsly4aeT oT Hero Hy>XKHble napamMmeTpbl. CeTeBon agMUHUCTPATOP
MOXeT 3ajaTb AMarna3oH afpecos, pacnpejensiemMbix CEpBepoM cpesm
KOMMbIOTEPOB. OTO NO3BO/SET U36exXaTb PYHHON HACTPOKN
KOMMbIOTEPOB CETU N YMeHbLUaeT KONMYecTBO oLwn60K. MpoTokon
DHCP ncnonb3yetcs B 6onbLUMHCTBe ceTeld TCP/IP.

DHCP-cepBep ynpasnsieT nynom IP-agpecos 1 nHdopmaLmei o
KOHOUrypaLmm KNNeHTCKUX NapaMeTpoB, TakMX Kak LLUto3 Mo
YMONYaHWIO, JOMEHHOE VIMS, CEpBepP NMEH, APYruX CepBepoB, TakmX
Kak cepsep BpeMeHW 1 Tak Aganee. [onyynB KOPPEKTHbLIN 3anpoc,
cepBsep BblAaeT KoMmnbloTepy IP-agpec, apeHay (MPOMeXXyTOK BpeMeHMU,
B TeyeHue KoToporo IP-agpec gecTBUTENEH) U ApYyre HacTpoeUHble
napameTpsbl IP, Takme Kak Macka NnoAceTy v LW03 No yMon4YaHuio. B
3aBNCUMOCTM OT peanusaummn, DHCP-cepsep MOXET IMETb TPU METOAa
Ha3HauyeHWsa IP-agpecos:

* duHamuyeckoe pacnpedeseHue: CeTeBOM aAMUHNCTPATOP Ha3HayaeT
onpegeneHHbI gnanas3oH IP-agpecos ansa DHCP, v kKaxapli
KNMEHTCKNIA KOMMNbHOTEP B /IOKaNIbHOM CETU HACTPOEH 3anpalumBaTtb
IP-agpeca ot DHCP-cepBepa npuv nHnumanmsaumm cetu. Npouecc
3anpoca 1 npeAocTaBAeHNs NCNOoNb3yeT NPUHLXN apeHAbl Ha
onpejeneHHbIN cpok, no3sonss DHCP-cepeepy Bo3BpaLLaTh (M 3aTemM
nepepacnpegenats) IP-agpeca, KOTopble He OBHOBNAOTCA.

* aemomamuyeckoe pacnpedeneHue: DHCP-cepep Ha NOCTOsIHHOE
NCNob30BaHMe BbljeNnseT Npon3BoJbHbI CBO6OAHbIN IP-agpec n3
onpegenéHHoro agMMHUCTPaTOPOM AManasoHa. OTOT Crocob
aHasiornyeH anHamMmmyeckomy pacnpegeneHuto, Ho DHCP-cepsep
XPaHWUT TabnmLly NPOLLbIX Ha3HaYeHW IP-agpeca, Tak UTo OH CKkopee
BCEro Ha3HauuT KANEeHTy TOT Xe IP-agpec, YTo 1 paHbLue.
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« cmamuyeckoe pacnpedeneHue: Cepep DHCP BbigensieT IP-agpeca
Ha ocHoBe Tabnnupl ¢ napamn MAC/IP-agpecos, KoTopeble
3aroJIHAKTCA BPYUHYH (BO3MOXHO, CETEBbLIM aAMUHVCTPAaTOPOM).
IP-appeca byayT BblAENATLCSA TONLKO ANSA KIMEHTOB, b MAC-aapeca
yKa3aHbl B 3TOM Tabauue. 3Ta GyHKUMSA (KOTopas NojaepXnBaeTcs
He BceMu cepBepamm DHCP) Takxe HasbiBaeTcsa CTaTnyeckum
HazHaueHnem DHCP (DD-WRT), ¢uKcrpoBaHHbIM agpecom (no
aokymeHTauum dhcpd), pesepeBupoBaHuem agpeca (Netgear),
PesepBupoBaHune DHCP nnu Ctatuyecknii DHCP (Cisco/Linksys) n
PesepsuposaHue IP nan MAC/IP npuBsska (MponsBoanTensiMu
PasnYHbIX APYriX MapLUPyTN3aToOpPoOB).

DHCPv6 server 3TO CeTeBO NPOTOKON AN KOHPUTYypUpoBaHUS y3n0B IPV6 ¢
IP-agpecamu, IP-npedumkcamu, MmapLipyTomM no ymonyanumwo, MTU
JIOKaNbHOro cerMeHTa 1 Apyrumuy KOHGUrypaumoHHbIMU AaHHbLIMN,
HeobXxoaMMbIMU Ans paboTel B ceTh IPv6. XocTbl IPV6 MoryT
aBToOMaTu4veckn reHepmposatb IP-agpeca BHyTPY ceTU C MOMOLLbIO
aBTOKOHUrypauum agpecos 6e3 nsmeHeHns cocTosiHmst' (SLAAC), nnn
VM MOTYT 6bITb MPUCBOEHbI KOHPUTYPALIMOHHbIE laHHbIE C MOMOLLIbIO
DHCPve.

Diffie-Hellman 3T0 yacTb /KE NpoTOKO/a, MO3BONSAOLLANA ABYM 1 60/iee CTOpOHaM
NoAyYNTb OBLLNIA CEeKPETHBIV KU, NCMOAb3Ys He3alUNLLEeHHbIA OT
NPOC/YLUNBaHWA KaHan cBA3W. MNosly4eHHbIn IPsec KoY NCMob3yeTcs
A4N5 WnppoBaHMA JanbHeliwero o6MeHa C MOMOLLbIO aJITOPUTMOB
CUMMETPUYHOrO W$POBaHNS.

DLNA CTaHAapT, NO3BOASAOLLMIA COBMECTVMBIM YCTPOMCTBaAM NepejaBaTb U
NPUHMMaTL NO AOMAaLLHEN CeTU PasINYHbI/ Mena-KOHTEHT
(n306paxkeHus, My3bliKy, BUAEO), @ TakKe 0TOBpaxaTb ero B pexvme
peasibHOro BpeMeHu. 3TO TEXHONOIMNA AN COeANHEHNS AOMALLHWNX
KOMMNbTEPOB, MOBUABHBLIX TenedOHOB, HOYTOYKOB 1 6LITOBOI
3NeKTPOHUKMN B eAVHYH0 UdpOoBYH CeTb. YCTPOIICTBA, KOTOpbIe
nogaepxueatoT cneundurkaymo DLNA, no xxenaHWto nonb3oBaTens
MOFYT HaCTPamBaTbCs U 06 BEANHATLCA B AOMALLHION CeTb B
aBTOMAaTUYECKOM pexume.

Domain Name System CCTEMa JOMEHHbIX MMEH, KOMMbIOTEPHAs pacrpeAenéHHas cuctema
ANs NoNyYeHns nHoopMaL M o JoMeHax. Yallle BCero Ncrnosb3yeTcs
ANst nonyyeHus IP-agpeca no MMeHM XocTa (KoMNbloTepa nan
yCTpOIiCTBa), NoNyYeHUs MHPOPMaLMN O MapLLPYTU3aLMK NOYThI,
06CNYXMBAKOLLMX Y3N1aX A1 MPOTOKO/OB B JOMEHe.

DNS nosepx HTTPS cncTemMa AOMeHHbIX MMeH, KOMMNbITepHas pacnpejeneHHas cmcrema
ANS nony4vyeHns MHGopMaLMm 0 AOMEHaX C UCMOb30BaHNEM
6e3onacHoM nepefaun AaHHbIX MEXAY y31aMu ceTu VIHTepHeT no
rnpoTtokony HTTPS. 3ToT MeToZ 3ak/lto4aeTcs B NOBbILWIEHNN
KOHPUAEHLMANbHOCTM 1 6€30MacHOCTY MoJib30BaTeNell NyTemM
rnpezoTBpaLLeHNA NPOCYLLUNBAHNA I MAHUTMYNVPOBAHUA JaHHbLIMU
DNS c nomoLupbto aTak TMna "man-in-the-middle". CtaHaapT onucaH B
RFC 84847,

! https://ru.wikipedia.org/wiki/IPv6#Stateless_address_autoconfiguration_(SLAAC)
2 https://tools.ietf.org/html/rfc8484
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DNS nosepx TLS

DNS rebinding

Encapsulating Security
Payload

End-user license agreement

Fast Transition

Fair Queuing Controlled
Delay

Fully Qualified Domain
Name

Full Cone NAT

3 https://tools.ietf.org/html/rfc7858
4 https://tools.ietf.org/html/rfc8310

crcTeMa OMEHHbIX VIMEH, KOMMbIOTepHas pacrnpejeneHHas cncrema
A4Ns nonyveHns nHopmMaLmm o JOMeHax C UCNob30BaHNEM
6e3onacHoim nepep,gqm p,aHHb|x4me>KAy WNHTepHeT-y3namn. CtaHgapTt
onwucaH B RFC 78587 n RFC 8310°.

dopma KoMNbIOTepHOW aTaku Ha Beb-cepBuChl. B faHHO aTake
BpeAOHOCHas Beb-CTpaHMLa 3acTaBseT bpaysep nocetmrens
3anycTUTb CKPUNT, 06paLLaloLWLNACS K APYTMM CalnTaM 1 CepBUCaM.
ATaka MOXeT 6bITb NCNOMb30BaHa A1 MPOHNKHOBEHWS B JIOKaNbHble
CeTu, KOrja aTakyoLmii 3acTaBnseT Beb-6pay3ep xxepTBbl 06paLLaThCs
K yCTPOWMCTBaM MO YacTHbIM (MprBaTHbIM) [P-agpecam v Bo3Bpawatb
pe3ynbTaThl 3TUX ObpaLLeHWiA aTakytoLemy. Takxke ataka MoXeT
MCNOb30BaTbCA A5 TOro, YTOObI MopaXaeMblii 6pay3ep BbINOAHSAN
OTMpaBkKy cNama Ha Beb-caiThl, 1 ans DDOS-aTak n Apyrux
BPeAOHOCHbIX AeAHUIA.

3TO YacTb Habopa NpoTokono. IPsec. B IPSec oH obecneunBaeT
NOAJ/IMHHOCTb MPOUNCXOXAEHUS, LeJIOCTHOCTb U 3aLuTy
KOHOUAEHLMANBHOCTY NaKeToB.

SABNSIETCS OPUANYECKMM AOTOBOPOM MeXAy aBTOPOM MPOrpamMmMHOro
obecneyeHns NIV N3gaTenieM 1 Nob30BaTeleM 3TOro NPUIOXKEHWS.

3TO HOBad KoHUenumna poyMmmnHra, Korga Ha4dasibHoe noarsepxgeHme
nogxknto4yeHna K HOBOI TOuKe A0CTyMa BbINONIHAETCA AaXe npexje
yeM KNMNEeHT NoAKNHUYNTCA K 3TOW TOuKe AoCTyna.

3T0 NopsaAok GopMMpPOBaHUA ovepesmn, KOTopbI coveTaeT B cebe FQ
n cxemy CoDel AQM. FQ_Codel ncnonb3syeT cTtoxacTnyeckyro Mojenb
NS Knaccnpukaumm BXoAsLLMX NaKeToB B Pas/iNiHble NOTOKN U
ncnonb3yeTtcsa 418 pacnpejeneHuns nponyckHom CnocobHOCTN Mexay
BCEMM NOTOKaMW, UCNONB3YIOLWNMU ovepelb. Kaxblii TaKor NoToK
ynpasnsetcs ¢popmMmpoBaHuem ovepegm CoDel.

VMS OMEHa, He nMetoLLiee HeO4HO3HAYHOCTEN B onpeAeneHun.
BrntouaeT B ceba MMeHa BcexX poanTeNbCKMX AOMEHOB nepapxmm
Domain Name System. B HeM yka3bIBatOTC BCE YPOBHU JOMEHaA,
BKJ/1tOYas JOMEH BEPXHEro YPOBHS 1 KOPHEBYHO 30HY. [10/1HOCTLIO
orpezesieHHoe JOMEHHOE NMS OT/INYAETCH OTCYTCTBMEM
ABYCMBIC/IEHHOCTW: OHO MOXET ObITb HTEPNpPeTMPOBaHO TONBKO
OJIHMM crnocobom.

Takke Ctatnyeckunii NAT, NAT ogviH K o4HOMY, NepeajpecaLis nopToB

3TO eANHCTBEHHbIN TUMN NAT, B KOTOPOM MOPT NOCTOSAHHO OTKPbLIT U
pa3peLlaeT BXoAsLLMe CoeAnHEHA ¢ 1loboro BHelwHero y3na. Full
Cone NAT conocTtaBnseT ny6nnyHei IP-agpec v nopt c IP-agpecom n
NOPTOM NOKaJIbHON ceTu. JTI60 BHELLHWIA XOCT MOXEeT OTNPaBAsATb
AaHHble Ha IP-aZpec nokanbHOM CeTy Yepes COOTBETCTBYIOLLNA eMy
IP-agpec n nopt NAT. OTNpaBuTb AaHHbIE Yepes ApYyroi NopT He
nonyuntcsa. Ctatnvecknii NAT Heo6xoAMM, KOria ceTeBoe YyCTPOMCTBO
B YaCTHOW CeTW JOMKHO 6bITb JOCTYMNHO U3 VIHTepHeTa.
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Generic Routing
Encapsulation

Hash Message
Authentication Code

HTTP Proxy

MaemMnoTeHTHOCTb

Inter-Access Point Protocol

Internet Control Message
Protocol

Internet Control Message
Protocol version 6

Internet Group
Management Protocol

NMPOTOKOJ1 TYHHENIMPOBAaHWS CeTEBbIX MakeToB, pa3paboTaHHbI
KomnaHwen Cisco Systems. Ero ocHOBHOe Ha3sHayeHne —
VHKaNcynaums nakeTos CeTeBOro ypoBHs cetesoin mogenn OSI B IP
nakethbl.

OAVIH N3 MEXaHN3MOB NPOBEPKN LLeN0CTHOCTU NHPOpMaLUK,
NO3BONAOLLMIA rapaHTUPOBATL TO, UTO AAaHHbIe, MepeAaBaemble UIn
XPaHALLMECS B HEHAAEXHO cpese, He 6bIV U3MEHEHbI MOCTOPOHHVIMM
nvuamu.

Hypertext Transfer Protocol (HTTP) n HTTPS (HyperText Transfer
Protocol Secure) Proxy — 3To NpoKcu-cepBep, KOTOPbIA NCMONb3yeT
NpOTOKON Nepeaayu runeprekcra (HTTP) ansa coegrHeHns Beb-cepBepa
1 KnreHTa (bpaysepa). HTTPS (HyperText Transfer Protocol Secure)
npokcu paboTaet c SSL (Secure Socket Layer), koTopblii sBnsieTcs
AONOMHUTENBbHBIM YPOBHEM 6€30MacHOCTW, HakNajblBaeMbIM Ha HTTP
AN 3aWmMThl AaHHBIX. OH noajep>KmBaeT cepTudmKaTbl 6e30nacHOCTY,
KOTOpble UCMONL3YITCA A1 CKBO3HOTO LWNGPOBaHUA TpaduKa u
npejoTBpaLleHns nepexsaTta JaHHbIX BO Bpems nepejayn.
Mpokcn-cepsep, nogaepxmnsatomia SSL, yctaHasnmsaeT 6e3onacHoe
coefHeHue C KIMeHTOM 1 Beb-cepBepoM, UTObbI n3bexaTb NH60ro
BHeLLHero BMeLlaTeNbCTBa.

CBOICTBO MaTeMaTNYeCckoro o6beKkTa, KOTopoe NPosBAAETCSA B TOM,
UTO MOBTOPHOE AeiNCcTBMEe Haj 06EKTOM He N3MEHSIET ero.

NpOTOKON 06MeHa cnyxebHon nHdopmaumen ana nepesadm AaHHbIX
MeXAy TouKamu AocTyna. JaHHbI NPOTOKON ABASETCS
pekomeHgau e, KoTopas onvcbiBaeT Heoba3aTelbHOe paclunpeHmne
IEEE 802.11, obecneunBatoLlee 6ecnpoBOAHYHO TOYKY AOCTyMNa ANS
KOMMYHMKaLMN MeXay CMCTeMaMn Pa3HbIX MponsBoauTenei.

NMPOTOKO/ MeXCeTeBbIX YPaBASOLLNX COOOLLEHNIA, CETeBOV MPOTOKOS,
BXOZALMI B cTek npoTokosioB TCP/IP. B ocHoBHOM ICMP ncnonb3yeTcs
ANs nepeAayn coobLLeHNn 06 oMBKaxX 1 APYrUX NCKAKUUTENbHbIX
CUTYaLMAX, BOSHUKLLNX MPY nepejade JaHHbIX, Hanpumep,
3anpaluviBaemas ycayra HelocTyrnHa, Uiy XocT, Ui MapLupyTn3aTop
He oTBeYaroT. Takxe Ha ICMP Bo3nararoTcst HEKOTOPbIe CEPBUCHbIE

byHKUNN.

3TO peanusaums NpoToKoAa yNpaBaaoWwmx coobuieHmin (ICMP) ans
IPv6. ICMPV6 siBnsieTcs HeoTbeMaeMomn Yactbto IPv6 1 BeinonHaeT
byHKUMM onoBeLLeHns 06 oLwrbKax 1 gnarHocTnyeckme GyHKUNN.
ICMPV6 onpegeneH B RFC 4443°,

3TO MIHTEPHET-NPOTOKON, KOTOPbIA 06ecrneynBaeT BO3MOXHOCTb
KOMMbHOTEPY COOBLLNTL O CBOE NPUHAA/IEXHOCTM K Fpynne paccbUikn
Ha coceZiHVe MapLUpyTU3aTopbl. [pynnoBas paccblika No3BonseT
OZHOMY KOMMbIOTEPY MO MHTEPHETY PacChliaTh KOHTEHT APYriM
KOMMbOTepaMm, 3aMHTepecoBaHHbIM B NONYyYeHUM PacCbUIKU.
FpynnoBas paccblaika MOXeT 6bITb MCMO/b30BaHa B TakMX CyYasix,
Kak 06HOB/IEHMEe afpecHbIX KHUT Nosib30BaTesieil Mo6UAbHbIX
KOMMbIOTEPOB, pacchbliika MHGOPMALMOHHbBIX BroNNeTeHei No

> https://datatracker.ietf.org/doc/html/rfc4443
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Internet Key Exchange

Internet Protocol

Internet Protocol Control
Protocol

Internet Protocol Security

IPsec Passthrough

IPsec Security Association

IPinIP

IPveCP

KOMMNaHuu, 1 "s¢npHoe BelaHre" LWNPOKOMOAOCHbIX MPOrpaMm
MOTOKOBOroO My/ibTUMeAMa A1 ayAnTOpumM, KoTopas "HacTpounack"
Ha noJslyydeHwe rpyrnnoBoi PaccblKn.

3TO CTaHAAPTHbIV NpoTokon IPsec, cnonb3yeMbix AN obecrneyeHns
6e30MacHOCTV B3aMOAEeNCTBUSA B BUPTYa/bHbIX YacTHbIX ceTax. Lenb
IKE - co3aaHume 3aLumLLeHHoro ayTeHTdLMpoBaHHOrO KaHana cBsAsun
C MOMOLLbIO anropmnTma obmMeHa kntodamu Diffie-Hellman ans co3gaHuns
06LLLero ceKPeTHOro K/toua ¢ JanbHelmnm WwindpoBaHmeM IPsec cBsi3u.

OCHOBHOW KOMMYHWKaLMOHHbI NPOTOKON B ceTU NHTepHeT. B
coBpeMeHHol ceTn HTepHeT ncnosb3yetcsa IP yeTBEpTOit Bepcmn,
TakXe N3BeCTHbIM Kak IPv4. Ero npeeMHMK — LLecTas Bepcus
npotokona, IPvé6.

NPOTOKO/ YNpaBNeHNs ceTeBbIM YPOBHEM ANA YCTAHOBKM, HACTPONKN
1 paspelBa IP nogknroueHuns nosepx Point-to-Point Protocol (PPP)
coeguHeHus. IPCP ncnonb3syeT TOT XXe MexaHM3M 0bMeHa naketamu,
uTto 1 LCP. O6MmeH naketamu IPCP He nponcxoanT J0 Tex nop, noka
PPP He HauHET dazy cornacoBaHusa NPOTOKOMNA CETEBOrO YPOBHS.
NMo6ble nakeTbl IPCP, nonyyeHHbIe J0 TOro, Kak HAYHETCS 3Ta $asa,
LO/MKHBI 6bITb OTOPOLLIEHHI,

Habop NPOTOKONOB AN 06ecneyeHs 3aLLMTbl AaHHbIX, NepejaBaeMbIX
no MexceTeBOMYy NPOTOoKONY Internet Protocol. Mo3BoNseT OCyLLecTBASATh
NoATBepPXAeHMe NOANNHHOCTY (ayTeHTUPUKALMIO), MPOBEPKY
LenocTHoctTy u/unu wundposaHme IP-nakeToB.. IPsec Taioke BkoYaeT
B Ce65 NPOTOKO/bl ANSA 3aLLMLLEHHOIO O6MEeHa KAtYamun B ceTu
NHTepHeT. B 0OCHOBHOM, NPUMEHSIETCA AN OpraHm3aLmn
VpN-CoeANHEHWIA.

3TO TexHonorusi, kotopasi nossonsieT VPN-Tpadurky npoxoantb Yepes
NAT.

vMeeT PyHAaMeHTanbHoe 3HauveHne ans IPsec. SA — 370 cBA3b Mexay
ABYMS NN HECKONBbKMMU CYLLIHOCTAMM, KOTOpas OnucbiBaeT Kak
CYLLLHOCTUM ByAyT MCNONb30BaTb C1y>X6bl 6€30MacHOCTY ANA
6e3onacHoro obMeHa gaHHbIMU. Kaxaoe nogxknroyeHme IPsec moxeT
obecneunTb LUINPPOBAHME, LLeNOCTHOCTb, MOAJIMHHOCTL UV BCE
BMmecTe. Korga cyx6a 6e3onacHoCTy onpegeneHa, Aa nupa IPsec
[LOJDKHbI OnpeAennTb, Kakue anropuTMbl UCNOAb30BaTh (Hanpumep,
DES wnu 3DES ana wndposanusa, MD5 nnm SHA ans uenoctHoctw).
Mocne NPUHATUA peLLeHnss OTHOCUTENbHO aifOPUTMOB, ABa YCTPOUCTBa
LOJDKHbI MOAGNNTBLCSA KA0YaMn AN YCTaHOBAEHWs ceccun. SA 3TO
MEeTOJ, KOTOpPbI/ ncrnonb3yeT IPsec, UTobbl OTC/IEXMBATL BCE CBEAEHNS,
Kacatowmecs gaHHom ceccmm cesasm IPSec.

3To NpoToKoN IP-TyHHenMpoBaHUs, KOTOPbI MHKaNCyAnpyeT O4uH
IP-nakeT B gpyroi IP-naker.

OTBeYaeT 3a HaCTPOWKY, BK/HOUEHME 1 OTK/HUeHMe Moy e
npotokona IPv6 Ha o6ounx KoHUax Point-to-Point (PPP) coefgnHeHus.
IPv6CP ncnonb3syeT TOT XKe MexaH13M obMeHa nakeTamm 4to U
npotokon Link Control Protocol. ObmeH naketamu IPv6CP He
NPOUNCXOANT A0 Tex nop, noka PPP He HauHET da3y cornacoBaHus
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NMpPOTOKOJIa CeTEBOro ypoBHS. Jltobbie nakeTbl IPV6CP, mony4veHHbIe A0
TOro, Kak Ha4YHéTcsA 3Ta $pasa, J0MKHbI 6bITb OTOPOLLEHBI.

Layer 2 Tunneling Protocol =~ nNpoTOKOJ TYHHENNPOBaH WS BTOPOro YPOBHS. B KOMNbIOTEPHbIX CETAX
TYHHEe/IbHbI MPOTOKO/, NCNOAb3YIOLWMIACA ANA NOAAEPXKKN
BUPTYyaNbHbIX YaCTHbIX ceTeil. [naBHoe JoCTONHCTBO L2TP cocTtonT B
TOM, YTO 3TOT NPOTOKOJ1 MO3BOJIAET CO3/aBaTb TYHHE/b He TOJIbKO B
cetax IP, Ho 1 B Takux, kak ATM, X.25 n Frame Relay. HecmoTps Ha To,
uTo L2TP gelicTByeT Hanogo6ve NPOTOKONa KaHa/IbHOIO YPOBHS
Mogenn OSI, Ha camoM Jiefie OH ABASETCA NPOTOKO/I0OM CeaHCOBOro
YPOBHS 1 CMONb3YeT 3aperucTpmpoBaHHblin UDP-nopT 1701.

Link Control Protocol NPOTOKON yrpas/ieHns coeriHeHviem, LCP ABnsieTcs yacTbio MpoToKoia
Point-to-Point Protocol. Mpwn ycTaHOBAeHUW coefnHeHns PPP
nepejatoLee 1 NpUHUMatoLLee yCTpPoOMCTBO O6MeHVBAIOTCA NakeTamm
LCP pns yTouHeHms cneumdmnyeckoin MHpopmaumm, Kotopas
noTpebyeTcsa Npu nepegave JaHHbIX.

MakeTbl LCP genatca Ha Tpuy knacca:

* TakeTbl ANs OpraHM3aLMmy KaHana cBasu. Micnonb3yroTes Ans
opraHv3auun 1 Belbopa KOHGUrypaLmm kaHana

* [lakeTbl 4n4 3aBepLlieHna AEeNCTBMA KaHana. V|Cl'|01'|b3yI-OTCFI anda
3aBepLlieHuns AENCTBUSA KaHana CBs3N

+ MNakeTbl ANa noaaepXaHus paboTocnocobHOCTY KaHana.
Mcnonb3yrotca ana nogaepxaHusa N oThagkm KaHana

Link Layer Discovery NPOTOKO/ KaHa/IbHOr0 YPOBHS, MO3BONAIOLLNIA ceTeBOMY

Protocol 060pyA0BaHMIO OrnoBeLLaTL 060pya0BaHMe, paboTatoLLee B 10KaNbLHOW
ceTn, 0 CBOEM CyLLLeCTBOBaHUN 1 NepejaBaTb emMy CBOU
XapakTepuUCTUKK, a TakKe NoayyaTb OT HEro aHaNOrNYHbIe CBEAEHUS.

WHpopmauums, cobpaHHas nocpeacteoM LLDP, HakannvBaeTca B
YCTPOWCTBaxX M MOXeT ObITb C HMX 3anpoLleHa nocpeactsoM SNMP.

Maximum Receive Unit onpegensieT MakCMMasbHbIV pa3mep (B bainTax) 610Kka, KOTOPbLI MOXeET
6bITb NPUHAT Ha KAHA/IbHOM YPOBHE KOMMYHUKALIMOHHOMO MPOTOKONA.

Maximum Segment Size ABNAETCA NapaMeTpom npoTokosa TCP 1 onpeaensieT MakCUManbHbI
pa3mep 610Ka AaHHbIX B 6baiTax ans cermeHTa TCP. Takum obpa3om
3TOT MapamMeTp He yuynTbiBaeT AnHY 3aronoskos TCP v IP.

Maximum Transmission MaKCMMasbHbI pa3Mmep 6noka (B 6ainTax), KOTOPbIA MOXeT bbITb

Unit rnepejaH Ha KaHafIbHOM ypoBHe ceTeBol mogenu OSI. 3HaveHne MTU
MOXET 6bITb ONnpeAeneHo cTaHAapToOM (Hanpumep ans Ethernet), nn6o
MOXET BbIOMPATbLCA B MOMEHT YCTAHOBKU COeAMHEHMS (0BbIYHO B
cyyae NpsAAMbIX MOAKMHOYEHN TOUKA-TOUKA). YeM BbilLe 3HaveHne
MTU, TeM MeHbLLe 3aro/1I0BKOB Nnepefaércs Nno cety — a 3HauuT, BblLle
NMPONYCcKHast CNOCOB6HOCTb.

Microsoft Point-to-Point NPOTOKON LWNPPOBAHNSA AAHHbBIX, NUCMONb3YeMblii MOBEPX COeAVNHEHWTA
Encryption Point-to-Point Protocol. icnonb3yeT anropmutm RSA RC4. MPPE
nogaepxmeaet 40-, 56- 1 128-6UTHble KNHOUN, KOTOPbIE MEHSAIOTCA B
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Modular Wi-Fi System

Network Access Control List

Network Flow

NEXTDNS

Network Time Protocol

Network Traffic
Classification Engine

TeueHue ceccum (HacToTa CMeHbI K/loYel ycTaHaBAMBAaEeTCA B NpoLiecce
X3HALLelnKa coegnHeHns PPP, eCTb BO3MOXHOCTb reHepupoBaTh Mo
HOBOMY KJ1HOUY Ha KaxkAblli nakeT). MPPE obecneynBaeT 6e30NacHOCTb
rnepeaayv JaHHbIX Ans nogknrodeHunsa PPTP mexay VPN-knvneHToM n
VPN-cepBepom.

cncTemMa, No3BoiAroLWad O6'b€AI/IHI/ITb HeCKOJ1IbKO yCTpOI‘;ICTB KnHeTtuk
B eAnHOoe NHTEPHET-NPOCTPAaHCTBO, pacnpejeneHHoe no njaowaan.
OaHo 13 yCTpOI7ICTB Ha3Ha4vaeTcqd Begyuwnm, oCtajibHble — B€40MbIMN.

npasuna, 3agaHHble ans IP-nHTepdelicos, KOTopble AOCTYMHbI Ha
MapLUpyTM3aTope, KaXAoe CO CMNCKOM XOCTOB AN CeTel,
pa3peLuatoLlee v 3anpeLlatoLLee NCnonb3oBaHue cepauca. Cnmckn
KOHTPO/IA OCTyMNa MOTyT yNpaBasTh Kak BXOAALLMM, TaK U UCXOAALLMM
Tpaduvkom.

CeTeBOV MPOTOKOA, NpeAHa3Ha4YeHHbIM AN y4éTa ceTeBoro Tpaduka,
KoTopbIv ncnonbsyet UDP nnu SCTP NpoTOKOAbI ANS Nepesayn JaHHbIX
0 Tpaduike KonnekTopy. Konnekrop - 370 NpuaoxeHue, paboTaroLLee
Ha cepBepe 1 3aHMMatoLLLieecs C6OPOM CTaTUCTUKK, KOTOpas NoslyveHa
OT CeHCopOoB. B posin ceHcopa BLICTYNAET YCTPOMCTBO, KOTOPOe
CcobupaeT CTaTUCTUKY O TpaduKe 1 NepesaeT ee KonnekTopy. B
KayecTBe CeHCOpa MOXeT BbICTYNaTb MapLUpyTU3aTop WY KOMMYTaTop
TpeTbero yposHs Cisco.

cepsuc NextDNS 3awimiaeT Bac oT BCcex BUAOB yrpo3 6e30nacHocTy,
6710KMpyeT peksiamy 1 Tpekepbl Ha Beb-caliTax 1 B MPUIOXEHNSX U
obecneynBaeT 6e30MacHbIVi U KOHTPOAVPYeMBbI IHTepHeT Ana geTein
- Ha BCeX YCTPOWNCTBAxX M BO BCeEX CETAX.

ceTeBOW NPOTOKOA AN CUHXPOHMN3ALMN BHYTPEHHNX YacoB
KOMMblOTepa C UCMo/b30BaHNEM CeTell C NepeMeHHOM 1aTEHTHOCTbIO.
NTP ncnonb3syeTt aAnsa ceoein paboTkbl npoTokon UDP. Hanbonee
LUMpOKOe npuMeHeHne NpoTokon NTP HaxoAWUT ANs peanmsaumm
cepBepoB TOYHOIO BPEMEHW.

Takke DPI, Deep Packet Inspection

TEXHONOrsi HAKOMIEHUS CTaTUCTUYECKMX JaHHbIX, MPOBEPKU 1
dunbTpauun ceTeBbIX NakeToOB Mo UX cogepxirmomy. Deep Packet
Inspection aHanM3MpyeT He TONbKO 3aroN0BKM NaKeToB, HO 1 MOIHOE
cozepxrmMoe Tpadrika Ha ypoBHaX Mogenu OSI co BTOPOro v BblLLe.

Deep Packet Inspection MoxeT onpesennTb, Kakoe ceTeBoe
MPWI0XEHME CreHeprpoBano UM Noay4yaeT AaHHble, cobrpast
NOAPOBHYH CTaTUCTUKY COEANHEHWSI KaXA0ro YCTPOICTBA 1
npunoxeHus B oTaenbHocTh. C nomolbto quality of service Deep
Packet Inspection KOHTPONMPYET CKOPOCTb NepeAaun OTAeNbHbIX
nakeToB, NOBbILLASA WAV MOHMXas eé.

KomnoHeHT Traffic Classification Engine paboTaeT NoONHOCTLIO
ABTOHOMHO 1 He BbIMOJIHAET HUKAKMX 0BpaLLEHN K BHELLIHNM
cepBucam.
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OpenConnect

Opportunistic Wireless

Encryption

Password Authentication

Protocol

Protected Extensible

Authentication Protocol

Perfect Forward Secrecy

Ping Check

Pairwise Master Key

Point-to-Point Protocol

Public Land Mobile Network

3T0 6ecnnaTtHoe KpoccnaaTtpopmMeHHOE MHOFOMPOTOKO/IbHOE
KNVIEHTCKOE NporpaMMHoe obecrneyeHvie Ans BUPTYanbHbIX YACTHbIX
ceteli (VPN) C OTKPbITEIM MCXOAHBIM KOAOM, KOTOpPOe obecneynBaeT
6e3onacHble coeAnHeHNs "Touka-Touka".

aBnseTca pacwmpeHvem ctaHgapta IEEE 802.11, cxoxunm ¢ meTog0oMm
wndpoBaHNA 04HOBPEMEHHON NPOBEPKM MOANVNHHOCTY paBHbIX (SAE).
3TOT MeToA LWndpOBaHNSA NPefOoCTaBAAEeT No/Ib30BaTENAM NYYULLYHO
3aLUTY NPU MOAKIIOYEHUN K OTKPbITbIM Wi-Fi ceTam.

3TO NPOTOKON NPOBEPKU MNOATNHHOCTN, KOTOPLIA NCMONb3YeT Naposb.
PAP ncnonb3yeTtca coeguHeHnem Point-to-Point Protocol ansi npoBepKun
nosib3oBaTenein nepey NpejocTaBieHieM UM A0CTyNa K yAaneHHon
ceTn. PAP nepegaeT He 3alundpoBaHHble Nnaponn B popmate ASCII no
ceTu u, cnefoBaTesIbHO, cCUMTaeTCs Hebe3onacHbIM.

NpOTOKON MHKaNcynmpyrowmin Extensible Authentication Protocol (EAP)
BHYTpwu Transport Layer Security (TLS) TyHHens. MNpegHa3HayveH Ans
yCuieHus cTonkocTy EAP, KoTopeli npeanonaraeT, uto Gpusmnyeckuii
KaHan 3anLLEH 1 He NPUMEeHSET crneumanbHbIX Mep A1 3amThl
obMmeHa.

CoBepLLUEHHas NpsIMasi CEKPETHOCTb, CBOCTBO HEKOTOPbLIX MPOTOKO/I0B
cornacoBaHus knto4a (Key-agreement), KOTopoe rapaHTUpYeT, YTo
CEeCCMOHHbIE KUK, NONyYeHHble NPy NoMoLLM Habopa Kitouyeid
AONrOBPEMEHHOIO N0/Ib30BaHWs, He 6yAyT CKOMMNPOMETUPOBAHbI NpY
KOMMPOMETaLMN OLHOTO U3 AONTOBPEMEHHbIX K/THYeiA.

onpejgender pa60TOCI'IOCO6HOCTb noAKNKHYEeHUA K UHTEPHETY NO
AOCTYNMHOCTN 3a4aHHOTIO y3/a. Pe3yanaT NPoBEPKN MOXET 6bITb
MCNOJIb30BaH AN nepekioyeHna Mexay OCHOBHbIM 1 pe3epBHbIM
MNOAKNMKOYEHNAMU K NHTEPHETY.

3TO KpMATOrpadpuUUeCcKmnin NPUBATHbLIN KIKOY, NCNONb3YEeMbIA B
6ecrnpoBOAHbIX CETAX A9 YCTaHOBNEHNS 6@30MacHO CBA3M MeXAy
ycTponcTBamun. PMK co3gaeTca Ha ocHOBe npejBapuTesibHO
pasgeneHHoro kntoya (PSK) nam gpyroro mexaHmama ayteHTUdumKaLmm
W CITY>XKNT OCHOBOW AJ19 FeHepaumin kKio4en indpoBaHUs A5 MapHOro
obmeHa gaHHbIMU. PMK B 0CHOBHOM mcnonb3yeTcs B cTaHgapTte [EEE
802.11i.

3TO MPOTOKON NCMONBb3YeMbI 4151 YCTaHOBIEHNS MPSAMOI CBA3N MeXay
ABYMs y3n1amu. OH MOXeT obecneynTb ayTeHTUUKALMIO COefNHEHWS,
wndpoBaHme nepegaym AaHHbIX 1 okatue. PPP ncnonb3yetcs BO
MHOIMX B1ax Gpnsnyecknx cetew, Bkaovas kabenb, TenedpoHHyH
JIVHWUIO, COTOBYIO CBA3b, CreLMann3npoBaHHble pagno AVHUN
ONTOBONOKHO. [ToCne yCTaHOB/IeHWS CoefMHEHNS HaYNHaeTcs
HacTpoKa AONONHUTENBHON ceTu (ypoBeHb 3). Yalle Bcero
ncnonb3yetca Internet Protocol Control Protocol.

3TO COBOKYMHOCTb YCNyr 6ecnpoBOAHON CBA3W, NpeasiaraemMbix
KOHKpPeTHbIM ONepaTopoM B KOHKpeTHoW cTpaHe. PLMN 06bI4HO
COCTOUT N3 HECKOSIbKNX COTOBLIX TEXHOMOMMIA, Takux Kak GSM/2G,
UMTS/3G, LTE/4G, npegnaraeMbix orepaTopoM COTOBOW CeTu.
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Preamble

Protected Management
Frames

Protocol-Field-Compression

Pseudo-Random Function

Radio Resource
Management

3TO NepBas YacTb 610Ka JaHHbIX NpoTokona (PDU) dpumsmnueckoro
ypoBHs KoHBepreHumn (PLCP). 3arosioBKoM ABSETCA OCTaBLUASACA
YaCTb MaKeTOB AAHHbIX, KOTOPas COAEPXMUT 6osbLue nHGopmaumnm o
cxemMe MoAynsLmMm, CKOpoCTU nepesaydn, 1 O MPOMeXyTKe BpeMeHu,
TpebytoLeMcs 418 nepegayn Bcex AaHHbIX Kaapa.

Tun npeambynbl B IEEE 802.11 Ha ocHOBe 6ecnpoBOAHON CBA3M
onpegenset annHy 6noka CRC (Cyclic Redundancy Check) ans
COoeANHeEHMA MeXAy TOUKOI A0CTyNa U rocTeBbIMIN 6eCrnpoBOAHBIMMA
ajantepamu.

AnviHHas npeambyna:

* PLCP c gnviHHOM npeambynoin nepegaeTcs Ha ckopoctn 1 MéuT/c
HEe3aBMCMMO OT CKOPOCTU NepeAayn AaHHbIX Kagpa

+ OO6LLee BpeMs Nepegaydv ANVIHHOW Npeamby bl sBASETC KOHCTaHTOMN
- 192 MUKpOCEeKYHAbI

+ CoBMecCTUMO C ycTapeBLInMU cucTteMamu IEEE 802.11 paboTatowmmm
Ha 112 Mébut/c

KopoTkas npeambyna:

+ MNpeambyna nepepaetca Ha ckopocTn 1 MBuUT/C, a 3aroNoBoK — Ha
2 MéuT/c

+ ObLee Bpems NepeAayr KOPOTKOV Npeamoby bl ABAAETCA KOHCTaHTOMN
— 96 MUKpPOCEKYHAbI

+ He coBMecTUMO ¢ ycTapeBLUnMun cnctemamm IEEE* 802.11
paboTtatommm Ha 1 n 2 MéuT/c

IEEE 802.11w 3TO CTaHAAPT 3aLLUMThl KaZPOB yrpaBAeHus 13 ceMelicTea
cTaHaapToB IEEE 802.11. 3Ta ¢pyHKLUMOHaNBHOCTL Heob6Xxoa4MMa A4S
NoBbILLEHNA 6€30NacHOCTU NyTem obecneyeHns KOHGUAEHLMaNBLHOCTU
AaHHbIX B Kajpax yrpasaeHus.

MeTOo/, corfiacoBaHus okaTtus nons Protocol B 3aronoekax PPP. Mo
yMoJidaHuio, Bce peanmsaumm IO/DKHbI nepegaBath nakeTsl € 4ByMs
oKTeTamu nons Protocol.

Takke nceBgocnyvaHas GyHKLMS

MOXOX Ha aNropuTM LLleNOCTHOCTW, HO BMECTO TOro, YTobbI
MCMONb30BaTbCsA A8 ayTeHTUdUKaLmm coOobLLLEeHNI, OH UCMO/b3yeTCs
TONBKO AN15 06ecrneyeHns Cny4ainHOCTY B TakMX Lensx, Kak nofyyeHune
MaTtepuana kaya. PRF B o0CHOBHOM MCNOJIb3YHOTCA C
ayTeHTUPULMPOBAHHBIM anropuTMoM WwundposaHnsa Tuna AES-GCM.

npeacTaBnseT cobov CUCTEMHbIV YPOBEHb YNpaBaeHUs
MeXKaHalbHbIMU NoOMexamu, pagropecypcamMm 1 Apyrumu
XapakTepucTnkaMm paguornepeaaun B cnctemMax 6ecnpoBogHOM CBA3N.
RRM Bk/itoHvaeT B cebs1 mapameTpbl yrpaBaeHus, Take Kak MOLLHOCTb
nepegavu, pacnpegeseHve nosb3oBaTteneit, popMmpoBaHue
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AnarpaMmbl HanpaeBaeHHOCTN, CKOPOCTU Nepefayin AaHHbIX, Kputepunn
nepegayn O6C}'Iy)KVIBaHI/Iﬂ, CXeMy mMogaynaunn, OLLUNBKIN CXeMBbI

KOANPOBaHMSI.
Remote Authentication in CeTeBOli NPOTOKO/, NpeAHa3HaUYeHHbI Ans obecneveHnst
Dial-In User Service LeHTpann30BaHHOM ayTeHTUMKALMI, aBTOPU3ALUN N YUYéTa

nosib3oBaTenei, NOAKNHOUAOLLMXCS K Pa3NYHbBIM CETEBbIM C/TyXX6aMm.
Ncnonb3yeTcs, Hanpumep, Npy ayTeHTUdMKaLMKM nonb3oBaTtenei
Wi-Fi, VPN, B npowunowm, dialup-nogkntoueHunia, n gpyrnx nogo6HbIX
cnyyasx.

Restricted NAT Takke AnHamuuecknin NAT

paboTaeT Tak e, kak u Full Cone NAT, HO NPUMeHSsIeT JONONHUTEbHbIE
orpaHunyeHunsd k IP-agpecy. MNpexae yem rnosyyatb nakeTobl OT IP-agpeca,
BHYTPEHHUI KJINEHT J0/KEeH CHavana caM OTrpaBunTb NakeTbl Ha Hero.
To ecTb lt06OE COeANHEHME, NHNLIMMPOBAHHOE C BHYTPEHHEro agpeca,
NO3BOJISET B fa/bHelLLIeM Noay4vaTb eMy NakeTbl € 11060ro nopTa T0ro
Ny6/MYHOr0 X0CTa, K KOTOPOMY OH OTMPaB/sI NakeT(bl) paHee.

Secure Socket Tunneling NPOTOKON 6€30MacHOro TYHHEIMPOBAaHWS COKETOB, CNPOEKTUPOBaHHbIN

Protocol AN5 CO34aHNSA CUHXPOHHOM B3aMMOCBA3M NPY COBMECTHOM ObMeHe
nHdopmMaumein AByx nporpaMm. bnarogaps emy MOXHO co34aTb
HeCKOIbKO NOAKAHOUEHWIA MPOrpaMMbl MO OA4HOMY COAMHEH IO MeXAY
y3n1amu, B pesy/bTaTe yero gocturaetcs 3¢ eKTMBHOE NCNOoIb30BaHNe
ceTeBbIX pecypcoB. [TpoTokon SSTP ocHoBaH Ha SSL, a He Ha PPTP
ncnonb3yet TCP nopT 443 ans nepegaymn Tpaduka.

Service Set Identifier 3TO Noc/e0BaTe/IbHOCTb CIMBOJIOB, KOTOPas YHUKaIbHbIM 06pa3om
MMeHyeT 6ecnpoBoAHYo nokanbHyto ceTb (WLAN). 3To nmsa nossonseT
6eCcrnpoBOAHbLIM CTAHLMAM MOAKN0YATLCA K HYXKHON CeTu, ecnun B
AAHHOM MecTe J0CTYMHO HECKONbKO He3aBUCUMBbIX CeTE.

Simple Network 3TO CTaHAAPTHLIN NpoToKoN VIHTepHeTa ans cbopa 1 opraHu3sauum

Management Protocol vHdopmaumm 06 ynpaeasieMbix yCTponcTBax B IP-ceTsx, a Takxe ans
MoandurKaumm 3Tor nHGOpMaUmn C Lenbio N3MeHeHUs NoBeaeHNs
ycTponcTB. K ycTpolicTBaMm, KOTopble 06bl4HO noasaepxunBaoT SNMP,
OTHOCATCA MapLUpyTN3aTOpPbl, KOMMYTaTOpPbI, CepBepbl, paboune
CTaHUMN, NPUHTEPLI, MOJEMHbIEe CTOMKW U MHOroe Jpyroe.

Simple Network Time 3TO UHTepHeT-NpoToKon (IP), NCNonb3yembli AN CUHXPOHM3ALN
Protocol 4YacoB B KOMMbIOTEPHbIX CETAX.

SNTP ocHoBaH Ha Habope npoTokonos TCP/IP. 3TO NpOTOKO BpeMeHH
NPUKNaZHOro YpoBHS, YacTb 6a30Boro nportokona Network Time
Protocol. Hapagy ¢ NTP, SNTP B3avMogencTByeT C MOMOLLbIO
MpoTOKONa NoJib30oBaTeNbCKuX gatarpaMmm (UDP). o ymondaHuio
ncnonb3syertcs nopt UDP 123.

SNTP8M0>KeT paboTaTk B ceTax IPv4 n IPv6. CtaHgapT onncaH B RFC
4330°.

8 https://www.rfc-editor.org/rfc/rfc4330
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SOCKS

Shared key

Short Message Service

SkyDNS

Simple Network

Management Protocol

Transmission Control
Protocol

Temporal Key Integrity

Protocol

Universal Access Method

User Datagram Protocol

3TO MHTEPHEeT-NPOTOKOJ, KOTOPbIA 0becrneyrBaeT 06MeH ceTeBbIMU
rnakeTamm mexay KJIMeHTOM 1 cepBepoM Yepes npokcn-cepsep. SOCKSS
OMUMOHaNbLHO NoAAepXnBaeT ayTeHTUPLKALMIO, UTO MO3BONSET
Noay4YnTb AOCTYN K CEPBEPY TONLKO aBTOPM30BAHHbLIM M0Nb30BaTE/AM.
Cepep SOCKS npokcunpyeT TCP-coegHeHNs Ha MPOU3BOJIbHbIV
IP-agpec n npepocraBnsaert cpeactea Ans nepecoiniky UDP-nakeTos.

3TO peXmnM, B KOTOPOM KOMMbIOTEP MOXET MOAYyYUTb JOCTYN K
b6ecnpoBoAHOl ceTu, ucnonb3aytowein npotokon Wired Equivalent
Privacy. Mpw nomoLy O6LLero kntoya KOMMNbIOTEP, OCHALLEHHbIN
6ecnpoBOAHBLIM MOAEMOM, MOXKET MOAY4YUTb AOCTYN K ito6oi ceTnn WEP
1N 06MeHNBaTbCS 3alNPPOBaAHHLIMU NN He3aLWNPPOBAHHBIMM
AAHHbBIMU.

3TO KOMMOHEHT CNYX6bl TEKCTOBbIX COO6LLEHUI 6ONBLUMHCTBA CUCTEM
TenepoHUn, VIHTepHeTa 1 MO6UIbHbIX YCTPOCTB. B HEM MCMonb3yroTcs
CTaHAAPTU3NPOBAHHbIE NPOTOKO/IbI CBA3M, MO3BO/ISIIOLLE MOBUIBbHBIM
yCTpolicTBaM 06MEHMBATLCSA KOPOTKUMM TEKCTOBLIMU COOBLLEHUSIMM.

cnyxb6a, KoTopas npefocTaBaseT BO3MOXHOCTb GUAbTPaLUN
610KMPOBKM OMACHBIX NI HexXenaTenbHbIX caiToB. SkyDNS pacwimpser
BO3MOXHOCTM Domain Name System, nobaBnas Takme yHKLUMN, KaK
3awmTa oT PurHra n GuabTpaunsa KOHTEHTa.

3TO CTaHAAPTHBIN MHTEPHET-NPOTOKOA 415 YyNPaBeHUs YCTPOCTBaMK
B IP-ceTax Ha ocHoBe apxuTekTyp TCP/UDP. K nogaep>xnBatomm
SNMP ycTpoiicTBaM OTHOCATCA MapLUPYTU3aTOPbl, KOMMYTaTOpbI,
cepBepbl, paboune cTaHLMW, MPUHTEPbI, MOAEMHble CTONKW U Apyrie.

AABNSIE€TCA OCHOBHbIM NPOTOKONOM U3 Habopa Internet Protocol. TCP —
3TO TPAHCMOPTHbI MeXaH13M, 0becrneyrBatoLLNi NOTOK AaHHbIX, C
npesBapuTeNbHON YCTaHOBKOM COeANHEH WS, 3a CHET 3TOro JatoLLniA
YBEPEHHOCTb B JOCTOBEPHOCTM MOAyYaeMbIX AaHHbIX, OCYyLLeCTBASET
NOBTOPHbI 3aMpoc JaHHbIX B CyYae noTepun 1 ycTpaHseT
Ay6mpoBaHue Npu NoJsly4eHnn AByx KOMUM O4HOro rnaketa.

3TO NPOTOKON 6€30MacHOCT, NCMOb3YyeMbI B CTaHAapTe
6ecrnipoBoaHbIx ceTein IEEE 802.11. TKIP 6611 pa3paboTaH paboyein
rpynnoii IEEE 802.11i n Wi-Fi Alliance B kauecTBe MPOMeXyTO4YHOro
peLLeHus ana 3ameHbl WEP 6e3 He06X0AMMOCTY 3aMeHbl yCTapeBLLEero
060pys0BaHMA.

3TO MeToZ, KOTOPbIi N03BOASET aBOHEHTY NONYYUTb JOCTYN K
6ecnposogHoii ceTn Wi-Fi. IHTepHeT-6pay3ep OTKpOeT CTpaHuLYy BXOAa,
rAe nosib30BaTeNb A0/KEH 3aMN0/IHNTL CBOW yUYeTHbIe aHHbIe, pex e
UeM OH CMOXET NosyumnTb gocTtyn. B UAM gna asTopusaunm
ncnosnbsyetca knveHT RADIUS m cepsep RADIUS.

SIBNAETCA OCHOBHbLIM NPOTOKONOM U3 Habopa Internet Protocol. 310
TPaHCMOPTHbBI NPOTOKO ANIA MNepesaydn JaHHbIX B ceTax IP 6e3
ycTaHoBNeHWs coeAnHeHns. OH ABNSETCA OA4HVM U3 CaMbIX NMPOCTbIX
MPOTOKO/I0B TPAHCMOPTHOro ypoBHA Mogenun OSI. B otanume o1 TCP,
UDP He noaTBepXAaeT A0CTaBKy AaHHbIX, He 3a60TUTCS O KOPPEKTHOM
nopsiAke 4OCTaBKM U He AenaeT NoBTOPOB. 3aTO OTCYTCTBUE
coefuHeHus, JONONHUTENBLHOrO Tpadrka N BOSMOXHOCTb
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udpxy

Universal Plug and Play

Unstructured
Supplementary Service
Data

Virtual LAN

Web Distributed Authoring
and Versioning

Web Proxy Auto-Discovery
Protocol

WireGuard

LUMPOKOBeLLATeNbHbIX PACCLIIOK AeNaloT ero yai06HbIM ANs
NpPUMeHeHWIA, rae Manbl MOTepu, B MacCOBbIX PACcCbl/IKax IOKaNbHOM
nozceTu, B MeAManpoTokonax un T. n.

cepBepHoe nNpuioxeHve (daemon) 4nd nepeAayn JaHHbIX U3 CETeBOro
rnoToka My/ibTrKacT KaHana (sewaemoro no UDP) B HTTP coegmHeHme
3anpaluvBaroLLLero KaneHTa.

3TO apXuTeKTypa MHOrOPaHroBbIX COeANHEHWI MeX Ay NepCcoHaNbHbIMU
KOMIMbOTEPaMn U UHTeNNEeKTYalbHbIMW YCTPONCTBaMu,
yCTaHOBJ/IEHHbLIMUW, Hanpumep, goMa. UPnP ctponTca Ha ocHoBe
CTaHAAPTOB W TEXHONIOMNIA MHTEepHeTa, Takux kak TCP/IP, HTTP n XML,
1 obecrneynBaeT aBTOMaTMYeCKOe MNOoAKIYEH Ve MOA006HbIX YCTPONCTB
APYT K APYrY U NX COBMECTHYIO paboTy B CeTeBO cpejie, B pesy/bTaTte
yero ceTb (HanprMep, JOMALLHSASA) CTAHOBUTCA NErkon ANA HaCTPONKM
60nbLIeMYy YMCY NONb30BaTeNei.

3TO MPOTOKO/ CBSA3M, UCMO/b3YeMbIl COTOBbIMU TenedOoHaMM /151 CBSI3U
C KOMMblOTEPAMK onepaTopa MobunbHom ceTu. USSD 06bIvHO
1CMONb3yeTCs NPeAonIayeHHbIMU COTOBLIMY TenedoHaMM 4Jis 3anpoca
[OCTynHoro 6anaHca.

nornyeckas ("BupTyanbHasa") 1okanbHas KOMMbIOTEPHas CeTb,
npeactasnseT coboi rpynny XocToB ¢ 06LLMM HabopoM TpeboBaHWiA,
KOTOpble B3anMOAENCTBYIOT TaK, Kak eCnv 6bl OHW 6bINM MOAKNHOYEHbI
K LUMpOKOBeLLaTe/IbHOMY lOMEHY, He3aBUCUMO OT VX PU3MNYECKOro
MecToHaxoxgeHuns. VLAN nmeeT Te Xxe CBOICTBa, UTo U dpur3myeckas
JIOKanbHas ceTb, HO MO3BOSIET KOHEYHbIM CTAHLIMSAM FPYyNnmMpoBaThLCA
BMeCTe, JaXe eCIi OHW He HaXoAATCA B O4HOMN GU3NYeCcKor ceTu.
Takasi peopraHusaLusa MOXeT bbITb cesaHa Ha OCHOBE NPOrpaMMHOro
obecrneyeHnss BMeCTo GpM3NYeCKoro nepemMeLLeHms yCTPonCTB.

Habop paclumpeHnii N jononHeHni K npotokony HTTP,
NoAJep>XXMBaKLLX COBMECTHYIO paboTy nosib3oBaTenein Haj
pesakTMpoBaHnem ¢aiinos 1 ynpasneHue daiiaMn Ha yaaneHHbIX
Beb-cepBepax. [ogaepxmnBaeTt ayTeHTUPMKALMIO Beb-cepBepa n
SSL-wmnépoBaHue ana HTTPS, ncnonb3ys TCP-nopT 443 N0 yMOYaHUIO.

3TO MeTOZ, NCMOob3yeMblil KnneHTamu Ansa noncka URL-agpeca dpainna
KOHOUrypaumm npuv nomotum DHCP n/nnn DNS meTog0B 06HapyXeHus.
Mocne okOHYaHWA OBHapyXXeHWs 1 3arpy3ku ¢paiina KoHPurypaumm,
OH MOXeT 6bITb BbINMOJIHEH A/19 orpejeneHns MPoKCK yKasaHHOro
URL-agpeca.

6ecnnaTHoe NPorpaMMHOE MPUIoXeHe C OTKPbITbIM UCXOAHBIM KOAOM
1 NPOTOKON BUPTyanbHoM YacTtHon ceTun (VPN) ana cosgaHus
6e30MacHbIX COefMHEHNN TOUKa-TOYKa B MapLLPYTU3MPYyeMbIX
KoHurypaumsx. Npotokon WireGuard ncnonb3yeT cOBpeMeHHble
KpunTorpadumyeckmne Bo3MoxHocTn Curve255519 ana obmeHa
kntovamn, ChaCha20 ansa wndposaHus n Poly1305 ans
ayTeHTUdMKaLMM faHHbIX, SipHash Ana xawmpyemMblx KAo4Yer 1
BLAKE2s ans xawmpoBaHus. MNogaepxxnsaeT TpeTuii ypoBeHb ANS
obounx npoTtokonos IPv4 un IPv6.
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Wi-Fi Multimedia

Wi-Fi Protected Access

Wi-Fi Protected Setup

Wired Equivalent Privacy

asnsetcs ceptudukaumen Wi-Fi Alliance, 6asmpyroLeiics Ha cTaHgapTe
IEEE 802.11e. OH 0becneynBaeT OCHOBHbIE BO3MOXHOCTU QoS (quality
of service) gns cetein IEEE 802.11 nocpeAcTBOM NMpropeTU3aumnm
MakeToB AAHHbIX MO YeTbipeM KaTeropusam: rosoc (AC_VO), Bnaeo
(AC_VI), HerapaHTMpoBaHHas goctaska (AC_BE), n Hu3kuin npuoputet
(AC_BK).

WMM Takxe nmeet ceptudumkaumto Power Save, koTopas noMmoraeT
He6OoNbLUMM YCTPOMCTBAM B CETV SKOHOMUTbL 3apsaj 6atapen. PyHKUUS
Power Save no3sonseT He60NbLUMM YCTPONCTBAM, TakM Kak TenedoHbl
1 KMNK, nepeaaBaTb AaHHbIe, HAXOA4ACk B POHOBOM pexmnMe C HU3KUM
3HepronoTpebneHnem. CepTndunkaumsa faeT paspaboTymkam
nporpaMMHoOro obecrneyeHns 1 NPoOV3BoOAMNTENAM 060pYyA0BaHNS
BO3MOXHOCTb TOHKOI HAaCTPONKW NCMO/Ib30BaHWsA 6aTapeu B yC10BUSAX
NOCTOSAHHOO POCTa KONMYeCTBa HEBONbLUMX YCTPOMCTB, OCHALLEHHbIX
Wi-Fi.

npeActaenset cobori 06HOBNEHHYIO NporpamMMy cepTudmkaumm
yCcTpoiicTB 6ecnpoBogHoi cBA3U. TexHonorna WPA npuLna Ha 3amMmeHy
TeXHONIOrMK 3anTel 6ecnpoBoAHbIX ceTeir WEP. MNMatocamu WPA
ABNAOTCA YCUNEHHaa 6e30MacHOCTb AaHHbIX U Y)KeCTOUEHHbIA
KOHTPO/Ib AOCTyNa K 6ecnpoBojHbIM ceTaM. HemManoBaxHoM
XapaKTepUCTUKOM ABNSETCA COBMECTUMOCTb MEXY MHOXEeCTBOM
6ecrnpoBOAHbIX YCTPOMCTB Kak Ha annapaTHOM YpOBHe, TaK 1 Ha
nporpaMmMHoM. Ha gaHHbIi MOMeHT WPA, WPA2 n WPA3
paspabaTbiBalOTCA U NpoaBuUratoTca opraHusaumein Wi-Fi Alliance.

WPA3 ncnonb3yert 128-6uTtHoe windposaHue B pexxume WPA3-Personal
(192-6mnT B WPA3-Enterprise). CtaHgaapt WPA3 Takke 3aMeHsieT o6MeH
kntouamm Pre-Shared Key exchange n SAE kak onpegeneHo B IEEE
802.11-2016, uto NpMBOANT K 60N1ee 6e30NacHOMY HauabHOMY OOMeHy
KJH0YaMU B MePCOHAaNbHOM pexmvme.

WPA Enterprise — 370 peXxum ayTeHTUbMKaLMm Ha OCHOBE NPOTOKONa
IEEE 802.1X c ucnonb3oBaHVeM BHeLLHero cepBepa ayTeHTudunkaumn
RADIUS n nokanbHoro knveHta Supplicant.

CTaHAAPT (M OAHOVMEHHBIM MPOTOKO) NOJIlyaBTOMATNYECKOro CO34aHUA
6ecnposoaHoii ceT Wi-Fi, cozgaHHbIn Wi-Fi Alliance. Lienbto npoTokona
WPS aBnsieTca ynpoLleHme npoLiecca HacTporky 6ecnpoBoHON ceTy,
NO3TOMY M3Ha4anbHO OH Ha3biBanca Wi-Fi Simple Config. MpoTokon
nNpr3BaH 0KasaTb NOMOLLb M0JiIb30BaTeNsAM, KOTOpble He obnajaroT
LUMPOKMMMW 3HAHMAMM O 6€30MacHOCTU B 6eCnpoBOAHbIX CeTAX, U Kak
CNeACcTBue, UMEeOT CIOXKHOCTM MPU OCyLLecTBAeHNW HacTpoek. WPS
aBTOMaTM4YecKn 0603HauaeT UM CeTU 1 3aAaeT LWnppoBaHue, A1s
3aLLNTbl OT HECAHKLIMOHVPOBAHHOIO JOCTYrMa B CeTb, MPW 3TOM HeT
HeobXoAMMOCTU BPYUHYIO 3a/laBaThb BCe NapameTpbl.

3TO anropuT™ 6e30NacHOCTY A4/19 6eCnpoBOAHbIX ceTeli cTaHAapTa IEEE
802.11. WEP, y3HaBaeMbIii o Kntouy 13 10 nam 26 wectHaguaTepuyHbIX
uMdp, ABAAETCH LUMPOKO NCMOJIb3YeMbIM U YaCTO ABMISETCS NepBbIM
BbI6OPOM 6€30MacHOCTY, NpeA/iaraeMbiM NOb30BaTENSAM CPeACTBaAMU
HacTporikn MapLupyTnsaTopos. B 2004 rogy, nocne patudumkaumm
nonHoro ctaHgapTa 802.11i (1.e. WPA2), IEEE o6baBuna, uto WEP-40 n
WEP-104 yTpaTuin CBOK aKTyasisHOCTb.
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Wireless Internet Service
Provider

Extended Authentication

XFRM

ZeroTier

3TO MHTepHeT-NpoBsangep (ISP), koTopbIli No3BONsSET abOHEeHTaMm
NoAKNOYaTLCS K CepBepy B onpeAeneHHbIX Toukax AocTyrna (access
points) c MomoLL b 6eCNPOBOAHOIO coeanHeHus, Hanpumep Wi-Fi.
STOT TUN NpoBakjepa npeanaraeT ycnyru LUMPOKOMOAOCHOro oCTyna
1 MO3BOJIeT KOMMbOTepaM aboHeHTOB, Tak Ha3blBaeMbIM CTaHLMSAM,
nonyyatb goctyn K MHTepHeTy n CeTu U3 N11060ro MecTa B npegenax
30HbI MOKPbLITUSA, 06ecrneyrBaemMor aHTeHHOM cepBepa. O6bIYHO 3TO
06/1aCTb PajMyCcoM B HECKOJIbKO KUIOMETPOB.

MpocTteiwasn cetb WISP npeacraBnset coboii 6a3oBbIii Habop ycayr
(BSS), cocToAwmin N3 04HOro cepBepa U MHOXeCTBa CTaHLMIA,
CBA3aHHbIX C 3TUM CepBepOoM 6ecnpoBOAHOl CBA3bIO. Bonee cnoXxHbIe
cetn WISP ncnonb3yoT TONOAOrI0 paclunpeHHoro Habopa ycnyr (ESS),
COCTOSILLYHO U3 4BYX 1an 6onee BSS, cBA3aHHbIX MeXxy cob0l TouKaMum
poctyna (AP). M BSS, u ESS noaaepxumBatotca cneumdurkaumein IEEE
802.11b.

nnn XAUTH, obecneunBaeT fONONHUTENbHbIA YPOBEHb NPOBEPKM
NOAJ/IMHHOCTW, MO3BOAA LWKO3Y [Psec 3anpalumBaTb pPacLUVPeHHYHO
aBTOPM3aLMIO Ya/leHHbIX NoNb30BaTesein, TakMm 06pa3om 3acTaBnss
yAaneHHbIX Nofb3oBaTenein NpefocTaBisATb NX YUETHbIE JaHHble,
npexae 4yem noayumTb goctyn K VPN.

3710 IP-PppelimBOpK A5 NpeobpasoBaHVs NakeTos (HanpumMep,
WndpoBaHUS NX COAEPXMMOr0), NCMOb3yeMbI A5 peanmnsaumm
Habopa npoTtokonoB IPsec. OH TakXke MUCMOJb3yeTcs AN NPOTOKOA
okaTtms IP Payload Compression Protocol n ¢yHkumin Mobile IPv6.

3TO pacnpefeneHHbIn ceTeBO rmnepBu3op, MOCTPOEHHbIV Ha ba3e
KpunTorpadumyeckn 3awmieHHoM rnobansHoM 04HOPaHroBoM ceTu.
OH obecneunBaeT pacLUpeHHble BO3MOXHOCTW BUPTYanm3aumm n
ynpaBneHus ceTbio Ha ypoBHe KOprnopaTnBHbIX SDN-KOMMYTaTopoB.,
HO B 1OKa/IbHbIX M TN06aNbHbIX CETAX U C NOAKIOHEHNEM NPaKTUYeCKn
NO6bIX NPUNOXEHNT U YCTPOMCTB.

Becb Tpaduk Windpyetcs Ha nepsom yposHe OSI ¢ Ncnonb30BaHMEM
256-6uTHOro Salsa20 v ayTeHTUGMLMPYETCS C MOMOLLbIO aiIropuTMa
ayTeHTUdUKaumm coobLeHmin (MAC) Poly1305. MAC BbluncaseTcs
nocne wndposaHus (encrypt-then-MAC), a ucnonb3yemas KOMNO3NLMA
wundp/MAC ngeHTYHa aTanoHHon peanusaumm NacCl.

Mwup ZeroTier ynpaBnseTtcs AByMs TUNaMn naeHTUoKaTopoB.:
40-6uTHbIe/10-3HaYHble adpeca ZeroTier n 64-6UTHbIe/16-3HaUHbIE
cemesele udeHMuGUKamMopsel. TN NAEHTUPUKATOPbI Nerko OTINYNTD
no ux gnuiHe. Agpec ZeroTier naeHTUuMLUMpYyeT y3en nim "ycTponcTeo
(HoyTbyk, TenedpoH, cepsep, BM, npunoxeHue 1 1.4.), a CETEBOWA
naeHTndunkaTop — BUPTyanbHYto ceTb Ethernet, K koTopoii moryT
MOAKAYATLCA YCTPOWCTBA.

Agpec ZeroTier BbIFNAAUT Kak 8056c2e21c, a ugeHTudumkaTop cetm —
Kak 8056c2e21c000001. aeHTUdMKATOPBLI CETU COCTOAT 13

ZeroTier-aspeca OCHOBHOIO KOHTPO//1Iepa CeTU 1 NMPOM3BOJIbHOMO
24-pa3pagHoro naeHtTudrkaTopa, KOTopbli naeHTUGULUMpyeT ceTb Ha
3TOM KOHTpoOJInepe.
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Nepapxua nHtepodencos

PrncyHok A.1. BasoBble HTep¢eichl

FastEthernet GigabitEthernet

Mac IP Supplicant Peer
Ethernet Ppp Secure
I /: _____ ]
| | Pppoe PppTunnel
[ Bridge Vlan [ o o
I I
I I
| Pvc OpenVpn |
: : Pptp L2tp
I I
I I

PucyHok A.2. TYHHe N bHble NHTep¢EChbI

Ethernet P Secure Peer

Tunnel

Tunnel6

R

Tunnel6to4 Tunnel6in4

SecurelPTunnel

Eoip

Gre Iplp
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MpunoxeHune A Viepapxusi uHtepdericos

PucyHok A.3. UHTepdericbl USB

Usb

T

UsbEthernet UsblLte UsbModem
CdcEthernet YotaOne

PucyHok A.4. UHTepdeiicbl Wi-Fi

Wireless Radio

N

AccessPoint WiFiStation WiFiMaster
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SNMP MIB

ba3bl ynpasnstoLleii nHpopmaumm (MIB) 4OCTYMHBI TONBKO AN YTEHUS.

MoaaepxwvsatoTca cnegyrowye MIB:

B.1 SNMPv2-MIB

OID: 1.3.6.1.2.1.1

MoAAePXKMBAOTCS CIeAyHOLLIME SNIeMEHTbI AaHHbIX:

MoaAep>XMBaOTCA CleytoLe 31eMeHTbI AaHHbIX:

Ba3oBblii BapnaHT

SNMPv2-MIB::sysDescr

SNMPv2-MIB::sysUpTime

SNMPv2-MIB::sysContact

SNMPv2-MIB::sysName

SNMPv2-MIB::sysLocation

SNMPv2-MIB::sysServices

B.2 IF-MIB

OID: 1.3.6.1.2.1.21 1.3.6.1.2.1.31

OID: 1.3.6.1.2.1.2

IF-MIB::ifNumber
IF-MIB::ifIndex
IF-MIB::ifDescr
IF-MIB::ifType
IF-MIB::ifMtu
IF-MIB::ifSpeed
IF-MIB::ifPhysAddress

IF-MIB::ifAdminStatus
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MprnnoxeHne B SNMP MIB

« IF-MIB::ifOperStatus
+ IF-MIB:ifLastChange
+ IF-MIB::ifInOctets
+ IF-MIB::ifInUcastPkts
+ IF-MIB::ifInDiscards
+ IF-MIB::ifInErrors
+ IF-MIB::ifOutOctets
+ IF-MIB::ifOutUcastPkts
+ IF-MIB::ifOutDiscards
+ IF-MIB::ifOutErrors
PaclumpeHHbIA OID 1.3.6.1.2.1.31
sapant « IF-MIB::ifName
+ IF-MIB::ifInMulticastPkts
+ IF-MIB::ifInBroadcastPkts
+ IF-MIB::ifOutMulticastPkts
+ IF-MIB::ifOutBroadcastPkts
+ IF-MIB::ifHCInOctets
+ IF-MIB::ifHCInUcastPkts
+ IF-MIB::ifHCInMulticastPkts
+ IF-MIB::ifHCInBroadcastPkts
+ IF-MIB::ifHCOutOctets
+ IF-MIB::ifHCOutUcastPkts
+ IF-MIB::ifHCOutMulticastPkts
+ IF-MIB::ifHCOutBroadcastPkts
« IF-MIB:ifLinkUpDownTrapEnable
+ IF-MIB::ifHighSpeed
+ IF-MIB::ifPromiscuousMode
+ IF-MIB::ifConnectorPresent

« IF-MIB::ifAlias
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Mpwvnoxenne B SNMP MIB

B.3 IP-

+ IF-MIB::ifCounterDiscontinuityTime

Mpoueccop |CBUTY YcTpoiicTBO |OnucaHue
MT7621/RT63368|MT7530 Keenetic Giga III | NoaaepxvBaroTca
64-6UTHbIE CUeTUNKN BalT
RTL8376M Keenetic Ultra II no rnoptam CBUTYa,
) 32-6UTHbIE CYHETUUNKN
KeeneticLTE  |naketos no nopram centua.
MT7620 RTL8367B Keenetic Viva |EcTb knaccumkaums no
. TNy nakeTtoB.: broadcast,
Keeentic Extra |multicast n unicast.
WHTerpuposaHhbin| Keenetic 4G III |[Moaaep>xmnBaroTcs
o 32-6UTHbIe cHeTUNKN BaliT
Keenetic Lite II no nopTam CBUTYa U
L 16-6BUTHbIE CHETUNKMN
Keenetic Lite Il |55 o108 Mo nopram centua.
Keenetic Omni B cnyuae nepenosiHeHus
CYETUMKOB BbICTaBASAETCA
Keenetic Omni |BPeMs nocnesHero
I nepenosiHeHVs B
IFMIB:ifCounterDiscontinuityTime.
MT7628 WHTerpupoBaHHbi | Keenetic Start II| MNoaaep>xnBatoTcs TO/IbKO
o 16-6UTHbIE CYETUYNKM
Keenetic Lite IIl | nakeTos no noptam cemtua.
rev.B B cnyuae nepenonHeHus
) CYETUYNKOB BbICTaBASETCA
Keenetic 4G III BPeMS MOCNeAHEro
rev.B nepenonHeHvs B
Keenetic Air IFMIB:ifCounterDiscontinuityTime.
Keenetic ExtraIl

MIB

OID: 1.3.6.1.2.1.6

nOAAep)KI/IBaI-OTCFI cnegyrouine sneMeHTbl JaHHbIX:

TCP-MIB::tcpRtoAlgorithm

TCP-MIB::tcpRtoMin
TCP-MIB::tcpRtoMax

TCP-MIB::tcpMaxConn

* TCP-MIB::tcpActiveOpens
* TCP-MIB::tcpPassiveOpens

+ TCP-MIB::tcpAttemptFails
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TCP-MIB::
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB::

tcpEstabResets

tcpCurrEstab

‘tcpInSegs

tcpOutSegs

‘tcpRetransSegs

tcpInErrs

tcpOutRsts

B.4 UDP-MIB

OID: 1.3.6.1.2.1.7

Moasep>KMBaOTCS CeAyroLLme 31eMeHTbl AaHHbIX:

+ UDP-MIB::udpInDatagrams

UDP-MIB::udpNoPorts

UDP-MIB::udpInErrors

UDP-MIB::udpOutDatagrams

UDP-MIB::udpHCInDatagrams

UDP-MIB::udpHCOutDatagrams

B.5 HOST-RESOURCES-MIB

OID: 1.3.6.1.2.1.25

nOAAep)KI/IBaI-OTCFI cegyrouine sneMeHTbl JaHHbIX!

+ HOST-RESOURCES-MIB::hrSystemUptime

B.6 UCD-SNMP-MIB

OID 1.3.6.1.4.1.2021

MoaAep>XMBaOTCA CleAytoL/e 31eMeHTbI AaHHbIX:

NHdopmanyums 06 O3Y -« UCD-SNMP-MIB::memTotalReal

ycTpoiicTBa

* UCD-SNMP-MIB::memAvailReal
+ UCD-SNMP-MIB::memShared

* UCD-SNMP-MIB::memBuffer
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NHdopmauums o

USB-HakonuTtensx

NHdopmauums o

Harpyske Ha cuctemy

UCD-SNMP-MIB::

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

memCached

:dskIndex
:dskPath
:dskTotal
:dskAvail
:dskUsed
:dskPercent

:dskPercentNode

laIndex
laNames
laLoad
laConfig

laLoadInt

:ssCpuRawUser
:ssCpuRawNice
:ssCpuRawSystem
:ssCpuRawldle
:ssRawlnterrupts

:ssRawContexts
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YpoBHU WinppoBaHums IPsec

YpoBeHb WwWndpoBaHus onpegenset Habop anropmutmoB IKE n IPsec SA.

Hwxe ansa Kaxaoro ypoBHSA NpMBeAeH NOJHbIN CNINCOK aNrOPUTMOB B MOPSAKE YMEHbLLEHWSA
nprvopuTeTa, a Takxke Habop komaH crypto ike proposal g5 HacTpoOiK aHaNOrMYHOro

npoduns BpyUHyto.

B cnuncke aIfOPNTMOB YKa3blBaeTCA:

* wundpoBaHme C ANVHOM Kao4a

+ xXew-byHKUMS ana popmumposaHua HMAC

* PFS pexxkum (NO, ecnv OTK/IHOYEH)

C.1 weak

MpoTokon

LlndpoBaHue

Proposal

IKEvl

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768
3DES-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP768
3DES-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

encryption aes-128-cbc
encryption 3des
encryption des
integrity sha1

integrity md5
dh-group 2

dh-group 1

IKEv2

AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024

encryption aes-128-cbc
encryption 3des

encryption des
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MpoTokon LlndpoBaHue Proposal
AES-128-CBC/MD5/MODP768 integrity sha
3DES-CBC/SHA1/MODP1024 integrity md>5
3DES-CBC/SHA1/MODP768 dh-group 2
3DES-CBC/MD5/MODP1024 dh-group 1

3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024

DES-CBC/MD5/MODP768

IPsec SA DES/MD5 cypher esp-des
AES-128-CBC/SHA1 cypher esp-3des
3DES-CBC/SHA1 cypher esp-aes-128
DES/SHA1 hmac esp-md5-hmac
AES-128-CBC/MD5 hmac esp-shal-hmac

3DES-CBC/MD5

C.2 weak-pfs

MpoTokon LlindpoBaHue Proposal

IKEv1 AES-128-CBC/SHA1/MODP1024 encryption aes-128-cbc
AES-128-CBC/SHA1/MODP768 encryption 3des
AES-128-CBC/MD5/MODP1024 encryption des
AES-128-CBC/MD5/MODP768 integrity sha
3DES-CBC/SHA1/MODP1024 integrity md>5
3DES-CBC/SHA1/MODP768 dh-group 2
3DES-CBC/MD5/MODP1024 dh-group 1
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
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AES-128-CBC/SHA1
3DES-CBC/SHA1

DES/SHA1

AES-128-CBC/MD5
3DES-CBC/MD5
AES-128-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP768
3DES-CBC/SHA1/MODP768
DES-CBC/SHA1/MODP768
AES-128-CBC/MD5/MODP1024
3DES-CBC/MD5/MODP1024
AES-128-CBC/MD5/MODP768

3DES-CBC/MD5/MODP768

MpoTokon LlndpoBaHue Proposal
DES-CBC/MD5/MODP768

IKEv2 AES-128-CBC/SHA1/MODP1024 encryption aes-128-cbc
AES-128-CBC/SHA1/MODP768 encryption 3des
AES-128-CBC/MD5/MODP1024 encryption des
AES-128-CBC/MD5/MODP768 integrity sha1
3DES-CBC/SHA1/MODP1024 integrity md>5
3DES-CBC/SHA1/MODP768 dh-group 2
3DES-CBC/MD5/MODP1024 dh-group 1
3DES-CBC/MD5/MODP768
DES-CBC/SHA1/MODP1024
DES-CBC/SHA1/MODP768
DES-CBC/MD5/MODP1024
DES-CBC/MD5/MODP768

IPsec SA DES/MD5/MODP1024 cypher esp-des

cypher esp-3des
cypher esp-aes-128
hmac esp-md5-hmac
hmac esp-shal-hmac
dh-group 2

dh-group 1
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MpoTokon LlndpoBaHue Proposal

DES-CBC/MD5/MODP768
C.3 normal

MpoTokon LndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP2048 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha1
AES-128-CBC/SHA1/MODP1536 integrity sha256
AES-128-CBC/SHA1/ECP256 dh-group 5
AES-128-CBC/SHA1/MODP1024 dh-group 20
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc

AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024
AES-256-CBC/SHA1/MODP1024
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-128-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/ECP256
AES-256-CBC/SHA256/MODP2048
3DES-CBC/SHA1/MODP2048
3DES-CBC/SHA1/MODP1536

3DES-CBC/SHA1/MODP1024

encryption aes-128-cbc
encryption 3des
integrity sha256
integrity sha1
dh-group 2

dh-group 20

dh-group 14

dh-group 5

dh-group 26
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MpoTokon

LlndpoBaHue

Proposal

IPsec SA

AES-128-CBC/SHA1
AES-256-CBC/SHA1
3DES-CBC/SHA1
AES-128-CBC/SHA256
AES-256-CBC/SHA256

3DES-CBC/SHA256

cypher esp-aes-128
cypher esp-aes-256
cypher esp-3des
hmac esp-shal-hmac

hmac esp-sha256-hmac

C.4 normal-pfs

MpoTokon LlndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP2048 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha1
AES-128-CBC/SHA1/MODP1536 integrity sha256
AES-128-CBC/SHA1/ECP256 dh-group 5
AES-128-CBC/SHA1/MODP1024 dh-group 20
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
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AES-128-CBC/SHA1
AES-256-CBC/SHA1
3DES-CBC/SHA1
AES-256-CBC/SHA1/MODP1536

MpoTokon LlndpoBaHue Proposal
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA AES-128-CBC/SHA1/MODP1024 esp-aes-128

cypher esp-aes-256
cypher esp-3des
hmac esp-shal-hmac

hmac esp-sha256-hmac

AES-128-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1536 dh-group 14
AES-256-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP1024
C.5 normal-3des
MpoTokon WndpoBaHue Proposal
IKEv1 AES-256-CBC/SHA1/MODP1536 encryption aes-256-cbc

AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/ECP256
AES-128-CBC/SHA1/MODP1024
3DES-CBC/SHA1/MODP2048
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024
AES-256-CBC/SHA256/MODP1024

AES-128-CBC/SHA256/MODP1024

encryption aes-128-cbc
encryption 3des
integrity sha1

integrity sha256
dh-group 5

dh-group 20

dh-group 14

dh-group 2

dh-group 26
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MpoTokon LlndpoBaHue Proposal
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA 3DES-CBC/SHA1 cypher esp-3des
AES-256-CBC/SHA1 cypher esp-aes-256
AES-128-CBC/SHA1 cypher esp-aes-128
3DES-CBC/SHA256 hmac esp-shal-hmac
AES-256-CBC/SHA256 hmac esp-sha256-hmac
AES-128-CBC/SHA256

C.6 normal-3des-pfs

MpoTokon

LndpoBaHue

Proposal

IKEv1

AES-256-CBC/SHA1/MODP1536
AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP2048
AES-256-CBC/SHA1/MODP1024
AES-128-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/ECP256

AES-128-CBC/SHA1/MODP1024

encryption aes-256-cbc
encryption aes-128-cbc
encryption 3des
integrity sha1

integrity sha256
dh-group 5

dh-group 20

Runner 4G (KN-2212) — CnpaBoYHMK KOMaHZA

701



MpunoxeHne C YpoBHU WwWindpoBaHus IPsec

702

MpoTokon LlndpoBaHue Proposal
3DES-CBC/SHA1/MODP2048 dh-group 14
3DES-CBC/SHA1/MODP1536 dh-group 2
3DES-CBC/SHA1/MODP1024 dh-group 26
AES-256-CBC/SHA256/MODP1024
AES-128-CBC/SHA256/MODP1024
3DES-CBC/SHA256/MODP1024

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-128-CBC/SHA256/MODP1024 encryption aes-128-cbc
3DES-CBC/SHA256/MODP1024 encryption 3des
AES-256-CBC/SHA1/MODP1024 integrity sha256
AES-256-CBC/SHA1/ECP384 integrity sha1
AES-256-CBC/SHA1/MODP2048 dh-group 2
AES-128-CBC/SHA1/MODP1024 dh-group 20
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-256-CBC/SHA256/MODP2048 dh-group 5
3DES-CBC/SHA1/MODP2048 dh-group 26
3DES-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1024

IPsec SA 3DES-CBC/SHA1/MODP1024 cypher esp-3des

3DES-CBC/SHA1
AES-256-CBC/SHA1
AES-128-CBC/SHA1
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP1536
3DES-CBC/SHA1/MODP1536
AES-256-CBC/SHA1/MODP1024

AES-128-CBC/SHA1/MODP1024

cypher esp-aes-256
cypher esp-aes-128
hmac esp-shal-hmac
hmac esp-sha256-hmac
dh-group 2

dh-group 14
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C.7 high

MpoTokon LndpoBaHue Proposal

IKEv1 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-256-CBC/SHA256/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA256/MODP1536 integrity sha256
AES-256-CBC/SHA1/MODP20438 integrity sha1
AES-256-CBC/SHA1/ECP384 dh-group 2
AES-256-CBC/SHA1/MODP1536 dh-group 20
AES-128-CBC/SHA1/MODP20438 dh-group 5
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-128-CBC/SHA1/MODP1536 dh-group 26

IKEv2 AES-256-CBC/SHA256/MODP1024 encryption aes-256-cbc
AES-256-CBC/SHA256/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA256/MODP1536 integrity sha256
AES-256-CBC/SHA1/MODP2043 integrity sha1
AES-256-CBC/SHA1/ECP384 dh-group 2
AES-256-CBC/SHA1/MODP1536 dh-group 20
AES-128-CBC/SHA1/MODP2043 dh-group 5
AES-128-CBC/SHA1/ECP256 dh-group 14
AES-128-CBC/SHA1/MODP1536 dh-group 26

IPsec SA AES-256-CBC/SHA256 cypher esp-aes-256
AES-128-CBC/SHA256 cypher esp-aes-128

hmac esp-hmac-sha256
C.8 strong
MpoTokon LndpoBaHue Proposal
IKEv1 AES-256-CBC/SHA1/MODP2048 encryption aes-256-cbc

AES-256-CBC/SHA1/ECP384
AES-256-CBC/SHA1/MODP1536
AES-128-CBC/SHA1/MODP2048

encryption aes-128-cbc
integrity sha1

dh-group 14
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MpoTokon LlndpoBaHue Proposal
AES-128-CBC/SHA1/ECP256 dh-group 20
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 26

IKEv2 AES-256-CBC/SHA1/MODP2048 encryption aes-256-cbc
AES-256-CBC/SHA1/ECP384 encryption aes-128-cbc
AES-256-CBC/SHA1/MODP1536 integrity sha1
AES-128-CBC/SHA1/MODP2048 dh-group 14
AES-128-CBC/SHA1/ECP256 dh-group 20
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 26

IPsec SA AES-256-CBC/SHA1/MODP1536 cypher esp-aes-256
AES-256-CBC/SHA1/MODP2048 cypher esp-aes-128
AES-128-CBC/SHA1/MODP2048 hmac esp-shal-hmac
AES-128-CBC/SHA1/MODP1536 dh-group 5

dh-group 14
C.9 strong-aead

MpoTokon LlndpoBaHue Proposal

IKEv1 AES-256-GCM-16/PRF-SHA384/ECP384 |aead
encryption aes-256-gcm-16
prf sha384
dh-group 20

IKEv2 AES-256-GCM-16/PRF-SHA384/ECP384 |aead
encryption aes-256-gcm-16
prf sha384
dh-group 20

IPsec SA AES-256-GCM-16 aead

CHACHA20POLY1305 cypher aes-256-gcm-16
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C.10 strong-aead-pfs
MpoTokon LndpoBaHue Proposal
IKEv1 AES-256-GCM-16/PRF-SHA384/ECP384 |aead

encryption aes-256-gcm-16
prf sha384

dh-group 20

IKEv2

AES-256-GCM-16/PRF-SHA384/ECP384

aead
encryption aes-256-gcm-16
prf sha384

dh-group 20

IPsec SA

AES-256-GCM-16/ECP384
CHACHA20POLY1305-ECP384

aead
cypher aes-256-gcm-16

dh-group 20
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