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BBegeHue

BBepeHme

JlaHHbIN CNPaBOYHUK COAEPXUT KOMaHZAbI AN YyNpaBaeHns ycTponcTeoM Explorer 4G
NnocpeAcTBOM MHTepderica KOMaHAHOW CTPOKU. 34eCb NPUBEAEH MOMHbIN CANCOK BCEX
LOCTYMHbIX KOMaHA,. Takxke yKa3aHbl NprIMepbl TOro, Kak UCMNo/ib30BaThk Hanbonee
pacnpocTpaHeHHbIe U3 3TUX KOMaHJ, 06Laa nHGopmaLms o B3auMOCBSA3N MeXAy
KOMaHAaMu 1 MPUHLMNMAAbHbIE OCHOBbI TOrO, Kak MX MCMONb30BaTh.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JaHHOe pyKOoBOACTBO NpeAHa3HauYeHo A5 CETEBbIX aAMUHNCTPATOPOB MW CNELMANNCTOB
Mo BbIYNCINTENbHOWN TEXHMKE, OTBEYAIOLLMX 33 HAaCTPOWKY 1 noaaepxky Explorer 4G Ha
mecTe. OHO TaKkxXe npegHasHayYeHo A/1s onepaTopoB, KoTopble ynpasnstoT Explorer 4G.
[OKyMEHT OxBaTbIBaeT TeXHMYecKme NpoLesypbl MOAAEPXKKN BbICOKOrO YPOBHS A/1S
root-afMVHUCTPATOPOB U COTPYAHMKOB TEXHNYECKOWN noasaep>kun Explorer 4G.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic

CTPOKOM KOMaHzHo ctpoku Explorer 4G, ee repapxmyeckyro
CTPYKTYPY, YPOBHU aBTOPM3aLNL 1 BOSMOXHOCTU
CNpaBKwu.

OnncaHve KOMaHA AndaBUTHbIN CMNCOK KOMaHJ, KOTOpble MOXHO BBOANTb

B KOMaHAHOM CTpoke Ansa HacTpoliku Explorer 4G.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLme o603HaueHUs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JNnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.
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BBegeHue

I <(3aMEHSEMBIN 3JIEMEHT>

JnemMeHTbI B YrnoBbIX cKobkax nognexaTr
3aMeHe.

x|lyl2 Obs3aTenbHble aflbTepHATUBHbIE KNKO4YeBble
C/1I0Ba rpynnmMpyroTCsa B KPYr/bIX CKOBKaxX 1
pas3AenstoTcs BepTUKanbHOM YepTon.

x|y]z Heobs3aTenbHble anbTepHaTUBHbIE

KntoYueBble CNoBa rpynnupytoTcs B
KBaApPaTHbIX CKOBKaXxX N pasfensoTcs

BEPTUKaNbHON YepToN.

OnuncaHme KaxAoM KOMaH/bl paszeneHo Ha

cneayoLime nojpasgensi:

OnwncaHwe OnuncaHve TOro, YTO KOMaHAa Aenaer.
CuHoncuc O6wuin opmaT KOMaHAbI.
MNpedwukc no B03MOXHOCTb MCMONL30BaHWSA B KOMaHe

npedukca no.

MeHsieT HacTponKu

CNocobHOCTb KOMaHAbI MEHATbL HACTPOIKN.

MHOrokpaTHbIi BBOA

BO3MOXHOCTb M HOrokpaTHOro Beoja
KOMaHAbl.

BxoxzaeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KOoMaHgaa. Ecam rpynnel HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodelica

Tun nHTepdeiica, Ha KOTopbIA BAVAET
KomaHga. Pasgen He oTobpaxaeTcs, ecau
JAAHHBIA KOHTEKCT He MMeeT CMbIc/1a ANs
KOMaHZbl.

NHTepdelickl, ncnonb3yemble B CUCTEME, U
OTHOLLEHUS MeXAY HAMW MOKa3aHbl Ha
Anarpamme Hmxe.

AprymeHThI

ApryMEHTbI, eC/in eCTb, N NMOACHEHNA K HNM.

Mpumep

NnntocTpauus Toro, Kak KOMaHAa BbIFNSANT
npwv Bbi3oBe. NocKoNbKy NHTepdenc NpocrT,
HeKOTOopble MPUMEPbI OYEBUAHbI, HO OHU
BK/IFOYEHbI ANS ACHOCTW.

MpymeYaHus, NpesynpexaeHns N NpeAocTepexeHs NCNob3yoT caeayoLume

0603HaueHus.

MpnmeyaHue:  O3HadaeTt "umTatesb, NPUMU K CBeAeHUI". lNpnMeyvaHunsa cogepxxaT
nose3Hble COBETLI UM CCbUTKX Ha MaTepuaibl, He cojepKalimecs B
JaHHOM cnpaBoYHMKe.

MNpepyrnpexxaeHe:

O3HauaeT "4unTartenb, BHMMaHMe!". Ballun 4eNcTBmS MOTYT NPUBECTU K

noBpexaeHnmto O60pyAOBaHI/IFI nnan noTtepe AaHHbIX.
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1.1 AnnapaTHoe obecneyeHue

MediaTek MT7628AN MIPS® 24KEc 580 MHz

Mpoueccop

OnepaTM BHaA NaMATb

dnew-namaTb

LTE

Ethernet

Wi-Fi

128MB DDR2

32MB SPI

ASR1803S, Cat. 4 3G/4G

MopTbl Mukpocxema MpnmeyaHus
4 VHTerpnpoBaHHas

MeTtka CkopocTb MpnmeuaHus
0 100 M6uT/c MopT WAN

1 100 M6éuT/c

2 100 M6éuT/c

3 100 MéuT/c

YacToTHbIVi | MnKkpocxema MpymeyaHus
AnanasoH

24TTy MediaTek MT7613BEN [802.11an+ac 2x2, BF, MU-MIMO
51y
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B aTOI rnaBe onmncaHo, Kak Nonb30BaTbCA MHTepdeicoM kKomaHAHOM cTpoku (CLI) Explorer
4G, ero nepapxmnyeckas CTpykTypa, ypoBHM aBTOPM3aLMN N BO3MOXHOCTU KOHTEKCTHON
NOACKa3KW.

OcHOBHOe CpeAcTBO ynpaBaeHNs MapLupyTmnsatopom Explorer 4G — 3to nHTepdeiic
KOMaHZAHo cTpoku (CLI). HacTpoikmn cncteMbl NOAHOCTLIO ONUCLIBAOTCSA B BUAE
nocnefoBaTe/lbHOCTM KOMaHZA, KOTOPble HY>XHO BbINO/HUTb, YTOObI MPUBECTU YCTPONCTBO
B 3aZ,laHHOE COCTOsIHMeE.

Explorer 4G nmeet Tpu BUAA HaCTPOEK:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLManbHOM CEKTOpPEe SHEProHe3aBNUCMOiA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikm no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3anunCbIBalOTCA NPU NPom3BoACTBe Ha Explorer 4G. RESET
Ha Kopryce No3Bo/IeT COPOCUTbL CTAPTOBbIE HACTPOKN Ha
3aBojcKue.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPUMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHaHbI nHTepnpeTtaTop Explorer 4G pa3pabotaH TakvuM 06pa3om, 4Tobbl M MOT
NONb30BaTbCA Kak HAYMHAKLLNIA, TaK W OMbITHbIM NONb30BaTeNb. Bce KOMaHAbI U
napamMeTpbl MMEIT ACHbIE 1 Nerko 3anoMUHaKLLMeCs Ha3BaHWS.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpumep, IP-agpec ceTeBoro nHtepderica FastEthernet0/Vlan2 3agaetca komaHAoM
address, koTopas HaxoauTcsa B rpynne interface - ip:

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA

32

[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Fa[Tab]
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Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0®/Vlanl
FastEthernet0®/Vlan2

(config)> interface FastEthernetO[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
FastEthernet0/Vl1an2

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLeil KOMaHge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface FastEthernet0/Vlan2 [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface FastEthernet0/Vlan2

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

34

MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1
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3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO
55.255.255.0 PPTP1

ip route
ip route

[y

.1.1.0 2
.1.3.0 2

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnum Explorer 4G HaxoAMTCS Ha 3HaYMTENIbHOM yAaeHMM OT orepaTopa 1 ynpasnseTcs
Mo CeTW, BO3HNKAET OMNACHOCTb MOTEPSTh CBA3b C HVM MO NPUYNHE OLUMGOYHbIX AeACTBIIA
oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OonucaHue KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

MNpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  copy ¢«sources «destinations

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

source Ums gaiina MNyTb K daliny, KOTopbI HE0H6XO0AMMO
CKOMMpoBaTh.

destination |Wma ¢aina MyTb K KaTanory, Kyga éygeT ckonmpoBaH
dann.

Mpumep Hanpuwmep, coxpaHeHmne HacTpoek genaetcsd Tak:

(config)> copy running-config startup-config
(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

VICTOleﬂ N3MeHeHWniA Bepcmﬂ onvcaHue

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHwne Yaanutb paiin ns namatu Explorer 4G.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
filename Wma ganna MyTb K paliny, KOTOPLIA HEO6XOAMMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.1.4 grep
OonucaHue PUAbTP 1 NOUNCK CTPOK, COAepXKaLLMX COBMajeHme ¢ 3alaHHbIM LLab1oOHOM

B BblBOJe KOMaHAbI show.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

Het
Het

Het

(show)>  <«command> | grep[-A<@ ][-Bkb>][-C«c>]patterns

AprymeHT 3HauyeHue OnucaHwue

command CTpoka HasBaHuve koMaHAbl.

a Ctpoka KonnyectBo CTpoK K Nokasy nocsue
coBMajeHus.

b Ctpoka KonnyectBo CTPOK K MOKa3y A0 cOBMageHus

C CTpoka Iny6uriHa BnoxeHHocTn XML-KOHTeKCTa.

pattern Ctpoka PerynsapHoe BbipaxeHuve a1s nomncka
Ha3BaHW y310B UAN NX 3HAYEHWT B
XML-oTBeTe oT agpa ndm.

(show)> version | grep dual_image

ndw:
features: dual image,usb 3,single usb port,
led control,wifi button, wifi5ghz,vht2ghz,mimo2ghz,
mimo5ghz,atf2ghz,atf5ghz,wifi6,wifi ft,wpa3, hwnat,
hwnat mib, link agg, lte

(show)> version | grep -A 1 dual_image

ndw:
version: 4.1.2.17.1
features: dual image,wifi button,usb 3,usb 3 first,
led control,wifi5ghz,vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,
atf5ghz,wifi6,wifi ft,wpa3,wsa5ghz,hwnat,sfp

(show)> version | grep -B 1 dual_image

ndw:
features: dual image,wifi button,usb 3,usb 3 first,led control,

wifi5ghz,vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,atf5ghz,
wifi6,wifi ft,wpa3,wsa5ghz,hwnat,sfp

components: acl,afp,base,chilli, cloudcontrol,corewireless,
ddns,dhcpd,dlna,dns-filter,dns-https,dns-tls,dotlx,
easyconfig,eoip,exfat,ext, fat, ftp,gre,hfsplus, igmp,
ike-client,ip6,ipip,ipsec, kabinet,12tp,lang-en,
lang-ru,mdns,miniupnpd,monitor,mws,nathelper-esp,
nathelper-ftp,nathelper-h323,nathelper-pptp,
nathelper-rtsp,nathelper-sip,ndmp,ndns,netflow,
nextdns,ntce,ntfs,nvox,ocserver,openvpn,opkg,
opkg-kmod-audio, opkg-kmod-dvb-tuner,opkg-kmod-fs,
opkg-kmod-netfilter, opkg-kmod-netfilter-addons,
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opkg-kmod-tc,opkg-kmod-usbip,opkg-kmod-video,
pingcheck, ppe, pppoe, pptp, proxy,sftp, skydns, snmp,ssh,
sstp,sstp-server,storage,trafficcontrol,
transmission, tsmb,udpxy,usb,usbdsl,usblte,usbmodem,
usbnet,usbnet-extra,usbgmi,usbserial-extra,
vpnserver,vpnserver-12tp,webdav,wireguard,wpa-eap,
zerotier

(show)> version | grep -C 1 dual_image

ndw:
version: 4.1.2.17.1
features: dual image,wifi button,usb 3,usb 3 first,led control,
wifi5ghz,vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,atf5ghz,
wifi6,wifi ft,wpa3,wsa5ghz,hwnat,sfp
components: acl,afp,base,chilli,cloudcontrol,corewireless,ddns,
dhcpd,dlna,dns-filter,dns-https,dns-tls,dotlx,
easyconfig,eoip,exfat,ext, fat, ftp,gre,hfsplus, igmp,
ike-client,ip6,ipip,ipsec, kabinet,12tp,lang-en,mdns,
miniupnpd,monitor,mws, nathelper-esp,nathelper-ftp,
nathelper-h323,nathelper-pptp,nathelper-rtsp,
nathelper-sip,ndmp,ndns,netflow,nextdns,ntce,ntfs,
nvox,ocserver,openvpn,opkg,opkg-kmod-audio,
opkg-kmod-dvb-tuner,opkg-kmod-fs,opkg-kmod-netfilter,
opkg-kmod-netfilter-addons,opkg-kmod-tc,
opkg-kmod-usbip,opkg-kmod-video,pingcheck, ppe, pppoe,
pptp,proxy,sftp,skydns,snmp,ssh,sstp,sstp-server,
storage,trafficcontrol,transmission, tsmb,udpxy,usb,
usbdsl,usblte,usbmodem,usbnet,usbnet-extra,usbqmi,
usbserial-extra,vpnserver,vpnserver-12tp,webdav,
wireguard,wpa-eap,zerotier

(show)> version | grep -C 2 dual_image

release: 5.00.C.2.0-2
sandbox: preview
title: 5.0.2
arch: aarch64

ndm:
exact: 0-a654284
cdate: 3 Dec 2025

bsp:
exact: 0-e7c92fbd89
cdate: 3 Dec 2025

ndw:
features: »
dual image,usb 3,usb 3 first,led control,wifi button,wifi5ghz,
vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,atf5ghz,wifi6,wifi ft,wpa3...
components: »
acl,afp,base,chilli,cloudcontrol, corewireless,ddns,dhcpd,dlna,
dns-filter,dns-https,dns-tls,dotlx,easyconfig,eoip,exfat...
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WcTopusa nsmeHeHum

3.15I1s

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

ndw3:
version: 5.0.43
ndw4 :
version: 5.0.C.2.1
manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Explorer 4G (KN-4910)
hw version: 12108000
hw type: router
hw id: KN-4910
device: Explorer 4G
consent: EA
region: EA
description: Keenetic Explorer 4G (KN-4910)

Bepcus

OnucaHmne

4.02

Job6asneH ¢éunbTp grep.

HeTt

Het

MHorokpaTtHbliA BBog, Het

CuHoncuc

AprymeHTbl

Mpumep

BbiBecTr Ha 3KpaH cnncok ¢ainaos B yKasaHHOM KaTasore.

(config)> ls[«directory]
AprymeHT 3HauyeHue OnuncaHwue
directory CTpoka MNyTb K KaTanory. [lomkeH cogepxatb NMs

dalinoBoli cncrteMbl 1 HEMOCPeACTBEHHO MyTb
K kaTanory B dopmare < painoas cmcrema
> < nyTb >. NpyMepbl GpalinoBbIx CNCTEM —

flash, temp, proc, usbn . 4.

(config)> 1s FILES:

rel: FILES:
entry, type = D:
name: com
entry, type = R:
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name: IMAX.mkv
size: 1886912512

entry, type = D:
name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:
name: HoBas nanka

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa komaHaa ls.

3.1.6 mkdir

OnucaHwue Co3paTb HOBBIV KaTanor.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)>  mkdir «directory»
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
directory CTpoka MyTb K KaTanory.
NMpumep (config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.
(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.12 JobaeneHa komaHaa mkdir.
3.1.7 more
OnucaHue BbiBeCTV Ha 3KpaH cofepXrmoe TeKCToBOro darisia NoCTPOUHO.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

Cunoncuc (config)> more «filename>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
filename Wms gaiina MonHoe nmsa gainna nnu NCeBAOHUM.
Mpumep (config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1 rotate
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JobaBneHa koMmaHaa more.

3.2 access-list

OnucaHue JocTyn K rpynne KoMaHZA A1 HaCTPOMKY BbIBPAaHHOMO Crvcka npaBui
dunbTpaumm NakeToB. ECnv cAncok He HaligeH, KOMaHAa MbITaeTcs ero
co3gaTtb. Takom CrMCOK MOXeT 6bITb MPUCBOEH CeTeBOMY MHTepericy ¢
noMoLLbI0 KOMaHAbI interface ip access-group.

KomaHpaa ¢ npedurkcom no yaanseT cnmcok npasui.
Mpe¢ukc no Ja
MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a

Bxo>xaeHue B rpynny (config-acl)

CuHoncuc (config)> access-list name»
(config)> no access-1list name»
AprymeHTbI AprymMeHT |3HaueHue |OnucaHue
name CTpoka HasBaHuve cnucka npasun ¢unbtpaumm (Access
Control List, ACL).
Mpumep (config)> access-list test_acl

Network::Acl: "test acl" access list created.
(config-acl)>
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WcTopusa nsmeHeHum

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

Bepcus

OnucaHmne

2.00

JobaBneHa komaHaa access-list.

3.2.1 access-list auto-delete

OnuncaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHui

3.2.2 access-list deny

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

Bkntountb aBTOMaTmnyeckoe yaaneHme npasun ACL npw yganeHnm
nHTepderica. KomaHaa NpuHyANTENbHO BKAKOYAETCS 4N CMNCKOB A0CTyna
c npe¢umkcom WEBADMIN .

KomaHgaa He MoXeT 6bITb BK/IFOUEHa, eC/IN HeT NpUBS3aHHbIX MHTepdelicoB.
NcknoveHmem aBngeTcs UteHme startup-config.

KomaHga ¢ I'Iped)I/IKCOM No OTK/NIKOYaeT aBTOMaTU4eCKoe yganeHume.

Ja
Ja

HeT

I (config-acl)>  auto-delete

I (config-acl)> no auto-delete

(config-acl)> auto-delete
Network: :Acl: Enabled auto-deletion for " WEBADMIN Home" access »

group.

(config-acl)> no auto-delete
Network::Acl: Disabled auto-deletion for " WEBADMIN Home" access »

group.
Bepcus OnucaHve
3.09 JobaBneHa komaHaa access-list auto-delete.

Job6aBuTb 3anpeLuatoLee npasuno dGnnbTpaLmmy NakeTos B yKaszaHHbIN ACL.

KomaHga c npedurkcom no yaansiet npasuso.

Ja
Aa
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MHorokpaTHbIl/i BBog, /[la

CuHoncnc (config-acl)>  deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-ports)|
( range <source-ports <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port>«destination-end-port))]
(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destinations <destination-mask>
(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-ports)|
( range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port>))]
(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destinations <destination-mask>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
tcp Kmwyesoe | TCP nNpOTOKO/I.
C/10BO
udp Knouesoe |UDP npoTokon.
C/10B0O
icmp Krioyesoe  |ICMP npoOTOKO.
CJ/10BO
esp Krwyesoe |ESP npoToKon.
C/10BO
gre Krwyesoe |GRE npoTOKOJI.
c/10BoO
ipip Kmwuesoe |IP in IP npoTOKO.
c/10B0O
ip Knwyeoe |IP-npoTOKON (BKAtOYAET B cebsa TCP,
CJ10B0 UDP, ICMP v npouywve).
source IP-agpec |AApec NCTOYHKKA B 3arosioBke
IP-nakera.
source-mask IP-macka |Macka, npriMeHeHaeMas K agpecy

MCTOYHKKa B 3aronoske IP-nakeTa,
nepes cpaBHeHNEM C source.
CywecTByeT ABa cnocoba BBOJa Macku:
B KaHOHM4eckol dopme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOW
ANnHbI Npedukca (Hanpumep, /24).
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AprymeHT 3HaueHve |OnucaHve
source-port Lenoe MopT ncrounmka s TCP nnn UDP
Ynucrio 3arojioBke.
source-end-port Lenoe OkoHuaHue grnanasoHa NopToB
4yucsio NCTOYHWNKaA.
src-port-operator |1t Onepartop «MeHbLUe» ANA CpaBHEHUS
nopTa C yKasaHHbIM source-port.
eq OnepaTtop «paBHO» ANSA CPaBHEHMS
nopTa C yKa3aHHbIM source-port.
gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoBke
IP-nakera.

destination-mask IP-macka |Macka, npriMeHeHaeMas K agpecy
Ha3HaueHua B 3aronoske IP-nakera,
nepe/ cpaBHeHveM c destination.
CywecTByeT ABa cnocoba BBOAa MacKu:
B KaHOHUN4eckol dopme (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOW

ANViHbI Npedukca (Hanpumep, /24).

destination-port Llenoe MopT Ha3HauyeHwa B TCP nnn UDP
4ynucso 3arosioBske.

destination-end-port|lenoe OKOHuYaHwue gnanasoHa NOpToB
4yucJsio Ha3Ha4veHnA.

dst-port-operator |1t OnepaTop «MeHbLLe» A/ CPpaBHEHNSA

NnopTa C YKa3aHHbIM
destination-port.

eq OnepaTtop «paBHO» AN CPaBHEHWSA
nopTa € yKa3aHHbIM
destination-port.

gt OnepaTtop «bosbLue» 418 CpaBHEHUS
nopTa C yKa3aHHbIM
destination-port.

Npumep (config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.
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(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 JobasneHa KomaHaa access-list deny.
2.06 HoBoe 3HaueHue ip 6b110 fO06aBNEHO B apryMeHT
protocol.
2.08 Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip.
2.09.A.2.1 Jlo6aBneHbl AnanasoHbl MOPTOB.

3.2.3 access-list permit

OnucaHwue Jlob6aBunTb paspeLuatoLLiee npasuio GpuabTpaLmm NakeTos B yKaszaHHbIA ACL.
KomaHga ¢ npedurkcom no yaansiet npasuio.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-acl)>  permit (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator: <source-ports)|
(range <source-port <source-end-port;))]
«destinations <destination-mask>

[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port>))]

(config-acl)> permit(icmp | esp | gre | ipip | ip)«<sources<source-mask»
<destinations «destination-mask»

(config-acl)> no permit (tcp | udp) <source> <source-mask>
[ port((<«src-port-operator: <source-ports)|
(range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask»
<destinations «destination-mask»

AprymeHTbI AprymeHT 3HaueHue OnucaHune

tcp Krwyesoe | TCP nNpoOTOKO/I.
C/1080
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AprymeHT 3HaueHve |OnucaHve
udp Knouyesoe |UDP npoTokKo.
C/1080
icmp Krwyesoe |ICMP npoTOKOJI.
C/10B0
esp Knwyesoe |ESP npoTokon.
C/10B0
gre Krwyesoe |GRE NpoTOKOJI.
C/10B0
ipip Kmwuesoe |IP in IP NnpOTOKON.
C/1080
ip Knwyeoe |IP-npoTOKON (BKAtOYaAET B cebsa TCP,
CJ10BO UDP, ICMP v npouue).
source IP-agpec |AApec NCTOYHKKA B 3arosioBke
IP-nakera.
source-mask IP-macka |Macka, npriMeHeHaeMas K agpecy
MCTOYHKKa B 3aronoske IP-nakera,
nepe/ cpaBHeHVEM C source.
CywecTByeT ABa cnocoba BBOAa MacKu:
B KaHOHMYeckoin ¢opme (Hanpumep,
255.255.255.0) 1 B BUAe 6UTOBOI
ANnHbI Npedukca (Hanpumep, /24).
source-port Llenoe MopT ncrtouHwka B TCP nnn UDP
yncio 3aroszioBke.
source-end-port Lenoe OkoHYaHwue frarasoHa nopTos
uncno NCTOYHMKA.
src-port-operator |1t OnepaTop «MeHbLLe» A/ CPaBHEHNSA
nopTa C yKasaHHbIM source-port.
eq OnepaTop «paBHO» /ISl CPaBHEHUS
nopTa C YKasaHHbIM source-port.
gt OnepaTtop «bosbLUe» 418 CpaBHEHUS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoBke
IP-nakerta.
destination-mask IP-macka |Macka, npMMeHeHsemMas K agpecy
Ha3sHa4veHWA B 3arosioBke IP-nakeTa,
nepes cpaBHeHneM c destination.
CywecTByeT ABa cnocoba BBOJa Macku:
B KaHOHWn4eckol dopme (Hanpumep,
255.255.255.0) n B Buae 61MTOoBOM
ANviHbI Npedukca (Hanpumep, /24).
destination-port Llenoe MopT Ha3HauyeHwaA B TCP nan UDP
4yucJsio 3arosioeke.
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Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HaueHve |OnucaHve

destination-end-port|lesoe OKoHuaHwue gmnanasoHa nopToBs
yucsio Ha3HayeHn4a.

dst-port-operator |lt OnepaTop «MeHbLLEe» A/ CpaBHEHNA

nopTa € yKa3aHHbIM
destination-port.

eq OnepaTtop «paBHO» AN CPaBHEHUS
nopTa C YKa3aHHbIM
destination-port.

gt Onepatop «6onbLUe» ANs CPaBHEHNS
nopTa C yKa3aHHbIM
destination-port.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 8080 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

Bepcus OnucaHue

2.00 JobaBneHa KkomaHaa access-list permit.

2.06 HoBoe 3HaueHue ip 6b110 406aBNEHO B apryMeHT
protocol.

2.08 JlobaBneHbl HOBblE MPOTOKO/bI esp,gre 1 ipip

2.09.A.2.1 JlobaBneHbl Anana3oHbl MOPTOB.

3.2.4 access-list rule

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

OTKNOUNTL NpaBmno ACL, OrpaHNUNTL BpeMsi ero paboTbl pacnmncaHmeM,
M3MEHWNTb €ro MecTo B CKCKe NPaBua UAv J06aBUTb ero onucaHue.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BK/IKOYAaET NPaBu1O, OTMEHAET pacnncaHne nan
yAandaeT onncaHme.

Ja
Ja
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MHorokpaTHbIl/i BBog, /[la

CuHoncnc (config-acl)>  rule <index> (disable | schedule <schedule> | order
<new-1index> | description «descriptiom)
(config-acl)> no rule <index> (disable | schedule | description)
AprymeHTbI AprymeHT 3HaueHue OnuncaHue
index LUenoe 4ucrno |Homep npasuna ACL.
disable Kmtoyesoe OTkntountb npasuno ACL.
CJ10BO
schedule Pacnucanune Ha3BaHVe pacnncaHuns, Co34aHHOro npwu
nomMoLuwy rpynnel KoMmaHa schedule.
order Uenoe uucno Hosas no3nuymsa npasuna ACL B cnvcke.
description |CTpoka OnwucaHuve npaswuna ACL.
Npumep (config-acl)> rule 0 disable
Network::Acl: Rule disabled.
(config-acl)> rule 0 schedule acl_schedule
Network::Acl: Rule schedule set to "acl schedule".
(config-acl)>rule 0 description myacl
Network::Acl: Rule description set to "myacl".
(config-acl)> rule 0 order 1
Network::Acl: Rule O moved to position 1.
(config-acl)> no rule 0 disable
Network::Acl: Rule enabled.
(config-acl)> no rule 0 schedule
Network::Acl: Rule schedule removed.
(config-acl)> no rule 0 description
Network::Acl: Rule description removed.
WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.08 JobaBneHa komaHaa access-list rule.

3.3 cloud control2 security-level

OnucaHwne YcTaHoBUTL ypoBeHb 6e3onacHocTu cepBuca Cloud Control2 ans MmobuneHoro
npunoxeHus Keenetic. Mo yMoi4aHWIO Ha3HaYeH ypoBeHb 6e30MacHoCTU
public.

Mpe¢ukc no Het
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)> cloud control2 security-level (public | private)

AprymeHTbI AprymeHT |3HaueHue OonucaHue

public Knw4esoe cnoso |foctyn k Cloud Control2 paspelueH ans
public, private n protected nHtep¢eiicos.

private |Kmw4yesoe cnoso |AocTtyn k Cloud Control2 pa3peLueH TonbKO
Ans private nHtepdeiicos.

Mpumep (config)> cloud control2 security-level public
CloudControl2::Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

3.05 JobasneHa komaHaa cloud control2 security-level.

3.4 components

OnucaHune JocTyn K rpyrnne KoMaHz 415 ynpasneHns KOMMNOHeHTaMn MUKPOMporpamMmel.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (config-comp)

Cunoncuc (config)>  components
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 JlobaBneHa KOMaHAa components.

3.4.1 components auto-update channel

OnucaHwue 3ajaTb NCTOYHVK KOMMOHEHTOB A9 PyHKLUMM aBTOO6HOBAEHUS. 0
YMOJIHaHUIO 1CMOJb3yeTca 3HaueHne stable.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Mpedunkc no Ja
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MeHsieT HacTpoliku  [a

MHorokpaTHbIVi BBOj,

CuHoncuc

Het

(config-comp)> auto-upda

te channel «channels

(config-comp)> no auto-update channel

AprymeHTsl

AprymeHT

3HayeHue

OnvicaHune

channel

stable

KoMMNOHeHTbI NOAHOCTLIO NPOTECTUPOBAaHbI
N PeKOMeHAYHTCA AN YCTaHOBKW. B
Beb-nHTepdeince 3TOT KaHaN yKasaH Kak
Penus.

preview

KomnoHeHTbI cogepxxat HoBenLme GyHKLN
1 yCOBepLUEHCTBOBaHWSA, HO NPOTECTUPOBAaHbI
He NoNHOCThIO. B Be6-mHTepdelice 3TOT KaHan
yKasaH Kak lpepBaputenbHas Bepcus.

draft

KoMnoHeHTbI cogepaT HoBeWLLne GYHKLMN
1N NCMONb3YHTCA ANS TeCTUPOBaHMA. B
Be6-nHTepdeince 3TOT KaHaN ykasaH Kak
TectoBas cbopka.

Mpumep

(config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.

UcTopusa nsmeHeHwnii

Bepcusa

OnucaHwune

3.01

Job6aBneHa

KomMaHZza components auto-update channel.

3.4.2 components auto-update disable

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

cDyHKLI,l/IFI aBTOMATUYeCcKoro 06HOBNAEHUSA KOMIMOHEHTOB. Mo YMO/T4YaHUKO
aBTOMaTU4Yeckoe O6HOB/IEHME BKIHOUEHO.

KomMaHgaa ¢ npedurkcom no Bk/IOHaeT aBTOMaTU4YeCckoe 06HOB/IEHMeE.

Ja
Aa

MHorokpaTHbIl/i BBog, /[la

CvHoncuc

I(config-comp)> auto-update disable

I (config-comp)> no auto-update disable
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Mpumep

UcTopuns nameHeHuii

(config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

Bepcus OnucaHve

2.09 [Job6aesneHa komaHAa components auto-update disable.

3.4.3 components auto-update schedule

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

MprcBOUTL pacnucaHmne Ana paboTbl PyHKLMN aBTOMATNYECKOr0 O6HOBEHWS.
Mepes BbINOAHEHNEM KOMaHAbI pacnuncaHe A0/KHO 6biTb CO34aHO U
HaCTpOeHOo npw nomoLm kKomaHael schedule action.

KomMaHga ¢ npedprKcoM NO paspbIBaeT CBA3b MeXAY pacnmcaHnem m
aBTOMaTUYeckM ObHOBJ/IEHEM.

Ja

Aa

Het

(config-comp)>  auto-update schedule «<schedule;

(config-comp)> no auto-update schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnncanne |Ha3BaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnsl kKoMmaHa schedule.

(config-comp)> auto-update schedule Update
Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

Bepcusa OnucaHue
3.03 JlobaBneHa komaHAa components auto-update
schedule.

3.4.4 components check-update

OnucaHune

MpoBepuTb 06HOBNEHME NPOLUNBKN ANA KaHAMAATa UA Be4OMOro
ycTporictBa MogynbHon Wi-Fi Cnctembl.

Explorer 4G (KN-4910) — CnpaBO4YHMK KOMaHJ, 53



naBa 3 OnncaHme KoMaHp,

(config-comp)>

check-update [ force]

AprymeHT 3HauyeHue

OonvicaHune

KnwyeBoe
CJ10BO

MoCTOAHHO NPOBEPSATL HaNnuMe
06HOBNEHUIA.

Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het
CuHoncuc
AprymeHTsl

force
Mpumep

(config-comp)> check-update

release:

2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17

valid: no

18:58:55

(config-comp)> check-update force

WcTopusa nsmeHeHum

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
Bepcus OnucaHue
2.14 JobasneHa komaHaa components check-update.

3.4.5 components commit

OnuicaHue MpUMeHUTb N3MeHeHUs, BHeCeHHble kKoMaHAamu components install n
components remove.

MNpe¢ukc no Het

MeHsieT HacTpoliku  [a

MHorokpaTtHbiiA BBog, Het

CunHoncuc

(config-comp)>  commit

WcTopus nsmeHeHwnii

Bepcus

OnucaHue

2.00

Jlo6aBneHa KoMaHAa components commit.
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3.4.6 components install

OnucaHwue OTMeTUTb KOMMOHEHT ANd I'IOCJ'IeAyFOLLI,EVI YCTaHOBKWN. OkoHuyaTenbHas
YCTaHOBKa BbIMNOJ/IHAETCA KOM&HAOVI components commit.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  install <component;
AprymeHTbI AprymeHT 3HaueHue OonucaHue
component CTpoka HasBaHune KoMnoHeHTa. CNNCOK AOCTYMHbIX
NS YCTaHOBKW KOMMOHEHTOB MOXET ObITb
BbiBeJeH Ha 3KpaH KOMaHAo components
list.
Mpumep (config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.00 JlobaBneHa koMaHAa components install.

3.4.7 components list

OnucaHwune ﬂepEKﬂI'OLIl/ITbCFI Ha Bbl6paHHyI-O necoYyHnMuy n OTMETUTb ANA YCTaHOBKW BCe
KOMMOHEHTHI, Tpe6yrou.u/|e M3MeHEHNA ANA COOTBETCTBUA BEPCU B
rnecoyHuue. Ecnv BeINONHUTL KOMaHAy 6e3 aprymeHTa, 1o 6y,£|,eT BblBeJEH
BeCb CrMCOK BCEX KOMIMOHEHTOB TeKyu.|,e|7| MecoYHunLbl (YCTAHOBNEHHbIX U
AOCTYNHbIX AN1F YCTAaHOBKMW). ECM OTCYTCTBYET NOAK/I0UEHVEe K MHTepHET, TO
6yp,eT BblBeEH TOJIbKO CMMCOK y>XXe YCTaHOBJ/IEHHbIX KOMMOHEHTOB.

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog Het

CuHoncuc (config-comp)>  list [ sandbox ]
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
sandbox CTtpoka YpaneHHasa necoyHuua, HanpumMep stable
nnu beta.
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Mpumep

WcTopusa nsmeHeHum

(config-comp)> list

firmware:
version: 2.13.C.0.0-1

sandbox: stable

local:
sandbox: beta

component:
name: base

priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb58140
installed: 2.13.B.1.0-1

preset: minimal
preset: recommended
queued: yes

Bepcusa OnucaHue
2.00 JobasneHa koMaHaa components list.
2.06.A.6 [JlobaeneH napameTp sandbox. KomaHaa components

list Ao/KHa NCNONB30BaTLCSA BMECTO yCTapeBLUeit

components sync.

3.4.8 components preset

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTsl

BbibpaTb roToBbIli HA6OP KOMMOHEHTOB. YCTaHOBKAa Habopa BbINOHAETCS
KOMaHZoM components commit.

Mpexae YemM ycTaHOBUTbL HAbop KOMMOHEHTOB, MPOBepbTe NOC/IeHMe BepCUmn
KOMMOHEHTOB Ha cepBepe 06HOBMEHNIN KOMaHAoM components list.
TpebyeTcsa nogkntoueHme K MHTepHeTy.

Het
Ja
HeT

I(conﬁg-conun> preset preset;

KonnuyecTtBo 1 Ha3BaHWs roTOBbIX HA6OPOB KOMMOHEHTOB MOTYT 6bITb
N3MeHEeHbI, MO3TOMY peKOMeHAyeTCs MPOBePUTb CMNCOK AOCTYMHbIX HA60POB
KoMaHZol preset [Tab].
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Mpumep

WcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWHMManbHO BO3MOXHBIV 419 paboThl
YCTPOCTBA Habop KOMMNOHEHTOB byzeT
OTMEUYEH.

recommended |PekomMeHAyeMbli HQ6OP KOMMOHEHTOB byaeT
OTMeYeH ANs YCTaHOBKMW.

(config-comp)> preset [Tabl]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

Bepcus OnucaHue

2.00 [JobasneHa KoMaHAa components preset.

3.4.9 components preview

OnuncaHune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHum

MokasaTb pa3Mep NPOLUNBKMN, COCTAaBNEHHOW N3 KOMMOHEHTOB, BbIOPaHHbIX
C NOMOLLbI KOMaHAbl components install.

Het

Ja

HeTt
I(conﬁg-conun> preview

(config-comp)> preview

preview:
size: 7733308

Bepcus OnucaHue
2.06 JobasneHa KOMaHAa components preview.
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3.4.10 components remove

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

OTMeTUTb KOMMOHEHT ANd nocneayrwoLwiero yganeHu4a. OkoH4yaTenbHoe
yAaneHume BbINOJIHAETCA KOMaHAOIZ components commit.

Het
[Ja
Ja
(config-comp)>  remove «component»
AprymeHT 3HauyeHue OnuncaHwue
component Ctpoka HasBaHune komnoHeHTa. CrMCOK AOCTYMHbIX

ANt yAaneHnst KOMMNOHEHTOB MOXET bbITb
BblBeJeH Ha 3KpaH KOMaHZAoW components
list.

(config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.

Bepcusa

OnucaHwune

2.00

Jo6aeneHa koMaHAa components remove.

3.4.11 components validity-period

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

YCTaHOBWUTbL CPOK aKTya/ibHOCTU NOKabHOro CNncka KOMMNoHeHTOoB. 1o
ncTevYeHn 3Toro BpeMeHn byaeT aBToMaTnyeck BbINoSHEHA KOMaHAA
components list Ana nonyyeHns TekyLLero Cnmcka KOMMNOHEHTOB C cepBepa
06HOBNEHM. [0 yMOAYaHMIO NCM0/b3yeTcs 3Ha4veHve 1800.

KomaHga ¢ npedrikcoM no BO3BPALLAET 3HaYEHME MO YMONYAHNIO.

Ja
Aa

Het

(config-comp)>  validity-

period <seconds>

(config-comp)> no validity-period

AprymeHT

3HavyeHune

OnwucaHune

seconds

Llenoe u4ucrno

CpOK aKTyanbHOCTU JIOKaNIbHOTO Crurcka
KOMMOHEHTOB B cekyHzax. MoXeT npuH1MaTh
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Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

3HayeHWAa B npegenax ot 0 4o 604800
BKAOUNTENBHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 Jlo6aBneHa komaHaa components validity-period.

3.5 crypto engine

OnucaHune

MNpedukc no
MeHsieT HaCTPOMKMN
MHorokpaTHbI/ BBOJ,

CviHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

BbibpaTb TN 06paboTkn ESP IPsec nakeTos.
KomaHga ¢ npedumkcom no otkaroyaeT GyHKLMIO.
Ja

Ja

Het

(config)> crypto engine <type>

(config)> no crypto engine

AprymeHT 3HaueHue |OnucaHve

type software |[porpaMMHbIN pexmnm.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto engine.

3.6 crypto ike key

OnucaHune

Jo6aBuTb koY IKE ¢ nageHTUGUKaTOPOM yAaeHHOW CTOPOHBI.
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KomaHga c npedurkcom no yganseT yKasaHHbIA KoY.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la
Cutoncnc (config)> crypto ike key names psk> (<type> <ids | any)
(config)> no crypto ike key <name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HasBaHwue ktoya. JlonyckaeTrcs
NCMONb30BaHMe CMMBOJIOB JIaTUHCKOro
andasnTa, UNPP, TOUKK, MOJUYEPKNBAHNS 1
aedunca.
psk CTpoka MNaponb ans ayteHTUbMKaumn. anHa napons
MOXeT 6bITb OT 6 40 96 CMMBOOB.
type address NaeHTudnkaTopom aensetcs IP-agpec.
fqdn NaeHTndmnkaTopom ABAseTcs nosiHoe
JOMEeHHOoe Nms.
dn NaeHTndurkaTopom aBAseTCA JOMEHHOE NMS.
email NaeHTdnKaTOPOM ABNAETCH INEKTPOHHbI
agpec e-mail.
id CTpoka 3HadveHne naeHTUdMKaTopa yaaneHHom
CTOPOHBbI.
any Kriw4yesoe Paspeluaet rcrnosib3oBaHme Kato4a Ans
C/I0BO nto60oi yaaneHHOM CTOPOHBI.
Mpumep (config)> crypto ike key VirtualIPServer »

aDjs0C1lgvWCs0iE4Ijhs+HRnNPiheGA478 any
IpSec: :Manager: "VirtualIPServer": crypto ike key successfully »
added.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
updated.

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »
removed.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.06 JobasneHa komaHaa crypto ike key.
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3.7 crypto ike mtu

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcTaHoBUTL 3HaveHue MTU, koTopoe byaeT nepeaaHo IKE. Mo ymonyaHuto
MTU HacnepyeTcs oT nHTedelica, Yepes KOTOPbI OCyLLLeCTBASETCA A4OCTyN B
VHTepHerT.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HayeHve MTU no ymMondaHuto.

Ja

Ja

Het

(config)> crypto ike mtu (value)

(config)> no crypto ike mtu

AprymeHT 3HauyeHue OnuncaHwue

value UYenoe uucro |3HauveHune MTU. MoxeT NPUHNMAaTb 3HaYeHUs
B Npejenax ot 576 Ao 1500 BKAOUUTENbHO.

(config)> crypto ike mtu 1400
IpSec::Manager: IKE MTU value is set to 1400.

(config)> no crypto ipsec mtu
IpSec::Manager: Reset IKE MTU value.

Bepcus OnucaHve

3.08 Jlo6aBneHa koMmaHga crypto ike mtu.

3.8 crypto ike nat-keepalive

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

YcTaHOBUTb TalM-ayT MexXay NakeTamu keepalive B ciydae o6Hapy>KeHUs
NAT Mexay KnreHToM 1 cepBepoM IPsec. 1o yMo4YaHNIo YCTaHOB/IEHO
3HaueHwe 20.

KomaHga ¢ npedrKcom no Bo3BpaLlaeT 3HayYeHne Mo YMOAYaHUIO.

Ja

[Ja

Het

I (config)> crypto ike nat-keepalive nat-keepalive;

I (config)> no crypto ike nat-keepalive
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HauyeHve

OnucaHwune

nat-keepalive

Lenoe uucno |Tarim-ayT mexay naketamu keepalive B

cekyHAax. MoxeT NnpnH1MaTb 3Ha4YeHUs B
npegenax ot 5 Ao 3600 BKIHOUNTENBHO.

(config)> crypto ike nat-keepalive 90
IpSec: :Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.

Bepcusa

OnucaHue

2.06

Jlo6aBneHa komaHga crypto ike nat-keepalive.

3.9 crypto ike policy

OnucaHune

MNpedukc no

MeHsieT HaCTPOMKN
MHorokpaTHbI/ BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

AprymeHTsl

Mpumep

JocTyn K rpyrne KoMaHZA A8 HaCTPOMKKU BbIbBpaHHOW NoanTukn IKE. Ecnu
nonutuka IKE He HalaeHa, KOMaHAa MbiTaeTca eé co3aaThb.

KomaHga c npedurkcom no yaansiet nonntuky IKE. Mpuv 3TOM JaHHas NoanT1Ka
IKE aBTOMaTM4eckn yganaeTtcsa u3s Bcex npodunein IPsec.

Ja
Ja
Ja

(config-ike-policy)

(config)>

crypto ike policy name>

(config)> no crypto ike policy name>

AprymeHT

3HayeHue

OnvcaHune

name

CTpoka

Ha3BaHve nonutuku IKE. lonyckaeTcs
NCMONb30BaHMe CMMBOJIOB JIaTUHCKOro
andasnTa, UNGP, TOUKK, MOJUEPKNBAHNSA 1

fedwuca.

(config)> crypto ike policy test

IpSec: :Manager:

"test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec::Manager: Crypto ike policy "test" removed.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.06

[JlobaeneHa komaHza crypto ike policy.

3.9.1 crypto ike policy lifetime

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

YcTaHOBWUTL BpeMsa XN3HW accoumaumu IPsec IKE. 1o ymonyaHmio
ncnonb3lyetcd 3HaveHve 86400.

KomaHga ¢ nped)l/n(com Nno BO3BpaLlaeT 3HaveHne No yMmoan4aHuio.

Ja
Ja

HeT

(config-ike-policy)>

lifetime <1ifetimes

(config-ike-policy)> no lifetime

AprymeHT

3HavyeHue

OnucaHue

lifetime

Llenoe u4ucno

Bpems xu3HM accounauumm IPsec IKE B
cekyHAax. MoxeT npuHMMaTb 3Ha4YeHUA B
npeaenax ot 60 A0 2147483647.

(config-ike-policy)> lifetime 3600

IpSec::Manager: "test":

crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime

IpSec: :Manager:

"test": crypto ike policy lifetime reset.

Bepcus

OnucaHue

2.06

[Jlo6aBneHa komaHga crypto ike policy lifetime.

3.9.2 crypto ike policy mode

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

3agaTb Bepcuto npoTtokosa IKE. [1o yMONYaHUIo UCMOJIb3YeTCA 3HaYeHne

ikevl.

KomaHga ¢ npedrikcoM no BO3BPALLAET 3HAYEHME MO YMONYAHNIO.

Ja
Aa

HeTt
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CuHoncuc (config-ike-policy)>  mode wmode>

(config-ike-policy)> no mode

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

mode ikevl Bepcusa npoTtokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

Mpumep (config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec::Manager: "test": crypto ike policy mode reset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 [Jlo6baBneHa komaHga crypto ike policy mode.

3.9.3 crypto ike policy negotiation-mode

OnucaHwue YcTaHoBUTbE pexxrm obmeHa ans IKEv1 (cM. komaHay crypto ike policy mode).
Mo yMOnuaHuIo NCNob3yeTcs 3HadeHme main.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

CnHoncmc (config-ike-policy)>  negotiation-mode <negotiation-modes
(config-ike-policy)> no negotiation-mode
AprymeHTbI AprymeHTt 3HaueHue ‘Onucal-me
negotiation-mode main OCHOBHOW pexum, 3aLmiiaeT
naeHTudmKaLmo nmpa.
aggressive |ArpeccmBHbIN pexunMm, He 3alumiiaeT
naeHTdmMKaLmo nnpa.
Npumep (config-ike-policy)> negotiation-mode aggressive

IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec::Manager: "test": crypto ike policy negotiation-mode reset.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto ike policy
negotiation-mode.

3.9.4 crypto ike policy proposal

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

3.10 crypto

OnucaHune

Jo6aBunTb B NnonnTKKY IKE CCbINKY Ha BblbpaHHbIN IKE proposal. OuepegHOCTb
AobaBneHns nmeeT 3HaYeHne A8 0bMeHa JaHHbIMW No npoTokony IKE.

KomaHga ¢ npedpurkcom no yaanseT ccblnky Ha IKE proposal.
Ja

Aa

Ja

(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal <proposal

AprymeHT 3HauyeHue OnuncaHwue

proposal CTpoka HassaHue IKE proposal. JlonyckatoTtcs
CUMBOJIbI TATUHCKOrO andasunTa, Undpsbl,
TOUKM, NoAYEePKMBaHUA U AedUChI.

(config-ike-policy)> proposal test
IpSec: :Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec::Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Bepcusa OnucaHue

2.06 JobasneHa komaHaa crypto ike policy proposal.

ike proposal

JocTyn K rpynne koMaHg Ans HacTporiku BeibpaHHoro IKE proposal. Ecnu IKE
proposal He HalljeH, KOMaH/Aa NbITaeTcsa ero co3aathb.

MONHbBIA CNNCOK aNrOPUTMOB LWNGPOBaHMA peann3oBaHHbIX B CUCTeMe
npuBegeH B [prnoxeHnn.

KomaHga c npedurkcom no yaansieT IKE proposal. Mpu 3ToM 13 Bcex NOANTUK
IKE aBTOMaTM4YeCcKn yaansaTcsa CCbIIKU Ha AaHHbIN IKE proposal.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Bxo)xaeHue B rpynny (config-ike-proposal)

Cutoncnc (config)> crypto ike proposal name»
(config)> no crypto ike proposal name»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka HassaHue IKE proposal. JlonyckatoTtcs
CUMBOJIbI TATUHCKOrO andasunTa, Undpsbl,
TOYKW, NOAYEPKUBAHUSA N AedUChI.
Npumep (config)> crypto ike proposal test
IpSec: :Manager: "test": crypto ike proposal successfully created.
(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 JobaBneHa komaHAa crypto ike proposal.

3.10.1 crypto ike proposal aead

OnucaHwue BrnounTs pexuiM wingposaHua AEADans IKE proposal.
Mpejukc no Het
MeHsieT HacTpoiikm  Hert

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I(config—ike—proposal)> aead

Mpumep (config-ike-proposal)> aead
IpSec::Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
3.05 Job6asneHa komaHaa crypto ike proposal aead.
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3.10.2 crypto ike proposal dh-group

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

Jo6aBuTb BbibpaHHyto DH rpynny B IKE proposal Ana paboTbl B pexume PFS.
OuepegHoCTb fo6aBneHNA MMeeT 3HaueHe 419 obMeHa JaHHbIMU NO
npotokony IKE.

KomaHgaa ¢ npedurKcom no yaanseT BolopaHHYHO rpynny.
Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTbl

Mpumep

(config-ike-proposal)>  dh-group «dh-group»

(config-ike-proposal)> no dh-group «dh-group»

AprymeHT 3HauyeHue OnuncaHwue

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2
5

14
15
16
17
18
19
20
21
25
26
31
32

(config-ike-proposal)> dh-group 14
IpSec: :Manager: "test": crypto ike proposal DH group "14" »
successfully added.

(config-ike-proposal)> no dh-group 14
IpSec::Manager: "test": crypto ike proposal "test" group type »
successfully removed.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JobaeneHa komaHgaa crypto ike proposal dh-group.

3.10.3 crypto ike proposal encryption

OnucaHune Jo6aBuTb Bbl6paHHbIN TN WindpoBaHua B IKE proposal. OuepeaHocTb
AobaBneHns nmeeT 3HaYeHne A8 0bMeHa JaHHbIMW No npoTokony IKE.

KomaHga ¢ npepurkcom no yaanseT BolbpaHHbIA TUN WNdpPOBaHUS.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbI/i BBog, /[la

CuHoncuc (config-ike-proposal)>  encryption encryptions

(config-ike-proposal)> no encryption «encryptions

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

encryption |des Tun wndposaHus IKE.
3des

aes-chc-128
aes-chc-192
aes-chc-256

aes-ctr-128
aes-ctr-192
aes-ctr-256

NMpumep (config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec: :Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

WcTopuns nsmeHeHwnit |Bepcua onucaHue

2.06 JobasneHa komaHga crypto ike proposal encryption.
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3.10.4 crypto ike proposal integrity

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Jo6aBuTb BbIbpaHHOe 3Ha4eHue anroputma nognucn HVAC B IKE proposal.
OuepegHoCTb fo6aBneHNA MMeeT 3HaueHe 419 obMeHa JaHHbIMU NO
npotokony IKE.

KomaHga ¢ npedpurkcom no yaansieT BblopaHHbIA anropuTMm.
Ja

Ja

Aa

(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHT 3HaueHue |OnucaHmue
integrity md5 Anroputm nognucu HMAC IKE
shal COO6LLEeHMIA.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec::Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

Bepcus OnucaHve

2.06 [JlobaeneHa komaHza crypto ike proposal integrity.

3.10.5 crypto ike proposal prf

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

Jo6aBuTb BbibpaHHyto rpynny PRF B IKE proposal.
KomaHga ¢ npedpurkcom no yaanseT BblopaHHbIA anropuTMm.
Ja

[Ja

Ja
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CuHoncuc (config-ike-proposal)>  prf «prf>
(config-ike-proposal)>  no prf «prf>
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
prf md5 Anropunt™m nognucu HMAC ans IKE
shal COO6LLEeHNI.
aes-xcbhc
sha256
sha384
shab512
aes-cmac
NMpumep (config-ike-proposal)> prf sha256

IpSec: :Manager:
"sha256" successfully added.

"TEST": crypto ike proposal prf algorithm »

(config-ike-proposal)> no prf sha256

IpSec: :Manager:
successfully removed.

"TEST": crypto ike proposal "TEST" prf type »

UcTopusa nsmeHeHwnii

Bepcus

OnucaHune

3.05

JobasneHa komaHaa crypto ike proposal prf.

3.11 crypto ipsec incompatible

OnucaHune

Mpejukc no Ja

MeHsieT HacTpoliku  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc

OTKNOUNTL MPOBEPKY COBMECTUMOCTU IPsec TyHHenein. Mo ymonyaHuwo
HaCcTpoMKa OTK/YeHa.

KomaHza c npedurkcom no BkItoUaeT NpoBepky 06paTHO.

I(conﬁg)> crypto ipsec incompatible

I(conﬂgﬁ>nocrypto ipsec incompatible

Mpumep

(config)> crypto ipsec incompatible

IpSec::Manager: Compatibility checks is disabled.
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(config)> no crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 JobasneHa KomaHaa crypto ipsec incompatible.

3.12 crypto ipsec profile

OnucaHune JocTyn K rpynne KoMaHZ4 ANs HaCTPOMKKW BbibpaHHOro npoguns IPsec. Ecan
npoounb He HanAeH, KOMaHAA NbITAeTCA ero Co3Aathb.

KomaHga c npedunkcom no yaanseT npodunb. Mpu 3TOM CCbIKM Ha AaHHbI
npodrab aBTOMaTUYECKN YAANAIOTCA 130 BCEX KPUMTOKAPT IPsec.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Bxo)xaeHue B rpynny (config-ipsec-profile)

Cunoncnc (config)> crypto ipsec profile <name»
(config)> no crypto ipsec profile <name>
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crpoka HassaHune npoduns IPsec. lonyckaroTcs
CUMBOJIbI TaTUHCKOrO andasunTa, undpbl,
TOYKW, NOAYEPKUBAHUSA N fedUChl.
Mpumep (config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.
(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.
VICTOleﬂ U3MeHeHUI Bepcmﬂ onucaHvie

2.06 [JlobaBneHa komaHga crypto ipsec profile.

3.12.1 crypto ipsec profile authentication-local

OonucaHune 3afaTtb TUN ayTeHTUUKALMK JIOKANIBHOFO XOocTa. Mo yMonyaHuo
MCMNONb3yeTcs 3HaueHne pre-share.

KomaHgaa c npedprkcom no BO3BPALLAET 3HAUEHME MO YMONYAHUIO.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncuc (config-ipsec-profile)>  authentication-local «auth

(config-ipsec-profile)> no authentication-local

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

auth pre-share Ha AaHHbIA MOMEHT eANHCTBEHHOE
AOCTYMHOEe 3HayeHue.

Npumep (config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec::Manager: "test": crypto ipsec profile authentication-local »
reset.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa komaHga crypto ipsec profile
authentication-local.

3.12.2 crypto ipsec profile authentication-remote

OonucaHue 3agaTb TUN ayTeHTUPMKALMM yaaneHHoro xocta. Mo ymonyaHuo
MCNONb3yeTcs 3HaYeHue pre-share.

KomaHza ¢ npedrKcom no Bo3BpaLLaeT 3HayeHre rno YMONYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-ipsec-profile)> authentication-remote auth»
(config-ipsec-profile)> no authentication-remote
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
auth pre-share Ha gaHHbIn MOMEHT eAVHCTBEHHOE
JAOCTYMHOEe 3HayeHue.
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Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> authentication-remote pre-share
IpSec: :Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
authentication-remote.

3.12.3 crypto ipsec profile dpd-clear

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

3agaTb CNocob AecTBMA Npy 06HapyXeHnn HepaboTatoLero nupa IKE. Mo
YMONYaHMIO NapameTp BK/IOYEH, YTO 03HavaeT yaaneHne nHpopmaLlmm o
nupe.

KomaHga ¢ npedpurKcom no ycTaHaBAMBaeT jelicTBue B restart.
Ja
[Ja

HeT

I (config-ipsec-profile)>  dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".

Bepcus OnucaHve

2.1 Jlo6aBneHa koMmaHga crypto ipsec profile dpd-clear.

3.12.4 crypto ipsec profile dpd-interval

OnucaHwne

3afaTb NapameTpbl MeToAa AN 0O6HapyXeHns HepaboTatoLwmx IKE NMpoB..
Mo ymonuaHuio 3HaveHue interval paBHo 30, retry-count pasHo 3.

KomaHga ¢ I'Ide)I/IKCOM Nno BO3BpaLlaeT 3HayeHnda No yMon4aHUHo.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Ja

Ja

Het

(config-ipsec-profile)>  dpd-interval <interval> [retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHT 3HauyeHue OnuncaHwue

interval Yenoe uucno |NHTepBan oTnpasku DPD NakeToB B CEKYHAAX.
MoxeT NnpnHMMaTh 3HaYeHWs B nNpejenax ot
2 1,0 3600.

retry-count |YJenoe uucno |Konnuectso nomnbITOK oTnpasku DPD nakeTos.
MoxxeT npMHMMaTbL 3Ha4YeHVsa B pejenax ot
3 70 60.

(config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

Bepcus OnucaHve

2.06 [Jlo6aBneHa komaHga crypto ipsec profile dpd-interval.

3.12.5 crypto ipsec profile identity-local

OnucaHwne

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

3ajaTb NOKanbHbIM geHTUdMKaTOP ANA Npoduns IPsec.
KomaHga ¢ npedumkcom no yganset nokanbHbl MgeHTUPUKaTop.
Ja

Ja

Het

(config-ipsec-profile)>  identity-local «types <id>

(config-ipsec-profile)> no identity-local

AprymeHT 3HaueHue |OnucaHve

type address Tun naeHTnomkatopa — IP-agpec.
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Example

UcTopuns nameHeHuii

AprymeHT 3HaueHve |OnucaHve
fqdn Tun naeHTndmnkaTopa — NoaHoe
JOMeHHoe NMS.
dn Tun ngeHTndnKaTopa — AOMeHHoe
NMS.
email Tun ngeHTndurkaTopa — agpec e-mail.
id CTtpoka 3HayeHVe N0KaNIbHOro
naeHtTudunkartopa.

(config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".

(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

Bepcus OnucaHve

2.06 JlobaBneHa komaHAa crypto ipsec profile identity-local.

3.12.6 crypto ipsec profile match-identity-remote

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

3agaTb aeHTUGMKATOP yAaNeHHOro XocTa 415 BblbpaHHOro npoduns IPsec.

KomaHgaa c npedurkcom no yaanseT naeHTUdUKaTop yAaneHHoro xocra.

Ja

Aa
Het
(config-ipsec-profile)> match-identity-remote ( <types<id> | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHT 3HauyeHue OnuncaHwue
type address Tun naeHtTnpukaropa — IP-agpec.
fqdn Tun naeHTndrkatopa — NoAHoe AOMeHHoe
UMS.
dn Tun naeHTndrkatopa — AOMeHHOEe UMS.
email Tun naeHTndurkatopa — agpec e-mail.
id Crpoka 3HaueHune ngeHTudmnKaTopa yaaneHHoro
X0cCTa.
any Kriwyesoe PaspewnTb ncnonb3oBaHWe noboro
C/10B0 YAANEeHHOro xocTa.
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Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
match-identity-remote.

3.12.7 crypto ipsec profile mode

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb pexuM paboTbl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3HaYeHne
tunnel.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4eHve No YMOAYaHUIO.
Ja

[Ja

HeTt

(config-ipsec-profile)> mode mode>

(config-ipsec-profile)> no mode

AprymeHT 3HauyeHve |OnucaHve

mode tunnel TYHHeNbHbIN peXxuMm, NpY KOTOPOM
Becb IP nakeT wudpyetca n/mam
npoBepsaeTcs Ha NOAJ/IMHHOCTb.

transport |TpaHCNOPTHbIM pexuMm, Korga
WndpyeTCcs TONbKO COAEPXKMMOe

IP-nakeTa.

(config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
“transport".

(config-ipsec-profile)> no mode
IpSec: :Manager: "test": crypto ipsec profile mode reset.

Bepcus OnucaHue

2.06 JobasneHa KkomaHgaa crypto ipsec profile mode.
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3.12.8 crypto ipsec profile policy

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

3ajaTb CCbIIKY Ha CyulecTByrOLLYO noanTuky IKE (cM. KomaHay crypto ike
policy).

KomaHgaa ¢ npedrKcoM no yaanseT cCbinky.
Ja
Ja
Het
(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

AprymeHT 3HauyeHue OnucaHwue

policy CTpoka Ha3saHwue nonutmku IKE. CNncok
AOCTYMHbIX MOJINTUK MOXHO YBUAETb
C NoMoLL b KoMaHAb! policy [Tab].

(config-ipsec-profile)> policy [Tab]
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy s