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BBegeHue

BBepeHme

[JaHHbIN CNPaBOYHMK COAEPXUT KOMaHAbl 415 ypaB/ieHns ycTporictBoMm Hopper
NnocpeAcTBOM MHTepderica KOMaHAHOW CTPOKU. 34eCb NPUBEAEH MOMHbIN CANCOK BCEX
LOCTYMHbIX KOMaHA,. Takxke yKa3aHbl NprIMepbl TOro, Kak UCMNo/ib30BaThk Hanbonee
pacnpocTpaHeHHbIe U3 3TUX KOMaHJ, 06Laa nHGopmaLms o B3auMOCBSA3N MeXAy
KOMaHAaMu 1 MPUHLMNMAAbHbIE OCHOBbI TOrO, Kak MX MCMONb30BaTh.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JaHHOe pyKOoBOACTBO NpeAHa3HauYeHo A5 CETEBbIX aAMUHNCTPATOPOB MW CNELMANNCTOB
MO BbIYNCINTENIbHOM TEXHMKE, OTBEYAOLLIMX 3@ HACTPOKY 1 MOAAePXKKY Hopper Ha mecTe.
OHo TakxXe npegHa3Ha4yeHo A9 onepaTopoB, KOTopble ynpaBnatoT Hopper. JokyMeHT
OXBaTblBaeT TEXHUYECKMe NpoLeaypbl MOALEPXKKN BbICOKOTO YPOBHS A1
root-afMMHNCTPATOPOB U COTPYAHMNKOB TEXHNYECKOW noasaep>kkn Hopper.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic

CTPOKOM KOMaHAHOM cTpoky Hopper, ee nepapxmyeckyro
CTPYKTYPY, YPOBHU aBTOPM3aLNL 1 BOSMOXHOCTU
CNpaBKwu.

OnncaHve KOMaHA AndaBUTHbIN CMNCOK KOMaHJ, KOTOpble MOXHO BBOANTb

B KOMaHZHOW CTpoKe AN HacTpoliku Hopper.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLme o603HaueHUs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JNnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.
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BBegeHue

I <(3aMEHSEMBIN 3JIEMEHT>

JnemMeHTbI B YrnoBbIX cKobkax nognexaTr
3aMeHe.

x|lyl2 Obs3aTenbHble aflbTepHATUBHbIE KNKO4YeBble
C/1I0Ba rpynnmMpyroTCsa B KPYr/bIX CKOBKaxX 1
pas3AenstoTcs BepTUKanbHOM YepTon.

x|y]z Heobs3aTenbHble anbTepHaTUBHbIE

KntoYueBble CNoBa rpynnupytoTcs B
KBaApPaTHbIX CKOBKaXxX N pasfensoTcs

BEPTUKaNbHON YepToN.

OnuncaHme KaxAoM KOMaH/bl paszeneHo Ha

cneayoLime nojpasgensi:

OnwncaHwe OnuncaHve TOro, YTO KOMaHAa Aenaer.
CuHoncuc O6wuin opmaT KOMaHAbI.
MNpedwukc no B03MOXHOCTb MCMONL30BaHWSA B KOMaHe

npedukca no.

MeHsieT HacTponKu

CNocobHOCTb KOMaHAbI MEHATbL HACTPOIKN.

MHOrokpaTHbIi BBOA

BO3MOXHOCTb M HOrokpaTHOro Beoja
KOMaHAbl.

BxoxzaeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KOoMaHgaa. Ecam rpynnel HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodelica

Tun nHTepdeiica, Ha KOTopbIA BAVAET
KomaHga. Pasgen He oTobpaxaeTcs, ecau
JAAHHBIA KOHTEKCT He MMeeT CMbIc/1a ANs
KOMaHZbl.

NHTepdelickl, ncnonb3yemble B CUCTEME, U
OTHOLLEHUS MeXAY HAMW MOKa3aHbl Ha
Anarpamme Hmxe.

AprymeHThI

ApryMEHTbI, eC/in eCTb, N NMOACHEHNA K HNM.

Mpumep

NnntocTpauus Toro, Kak KOMaHAa BbIFNSANT
npwv Bbi3oBe. NocKoNbKy NHTepdenc NpocrT,
HeKOTOopble MPUMEPbI OYEBUAHbI, HO OHU
BK/IFOYEHbI ANS ACHOCTW.

MpymeYaHus, NpesynpexaeHns N NpeAocTepexeHs NCNob3yoT caeayoLume

0603HaueHus.

MpnmeyaHue:  O3HadaeTt "umTatesb, NPUMU K CBeAeHUI". lNpnMeyvaHunsa cogepxxaT
nose3Hble COBETLI UM CCbUTKX Ha MaTepuaibl, He cojepKalimecs B
JaHHOM cnpaBoYHMKe.

MNpepyrnpexxaeHe:

O3HauaeT "4unTartenb, BHMMaHMe!". Ballun 4eNcTBmS MOTYT NPUBECTU K

noBpexaeHnmto O60pyAOBaHI/IFI nnan noTtepe AaHHbIX.
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C.A8 ShOW NVOX ErY-Aial ... s 954
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CopepxxaHve

C.49 ShowW NVOX try-dial-@Xt .......ccooviiiiiiiiiie e 955
C.50 show nvox whitelist ..., 956

Mpwuno>xeHne D

SNIMP MIB .....coiiiiiiiiiieennnnnnnnnesneeeessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 957
D.T SNIMPVZ-MIB ....tiiiiiee ettt ettt e e e e ettt et e e e e ettt et e e e e e s sabbbbeeeeeeeesennanbeeeeeas 957
D2 TF-IMIB .eiieiiieiitt ettt ettt e ettt e e e e sttt e e e e s s e r e et e e e e e et et e e e e e s anneeas 957
D3 IP-MIB ..ttitieeeet ittt ettt e e e e e ettt et e e e e e bbbttt e e e e e e sa bbbttt e e e e e eeaabbbaeeeeeeeeeaananes 959
DA UDP-MIB ...ttt ettt e e e ettt e e e s s et e e e e e e e s e et e e e e e et eaneeas 959
D.5 HOST-RESOURCES-MIB ....cciiiiiiiiiiiiittteee e ettt e e ettt e e e e e ettt e e e e s e s ibbbteeeeeeeeas 960
D.6 UCD-SNIMP-MIB ...ttt ettt e ettt e e e e e st er e e e e e s s enanbrereeeeeeeens 960
D.7 MOBILE-INTERFACE-METRICS-MIB ......uuttttietiiiiiiiiietiee e e ettt e e e et e e e e e e e 961

Mpuno>xeHwue E

YPOBHU LUNPPOBAHMSA IPSEC ....uuuueeiiiiinreiiiiiiinnetiicinneeesesssssessssssssssssssssssssessssssssssssssssans 9263
BT MWK s 963
YT o RNt 964
B3 MOImMal e 966
= o g = | o) £ 967
E.5 NOIMAI-3AES ittt 968
E.6 NOIMAl-3A@S-PIS ettt e bttt ettt e e et eaeeebeb et et et esenenanene 969
0 0 1o o TP PP PUPPPROPPI 971
R I o o 5 [ TP PPPPTRPPPPTR PPN 971
(S d o] g Lo E= =T T PP PPTRPPTR PPN 972
O o] g Lo E= =T o B o N 973
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

Mpoueccop

OnepaTuBHas namaTb 256MB DDR3 (on-die)

dnew-namaTb

Ethernet

usB

Wi-Fi

EcoNet EN7528DU/DA MIPS® 1004Kc 900MHz, 2 cores / 4 threads

128MB: Kioxia TC58CVGOS3HRAIJ, Winbond 5N01GVZEIG, Nuvoton

XT26G01CWSIGA

MopThl Mwukpocxema NMpymMmeyaHus
4 WNHTerpnposaHHas

MeTka CkopocTb MpumeuaHusa
0 1000 MéwuT/c Mopt WAN

1 1000 MéuT/c

2 1000 MéwuT/c

3 1000 MéwuT/c

MeTtka CKopocTb MpnmeyaHus
1 USB 3.0

YacToTHbIi | MUKpocxema MpumeuaHusn
AvanasoH

241T1Ty, MediaTek MT7905DA  |802.11ax 2x2
5MTy,
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B aTOI rnaBe onncaHo, Kak No/ib30BaTbCs MHTepdelricoM KomaHaHoM cTpoku (CLI) Hopper,
ero vepapxuyeckas CTpyKTypa, ypOBHU aBTOPM3aLMn 1 BOSMOXHOCTY KOHTEKCTHO
Mo/ CKa3Ku.

OCHOBHOE CPeACTBO YrpaB/eHNst MapLLPYTN3aTOpPoM Hopper — 3To MHTepdeiic komaHAHO
cTpoku (CLI). HacTpOMKM CUCTEMbI MOHOCTBHO ONUCLIBAKOTCS B BUAE NOC/eL0BaTeNIbHOCTH
KOMaH4, KOTOpble HY>XHO BbIMOIHNTb, YTOBbI MPUBECTI YCTPONCTBO B 3alaHHOE COCTOsIHME.

Hopper nmeet Tpu BMUAa HacTpoOeK:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLanbHOM CEKTOpPe SHEProHe3aBNUCMONA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikum no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3anmncbIBalOTCA NMpw npomnssoacTee Ha Hopper. RESET Ha
Koprnyce No3BossieT COpoCcUTb CTapTOBbIe HACTPOMKWN Ha
3aBojcKue.

®ainbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUYHYHO, 6e3
y4acTust KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHatoLmecs ¢
! MITHOPMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN04EHbI B 4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.
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2.1 BBoAg KOMaHA4 B KOMAaHAHOW CTpoKe

KomaHZHbIi nHTepnpeTaTop Hopper pa3paboTaH TakMM 06pasoMm, YTo6bl MM Mor
NoNb30BaTbCs KAK HAUMHAOLLMIA, Tak 1 OMbITHLIN NONb30BaTeNb. Bce KOMaHAbI 1
napaMeTpbl UMEIT SICHbIe 1 erko 3anoMuUHakoLLMecs Ha3BaHKs.

KomaHZAbl pa36buTbl Ha rpynmnbl 1 BbICTPOEHbI B epapXuto. Taknm o6pasom, Ans
BbINOHEHWNS KAKOK-1M60 HACTPOIKIN NONBb30BaTENIO HY>HO NocneAoBaTe/IbHO BBECTH
Ha3BaHWs BNOXEHHbIX rPYMN KOMaHZ, (Y310BbIX KOMaHZA) 1 3aTeM BBECTU KOHEUHYHO
KOMaHAy ¢ napameTpamu.

Hanpuwmep, IP-agpec ceteBoro nHTepderica GigabitEthernet1 3agaetca komaHgon address,
KoTopasi HaxoauTcsa B rpynne interface - ip:

(config)>interface GigabitEthernetl ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa, B rpynny

HekoTopble y3noBble KOMaHAbl, cogepKaLle Habop JoUYepHUX KOMaHZ, NMO3BONSIOT
MO/Ib30BaTE/0 BbIMOMHUTL «BXOA» B FPYMMy, YTO6bl BBOAUTL AOYEPHME KOMaHABI
HenocpeACTBEHHO, He TpaTsA BpeMsl Ha BBOZA MIMEHW y3/10BOM KOMaHAbl. B 3ToM cayyae
MeHSeTCA TeKCT NpUraaLleHns KOMaHAHOM CTPOKK, YTO6bI NONb30BaTe b BUAEN, B KAaKOW
rpynne oH HaxoAnTcs.

JobaBneHa koMaHAa exit nnr no HaxxaTuro KombuHaumm knasuwl [Ctrl]+[D] BbiInonHsieTcs
BbIXOZ, 13 rpynnbl.

Hanpumep, npu Bxoge B rpynny interface npurnalieHne KOMaHAHOM CTPOKW MeHsAeTCs
Ha (config-if):

(config)>interface GigabitEthernetl
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 /icnosib30oBaHMe CNpaBKU U
aBToOA0MNoJ/IHeHUA

38

[lna Toro 4to6bI caenaTh NPOLLECC HACTPOMKM MaKCUManbHO YAO6HbLIM, MHTepdenc
KOMaHZAHOW CTPOKN nMeeT GYHKLMI0 aBTOA0MOMHEHNS KOMaHA 1 NapamMeTpos,
noAcKkasblBas ornepaTopy, Kakme KOMaHAbl AOCTYMNHbI Ha TekyLLleM YPOBHE B/IOXKEHHOCTMU.
ABTOZ0MONHEHMe paboTaeT No HaxaTuo Knaeuwmn [Tab]l. Hanpumep:

(config)>in[Tab]
interface - network interface configuration

(config)> interface Gi[Tab]
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Usage template:
interface {name}

Variants:
GigabitEthernet0
GigabitEthernet0/Vlanl
GigabitEthernetl

(config)> interface GigabitEthernetO[Tab]

Usage template:
interface {name}

Variants:
GigabitEthernet0/Vlanl
GigabitEthernetl

(config)> interface GigabitEthernet@[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLeil KOMaHge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface GigabitEthernetl [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication

Hopper (KN-3810) — CnpaBOUYHVK KOMaHZ
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ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface GigabitEthernetl

2.3 NMpedunkc no

I'Ipeq>|/||<c NO NCNONBb3YeTCA AN1A OTMEHDbI ,Cl,eIZCTBI/Iﬂ KOMaHZAbl, nepes KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHaa interface oTBeuaeT 3a co3jaHMe ceTeBOro MHTepdeica c 3ajaHHbIM
nmeHeM. Npedrkc no, NCnonb3yeMblii C 3TON KOMaHAOW, Bbl3biBaeT 0bpaTHoOe JelicTBre —
yaaneHve nHtepderica:

(config)> no interface PPPoEO

Ecnn koMaHga cocTaBHasi, N0 MOXET CTaBUTLCA Nepes, obbiM ee YneHoM. Hanpumep,
koMaHga service dhcp BkarouaeT cnyx6y DHCP 1 cOCTOUT U3 ABYX YacTel: service —
NMEHW rpynnbl B nepapxum koMang, n dhecp — KoHeuHol komaHAbl. Mpedurkc no MOXKHO
CTaBUTb Kak B Hayase, Tak 1 B cepeimnHe. leincTeme B 060mx cnyyasx byaeT o4NHAKOBbIM:
OCTaHOBKa C/TyX6bl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

40

MHorue KOMaHAbI o6na,a,a+0T CBOWVICTBOM UGEMI’)OI’I’IEHmHOCmU, KOTOpPOE NPOoABAAETCA B
TOM, YTO MHOFOKpaTHbIIZ BBOJ 3TUX KOMaHA NpUBOANT K TEM XE USMEHEHUAM, UTO U
oAHoOKpaTHbI. Hanpumep, komaHAa service http fo6asnsert ctpoky «service http» B
TekyLme HacTPOWMKKN, U MNP MOBTOPHOM BBOJE HMUYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosiseT A406aBNATb He OfHY, a8 HECKONbKO 3anuncen, ecnu
BBOAMWTb VX C Pa3HbIMW aprymeHTaMu. Hanpumep, ctatuyeckme 3anucy B Tabnvue
MapLipyTusaumu ip route nnv dunbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NpUCYTCTBYHOT B HAaCTPOMKax B BUAE CINCKA:

Mpumep 2.1. cnonb3oBaHMe KOMaHAbl C MHOFOKpPaTHbIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1
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3anucK 13 Takmnx TabauL, MOXHO yAansaTb No OAHOM, NCMOb3ys NpePUKe No, 1 yKasbiBas
B apryMeHTe KOMaHZbl, Kakyto UMEeHHO 3anucb TpebyeTcsa yaanunTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO

ip route 1.1.1.0 2
.1.3.0 255.255.255.0 PPTP1

ip route

[y

2.5 CoxpaHeHue HacTpoekK

TekyLLme 1 CTapTOBble HACTPONKK XpaHATCA B ¢painax running-config u startup-config.
Ans TOoro 4To6bl COXPaHUTL TeKyLLMe HAaCTPOKN B SHEProHEe3aBUCMMYHO NaMATb, HYXXHO
BBECTW KOMaHAY KOMMPOBaHUs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTNno)KeHHas nepesarpyska

Ecnv Hopper HaxoAuTcst Ha 3HaYMTeNlbHOM YAaNeHu OT orepaTopa 1 ynpaBasieTcs no

CeTu, BO3HVKAET OMacHOCTb NOTePsiTh CBA3b C HUM MO NPUYMHE OLIMBGOYHbIX AeACTBII

oneparopa. B 3ToM clyyae nepesarpyska 1 BO3BPaT K COXPaHeHHbIM HacTpolikam 6yayT
3aTpyZAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/IOXXEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIIKM, 3aTeM BbIK/TIOUNTbL TaliMeEp Y COXPaHUTb U3MEHEHWS.
Ecnv B npoLiecce HacTPOLiKM CBSI3b C YCTPONCTBOM byAeT NoTepsiHa, onepaTopy A0CTaTOUHO
ByAeT A0XAATbCA aBTOMATNYECKOWN nepesarpy3ku 1 NOAKNHOUNTBLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OonucaHue KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

MNpejukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)>  copy ¢«sources «destinations

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

source Ums gaiina MNyTb K daliny, KOTopbI HE0H6XO0AMMO
CKOMMpoBaTh.

destination |Wma ¢aina MyTb K KaTanory, Kyga éygeT ckonmpoBaH
dann.

Mpumep Hanpuwmep, coxpaHeHmne HacTpoek genaetcsd Tak:
(config)> copy running-config startup-config

(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

VICTOleﬂ N3MeHeHWniA Bepcmﬂ onvcaHue

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHue Yaanutb paiin ns namatn Hopper.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
filename Wma ganna MyTb K paliny, KOTOPLIA HEO6XOAMMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.1.4 grep
OonucaHue PUAbTP 1 NOUNCK CTPOK, COAepXKaLLMX COBMajeHme ¢ 3alaHHbIM LLab1oOHOM

B BblBOJe KOMaHAbI show.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

Het
Het

Het

(show)>  <«command> | grep[-A<@ ][-Bkb>][-C«c>]patterns

AprymeHT 3HauyeHue OnucaHwue

command CTpoka HasBaHuve koMaHAbl.

a UYenoe unucro |Konnmyectso CTPOK K MOKa3y Bbllle
coBnageHus.

b UYenoe uucro |Konmyectso CTPOK K MOKa3y HMXe
coBnageHus.

C lenoe umucno |FnybuHa BnoxeHHocTn XML-KOHTeKCTa.

pattern CTpoka PerynsapHoe BbipaxeHuve a5 nomncka
Ha3BaHW y310B UAN NX 3HAYEHWT B
XML-oTBeTe oT a4pa ndm.

(show)> version | grep dual_ image

ndw:
features: dual image,usb 3,single usb port,
led control,wifi button, wifi5ghz,vht2ghz,mimo2ghz,
mimo5ghz,atf2ghz,atf5ghz,wifi6,wifi ft,wpa3, hwnat,
hwnat mib, link agg, lte

(show)> version | grep -A 1 dual_image

ndw:
version: 4.1.2.17.1
features: dual image,wifi button,usb 3,usb 3 first,
led control,wifi5ghz,vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,
atf5ghz,wifi6,wifi ft,wpa3,wsa5ghz,hwnat,sfp

(show)> version | grep -B 1 dual_image

ndw:
features: dual image,wifi button,usb 3,usb 3 first,led control,

wifi5ghz,vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,atf5ghz,
wifi6,wifi ft,wpa3,wsa5ghz,hwnat,sfp

components: acl,afp,base,chilli, cloudcontrol,corewireless,
ddns,dhcpd,dlna,dns-filter,dns-https,dns-tls,dotlx,
easyconfig,eoip,exfat,ext, fat, ftp,gre,hfsplus, igmp,
ike-client,ip6,ipip,ipsec,12tp,lang-en,
lang-ru,mdns,miniupnpd,monitor,mws, nathelper-esp,
nathelper-ftp,nathelper-h323,nathelper-pptp,
nathelper-rtsp,nathelper-sip,ndmp, ndns,netflow,
nextdns,ntce,ntfs,nvox,ocserver,openvpn,opkg,
opkg-kmod-audio, opkg-kmod-dvb-tuner,opkg-kmod-fs,
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opkg-kmod-netfilter,opkg-kmod-netfilter-addons,
opkg-kmod-tc,opkg-kmod-usbip, opkg-kmod-video,
pingcheck, ppe, pppoe, pptp, proxy,sftp, skydns, snmp,ssh,
sstp,sstp-server,storage,trafficcontrol,
transmission, tsmb,udpxy,usb,usbdsl,usblte,usbmodem,
usbnet,usbnet-extra,usbgmi,usbserial-extra,
vpnserver,vpnserver-12tp,webdav,wireguard,wpa-eap,
zerotier

(show)> version | grep -C 1 dual_image

ndw:
version: 4.1.2.17.1
features: dual image,wifi button,usb 3,usb 3 first,led control,
wifi5ghz,vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,atf5ghz,
wifi6,wifi ft,wpa3,wsa5ghz,hwnat,sfp
components: acl,afp,base,chilli,cloudcontrol,corewireless,ddns,
dhcpd,dlna,dns-filter,dns-https,dns-tls,dotlx,
easyconfig,eoip,exfat,ext, fat, ftp,gre,hfsplus, igmp,
ike-client,ip6,ipip,ipsec,12tp, lang-en,mdns,
miniupnpd,monitor,mws, nathelper-esp,nathelper-ftp,
nathelper-h323,nathelper-pptp,nathelper-rtsp,
nathelper-sip,ndmp,ndns,netflow,nextdns,ntce,ntfs,
nvox,ocserver,openvpn,opkg,opkg-kmod-audio,
opkg-kmod-dvb-tuner,opkg-kmod-fs,opkg-kmod-netfilter,
opkg-kmod-netfilter-addons,opkg-kmod-tc,
opkg-kmod-usbip,opkg-kmod-video,pingcheck, ppe, pppoe,
pptp,proxy,sftp, skydns,snmp,ssh,sstp,sstp-server,
storage,trafficcontrol,transmission, tsmb,udpxy,usb,
usbdsl,usblte,usbmodem,usbnet,usbnet-extra,usbqmi,
usbserial-extra,vpnserver,vpnserver-12tp,webdav,
wireguard,wpa-eap,zerotier

(show)> version | grep -C 2 dual_image

release: 5.00.C.2.0-2
sandbox: preview
title: 5.0.2
arch: aarch64

ndm:
exact: 0-a654284
cdate: 3 Dec 2025

bsp:
exact: 0-e7c92fbd89
cdate: 3 Dec 2025

ndw:
features: »
dual image,usb 3,usb 3 first,led control,wifi button,wifi5ghz,
vht2ghz,mimo2ghz,mimo5ghz,atf2ghz,atf5ghz,wifi6,wifi ft,wpa3...
components: »
acl,afp,base,chilli, cloudcontrol,corewireless,ddns,dhcpd,dlna,
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dns-filter,dns-https,dns-tls,dotlx,easyconfig,eoip,exfat...

ndw3:
version: 5.0.43
ndw4 :
version: 5.0.C.2.1
manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
model: Hopper (KN-3810)
hw version: 12108000
hw type: router
hw id: KN-3810
device: Hopper
consent: EA
region: EA
description: Keenetic Hopper (KN-3810)
WcTopuns nsmeHeHunit |Bepcus onucaHue
4.02 Job6asneH ¢éunbTp grep.

3.15I1s

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbliA BBog, Het

BbiBecTr Ha 3KpaH cnncok ¢ainaos B yKasaHHOM KaTasore.

CnHoncuc (configy> s [«directory]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
directory CTpoka MNyTb K KaTanory. [lomkeH cogepxatb NMs

dalinoBoli cncrteMbl 1 HEMOCPeACTBEHHO MyTb
K KaTanory B popmarte < parinosas cmcrema
> < nyTb >. NpyMepbl GpalinoBbIx CNCTEM —
flash, temp, proc, usbn t. 4.

Npumep (config)> 1s FILES:

rel: FILE
entry, type
name:

S:

com

D:
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entry, type = R:
name: IMAX.mkv
size: 1886912512

entry, type = D:
name: speedfan

entry, type = D:
name: portable

entry, type = D:
name: video

entry, type = D:
name: HoBas nanka

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 JobaBneHa komaHaa ls.

3.1.6 mkdir

OnucaHwue Co3aaTb HOBBIV KaTanor.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config)>  mkdir «directory»
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
directory CTpoka MyTb K KaTanory.
NMpumep (config)> mkdir SANDSK:/test
FileSystem: :Repository: "SANDSK:/test" created.
(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.12 JobaeneHa komaHaa mkdir.
3.1.7 more
OnucaHue BbiBeCTV Ha 3KpaH cofepXrmoe TeKCToBOro darisia NoCTPOUHO.
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Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

3.2 access

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Het
Het

Het

(config)> more «filename>

AprymeHT 3HauyeHue OnucaHwue

filename Wms gaiina MonHoe nmsa gainna nnu NCeBAOHUM.

(config)> more temp:/resolv.conf
nameserver 127.0.0.1
options timeout:1 attempts:1 rotate

Bepcus OnucaHue

2.00 JobaBneHa koMmaHaa more.

HacTpounTb nonb3oBaTenbCKnii 4OCTYN K KaTanory Ha USB-ycTpoicTBse.
KomaHgaa ¢ npedurkcom no 3anpeLLaeT 4OCTyn K Narke.

Aa

Ja

Ja

(config)> access «directorys wser> modes [ recursive ]

(config)> no access «directorys wusers [ recursive ]

AprymeHT 3HauyeHue OnucaHue

directory Ctpoka HasBaHue KaTanora Ha USB-ycTpoiicTBse.
user CTpoka Vimsa nonb3oBaTtens.
mode forbidden JocTyn 3anpeLueH.

read JocTyn TONBKO AN1A UTEeHUS.

write JocTyn ToNbKO AN1F 3anncu.

read/write |[ocTyn AN YTEHUSA N 3aNUCU.

inherited [MpaBa gocTtyna HacneayoTcsa oT
poANTEeNbCKOro KaTanora.
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
recursive Knyesoe MpaBa focTyna NpUMeHSITCA KO BCEM
C/10BO B/10O>KE€HHbIM KaTasioram.

(config)> access OD5F-1DB6:Downloads test read/write

(config)> no access OD5F-1DB6:Downloads test

Bepcusa

OnucaHue

2.00

JobaBneHa KoMaHAa access.

3.3 access-list

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncunc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

JlocTyn K rpynne KOMaHz, AN5 HaCTPOVKM BbIBPAHHOIO CrcKa NpaBu
dunbTpauMm nakeToB. ECM CNNCOK He HaAeH, KOMaHAa NbITaeTCs ero
C03/aTb. TakoW CANCOK MOXET 6bITb MPUCBOEH CeTeBOMY UHTepdeiicy ¢
nomoLLblo KoMaHapl interface ip access-group.

KomaHgaa c npedrkcom no yaansieT Crimcok npasul.

Ja
Aa
Ja

(config-acl)

(config)>

access-list name>

(config)> no access-list name»

AprymeHT

3HayeHue

OnucaHue

name

CTpoka

HasBaHune cnucka npasun ¢unbtpaumn (Access
Control List, ACL).

(config)> access-list test_acl
Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

Bepcusa

OnucaHmne

2.00

JobaBneHa komaHaa access-list.
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3.3.1 access-list auto-delete

OnuncaHwmne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Bkntountb aBTOMaTmnyeckoe yganeHume npasun ACL npw yganeHnm
nHTepderica. KomaHaa NpuHyANTENbHO BKAKOYAETCS AN CNNCKOB A0CTyna
c npedrkcom WEBADMIN .

KomMaHgaa He MoXeT 6bITb BK/IFOUEHa, eC/IN HEeT NPUBSA3aHHbIX MHTepdelicoB.
NcknoyeHmem aengdeTcs YteHme startup-config.

KomaHga ¢ npednKcom no OTK/IKOHaeT aBToOMaTnyeckoe yaaneHue,
Ja
Ja

Het

I (config-acl)> auto-delete

I (config-acl)> no auto-delete

(config-acl)> auto-delete
Network::Acl: Enabled auto-deletion for " WEBADMIN Home" access »
group.

(config-acl)> no auto-delete
Network::Acl: Disabled auto-deletion for " WEBADMIN Home" access »
group.

Bepcus OnucaHve

3.09 JlobaBneHa koMaHa access-list auto-delete.

3.3.2 access-list deny

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Job6aBuTb 3anpeLuatoLLee npasuno GnnbTpaLmmy NakeTos B yKaszaHHbIA ACL.
KomaHga c npedumkcom no yganseTt npaBuso.

Ja

Aa

Ja

(config-acl)>  deny (tcp | udp) <sources <source-mask»
[ port((<«src-port-operator <source-port)|
( range <source-ports <source-end-port;))]
«destinations «<destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port>«destination-end-port))]
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(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask>

(config-acl)> no deny (tcp | udp) <sources <source-mask»
[ port((<src-port-operators <source-ports)|
( range <source-ports<source-end-port»))]
<destinations «destination-mask>
[ port((<«dst-port-operators«destination-port)|
( range «destination-port> «destination-end-port>))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
tecp Kriwyesoe | TCP NpOTOKO/.
C/10B0
udp Knouyesoe |UDP npoToKo.
CJ10BO
icmp Kmwyesoe  |ICMP npoTokon.
CJ/10BO
esp Krwuesoe |ESP npoToKON.
C/1080
gre Krw4esoe  |GRE NpoOTOKO.
C/1080
ipip Kmwyesoe |IP in IP NnpOTOKON.
C/1080
ip Knwuyeoe |IP-npoTOKON (BKAtOYaET B cebs TCP,
C/10BO UDP, ICMP v npouwve).
source IP-agpec |AApec NCTOYHKMKA B 3arosioBKe
IP-nakerta.
source-mask IP-macka |Macka, npMMeHeHsemas K agpecy
NCTOYHVKa B 3aronoske IP-nakera,
nepe/ CpaBHeHVIEM C source.
CywecTByeT ABa cnocoba BBOAa MacKu:
B KaHOHWYeckor dopme (Hanpumep,
255.255.255.0) 1 B BUAe 6UTOBOW
ANViHBI NpeduKkca (Hanpumep, /24).
source-port Lenoe MopT ncrouHmka s TCP nnn UDP
ynucsio 3arojzioBke.
source-end-port Lenoe OkoHuaHWe jmnanasoHa NnoOpToB
4yucsio NCTOYHWMKaA.
src-port-operator |1t Onepartop «MeHbLUe» ANa CpaBHEHUS
nopTa C YKasaHHbIM source-port.
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AprymeHT

3HauyeHve

OnucaHue

€q

OnepaTop «paBHO» /11 CPaBHEHUS
nopTa € yKasaHHbIM source-port.

gt

OnepaTtop «bobLUe» 418 CpaBHEHUS
nopTa C yKasaHHbIM source-port.

destination

IP-agpec

Ajpec HasHayeHWs B 3aronoBKe
IP-nakeTa.

destination-mask

IP-Mmacka

Macka, npuMeHeHsieMast K agpecy
Ha3HauyeHWs B 3arosioske IP-nakeTa,
nepes cpaBHeHveM c destination
CyLiecTByeT AiBa cnocoba BBOJa Macku:
B KaHOHW4eckol dopme (Hanpumep,
255.255.255.0) 1 B BUJe 6UTOBOI

ANViHbI NpeduKkca (Hanpumep, /24).

destination-port

Llenoe
4Yucsio

MopT Ha3HaueHna B TCP nnn UDP
3aronoBkKe.

destination-end-port|lenoe

Yncrio

OKoHuaHwue grnanasoHa nopToBs
Ha3HayeHwus.

dst-port-operator |1t

OnepaTop «MeHbLLe» A/ CpaBHEHNA
nopTa € yKa3aHHbIM
destination-port.

eq OnepaTtop «paBHO» AN CPaBHEHUS
nopTa € yKa3aHHbIM
destination-port.

gt Onepatop «6onbLUe» ANs CPaBHEHNS

nopTa C YKa3aHHbIM
destination-port.

Mpumep
range 18 88

Network::Acl: Rule accepted.

(config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »

255.255.255.0

Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »

range 18 88

Network: :Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »

255.255.255.0

Network: :Acl: Rule deleted.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

Job6aBneHa komaHaa access-list deny.
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2.06

HoBoe 3HaueHWe ip 6b110 J06aBNEHO B apryMeHT

protocol.

2.08

JlobaBneHbl HOBblE MPOTOKO/IbI esp,gre 1 ipip.

2.09.A.2.1

Jlo6aBneHbl AMana3oHbl MOPTOB.

3.3.3 access-list permit

OonucaHue [06aBuTb pa3peLuatoLLiee NPaBuI0 GUAbTPALN NAKETOB B yKa3aHHbINA ACL.

KomaHga c npedurKcom no yaanset npasuso.

MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTHbI/i BBog, /[la

CuHoncuc (config-acl)>

(config-acl)>

permit (tcp | udp) <source <source-mask>

[ port((<«src-port-operator: <source-ports)|

( range <source-ports <source-end-port;))]
«destinations «<destination-mask>

[ port((«dst-port-operators«destination-port>)
(range «destination-port>«destination-end-port))]

permit (icmp | esp | gre | ipip | ip)<source><source-mask»
<destinations «destination-mask>

(config-acl)> no permit (tcp | udp) <sources <source-mask>
[ port((<«src-port-operator <source-ports)|
( range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
( range «destination-port>«destination-end-port:))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask»
<destinations «destination-mask»

AprymeHTbI AprymeHT

3HauyeHve

OnucaHue

tcp

Knwyesoe
CJ/10BO

TCP npoToKo.

udp

Knwyesoe
CJ/10BO

UDP npoTokon.

icmp

Krnw4yesoe
CJ10BO

ICMP npoTtokon.

esp

KnwyeBoe
C/10BO

ESP npoToko/.
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AprymeHT 3HaueHve |OnucaHve

gre Krmwyesoe |GRE NpOTOKOJI.
C/1080

ipip Knoyesoe |IP in IP npoOTOKO/.
C/10B0

ip Knoyesoe |IP-npoToKON (BKAOUaeT B cebs TCP,
C/10B0O UDP, ICMP v npouwve).

source IP-agpec |AApec NUCTOYHMKA B 3arosioBke

IP-nakerta.
source-mask IP-macka |Macka, npMMeHeHsaeMas K agpecy

MCTOYHKKa B 3aronoske IP-nakeTa,
nepes cpaBHeHNEM C source.
CyLiecTByeT AiBa cnocoba BBOJa Macku:
B KaHOHW4eckol dopme (Hanpumep,
255.255.255.0) 1 B BuAe 6UTOBOI
ANViHbI NpeduKca (Hanpumep, /24).

source-port Lenoe [MopT ncrouHuka s TCP nnwn UDP
4yucJsio 3arosioBeke.
source-end-port Lenoe OKoH4YaHMe AranasoHa nopTos
4yucsio NCTOYHWMKaA.
src-port-operator |lt Onepartop «MeHbLUe» ANA CPaBHEHUS
rnopTa C yKa3aHHbIM source-port.
eq OnepaTop «paBHO» 4SS CPaBHEHUS
nopTa € yKasaHHbIM source-port.
gt Onepatop «6onbLUe» ANs CPpaBHEHNS
nopTa C yKasaHHbIM source-port.
destination IP-agpec |Aapec Ha3HayeHWs B 3aronoBke
IP-nakera.

destination-mask IP-macka |Macka, npMMeHeHsemMas K agpecy
Ha3HauyeHuA B 3arosioBke IP-nakera,
nepes cpaBHeHMeM c destination.
CywecTByeT ABa cnocoba BBOAa MacKu:
B KAHOHMYeckon ¢opme (Hanpumep,
255.255.255.0) 1 B BUAEe 6UTOBOW
ANViHBI NpeduKca (Hanpumep, /24).

destination-port Llenoe MopT Ha3HauyeHwa B TCP nnn UDP
4yucJsio 3aroaoBke.

destination-end-port|lenoe OKoH4aHWe AranasoHa nopTos
YUCso HasHayeHws.

dst-port-operator |1t OnepaTop «MeHbLUe» A5 CPaBHEHNSA

nopTa C YKa3aHHbIM
destination-port.
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HaueHve |OnucaHve

eq OnepaTtop «paBHO» AN CPAaBHEHWA
nopTa € yKa3aHHbIM
destination-port.

gt Onepatop «6onblUex» Ans CpaBHEHNS
nopTa € yKa3aHHbIM
destination-port.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »
port range 80680 9090
Network::Acl: Rule accepted.

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »
192.168.1.1 255.255.255.0
Network::Acl: Rule deleted.

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHaa access-list permit.

2.06 HoBoe 3HaueHwe ip 66110 f06aBAEHO B apryMeHT
protocol.

2.08 Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre 1 ipip

2.09.A.2.1 JobaBneHbl AnanasoHbl NOPTOB.

3.3.4 access-list rule

OnuncaHune

Mpe¢ukc no

MeHsieT HacCTpoWiKKn

OTKNYNTL NpaBmno ACL, OrpaHNYNTbL BpeMs ero paboTbl pacnmncaHnem,
N3MEHUTb ero MecTo B CN1CKe NpaBua Uan A4obaBuTb ero onncaHue.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BKNKOYAET NpaBunio, OTMEHAET pacnncaHmne nin
yAandet onncaHme.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuviHoncuc

(config-acl)>  rule <index> (disable | schedule «<schedule> | order
<new-indexs | description «descriptiom)
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AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

3.4 afp

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKmn

(config-acl)> no rule <index> (disable | schedule | description)

AprymeHT 3HauyeHue OnucaHwue
index lenoe uyncno |Homep npasuna ACL.
disable Knwyesoe OTknrounTe Npasuio ACL.

C/10B0
schedule Pacnncanune HasBaHMe pacnmncaHus, Co3AaHHOro npu

nomMoLum rpynnel KoMaHa schedule.

order Lenoe 4ucno HoBas nosunuma npasuna ACL B cnucke.
description |CTpoka OnuncaHue npasuna ACL.

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

rule 0 disable
Rule disabled.

rule 0 schedul
Rule schedule

e acl_schedule
set to "acl schedule".

(config-acl)>rule 0 description myacl
Network::Acl: Rule description set to "myacl".

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

(config-acl)>
Network: :Acl:

rule 0 order
Rule 0 moved t

no rule 0 disa
Rule enabled.

1
o0 position 1.

ble

no rule 0 schedule

Rule schedule

no rule 0 des
Rule descripti

removed.

cription
on removed.

Bepcus

OnucaHune

2.08

JobaBneHa komaHaa access-list rule.

JocTtyn K rpynne KoMaHA ANs yrnpasneHus cnyxoomn AFP.

Het

HeTt

MHorokpaTtHbIiA BBog, Het

Bxo>kaeHue B rpynny

(config-afp)
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CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I (config)> afp

(config)> afp
Core::Configurator: Done.
(config-afp)>

Bepcus OnucaHve

2.06 JobasneHa komaHaa afp.

3.4.1 afp automount

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkarounTtb aBTOMaTmyeckoe nogkatoveHne USB-ycTponcTs Ana g4octyna K
HUM yepe3 AFP. o ymonYaHuio GyHKLNSA BKAKOYEHA.

KomaHgaa ¢ npedpurkcom no oTkaroUaeT GyHKLMKO aBTOMaTUYeCKOro
NOAK/IIOYEHNS.

Ja
Ja
Het
I(config—afp)> automount

I (config-afp)> no automount

(config-afp)> automount
Afp::Server: Automount enabled.

(config-afp)> no automount
Afp::Server: Automount disabled.

Bepcus OnucaHue

2.06 [JobaBneHa komaHza afp automount.

3.4.2 afp permissive

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

BkIl0OUMTE paspeLuaroLLnii pexnm, Korga Bce Noab3oBaTenn MoryT noayvmnTb
foctyn K ¢anam Ha USB-ycTpoiicTee. 10 yMONUYaHNIO PEXUM OTKJTHOYEH.

KomaHaa ¢ npedurKcom no oTKNOYaeT paspeLuatoLnii pexmm, N 4OCTyn K
dalinam vmeroT ToNbKO Nonb3oBaTenu ¢ metkon "afp".

Aa
Ja
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc I(config—afp)> permissive
I (config-afp)> no permissive
Mpumep (config-afp)> permissive
Afp::Server: Permissive mode enabled.
(config-afp)> no permissive
Afp::Server: Permissive mode disabled.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 JobaBneHa komaHaa afp permissive.

3.4.3 afp share

OnucaHwue OTKPbITE 06N JOCTYN K KaTanory Ha USB-ycTpolicTse. 1o ymonyaHuio Ans
KaTasoros C 06LMM JOCTYNOM BKAOYEH aTpubyT timemachine.

KomaHga ¢ npedurkcoM nNo 3akpbiBaeT 061 AOCTYN K KaTanory. Ecin
BbIMOMIHUTL KOMaHAY 6e3 apryMeHTa, TO KO BCEM KaTasioram Ha
USB-ycTpolicTBe byaeT 3aKpbIT 06LMIA JOCTYN.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIl/i BBog, /[la

CuHoncnc (config-afp)>  share <label> amounts [ description]
(config-afp)> no share [ label ]
AprymeHTbI AprymeHT 3HaueHue OonucaHue
label Ctpoka HaseaHwue obLero pecypca A
nonb3oBaTenen.
mount CTpoka VM5t KOpHEeBOro KaTasiora Unu nogkaTtanora,
K KOTOPOMY OTKpbIBaeTcsi 06LMiA JoCTyn.
description |CTpoka [Mpon3BONbLHOE OMKcaHmMe KaTasnora.
MNpumep (config-afp)> share AFP_TEST2 TEST_NTFS2:/

Afp::Server: Added share "AFP TEST2".

(config-afp)> share AFP_TEST2 TEST_NTFS2:/
Afp::Server: Added share "AFP_TEST2".
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UcTopusa nsmeHeHwnii

3.5 cifs

OnucaHune
MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

Mpumep

UcTopuns nameHeHui

3.5.1 cifs automount

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn

(config-afp)> share AFP_TEST3 TEST_NTFS:/components/
Afp::Server: Added share "AFP _TEST3".

(config-afp)> no share AFP_TEST
Afp::Server: Removed share "AFP_TEST".

(config-afp)> no share
Afp::Server: All shares removed.

Bepcus OnucaHue
2.06 JobaBneHa komaHaa afp share.
4.03 AprymeHT timemachine yaaneH kak yctapeBLUMA.

JocTyn K rpynne KoOMaHA ANns ynpasneHus cinyxoéoim CIFS.

Het
HeT

HeTt

(config-cifs)
I (config)> cifs

(config)> cifs

Core::Configurator: Done.

(config-cifs)>

Bepcusa

OnucaHune

2.00

JobaeneHa komaHza cifs.

BkntounTb aBTOMaTnyeckoe nogxntoyeHne USB-ycTpoincTs ansa fgocTyna K
HUM Yepe3 CIFS. Mo ymonyaHuio GyHKUUS BKIKOYEHaA.

KomaHga ¢ npednkcom no oTkaro4aeT PyHKLNIO aBTOMaTUYeCKoro

noagknr4yeHns.

Ja
Ja

MHorokpaTtHbIiA BBOog, Het
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CuvHoncuc I (config-CifS)> automount

I (config-cifs)> no automount

MNpumep (config-cifs)> automount
Cifs::ServerTsmb: Automount enabled.

(config-cifs)> no automount
Cifs::ServerTsmb: Automount disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa cifs automount.

3.5.2 cifs map-hidden

OnucaHwue BrntounTb noaaepxky ACL n ckpbITbix dainnos ansa CIFS. Mo ymonyaHuto
bYHKUMA OTKAOYEHa.

KomaHaa ¢ npeprKcom no oTKNoYaeT HaCTPONKY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CnHoncuc I (config-cifs)>  map-hidden

I (config-cifs)> no map-hidden

MNpumep (config-cifs)> map-hidden
Cifs::ServerTsmb: Map hidden enabled.

(config-cifs)> no map-hidden
Cifs::ServerTsmb: Map hidden enabled.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.14 Jlo6aBneHa komaHga cifs map-hidden.

3.5.3 cifs permissive

OonucaHue BKOUNTb pa3peLuatoLLmii pexim, Koraa Bce Nnosb3oBaTeiv MOTyT NoyyYnTb
AocTyn K daiinam Ha USB-ycTporicTe. 10 yMONYaHMIO PEXMM OTK/HOYEH.

KomaHga ¢ npedrKcom no OTKAKYAET paspeLlaroLLnii pexnm, 1 4oCTyn K
darinam vMeroT TONIbKO Nob30BaTeNn ¢ MeTkoi "cifs".

Mpedukc no Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-cifs)> permissive
I (config-cifs)> no permissive

Mpumep (config-cifs)> permissive
Cifs::ServerTsmb: Permissive mode enabled.
(config-cifs)> no permissive
Cifs::ServerTsmb: Permissive mode disabled.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa komaHgaa cifs permissive.

3.5.4 cifs share

OnucaHune OTKpbITb 06LWLMIA AOCTYN K KaTanory Ha USB-ycTpoiicTee. o ymonyaHuto ans
KaTafnoros C O6LLMM JOCTYNOM BK/tOUeH aTpmbyT timemachine.
KomaHpaa ¢ npedurkcom no 3akpbiBaeT 06LMiA AOCTYN K KaTanory. Ecan
BbIMOMHUTL KOMaHAY 6e3 aprymMeHTa, TO KO BCEM KaTasioram Ha
USB-ycTpolicTBe byaeT 3aKkpbIT 06LMIA JOCTYN.

Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-cifs)>  share <label> <mount> [ description]
(config-cifs)> no share [ label ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
label Ctpoka HasBaHune obLiero pecypca ans
nosb3oBaTenen.
mount Crtpoka VIMa KopHeBOro kaTanora uav nogkartasnaora,
K KOTOPOMY OTKpbIBaeTcs o6LLMiA fJoCTyn.
description |CTpoka lMpon3sBonbHOe onurcaHve Katasora.
Npumep (config-cifs)> share NTFS1 TEST_NTFS:/

Cifs::ServerTsmb: Added share "NTFS1".

(config-cifs)> share NTFS2 TEST_NTFS:/components/
Cifs::ServerTsmb: Added share "NTFS2".
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(config-cifs)> share NTFS3 TEST NTFS:/misc/ myfiles
Cifs::ServerTsmb: Added share "NTFS3".

(config-cifs)> no share NTFS3
Cifs::ServerTsmb: Removed share "NTFS3".

(config-cifs)> no share
Cifs::ServerTsmb: All shares removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHza cifs share.
4.03 AprymeHT timemachine yaaneH kak yctapeBLUMA.

3.6 cloud control2 security-level

OnucaHune YcTaHOBUTL YypoBeHb be3onacHocTy cepamca Cloud Control2 gns mobunbHoro
npunoxeHus Keenetic. Mo ymon4yaHuio HasHavyeH ypoBeHb 6e30MacHOCTU
public.

Mpejukc no Het

MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOA, Het

CuHoncnc (config)> cloud control2 security-level (public | private)

AprymeHTbI AprymeHT |3HaueHue OnucaHue

public Knwuesoe cnoso |[loctyn K Cloud Control2 paspelueH ans
public, private n protected nHTepdeiicos.

private |Kmouesoe cnoso |JocTyn k Cloud Control2 pa3pelueH TonbKO
Ans private nHtepgeiicos.

NMpumep (config)> cloud control2 security-level public
CloudControl2::Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.05 Job6asneHa komaHaa cloud control2 security-level.

3.7 components

OonuncaHmne JocTyn K rpynne KOMaHZ Ans ynpasieHs KOMMNOHEHTaM1 MUKPOMNPOrpaMMbl.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het

Bxo>xaeHue B rpynny (config-comp)

CnHoncuc (config)> components
UcTopus nsmeHeHnii Bepcums OonucaHue
2.00 JobaBneHa KOMaHAa components.

3.7.1 components auto-update channel

OnucaHue 3a4aTb NCTOYHMK KOMIMOHEHTOB AN4 (I)yHKLl,I/II/I aBToO6HOBNEHUA. 1o
YMOJTYaHUIO NCNOIb3yeTCA 3Ha4YeHne stable.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CnHoncuc (config-comp)>  auto-update channel <channel

(config-comp)> no auto-update channel

AprymeHTbI AprymeHT |3HaueHme |OnucaHune

channel stable KOMMOHEeHTbLI MOJIHOCTLIO MPOTECTVPOBAHbI
M peKoMeHAyrTCa 419 YCTaHOBKW. B
Beb-mHTepderice 3TOT KaHaN yKa3aH Kak
Penus.

preview KomnoHeHTbI cogep>kaTt HoBelLwme GyHKLMN
1 yCOBepLUEHCTBOBAHWS, HO MPOTEeCTVUPOBaHbI
He NoNHOCTLIO. B Be6-MHTepdelice 3TOT kaHan
yKa3aH Kak lpepBapuTenbHas Bepcus.

draft KoMnoHeHTbI cogepikaTt HoBelilume GyHKLNK
1 NCNONb3YHTCA A5 TeCTUPOBaHMA. B
Beb-nHTepdeince 3TOT KaHaN yKasaH Kak
TectoBasa cbopka.

Mpumep (config-comp)> auto-update channel preview
Components: :Manager: Auto-update channel is "preview".

(config-comp)> no auto-update channel
Components: :Manager: Reset an auto-update channel to default.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.01 [JobaBneHa komaHaa components auto-update channel.

3.7.2 components auto-update disable

OnucaHune (DyHKLl,VIﬂ aBTOMATMYecKoro 06HOBNEHUSA KOMIMOHEHTOB. o YMO/T4aHUKO
aBTOMaTU4Yeckoe 06HOBEHME BKIHOUEHO.

KomaHga c npedurkcom no BKAtOUaeT aBToMaTnyeckoe o6bHOB/EHMeE.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbI/i BBog, /[la

CnHoncuc I(config—comp)> auto-update disable

I (config-comp)> no auto-update disable

Mpumep (config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.09 JlobaBneHa komaHza components auto-update disable.

3.7.3 components auto-update schedule

OnuncaHmne MprcBOUTL pacnucaHmne Ana paboTbl PyHKLMN aBTOMATNYECKOr0 O6HOBEHMS.
Mepes BbINOAHEHNEM KOMaHAbI pacnuncaHne A0/XXHO 6biTb CO3AaHO U
HaCcTpoeHo npu nomoLm komaHael schedule action.

KoMaHAa ¢ Nnpedunkcom no pa3pbiBaeT CBsi3b MeXAY pacnmncaHem u
aBTOMaTUYEeCKUM O6HOBNEHUNEM.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-comp)>  auto-update schedule «<schedule;

I (config-comp)> no auto-update schedule
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

schedule

PacnucaHne

HasBaHue pacnncaHma, CoO34aHHOIO npu

nomMoLum rpynnel KoMmaHa schedule.

(config-comp)> auto-update schedule Update
Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

Bepcus OnucaHve
3.03 [JlobaBneHa KoMaHAa components auto-update
schedule.

3.7.4 components check-update

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTsl

Mpumep

MpoBepuTb Hanu4ne 06HOBAEHUI NPOLUNBKU AN KaHANAATA AW yYacTHUKA
MoaynbHor Wi-Fi-cnctembl. 3Ta KOMaHAa TakKe 0TObpaXkaeT TEKYLLYHO BEPCUIO
NporpaMMHOro obecrneyeHns B TeCTOBOW cpeje

Het
Het

HeT

(config-comp)>  check-update [ force]

AprymeHT 3HayeHue OnuncaHwue

force Knoyesoe [MoCcTOAHHO NPOBEPATL Hann4me

CJ10B0 06HOBNEHUIA.

(config-comp)> check-update

sandboxes:
version: 4.03.C.9.0-0
name: lts-4.3

sandboxes:
version: 5.01.C.5.0-0
name: stable

sandboxes:
version: 5.01.C.6.0-1
name: preview

sandboxes:
version: 5.02.A.9.0-0
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name: draft

sandbox: draft
release: 5.02.A.9.0-0
title: 5.2 Alpha 9
timestamp: Sep 16 15:39:11

update-available: no

auto-update-pending: no

auto-update-enabled: no
checking: no

(config-comp)> check-update force

sandboxes:
version: 4.03.C.9.0-0
name: lts-4.3

sandboxes:
version: 5.01.C.5.0-0
name: stable

sandboxes:
version: 5.01.C.6.0-1
name: preview

sandboxes:
version: 5.02.A.9.0-0
name: draft

sandbox:
release:
update-available: no
auto-update-pending: no
auto-update-enabled: no
checking: yes

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.14 [JlobaeneHa komaHaa components check-update.
5.00 O6HoBneHbl OnucaHme v Mpumep.

3.7.5 components commit

OnucaHwne MpMeHUTb N3MeHeHWs, BHeCeHHble KoMaHAamu components install n
components remove.

Mpejukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het
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CuvHoncuc

WcTopus nsmeHeHum

(config-comp)>  commit

Bepcus

OnucaHune

2.00

Jo6aBneHa KOMaHza components commit.

3.7.6 components install

OnuncaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.7.7 components list

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOVKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

OTMETUTb KOMMOHEHT /151 NoC/eAytoLLein ycTaHOBKMU. OKOHYaTeNbHast
YCTaHOBKA BbINO/IHAETCH KOMaHA0M components commit.

Het
Ja
Ja

(config-comp)>

install «component

AprymeHT

3HavyeHue

OnucaHue

component

CTpoka

HasBaHune KoMnoHeHTa. CNNCoK AOCTYMHbIX
NS YCTaHOBKW KOMMOHEHTOB MOXET 6bITb
BbIBeJEH Ha 3KpaH KOMaHAoM components
list.

(config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.

Bepcusa

OnucaHune

2.00

[JobaeneHa komaHAa components install.

nepEKﬂI'OLWITbCFI Ha Bbl6paHHyI-O necovyHuUy n oTMeTuUTb 4114 YCTaHOBKU BCe
KOMIMOHEHTHI, Tpe6yrou.u/|e M3MeHEHNA ANA COOTBETCTBUA BEPCN B
rnecoyHunue. Echm BeIMONHNTD KOMaHAy 6e3 aprymeHTa, 1o 6yp,eT BbiBEAEH
BeCb CMMCOK BCEX KOMIMOHEHTOB TeKyu.|,e|7| necoYvyHmubl (yCTaHOBI'IEHHbIX "
AOCTYNHbIX 4114 yCTaHOBKI/I). Ecnn OTCYTCTBYET NOoAK/IHHYEHNE K MHTepHeT, TO
6y,u,eT BblBEAEH TOJIbKO CMUNCOK y>Ke YCTaHOB/ME€HHbIX KOMMOHEHTOB.

Het
Het

HeTt

I (config-comp)>

list [ sandbox ]
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AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

AprymeHT 3HauyeHue

OnucaHue

sandbox CTpoka

YpaneHHasa necoyHunua, Hanpumep stable
nnmn beta.

(config-comp)> list

firmware:
version: 2.13.C.0.0-1
sandbox: stable
local:
sandbox: beta
component:
name: base
priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb5840
installed: 2.13.B.1.0-1
preset: minimal
preset: recommended
queued: yes
Bepcus OnucaHve
2.00 JobasneHa koMaHaa components list.
2.06.A.6 [JobaeneH napameTp sandbox. KomaHaa components
list foKHa CNONB30BaThLCA BMECTO yCTapeBLUeli
components sync.

3.7.8 components preset

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

BbibpaTb roToBbIli HA6OP KOMMOHEHTOB. YCTaHOBKa Habopa BbINOJHAETCS
KOMaHzo components commit.

Mpexae yemM ycTaHOBUTbL HAbOp KOMMOHEHTOB, MPOBepbTe NOC/IeHMEe BepCUmn
KOMMOHEHTOB Ha cepBepe 06HOBMEHNIN KOMaHAoM components list.
TpebyeTcsa nogkntoueHmne K MHTepHeTy.

Het

Ja

MHorokpaTtHbiiA BBog Het

Hopper (KN-3810) — CnpaBOUYHVK KOMaHZ

69



naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

I(conﬂg-conun> preset qpreset

KonnuecTtBo 1 Ha3BaHWsA roToBbIX HA6OPOB KOMMOHEHTOB MOTYT 6bITb
N3MeHEeHbI, MO3TOMY PeKOMeHAyeTCs MPOBEPUTL CINCOK AOCTYMHbIX HA6OPOB
KoMaHZol preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWH1UManbHO BO3MOXHBbIW AN1S paboThl
YCTPOCTBA Habop KOMMNOHEHTOB byzeT
OTMeYeH.

recommended |PekomeHAyeMbli HA6OpP KOMMOHEHTOB byaeT
OTMeYeH ANs YCTaHOBKM.

(config-comp)> preset [Tabl]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

Bepcus OnucaHue

2.00 JlobaBneHa komaHAa components preset.

3.7.9 components preview

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

MokasaTb pa3Mep NPOLUNBKMN, COCTABNEHHOW N3 KOMMNOHEHTOB, BblGpaHHbIX
C NOMOLLbI KOMaHAbl components install.

Het

Aa

HeTt
I(conﬁg-conun> preview

(config-comp)> preview

preview:
size: 7733308
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Jlo6aBneHa KoMaHAa components preview.

3.7.10 components remove

OnucaHune OTMeTUTb KOMMOHEHT ANs nocneayroLwiero yganeHu4a. OkoHu4aTenbHoe
yAaneHume BbINMOJ/IHAETCA KOMaHA0m components commit.

MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  remove <component»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
component Ctpoka Ha3BaHVe KoMnoHeHTa. CNMCOK JOCTYMHbIX
ANS yaaneHns KOMMNOHEHTOB MOXET 6bITb
BbiBeJeH Ha 3KpaH KoOMaHAo components
list.
NMpumep (config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jo6aBneHa KkoMaHAa components remove.

3.7.11 components validity-period

OnucaHune YCTaHOBUTbL CPOK aKTyasbHOCTW JIOKaNbHOrO CINCKa KOMMOHEHTOB. 10
NCTeYeHN 3TOro BpeMeHn byaeT aBTOMaTUYeCK/ BbINOJIHEHa KOMaHAa
components list Ana nonyyeHns TekyLLero cnmcka KOMMNOHEHTOB C cepBepa
06HOBNEHMIA. [10 yMONYaHWIO NCMOJIb3YeTCs 3HaYeHne 1800.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-comp)>  validity-period <seconds>

I (config-comp)> no validity-period
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

seconds UYenoe uucro |CpoK aKTyasIbHOCTW NOKAJLHOIO Crncka
KOMMOHEHTOB B CekyHAax. MoxeT npuHMMaTb
3HayeHWAa B npegenax ot 0 4o 604800

BK/TOYNTEJIbHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve

2.03 Jlo6aBneHa komaHAa components validity-period.

3.8 crypto engine

OnucaHune

MNpedukc no
MeHsieT HaCTPOMKN
MHorokpaTHbI/ BBOJ,

CviHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Bbl6paTh TN 06paboTku ESP IPsec nakeToB. [10 yMOAYaHWUIO UCMONb3yeTcs
annapaTHbIA pexunMm.

KomaHga ¢ npedumkcom no otkaroyaeT GyHKLMIO.
Ja

Ja

Het

(config)> crypto engine <type>

(config)> no crypto engine

AprymeHT 3HaueHue |OnucaHve

type software |[porpaMMHbIN pexmnm.

hardware |AnnapaTHbI pexunm.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.

Bepcus OnucaHue

2.06 JobaBneHa koMaHaa crypto engine.
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3.9 crypto ike key

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

Jo6aButb kntou IKE ¢ naeHTNGUKaToOpoM yAaneHHOM CTOPOHBI.

KomaHza c npedurKcom no yaansieT ykasaHHbIN Koy,

Ja
Ja
Aa

(config)>

crypto ike key name> psk> (<types<id> | any)

(config)> no crypto ike key name>

AprymeHT 3HauyeHue OnuncaHwue
name Crtpoka HasBaHwue kntoya. JlonyckaeTtcs
1CMOIb30BaHVIe CIMBOJIOB JIATUHCKOro
andasuTa, UNdp, TOUKK, NOAYEPKUBAHUSA 1
deduca.
psk Ctpoka MNaponb ans ayteHTUdMKaumn. JnnHa napons
MOXEeT 6bITb OT 6 10 96 CMUMBOOB.
type address NaeHTudunkatopom aensetca IP-agpec.
fqdn NaeHTudnKaTopoM SBASETCA MNOAHOE
JOMeHHoe NMs.
dn NaeHTNPrKaTopoM ABASETCH JOMEHHOE NMS.
email NaeHTnunKaTopom ABNSETCA 3N1eKTPOHHbI
aapec e-mail.
id Ctpoka 3HaueHuve ngeHTudnKaTopa yaaneHHom
CTOPOHBI.
any Kriwyesoe PaspeluaeT ncnosb3oBaHme Kao4ya NS
C/10BO no60oin yaaneHHOM CTOPOHBI.

(config)> crypto ike key VirtualIPServer »
aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478 any
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »

added.

(config)>

crypto ike key VirtualIPServer »

aDjs0C1gvWCs0iE4Ijhs+HRnNPiheGA478R4M6d4+054LLihe any
IpSec: :Manager: "VirtualIPServer": crypto ike key successfully »

updated.

(config)> no crypto ike key VirtualIPServer
IpSec::Manager: "VirtualIPServer": crypto ike key successfully »

removed.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JobaeneHa komaHza crypto ike key.

3.10 crypto ike mtu

OnucaHwue YcTaHOBUTbL 3HaveHue MTU, koTopoe byaeT nepeaaHo IKE. Mo ymonyaHuto
MTU HacnepyeTcs oT MHTedelica, Yepes KOTOPbI OCYLLLeCTBASETCA A0CTYN B
VHTepHerT.

KomaHga ¢ npedunkcom no Bo3BpaLL,@eT 3HayueHmne MTU No yMOAYaHuio.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog Het

CuHoncuc (config)> crypto ike mtu (value)
(config)> no crypto ike mtu
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
value UYenoe uucso |3HauveHme MTU. MoxeT NpUHUMAaTb 3HaUeHNs
B npegenax oT 576 Ao 1500 BkAOUYUTENBHO.
Mpumep (config)> crypto ike mtu 1400
IpSec::Manager: IKE MTU value is set to 1400.
(config)> no crypto ipsec mtu
IpSec::Manager: Reset IKE MTU value.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.08 [JlobaBneHa komaHga crypto ike mtu.

3.11 crypto ike nat-keepalive

OnucaHue YCTaHOBUTbL TaliM-ayT Mexay naketamu keepalive B ciydae o6Hapy»eHuUs
NAT mexay KmeHToM n cepsepom IPsec. o yMOTYaHUIO yCTaHOBIEHO
3HauyeHwue 20.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.12 crypto

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

AprymeHThl

Mpumep

(config)> crypto ike nat-keepalive «nat-keepalive;

(config)> no crypto ike nat-keepalive

AprymeHT 3HayeHne |OnucaHue

nat-keepalive |Jeroe uucno |TainM-ayT mexay naketamm keepalive B
cekyHAax. MoxeT NpMHMMaTh 3Ha4YeHus B
npegenax ot 5 Ao 3600 BKIHOUUNTENLHO.

(config)> crypto ike nat-keepalive 90
IpSec: :Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec::Manager: Reset crypto ike nat-keepalive timeout to 20 s.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike nat-keepalive.

ike policy

JocTtyn K rpynne KoOMaHA ANns HaCcTPOViKM BblbpaHHOW nonnTtuku IKE. Ecnu
nonntuka IKE He HalijleHa, KOMaHAa NblTaeTca eé co3aathb.

KomaHga c npedurkcom no yaanset nonnTtuky IKE. NMpn 3TOM AaHHas NOANTUKA
IKE aBTOMaTu4yeckn ygansaeTcs 13 scex npounen IPsec.

Ja

Aa

Ja

(config-ike-policy)

(config)> crypto ike policy name>

(config)> no crypto ike policy name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka Ha3saHwve nonutuku IKE. lonyckaeTcs
1CNO/b30BaHMe CMBOJIOB JIAaTUHCKOro
andaBuTa, UNbp, TOUKK, NOAHEPKNBAHMA N
fedwuca.

(config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config)> no crypto ike policy test
IpSec: :Manager: Crypto ike policy "test" removed.

Bepcus

OnucaHmne

2.06

JobasneHa komaHgaa crypto ike policy.

3.12.1 crypto ike policy lifetime

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

YcTaHOBUTL BpeMs XN3HWM accouunaumm IPsec IKE. o ymonyaHuto
1ncnonb3yeTca 3HaueHre 86400.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoav4aHuio.

Ja
Ja

HeTt

(config-ike-policy)>  lifetime <lifetime>

(config-ike-policy)> no lifetime

AprymeHT

3HayeHue OnucaHue

lifetime

UYernoe uucno |Bpemsa xunsHu accoumauymm IPsec IKE B
cekyHAax. MoxeT npuHMMaTb 3Ha4YeHUs B
npegenax ot 60 Ao 2147483647.

(config-ike-policy)> lifetime 3600
IpSec::Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec: :Manager: "test": crypto ike policy lifetime reset.

Bepcus

OnucaHune

2.06

JobasneHa koMmaHgaa crypto ike policy lifetime.

3.12.2 crypto ike policy mode

OnucaHune

Mpedukc no

MeHsieT HacTpoViKKn

3afaTb Bepcuto npoTtokoa IKE. [To yMon4YaHUIo UCMOJIb3YeTCA 3HaYeHne

ikevl.

KomaHga ¢ I'Ipe¢I/IKCOM No BO3BpallaeT 3HayeHne no yMmoadaHuio.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Het

(config-ike-policy)>  mode «node>

(config-ike-policy)> no mode

AprymeHT 3HauyeHue OnuncaHwue

mode ikevl Bepcus npoTokona IKEv1.

ikev2 Bepcusa npoTtokona IKEv2.

(config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".

(config-ike-policy)> no mode
IpSec: :Manager: "test": crypto ike policy mode reset.

Bepcus OnucaHue

2.06 Job6asneHa KkomaHaa crypto ike policy mode.

3.12.3 crypto ike policy negotiation-mode

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

YcTaHoBUTE pexnm obmeHa ans IKEv1 (cMm. komaHgy crypto ike policy mode).
o ymonyaHumio Ncnonb3yeTcsa 3HaveHre main.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
Ja

Ja

Het

(config-ike-policy)>  negotiation-mode <negotiation-mode>

(config-ike-policy)> no negotiation-mode

AprymeHT 3HaueHue ‘OnwcaHme

negotiation-mode main OCHOBHOW pexum, 3alumiiaeT
naeHTndbmkKaumo nmpa.

aggressive |ArpeccmBHbI pexum, He 3almuLaeT
naeHTdMKaumo nmpa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-ike-policy)> no negotiation-mode
IpSec::Manager: "test": crypto ike policy negotiation-mode reset.

Bepcus OnucaHue

2.06 JobasneHa komaHgaa crypto ike policy
negotiation-mode.

3.12.4 crypto ike policy proposal

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.13 crypto

OnucaHwne

J06aBunTb B NoAnTUKyY IKE CCblKY Ha BbIbpaHHbI IKE proposal. OuepeaHoCTb
fo06aBneHns MeeT 3HaveHne Aas obMeHa faHHbIMUY No npoTtokony IKE.

KomaHga ¢ npedurkcom no yaanset ccbinky Ha IKE proposal.
[Ja

Ja

Aa

(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal <proposal

AprymeHT 3HayeHue OnuncaHwue

proposal Ctpoka HassaHwe IKE proposal. JlonyckaroTcs
CUMBOJIbl TATUHCKOrO andasunTa, Lndpsl,
TOUKM, NOAYEPKMBAHUA U AedUChI.

(config-ike-policy)> proposal test
IpSec::Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec::Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Bepcus OnucaHve

2.06 [JobaeneHa komaHza crypto ike policy proposal.

ike proposal

JocTyn K rpynne koMaHg, 415t HacTpoliku BbibpaHHoOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaHAa NbITaeTca ero co3aathb.
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naBa 3 OnncaHme KOMaHA,

Mpe¢ukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MONHbBIA CNNCOK aNrOPUTMOB LWNGPOBaAHMSA peann3oBaHHbIX B CUCTEME
npuBegeH B [prnoxeHnn.

KomaHga c npedurkcom no yaanset IKE proposal. Mpu 3Tom 13 Bcex NOANTUK
IKE aBTOMaTM4YeCcKn yAansaTCa CCbIIKU Ha AaHHbIN [KE proposal.

Aa

[Ja

Ja

(config-ike-proposal)

(config)> crypto ike proposal name>

(config)> no crypto ike proposal name>

AprymeHT 3HauyeHue OnuncaHwue

name CTtpoka HasBaHue IKE proposal. JonyckatoTcs
CUMBOJIbl TATUHCKOrO andasuTa, Lndpsl,
TOUKM, NOAYEPKMBAHUA U AedUChHI.

(config)> crypto ike proposal test
IpSec: :Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ike proposal.

3.13.1 crypto ike proposal aead

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTpoViKKn

BrntounTs pexuim windpoBaHua AEADans IKE proposal.
Het

Het

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

I(config-ike-proposal)> aead

(config-ike-proposal)> aead
IpSec: :Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.05

[JobaeneHa komaHaa crypto ike proposal aead.

3.13.2 crypto ike proposal dh-group

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

Jo6asuTb BblibpaHHyto DH rpynny B IKE proposal Ans paboTbl B pexume PFS.
OuepeAHOCTb A06aBNEHVA MIMeeT 3HaveHne AN obmeHa AaHHbIMM MO

npotokony IKE.

KomaHga ¢ npedpurkcom no yaanseT BolbpaHHYO rpynny.

Ja
Aa
Ja

(config-ike-proposal)>

dh-group «dh-group»

(config-ike-proposal)> no dh-group «dh-group»

AprymeHT

3HavyeHue

OnucaHue

dh-group

1

2

5

14

15

16

17

18

19

20

21

25

26

31

32

DH rpynna gns paboTbl B pexume PFS.

(config-ike-proposal)> dh-group 14

IpSec: :Manager:

successfully added.

"test": crypto ike proposal DH group "14" »
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-ike-proposal)> no dh-group 14
IpSec: :Manager: "test": crypto ike proposal "test" group type »
successfully removed.

Bepcus

OnucaHmne

2.06

JobasneHa KkomaHaa crypto ike proposal dh-group.

3.13.3 crypto ike proposal encryption

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

J06aBnTb BbIbpaHHbIN TUN WndpoBaHus B IKE proposal. O4epeaHOCTb
fo06aBneHns MeeT 3HaveHne Aas obMeHa faHHbIMUY No npoTtokony IKE.

KomaHgaa ¢ npedpurkcom no yaanseT BolbpaHHbIA TUN WindpoBaHuUS.

Ja
Ja
Aa

(config-ike-proposal)>

encryption encryption»

(config-ike-proposal)> no encryption <encryptions

AprymeHT

3HayeHue

OnuncaHue

encryption

des

3des

aes-cbc-128

aes-chc-192

aes-chc-256

aes-ctr-128

aes-ctr-192

aes-ctr-256

Tun wndposaHua IKE.

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »

"des" added.

(config-ike-proposal)> no encryption des

IpSec: :Manager:

type successfully removed.

"test": crypto ike proposal "test" encryption »

Bepcus

OnucaHune

2.06

JobasneHa komaHgaa crypto ike proposal encryption.
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naBa 3 OnncaHme KoMaHp,

3.13.4 crypto ike proposal integrity

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Jo6aBuTb BbIbpaHHOe 3Ha4eHue anroputma nognucn HVAC B IKE proposal.
OuepegHoCTb fo6aBneHNA MMeeT 3HaueHe 419 obMeHa JaHHbIMU NO
npotokony IKE.

KomaHga ¢ npedpurkcom no yaansieT BblopaHHbIA anropuTMm.
Ja

Ja

Aa

(config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHT 3HaueHue |OnucaHmue
integrity md5 Anroputm nognucu HMAC IKE
shal COO6LLEeHMIA.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec::Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

Bepcus OnucaHve

2.06 [JlobaeneHa komaHza crypto ike proposal integrity.

3.13.5 crypto ike proposal prf

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

Jo6aBuTb BbibpaHHyto rpynny PRF B IKE proposal.
KomaHga ¢ npedpurkcom no yaanseT BblopaHHbIA anropuTMm.
Ja

[Ja

Ja
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-ike-proposal)>  prf «prf>
(config-ike-proposal)>  no prf «prf>
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
prf md5 Anropunt™m nognucu HMAC ans IKE
shal COO6LLEeHNI.
aes-xchc
sha256
sha384
sha512
aes-cmac
NMpumep (config-ike-proposal)> prf sha256
IpSec::Manager: "TEST": crypto ike proposal prf algorithm »
"sha256" successfully added.
(config-ike-proposal)> no prf sha256
IpSec: :Manager: "TEST": crypto ike proposal "TEST" prf type »
successfully removed.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.05 JobasneHa komaHaa crypto ike proposal prf.

3.14 crypto ipsec incompatible

OnucaHue OTKNOUNTL NMPOBEPKY COBMECTUMOCTU IPsec TyHHenel. 1o yMon4aHuio
HaCcTpoMKa OTK/YeHa.

KomaHaa ¢ npepunKcom no BkItOUaeT NpoBepKy 06paTHO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncue I(conﬁgﬁ> crypto ipsec incompatible
I(conﬂgﬁ>nocrypto ipsec incompatible
Mpumep (config)> crypto ipsec incompatible

IpSec::Manager: Compatibility checks is disabled.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.15 crypto

OnuncaHwune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

(config)> no crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is enabled.

Bepcus OnucaHue

2.10 JobasneHa KomaHaa crypto ipsec incompatible.

ipsec profile

JocTyn K rpynne KoMaHZ4 ANs HaCTPOMKKW BbibpaHHOro npoguns IPsec. Ecan
npoounb He HanAeH, KOMaHAA NbITAeTCA ero Co3Aathb.

KomaHga c npedunkcom no yaanseT npodunb. Mpu 3TOM CCbIKM Ha AaHHbI
npodrab aBTOMaTUYECKN YAANAIOTCA 130 BCEX KPUMTOKAPT IPsec.

Ja
Ja
Aa

(config-ipsec-profile)

(config)> crypto ipsec profile <name»

(config)> no crypto ipsec profile <name>

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka HassaHune npoduns IPsec. lonyckaroTcs
CUMBOJIbI TaTUHCKOrO andasunTa, undpbl,

TOYKM, NOAYEPKNBAHNSA N AedUChI.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHga crypto ipsec profile.

3.15.1 crypto ipsec profile authentication-local

OnucaHue 3agatb TN ayTeHTUbMKaLNM NOKaJIbHOro xocTa. Mo ymonyaHumno
MNCNonb3yeTcd 3Ha4YeHne pre- share.
KomaHga ¢ npedrkcom no Bo3BpaLlaeT 3Ha4eHne No yMOAYaHUIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncuc (config-ipsec-profile)>  authentication-local «auth

(config-ipsec-profile)> no authentication-local

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

auth pre-share Ha AaHHbIA MOMEHT eANHCTBEHHOE
AOCTYMHOEe 3HayeHue.

Npumep (config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec::Manager: "test": crypto ipsec profile authentication-local »
reset.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa komaHga crypto ipsec profile
authentication-local.

3.15.2 crypto ipsec profile authentication-remote

OonucaHue 3agaTb TUN ayTeHTUPMKALMM yaaneHHoro xocta. Mo ymonyaHuo
MCNONb3yeTcs 3HaYeHue pre-share.

KomaHza ¢ npedrKcom no Bo3BpaLLaeT 3HayeHre rno YMONYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-ipsec-profile)> authentication-remote auth»
(config-ipsec-profile)> no authentication-remote
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
auth pre-share Ha gaHHbIn MOMEHT eAVHCTBEHHOE
JAOCTYMHOEe 3HayeHue.

Hopper (KN-3810) — CnpaBOUYHVK KOMaHZ 85



naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> authentication-remote pre-share
IpSec: :Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
authentication-remote.

3.15.3 crypto ipsec profile dpd-clear

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

3agaTb CNocob AecTBMA Npy 06HapyXeHnn HepaboTatoLero nupa IKE. Mo
YMONYaHMIO NapameTp BK/IOYEH, YTO 03HavaeT yaaneHne nHpopmaLlmm o
nupe.

KomaHga ¢ npedpurKcom no ycTaHaBAMBaeT jelicTBue B restart.
Ja
[Ja

HeT

I (config-ipsec-profile)>  dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".

Bepcus OnucaHve

2.1 Jlo6aBneHa koMmaHga crypto ipsec profile dpd-clear.

3.15.4 crypto ipsec profile dpd-interval

OnucaHwne

3afaTb NapameTpbl MeToAa AN 0O6HapyXeHns HepaboTatoLwmx IKE NMpoB..
Mo ymonuaHuio 3HaveHue interval paBHo 30, retry-count pasHo 3.

KomaHga ¢ I'Ide)I/IKCOM Nno BO3BpaLlaeT 3HayeHnda No yMon4aHUHo.

86

CnpaBoyHuk koMaHa — Hopper (KN-3810)



naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncuc (config-ipsec-profile)>  dpd-interval<intervals [retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interval Yenoe uucno |NHTepBan oTnpasku DPD NakeToB B CEKYHAAX.
MoxeT NnpnHMMaTh 3HaYeHWs B nNpejenax ot
2 1,0 3600.

retry-count |YJenoe uucno |Konnuectso nomnbITOK oTnpasku DPD nakeTos.
MoxxeT npMHMMaTbL 3Ha4YeHVsa B pejenax ot
3 70 60.

Npumep (config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.06 [Jlo6aBneHa komaHga crypto ipsec profile dpd-interval.

3.15.5 crypto ipsec profile identity-local

OnucaHwue 3ajaTb NOKanbHbIM geHTUdMKaTOP ANA Npoduns IPsec.
KomaHga ¢ npedumkcom no yganset nokanbHbl MgeHTUPUKaTop.

MpumedaHue:  Tun fgdn No3BonseT BbIOpaTb CTOPOHHUIA JOMEHHbI

ceptudurkat (Hanpumep, oT DynDns) ana noaka4YeHUs K
cepBepy IKEv2 IPSec.

[Ansi BO3BpaLLeHNs B aBTOMAaTUUECKNI peXXrIM HE06X0aVIMO
BBECTW KOMaHAY C K/Ito4EBbLIM C/IOBOM ndns:

crypto ipsec profile identity-local fqdn ndns
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOA, Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-ipsec-profile)>  identity-local type> «<id>

(config-ipsec-profile)> no identity-local

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

type address IP-agpec.

fqdn MonHoe goMeHHOoe nMS4.

dn JomeHHoe nm4.

email E-mail agpec.

id CTpoka 3HaueHVe NI0KaNbHOro NAeHTUdUKaTopa.

Npumep (config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Config::Profile: "test": set local ID "10.10.10.5" with »
type "address".

(config-ipsec-profile)>identity-local fqdn my.example.com
IpSec::Config::Profile: "VPNL2TPServerIKE2": set local ID »
"my.example.com" with type "fqgdn".

(config-ipsec-profile)> identity-local fqdn ndns
IpSec::Config::Profile: "VPNL2TPServerIKE2": set local ID "ndns" »
with type "fqdn".

(config-ipsec-profile)> identity-local dn mydomain
IpSec::Config::Profile: "test": set local ID "mydomain" with »
type "dn".

(config-ipsec-profile)> identity-local email my@example.com
IpSec::Config::Profile: "test": set local ID "my@example.com" »
with type "email".

(config-ipsec-profile)> no identity-local
IpSec::Config::Profile: "test": reset local ID.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 [JlobaBneHa komaHAa crypto ipsec profile identity-local.

5.00 JobasneHa nogaep>kka nonb3osatenbckmx FQDN B
KavecTBe ngeHTudmKaTopos cepsepa IKEv2 IPSec ¢
cepTndurkaTamm.

3.15.6 crypto ipsec profile match-identity-remote
OnucaHune 3afatb MAEeHTNPNKATOP YAAaNEHHOr0 XOCTa AN BbIbpaHHOro npoduns IPsec.
KomaHaa ¢ npepurkcom no yaanset naeHTndumkaTop yaaneHHoro xocra.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ipsec-profile)> match-identity-remote (<type><ids | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
type address Tun naeHtnoukatopa — IP-agpec.
fqdn Tun naeHTndrkaTopa — NOAHoe AOMeHHoe
nms.
dn Tun naeHTndrKaTopa — AOMEHHOE UMS.
email Tun ngeHTndukaTopa — agpec e-mail.
id Ctpoka 3HaueHuve ngeHTUdmnKaTopa yaaneHHoro
xocTa.
any Knouesoe Pa3pelwnTb ncnonb3oBaHWe ntoboro
C/10BO yAaneHHoro xocTa.

Npumep (config-ipsec-profile)> match-identity-remote any
IpSec::Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote reset.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.06 JobasneHa KoMaHaa crypto ipsec profile
match-identity-remote.

3.15.7 crypto ipsec profile mode

OnucaHune YCTaHOBUTbL pexuM paboTbl IPsec. 10 yMOAYaHUIO UCMOb3YyeTCs 3HaYeHne
tunnel.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-ipsec-profile)>  mode mode>
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> no mode

AprymeHT

3HaueHue |OnucaHvie

mode

tunnel TYHHENbHbIN pexuM, NP1 KOTOPOM
Becb IP nakeT wndpyetcs n/unm
npoBepseTcs Ha MNOA/IMIHHOCTb.

transport |TpPaHCNOPTHbLIN pexXuMm, Koraa
WnpyeTcs TONbKO CoOAepXMMOoe
IP-nakerTa.

(config-ipsec-profile)> mode transport

IpSec: :Manager:
"transport".

"test": crypto ipsec profile mode set to »

(config-ipsec-profile)> no mode

IpSec: :Manager:

"test": crypto ipsec profile mode reset.

Bepcusa

OnucaHune

2.06

[Jlo6aBneHa komaHgaa crypto ipsec profile mode.

3.15.8 crypto ipsec profile policy

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

3ajaTb CCbIIKY Ha CyLlecTBYHOLLY NoanTuky IKE (CM. KoMmaHay crypto ike

policy).

KomaHaa ¢ npepurkcom no yaanseT CCbiKy.

Ja
Aa

HeTt

(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

AprymeHT

3HauyeHue OnucaHwue

policy

Crpoka HasBaHwue nonntmnku IKE. Cnmncok
AOCTYMHbIX MOJINTUK MOXHO YBUAETb
C MoMoLLbo KoMaHApl policy [Tab].

(config-ipsec-profile)> policy [Tabl]

Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
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naBa 3 OnncaHme KOMaHA,

UcTopusa nsmeHeHwnii

VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec::Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec profile policy.

3.15.9 crypto ipsec profile preshared-key

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3a4aTh CBA3aHHYIO KAo4UeByo dpasy ans gaHHoro npodbuns IPsec.
KomaHga ¢ npedurkcom no yaanseT kao4esyro ¢ppasy.

Aa

Ja

Hert

(config-ipsec-profile)>  preshared-key preshare-key>

(config-ipsec-profile)> no preshared-key

AprymeHT 3HauyeHue OnucaHwue

preshare-key|Crpoka 3HaueHue Knr4eBon dppassbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec::Manager: "test": crypto ipsec profile preshared key reset.

Bepcus OnucaHue

2.06 JobasneHa KoMaHaa crypto ipsec profile
preshared-key.

3.15.10 crypto ipsec profile xauth

OnuncaHwne

BkntoumnTb fONONHUTENbHYI0 ayTeHTugmKaumio XAuth ansa pexxuma IKEv1. Mo
YMOAYaHUIO QYHKLMSA OTKIOYEHa.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

KomaHaa ¢ npedurKCcom no oTKAKOYaET AOMONHUTENbHYH NPOBEPKY

NOATNHHOCTW.

Ja
Aa

Het

(config-ipsec-profile)>

xauth «type>

(config-ipsec-profile)> no xauth

AprymeHT 3HaueHve |OnucaHve
type client KnneHTckuin pexnm,
server CepBepHbIi pexmnm.

(config-ipsec-profile)> xauth client

IpSec: :Manager:

"client".

"test": crypto ipsec profile xauth set to »

(config-ipsec-profile)> no xauth

IpSec: :Manager:

"test": crypto ipsec profile xauth is disabled.

Bepcus

OnucaHune

2.06

Job6asneHa KoMmaHaa crypto ipsec profile xauth.

3.15.11 crypto ipsec profile xauth-identity

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncumc

AprymeHTsl

YKa3aTb I0rvH 415 AONONHUTENbHOM ayTeHTUduKaumm XAuth B KTIMEHTCKOM

pexvme.

KomaHza c npedurKcom no yaansieT norvH.

Ja
Ja

Het

(config-ipsec-profile)>

xauth-identity <identity

(config-ipsec-profile)> no xauth-identity

AprymeHTt

3HayeHue

OnuncaHue

identity

CTpoka

JIOrVH ANSA KNMeHTCKoro pexuma XAuth.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcus OnucaHve

2.06 [JlobaBneHa komaHza crypto ipsec profile xauth-identity.

3.15.12 crypto ipsec profile xauth-password

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YkaszaTb Naposib AN AOMNONHUTENBbHON ayTeHTUdUKaLmMM XAuth B KIMEHTCKOM
pexvme.

KomaHga c npedunkcom no cTrpaeT 3HauyeHne naposs.
Ja

Aa

Het

(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnuncaHwue
password CTpoka Maponb Ans KNMeHTCKoro pexmnma XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 [JlobaBneHa KkomaHga crypto ipsec profile
xauth-password.
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naBa 3 OnncaHme KoMaHp,

3.16 crypto

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.17 crypto

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

ipsec rekey delete-delay

3agaTb VHTepBan nepeg yaaneHmem IKE SA nocsie nonyyeHus KoMmaHabl
DELETE OT yA4aneHHON CTOPOHbI. [10 yMon4aHMIo ncnonb3yeTcs 3HayeHve 10.

KomaHza c npe$urkcom no BO3BpaLLAET 3HaYeHMe Mo YMONYAHNIO.
Ja

Ja

Het

(config)>  crypto ipsec rekey delete-delay «delay»

(config)> no crypto ipsec rekey delete-delay

AprymeHT 3HauyeHue OnuncaHwue

delay lenoe 4ucno |3HayeHve 3afepXKn B cekKyHAax. MoxeT
NMPUHMMaTb 3HaYeHUA B Npejenax ot 1 40 60.

(config)> crypto ipsec rekey delete-delay 1
IpSec: :Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

Bepcus OnucaHve

2.11 [JobaeneHa KomaHza crypto ipsec rekey delete-delay.

ipsec rekey make-before

BrkrounTb pexxmm yctaHoBky HOBbIX IKE SA 0 paspbiBa npegblaywmx. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHaA.

KomMaHza ¢ npeprKCOM NO OTK/KOYAET 3TOT PEXMM.
Ja

Ja

Het

I (config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

3.18 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

(config)> crypto ipsec rekey make-before
IpSec: :Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec rekey make-before.

ipsec transform-set

JocTyn K rpynne KoMaHA A5t HACTPOKW BbIBpaHHOro npeobpasosaHns IPsec
ESP BO 2 ¢a3ze. Ecnm npeobpa3oBaHme He Hal4eHo, KOMaHAa MblTaeTcs ero
Co34aThb.

KomaHga ¢ npedunkcom no ygansiet npeobpasoBaHue. MNpu 3ToM 13 BCex
KpUNTOKapT IPsec aBTOMAaTUYECKN YAANAOTCSA CChIIKM Ha AaHHOe
npeobpasoBaHue.

Ja

Aa

Ja

(config-ipsec-transform)

(config)> crypto ipsec transform-set name>

(config)> no crypto ipsec transform-set name>

AprymeHT 3HauyeHue OnucaHwue

name Ctpoka HasBaHune npeobpasoBaHus IPsec.
JlonyckarTca CMMBOJIbI NaTUHCKOTO
andasnTa, UNPPbI, TOUKN, NOAYEPKNBAHUSA

n geducel.

(config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.

(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.

Bepcus OnucaHue

2.06 JobasneHa koMaHgaa crypto ipsec transform-set.
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naBa 3 OnncaHme KoMaHp,

3.18.1 crypto ipsec transform-set aead

OnucaHue BrntounTb pexum wndposaHua AEADanA IPsec.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-ipsec-transform)>  aead

Npumep (config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »
AEAD mode.

VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue
3.05 Jlo6aBneHa koMmaHga crypto ipsec transform-set aead.

3.18.2 crypto ipsec transform-set cypher

OnucaHune Jo6aBuTb Bbi6paHHbIN TN WndpoBaHMA B NpeobpasoBaHue IPsec.
OuepegHoCTb fo6aBNeHNS MMeeT 3HaueHKe 419 0bMeHa JaHHbIMUK NO
npotokony IKE.

KomaHga ¢ npepurkcom no yaanseT Bol6paHHbIA TUN WNdPOBaHMUS.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOA, [a

Cunoncnc (config-ipsec-transform)>  cypher «cypher;
(config-ipsec-transform)> no cypher «cypher»
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
cypher esp-des Tun WwndpoBaHma NpeobpaszoBaHUS
IPsec ESP.
esp-3des
esp-aes-128
esp-aes-192
esp-aes-256
Npumep (config-ipsec-transform)> cypher esp-3des

IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus OnucaHue

2.06 JlobaBneHa komaHga crypto ipsec transform-set cypher.

3.18.3 crypto ipsec transform-set dh-group

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

Jlo6aBuTb BeibpaHHyto DH rpynny B npeobpasoBaHue IPsec anst paboTbl B
pexuvme PFS. OuepeaHOCTb J0baBneHNs MeeT 3HaveHne 415 obmMeHa
JaHHbIMK No npoTtokony IKE.

KomaHga c npedunkcom no yaanseT BbIbpaHHy rpynny.
Ja

Ja

Aa

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HayeHue |OnucaHve

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2
5

14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set
dh-group.

3.18.4 crypto ipsec transform-set hmac

OnucaHune Jo6aBuTb Bbi6paHHbI anroputm noagnucn HVIAC B npeobpasoBaHue IPsec.
OuepegHocTb fo6aBNeHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npednKcom no yaanseTt BbIOpaHHbIA anropuTM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIii BBog, /[la

CuHoncuc (config-ipsec-transform)>  hmac <hmac>
(config-ipsec-transform)> no hmac <hmac>
AprymeHTbl AprymeHT (3HauyeHue OonucaHune
hmac esp-md5-hmac Anroputm noanmnecn HMAC
esp-shal-hmac npeobpasoBaHus IPsec ESP.
esp-sha256-hmac
esp-sha512-hmac
esp-null-hmac
Npumep (config-ipsec-transform)> hmac esp-sha512-hmac
IpSec::Config::TransformSet: "TEST": added auth "esp-sha512-hmac".
(config-ipsec-transform)> no hmac esp-sha512-hmac
IpSec::Config::TransformSet: "TEST": removed auth »
"esp-sha512-hmac".
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.06 [JlobaBneHa koMmaHga crypto ipsec transform-set hmac.
4.02 Job6asneHa nopaep>xka ansa esp-sha512-hmac Ha IKE
Phase II.

3.18.5 crypto ipsec transform-set lifetime

OnucaHue YCTaHOBUTL BPeMSI XXMN3HU BbIbpaHHOro npeobpasoBaHus IPsec. Mo
YMONYaHUIO NCMOJIb3yeTcsa 3HaueHve 3600.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.19 crypto

OnucaHune

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

KomaHza ¢ npedprKcom no Bo3BpaLLAeT 3HAUYEHME MO0 YMOIYAHUIO,
Ja

Aa

Het

(config-ipsec-transform)>  lifetime («lifetime>

(config-ipsec-transform)> no lifetime

AprymeHT 3HauyeHue OnuncaHwue

lifetime Lenoe uyncno |Bpems Xn3HW npeobpasoBaHus IPsec B
cekyHzax. MoxeT npvHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

(config-ipsec-transform)> lifetime 8640
IpSec: :Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ipsec transform-set
lifetime.

map

JocTyn K rpynne KOMaHZA A1 HaCTPOMKW BbIBPaHHOM KpUMTOKapThl [Psec.
Ecnv kpuynTokapTa He HadeHa, KOMaHAA NblTaeTcs eé co3aaThb.

KomaHgaa ¢ npedurkcom no yaanaet KpUNTokapTy.
Aa
Ja
Ja

(config-crypto-map)

I (config)> crypto map name»

I (config)> no crypto map <name>
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

name Crpoka Ha3BaHVve KpunTokapTbl IPsec. jonyckaroTcs
CUMBOJIbI TATUHCKOro andasuTa, Ludpsl,
TOYKW, NoAYepKNBaHUA N JeduChbl.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec::Manager: Crypto map profile "test" removed.

Bepcus OnucaHve

2.06 [JlobaBneHa KoMaHAa crypto map.

3.19.1 crypto map connect

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

BrntounTb aBTOMaTNYecKoe 6e3yc/ioBHOe coefHeHMe IPsec ¢ yaaneHHoM
CTOPOHOM. HacTporika He MeeT CMbIC/1a, eC/IN OCHOBHOMY YAalleHHOMY XOCTY
NprCcBOEHO 3HaveHre any (CM. KOMaHay crypto map set-peer). 1o

YMOJ/IYaHUIO HAaCTPOIKa OTK/IIOUEHa U coeAnHeH e byeT yCTaHOBNEHO Mpu
nonbITke nepeAatb Tpadumk Yepes npeobpasoBaHme IPsec ESP.

KomaHgaa ¢ npedrkcom no oTk/IoUYaeT aBToMaTnyeckoe 6e3ycoBHoe
coefVHeHNe.

Ja
Aa
Het
I(config—crypto—map)> connect

I (config-crypto-map)> no connect

(config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

Bepcus OnucaHve

2.06 JlobaBneHa koMaHza crypto map connect.
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naBa 3 OnncaHme KOMaHA,

3.19.2 crypto map enable

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb BbIbpaHHY KpUnToKapTy IPsec. Mo ymonyaHuio napameTp
BKJIFOYEH.

KomaHga ¢ npedprKcoM no oTK/I0UYaeT KpUNTOKapTY.
Ja
Ja

Het

I (config-crypto-map)>  enable

I (config-crypto-map)> no enable

(config-crypto-map)> enable
IpSec: :Manager: "test": crypto map enabled.

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

Bepcus OnucaHve

2.06 JobasneHa KoMaHAa crypto map enable.

3.19.3 crypto map fallback-check-interval

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Bknountb nepmnoan4yeckyto npoBepky A40CTYNMHOCTU OCHOBHOIO XOCTa
BO3BpaTa Ha HEro B TOM C/iydae, Korga HasHa4eHbl U OCHOBHOW pe3epBHb||7|
yAaneHHble XOCTbl. Mo YMONYaHUKO HaCTpOIZKa OTK/IKOYeHa.

KomaHga c npedurkcom no oTkaroUaeT NpoBepKy.

Ja

[Ja

Het

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHT 3HayeHne |OnucaHue

interval-value|lesoe uucno |lepnos npoBepkn B cekyHAax. MoxeT
nPUHKMaTL 3HaYeHNA B Npeaenax ot 60 Ao
86400.
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naBa 3 OnncaHme KoMaHp,

NMpumep (config-crypto-map)> fallback-check-interval 120
IpSec: :Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec::Manager: "test": crypto map fallback check interval is »

cleared.
VICTOpI/Iﬂ V|3MEHEHV||7| Bepcmﬂ onucaHuve
2.06 [JobaeneHa komaHaa crypto map
fallback-check-interval.

3.19.4 crypto map force-encaps

OnucaHune MpUHYANTENBbHO BKAOYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP anst o6xoaa
firewall n NAT.

KomaHaa ¢ npedrKcom no OTKAOYaET 3TOT PeXuMm.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-crypto-map)>  force-encaps
I (config-crypto-map)> no force-encaps
Mpumep (config-crypto-map)> force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
enabled.
(config-crypto-map)> no force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
disabled.
VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue
2.08 Jlo6aBneHa komaHga crypto map force-encaps.

3.19.5 crypto map I2tp-server dhcp route

OnucaHwue HasHaunTb MapLLpyT, nepesaBaemMblii yepes coobLieHms DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHaa ¢ npeprKcom no oTMeHsIeT NoslyYeHne yKkasaHHOro MapLupyTa.
Ecnu BBecT KoMaHAy 6e3 aprymMeHTOB, 6yeT OTMeHEeHO NoJlyyeHmne Bcex
MapLLpYTOB.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-crypto-map)>  12tp-server dhcp route <address> anask»
(config-crypto-map)> no 12tp-server dhcp route [ «addresss amasks ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IP-appec Afpec ceTeBOro K/MeHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOI ANNHbI Npeduikca (Hanpumep, /24).
Npumep (config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24

IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route
IpSec::Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie
2.12 JlobaBneHa komaHAa crypto map 12tp-server dhcp
route.

3.19.6 crypto map I2tp-server dns-servers

OnucaHue Yka3zaTtb DNS-cepBepbl 4518 MOAK/IHOYEHUS KNMeHTOoB K L2TP/IPsec-cepBepy.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpejukc no Ja

MeHsieT HacTpoliku  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  12tp-server dns-servers «dnsl [ «dns2;]
(config-crypto-map)> no 12tp-server dns-servers
AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
dns2 IP-appec Agpec BTopnyHoro DNS-cepsepa.
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-crypto-map)> 12tp-server dns-servers 1.1.1.1
IpSec::L2tp::Manager: Set custom DNS server "1.1.1.1".

(config-crypto-map)> 12tp-server dns-servers 1.1.1.1 8.8.8.8
IpSec::L2tp::Manager: Set custom DNS servers "1.1.1.1" and »
"8.8.8.8".

(config-crypto-map)> no 12tp-server dns-servers
IpSec::L2tp::Manager: Disabled custom DNS servers.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
5.00 JlobaBneHa komaHAa crypto map I2tp-server
dns-servers.

3.19.7 crypto map I2tp-server enable

OnucaHwue Brknrountb L2TP-cepBep Ha kpunTokapTe IPsec. 1o ymoi4aHWIO napamMeTp
BKJ/IHOYEH.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncue I (config-crypto-map)>  12tp-server enable
I (config-crypto-map)> no 12tp-server enable
Mpumep (config-crypto-map)> 12tp-server enable
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.
(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.1 JobaBneHa koMaHAa crypto map I2tp-server enable.

3.19.8 crypto map I2tp-server interface

OnucaHue Ces3aTb cepBep L2TP ¢ yka3aHHbIM UHTepdeicoM.

KomaHaa ¢ npedunKcom no paspbiBaeT CBSi3b MeXAy CepBepoOM U1
nHTepdericom.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het
(config-crypto-map)>  12tp-server interface <interface

(config-crypto-map)> no 12tp-server interface

AprymeHT |3HauyeHune OnuncaHwue

interface |WHTepgeric MonHoe nmsa nHTepderica NI NCEBLOHNM.
Cnncok AOCTYMHbIX ANs BblIbopa
NHTepdericoB MOXHO yBUAETb BBEAA
KomaHgay I12tp-server interface [Tab].

(config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl
GuestWiFi

(config-crypto-map)> 12tp-server interface ISP
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is unbound.

Bepcus OnucaHue

2.1 JlobasneHa koMaHAa crypto map I12tp-server interface.

3.19.9 crypto map I2tp-server ipvecp

OnucaHune

Brkntountb noaaepxky IPv6. [lnsa kaxgoro L2TP-cepBepa cO34at0TCA
DHCP-nynbl IPv6. Mo yMOAYaHMIO HAaCTPOKa OTKAKOUeHa.
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naBa 3 OnncaHme KoMaHp,

KomaHaa ¢ npepurKcom no oTKIHOYaeT HaCTPOUKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CnHoncuc I (config-crypto-map)>  12tp-server ipvécp
I (config-crypto-map)> no 12tp-server ipvécp

NMpumep (config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.
(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.00 Jlo6baBneHa koMaHza crypto map I2tp-server ipvécp.

3.19.10 crypto map I2tp-server Icp echo

OnucaHwue 3a4aTb NpaBuia TeCTUPOBaHUSA coeanHeHus L2TP-cepsepa cpeacTeamu LCP
echo.

KomaHgaa c npedumkcom no otkntouaet LCP echo.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CnHoncuc (config-crypto-map)>  12tp-server lcp echo <interval> c«count»
(config-crypto-map)> no 12tp-server lcp echo
AprymeHTbI AprymeHT 3HaueHue OonucaHue

interval lenoe uncno |VIHTepBan Mexgy otnpaskamu LCP echo, B
cekyHpAax. Ecnu B TeyeHue ykasaHHOro
NHTepBaa BpeMeHW OT yAaneHHOW CTOPOHbI
He bbln nonydeH LCP 3anpoc, el byaet
oTMpaB/ieH Takol 3anpoc € OXnAaHneM
oTeeTa LCP reply.

count lenoe umucno |Konuuectso oTrpasieHHbIX NOAPSA/ 3anpocoB
LCP echo Ha KOTOpble He 6b11 NonyyYeH oTBeT
LCP reply. Ecnn count 3anpocoB LCP echo
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

ocTanucb 6e3 oTBeTa, coeavHeHVe byaeT

pa3opBaHo.
Npumep (config-crypto-map)> 12tp-server lcp echo 5 3
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »

set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 [Jlo6baBneHa koMaHgaa crypto map I2tp-server Icp echo.

3.19.11 crypto map I2tp-server mru

OnucaHwue YcTaHoBUTbL 3HaveHue MRU, koTopoe byaeT nepesaHo cepsepy L2TP. Mo
YMONYaHUIO NCMOJIb3yeTcd 3HaueHve 1200.

KomaHga ¢ npedurkcom no yctaHaBAMBaET 3HaUEHKMeE MO YMOAYaHUIO.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-crypto-map)>  12tp-server mru aru»

(config-crypto-map)> no 12tp-server mru

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

mru UYesoe uucro |3HaveHue MRU. MoxeT MpUHNUMaTb 3HaUeHnNs
B npegenax oT 128 o 1500 BkAOUMTENBHO.

Mpumep (config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.1 JlobaBneHa komaHAa crypto map 12tp-server mru.
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naBa 3 OnncaHme KoMaHp,

3.19.12 crypto map I2tp-server mtu

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

3.19.13 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YcTraHoBUTL 3HaveHve MTU, koTopoe byaeT nepegaHo cepsepy L2TP. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1400.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAaUEHME MO YMOAYAHUNIO.
Ja

Ja

Het

(config-crypto-map)>  12tp-server mtu mtu»

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HayeHue OnuncaHue

mtu lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHVMATbL 3HaUYeHNS
B npegenax oT 576 o 1500 BkAoUMTENIbHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHve

2.11 [JobaeneHa komaHaa crypto map I2tp-server mtu.

map I12tp-server multi-login

PaspewnTb nogxntoyeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
OfHOro aKKayHTa.

KomaHga c npedurkcom no oTK/IoYaeT HaCTPOKY.
Ja

[Ja

Het

I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

3.19.14 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

3.19.15 crypto

OnucaHwne

MNpedukc no

(config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

Bepcus OnucaHve
2.11 [JobaeneHa komaHaa crypto map I2tp-server
multi-login.

map I2tp-server nat

BkntoumnTb TpaHCcnaLUuo agpecoB ana cepsepa L2TP.
KomaHga ¢ npedprKCOM No OTKAOUAEeT TPAHCAALMIO.
Ja
Aa

Het

I (config-crypto-map)>  12tp-server nat

I (config-crypto-map)> no 12tp-server nat

(config-crypto-map)> 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.

(config-crypto-map)> no 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

Bepcus OnucaHve

2.1 Jlo6aBneHa koMaHaa crypto map l2tp-server nat.

map l2tp-server range

Ha3HaunTb Ny agpecos AN14 KINEHTOB cepBepa L2TP. [1o yMonyaHuio
ncnonb3lyeTca pasmep nyna 100.

KomaHgaa c npedpurkcom no ygansiet nysn.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

3.19.16 crypto

OnuncaHune

MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

(config-crypto-map)>

12tp-server range <begin (<ends | <size)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnucaHue

begin IP-agpec HauvanbHbIll agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size UYenoe uucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38

IpSec: :Manager:

"VPNL2TPServer": crypto map L2TP/IPsec server »

pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100

IpSec: :Manager:

"VPNL2TPServer": crypto map L2TP/IPsec server »

pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range

IpSec: :Manager:

pool range deleted.

"VPNL2TPServer": crypto map L2TP/IPsec server »

Bepcus

OnucaHune

2.11

Jo6aBneHa komaHza crypto map I2tp-server range.

map I2tp-server session-logout

3aBepLnTb aKTUBHYIO WU/ 3aBUCLLYIO CeCCUIO Ha L2TP-cepBepe.

Het

Aa

HeTt

(config-crypto-map)>

session-logout <sessiom

AprymeHT

3HavyeHue

OnucaHue

session

Llenoe u4ucno

NaeHTudunkaTop L2TP-ceccnm (MOXHO
yBUAeTb Npy NomoLLy KoMaHasl show crypto
map).
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

(config-crypto-map)> session-logout 3
IpSec::L2tp::Manager: Session "3" is terminated.

Bepcus OnucaHue

4.03 JobasneHa koMaHaa crypto map I2tp-server

session-logout.

3.19.17 crypto map I2tp-server session-preempt

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

BkntounTb BbiTecHeHme VPN-ceccuii npy OTKAKYEHHOM onuun crypto map
I12tp-server multi-login Ha L2TP-cepBepe.

KomaHga ¢ npedprKcoM no oTK/0UaeT BbITEeCHEHME.
Ja
Ja

HeTt

I (config-crypto-map)>  12tp-server session-preempt

I (config-crypto-map)> no 12tp-server session-preempt

(config-crypto-map)> 12tp-server session-preempt
IpSec::L2tp::Manager: Enabled session preemption.

(config-crypto-map)> no 12tp-server session-preempt
IpSec::L2tp::Manager: Disabled session preemption.

Bepcus OnucaHve

4.03 JobasneHa koMaHaa crypto map I2tp-server
session-preempt.

3.19.18 crypto map I2tp-server static-ip

OnuncaHwme

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHblIiA BBOJ,

CuvHoncuc

HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. Monb3oBaTtenb B cucTeMe
JOJIKEH MEeTb MeTKy ipsec-12tp.

KomaHgaa ¢ npedurKcom no yaanset npuBasky.
Ja
Ja

Het

I (config-crypto-map)>  static-ip wsenr «addresss
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

UcTopuns nameHeHui

3.19.19 crypto

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHui

(config-crypto-map)> no static-ip wsenr

AprymeHT 3HauyeHue OnucaHwue

user CTpoka Nms nonb3oBatensi.

address IP-appec HasHauvaemsbli IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHve

2.11 [JobaeneHa komaHaa crypto map I2tp-server static-ip.

map nail-up

BkntounTb aBTOMaTMyeckoe nepecornacoBaHme npeobpasoBaHuii IPsec ESP
npu Ux yctapesaHUW. 10 yMOYaHNIO NapameTp OTK/IHOYEH.

KomaHga c npedunkcom no oTkaro4vaeT asToMaTnyeckoe nepecoriacoBaHue.
Ja
Ja

Het
I(config—crypto—map)> nail-up
I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto map nail-up.
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naBa 3 OnncaHme KOMaHA,

3.19.20 crypto

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.19.21 crypto

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

map reauth-passive

BKNHOUMTE NaCcCMBHYHO NepenpoBepky NOANMHHOCTA KpUNTOKapTbl IPsec. Mo
YMOJTYaHUNIO NMapameTp BKIHOUEH.

KomaHza ¢ nped1KcomM no oTKAOYaEeT NacCMBHYHO NepenpoBepKy
NOANMHHOCTM.

Ja
Ja

Het

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

(config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec: :Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.

Bepcus OnucaHve

2.1 JobasneHa koMaHAa crypto map reauth-passive.

map set-peer

Ha3HaunTb OCHOBHOW yAa/leHHbI XOCT 415 YCTaHOBAEH WA coefHeHns IPsec.
KomaHga c npedunkcom no yganseTt HacTPOWKY.

Ja

[Ja

Het

(config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHT 3HauyeHue OnuncaHwue
remote-ip CTpoka IP-agpec nnn pomeHHoe NMA yaaneHHoro
XocTa.
any MpuHUMaTL Ntobble BXOASALLME COeANHEHNS.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

3.19.22 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

3.19.23 crypto

OnucaHune

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »
peer reset.

Bepcus OnucaHve

2.06 [JlobaBneHa KkomaHaa crypto map set-peer.

map set-peer-fallback

HasHaunTb pe3epBHbI YAaANEHHbI XOCT 419 YCTAHOBNEHWS COEAVNHEHNSA
IPsec. DTa HacTpolika MOXET 6bITb BbIMOIHEHA MOC/1e HAa3HAYEHVIS OCHOBHOMO
y3/a (CM. KoMaHay crypto map set-peer).

KomaHga ¢ npedunKcom no yaanset HaCTpOnKy.

Ja

Aa

Het

(config-crypto-map)>  set-peer-fallback «remote-ip»

(config-crypto-map)> no set-peer-fallback

AprymeHT 3HauyeHue OnuncaHwue

remote-ip Ctpoka IP-agpec nan [oMeHHOoe NMS YAANEHHOMO
XocTa.

(config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

Bepcusa OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-peer-fallback.

map set-profile

3ajaTb CCbIIKY Ha CyLLecTBYOLWMIA Npoduib IPsec (CM. KOMaHAy crypto ipsec
profile).
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

3.19.24 crypto

OnuncaHwmne

Mpedukc no

MeHsieT HacTpoWiKKn

KomaHga c npedumkcom no yganseT cCblKy.

Ja

Aa

Het

(config-crypto-map)>  set-profile profile»

(config-crypto-map)> no set-profile

AprymeHT 3HauyeHue OnuncaHwue

profile CTpoka Nmsa npoduns IPsec. CANCOK AOCTYMHbIX ANSA
Bbl6Opa Npodurnein MoOXHO yBAeTb BBeAA
komaHgy set-profile [Tab].

(config-crypto-map)> set-profile [Tab]

Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer

(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".

(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.

Bepcus OnucaHve

2.06 JobaeneHa koMaHaa crypto map set-profile.

map set-tcpmss

YCTaHOBUTbL OrpaHNYeHrie MakCMMabHOro pasmepa cerMeHTa NcxoAsaLLmx
ceccmin TCP B pamMKax AaHHOro TyHHens [Psec. Ecnm 3HaveHune MSS, koTopoe
nepeaaeTtcs B nose 3arosioska SYN-rnakeTos, NpeBbILLaeT 3aJaHHOe, KOMaHja
MeHsieT ero. Pexxum Path MTU Discovery no3sonsieT aBToMaTnyecku
onpeaenaTb orpaHnyeHme MSS.

KomaHga ¢ npedprKcoM no CHMMaeT BCe orpaHnyeHms c MSS.
Ja
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-crypto-map)>  set-tcpmss mss-value
(config-crypto-map)> no set-tcpmss
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
mss-value Lenoe uyncno |3HadeHve BepxHen rpaHuLbl MSS. MoxeT
nprHMMaTb 3Ha4YeHnA B Npejenax oT 576 A0
1500.
pmtu Bkntountb pexum Path MTU Discovery.
Npumep (config-crypto-map)> set-tcpmss 1280
IpSec::Manager: "test": crypto map tcpmss set to 1280.
(config-crypto-map)> no set-tcpmss
IpSec::Manager: "test": crypto map tcpmss reset.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.06 JobaBneHa koMaHaa crypto map set-tcpmss.

3.19.25 crypto map set-transform

OnucaHue 3ajaTb CCbUIKY Ha CyLlecTByloLLee NpeobpasoBaHue IPsec ESP (CM. KOMaHAy
crypto ipsec transform-set).

KomaHga ¢ npednkcom no yaanseT cCbiky.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  set-transform«transform-set»
(config-crypto-map)> no set-transform
AprymeHTbI AprymeHT 3HaueHue ([OnucaHue
transform-set |Crpoka Ha3BaHune npeobpasoBaHus IPsec. CANCOK
JOCTYMHbIX Npeobpa3oBaHN MOXHO YBUAETb
C MoMoLLb KoMaHAbl set-transform [Tab].
Mpumep (config-crypto-map)> set-transform [Tab]
Usage template:
set-transform {name: {A-Z, a-z, 0-9, ., , -}}
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naBa 3 OnncaHme KOMaHA,

UcTopusa nsmeHeHwnii

3.19.26 crypto
OnucaHwue

Mpe¢ukc no

MeHsieT HacTpoiAKkmn

MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nsmeHeHnii

Choose:
VirtualIPServer
VPNL2TPServer

(config-crypto-map)> set-transform test

IpSec::Manager: "test": crypto map ipsec transform-set is set »

to "test".

(config-crypto-map)> no set-transform
IpSec::Manager: "test": crypto map ipsec transform-set reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-transform.

map traffic-selectors

Ha3HaunTb 06BbeKTHYo rpynny B kavecTBe [Psec cenektopoB Phase 2.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Aa

Ja

Hert

(config-crypto-map)>  traffic-selectors <locals <remote>

(config-crypto-map)> no traffic-selectors

AprymeHT 3HauyeHue OnucaHwue

local Crpoka Ha3BaHve nokanbHOM 06BbEKTHOM rpynnbl.

remote CTpoka Ha3BaHue yganeHHom 06beKTHO rpynnbl.

(config-crypto-map)> traffic-selectors »
_WEBADMIN_IPSEC_VPNL2TPServe-local »
_WEBADMIN_IPSEC_VPNL2TPServe-remote
IpSec::Config::CryptoMap: "test": set traffic-selectors to »
" WEBADMIN IPSEC VPNL2TPServer-local": »

" WEBADMIN IPSEC VPNL2TPServer-remote".

(config-crypto-map)> no traffic-selectors
IpSec::Config::CryptoMap: "test": reset traffic-selectors.

Bepcus OnucaHve

4.00 JobasneHa KoMmaHaa crypto map traffic-selectors.
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naBa 3 OnncaHme KoMaHp,

3.19.27 crypto map tunnel-interface

OnucaHue HasHaunTb nHTepdeinc XFRV kpuntokapTe A5 MapLupyTm3aumm Tpaduka
MeXay caiTamu.

KomaHga ¢ npednkcom no yganser HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-crypto-map)>  tunnel-interface <interface»

(config-crypto-map)> no tunnel-interface

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

interface UHTepgeiic MonHoe nma nHTepoderica.

Mpumep (config-crypto-map)> tunnel-interface XFRMO
IpSec::Config: :CryptoMap: "TEST": linked tunnel interface "XFRMO".

(config-crypto-map)> no tunnel-interface
IpSec::Config::CryptoMap: "TEST": reset tunnel interface.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

4.01 Jlo6aBneHa koMaHga crypto map tunnel-interface.

3.19.28 crypto map virtual-ip dhcp route

OnucaHwue HasHaunTb MapLupyT, nepesaBaemMblii yepes coobLeHmns DHCP INFORM,
KAneHTam cepsepa Virtual IP.

KomaHaa ¢ npeprkcom no oTMeHsieT NoslyYeHne ykasaHHOro MapLupyTa.
Ecnu BBeCTM KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMeHEeHO NoJslyyeHme Bcex
MapLLpYyTOB.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la

CuHoncuc I (config-crypto-map)>  virtual-ip dhcp route <address> amask»

I (config-crypto-map)> no virtual-ip dhcp route [<address: anask> ]
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec Afpec ceTeBOro K/MeHTa.
mask IP-macka Macka ceteBoro knmeHTa. CyLiecTsyeT jBa

crnocoba BBOAA MacKW: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B BUAe
6UTOBOI ANNHbLI NpeduKca (Hanpumep, /24).

(config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtuallp:
Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

'VirtualIPServerIKE2": crypto map »

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtuallp:
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »

removed.

'VirtualIPServerIKE2": crypto map »

(config-crypto-map)> no virtual-ip dhcp route
IpSec: :ManagerVirtuallp:
Virtual IP server DHCP INFORM routes cleared.

'VirtualIPServerIKE2": crypto map »

Bepcus

OnucaHune

3.06

JobasneHa KomaHAa crypto map virtual-ip dhcp route.

3.19.29 crypto map virtual-ip dns-servers

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWKKN

YKka3aTtb DNS-cepBepbl 414 noakaoyeHus knneHTos K IKEv1 nnan IKEv2

IPsec-cepBepy.

KomaHza c npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

AprymeHTbl

Mpumep

(config-crypto-map)>  virt

ual-ip dns-servers «dnsl [ «dns2; ]

(config-crypto-map)> no virtual-ip dns-servers

AprymeHT 3HauyeHue OnuncaHwue
dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
dns2 IP-agpec Appec sTopuyHoro DNS-cepBepa.

(config-crypto-map)> virtual-ip dns-servers 1.1.1.1
IpSec::Virtuallp::CryptoMap: Set custom DNS server "1.1.1.1".
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naBa 3 OnncaHme KoMaHp,

(config-crypto-map)> virtual-ip dns-servers 1.1.1.1 8.8.8.8
IpSec::Virtuallp::CryptoMap: Set custom DNS servers "1.1.1.1" »
and "8.8.8.8".

(config-crypto-map)> no virtual-ip dns-servers
IpSec::Virtuallp::CryptoMap: Disabled custom DNS servers.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

5.00 [JobaeneHa komaHAa crypto map virtual-ip dns-servers.

3.19.30 crypto map virtual-ip enable

OnucaHwue BkntounTb cepBepHbIn pexxum Virtual IP, npy KOTOpoM KnveHTam
NpPOV3BOAMTCA pasjava ajpecoB 13 3aaHHOoro guanasoHa. lMpy atom B
KayecTse yAaneHHoN nogcety B cooTBeTcTBYOWEM ACL MOXHO yKasaTb
NPoun3BONbHOE 3HaYeHMe, OHO ByAeT MPOUrHOPMPOBAHO. [0 yMOYaHUIO
PEXVM OTK/THOYEH.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

CrnHoncuc I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

Mpumep (config-crypto-map)> virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.08 Jlo6aBneHa koMmaHga crypto map virtual-ip enable.

3.19.31 crypto map virtual-ip interface

OnuncaHmne CesasaTb Virtual IP-cepBep ¢ yKaszaHHbIM MHTepHENncoMm.
KomaHza ¢ npedrKcom no paspbiBaeT CBs3b.
MNpejukc no Ja

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.19.32 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

Het

(config-crypto-map)>  virtual-ip interface <interface

(config-crypto-map)> no virtual-ip interface

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepeinc MonHoe nma nHTepderica nam NCeBAOHUM.
CrnncoK AOCTYMHbIX NHTepdericoB MOXHO
yBUZETb C MOMOLLbIO KOMaHAbI interface

[Tabl].

(config-crypto-map)> virtual-ip interface Bridge0
IpSec::Virtuallp::CryptoMap: "VirtualIPServerIKE2": bound to »
Bridge0.

(config-crypto-map)> no virtual-ip interface
IpSec::Virtuallp::CryptoMap: "VirtualIPServerIKE2": unbound.

Bepcus OnucaHue

4.02 JlobaBneHa komaHAa crypto map virtual-ip interface.

map virtual-ip multi-login

PaspewwnTtb nogkntoueHve kK cepepy Virtual IP Heckonbkux nonb3oBaTenem
C OZHOr0 aKKayHTa.

KomaHpaa ¢ npedprKCcoM No OTK/IHOUaeT HaCTPOWKY.
Aa
Ja

Het

I (config-crypto-map)>  virtual-ip multi-login

I (config-crypto-map)> no virtual-ip multi-login

(config-crypto-map)> virtual-ip multi-login
IpSec: :Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.

(config-crypto-map)> no virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 [Job6aBneHa komaHza crypto map virtual-ip multi-login.

3.19.33 crypto map virtual-ip nat

OonucaHue BKNOUNTb TPAHC/ISLIMIO 4PECOB AN K/IMEHTOB B cepBEpPHOM pexume Virtual
IP.

KomaHga ¢ npedpurkcom no yaanseT npasuo.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I(conﬁg«xyptownapp> virtual-ip nat
I(conﬁg«xypto«napﬁ>novirtual-ipnat

Mpumep (config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.
(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.08 Jlo6aBneHa koMaHga crypto map virtual-ip nat.

3.19.34 crypto map virtual-ip range

OonucaHue HacTpouTb grana3oH agpecoB A4/ BblAa4ym K/IeHTaM B CEpBEPHOM pexnme
Virtual IP.

KomaHza ¢ npedurkcom no yaanseT guanasoH.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CnHoncuc I (config-crypto-map)>  virtual-ip range <begins (<ends | <size»>)

I (config-crypto-map)> no virtual-ip range
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

3.19.35 crypto

OnuncaHwne

MNpejukc no

MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

begin IP-agpec Hauano ananasoHa agpecos.
end IP-agpec KoHeL agnana3oHa agpecos.
size lesnoe uucso |Pasmep AmanasoHa ajpecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec::Manager: "test": crypto map Virtual IP pool range set »
from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).

(config-crypto-map)> no virtual-ip range
IpSec::Manager: "test": crypto map Virtual IP pool range deleted.

Bepcus OnucaHue

2.08 JobasneHa koMaHaa crypto map virtual-ip range.

map virtual-ip session-logout
3aBepLUnTb akTUBHYIO UKW 3aBUCLLIYIO Ceccuto Ha cepepe Virtual IP.

Het

Ja

Het

(config-crypto-map)>  session-logout <sessiom

AprymeHT 3HauyeHue OnuncaHwue

session Uenoe uucno |VaeHTndukatop ceccum Virtual IP (MoxHO
yBUAEeTb Npy NoMoLLy KoMaHasl show crypto
map).

(config-crypto-map)> session-logout 1
IpSec::Virtuallp::Manager: Session "1" is terminated.

Bepcus OnucaHve

4.03 [JobaeneHa komaHaa crypto map virtual-ip
session-logout.

3.19.36 crypto map virtual-ip session-preempt

OnucaHwne

BkntounTb BbiTecHeHe VPN-ceccuii npy oTKAKOYEHHOW onuun crypto map
virtual-ip multi-login ansa IKEv1 nnun IKEV2 Ha [Psec-cepBepe.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KomMaHza ¢ npeprKCoOM NO OTK/HOYAET BbITECHEHME,
Ja
Aa

Het

I (config-crypto-map)>  virtual-ip session-preempt

I (config-crypto-map)> no virtual-ip session-preempt

(config-crypto-map)> virtual-ip session-preempt
IpSec::VirtuallIp::CryptoMap: "VirtualIPServerIKE2": enable »
session preemption.

(config-crypto-map)> no virtual-ip session-preempt
IpSec::Virtuallp::CryptoMap: "VirtualIPServerIKE2": disable »
session preemption.

Bepcus OnucaHve

4.03 JobaBneHa komaHAa crypto map virtual-ip
session-preempt.

3.19.37 crypto map virtual-ip static-ip

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

Ha3sHaunTb NocToAHHbLIV [P-agpec nonb3oBaTento. Nonb3oBaTeNb B cucTeme
JONXKEH MeTb MeTKy ipsec-xauth.

KomaHga c npedumkcom no yganseT NpmBsasky.

Ja

Aa

Ja

(config-crypto-map)>  virtual-ip static-ip wsen address>

(config-crypto-map)> no virtual-ip static-ip wsenr

AprymeHT 3HauyeHue OnucaHwue

user CTpoka Mmsa nonb3oBartens.

address IP-agpec HasHauvaembili IP-agpec.

(config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".
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naBa 3 OnncaHme KOMaHA,

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.05 JobasneHa koMaHaa crypto map virtual-ip static-ip.

3.20 dina

OnucaHwne JocTyn K rpynne KomMaHA A1 ynpasaeHus cnyxxéon DLNA.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (config-dlna)

Cunoncuc I (config)> dlna

MNpumep (config)> dlna
Core::Configurator: Done.
(config-dlna)>

VlCTOleﬂ n3MeHeHunA Bepcmﬂ onvicaHue

2.00 JlobaBneHa komaHaa dina.

3.20.1 dina container

OnucaHune YCTaHOBUTb KOHTEMHep No yMOoa4YaHuio Ansa cnyxésl DLNA.
KomaHga c npednkcom no oTMeHseT HaCTPOIKY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOgA, Het

CuHoncuc I (config-dina)>  container «containers

I (config-dina)> no container
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AprymeHTbl

Mpumep

UcTopuns nameHeHui

AprymeHT 3Ha4yeHuve | OnucaHve

container browse |[TokasblBaTb MO yMOMYaHNIO COAEPXMMOE
KOHTeHepa npocMoTpa.

music loka3biBaTb MO YMOIYAHWIO COAEPXMMOe
KOHTeliHepa My3blKW.

video lNokasbiBaTb MO YMOYaHMIO CoAepXKmmMmoe
KOHTeliHepa BuAeO.

images lNoka3biBaTb MO YMONYAHUIO COAEPXMMOe
KOHTeHepa n3o06paxeHunin.

(config-dlna)> container browse
Dlna::Server: Set default container to "browse".

(config-dlna)> no container
Dlna: :Server: Reset default container.

Bepcus OnucaHve

2.11 JobaeneHa komaHza dina container.

3.20.2 dina db-directory

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YKa3zaTb NyTb K KaTanory ¢ 6a3oi AaHHbIX MyNbTUMEAVNNHBLIX GannoB.
KomaHga c npedurkcom no yganseTt HacTPOWKy.

Ja

Aa

Het

(config-dina)>  db-directory «directory>

(config-dina)> no db-directory

AprymeHT 3HauyeHue OnuncaHwue

directory CT1poka MyTb K Nanke ¢ 6a30 AaHHbIX.

(config-dlna)> db-directory 46E243F4E243E6B1:/components/dlna/
Dlna::Server: DB directory set.

(config-dlna)> no db-directory
Dlna::Server: DB directory removed.

Bepcus OnucaHue

2.06 JobaBneHa komaHaa dina db-directory.

126

CnpaBoyHuk koMaHa — Hopper (KN-3810)



naBa 3 OnncaHme KOMaHA,

3.20.3 dIna directory

OnucaHue YKa3aTb NyTb K KaTanory ¢ Mejna-KOHTEHTOM.
KomaHga ¢ npednkcom no yganser HacTPOnKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dina)>  directory «directory,[media-type]

(config-dina)> no directory «directory:»

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

directory CTpoka [MyTb K KaTanory c Mefma-KOHTEHTOM.

media-type |audio CofepxmnMoe katanora — ayamo-dannbl.

video Cogepxunmoe kaTanora — Bugeo-paiinbl.

images CoaepxvmMoe KaTanora — n3o6paxeHus.

Mpumep (config-dlna)> directory »
46E243F4E243E6B1: /components/transmission/download/
Dlna::Server: »
"46E243F4E243E6B1: /components/transmission/download/" directory »
added.

(config-dlna)> no directory »

46E243F4E243E6B1: /components/transmission/download/
Dlna::Server: »

"46E243F4E243E6B1: /components/transmission/download/" directory »
removed.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHaa dina directory.

2.06 [JobaeneH napameTp media-type.

3.20.4 dIna display-name

OnucaHune Ha3HaunTb nosib3oBaTenbckoe nMsa DLNA-cepBepy.
KomaHgaa c npedpurkcom no yaanseT HacTPOriKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Het

(config-dina)>  display-name «display-name>

(config-dina)> no display-name

AprymeHT 3HauyeHue OnuncaHwue

display-name|CTpoka MNonb3oBaTenibCcKoe NMs cepsepa.

(config-dlna)> display-name MYDLNA
Dlna::Server: Set a display name.

Bepcus OnucaHve

2.12 Jo6aBneHa komaHaa dina display-name.

3.20.5 dlna interface

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YKasaTb HTepdelic MapLLpyTM3aTopa, Yepes KOTopbIl byeT nepesjaBaThCs
MeAna-KoOHTeHT. MOXHO BBeCTU He 6onee 16 nHTepdelicos.

KomaHga ¢ npedunkcom no yaanseTt ykasaHHbI nHTepdeinc n3 cnvcka. Ecam
BbINO/HNTb KOMaHAy 6e3 aprymeHTa, To BeCb CNNCOK NHTepdeincos aAns
nepefayuv Meana-KOHTEHTa ByAeT OUNLLEH.

Ja
Aa
Ja
IP
(config-dina)>  interface <interface

(config-dina)> no interface <interface;

AprymeHT |3HauyeHue OnucaHue

interface |WHTeperic MNMonHoe nmsa nHTepdeinca nnv NCEBLOHNM.
Cnncok AOCTYMHbIX NHTepdencoB MOXHO
yBUAETb C NOMOLLbLI0 KOMaHAbl interface
[Tab].

(config-dlna)> interface [Tab]

Usage template:
interface {interface}
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UcTopusa nsmeHeHwnii

Choose:

GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint?2
WifiMaster0/AccessPointl

GuestWiFi

(config-dlna)> interface GigabitEthernet0/Vlanl

(config-dlna)> no interface GigabitEthernet0/Vlanl

Bepcus

OnucaHune

2.00

JobaeneHa komaHaa dina interface.

3.20.6 dina port

OnucaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Yka3atb nopT DLNA-cepBepa ans HTTP-Tpaduka (onucaHnii, SOAP, nepeaaun
KOHTeHTa). [1o ymMonuyaHuio ncnosib3yeTcsd 3HayueHve 8200.

KomaHza ¢ nped1Kcom no Bo3BpaLLaeT 3HaYeHMe No YMONYAHUIO.

Ja
Ja

Het

(config-dina)>

port port

(config-dina)> no port

AprymeHT

3HayeHue

OnvicaHune

port

Llenoe uucno

Homep nopra.

(config-dlna)> port 8999
Dlna::Server: Port changed to 8999.

(config-dlna)> no port
Port reset to 8200.

Dlna: :Server:

Bepcus

OnucaHune

2.00

Job6asneHa komaHaa dina port.
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3.20.7 dlna rescan

OonucaHue O6HOBUTL NHOPMaLKIo o dalinax B kaTanore ¢ MeAna-KOHTEHTOM.

MprmeyaHwe: EcnnykasaThk kntovesoe cnoeo full, 6a3a faHHbLIX KOHTEHTa
byneT yaaneHa 1 co3gaHa 3aHOBO. OTO MOXET 3aHATb

Kakoe-TO BpeMsl, MO3TOMY TaKyto KOMaHAy peKkoMeHAyeTcs
BbINOIHATE TO/IbKO C/IN CTPYKTYpPa 6a3bl AJAHHbIX KOHTEHTa
noBpexgeHa.

MNpedukc no Het

MeHsieT HacTpoiikn  Hert

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (config-dina)>  rescan|[ full]
AprymeHTbI AprymeHT |3HaueHme |OnucaHme
full Knwyesoe Mpu3HaK HeO6XOANMOCTM NMepeco3jaHuns
C/10B0 6a3bl AAHHbIX KOHTEHTa.
Mpumep (config-dlna)> rescan
(config-dlna)> rescan full
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa dina rescan.

3.20.8 dina sort

OnucaHune 3agaTb KpuTepuii copTupoBkn dainos DLNA-cepBepa.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc I (config-dina)>  sort <key> [«order ]

I (config-dina)> no sort
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AprymeHTbI AprymeHT |3HaueHue OonucaHune
key class CopTupoBaTb Mo Knaccy MeAna-KoOHTeHTa
(ayano, Bnaeo, nsobpaxeHus).

title CopTrpoBaTh MO Ha3BaHWUIo.
date CopTupoBartk Mo gare.
track CopTunpoBaTb MO JOPOXKeE.
album CopTvpoBaTb NO anbbomy.

order ascending CopTupoBka ¢aiifioB B NopsjKe BO3pacTaHUS.

3TOT NapaMeTp UCMONb3YyeTCs MO YMONYAHUIO.

descending |CopTupoBka ¢alinoB no ybbiBaHuUIo.

Mpumep (config-dlna)> sort date
Dlna::Server: "date by ascending" sort criterion appended.

(config-dlna)> sort date ascending
Dlna::Server: "date by ascending" sort criterion appended.

(config-dlna)> no sort
Dlna::Server: Sort criteria removed.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.11 JobasneHa komaHga dina sort.

3.21 dns-proxy

OnuncaHmne JocTyn K rpynne KomaHg Ans ynpasneHus cnyxé6oii DNS-npokcu.
MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBog, Het

BxoxxaeHue B rpynny (config-dnspx)

Cunoncnc I (config)>  dns-proxy

Mpumep (config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

NcTopusa nsmeHeHum Bepcus onucaHue

2.04 JlobaBneHa komaHAa dns-proxy.
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3.21.1 dns-proxy debug

OnucaHue BkntounTb oTnaaky ansa cny>xé6sl DNS-npokcu. Mo ymonyaHuio HacTporika
OTK/tOYEHa.

KomaHga ¢ npednkcom no oTKA0YaeT aHHYHO HAaCTPOKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc I (config-dnspx)>  debug
I (config-dnspx)> no debug
NMpumep (config-dnspx)> debug
(config-dnspx)> no debug
MCTOPMH N3MeHeHUm Bepc”ﬂ onvicaHue

5.00 JobasneHa koMaHaa dns-proxy debug.

3.21.2 dns-proxy filter assign host preset

OonucaHue HasHaunTb npeceT GUNbLTPALN CETEBOMY YCTPOIACTBY.

O3HaKOMUTBLCS CO CNUCKOM MPeCceToB Bbl MOXETe C MOMOLLbI0 KOMaHAbl show
dns-proxy filter presets.

KomaHga ¢ npedurkcom no yganseT ykasaHHbIn npeceT Agns xocTa. Ecam
BbINOJIHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CM1COK MpeceToB ANIA BCeX
XOCTOB byAeT OuMLLEeH.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBOg, [a

Cuoncnc (config-dnspx)>  filter assign host preset <host> preset>
(config-dnspx)> no filter assign host preset [<host>]
AprymeHTbI AprymeHT 3HauyeHue OonucaHue
host MAC-apgpec MAC-aspec ceTeBOro ycTporcTea.
preset CTpoka HasBaHue npecera.
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Mpumep

UcTopusa nsmeHeHwnii

(config-dnspx)> filter assign host preset 04:d4:c1:51:b1:59 »
opendns-family

Dns::Filter::Public: Associated host "04:d4:c1:51:b1:59" with »
preset "opendns-family".

(config-dnspx)> no filter assign host preset 04:d4:cl1:51:bl:59
Dns::Filter::Public: Removed preset for host "04:d4:c1:51:b1:59".

(config-dnspx)> no filter assign host preset
Dns::Filter::Public: Removed presets for hosts.

Bepcus OnucaHue
3.08 JobasneHa komaHaa dns-proxy filter assign host
preset.

3.21.3 dns-proxy filter assign host profile

OnucaHune

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

HasHaunTb npodunb dunnbTpaLmm ceteBoMy yCTPOKCTBY.

[lo6aBuUTb HOBbIV NPOodUIL MOXHO NPY NOMOLLM KOMaHAbI dns-proxy filter
profile.

O3HaKOMUTBCHA CO CNUCKOM Npodurnein Bbl MOXETe C MOMOLLIbI0 KOMaHAb!
show dns-proxy filter profiles.

KomaHga ¢ npedunkcom no yaanseTt ykasaHHbIA npodunb Ans xocta. Ecam
BbINOJHNTb KOMaHAy 6e3 aprymeHTa, To BeCb CN1COK Npodunein ans sBcex
XOCTOB ByZeT ounLLeH.

Ja
Aa
Ja
(config-dnspx)>  filter assign host profile <hosts> profiles

(config-dnspx)> no filter assign host profile [<host]

AprymeHT 3HauyeHue OnuncaHwue
host MAC-appec MAC-agpec ceTeBOro ycTpomncraa.

profile Ctpoka HassaHwne npoduns.

(config-dnspx)> filter assign host profile 00:d2:cl:54:bc:59 test
Dns::Filter::Public: Associated host "00:d2:cl:54:bc:59" with »
profile "test".

(config-dnspx)> no filter assign host profile 00:d2:cl:54:bc:59
Dns::Filter::Public: Removed profile for host "00:d2:cl:54:bc:59".
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(config-dnspx)> no filter assign host profile
Dns::Filter::Public: Removed profiles for hosts.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.08 Job6asneHa komaHaa dns-proxy filter assign host
profile.

3.21.4 dns-proxy filter assign interface preset

OnucaHue HasHaunTb npeceT dunabTpaLmMM BCEM YCTPOCTBaM B CermMeHTe (3a
NCKAOYEHNEM TeX, KOTOPbIM yXe Ha3HaveHbl npoduan/npeceTsbl).

O3HaKOMUTBCS CO CMIMCKOM MPEeCceToB Bbl MOXETE C MOMOLLIbH KOMaHAbI show
dns-proxy filter presets.

KomaHga ¢ npedrKcoM no oTMEHSIET NPUBA3KY YKa3aHHOMo npeceTa K
nHTepdelicy. ECnu BbINONHUTL KOMaHAy 6€3 apryMeHTa, TO BECb CMWCOK
MpeceToB A/151 BCEX CETMEHTOB 6YyAeT OUMLLEH.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

Cunoncnc (config-dnspx)>  filter assign interface preset <interfaces preset>

(config-dnspx)> no filter assign interface preset [ <interface;]

AprymeHTbl AprymeHT |3HauyeHue OnuncaHue

interface |WHTepgenc MonHoe nma nHTepderica nam NCeBAOHUM.
WNHTepdelic gonxeH nMeTb ypoBeHb
6e3onacHocTu private nnm protected.

preset CTpoka HasBaHue npeceTa.

Npumep (config-dnspx)> filter assign interface preset Bridge0 »

quad9-security
Dns::Filter::Public: Associated interface "Bridge@" with preset »

"quad9-security".

(config-dnspx)> no filter assign interface preset Bridge®
Dns::Filter::Public: Removed preset for interface "Bridge0".

(config-dnspx)> no filter assign interface preset
Dns::Filter::Public: Removed presets for interfaces.
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UcTopuns nameHeHuii

Bepcus OnucaHve
3.08 Jlo6aBneHa komaHaa dns-proxy filter assign interface
preset.

3.21.5 dns-proxy filter assign interface profile

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

HasHaunTb Npodunb GunbLTPaLMM BCEM YCTPOCTBAM B CErMeHTe (3a
NCK/IOYEHNEM TeX, KOTOPbIM YXe HazHauyeHbl npodunn/npeceTo).

J06aBnTb HOBbIN MPOGUIBL MOXHO NpK NOMoLLM KoMaHAbl dns-proxy filter
profile.

O3HaKOMUTBLCS CO CNUCKOM Npodurnelt Bbl MOXeTe C MOMOLLbIO KOMaHAbI
show dns-proxy filter profiles.

KomaHaa ¢ npeprKcom no oTMeHseT NPUBA3KY YKa3aHHOro npopuas K
NHTepdelicy. ECAn BbINONHNTE KOMaHAYy 6e3 aprymeHTa, TO BeCb CMNCOK
npodunein s Bcex CermeHToB byAeT OUNLLEH.

Ja
Ja
Aa
(config-dnspx)> filter assigninterfaceprofile«interfacesprofile

(config-dnspx)> no filter assign interface profile [«interface]

AprymeHT |3Ha4yeHue OnuncaHwue

interface |MHTeppeic MonHoe nmsa nHTepdeiica Nan NCeBAOHMM.
WNHTepdelic gomKeH nMeTb ypoBeHb
6e3onacHocTu private naw protected.

profile |Ctpoka HasBaHune npoduns.

(config-dnspx)> filter assign interface profile »
GigabitEthernet0/Vlanl DnsProfile®
Dns::Filter::Public: Associated interface »
"GigabitEthernet®/Vlanl" with profile "DnsProfile0".

(config-dnspx)> no filter assign interface profile »
GigabitEthernet0/Vlanl

Dns::Filter::Public: Removed profile for interface »
"GigabitEthernet®/Vlanl".

(config-dnspx)> no filter assign interface profile
Dns::Filter::Public: Removed profiles for interfaces.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
3.08 Jlo6aBneHa komaHaa dns-proxy filter assign interface
profile.

3.21.6 dns-proxy filter engine

OnucaHwue BbibpaTb MexaHun3m DNS.

KomaHga ¢ npedunkcom no oTkarovaeT ¢puabTp. B 3TOM cnyyae 3anpoc
KOHUrypaumm BepHeT NycToe 3HayeHue.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-dnspx)>  filter engine <engine»
(config-dnspx)> no filter engine
AprymeHTbl AprymeHT 3HaueHue |OnucaHue
engine interceptor |OAVH N3 AOCTYMHbLIX MEXaHN3MOB
public dunbTpaummn DNS.
nextdns
opkg
skydns
Mpumep (config-dnspx)> filter engine interceptor
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no filter engine
Dns::Manager: Disabled filter engine.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

3.08 JobaBneHa komaHaa dns-proxy filter engine.

3.21.7 dns-proxy filter profile

OnucaHwue Co3gaTtb Nonb3oBaTeNbCkni Nnpodunb punbTpaumm DNS.
KomaHga c npedurkcom no yganset npoduib.
MNpedukc no Ja

MeHsieT HacTpoilikn  [a

1 36 CnpaBoyHuk koMaHa — Hopper (KN-3810)




naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

CuHoncnc (config-dnspx)>  filter profile name;
(config-dnspx)> no filter profile name;
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name CTpoka Nms npoduna B cokpalleHHOM BUAE, ASTMHOM
He 60onee 32 cMMBONOB. MakcManbHoe
KonmnyecTso npodunen — 8.
Mpumep (config-dnspx)> filter profile test
Dns::Filter::Public: Created profile "test".
(config-dnspx)> no filter profile test
Dns::Filter::Public: Removed profile "test".
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.08 JobasneHa komaHAaa dns-proxy filter profile.

3.21.8 dns-proxy filter profile description

OnucaHune MpucBonTb onuncaHme ansa npoounsa ¢unbtpaumm DNS.
KomaHaa ¢ npedunkcomM no cTrpaeT onvcaHue.

Mpe¢ukc no Ja

MeHsieT HacTpoiiku  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-dnspx)>  filter profile name>description «description»
(config-dnspx)> no filter profile name>description «description»
AprymeHTbI AprymeHT |3HauyeHue |OnucaHue
name CTpoka HasBaHune npoduns.
description |CTpoka Mpon3BonbLHOe onucaHne Npoduns.
Npumep (config-dnspx)> filter profile test description MyProfilel

Dns::Filter::Public: Set description to profile "test".

(config-dnspx)> no filter profile test description
Dns::Filter::Public: Cleared description of profile "test".
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VICTOpI/Iﬂ N3MeHeHWiA Bepcmﬂ onucaHvie
3.08 Job6aBneHa komaHaa dns-proxy filter profile
description.

3.21.9 dns-proxy filter profile dns53 upstream

OnucaHwue Job6aBuTb IP-agpec DNS-cepBepa B Nosib3oBaTeNbCkni Npoduib dunsTpayun.
Mo>xHO BBeCTU A0 6 cepBepoB.

KomaHaa ¢ npedurkcom no yaanseT ykasaHHbI cepsep U3 cnmcka. Ecnm
BbINMOJHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CM1COK CepBepoB byaeT
OUVILLIEH.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTHbIii BBog, /[la

CuHoncuc (config-dnspx)> filter profilename>dns53 upstream«<address [:«ports]
(config-dnspx)> no filter profile name>dns53 description [ <address>
Lports]]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Crpoka HasaHune npoduns.
address IP-agpec IP-agpec cepsepa.
port Uesnoe uucso |MNopT cepsepa.
Mpumep (config-dnspx)> filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Added DNS name server 1.1.1.1 to profile »
"test".
(config-dnspx)> no filter profile test dns53 upstream
Dns::Filter::Public: Removed DNS name server from profile "test".
(config-dnspx)> no filter profile test dns53 upstream 1.1.1.1
Dns::Filter::Public: Removed DNS name server 1.1.1.1 from profile »
“test".
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue
3.08 Jo6aBneHa komaHaa dns-proxy filter profile dns53
upstream.
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naBa 3 OnncaHme KOMaHA,

3.21.10 dns-proxy filter profile https upstream

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

Jo6aBuTb cepsep DNS nosepx HTTPS B Nonb30oBaTeNbCKUA Npodunb
dunbTpaumn. MoxHo BBeCTU 0 6 CepBepoB.

KomaHza c npedurKcom no yaansieT ykasaHHbIn cepep 13 cnvcka. Ecam
BbINONHUTL KOMaHAy 6e3 apryMeHTa, To BeCb CMMCOK CepBepOB byaeT
OUMLLeH.

Ja
Ja
Aa

(config-dnspx)> filter profile cname>https upstreamwri[ spki chashs

]

(config-dnspx)> no filter profile <name>https description[«wris]

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka HasBaHwne npodpuns.

url Ctpoka URL-agpec DNS-cepBepa.
hash Ctpoka Xaw ceptnukara TLS.

(config-dnspx)> filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Added DNS-over-HTTPS name server »
https://dns.google/resolve to profile "test".

(config-dnspx)> no filter profile test https upstream »
https://dns.google/resolve

Dns::Filter::Public: Removed DNS-over-HTTPS name server »
https://dns.google/resolve from profile "test".

(config-dnspx)> no filter profile test https upstream
Dns::Filter::Public: Removed DNS-over-HTTPS name server from »
profile "test".

Bepcus OnucaHve
3.08 JobasneHa komaHaa dns-proxy filter profile https
upstream.

3.21.11 dns-proxy filter profile intercept enable

OnuncaHwne

BkntounTb NepexsaT TpaH3UTHbIX DNS-3anpocoB ansa npoduns punsTpaumn.
Mo yMoNnyaHuo nepexsaT 3anpeLleH.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

KomaHga c npedurkcom no oTk/IrouaeT nepexsaT Ansd npoduns duabTpaumn.
Ja

Aa

Het

(config-dnspx)>  filter profile name>intercept enable

(config-dnspx)> no filter profile namesintercept enable

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka Wma npoduns dunbtpauunm.

(config-dnspx)> filter profile DnsProfile@ intercept enable
Dns::Filter::Public: Enabled intercept in profile "DnsProfile0".

(config-dnspx)> no filter profile DnsProfile® intercept enable
Dns::Filter::Public: Disabled intercept in profile "DnsProfile0".

Bepcus OnucaHue
3.09 JobasneHa komaHga dns-proxy filter profile intercept
enable.

3.21.12 dns-proxy filter profile tls upstream

OnucaHune

MNpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

Job6aBuTtb cepBep DNS nosepx TLS B monb3oBaTenbCcknii npoduib
duneTpaumn. MoxKHO BBeCTU A0 6 CepBepOB.

KomaHga ¢ npedurkcom no yaanseT ykasaHHbIn cepBep 13 cnucka. Ecan
BbINONHUTbL KOMaHZAy 6e3 aprymMmeHTa, TO BeCb CMMCOK CepBepoB byaeT
OUMLLEH.

Aa
Ja
Ja

(config-dnspx)>  filter profile name>tls upstream«address: [ «port»
1[ sni «fqdns> ][ spki <hash> ]

(config-dnspx)> no filter profile name>tls description [ «address>][
port]

AprymeHT 3HauyeHue OnuncaHwue

name CTpoka HassaHwe npoduns.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHui

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec Agpec cepBepa.
FQDN
port UYenoe uucro |MNopT cepsepa.
fqdn CTpoka JomMeHHOoe nwvs.
hash CTpoka Xaw ceptmndukaTta TLS.

(config-dnspx)> filter profile test tls upstream 1.1.1.1 8853 »
sni cloudflare-dns.com
Dns::Filter::Public: Added DNS-over-TLS name server 1.1.1.1 to »
profile "test".

(config-dnspx)> no filter profile test tls upstream 1.1.1.1 8853

Dns::Filter::Public:

from profile "test".

Removed DNS-over-TLS name server 1.1.1.1 »

(config-dnspx)> no filter profile test tls upstream

Dns::Filter::Public:

profile "test".

Removed DNS-over-TLS name server

from »

Bepcusa

OnucaHune

3.08

upstream.

Job6aeneHa komaHaa dns-proxy filter profile tis

3.21.13 dns-proxy https upstream

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

CuvHoncuc

AprymeHTbl

JobasuTb cepeep DNS nosepx HTTPS.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIA cepBep U3 cnmcka. Ecam
BbIMOJIHUTL KOMaHAY 6e3 apryMeHTa, TO BeCb CMUCOK CeEpBEPOB byaeT

OUNLLEH.
Ja
Aa
Ja

(config-dnspx)>
dnterface> ][ domain «domains ]

(config-dnspx)> no https upstream [ «wri>]

https upstream«wrls [ «formats ][ sni<hash>][ on

AprymeHT 3HauyeHue OnuncaHwue
url CTpoka Monb3oBaTenbckunii URL-agpec cnyx6ul DNS.
format dnsm ®PopmaT oTobpaxeHUsa fJaHHbIX DNS.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

json

hash Ctpoka Xaw ceptnukara TLS.

interface WHTepdeiic Nmsa nHTepdelica Ana HacTpOnKuU.

domain CTpoka JomMmeHHOoe nwvs.

(config-dnspx)>https upstream »
https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

Bepcus OnucaHve
3.01 JobasneHa komaHaa dns-proxy https upstream.
3.08 Jlo6aBneH aprymeHT domain.

3.21.14 dns-proxy intercept enable

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

BkntounTb nepexsaTt TpaH3uTHbIX DNS-3anpocoB. Takxe 3Ta ¢yHKLUMA
BK/IOYaeTCs Npu paboTe nHTepHeT-GUIbTPa. Mo yMonyaHMio nepexsat
3anpeLyeH.

KomaHga ¢ npedrkcomM no oTkArO4aeT nepexsar.
Ja
Aa

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

I(conﬁg—dnspxﬁ> intercept enable
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naBa 3 OnncaHme KOMaHA,

I (config-dnspx)> no intercept enable

Npumep (config-dnspx)> intercept enable
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no intercept enable
Dns::Filter::Interceptor: Disabled.

WcTopus nsmeHeHnii |Bepcus onucaHue
3.06 JobasneHa komaHAa dns-proxy intercept enable.
3.08 KomaHga dns-proxy intercept enable yaganeHa kak
ycTapeBLUas.
3.09 KomaHga dns-proxy intercept enable cHoBa fo6aBneHa.

3.21.15 dns-proxy max-ttl

OnucaHue 3agaTb MakcMManbHbIv TTL Ana kawmnpoBaHHbIX 3anuvcet DNS-npokcu.
KomaHga ¢ npedukcom no yaanset 3HadeHue TTL.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dnspx)>  max-ttl max-ttl
(config-dnspx)> no max-ttl
AprymeHTbl AprymeHT |3HaueHme |OnucaHune
max-ttl Lenoe uucno |MakcmmanbHoe 3HayveHue TTL. Moxet
NPUHMMaTb 3HaYeHWsa B Npejenax ot 1 4o
604800000 MunnncekyHz (1 Hegens).
MNpumep (config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.
(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.05 [JobaeneHa komaHaa dns-proxy max-ttl.
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naBa 3 OnncaHme KoMaHp,

3.21.16 dns-proxy proceed

OnucaHwue 3aAaTb HTEpPBaN Mexay napasne/ibHbIMW 3anpocamMm, KOTopble OTNpaBaAeT
DNS-npokcn HeckoibknM DNS-cepsepam. o ymonyaHmio ncnosb3yeTtcs
3HaueHVe 500.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dnspx)>  proceed proceed>
(config-dnspx)> no proceed
AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne
proceed lenoe umucno |Bpems paboTbl DNS-npokcu B
MUAancekyHaax. MoxeT npnHnMMaTb
3HayeHWsa B npegesnax ot 1 Ao 50000.
Mpumep (config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.04 [JobaeneHa komaHaa dns-proxy proceed.

3.21.17 dns-proxy rebind-protect

OnucaHwue BkntounTb 3awmty ot atak DNS rebinding. Mo yMOn4YaHUIO NCNONb3yeTcs
napameTtp auto.

KomaHaa ¢ npedrKcom no oTKAOYaEeT 3aLUnTy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-dnspx)>  rebind-protect (auto | strict)

I (config-dnspx)> no rebind-protect
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
auto Kniw4yesoe BnoknpoBaTb OTBETHI, KOTOPbIE BEAYT Ha
CJ/I0BO IP-agpeca, npnHaanexatme cermeHTam cetu
private.
strict Knwouesoe BnokMpoBaTb OTBETLI, KOTOPbIe BeAyT Ha
CJ/I0BO IP-agpeca, npuHagnexaiyme nogceTam ns
crmcka I1ANA IPv4 Special-Purpose Address
Reqistry .

(config-dnspx)> rebind-protect auto

Dns::Manager: Enabled rebind protection.

(config-dnspx)> no rebind-protect

Dns::Manager: Disabled rebind protection.

Bepcusa

OnucaHune

3.04

Jlo6aBneHa komaHaa dns-proxy rebind-protect.

3.21.18 dns-proxy route object-group

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

Co3gatb mappyTtusaumio DNS Ha ocHoBe 06bekTHOI rpynnbl FQDN ¢
aBTOMAaTMYeCcKNM paspeLleHnem NMeH.

KomaHga c npedukcom no yaanset DNS-mMapLUpyT 13 cncKa 418 yKazaHHOro
nHTepderica. Ecam BeINOAHNTE KOMaHAy 6e3 apryMeHTOB, TO BeCb CNCOK

MapLUPYTOB 6yAeT OUMLLIEeH.

Ja
Aa

MHorokpaTHbIl/i BBog, /[la

CuvHoncuc

AprymeHTsl

(config-dnspx)>

route object-group «group; (( <gateway: [ <interface»
1 | <interface>)[auto] [ reject]

(config-dnspx)> no route [ object-group «group> ][ «<interfaces ]

AprymeHT |3Ha4yeHue OnucaHve
group Ctpoka Nms o6bexkTHOM rpynnbl FQDN.
gateway |IP-agpec IPv4- nnun IPv6-agpec MmapwpyTrsatopa B

HanpsMYyo MOAKIKUYEHHON ceTn. MoxeT 6bITb
yKasaH BMecTe C UMeHeM uHTepdeiica, ecim
TpebyeTcs ykasaTb npuopuTeT interface ip

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KoMaHp,

AprymeHT |3HauyeHue OnucaHve

global. Echn HTepdelic He ykasaH, oH
ornpegenseTca CMCTeMO aBTOMaTUYeCKN N3
TekyLux HacTtpoek IP.

interface |WHTepgeiic MNMonHoe nmsa nHTepdeca Nam NCeBAOHUM.

Ecnu Ha nHTepdelice yctaHoBNeH NpuopuTeT
interface ip global, mapwpyT gobaBnseTcs B
CUCTEMHYIO0 TabnuLy TONbKO B TOM C/lyyae, ecim
He CyLLecTByeT Apyroro MapLupyTa C Tem Xxe
aZpecoM HazHauyeHus 1 66bWNM

NpYoOpUTETOM.

auto Knouesoe Mo3BonsieT NpMMeHNTb MapLUpPYT Torga, korga
€080 CTaHeT AOCTyMNeH yKa3aHHbIM B HEM LUAO3.

reject Knw4esoe BkntoumTb MapLupyT, UTObbI NCMOJIb30BaTh
C/10B0 TO/IbKO BbIOpPaHHbIN nHTepderic ans

MapLpyTulaumm Tpadmka K ykazaHHOMY MecTy
Ha3sHaveHus. Ecnu ykasaHHbI MHTepdelic He
aKTVBEH, TO TpaduK He NepesaeTcs rno Apyrum
BO3MOXHbIM MapLupyTaMm. 3Ta onuums paboTtaeT
TOJIbKO NPU NCMOIb30BaHUM onumnm auto u He
MOXeT NPUMEHATLCA K MapLUpyTy Mo
YMONYAHUIO.

Mpumep (config-dnspx)> route object-group domain-1ist0@ Wireguard0
Dns::Route: :Manager: "domain-list@": added DNS route.

(config-dnspx)> route object-group domain-1ist0@ Wireguard® auto
Dns::Route: :Manager: "domain-1list@": updated DNS route.

(config-dnspx)> route object-group domain-list6 10.1.111.12 »
Wireguard0® auto reject
Dns: :Route: :Manager: "domain-list0": updated DNS route.

(config-dnspx)> route object-group domain-1ist0 »
fe80::11a0:e7ff:fef5:6392 Wireguard0® auto reject
Dns::Route::Manager: "domain-list@": updated DNS route.

(config-dnspx)> route object-group domain-1ist0 Wireguard® auto »
reject
Dns::Route::Manager: "domain-1list@": updated DNS route.

(config-dnspx)> no route object-group domain-1list0 Wireguard@
Dns::Route: :Manager: Deleted DNS route to "domain-list0".

(config-dnspx)> no route
Dns::Route: :Manager: Cleared all DNS routes.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

5.00 JobasneHa komaHaa dns-proxy route object-group.
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3.21.19 dns-proxy srr-reset

OonucaHue YCTaHOBUTb BpeMsi, Yepes KoTopoe byzeT cbpacbiBaTbCa PeNTUMHT
3anpocoB-oTBeToB DNS-NpokcK. Mo yMONYaHNI0 UCMONb3YeTCst 3HaYeHne
600000.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dnspx)>  srr-reset«srr-reset>
(config-dnspx)> no srr-reset
AprymeHTbI Argument |3HaueHme |OnucaHwne
srr-reset lenoe 4ucro |3HauyeHVie BpEMEHHOIO NPOMEXYTKa B
MUAancekyHaax. MoxeT npnHnMMaTb
3HayeHWa B npegesax ot 0 A0 600000.
NMpumep (config-dnspx)> srr-reset 111
Dns::Manager: Set send-response rating reset time to 111 ms.
(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.
VICTOpI/IH N3MeHeHUn Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa dns-proxy srr-reset.

3.21.20 dns-proxy tls upstream

OnucaHune Job6aBuTb cepsep DNS nosepx TLS.
KomaHaa ¢ npedurkcom no yaanseT ykasaHHbI cepsep U3 cnmcka. Ecam
BbINONHUTL KOMaHZy 6e3 aprymeHTa, TO BeCb CrMCOK CepBepoB byseT
ounLLeH.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dnspx)>  tls upstreamaddress; [ «port>][ sni«fqgdns ][ spki

<hash>][on<interface> ][ domain «domains ]
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naBa 3 OnncaHme KoMaHp,

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(config-dnspx)> no tls upstream [ <addresss ][ «ports]

AprymeHT 3HauyeHue OnucaHwue

address IP-appec IP-agpec cepsepa

port Yenoe uucno |lopT cepBepa.

fqdn CTpoka JomMeHHOoe nms.

hash Ctpoka Xaw ceptmnukara TLS.
interface UHTepdelic Nms nHTepdelica ana HacTpOnKuU.
domain CTpoka JomeHHOoe nwvs.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »

added.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com »

on ISP

Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »

added.

(config-dnspx)>no tls upstream 1.1.1.1 853
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »

deleted.

(config-dnspx)>no tls upstream
Dns: :Secure: :ManagerDot: DNS-over-TLS name servers cleared.

Bepcus OnucaHue
3.01 JobasneHa komaHaa dns-proxy tls upstream.
3.08 JobasneH aprymeHT domain.

3.22 dpn accept

MprHATL Nosib30BaTeNbCKoe cornaweHue DPN. 1o NpUHATUS cornawleHuns
KOH®UrypaTop He NpUHMMaeT HUKaKne KOMaHAbl, KpOMe KOMaHJ Ha YTeHne

OnuncaHwune

Mpe¢ukc no

MeHsieT HacTpoiAKK

Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(conﬁg)> dpn accept

(config)> dpn accept
Core::Legal: Accepted dpn version 20200330.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.05 [JobaeneHa komaHaa dpn accept.

3.23 dyndns profile

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

3.23.1 dyndns

OnucaHwne

MNpedukc no

2 http:\\www.dyndns.com
http:\\www.no-ip.com

JocTyn K rpynne KoMaHA AN HAaCTPOKKKM yka3aHHoro npodunsa DynDns. Ecan
npodunb He HangeH, KOMaHAa NbITaeTCcs ero co3gatb. MOXHO Co34aTb He
6onee 32 npodunei.

KomaHga ¢ npedukcom no yaanset npoduab DynDns.

Ja

Aa

Ja

(config-dyndns)

(config)> dyndns profile name»

(config)> no dyndns profile name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka HasBaHune npodunsa. MakcnmanbHas AnmHa
NMeHn — 64 cnmBona.

(config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

Bepcus OnucaHve

2.00 JobasneHa komaHaa dyndns profile.

profile domain

HasHaunTb MK nocTosiHHOE foMeHHOoe nMS. MNepes BbINOAHEHVEM KOMaHA!
Heob6X0AMMO 3aperncTpupoBaTh AOMEHHOEe NMS Ha caTe dyndns.com” nam
no-ip.com-.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dyndns)>  domain «domain

(config-dyndns)> no domain

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

domain CTpoka JomMmeHHoe nvsa. MakcmmansHasa 411MHa
AOMeEHHOro nmeHm — 254 cumsona.

Mpumep (config-dyndns)> domain support.ddns.net
DynDns::Profile: " WEBADMIN": domain saved..

(config-dyndns)> no domain
ynDns::Profile: " WEBADMIN" domain cleared.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.00 Job6asneHa komaHaa dyndns profile domain.

3.23.2 dyndns profile password

OnucaHue YcTaHOBWUTL Naposib 4N goctyna Yepes DynDns.
Mpe¢ukc no Ja

MeHsieT HacTpoikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  password password>
(config-dyndns)> no password
AprymeHTbI AprymeHT |3HauyeHue |OnucaHue
password CTpoka Maponb anda asTopusaymn. MakcrmanbHas
ANVHa napons — 64 cmBona.
NMpumep (config-dyndns)> password 123456789

DynDns::Profile: " WEBADMIN": password saved.

(config-dyndns)> no password
DynDns::Profile: " WEBADMIN" password cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHaa dyndns profile password.

3.23.3 dyndns profile send-address

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

3.23.4 dyndns

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

BKAOUNTL HEOBXOANMOCTL YKasaHua IP-ajpeca HTepHeT-coeAnHeHs B
3anpoce DynDns.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
Ja
Aa

Het

I (config-dyndns)>  send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns: :Profile: Send address is disabled.

Bepcus OnucaHve
2.03 Jlo6aBneHa komaHaa dyndns profile send-address.

profile type

MpucBonTb DynDns-npoduato TvM, B 3aBUCMMOCTM OT CaiiTa, Ha KOTOPOM
6b110 3apPEerncTpMpPOBaHO AOMEHHOE MMSI.

KomaHga c npedurkcom no yganseTt HacTPOWKY.
Ja
Aa

MHorokpaTtHbIiA BBOgA, Het

CuvHoncuc

I (config-dyndns)>  type <type>

I (config-dyndns)> no type
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
type dyndns JloMeHHOoe MSA 3aperncTprpoBaHO Ha
account.dyn.com.
noip JloMeHHOoe NMs 3aperncTprpoBaHo Ha
noip.com-.
rucenter AOMEHHOGMMﬂ3ap8WKTpMpOBaHOHankfuq
opendns AOMeHHoelA%ﬂ3aperMCTpMpOBaHOHa
opendns.com”.
dnsomatic JloMeHHOoe 1MA 3aperncTprpoBaHoO Ha
dnsomatic.com®.
anydns JoMeHHOoe NMs 3aperncTprupoBaHo Ha
anydns.info”.
dnshome AOMEHHOEM%ﬂ3apenﬂTpMpOBaHOHa
dnshome.de .
duckdns AOMEHHOEMMH3apeWKTpMpOBaHOHa
duckdns.org' .
dyndnsfree AomeHHoemma;apeWMTpmposaHOHa
dyndnsfree.de “.
desec AOMeHHﬁflAMﬂBapeFMCTpMpOBaHOHa
desec.io ".
custom JloMeHHOoe MA 3aperncTpmpoBaHoO Ha APYrom
canTe (onpegensieTca komaHgon dyndns
profile url).
Mpumep (config-dyndns)> type noip

DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

" WEBADMIN": type saved.

no type
" WEBADMIN": type cleared.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

Jlo6aBneHa komaHaa dyndns profile type.

3.23.5 dyndns profile update-interval

OnucaHwne

4 https://account.dyn.com

> https://www.noip.com
https://www.nic.ru
https://www.opendns.com
https://dnsomatic.com
https://www.anydns.info

https://www.dnshome.de

! https://www.duckdns.org

12 https://www.dyndnsfree.de
3 https://desec.io

YCTaHOBUTb MHTepBa 06HOBNEHMs agpeca Anst DynDns.

152

CnpaBoyHuk koMaHa — Hopper (KN-3810)



https://account.dyn.com
https://www.noip.com
https://www.nic.ru
https://www.opendns.com
https://dnsomatic.com
https://www.anydns.info
https://www.dnshome.de
https://www.duckdns.org
https://www.dyndnsfree.de
https://desec.io
https://account.dyn.com
https://www.noip.com
https://www.nic.ru
https://www.opendns.com
https://dnsomatic.com
https://www.anydns.info
https://www.dnshome.de
https://www.duckdns.org
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https://desec.io

naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.23.6 dyndns

OnucaHwue

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

KomaHga c npednkcom no oTMeHseT BO3MOXHOCTb 06HOBIEHMS.
Ja
Aa

Het

(config-dyndns)>  update-interval «days> days [ <hourss hours ]
[ aminutes> minutes ] [ <seconds> seconds ]

(config-dyndns)> no update-interval

AprymeHT 3HauyeHue OnuncaHwue

days lenoe uyucno |BpeMeHHOW NHTepBan B AHAX.
hours Lenoe uucno |BpemMeHHOR nHTepBan B Yacax.
minutes lenoe umucno |BpemeHHOWN nHTepBan B MUHYTaXx.
seconds lenoe umcno |BpemMeHHOW nHTepBan B CeEKyHAax.

(config-dyndns)> update-interval 5 days 5 hours 5 minutes 5 »
seconds
DynDns::Profile: Interval is set to 450305 seconds.

(config-dyndns)> update-interval 5 days
DynDns::Profile: Interval is set to 432000 seconds.

(config-dyndns)> no update-interval
DynDns::Profile: Periodic registration disabled.

Bepcus OnucaHue

2.03 Job6asneHa komaHaa dyndns profile update-interval.

profile url

Yka3aTtb URL ncnonbsyemoro caiita cinyx6sl DynDns.
Ja

Ja

Het

I (config-dyndns)>  urlwrb

I (config-dyndns)> no url
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

3.23.7 dyndns profile username

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

url

CTpoka

Monb3oBaTenscknin URL-agpec cnyxbb
DynDns.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

no url
" WEBADMIN" URL cleared.

url http://members.dyndns.org/nic/update
" WEBADMIN": URL saved.

Bepcus

OnucaHue

2.05

Jlo6aBneHa komaHaa dyndns profile url.

YKasaTb IOTVH yYeTHOW 3anuncy Ans goctyna yepes DynDns.

Ja
Ja

HeT

(config-dyndns)>

username <username»

(config-dyndns)> no username

AprymeHT

3HavyeHue

OnucaHue

username

CTpoka

ViMsa nonb3oBaTensa Ans aBTopusaunm.
MakcrnmanbHasa gamHa nMeHn — 64 cumBeona.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

username test@gmail.com
" WEBADMIN": username saved.

no username
" WEBADMIN" username cleared.

Bepcus

OnucaHue

2.00

[Jlo6aBneHa komaHaa dyndns profile username.

3.24 easyconfig check

OnucaHwne

,ﬂ,OCTyI'I Krpynrne KoMaHA Ans HaCTpOIZKM npoBepKkn 40CTyMNna B NHTEPHET. Ansa
npoBepkn A0CTyMNa B MHTEPHET CHa4Yasla OTNpPaBid0TCA 3anpoChl K LT3y
Nno yMOJ/T4aHUHO. Ecnn oTtBet nonyyeH, Torga onpawinBaroTCcAa yaaneHHbIe
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naBa 3 OnncaHme KOMaHA,

XOCTbl, YKa3aHHble B HAacTpolikax. Takxke B HAaCTPOIiKax yKasblBaeTCs
NPOAOCIKNTENBHOCTb M YacToTa 3anpocoB. Ecniv Bce mpoBepky NpoiaeHsi,
3HaAUWT JOCTYN B MHTEPHET eCTb.

Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOg, Het

BxoXxaeHue B rpynny (ezconfig-check)
CuHoncuc (config)> easyconfig check

Mpumep (config)> easyconfig check
(ezconfig-check)>

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa easyconfig check.

3.24.1 easyconfig check exclude-gateway

OnucaHwue OTKAHUMTL MPOBEPKY LLIKO3a MO YMOJI4aHWI0. 10 yMOI4aHWIO 3TOT NapamMeTp
BKJ/IHOYEH.

KomaHga ¢ npedurkcom no BKIKOYAET NpoBepky 06paTHO.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het

CnHoncumc I (ezconfig-check)>  exclude-gateway

I (ezconfig-check)> no exclude-gateway

Mpumep (ezconfig-check)> exclude-gateway
Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network::InternetChecker: Gateway checking enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.05 JobasneHa komaHaa easyconfig check
exclude-gateway.
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naBa 3 OnncaHme KoMaHp,

3.24.2 easyconfig check max-fails

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

YKazaTb KONM4YeCTBO Noc/ie0BaTe/IbHbIX HeYJauHbIX 3aMpPOoCoB K 06n1ayuHOMY
CcepBuCy YTObbI ONpeaenunTb, YTO MHTEPHET HefoCTyneH. 1o ymonyaHuto
NCMOMb3yeTcs 3HaueHne 3.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.

Ja

Ja

Het

(ezconfig-check)>  max-fails «count»

(ezconfig-check)> no max-fails

AprymeHT 3HauyeHue OnuncaHue

count Yenoe uyucno |Konnyectso HeyaauHbIX 3anpocos. MoxeTt
MPUHVMAaTL 3HaYeHWsa B nNpejesnax oT 2 40 8

BK/THOYNTENIbHO.

(ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Bepcus OnucaHve

2.00 Jo6aBneHa komaHaa easyconfig check max-fails.

3.24.3 easyconfig check period

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

3a4aTb MPOAC/IKNTENBHOCTL NPOBEPKU. [10 YMONUYAHUIO NCNONb3YeTCH
3HayeHune 15.

KomMaHgza ¢ npedprKcomM no BO3BpaLLAET 3HAUEHME MO YMONAYAHUIO,
Ja

Ja

Het

I (ezconfig-check)>  period period>

I (ezconfig-check)> no period
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

period UYenoe uucro |IHTepBan npoBepku B cekyHAax. MoxeT
NPYHMMaTb 3Ha4YeHsa B Npejenax ot 10 go
60 BK/IOUNTENBHO.

Mpumep (ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.

(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »

seconds) .
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue
2.00 Jlo6aBneHa komaHga easyconfig check period.

3.25 easyconfig disable

OonucaHue OTKNOUNTb MacTep NepPBUYHOM HACTPOIKK. M0 yMONYaHMIO 3TOT NapamMeTp
BK/TOYEH.

KomaHga c npedunkcom no BkAtOUaeT MacTep NepBUYHON HAaCTPOKM.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOgA, Het

CuHoncuc I (config)> easyconfigdisable
I (config)> no easyconfig disable
NMpumep (config)> easyconfig disable
EasyConfig: :Manager: Disabled.
(config)> no easyconfig disable
EasyConfig: :Manager: Enabled.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

3.01 [Jlo6aBneHa komaHaa easyconfig disable.

3.26 eula accept

OnucaHwune MpuHATL Nonb3oBaTeNbCKOe cornaweHmne EULA. o NpUHATUA cornallueHumns
KOHPUrypaTop He MPUHUMAaET HMKaKMe KOMaH/Abl, KpOMe KOMaHJ Ha YTeHue,
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

Cunoncuc I (config)> eula accept
Npumep (config)> eula accept

Core::Eula: "20181001" license accepted.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.15 [Jlo6baBneHa komaHaa eula accept.

3.27 igmp-proxy

OnucaHwue JlocTyn K rpynne KoMaHA AN HacTpomrkn IGMP.
Mpejukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBog Het

Bxo>xaeHue B rpynny (igmp-proxy)

Cunoncuc I(config)> igmp-proxy

Mpumep (config)> igmp-proxy
(igmp-proxy)>

WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.06 JobasneHa KoMaHAa igmp-proxy.

3.27.1 igmp-proxy fast-leave

OnucaHwue Bkntounts IGMP fast-leave agna HemeaneHHOro yaaneHus nopTa 13 3anncu
nepecbIIKM AN MHOr0aApecHOM rpynnbl, KOr4Aa NopT noay4yaeT coobLieHne
0 BbIXoje.

KomaHga ¢ npednkcom no oTkAoYaeT 3Ty GYHKLMIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (igmp-proxy)>  fast-leave

I (igmp-proxy)> no fast-leave

(igmp-proxy)> fast-leave
Igmp::Proxy: Enabled Fast Leave.

(igmp-proxy)> no fast-leave
Igmp::Proxy: Disabled Fast Leave.

Bepcus OnucaHve

3.09 JobasneHa KomaHaa igmp-proxy fast-leave.

3.27.2 igmp-proxy force

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

MprHYANTENLHO BKAOUYNTL CTapyto Bepcuto IGMP. Mo ymonyaHmio 31a
HaCTPOIMKa OTK/IFOYEHa N BEPCUA NPOTOKO/A BbI6MPaeTcs B aBTOMaTUYECKOM
pexvme.

KomaHga ¢ npedrKcomM no Bo3BpaLlaeT 3HayYeHWe Mo YMOAYaHUIO.
Ja

[Ja

HeTt

(igmp-proxy)>  force «protocol»

(igmp-proxy)> no force

AprymeHT 3HauyeHue OnuncaHwue
protocol igmp-vl MpuMeHUTb GUNLTPALMNIO K BXOAALLINM
naketam.
igmp-v2 MpUMeHUTb GUABLTPALMIO K MCXOASALLIAM
rnakeTam.

(igmp-proxy)> force igmp-vl
Igmp::Proxy: Forced protocol: igmp-vl.

(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.

Bepcus OnucaHue

2.08 JobasneHa komaHaa igmp-proxy force.
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naBa 3 OnncaHme KoMaHp,

3.28 igmp-snooping disable

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

OTxntounTb IGMP snooping. KomaHga A0CTynHa TO/IbKO B pexumax KnveHr,
Yecnnutens nnu Toyka floctyna.

KomaHga ¢ npedurkcom no Bkatovaet IGMP snooping.
Ja
Ja

Het
I(config)> igmp-snooping disable

(config)> igmp-snooping disable
Igmp::Snooping: Disabled.

(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

Bepcus OnucaHue

2.12 JobasneHa komaHaa igmp-snooping disable.

3.29 interface

OnuncaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CvHoncuc

JocTyn K rpynne KoOMaHZ4 ANs HaCTPOMKKM BbIbpaHHOMo MHTepdeiica. Ecnn
nHTepderic He HallleH, KOMaHAa NbITaeTCsa ero co3aaTb.

ima nHTepdelica 3agaeT ero knacc, KOTopblii HacaedyeT onpeeneHHble
CBOIICTBa, CM. AnarpamMmbl B [punoxernn. KomaHabl paboTatoT
NPUMEHNTENBLHO K kKnaccaM. COOTBETCTBYHOLLMIA Knacc MHTepdelica ykasaH
B OMMUCaHNM KOMaHAbI.

KomaHga ¢ npedukcom no yaanset nutepdeiic.
Ja

Ja

Ja

(config-if)

I (config)> interface name»

I (config)> no interface name>
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue

OnucaHue

name UHTeppeic

MNonHoe nma nHTepderica Nam NCeBLOHUM.
Crnncok AOCTYMHbIX NHTEPPENCoB MOXKHO
yBMAETb C MOMOLLbIO KOMaHAbI interface
[Tab].

(config)> interface [Tab]

Usage template:
interface {name}

Choose:
Pvc
Vlan
CdcEthernet
UsbModem
RealtekEthernet
AsixEthernet
Davicom
Yota
Bridge
PPPoE
MwsMobile
SSTPEthernet
SSTP
PPTP
L2TP
ZeroTier
Wireguard
Proxy
OpkgTap
OpkgTun
OpenVPN
OpenConnect
IPIP
XFRM
IKE
Gre
EoIP
TunnelSixInFour
Dummy
Clat
MapT
DsLite
TunnelFourInSix
Chilli

Bepcus OnucaHve

2.00 JobaBneHa komaHja interface.

5.00 O6HoBNeH

Mpumep.
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naBa 3 OnncaHme KoMaHp,

3.29.1 interface authentication chap

OnucaHue BkntounTb noasaepxky ayreHTudumkaumm CHAP.
KomaHga ¢ npedpurkcom no oTkatouaeT CHAP.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica Secure

CuHoncuc I (config-if)> authentication chap

I (config-if)> no authentication chap

Mpumep (config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

CHAP.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.00 [Jlo6baBneHa komaHga interface authentication chap.

3.29.2 interface authentication eap-md5

OnucaHwue BkntounTb noagepxky ayteHTuumkaumm EAP-MD5.
KomaHga c npedurkcom no otkntouyaet EAP-MD5.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication eap-md5
I (config-if)> no authentication eap-md5

NMpumep (config-if)> authentication eap-md5

Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no authentication eap-md5
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobaBneHa komaHga interface authentication eap-mds5.

3.29.3 interface authentication eap-mschapv2

OnucaHue BkntounTtb nogaepxky aytreHtTudumkaumm EAP-MSCHAPV2.
KomaHga ¢ npedurkcom no otkitouvaet EAP-MSCHAPvV2, MS-CHAPV2.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Secure

CuHoncuc I (config-if)> authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2

Mpumep (config-if)> authentication eap-mschapv2
Network::Interface::Supplicant: "IKEO": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network: :Interface::Supplicant: "IKE®": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

VlCTOleﬂ V|3MEHeH|/||7| Bepcmﬂ onucaHvie
3.05 JlobaBneHa komaHaa interface authentication
eap-mschapv2.

3.29.4 interface authentication eap-ttls

OnucaHwue BkntounTe noagepxky ayteHTndumkaumm EAP-TTLS.
KomaHga c npedurkcom no otkntouaet EAP-TTLS.

MNpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KoMaHp,

Tun nutepdeiica Secure

CuHoncnc I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

NMpumep (config-if)> authentication eap-ttls
Network::Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.

(config-if)> no authentication eap-ttls
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHaa interface authentication eap-ttls.

3.29.5 interface authentication identity

OnucaHwune YKasaTb M No/ib30BaTeNs Ana ayTeHTUdrKaLmm ycTponcTea Ha yaaneHHOoMN
cucteme. VicnonbayeTtcs ansa nogkntodeHuin PPTP, PPPoE, L2TP mn Proxy, a
Taioke Ana nHrepdericos UsbQmi.

KomaHga ¢ npedumkcom no cTrpaeT paHee 3agaHHOe NMS MOAb30BaTeNs.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Secure

CuHoncuc (config-if)> authentication identity <identity»

(config-if)> no authentication identity

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
identity Ctpoka VM5 nonb3oBaTtens Ana ayreHTuoumnkaumn.
Mpumep (config-if)> authentication identity mylogin

Network: :Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network: :Interface: :Supplicant: "PPTPO": identity cleared.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.00 Job6aeneHa komaHga interface authentication identity.
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3.29.6 interface authentication mschap

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb noasaepxky ayteHTudumkaumm MS-CHAP.
KomaHga ¢ npedpurkcom no oTkntovaet MS-CHAP.
Ja

Ja

Het

Secure

I (config-if)> authentication mschap

I (config-if)> no authentication mschap

(config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »
MS - CHAP.

(config-if)> no authentication mschap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
MS-CHAP.

Bepcus OnucaHve

2.00 [JlobaeneHa komaHga interface authentication mschap.

3.29.7 interface authentication mschap-v2

OnucaHwune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Mpumep

BkntounTb noagepxky ayteHTudmnkaumm MS-CHAPV2.
KomaHga c npedurkcom no otkntouaet MS-CHAPv2.
Ja

Ja

Het

Secure

I (config-if)> authentication mschap-v2

I (config-if)> no authentication mschap-v2

(config-if)> authentication mschap-v2
Network: :Interface::Supplicant: "PPTPO": authnentication is »
unchanged.
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WcTopusa nsmeHeHum

(config-if)> no authentication mschap-v2
Network::Interface::Supplicant: "PPTPO": removed authentication: »
MS-CHAPv2.

Bepcus OnucaHue
2.00 JobaBneHa komaHaa interface authentication
mschap-v2.

3.29.8 interface authentication pap

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

BkntoumnTtb nogaepxky ayteHTudumkaumm PAP.
KomaHga ¢ npedurkcom no oTkatouaeT PAP.
Ja

Ja

Het

Secure

I (config-if)> authentication pap

I (config-if)> no authentication pap

(config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
PAP.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface authentication pap.

3.29.9 interface authentication password

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

YKa3aTb Naposb 419 ayTeHTUUKaLMKM YyCTPOKCTBA Ha yAaNeHHON cucTeMe,
Wcnonb3yeTtca gna nogkntoueHuini PPTP, PPPOE, L2TP n Proxy.

KomMaHza ¢ npedprKCoM no CcTMpaeT 3HaYeHne Naposs.
Ja
Aa

HeTt
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Tun nutepdeiica Secure

CuHoncnc (config-if)> authentication password password»

(config-if)> no authentication password

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
password Ctpoka Maponb ans ayteHTUdGUKaLMN.
Mpumep (config-if)> authentication password Aihoi2chal

Network: :Interface: :Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network::Interface::Supplicant: "PPTPO": password cleared.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHga interface authentication
password.

3.29.10 interface authentication peap

OnucaHwue Brnrountb nogaepxky EAP-PEAP meTofa NpOBepKM NOAJMHHOCTN.
KomaHga ¢ npedurkcom no oTkntouaet wndpoBaHme EAP-PEAP.

MNpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

CuHoncuc I (config-if)> authentication peap

I (config-if)> no authentication peap

Mpumep (config-if)> authentication peap
Network: :Interface: :Ethernet: "WifiMasterl/AccessPoint0": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network: :Interface::Supplicant: "WifiMasterl/AccessPoint0": »
removed authentication: PEAP.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.03 JobasneHa komaHaa interface authentication peap.
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3.29.11 interface authentication shared

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BKAHOUUTL peXxnm ayTeHTUUKaLNK € pazdesndembiM KH4YoM. DTOT PEXUM
NCNOIb3YeTCs TONbKO B codeTaHnK € LundpoBaHuem WEP. Pazdessembie karoyu
3ajaTca KomaHgol interface encryption key.

KomaHga c npedurkcomM no nepeBoanT ayTeHTUOUKALMIO B OTKPLITLIV PEXUM.
Ja

Ja

Het

WiFi

I (config-if)> authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface authentication shared.

3.29.12 interface authentication wpa-psk

OnucaHwune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

YCTaHOBUTb NMpeABapuUTeNbHO COracoBaHHbIN KU A9 ayTeHTUGMKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asaHune knroda B Buge 256-61MTHOro
LecTHaaLaTepuyHoro ymcna, 1nmbo B suge ctpokun ASCII-cumsonos. Bo
BTOPOM C/ly4vae CTpOKa 1UCMonb3yeTcd Kak KogoBas dpasa And reHepnpoBaHus
KnroYa (napons).

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.
Ja

Ja

Het

WiFi

I (config-if)> authentication wpa-psk psk>
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(config-if)> no authentication wpa-psk

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

psk CTpoka MpeABapuTeIbHO COrNacoBaHHbIN KN4 B
BUAe 256-6MTHOrO WecTHaALaTepnYHOro
yncna, CocTosiLLero 13

64 WwecTHaguaTepuydHbIX undp, N1Mb60 B BUAE
cTpoku ASCII gnmHoi oT 8 A0 63 CUMBO/OB.

Mpumep (config-if)> authentication wpa-psk Eethaich9z
Network: :Interface::Wifi: "WifiMasterl/AccessPoint@": WPA PSK set.

(config-if)> no authentication wpa-psk
Network::Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »

removed.
WcTopuns nsmeHeHwnit |Bepcus onucaHue
2.00 JobaBneHa komaHAa interface authentication wpa-psk.

3.29.13 interface auto-ssid

OnucaHue CreHepurpoBaThb NoJib30BaTeNbCKoe 1MS 6ecnpoBoiHoO ceTu (SSID) Ha ocHoBe
MAC-aapeca poyTepa.

Mpe¢ukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WifiMaster
CuHoncuc (config-if)>  auto-ssid «template> prefix
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
template mac4 VM8 wabnoHa — nocnegHue 4 nnm 6 umdp
MAC-agpeca, KoTopble byayT f06aBneHbl K
mac6 .
prefix.
prefix Crtpoka Mpon3BonbHasa cTpoka no Bbl6opy
nonb3oBaTens.
Mpumep (config-if)> auto-ssid mac4 12313213

Network: :Interface: :AccessPoint: "WifiMaster®/AccessPoint0": »
generated SSID "12313213207E".
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WcTopusa nsmeHeHum

(config-if)> auto-ssid mac6 12313213

Network: :Interface: :AccessPoint: "WifiMasterQ/AccessPoint0": »

generated SSID "1231321369207E".

Bepcus OnucaHue

3.08 JobaBneHa komaHa interface auto-ssid.

3.29.14 interface backhaul

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BrntounTb noasaepxky VLAN anst 6€CnpoBOAHOIO COeAMHEHUS MeXAY
poyTepamu Keenetic B pexxume trunk. [0 yMon4aHMIO HaCTPOiKa OTK/IOYEHa.

KomaHga ¢ nped1KcomM no oTKIOYaEeT HaCTPOWAKY.

Ja

Ja

Het

WiFiMaster

| (config-if>  backhaut

I (config-if)> no backhaul

(config-if)> backhaul

Network: :Interface: :Rtx: :AccessPoint:

backhaul mode enabled.

(config-if)> no backhaul

Network: :Interface: :Rtx: :AccessPoint:

backhaul mode disabled.

"WifiMaster®/AccessPointl": »

"WifiMaster@/AccessPointl": »

Bepcus OnucaHve

3.02 JlobaBneHa komaHa interface backhaul.

3.29.15 interface band-steering

OnucaHwne

3anyctnTb cnyxby Band Steering ana AP 5 Ty, Mo ymMon4aHuMio HacTpoiika

BK/IKOYEHa.

Ans npaBunbHoM paboTel Band Steering HEO6XOAMMO BbIMOMHUTE CliegyroLpe

yCcnoBus:

* BK/tOYeHbl 06e Touku goctyna 2,4 My n 5 My,

* Y HUX ofMHaKkoBble SSID
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Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

* OHV VIMeT OAMHaKOBble NapameTpbl 6e30MacHOCTY (TUN WndpoBaHUS,

3HayeHue KNYa, UT. 4.)

KomaHga ¢ npedukcom no oTkatouaet Band Steering.

Aa
Ja
Het

WiFiMaster

I (config-if)>  band-steering

I (config-if)> no band-steering

(config-if)> band-steering

Network: :Interface: :Rtx::WifiMaster:

enabled.

(config-if)> no band-steering

Network: :Interface: :Rtx::WifiMaster:

"WifiMasterl": band steering »

"WifiMasterl": band steering »

disabled.
Bepcus OnucaHve
2.09 JobasneHa komaHga interface band-steering.

3.29.16 interface band-steering preference

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

3ajaTb NpeanoYTUTEeNbHbIM Ananas3oH Ana TexHonoruu Band Steering. MNo

YMOJIYaHWIO 3Ha4YeHne He onpejesieHo.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No ymon4aHuio.

Ja
Ja
Het

WiFiMaster

(config-if)>  band-steering preference <band>

(config-if)> no band-steering preference

AprymeHT 3HauyeHue OnuncaHwue

band 2 AwvanasoH 2,4 Ty,

5 AnanasoH 5T,
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Mpumep

UcTopuns nameHeHuii

(config-if)> band-steering preference 5
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference is 5 GHz.

(config-if)> no band-steering preference
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference disabled.

Bepcus OnucaHve
2.09 Jlo6aBneHa komaHgaa interface band-steering
preference.

3.29.17 interface beamforming explicit

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

BknrounTb ABHOE PopmuposaHue duazpammel HanpaeneHHocmu (eBF) gna AP
5TTy. 3Ta PyHKLUMA MOXET ObITb MCNONb30BaHAa TONbLKO A8 KNEeHTOB
802.11ac n HecoBmecCTMMa C APYrMU cTaHAapTamu. 1o ymonyaHmio 3ToT
napamMeTp BK/HOYEH.

KomaHaa ¢ npedrKcom no oTkItoYaeT siBHoe PopmuposaHue uazpammesl
HanpasseHHoCMu.

Ja
Aa
HeTt

WiFiMaster

(config-if)>  beamforming explicit [mu-mimo]

(config-if)> no beamforming explicit

AprymeHT 3HauyeHue OnucaHwue

mu-mimo Keyword YnpaBneHve dnaramm MU-MIMO ansa sBHoro
dopMmpoBaHUA frarpammbl
HanpaB/ieHHOCTU. Bk/ilouaeT KOHTPOIIb
NOTOKa JaHHbIX 4151 HECKONbKUX
nosb3oBaTenei.

(config-if)> beamforming explicit
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and SU-MIMO enabled.

(config-if)> beamforming explicit mu-mimo
Network::Interface::Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and MU-MIMO enabled.
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WcTopusa nsmeHeHum

(config-if)> no beamforming explicit
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": explicit »
beamforming and MIMO disabled.

Bepcus OnucaHue

2.10 Job6asneHa komaHaa interface beamforming explicit.

3.29.18 interface beamforming implicit

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb HeaBHOe PopmuposaHue duazpamMmel HanpasaeHHocmu (iBF) ans
AP 5 TTu. Mo ymon4aHmio HacTpoIiKa OTK/IoHeHa.

KomMaHgaa ¢ npedrKcom no OTK/IOUAET HesiBHOE PopMuposaHue duazpanmsl
HanpasaeHHOCMU.

Ja
Ja
Het

WiFiMaster

I(config-if)> beamforming implicit

I (config-if)> no beamforming implicit

(config-if)> beamforming implicit
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": implicit »
beamforming enabled.

(config-if)> no beamforming implicit
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": implicit »
beamforming disabled.

Bepcus OnucaHve

2.10 Jlo6aBneHa komaHga interface beamforming implicit.

3.29.19 interface ccp

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

BkntounTb noaaepxky nportokosia CCP Ha 3Tarne ycTaHOBNEeHWA COeUHEHVA.
KomaHga c npedumkcom no otknrouaet CCP.

Ja

Aa

HeTt
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Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

PPP

I (config-if)>  ccp

I (config-if)> no ccp

(config-if)> ccp
CCP enabled.

(config-if)> no ccp
CCP disabled.

Bepcus OnucaHve

2.00 [JlobaBneHa komaHga interface ccp.

3.29.20 interface channel

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

YCTaHOBUTb pagnioKaHan (4acToTy BellaHms) S 6ecrnpoBOAHbIX
nHTepdercos. MiHTepdelicel Wi-Fi npuH1MatoT B KavecTBe HOMepa KaHana
uensie uncna ot 1 4o 14 (ananasoH YyactoT oT 2.412 My, go 2.484 I'Ty) n ot
36 o 165 (ananasoH yactot o1 5.180 'y, Ao 5.825 Mu). Mo ymonyaHuo
NCMNONb3yeTcs 3HayeHme auto.

KomMaHga ¢ npepurKcoM No ycTaHaBAMBAET 3HaYEeHMeE Mo YMOJTHAHUIO.
Ja

Aa

HeTt

Radio

(config-if)>  channel «channel

(config-if)> no channel

AprymeHT 3HauyeHue OnucaHwue

channel number Homep paavio kaHana.
auto Homep paavno kaHasna onpegensercs
aBTOMaTmn4YecKu.

(config-if)> channel 8
Network::Interface::Rtx::WifiMaster: "WifiMaster0@": channel set »
to 8.

(config-if)> channel 36
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.
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WcTopusa nsmeHeHum

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »
mode set.

Bepcus OnucaHue

2.00 JobaBneHa komaHaa interface channel.

3.29.21 interface channel auto-rescan

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

3aAaTb pacnuncaHve 418 aBTOMaTUYeCKOro CKaHMPOBaHWA PajMo KaHaoB.
Mo ymon4aHuio NnapaMeTp OTKIOYEH.

KomaHga ¢ npedprKcoM no OTK/IH0UaeT HacTPOIKY.
Ja
Ja
HeTt

Radio

(config-if)>  channel auto-rescan [ <hh>:imm> Jinterval <interval

(config-if)> no channel auto-rescan

AprymeHT 3HauyeHue OnuncaHwue

interval 1 VIHTepBa/ NOBTOPHOIo CKaHNPOBaHUSA B
6 yacax.
12
24

(config-if)> channel auto-rescan interval 1
Network::Interface::Rtx::WifiMaster: "WifiMaster0": scheduled »
auto rescan, interval 1 hour.

(config-if)> no channel auto-rescan
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": auto rescan »
disabled.

Bepcus OnucaHve

2.07 JobaeneHa komaHaa interface channel auto-rescan
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3.29.22 interface channel width

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb LUMPUHY NOAOCHI MPOMYCKaHWs AN yKa3aHHOro kaHana. Mo
YMOJTYaHWNIO NCMONb3YeTCcs 3HaUeHue 40-below .

KomaHga ¢ npedurKcom no ycTtaHaBAMBaET 3HaYeHMe Mo yMOYaHUIO.
Ja

Ja

HeTt

Radio

(config-if)>  channel width width»

(config-if)> no channel width

AprymeHT (3HauyeHue OnucaHwue
width 20 YCTaHOBWUTbL NON0CY NPOMNYCKaHNSA PaBHYHO
20 Ml
40-above PacwivpwTb nosnocy nponyckaHwmsa 4o 40 MIu

ncnonb3y4q CﬂEAerLU,I/IM KaHarn.

40-below Pacumputb nonocy nponyckaHmsa o 40 MIy,
NCNob3ys NpeablAyLLNG KaHan.

(config-if)> channel width 20
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": channel »
bandwidth setting applied.

(config-if)> no channel width
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": channel »
bandwidth settings reset to default.

Bepcus OnucaHve

2.04 JlobaBneHa komaHaa interface channel width.

3.29.23 interface chilli coaport

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

Yka3atb UDP-NopT, Ha KOTOPbIV 6yAyT OTNPaBAATLCSA 3anpockl Ha OTK/IH0YeHe
oT RADIUS-knneHTa.

KomaHga ¢ npedunKcom no yaanset HaCTPOnKY.
Ja
Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Chilli

CnHoncuc (config-if)>  chilli coaport <coaport;

(config-if)> no chilli coaport

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
coaport UYesnoe uucsio |Homep nopta CoA.
Mpumep (config-if)> chilli coaport 3940

Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.10 Job6asneHa komaHga interface chilli coaport.

3.29.24 interface chilli dhcpif

OnucaHune HasHauunTb nHtepdeiic Chilli ceteBoMy cncteMHOMy MHTepdeincy.
KomaHga ¢ npednkcom no oTMeHsET NpuBA3KY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Tun nHtepdeiica Chilli

Cunoncnc (config-ifi>  chilli dhcpif «dhcpifs

(config-if)> no chilli dhcpif

AprymeHTbI AprymeHT |3HauyeHune OonucaHue
dhcpif UHTepgeric MNMonHoe nmsa nHTepdeiica nnv NCEBLOHNM.
NMpumep (config-if)> chilli dhcpif Bridgel

Chilli::Interface: "Chilli@": bound to Bridgel.

(config-if)> no chilli dhcpif
Chilli::Interface: "Chilli®": unbound.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.10

Jlo6aBneHa komaHga interface chilli dhcpif.

3.29.25 interface chilli dns

Ykasatb IP-agpec cepsepa DNS.

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nsmeHeHnii

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

Ja
Aa
HeTt

Chilli

(config-if)>

chilli dns «dns1s [ «dns2»]

(config-if)> no chilli dns

AprymeHT 3HauyeHue OnucaHwue
dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.
dns2 IP-appec Agpec BTopnyHoro DNS-cepsepa.

(config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli®": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns

Chilli::Interface:

"Chilli0": DNS servers reset to default.

Bepcus

OnucaHune

2.10

JobaBneHa komaHaa interface chilli dns.

3.29.26 interface chilli lease

OnuncaHwme

Mpedukc no
MeHsieT HaCTPOUKMN

MHorokpaTtHbIiA BBOJ,

HacTpouTtb Bpems apeHAbl NOAKIHOUYEHHOro KaneHTckoro IP-agpeca. o
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpallaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja

Het
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naBa 3 OnncaHme KOMaHA,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Chilli

(config-if)>  chilli lease <lease>

(config-if)> no chilli lease

AprymeHT 3HauyeHue OnuncaHwue

lease lenoe 4ucno |Bpemsa apeHAbl B cekyHaax. MakcmmanbHoe

3HauyeHune 259200.

(config-if)> chilli lease 1000
Chilli::Interface: "Chilli0": lease has been set 1000 seconds.

(config-if)> no chilli lease
Chilli::Interface: "Chilli®": lease has been reset to default »
(3600 seconds).

Bepcus OnucaHue

2.11 JobaeneHa komaHga interface chilli lease.

3.29.27 interface chilli login

OnucaHwue

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

HacTtpouTts aBTOpM3auuio Ana goctyna Kk RADIUS-cepsepy.
Het
Het
Het

Chilli

(config-if)>  chilli login @mac: [ username usernames password passwords

]

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-agpec MAC-agpec ans ayteHTUdUKaLnu.
username CTpoka VIMa nonb3oBaTens Ansa ayteHTuoumkaumn,
password CTtpoka Maponb ans ayteHTUdUKaLmUn.

(config-if)> interface Chilli®@ chilli login 00:01:02:03:04:05
Chilli::Interface: "Chilli0": sent login request for »
00:01:02:03:04:05

(config-if)> interface Chilli®@ chilli login 00:01:02:03:04:05 »
username test password test
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

Chilli::Interface: "Chilli0": sent login request for »
00:01:02:03:04:05

Bepcus

OnucaHmne

4.00

Job6asneHa komaHgaa interface chilli login.

3.29.28 interface chilli logout

OnucaHue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

MpuHyanTensHo oTkaUunTL MAC-ajpec ykasaHHOro KjaveHTa.

Het
Het
Het
Chilli
(config-if)>  chilli logout (smac> | all)
AprymeHT 3HauyeHue OnucaHue
mac MAC-appec MAC-aapec 3aperncTpmpoBaHHOro KameHTa.
all Keyword OTkntounTe Bce MAC-agpeca.

(config-if)> chilli logout 64:a2:22:51:b4:11

(config-if)> chilli logout all

Chilli::Interface:

"Chilli0": service restarted.

Bepcusa

OnucaHune

2.10

JobaeneHa komaHga interface chilli logout.

3.29.29 interface chilli macauth

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHTepdeiica

BrtoUnTb GYHKLMIO MPOBEPKN NOANVNHHOCTY NO/b30BaTeNeil TONbKO Ha
ocHoBaHuW npoeepkn MAC-agpeca.

KomaHza c nped1KcomM no oTKAoYaeT HaCTPOWKY.

Ja
Ja

HeT

Chilli
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-if)>  chilli macauth

I (config-if)> no chilli macauth

(config-if)> chilli macauth
Chilli::Interface: "Chilli@": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli@": macauth cleared.

Bepcus OnucaHve

2.10 JobaBneHa komaHaa interface chilli macauth.

3.29.30 interface chilli macpasswd

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

NcTopus nsmeHeHum

YcTaHOBWUTL Napoab AnA nposepku nognnHHoctn MAC-agpeca.
KomaHgaa ¢ npedprKcoM no yaanset HacTPOKY.

Ja

Ja

HeTt

Chilli

(config-if)>  chilli macpasswd macpasswd>

(config-if)> no chilli macpasswd

AprymeHT 3HauyeHue OnuncaHwue

macpasswd Crpoka Maponb nonb3osaTens.

(config-if)> chilli macpasswd 1234567890
Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli@": macpasswd cleared.

Bepcus OnucaHue

2.11 Job6asneHa komaHaa interface chilli macpasswd.
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naBa 3 OnncaHme KoMaHp,

3.29.31 interface chilli nasip

OnucaHue YcTaHoBWUTL 3HayeHe RADIUS napameTtpa IP-agpec NAS. lMo3sonseT
HaCTPOUTb 1 UCNOB30BaTb NPOM3BOJbHLIN IP-agpec.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHTbI AprymeHT |3HaueHmne OnuncaHue
address |IP-agpec KoHkpeTHbIl IP-agpec cepBepa.
wan UHTepgelic IP-appec ykazaHHoro WAN-unHTepdelica.
auto Knwuyesoe cnoso |IP-agpec Tekywero WAN-uHTepdeiica.
Mpumep (config-if)> chilli nasip 95.213.215.187

Chilli::Interface: "Chilli®": NAS IP address set to »
"95.213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli®": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli®": NAS IP address cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHgaa interface chilli nasip.

3.29.32 interface chilli nasmac

OnucaHue YcraHoBuTb MAC-agpec ans atpmbyta RADIUS Called-Station-ID. MNo
YMONYaHuo ncnonbsyetca MAC-agpec rocteBoi ceTu.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli nasmac mac»

(config-if)> no chilli nasmac

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mac MAC-agpec HoBbii MAC-aapec gna RADIUS
Called-Station-ID.

NMpumep (config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli@": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli®": NAS MAC address cleared.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.11 JobaeneHa komaHaa interface chilli nasmac.

3.29.33 interface chilli profile

OnucaHwne HasHaunTe npodunb Chilli cooTBeTCTBYOLWEMY NHTEpdeiicy.
KomaHga c npedurkcom no yganseTt HaCTPOWKY.

MNpedukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli profile profile»

(config-if)> no chilli profile

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
profile Ctpoka HasBaHune npodunsa RADIUS-cepBepa.
Mpumep (config-if)> chilli profile Wi-Fi_SYSTEM

Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.
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naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 Job6asneHa komaHgaa interface chilli profile.

3.29.34 interface chilli radius

OnucaHue JobaBuTb agpeca RADIUS-cepeepa.
KomaHaa ¢ npedurkcom no yaanset agpeca.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radius <serverl [ «server2s]

(config-if)> no chilli radius

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
serverl Ctpoka Appec nepsuyHoro RADIUS-cepBepa.
server2 Ctpoka Appec BTopryHoro RADIUS-cepBepa.
Mpumep (config-if)> chilli radius radius.wifisystem.ru »

radius2.wifisystem. ru
Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli@": RADIUS servers cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 Job6aBneHa koMmaHaa interface chilli radius.

3.29.35 interface chilli radiusacctport

OnucaHue Ha3HaunTb UDP-nopT yyéTta RADIUS-cepBepa. [10 yMO/THaHMIO NCNONb3YyeTCs
3Ha4yeHue 1813.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBAMBaeT NOPT MO yYMO/YaHNIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Chilli

CuHoncnc (config-if)>  chilli radiusacctport <radiusacctport,

(config-if)> no chilli radiusacctport

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
radiusacctport Ctpoka Homep nopra.
NMpumep (config-if)> chilli radiusacctport 1819

Chilli::Interface: "Chilli@": radiusacctport set to 1819.

(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 Job6aeneHa komaHga interface chilli radiusacctport.

3.29.36 interface chilli radiusauthport

OnucaHue HasHaunTtb UDP-nopt ayTeHTUdUKaummn RADIUS-cepBepa. Mo ymMonyaHuio
ncnonb3yetca 3HayeHe 1812,

KomaHga ¢ npedurkcom no yctaHaBAMBaET MOPT MO YMOYAHUIO.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHTbI AprymeHT 3HaueHne |OnucaHue
radiusauthport CTpoka Homep nopra.
Npumep (config-if)> chilli radiusauthport 1820

Chilli::Interface: "Chilli@": radiusauthport set to 1820.
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naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.06 Job6asneHa komaHaa interface chilli radiusauthport.

3.29.37 interface chilli radiuslocationid

OnucaHue 3agaTb naeHTMdMKaTOp MectononioxxeHns RADIUS-cepeepa. OH A0MKeH ObiTb
B popmaTe isocc=, cc=, ac=, network=.

KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiuslocationid «radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiuslocationid |CTpoka 3HaueHune ngeHTudmMKaTopa
MeCTOMOOXEHWS.
NMpumep (config-if)> chilli radiuslocationid »

isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli®": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, ".

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli®": radiuslocationid cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radiuslocationid.

3.29.38 interface chilli radiuslocationname
OnucaHue 3ajaTb Ha3BaHWe MecTononoxeHua RADIUS-cepsepa.
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Mpejukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiuslocationname <radiuslocationname;

(config-if)> no chilli radiuslocationname

AprymeHTbI AprymeHT 3HaueHve |OnucaHune
radiuslocationname|CTpoka Ha3sBaHve MecTono10XeHUA.

Mpumep (config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli®": radiuslocationname cleared.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.10 JobaeneHa komaHaa interface chilli
radiuslocationname.

3.29.39 interface chilli radiusnasid

OnucaHue YcTaHOBUTb NAEHTUUKATOP CepBepa CeTEBOro A0CTyNa.
KomaHga ¢ npedunKcom no yaanset HacTPOnKy.

Mpejukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiusnasid <radiusnasids

(config-if)> no chilli radiusnasid

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
radiusnasid |Crpoka NaeHTrndukaTop NAS.
Npumep (config-if)> chilli radiusnasid example_12

Chilli::Interface: "Chilli@": radiusnasid set to "example 12".
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naBa 3 OnncaHme KoMaHp,

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli0": radiusnasid cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 JobaBneHa komaHaa interface chilli radiusnasid.

3.29.40 interface chilli radiussecret

OnucaHwne YcTaHOBUTbL 06LWMIA KNtoY Ansa 06oux RADIUS-cepBepoB.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
radiussecret|CTpoka 3HauyeHue KaKua.
NMpumep (config-if)> chilli radiussecret 12df34fd

Chilli::Interface: "Chilli®": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli radiussecret.

3.29.41 interface chilli uamallowed

OnucaHue YKaszaTtb pecypc, K KOTOPOMY KANEHT uMeeT JoCTyn 6e3 nepBuYHON
ayTeHTUMKaumn.

KomaHga ¢ npedurkcom no yaanseT pecypc 13 cnmcka. Ecnm BeinoOAHUTb
KOMaHAy 6e3 aprymeHTa, TO BeCb CMMCOK pecypcoB byaeT ouMLLeH.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Chilli

(config-if)>  chilli uamallowed wamallowed>

(config-if)> no chilli uamallowed [ «wamallowed> ]

AprymeHT 3HauyeHue OnucaHue

uamallowed |CTpoka IP-agpec, URL nnu noaceTs.

(config-if)> chilli uamallowed 188.166.114.0/24

Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled

garden.

(config-if)> chilli uamallowed www.example.link

Chilli::Interface: "Chilli@": "www.example.link" added to walled

garden.

(config-if)> no chilli uamallowed 188.166.114.0/24

Chilli::Interface: "Chilli®": "188.166.114.0/24" removed from

walled garden.

(config-if)> no chilli uamallowed www.example.link

Chilli::Interface: "Chilli@": "www.example.link" removed from

walled garden.

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

v

\J

v

v

Bepcus

OnucaHmne

2.10

JobaBneHa komaHaa interface chilli uamallowed.

3.29.42 interface chilli uamdomain

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

YKasaTb JOMeH, K KOTOPOMY K/IMEHT MMeeT JOCTyrn 6e3 NepBUYHOM

ayTeHTUdMKaLnm.

KomaHga ¢ ﬂpe¢I/IKCOM no yjandaeTt AOMeH 13 cnncka. Ecnm BbINONHUTL

KOMaHAy 6e3 aprymeHTa, To BeCb CrCOK JOMEHOB 6yﬂ,ET OoYnLeH.

Ja
Ja
Aa
Chilli
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

(config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«wuamdomains ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

uamdomain CTpoka JlomeHHOoe MS yaaneHHoro xXocTa.
Mpumep (config-if)> chilli uamdomain wifisystem.ru

Chilli::Interface:

garden.

"Chillie": "wifisystem.ru" added to walled »

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" removed from walled »

garden.

(config-if)> no chilli uamdomain

Chilli::Interface:

"Chillio": walled garden cleared.

UcTopusa nsmeHeHwnii

Bepcus

OnucaHune

2.10

JobaeneHa komaHga interface chilli uamdomain.

3.29.43 interface chilli uamhomepage

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

YcraHoBuTb URL-agpec gomalluHeln cTpaHuLbl ANS nepeHanpaBneHns
HeaBTOPU30BaHHbIX MNOib30BaTeNeNn.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Aa
Ja
HeTt

Chilli

(config-if)>

chilli uamhom

epage wamhomepage>

(config-if)> no chilli uamhomepage

AprymeHT

3HavyeHue

OnuncaHue

uamhomepage

CTpoka

Monb3oBaTenbckmii URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".
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naBa 3 OnncaHme KOMaHA,

(config-if)> no chilli uamhomepage
Chilli::Interface: "Chilli@": uamhomepage cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 Job6asneHa komaHaa interface chilli uamhomepage.

3.29.44 interface chilli uamport

OnucaHue Ykasatb TCP-nopT A8 NOAKIH0UYEHNA aBTOPN30BaHHbLIX KNMeHTOB. 1o
YMONYaHWIO NCMOJIb3yeTcsd 3HaueHve 3990.

KomaHga ¢ npedunkcom no ycTaHaBAIMBAET MOPT MO YMOUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamport Uenoe 4ucno |Homep noprta.
NMpumep (config-if)> chilli uamport 3922

Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Jlo6aBneHa komaHaa interface chilli uamport.

3.29.45 interface chilli uamsecret

OnucaHue YcTaHoBUTbL 06LWmnii knod mexay UAM-cepsepom n Chilli. UAM-kntou
NCMNONb3yeTCsa ANA X3LWMPOBaHNA 3anpoca nepes BbluvcaieHneM napons.

KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.
MNpejukc no Ja

MeHsieT HacTpouikm  /[la
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamsecret wamsecret>

(config-if)> no chilli uamsecret

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
uamsecret CTpoka 3HauyeHMe KYa.
Mpumep (config-if)> chilli uamsecret 12df34fd

Chilli::Interface: "Chilli®": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli@": uamsecret set to "".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.10 JobaBneHa komaHaa interface chilli uamsecret.

3.29.46 interface chilli uamserver

OnucaHue YctaHoBuTb URL-agpec Beb6-cepsepa 419 NpoBepKy NOASTMHHOCTY K/INEHTOB.
KomaHga ¢ npednkcom no yganset HacTPOnKy.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli uamserver wamserver

(config-if)> no chilli uamserver

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamserver CTpoka Monb3oBaTenbckuin URL-agpec Beb6-cepBepa.
NMpumep (config-if)> chilli uamserver »

https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin".

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli®": uamserver cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.10 JlobaBneHa komaHa interface chilli uamserver.

3.29.47 interface compatibility

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

YCTaHOBUTb CTaHAaPTbl 6eCNPOBOAHON CBA3N, C KOTOPbLIMU AOJIXEH 6bITb
COBMECTVM JaHHbI 6ecnpoBogHO aganTep (MHTepdeiic). Ans nHtepdeiicos
Wi-Fi coBMeCcTMMOCTb 3aaeTcsa CTPOKOM N3 NaTUHCKNX B6ykB A, B, G, N,
0603HavarWwux gononHeHns K ctaHaapty IEEE 802.11. K npumepy, Hannume
B CTPOKEe COBMeCTUMOCTW BykBbl N ByfieT 03HauaTb, YTO JaHHbIN ajganTtep
CMOXeT B3anuMoAencTBoBaThb € 802.11Nn-COBMECTMMbIMU YCTPOCTBaMM Yepes
pagnokaHan. Habop foNyCTUMbIX CTPOK COBMECTMMOCTU onpejenseTcs
annapaTHbIMY BO3MOXHOCTAMW KOHKPETHOro agantepa 1 TpeboBaHUsaMN
COOTBETCTBYIOLMX AONONHEHN K cTaHgapTy IEEE 802.11.

Mo ymonuaHutio ans yactoTsl 2,4 'y ncnonbsyetcsd ctpoka «BGN», «AN» —
ana 51Ty,

Het
Aa
Het

Radio

(config-if)>  compatibility annex>

AprymeHT 3HauyeHue OnuncaHwue
annex B, G, N Ana 2,41Tu.
A, N Ana 51Ty,
A, N+AC JononHuTtenbHbIn ctaHaapT IEEE.

(config-if)> compatibility N
Network: :Interface: :Rtx: :WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": PHY mode set.

Bepcus OnucaHve
2.00 JobasneHa komaHgaa interface compatibility.
2.06 Jlo6aBneH HoBbI cTaHAapT AC.

3.29.48 interface connect

OnucaHwne

3anycTnUTb NPOLLECC MOAKIOYEHWS K yAaNeHHOMY y37y.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

KomaHza ¢ npedprKcoM no npepbIBaeT coeAnHEHME.,
Ja

Aa

HeTt

PPP, IP

(config-if)>  connect[via wia]

(config-if)> no connect

AprymeHT 3HauyeHue OnucaHue

via UHTepgeiic NHTepddeinc, uepes KoTopbI OCyLLeCTBAAETCA
noaknroyeHve K yganeHHomy ysny. ina PPPoE
3TOT NapameTp ABAsSeTCA 0653aTeNIbHbIM.

(config-if)> connect via ISP

(config-if)> no connect

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface connect.

3.29.49 interface country-code

OnuncaHwmne

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHTsl

Mpumep

HasHaunTb nHTepdeicy 6ykBeHHbI KO CTPpaHbl, KOTOPLIV BANSET Ha Habop
paAno-kaHanos. Mo yMmon4aHuio ycTaHoBneHo 3HayeHue RU.

HeTt

Ja
Het

Radio

(config-if)>  country-code «code>

AprymeHT 3HauyeHue OnucaHue

code CTpoka Koa cTpaHbl.

(config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": country code »
set.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jo6aBneHa komaHga interface country-code.

3.29.50 interface debug

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BKOUNTL OTNAAOUHbIN pexirM NoakatoueHns PPP. B 0TNaj04HOM pexurme
B CUCTEMHbIVi XXypHan BbIBOAUTCA NogpobHas nHpopMaums o xoje
noakntoyveHus. No ymonyaHuio GyHKLNA OTKAOUEHaA.

KomaHga ¢ npeprKcoOM Nno OTKAHOHAET OTAAA0UHBIA PEXUM.
Ja

Aa

Het

PPP

I (config-if)>  debug

I (config-if)> no debug

(config-if)> debug
Network::Interface::Base: Debug enabled.

(config-if)> no debug
Network: :Interface::Base: Debug disabled.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface debug.

3.29.51 interface description

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

HasHaunTb NpoV3BOILHOE ONMCaHWE CETEBOMY MHTepdelicy.
KomaHga c npedunkcom no cTpaeT onncaHue.

Aa

Ja

Hert

I (config-if)>  description «description»

I (config-if)> no description
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

description |Crpoka Mpoun3BonbHOe onncaHne nHTepdernca.

(config-if)> description MYHOME
Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description
Network::Interface::Base: "Bridge0": description saved.

Bepcus OnucaHve

2.00 Jlo6baBneHa komaHga interface description.

3.29.52 interface down

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

OTKNOUYNTE ceTeBOV MHTepdENC 1 3anncaTb B HACTPOMKM COCTOSAHME «down».

KomaHga c npedurkcom no BkItoHaeT ceTeBO MHTepdeinc n ygansaeTt «down»
N3 HacTpoeK.

Ja

Aa

HeTt

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Network::Interface: :Base: "GigabitEthernet0/2": interface is down.

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2": interface is up.

Bepcus OnucaHve

2.00 JobaeneHa komaHza interface down.

3.29.53 interface downlink-mumimo

OnucaHwne

BkitounTb HUCXoAsLLee (ABHOe) PopmuposaHue duazpanMel HanpagaeHHocmu
(eBF) MU-MIMO ansa AP 5 T, laHHasa yHKLUMS MOXKET 6bITb MCMO/Ib30BaHa
TOJIbKO A58 KineHToB 802.11ac 1 HecoBMeCTMMa C APYrMMU CTaHZapTaMu.
Hactpolika He MOXeT 6bITb MCNO0/Ib30BaHa 6e3 BKItUeHns kKoMaHapl interface
beamforming explicit.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

WiFiMaster

I(config—if)> downlink-mumimo

I (config-if)> no downlink-mumimo

(config-if)> downlink-mumimo
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1llac/ax »
downlink-mumimo enabled.

(config-if)> no downlink-mumimo
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1lac/ax »
downlink-mumimo disabled.

Bepcus OnucaHve

3.05 JobaeneHa komaHga interface downlink-mumimo.

3.29.54 interface downlink-ofdma

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

BknrounTb Huexoaswwyo ceasb 802.11ax OFDMA. o yMon4YaHMIo HacTporika
OTK/tOYeHa.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
Ja

Ja

Het

WiFiMaster

I (config-if)>  downlink-ofdma

I (config-if)> no downlink-ofdma

(config-if)> downlink-ofdma
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1lax »
downlink-ofdma enabled.

(config-if)> no downlink-ofdma
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": 1llax »
downlink-ofdma disabled.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.07 JlobaeneHa komaHaa interface downlink-ofdma.

3.29.55 interface duplex

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHui

YCTaHOBUTb AynieKcHblli pexum Ethernet-nopTa. Mo ymonyaHuto 3agaHo
3HauyeHue auto.

KomaHga ¢ npedrkcom no BO3BpaLLLAET 3HaUYeHMe No YMOTHaHMIO.
Ja

Ja

Het

Ethernet

(config-if)>  duplex wmode>

(config-if)> no duplex

AprymeHT 3HauyeHue OnucaHwue
mode full Pexum nonHoro gynnekca.
half MonyaynnekcHbIN pexuvmM.
auto ABTOMAaTUYECKN AYNNEKCHBIA pexXuM.

(config-if)> duplex full
Network: :Interface::Ethernet: "GigabitEthernet0/1": duplex set »
to "full".

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »
to default.

Bepcus OnucaHve

2.06.B.1 Jlo6aBneHa komaHga interface duplex.

3.29.56 interface dyndns nobind

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn

OTkAUUTL NPUBA3KY 3anpoca kK WAN-nHTepdeiicy.

KomaHga ¢ npednkcom no BKAOUAET NPUBA3KY.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

I (config-if)>  dyndns nobind

I (config-if)> no dyndns nobind

(config-if)> dyndns nobind
DynDns::Client: Disabled bind on interface GigabitEthernetl.

(config-if)> no dyndns nobind
DynDns::Client: Enabled bind on interface GigabitEthernetl.

Bepcus OnucaHve

4.02 [Jlo6aBneHa komaHga interface dyndns nobind.

3.29.57 interface dyndns profile

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

NcTopus nsmeHeHum

MpuBA3aTh K ceTeBOMY MHTepdercy npodunb DynDns. MNepes BoinonHeHNEM
KOMaHZbl NPodub JoMKeH 6bITb CO34aH M HACTPOEH rpynnoi KomaHg dyndns
profile.

KomaHga ¢ npedurkcom no paspeiBaeT CBA3b Mexay npodpunem un
nHTepdericom.

Ja
Ja
Het
(config-if)>  dyndns profile «¢profile

(config-if)> no dyndns profile

AprymeHT 3HauyeHue OnuncaHwue

profile Ctpoka HassaHwve npo¢unsa DynDns.

(config-if)> dyndns profile TEST
DynDns::Profile: Interface set.

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

Bepcus OnucaHue

2.02 Job6asneHa komaHaa interface dyndns profile.
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naBa 3 OnncaHme KoMaHp,

3.29.58 interface dyndns update

OnuncaHwmne

Mpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

O6HOoBUTL BpY4Hyto IP-agpec ana DynDns. Mo ymonuaHuio KoMaHaa paboTtaeT
B COOTBETCTBMMW C NOAUTMKOM NocTaBLmka ycayr DynDns, KOTopblIi He
no3BoJisieT 06HOBNATL IP cavwikom yacTo. KntoueBoe cioBo force no3sonsiet

06HOBUTL IP B 06X04 MONUTUKM NOCTaBLLUMKA YCAYT.

Het
Ja
Het
(config-if)>  dyndns update [ force]
AprymeHT 3HauyeHue OnuncaHwue
force KnwyeBoe He yunTbiBaTb pEKOMEHA0BaHHYH YacToTy
C/10B0O 06HOB/IEH M.

(config-if)> dyndns update

Bepcusa

OnucaHune

2.00

Jlo6aBneHa komaHaa interface dyndns update.

3.29.59 interface encryption anonymous-dh

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

Mpumep

BkntounTts Anonymous DH ansa SSTP-cepepoB 6e3 cepTudukaTa.

KomaHga ¢ npedpurkcom no oTkarovaetT Anonymous DH.

Ja
Ja
HeT

SSTP

I (config-if)>  encryption anonymous-dh

I (config-if)> no encryption anonymous-dh

(config-if)> encryption anonymous-dh
Network: :Interface::Sstp:

"SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.13 Jlo6aBneHa koMmaHga interface encryption
anonymous-dh.

3.29.60 interface encryption enable

OnucaHune BrntounTb WdpoBaHMe Ha 6ecnpoBofHOM MHTepdeiice. 1o ymonyaHuio
ncnonb3yetcs wndposaHue WEP.

KomaHga ¢ npedpurkcom no oTkto4aeT WwrdpoBaHme Ha 6ecrnpoBojHOM
nHTepderice.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica WiFi

CvHoncunc I (config-if)>  encryption enable

I (config-if)> no encryption enable

Npumep (config-if)> encryption enable
Network::Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
wireless encryption enabled.

(config-if)> no encryption enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
wireless encryption disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface encryption enable.

3.29.61 interface encryption key

OnucaHwue HazHauntb knoun wnpposaHus WEP. B 3aBUCMMOCTY OT pa3psagHOCTH, KoY
MOXKeT 6bITb 3a4aH 10 WwecTHaguaTepuyHbiMu Lndpamu (5 cumaonamum ASCII)
— 40-6UTHbIN Kntod, WEP — 40-6UTHBIN KHOY, U 26 LLIECTHAALATEPUYHbBIMU
umdpamu (13 cumonamm ASCIT) WEP Bcero moxeT 6bITb 3asaHo oT 1 fo 4
KAouen wndpoBaHUS, N OANH U3 HUX AOJIXKEH OblTb Ha3Ha4YeH KAYOM Mo
YMOMYaHUIO.

KomaHaa ¢ npepunKcom no yaanseT Kawou.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

Ja
WiFi

(config-if)>

encryption key <id> («value> [default] | default)

(config-if)> no encryption key «id>

AprymeHT 3HauyeHue OnucaHue

id UYesnoe uucro |Homep kntouva. Bcero MoXHo 3a4ath A0
yeTblipex KaKuYern.

value Ctpoka 3HayeHVe K4Ya B BUje
LwecTHaAuaTepmnyYHOro Ymcia, CoCcTosLwero
13 10 nan us 26 undp.

default KnwyeBoe YKasbIBaeT, YTO AaHHbIN KoY byaeT

C/10BO 1ICNOJ1Ib30BaH Mo YMOMYaHUIO.

(config-if)> encryption key 1 1231231234

Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »

set.

(config-if)> no encryption key 1

Network: :Interface::Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »

removed.
Bepcus OnucaHve
2.00 [Jlo6aBneHa komaHga interface encryption key.

3.29.62 interface encryption mppe

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn

BkntounTb noagepxky wnpposanua MPPE.

KomaHga c npedurkcom no otkatouaeT wudposaHue MPPE.

Ja
Ja

MHorokpaTHbIi BBoA, Het

Tun nHTepdeiica

CviHoncmc

Mpumep

PPTP

I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

(config-if)> encryption mppe
MPPE enabled.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-if)> no encryption mppe
MPPE disabled.

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa interface encryption mppe.

3.29.63 interface encryption owe

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb anroputmel obecneveHmns 6esonacHoct OWE Ha 6ecnpoBOgHOM
nHTepderice. Mo yMONYaHMIO HacTPOIiKa OTKAOYEeHa.

KomaHga ¢ npedurkcom no oTktouaeT noagepxky OWE.

Ja
Ja
Het

WifiMaster

I(conﬁ94ﬂ> encryption owe

I(conﬁg-WF>noencryptionowe

(config-if)> encryption owe

Network: :Interface: :Rtx: :AccessPoint:

OWE algorithms enabled.

(config-if)> no encryption owe

Network: :Interface: :Rtx: :AccessPoint:

OWE algorithms disabled.

"WifiMaster@/AccessPoint0": »

"WifiMasterQ@/AccessPoint0": »

Bepcus OnucaHve

3.00 JobaeneHa komaHaa interface encryption owe.

3.29.64 interface encryption tkip hold-down

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

YCTaHOBUTb 3HaveHVe "countermeasure” Talimepa ans TKIP npwu
O0fHOBpPEMEHHOM 1cnonb3oBaHun WPA n WPA2 anropnTMoB 6e30MacHOCTU
Ha 6ecnpoBogHOM NHTepdeiice. [0 yMONYaHWNIO NCMOJIb3YeTCs 3HaYeHme

60.

KoMaHga ¢ npedrkcoM no BO3BPALLAET 3HaYEHMEe MO YMONYAHNIO.

Ja
Aa
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Het

WiFi

(config-if)>

encryption tkip hold-down <hold-down>

(config-if)> no encryption tkip hold-down

AprymeHT

3HayeHue

OnvicaHune

hold-down

Lenoe uucno

3HaueHVe TaliMepa B cekyHAax. MoxeT
NPUHUMaTb 3HaUYeHNs B AranasoHe oT 0 4o

60. Ecnm ykasaHo 3HaueHme 0, To byHKUMS
OTK/IIOYeHa.

(config-if)> encryption tkip hold-down 10
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
hold-down interval is 10 sec.

(config-if)> no encryption tkip hold-down
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
hold-down interval is reset to default (60 sec.).

Bepcus

OnucaHune

3.08

Job6asneHa komaHaa interface encryption tkip
hold-down.

3.29.65 interface encryption wpa

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

BkntounTb anropmtMmel obecneveHmns 6esonacHoctu WPA Ha 6ecnpoBOgHOM
nHTepdeiice. becnpoBogHol MHTepdeic MOXeT NoAAepPXMBaTb COBMECTHOE
ncnone3oBaHme WPA n WPA2, ogHako nogaep>ka WEP aBToMaTUUeCKn
OTK/II0YaEeTCA MpuY BKAOYEHUN 1loboro n3 WPA.

KomaHga ¢ npedurkcom no oTktoyaeTt WPA.

Ja
Ja
Het

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface encryption wpa.

3.29.66 interface encryption wpa2

OnucaHue BrntounTb anroputmel obecnedeHns 6esonacHoctun WPA2 (IEEE 802.11i, RSN)
Ha 6becnpoBoAHOM NHTepdelice. becnpoBoaHO MHTepdelic MoXeT pa3peLlaTb
coBmecTHoe ncnonb3osaHue WPA n WPAZ, opHako noaaepska WEP
aBTOMAaTMYeCKN OTK/IIOHAETCA NPU BKAKYEHUN N11060ro n3s WPA.

KomaHga ¢ npedurkcom no oTknrouaet WPAZ.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica WiFi

CunHoncuc I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

Mpumep (config-if)> encryption wpa2
WPA2 algorithms enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 JobaeBneHa komaHga interface encryption wpa2.

3.29.67 interface encryption wpa3

OnucaHune BkntounTb anroputMbl obecneveHums 6esonacHoctu WPA3 Ha 6ecnpoBogHOM
nHTepdeice. becnpoBogHON NHTEePdENC MOXET NOALEPXKNBATL COBMECTHOE
ncnonb3oBaHue WPA2 n WPA3. o yMONYaHUIO HAaCTPOKKa OTKAKOUEHa.

KomaHga c npedurkcom no oTkatouaeT nogaepxky WPA3.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WiFi

CrHoncumc I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

Hopper (KN-3810) — CnpaBOUYHVK KOMaHZ 205



naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> encryption wpa3
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
WPA3 algorithms enabled.

(config-if)> no encryption wpa3
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
WPA3 algorithms disabled.

Bepcusa

OnucaHwmne

3.00

Jo6aBneHa komaHga interface encryption wpa3.

3.29.68 interface encryption wpa3 suite-b

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHum

BkntounTb anroputMmel obecnedeHnsa 6esonacHocTn WPA3 ans 3awmTel
KoHUAEHUMaNbHbIX AaHHbIX Suite-B B WPA Enterprise. [0 yMon4aHuto
bYHKUNS OTKAOYEHa.

Het
Ja
HeTt

WiFi

I (config-if)> encryptionwpa3 suite-b

(config-if)> encryption wpa3 suite-b
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPointl": »
WPA3 SuiteB enabled.

Bepcus

OnucaHune

3.01

[JlobaBneHa komaHga interface encryption wpa3 suite-b.

3.29.69 interface esim disable

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoKK

OTKNOUNTb NoaaepXKy eSIM Ha nHTepdelice Mogema.

KomaHga c npedurkcom no BkaoUaeT 3Ty pyHKUMIO Ha HTepdelice Mogema.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

Usb
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CuHoncunc I (config-if)>  esim disable

I (config-if)> no esim disable

NMpumep (config-if)> esim disable
Mobile::Interface: "UsbLte@": eSIM disabled.

(config-if)> no esim disable
Mobile::Interface: "UsbLte@": eSIM enabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

5.00 JobaBneHa komaHaa interface esim disable.

3.29.70 interface esim profile activate

OnucaHune AKTMBMpPOBaTb Npodunb eSIM.
Mpedunkc no Het

MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc (config-if)> esimprofile activate <iccids

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
iccid CTpoka NaeHTudunkaTop npodunsa eSIM.
Npumep (config-if)> esim profile activate 8944476500007527505

Mobile::Lpa::Manager: Activate profile 8944476500007527505.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

5.00 Job6asneHa komaHaa interface esim profile activate.

3.29.71 interface esim profile deactivate
OnucaHune JeakTnBmpoBatb Npodub eSIM.

MNpejukc no Het

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het
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naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

Usb

(config-if)> esimprofile deactivate <iccid>

AprymeHT 3HauyeHue OnuncaHwue

iccid Ctpoka NaeHtnoumnkatop npoduns eSIM.

(config-if)> esim profile deactivate 8944476500007527505
Mobile::Lpa: :Manager: Deactivate profile 8944476500007527505.

Bepcus OnucaHve

5.00 Job6aBneHa koMaHga interface esim profile deactivate.

3.29.72 interface esim profile delete

OnuncaHwmne
Mpe¢ukc no

MeHsieT HacTpoiAKK

Yaanutb ykasaHHbIn npobunb eSIM.

Het

Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Usb

(config-if)> esimprofile delete <iccid>

AprymeHT 3HauyeHue OnucaHwue

iccid CTpoka NaeHTudunkaTtop npodunsa eSIM.

(config-if)> esim profile delete 89701014173641793753
Mobile: :Lpa: :Manager: Deleted 89701014173641793753 profile.

Bepcus OnucaHue

5.00 Job6asneHa komaHaa interface esim profile delete.

3.29.73 interface esim profile download

OnucaHwue
MNpedukc no

MeHsieT HacTpoiKkmn

CkayvaTb npodunb eSIM npn nomoLm crneymaneHoro QR-koaa.
Het

Het
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

Usb
(config-if)> esim profile download «grcode>
AprymeHT 3HauyeHue OnuncaHwue
qrcode Ctpoka QR-kopa ana 3arpysku npodunsa eSIM.

(config-if)> esim profile download »
LPA:1$rsp.truphone.com$QRF-SPEEDTEST

progress, name =
progress, name
progress, name
progress, name
progress, name
progress, name
progress, name
progress, name
progress, name
progress, name
progress, name
progress, name
progress, name
progress, name
progress, name
progress, name
progress, name
progress, name
progress, name

Mobile: :Lpa: :Manager:

Esim:

Esim:

Esim:

Esim:

Esim:

Esim:

Esim:

Esim:

Esim:

Esim:

Esim:

Esim:

Esim:

Esim:

Esim:

Esim:

Esim:

Esim:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

ProfileDownload:

Esim:ProfileDownload:UsbLte®: 0

UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:
UsbLteO:

"UsbLte0": profile downloaded.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

5.00 Jlo6aBneHa komaHza interface esim profile download.

3.29.74 interface esim profile list

OnucaHune Mokasatb cnvcok npodwunein eSIM.

MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Usb

CvHoncuc

I (config-if)> esimprofile list

Npumep (config-if)> esim profile list
profile:
iccid: 8944476500007527505
name: BetterRoaming
spn: BetterRoaming
active: yes
profile:
iccid: 8944476500007527836
name: BetterRoaming
spn: BetterRoaming
active: no
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
5.00 JobasneHa koMmaHaa interface esim profile list.

3.29.75 interface esim profile rename

OnucaHune MNMepevMeHOBaTb YKa3aHHbIN Npoduab eSIM.

MNpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Usb

CuvHoncumc

I (config-if)> esimprofile rename <iccid»
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

iccid Ctpoka NaeHtnoumnkatop npoduns eSIM.

(config-if)> esim profile rename 8944476500007527836 newname
Mobile::Lpa::Manager: Set alias "newname" for profile »
8944476500007527836.

Bepcus OnucaHve

5.00 JobasneHa komaHgaa interface esim profile rename.

3.29.76 interface flowcontrol

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

HacTtpolika ynpaBneHusa notokom Ethernet Tx/Rx. Mo ymonyaHuto GyHKUNS
BKJIHOYEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLUMIO.
Ja

Ja

Het

Ethernet

(config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

AprymeHT 3HauyeHue OnuncaHwue

send Kmyesoe YnpaeneHve NOTOKOM paboTaeT aCUHXPOHHO.
cnoBo

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

Bepcus OnucaHue

2.08 JobaeneHa komaHza interface flowcontrol.
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3.29.77 interface follow

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

KonupoBaTb HacTpoliku Toukun goctyna ¢ WifiMaster0 (2,4 I'Tu) B TOUKy
foctyna Ha WifiMaster ¢ nHaekcom 6onbuie Hyns (5 Iy 1 6onbLue).

Touka gocTyna "nocnefoBatenb" aBToMaTYeCcKm KOnmpyeTt Bce MU3SMeHeHUs
HaCTPOeK C rIaBHOM TOUKM JOCTYNa.

Ecnun B HacTpolikm "nocnegoBatens” BHECTU M3MEHEHWs, CBA3b C r1aBHOM
TOYKOI AOCTyNa pa3pbiBaeTcs.

MpegynpexaeHne: Toukn goctyna Ha WifiMaster0O Bcerga ncnonb3yroTcs Kak
NCTOYHMK HacTpoeK. OHM He MOryT 6bITb
"nocnegoBatensamn’.

Het

Ja
Het

AccessPoint

(config-if)>  follow<access-point»

AprymeHT 3HauyeHue OnuncaHwue

access-point |WHTeppenc Vmsa nHtepdeiica AccessPoint Ha
WifiMaster0 2,4Tu. Bbl MOXeTe yBUAETb

CMNCOK JOCTYMHBIX MHTepdencoB npu
rnomoLy komaHabl follow [Tab].

(config-if)> follow WifiMaster0/AccessPoint0
Network: :Interface: :AccessPoint: "WifiMasterl/AccessPoint0": set »
to follow WifiMaster0/AccessPoint0.

Bepcusa OnucaHue

3.07 Job6asneHa komaHaa interface follow.

3.29.78 interface ft enable

OnuncaHwmne

BrntounTb nogaepxky FT ans Toukm goctyna (FT Over the Air, OTA) B pamkax
ctaHgapTa IEEE 802.11r. o ymonuyaHuto napameTp OTK/AHOUEH.

Ana npaBuabHON paboTbl FT Mexay Toukamu goctyna 2,4 1 5 My Heobxoammo
BbINO/IHUTL C/iefytoLe yCIoBUS:

* BKJ/IHOYeHbl 06e Touku goctyna 2,4 Mu n 5 My,

* Y HUX ognHakoBble SSID
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* OHW MIMeLOT OANHAKOBbIE MapameTpbl 6e30nacHOCTY (TN WNdpoBaHNS —
WPA2 nnn 6e3 napons, naponb, N T. 4.).

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica AccessPoint

CuHoncunc I (config-ify>  ft enable

I (config-if)> no ft enable

Mpumep (config-if)> ft enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
fast transition enabled.

(config-if)> no ft enable
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

213 JobaBneHa komaHaa interface ft enable.

3.29.79 interface ft mdid

OnucaHune YcTaHoBUTb naeHTUdMKaTop MobuAbLHOro goMeHa ans F7. Mo ymonyaHuto
ncnonb3syeTca 3HayveHUe KN.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het
Tun nutepdeiica AccessPoint

CuiHoncuc (config-if)>  ft mdid mdid>

(config-if)> no ft mdid

AprymeHTbI AprymeHT 3HaueHue OonucaHue
mdid CTpoka 3HadveHne ngeHTndunKaTopa MobmILHOro
AomeHa. CoctounT us 2 cumeonoB ASCIL.
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NMpumep (config-if)> ft mdid 1F
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID reset to default.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.13 JobaeneHa komaHaa interface ft mdid.

3.29.80 interface ft otd

OnucaHwue BkntounTb noagepxky FT Over-the-DS (Distribution System) B pamkax
cTaHgapTa IEEE 802.11r. 3TOT TMN FT UCNOb3yeTca A1 POYMUHra B
ycTapeBLUMX abOHEHTCKMX YCTPOMCTBaX, Hanpumep, B TenedoHe iPhone 4s.
Mo ymMonuyaHuo napaMeTp OTK/IOYEH.

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica AccessPoint

CuHoncuc I (config-if)>  ft otd

I (config-if)> no ft otd

Npumep (config-if)> ft otd
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition OTD enabled.

(config-if)> no ft otd
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
fast transition OTD disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.13 JobasneHa komaHga interface ft otd.

3.29.81 interface green-ethernet

OnucaHwue BitounTtb Ha HTepdeiice pexxum Green Ethernet. 110 yMOAYaHMIO 3TOT PeXUM
BbIK/IHOYEH.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

KomMaHgza ¢ npeprKCOM NO OTK/IKOUAET HACTPOWKY.
Ja

Aa

HeTt

Ethernet

I (config-if)> green-ethernet

I (config-if)> no green-ethernet

(config-if)> green-ethernet
Network: :Interface: :Ethernet: Green ethernet enabled.

(config-if)> no green-ethernet
Network: :Interface: :Ethernet: Green ethernet disabled.

Bepcus OnucaHve

3.05 Job6asneHa komaHaa interface green-ethernet.

3.29.82 interface hide-ssid

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

BrntoumnTb pexunm ckpbiTus SSID. Mpy ncnonb3o0BaHUM 3TON GYyHKLMN, TOUKa
f0CTyna He oTobpakaeTcs B CIMCKe AOCTYMHbIX 6ecnpoBOAHbIX ceTel. Ho
eCNu NoMb30BaTesto N3BECTHO O CyLLIeCTBOBAHMM 3TON CeTU U OH 3HaeT ee
SSID, TO CMOXeT MOAKNHUNTBLCA K 3TOM ceTW. [0 yMOYaHMIO pexum
OTKJIHOUEH.

KomaHgaa ¢ npedurKcoM No OTK/AOUaeT 3TOT pexmMm.
Ja

Ja

Het

Access Point

I (config-if)>  hide-ssid

I (config-if)> no hide-ssid

(config-if)> hide-ssid

Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
SSID broadcasting disabled.
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(config-if)> no hide-ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
SSID broadcasting enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHaa interface hide-ssid.

3.29.83 interface iapp auto

OnucaHue CreHepupoBaTb KtoY JAPP B aBTOMaTUYeCKOM pexunme. 118 Toro, 4tobb!
Ha3HauUTb K4 BPYYHYIO, UCMONb3YyiNTe KoMaHgy interface iapp key.

Mpejukc no Het
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Bridge

CuHoncurc I (config-ify>  iapp auto

Mpumep (config-if)> iapp auto
Network: :Interface: :Rtx::Iapp: Bridge® autoconfigured.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.03 [Jlo6aBneHa komaHga interface iapp auto.

3.29.84 interface iapp key

OnucaHwue YCTaHOBUTb KKOY MOBUABHOIO AOoMeHa IAPP ans yCneLwHoM CMHXPOHM3aLumn
MeXxay ToukamMm AoCTyna, rae BkatoueH FT (komaHaa interface ft enable).
Toukm focTyna AOMKHbI NpuHagnexaTb ogHoi IP-noacetn. Mo ymonyaHumio
K/IFOY He Ha3HayeH.

KomaHga ¢ npedurkcom no yaanseT Ktou.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Bridge

CuiHoncuc I (config-if)> iapp key <key»

I (config-if)> no iapp key

21 6 CnpaBoyHuk koMaHa — Hopper (KN-3810)



naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

key CTpoka 3HaueHwe kntoYa IAPP. MakcManbHasa A1vHa
Kno4Ya — 64 cumBona.

(config-if)> iapp key 11223344556677
Network::Interface: :Rtx::Iapp: Bridge0® key applied.

(config-if)> no iapp key
Network: :Interface: :Rtx::Iapp: Bridge® key cleared.

Bepcus OnucaHve

2.13 [Jlo6aBneHa komaHaa interface iapp key.

3.29.85 interface idle-timeout

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

YCTaHOBUTb MHTEPBaN OTKAOYEHUs KAneHTa STA OT TOUKM A0CTyNa No
TaliMayTy HEaKTUBHOCTW. 0 yMOMYaHMIO NCMOb3yeTcs 3HaYeHe 600.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOIKY.
Ja

Aa

Het

WiFiMaster

(config-if)>  idle-timeout <idle-timeout>

(config-if)> no idle-timeout

AprymeHT 3HauyeHue (lOnucaHue
idle-timeout |Yesoe 3HaueHVe TalimM-ayTa B cekyHgax. MoxeT
uncio NPVHMMAaTbL 3Ha4YeHns B npejenax ot 60 Ao
2147483646.

(config-if)> idle-timeout 500
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.

(config-if)> no idle-timeout
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
disabled.

Bepcus OnucaHue

3.06 JobaeneHa komaHaa interface idle-timeout.
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3.29.86 interface igmp downstream

OnucaHue BkntounTb pexuim paboTel IGMP Ha nHTepdeiice No HanpaBAeHUIO K
noTpebuTensm rpynnoBo paccbUikn. Ha ycTponcTee foKHa 6bITh 3anyLueHa
cyx6a service igmp-proxy. JonyckaeTcs Haanvme HeCKoNbKNX MHTepdelicos
downstream.

KomaHga ¢ npednkKcom no oTMeHseT feiiCTBUE KOMaHAbI.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-ify>  igmp downstream

I (config-if)> no igmp downstream

Mpumep (config-if)> igmp downstream

(config-if)> no igmp downstream

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga interface igmp downstream.

3.29.87 interface igmp fork

OnucaHwune BkntounTb y6nmpoBaHme NcxoaaLmx naketos /GMP upstream B 3ajaHHbIN
nHTepderic. JonyckaeTcs Hananume ToNbKO 0AHOro NHTepdeiica fork.

KomaHga ¢ npeprKCcOM Nno oTMeHseT AeCTBME KOMaH/bI.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncuc | (config-if>  igmp fork

I (config-if)> no igmp fork

Mpumep (config-if)> igmp fork

(config-if)> no igmp fork
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Job6aBneHa komaHAa interface igmp fork.

3.29.88 interface igmp upstream

OnucaHwue BkntounTb pexum paboTel IGMP Ha nHTepdeiice No HanpaBAeHUIO K
NCTOYHMKY FPYNNOBOI paccblIkn. Ha ycTponcTBe Ao/IKHa 6bITh 3anyLyeHa
cnyxb6a service igmp-proxy. lonyckaeTca Haanyume TobKo OAHOro

nHTepderica upstream.

KomaHga ¢ nped)l/n(com Nno oTMeHdeT ,Cl,eI7ICTBI/Ie KOMaH/Abl.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica IP

CrHoncuc I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

MNpumep (config-if)> igmp upstream

(config-if)> no igmp upstream

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa interface igmp upstream.

3.29.89 interface include

OnucaHune Yka3atb Ethernet-nHtepderic, KoTopbii byaeT fobaBneH B MPOrpaMMHbIiA

MOCT B Ka4yecCTBe nopTa.

KomaHga c npedurkcom no yaansiet nHtepdelic 13 mocTa.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Bridge

CuHoncuc I (config-if)>  include <interface»

I (config-if)> no include <interface»
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

interface UHTepgenc Vmsa nnn ncesgoHuM Ethernet nHtepdeiica,

KOTOPbIA AOKEH 6bITb BKAKOYEH B MOCT.

(config-if)> include ISP
Network::Interface::Bridge: "Bridge0": ISP included.

(config-if)> no include
Network: :Interface::Bridge: "Bridge0@": removed ISP.

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface include.

3.29.90 interface inherit

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoAKK
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

Yka3zaTb Ethernet-uHTepdeiic, koTophlii byAeT AobaBneH B NporpaMmMHbIi
MOCT B KayecTBe nopta. B otanume ot komaHabl include, komaHaa inherit
nepejaeT MOCTY HEKOTOpPbIE HACTPOMKK AobaBnseMoro nHTepdeiica, Takme
Kak IP-agpec, macky v IP-nceBgoHMMBI. [pun yaaneHn nnb6o camoro MocTa,
6o nHTepderica U3 MocTa, 3TU HaCTPOWKK, AaXe eC/I OHU BblNn N3MEHEeHbI,
6yayT ckonupoBaHbl 06paTHO Ha 0CBOGOAMBLUMIACA MHTepdeiC.

KomaHpa nossonsieT 406aBUTb B MOCT MHTepPdEiC, Yepes KOTOpbIi
OCYLLLeCTBNSETCA yrpaBAeHve yCTPONCTBOM, U He MOTepsThb yrpaBneHue.

KomaHga c npedurkcom no yaansiet uHTepdelic 13 MocTa, Bo3BpallaeTt
nHTepdelicy HaCTPOIKK, yHace0BaHHbIe paHee MOCTOM, U COpackIBaeT 3Tn
HaCTPOWKN y MOCTa.

Ja

Ja

Ja

Bridge

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

AprymeHT 3HauyeHue OnuncaHwue

interface UHTeppenc Vmsa nnun ncesgoHuM Ethernet nHtepdeiica,
KOTOPbIN AOKEH 6bITb BKAKOYEH B MOCT.

(config-if)> inherit GigabitEthernet0/Vlan3
Network::Interface::Bridge: "Bridgel": GigabitEthernet@/Vlan3 »
inherited in Bridgel.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-if)>

no inherit

Network::Interface::Bridge: "Bridgel": inherit removed.

Bepcus

OnucaHmne

2.00

JobaBneHa komaHaa interface inherit.

3.29.91 interface ip access-group

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

MpuBA3aTb MMEHOBAHHbIW CIMCOK NpaBua ¢unbTpaumm (ACL, cm. access-list)
K nHTepdericy. NapameTp in nam out ykasbiBaeT HanpaeneHve Tpadpurka Ans
KOTOporo byaeT npumeHaTbea ACL. K ogHOMY nHTepdericy MoXeT 6bITb

npmBs3aHo Heckonbko ACL.

KomaHga ¢ npedurkcom no oTkntoyvaeT ACL Ans ykazaHHoro nHtepderiica n
Hanpas/ieHVsa Tpaduka.

Ja
Ja
Ja
IP

(config-if)>

ip access-group «acls «direction

(config-if)> no ip access-group «acls> «direction

AprymeHT 3HauyeHue OnuncaHwue

acl Ctpoka Cnncok npasua puabTpaLmu,
npeABapuTeNbHO CO3aHHbIA C MOMOLLIbIO
KomaHgpbl access-list.

direction in MprMeHnTb GUAbTPaLNIO K BXOAALLMM
nakeTam.

out MpUMeHNTb GUNBLTPALMIO K NCXOAALLNM

nakeTam.

(config-if)>
Network: :Acl:

(config-if)>
Network: :Acl:

(config-if)>
Network: :Acl:

(config-if)>

ip access-group BLOCK in
Input "BLOCK" access list added to "CdcEthernetl".

ip access-group BLOCK out
Output "BLOCK" access list added to "CdcEthernetl".

no ip access-group BLOCK in
"BLOCK" access group deleted from "CdcEthernetl".

no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa koMaHga interface ip access-group.

3.29.92 interface ip address

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

N3meHnTb IP-agpec n macky ceTeBoro nHTepdeiica. Ecnn Ha nHTepdelice
3anyleHa cnyxba aBToMaTUYeCcKOn HacTPOMKK aapeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MOXeT 6bITb Nepe3anucaH.

KomaHga c npedurkcom no copacbiBaeT agpec Ha 0.0.0.0.
Ja

[Ja

HeTt

IP

(config-if)>  ip address address> amask>

(config-if)> no ip address

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec AZpec ceTeBOro nHTepodeiica.

mask IP-macka Macka ceTeBoro nHTepdeiica. Ectb aBa
cnocoba BBOAA MacKn: B KAHOHMYECKOM BUJe
(Hanpumep, 255.255.255.0) v B BUAe

61TOBOV ANNHLI Npedukca (Hanpumep, /24).

OAHO 1 TO Xe 3HaYeHue agpeca ceTu, coctoswero ns IP-agpeca 1 macku,
MO>HO BBeCTM ABYMS CNOCO6aMMN: yKa3aTb Macky B KAHOHUYECKOM BUAE NN
3aaTb OUTOBYH ANVHY NpeduKca.

(config)> ip address 192.168.9.1/24
Network: :Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip address.
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naBa 3 OnncaHme KOMaHA,

3.29.93 interface ip address dhcp

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

3anyctntb DHCP-kAMEHT Ana aBTOMaTMYeCKON HaCTPOKM CceTeBbIX
napameTpoB: IP-agpeca n mackn nHtepdeliica, cepsepos DNS u winto3a no
YMONUaHUIO.

KomaHga ¢ npedpurkcom no octaHaBnmBaeT cnyxby DHCP-knneHTa, yaanset
AVHaMUYeCKN HaCTpOeHHble NapaMeTpbl 1 BO3BpalLaeT rnpejbiayLine
HacTpolikun IP-agpeca v Macku.

Ja
Ja
Het

Ethernet

I (config-if)>  ip address dhcp

I (config-if)> no ip address dhcp

(config-if)> ip address dhcp
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.

Bepcus OnucaHve
2.00 [Jlo6aBneHa komaHga interface ip address dhcp.
4.02 YaaneH HeobA3aTeNbHbIV apryMmeHT hostname.

3.29.94 interface ip adjust-ttl recv

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

N3meHnTb NnapameTp TTL Ans Bcex BXOAALLMX MaKeToOB Ha uHTepderice.
KomaHga ¢ npedurkcomMm No oTMeHseT HacTPOIKY.

Aa

Ja

Het

IP

I (config-if)>  ip adjust-ttl recv«<recw

I (config-if)> no ip adjust-ttl recv
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

recv Llenoe uucno |BennumHa nameHeHunsa TTL. MoxeT
NPUHMMaTb 3HaYeHVsa B npejenax ot 1 4o

255 BKNHOUUTENBHO.

(config-if)> 4ip adjust-ttl recv 1
Network::Interface::Ip: "CdcEthernet0": incoming TTL set to 1.

(config-if)> no ip adjust-ttl recv
Network: :Interface::Ip: "CdcEthernet0": incoming TTL settings »
removed.

Bepcus OnucaHve

3.07 Jlo6aBneHa komaHga interface ip adjust-ttl recv.
MpeabiayLiee HasBaHWe KOMaHAbI interface ip adjust-ttl.

3.29.95 interface ip adjust-ttl send

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

N3meHnTb NnapameTp TTL Ans Bcex NCXoAALLMX NAKeTOB Ha MHTepdelice.
KomaHga ¢ npepurkcom N0 OTMEeHSeT HACTPOIKY.

Ja

Aa

HeTt

IP

(config-if)> ip adjust-ttl send <send>

(config-if)> no ip adjust-ttl send

AprymeHT 3HauyeHue OnucaHue

send Llenoe uucno |BennumHa nameHeHumsa TTL. MoxeT
NPUHNMAaTb 3HaYeHNA B npegenax ot 1 Ao

255 BKNOUUTENIBHO.

(config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network::Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.09 Jlo6aBneHa komaHga interface ip adjust-ttl send.

3.29.96 interface ip alias

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHui

YCTaHOBUTb AOMNONHUTENbHBIN IP-agpec 1 Macky ceTeBOro nHTepdeiica
(nceBAOHUM).

KomaHga c npedurkcom no cbpacbiBaeT ykasaHHbI NceBAOHNM Ha 0.0.0.0,

TeéM CaMbIM yaandaa ero. Ecnwv BbIMONHUTL KOMaHA4y 6e3 aprymMmeHTa, TO BeCb
Crnnmcok ncesaoHMMOB 6yAET o4nLleH.

Ja
Ja
Ja
IP, Ethernet

(config-if)>  ip alias «address> anask»

(config-if)> no ip alias [ <address> amask> ]

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec JonoNHUTENbHbIN ajpec ceTeBoro
nHTepoderica.
mask IP-macka JornonHnTenbHas Macka ceTeBoro

nHTepodeiica. EcTb ABa cnocoba BBOAa Macku:
B KAHOHMYeCKOM BUje (Hanpumep,
255.255.255.0u B BUAe 61TOBOW AJINHBI

npedukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
Network::Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStationQ": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStation0@": all aliases »
removed.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip alias.
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naBa 3 OnncaHme KoMaHp,

3.29.97 interface ip dhcp client broadcast

OnucaHue YcraHoBUTL 6UT broadcast B coobuieHmsax DHCP Discover, yka3biBatoLLuii
Ha cnocob oTnpaBkKy oTBeTa 06paTHO KANEHTY. Mo yMOonyYaHuo napamMeTp
OTKJ/IHOYEH.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client broadcast

I (config-if)> no ip dhcp client broadcast

Npumep (config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.15 [JlobaBneHa komaHga interface ip dhcp client broadcast.

3.29.98 interface ip dhcp client class-id

OnucaHwue YKa3aTb NPOU3BOANTENS YCTPOMNCTBA, Ha KOTOPOM paboTtaeT DHCP-KNMeHT
(onumsa dhcp 60).

KomaHga c npedurkcom no yganseTt HacTPOWKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client class-id «class>

I (config-if)> no ip dhcp client class-id
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
class-id Ctpoka HasBaHune npousBoanTens yCcTponcTBa,
3aKJIlOYEeHHOe B ABOViHble KaBbIYKN.

Npumep (config-if)> ip dhcp client class-id "Hopper"
Dhcp::Client: ISP DHCP client vendor class is set to "Hopper".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.02 Jlob6aBneHa komaHga interface ip dhcp client class-id.

3.29.99 interface ip dhcp client debug

OnucaHune BKNOUNTL OTNAA0YUHBIN PeXUM. B 0TNaf0UHOM pexxrMe B CUCTEMHbI XXYpHan
BbIBOAUTCA NOApO6Hasa nHopmaumsa o pabote DHCP-knneHTa.

KomaHga ¢ npedurkcom no oTkaoYaeT 0TAAA0UHbBIN PEXMM.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc | (config-ifi>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

Mpumep (config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.01 Job6asneHa komaHgaa interface ip dhcp client debug.

3.29.100 interface ip dhcp client displace

OnucaHwne BbITecHUTB cTaTnuecknin agpec nHTepdeiica what B cnyyae ecim oH
KOH®NNKTYeT C agpecom, nonyvyeHHsiM DHCP-K1MeHTOM OCHOBHOIO
nHTepderica.
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naBa 3 OnncaHme KoMaHp,

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

[JaHHasa KoMaHAa BbIMONHAETCA aBTOMATNUYeCcKky Npu nogkntoyeHnn USB
Ethernet aganTepa. lNocsie 3T0ro NPONCXoANT COXpaHeHre KoHUIypaumm n
nepesarpyska ycTpowncTBa.

KomaHaa ¢ npepunKcom no oTMeHseT BbITECHEHME 419 YKa3aHHOro
nHTepoderica.

Aa

Ja

Ja

Ethernet

(config-if)>  ip dhcp client displace whats[ check-session ]

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHT 3HauyeHue OnuncaHwue
what NuTepgenc NMs nnm nceBAoHUM NHTepdeiica, yei
CTaTUYecKnin agpec byaeT BbITECHEH.
check-session|Knwyesoe Mpu HanuuMu akTUBHOM cecnm SCGI, He
C/10B80 pa3peLuaTb nepesarpysky 1 CMeHy

ceTeBOro agpeca poytepa. 1o ymonyaHuto
KoMaHaa fobasnsieTcs Bdefault-config.

(config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

Bepcus OnucaHve
2.03 Jlo6aBneHa koMmaHga interface ip dhcp client displace.
2.15 Jlo6aBneH aprymeHT check-session.

3.29.101 interface ip dhcp client dns-routes

OnucaHune

BrntounTb aBTOMaTnyeckoe gobaBneHue xocT-MapLUpyToB Ao DNS-cepsepoB,
nonyyeHHbIx oT DHCP-cepBepa. Mo yMon4yaHuio HaCcTPoika BKAKOYEHa.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Ethernet

CuHoncnc I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

NMpumep (config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue
2.00 [Jlo6aBneHa komaHga interface ip dhcp client
dns-routes.

3.29.102 interface ip dhcp client fallback

OnucaHue YCTaHOBUTb 3af,aHHbI MONb30BaTeNeM CTaTUYeCcKNi agpec B ciiyydae
BO3HMKHOBeEHWs owmnboK npu pabote DHCP,

KomaHza ¢ npedb1KcoM no OTMeHsIeT HaCTPOIAKyY, 1 yCTaHaBMBaeT agpec
0.0.0.0..

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Ethernet

CuHoncuc (config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
type CTpoka Tunn IP-agpeca. B HacTosLee BpeMs
peanin3oBaH TONbKO OAMH TN — static.

Mpumep (config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

Bepcus OnucaHue

2.05 Job6asneHa komaHgaa interface ip dhcp client fallback.

3.29.103 interface ip dhcp client hostname

OnucaHue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

HasHaunTb nms xocTta, KoTopoe oTrnpasndetca B8 DHCP-3anpoce.
KomaHga ¢ npedunkcom no Bo3BpaLlaeT XocTy MMs Mo YMONYaHUIO.
Ja

Ja

Het

Ethernet

(config-if)>  ip dhcp client hostname <hostname>

(config-if)> no ip dhcp client hostname

AprymeHT 3HauyeHue OnuncaHwue

hostname CTpoka MIMa xocTa Ana Ha3Ha4veHus.

(config-if)> ip dhcp client hostname MYHOME
Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

Bepcus OnucaHve

2.00 [JlobaBneHa komaHaa interface ip dhcp client hostname.

3.29.104 interface ip dhcp client name-servers

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

Vcnonb3oBatb agpeca cepsepoB DNS, nonyyeHHble no DHCP. Mo ymoiyaHuio
3Ta PyHKLUMSA BKAOYEHA.

KomaHga c npedukcom no 3anpeLlaeT ncnonb3osaTtk agpeca DNS-cepsepos,
nony4yeHHble no DHCP.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Ethernet

CnHoncuc I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHgaa interface ip dhcp client
name-servers.

3.29.105 interface ip dhcp client release

OnucaHwue DHCP-knneHT ocBoboxaaeT apeHay IP-agpeca 1 yxoauT B CALLNYT pexXnm.
ELLe ogHO BbINONHEHME 3TOM KOMaHAbl nepeBoauT DHCP-knreHT B pexunm
aBTOMaTU4eckoro nosayyeHus IP-agpeca.

MNpejukc no Het
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client release

Mpumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa komaHga interface ip dhcp client release.

3.29.106 interface ip dhcp client renew

OnucaHwue DHCP-knueHT ocBoboXaaeT apeHay IP-agpeca n nepexoanT B pexmnm
noJly4eHns1 HoBOrO.

MNpedukc no Het

MeHsieT HacTpoiikn  [a
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopuns nameHeHuii

Het

Ethernet

I (config-if)>  ip dhcp client renew

(config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

Bepcusa

OnucaHune

2.03

Job6aeneHa komaHaa interface ip dhcp client renew.

3.29.107 interface ip dhcp client routes

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopusa nsmeHeHwnii

3.29.108 interface ip flow

OnuncaHune

BkntounTb nonyveHre MapLUpyToB OoT npoBakigepa (onuun dhep 33, 121,
242). Mo ymon4aHuto BKAOYeHO. B HacTpoiikax oTobpakaeTcs TONbKO C

npedrkcom no.

KomaHza ¢ nped1KcomM no oTKIOYaEeT HaCTPOWKY.

Ja
Ja

HeT

Ethernet

I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.

Bepcus

OnucaHune

2.05

JobasneHa komaHaa interface ip dhcp client routes.

BkntounTb ceHcop NetFlow Ha 3aaaHHOM MHTepdelice. Mo yMONYaHuo 3TOT
napameTp OTK/HOYEH.

KomaHga ¢ npedurkcom no oTkatouaet ceHcop NetFlow.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

IP

(config-if)> ip flow«direction

(config-if)> no ip flow

AprymeHT 3HauyeHue OnuncaHwue
direction ingress C6op BxogdLLero Tpaduka.
egress Cbop ncxogsawero Tpaduka.
both C6op 1 BXOAALLEro, N UCXOAALLLero Tpaduka.

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga interface ip flow.

3.29.109 interface ip global

OnucaHwne

YcTaHoBUTb Anst HTepdelica cBolicTBo «global» c napameTpoM. 3To CBONCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMOA4aHuto, paboTsl
DynDNS-knveHTa 1 NAT. MoxHo npeactaBnate global-nHtepdeincel, kak
BejyLLue B r106anbHy0 CeTb (B MHTEPHET).

MapameTp cBolicTBa «global» BansieT Ha npuopuTeT nHTepdelica B Npase
YCTaHOBUTb MapLUpPYT N0 yMOAYaHWIO. Yem npnopuTeT 6onbLue, Tem
XenatenbHee 415 NO/1b30BaTess BbIXOJ B r1106anbHY0 CeTb Yepes yKa3aHHbI
nHTepdeiic. C NOMOLLbHO NpropuTeTa peannsyeTcs GyHKLMSA pe3epBUpoBaHms
nogkntoveHmsa B uHTepHeT (WAN backup) «global».

Mo YMONYaHUNKO HaCTpOIZKa OTK/1FO4EeHa.

KomaHga c npedurKcom no yaansieT CBONCTBO.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

Ja
Ja
Het
IP
(config-if)> ip global (xpriority> | order <order> | auto)
(config-if)> no ip global
AprymeHT 3HauyeHue OnuncaHwue
priority Lenoe uncno |MpuoputeT nHTepdeinca Npmn ycTaHoBKe
MapLUupyTa rno ymon4vaHuio. Moxer
NPUHUMAaTbL 3Ha4YeHUs B Npejenax ot 1 o
65534.
order Lenoe uncro |OTHOCUTENbLHbLIV MPUOPUTET MEXAY
nHTepdericamu. MoxeT NPUHMMaTb 3HaYeHNs
B npegenax ot 0 4o 65534, Ho He 6onee, yem
KONM4ecTBOo rnobanbHbIX MHTEpdEencosB.
auto Knwyesoe ABTOMaTM4YeCcKoe BblYMC/IeHNe NpuopuTeTa
C/10BO nHtepodelica. IHTepdeiic pacnonaraeTcs
611Ke K KOHLY CNIKCKa, HO Bblille nopsaaka X.

(config-if)> ip global

Network: :Interface: :IP:

(config-if)> ip global

Network: :Interface: :IP:

(config-if)> ip global

Network: :Interface: :IP:

(config-if)> no ip global

Network: :Interface: :IP:

10
"L2TPO": global priority is 10.

order 0
"L2TPO": order is 1.

auto
Global priority recalculated.

"L2TPO": global priority cleared.

Bepcus OnucaHue
2.00 Job6asneHa komaHaa interface ip global.
2.09 JobasneHbl aprymeHThbl order 1 auto.

3.29.110 interface ip mru

OnuncaHwne

YcTaHoBUTL 3Ha4veHme MRU, koTopoe byzeT nepeaaHo yaaneHHOMY y3/1y npu
ycTaHoBAeHUN coeanHeHusa PPP (IPCP). To ymon4yaHMo NCNONb3yeTcs
3HaueHVe 1460.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

234

CnpaBoyHuk koMaHa — Hopper (KN-3810)




naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

PPP

(config-if)>  ipmru wmru

(config-if)> no ip mru

AprymeHT 3HauyeHue OnuncaHwue

mru Llenoe uucno |3HayveHue MRU.

(config-if)> ip mru 1492
Network: :Interface::Ppp: "PPPoEO": MRU saved.

(config-if)> no ip mru
Network::Interface::Ppp: "PPPoEO": MRU reset to default.

Bepcus OnucaHue

2.00 Job6aBneHa komaHgaa interface ip mru.

3.29.111 interface ip mtu

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

YcTaHoBUTL 3HadveHve MTU Ha ceTeBoM MHTepdelice. MNMpu ycTaHOBAEHUN
coeAviHeHUs No npotokony PPP (IPCP), ynaneHHOMY y3/1y 6yAyT OTNPaBAAaTLCA
nakeTbl yKkasaHHoro pasmMepa MTU, paxe ecnu 1ot 3anpocwun MTU meHbLlero
3HayeHws.

KomaHga c npedurkcom no cobpackiBaeT 3HadeHue MTU Ha To, KOTopoe 6b110
4,0 NepBOro NpUMeHeHNs KOMaHAbl.

Aa
Ja
HeTt

IP

(config-if)>  ip mtu wmtw

(config-if)> no ip mtu

AprymeHT 3HayeHue OnuncaHwue

mtu lenoe 4ucno |3HauveHuwe MTU. MOXeT NPUHUMAaTL 3HaUYeHNS
B npegenax oT 64 o 65535 BkaoUMTEIBHO.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> ip mtu 1500
Network: :Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »
to default.

Bepcus OnucaHve

2.00 Jo6aBneHa komaHaa interface ip mtu.

3.29.112 interface ip name-servers

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb ncnonb3oBaHme agpecos DNS-cepBepoB Ana nHTepdeiica. No
YMONYaHUIO QYHKLMSA BKIOYEHaA.

KomaHga c npedurkcom no 3anpeLaeT UCnoab30oBaTh agpeca DNS-cepeepoB
ana nHtepdeiica.

Ja
Aa
HeTt

IP

I (config-if)>  ip name-servers

I (config-if)> no ip name-servers

(config-if)> ip name-servers
Dns::InterfaceSpecific: "GigabitEthernetl": accept IPv4 name »
servers.

(config-if)> no ip name-servers
Dns::InterfaceSpecific: "GigabitEthernetl": ignore IPv4 name »
servers.

Bepcus OnucaHue

4.00 JobasneHa komaHaa interface ip name-servers.

3.29.113 interface ip nat loopback

OnuncaHune

BintounTtb 06paTHyto TpaHcnauuio agpecos (NAT loopback) gna otnpasku
NIOKanbHbIX 3aMpoCoB /10KanbHOMY cepBepy 13 NHTepHeTa. Mo ymMonyaHuto
3TOT NapaMeTp BKJIHOUEH ANsl UHTepdeincos JJoMallHel ceTn (YPOBHM
6e3onacHocTu private u protected).
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naBa 3 OnncaHme KOMaHA,

KomaHga c npedukcom no otkntouaeT NAT loopback.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

Mpumep (config-if)> ip nat loopback
Network::StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.1 JobasneHa komaHaa ip nat loopback.

3.29.114 interface ip remote

OnucaHwue YCTaHOBUTbL CTaTUYeCcKni agpec yaaneHHoro y3na.
MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

Tun nHTepdeiica PPP

CuHoncuc (config-if)>  ip remote address>

(config-if)> no ip remote

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
address IP-appec Afpec yaaneHHoro ysna.
NMpumep (config-if)> ip remote 192.168.2.19

Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network: :Interface::Ppp: "L2TPO": remote address erased.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip remote.

3.29.115 interface ip tcp adjust-mss

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

YCTaHOBUTbL OrpaHNYeHrie MakCMMaibHOro pasmepa cermMeHTa NCXoAsaLLmx
ceccmin TCP. Ecnm 3HadveHwme MSS, KOTopoe nepejaeTcs B NOJie 3arofioBka
SYN-nakeToB, npeBsblLLaeT 3ajaHHoe, KOMaHAa MeHsieT ero. KomaHga
npuMeHseTcs K uHTepdeincy n aelicTByeT Ha Bce ncxoasaiume TCP SYN-nakeThbl.

KomaHga ¢ npeprKcoM no oTMeHsieT AeCTBME KOMaH/bI.
Ja

Aa

Het

IP

(config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHT |3HauyeHue OnucaHue

pmtu KriwyeBoe c¢/1080|YCTaHOBUTL BEPXHIOO rpaHuLy MSS,
paBHY0 MUHUManbLHOMY MTU Ha nyTn K
yAaneHHoMy y3ny.

mss Lenoe uucrno MSS BepxHAa rpaHuua.

(config-if)> ip tcp adjust-mss pmtu
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TP0": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip tcp adjust-mss.

3.29.116 interface ipcp address

OnucaHwne

Vicnonb3oBaTh ajgpec yaaseHHOoro y3na.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica PPP

CuHoncuc I (config-if)>  ipcp address

I (config-if)> no ipcp address

Mpumep (config-if)> ipcp address
using address from remote peer

(config-if)> no ipcp address
not using address from remote peer

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.09 JlobaBneHa komaHga interface ipcp address.

3.29.117 interface ipcp default-route

OnucaHue Ncnonb3oBaTh agpec yaaneHHOoro y3/a Kak L3 N0 YMOAYaHWIO.
KomaHga c npedumkcom no 3anpeLlaet M3MeHeHme LW3a N0 YMOAYaHUIO.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

Tun nHTepdeiica PPP

CuHoncuc I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

Mpumep (config-if)> ipcp default-route
Using peer as a default gateway.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface ipcp default-route.
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naBa 3 OnncaHme KoMaHp,

3.29.118 interface ipcp dns-routes

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Mcnonb3oBaTb MapLUpyThl nofy4YeHHble no IPCP. o ymon4YaHuo HacTporika
BKJIHOYEHa.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

PPP

I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

(config-if)> ipcp dns-routes
DNS routes enabled

(config-if)> no ipcp dns-routes
DNS routes disabled

Bepcus OnucaHve

2.02 [Jlo6aBneHa komaHga interface ipcp dns-routes.

3.29.119 interface ipcp name-servers

OnucaHwune

MNpejukc no

MeHsieT HacTpoiKkmn

Mcnonb3oBaTk agpeca cepsepos DNS, nonyyeHHble no IPCP. 1o ymon4yaHumo
HaCcTpolKa BKIOYEHa.

KomaHga c npedrkcom no 3anpeLyaeT NCNoab30BaTh ajpeca cepsepoB DNS
nony4veHHble no IPCP.

Ja
Ja

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica

CviHoncmc

Mpumep

PPP

I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

(config-if)> ipcp name-servers
using remote name servers.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no ipcp name-servers
not using remote name servers.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHgaa interface ipcp name-servers.

3.29.120 interface ipcp vj

OnucaHwue Bknrountb oxaTtue 3aronoskoB TCP/IP meTogom BaH Ako6coHa. Mo
YMONYaHMIO HAaCTPOIiKa OTK/IOUEHa.

KomaHga ¢ npedurkcom no oTkIouaeT oxaTue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica PPP

CuHoncunc (config-if)>  ipcp vj [cid]

(config-if)> no ipcp vj

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
cid Knwyesoe Bkntountb cxatme Connection ID B
C/10B0 3arosoBKax.
Mpumep (config-if)> ipcp vj cid

V] compression enabled.

(config-if)> no ipcp vj
V] compression disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Jlo6aBneHa komaHga interface ipcp vj.

3.29.121 interface ipsec aggressive

OnucaHwue BkntounTb arpeccuBHbIl pexxum IKEV1 gns coBMecTMMOCTU C CepBepoM
FritzBox L2TP/IPsec.

KomaHga ¢ npedrKcom No oTKAKUaET JaHHbIA PeXnM.

MNpejukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Secure

I (config-if)>  ipsec aggressive

I (config-if)> no ipsec aggressive

(config-if)> ipsec aggressive
Network::Interface::Secure: IKEvl Aggressive Mode is enabled.

(config-if)> no ipsec aggressive
Network::Interface::Secure: IKEvl Aggressive Mode is disabled.

Bepcus OnucaHve

4.02 JobasneHa koMmaHgaa interface ipsec aggressive.

3.29.122 interface ipsec encryption-level

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

3asaTb YpoBeHb LWNbPOBaHUA Ans [Psec-COeNHEHWNs], aBTOMATNYeCKM
CBSI3aHHOTO C TYHHesleM. 3HaueHue No ymon4vaHuto — normal.

ﬂOﬂ,pO6HO€ OonnMcaHme Ka>Xkgoro ypoBHA NpmnBognTcA B MpunoxeHUN.

KomaHga c npedumkcom no yctaHaBAMBaeT ypoBeHb LW$POBaHMSA Mo
YMOYaHMIO.

Ja
Aa
HeTt

Secure

(config-if)>  ipsec encryption-level <level>

(config-if)> no ipsec encryption-level

AprymeHT 3HauyeHue OnucaHwue

level weak Cnabblii ypoBeHb, BKAKOUEHbl anropuTmbl DES
n MD5.
normal CoBMeCTUMBIN € 60BLLUNHCTBOM CUCTEM
ypOBeHb, npuoputeT oTaaetca AES128 n
SHAT.

normal-3des |CoBMeCTUMBbIV C 60/IbLUMHCTBOM CUCTEM

ypoBeHb, npuopwuteT otaaetca 3DES n SHAT.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

strong CaMblii CUNBHBIA YPOBEHb, 06a3aTeIbHO
BKJIHOYEH PFS, npuopuTeT otaaeTtca AES256 n
SHA1.

weak-pfs To e camoe, 4To 1 weak, HO AN BTOPOIA
dasbl BkAtoYeH PFS group 1 1 2.

normal-pfs |To>e camoe, 4to 1 normal, HO AN BTOPOM
dasbl BKAOYeH PFS group 2 1 5.

normal-3des-pfs|To e camoe, 4To 1 normal-3des, HO And
BTOpOW ¢a3bl BkAOUEH PFS group 5 1 14.

high Habop coBpeMeHHbIX anropuTMOB A4S
BHeLLHWX nposarigepos VPN cepBucoB.

strong-aead |CaMblil CUNIbHBIV YPOBEHb, MPUOPUTET
oTaaetca AES256 n SHA1 c gobaeneHnem
anropuntmoB AEAD.

strong-aead-pfs|Camblil CUNBHbLIM YypOBEHb, 0683aTeNbHO
BK/KOUeEH PFS, npnopuTteT oTaaetcsa AES256 m
SHA1 c pobaBneHnem anropntmoB AEAD.

Npumep (config-if)> ipsec encryption-level weak

Network::Interface::Secure: "Gre0@": security level is set to »

"Weak"

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.

WcTopuns nsmeHeHwnit |Bepcus

OnucaHune

2.08

JobasneHa koMmaHgaa interface ipsec encryption-level.

3.07

JobaBneHbl HOBble YpoBHU WndpoBaHusa — high,
strong-aead v strong-aead-pfs.

3.29.123 interface ipsec force-encaps

OnucaHune BkntounTb noaaepxxky NpUHYANTENbHOW NHKancynaumm ESP 8 UDP ans
KNNEHTCKMX TyHHener. Mo yMonyaHuio 3ta GyHKLMA OTKI0UEHa.

KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.

MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Secure
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naBa 3 OnncaHme KoMaHp,

CuHoncuc I (config-if)>  ipsec force-encaps
I(conﬁg-ﬁﬁ>noipsecforce-encaps

MNpumep (config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
enabled.
(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »
disabled.

MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.12 JobasneHa komaHaa interface ipsec force-encaps.

3.29.124 interface ipsec ignore

OnucaHune OTKNOUNTL 06paboTKy BXOAALLMX IKE-NnakeToB cnyX6bbl IPsec Ha nHTepdeiice.
KomaHga c npednkcom no oTMeHseT HaCTPOIKY.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun uHTepdderica Secure

CnHoncuc I (config-if)>  ipsec ignore

I (config-if)> no ipsec ignore

NMpumep (config-if)> ipsec ignore
IpSec::Manager: Interface "Gre0" added to IPsec ignore list.

(config-if)> no ipsec ignore
IpSec::Manager: Interface "Gre0" removed from IPsec ignore list.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobasneHa komaHAa interface ipsec ignore.

3.29.125 interface ipsec ikev2

OnucaHwune Brkntountb npotokon IKEV2 ana IPsec-coeHeHWs, aBTOMaTUYeCKMN
CBSA3aHHOrO C TyHHeneMm. 1o ymMonyaHuio ncnonbsyercs npotokon IKEv1.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HaYeHMe No YMONYaAHUIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
N3meHuTb HacTpoiiku [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Secure

CuHoncuc I (config-ify>  ipsec ikev2

I (config-if)> no ipsec ikev2

Mpumep (config-if)> ipsec ikev2
Network: :Interface::Secure: IKEv2 is enabled.

(config-if)> no ipsec ikev2
Network: :Interface: :Secure: IKEv2 is disabled, enable IKEvl.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Jlo6aBneHa komaHga interface ipsec ikev2,

3.29.126 interface ipsec nail-up

OnucaHue BknounTb aBTOMaTnyeckme NsmMeHeH s CeKpeTHbIX Katouen aas TyHHenemn
L2TP/IPsec, EolP/IPsec, Gre/IPsec, IPIP/IPsec. o ymon4yaHuto napameTp
BKJTHOUEH.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Secure

CuHoncuc I (config-if)>  ipsec nail-up

I (config-if)> no ipsec nail-up

Mpumep (config-if)> ipsec nail-up
Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up
Network::Interface::Secure: SA renegotiation disabled.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.12 Job6asneHa koMmaHgaa interface ipsec nail-up.
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naBa 3 OnncaHme KoMaHp,

3.29.127 interface ipsec name-servers

OnucaHue Vicnonb3oBaTh agpeca cepsepoB DNS, nonyyeHHble Yepes IKEv1 nnum IKEv2
IPsec-cepBep. o ymon4yaHumio pyHKLMA BKIHOYEHaA.

KomaHga ¢ npedurkcom no 3anpeLlaeTt UCcnonib3oBaTh agpeca DNS,
nony4yeHHble yepes IKEv1 nnn IKEv2 IPsec-cepBep.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Secure

CuHoncuc I (config-if)>  ipsec name-servers

I (config-if)> no ipsec name-servers

Mpumep (config-if)> ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are enabled.

(config-if)> no ipsec name-servers
IpSec::Interface::Ike: "IKEQ@": automatic name servers via IKE »
Configuration Payload are disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

3.06 [Jlo6baBneHa komaHga interface ipsec name-servers.

3.29.128 interface ipsec preshared-key

OnucaHue YcTtaHoBUTL KoY PSK ans IPsec-coeAHEHWS, aBTOMAaTUYeCKW CBA3AaHHOIO
C TYHHeneM. Takxe BK/KoYaeT NCMonb30BaHMe [Psec AN 3TOro TYHHens.

KomaHga c npedumkcom no cbpacbiBaeT 3Ha4YeHMe KoYa.
MNpejukc no Ja
N3meHUTb HacTpokn /a
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica Secure

Cunoncuc I (config-if)>  ipsec preshared-key «key>

I (config-if)> no ipsec preshared-key
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

key CTpoka 3HaueHwue cekpeTHoOro PSK-knoua.
JonyckaroTcsa naTuHckme 6ykebl, LM$PbI 1
3HaKW paBeHCTBa. JrHa KYa A0MKHa
COCTaBNATb OT 3 40 72 CUMBOJIOB.

Mpumep (config-if)> ipsec preshared-key 12345678
Network::Interface::Secure: "Gre0": preshared key was set.

(config-if)> no ipsec preshared-key
Network: :Interface::Secure: "Gre@": preshared key was reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 [Jlo6baBneHa komaHaa interface ipsec preshared-key.

3.29.129 interface ipsec proposal lifetime

OnucaHwue YCTaHOBUTb BpeMs XN3HU TpaHcdopMaunm IPsec Phasel Ha nHTepodeiice.
Mo ymonyaHuio ncnosib3yeTtcs 3HadeHvie 28800.

KomaHza ¢ npedrkcom no Bo3BpaLLAeT 3HayeHre Mo yMONYaHIo.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Secure

CnHoncuc (config-if)>  ipsec proposal lifetime «lifetime>

(config-if)> no ipsec proposal lifetime

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

lifetime Lenoe umucno |Bpems xun3Hm npeobpasoBaHunsa IPsec B
cekyHAax. MoxeT NpyHMMaTb 3HayYeHNs B
npegenax ot 60 Ao 2147483647.

Mpumep (config-if)> ipsec proposal lifetime 222222
Network::Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network::Interface::Secure: IPsec IKE proposal lifetime reset »
to 28800 s.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.11

JobaBneHa komaHga interface ipsec proposal lifetime.

3.29.130 interface ipsec proposal local-id

OnucaHune
MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

3azaTb NO/Ib30BaTeNIbCKMIA IOKANbHbIA aeHTUdKKaTop Ans IKE.

KomaHga ¢ npedpurKcom no yaanseTt AaHHY0 HaCTPOKY.

Ja
Aa
HeTt

Secure

(config-if)>

ipsec proposal local-id «local-id

(config-if)> no ipsec proposal local-id

AprymeHT

3HayeHue

OonvcaHune

local-id

CTpoka

IP-ap,pec nnn gomMmeHHoe nMa 10KaibHOro
XOCTa.

(config-if)> ipsec proposal local-id 192.168.8.4
Network: :Interface: :Secure: Set IKE local ID to "192.168.8.4".

(config-if)> no ipsec proposal local-id
Network::Interface::Secure: Reset IKE local ID.

Bepcus

OnucaHmne

3.08

JobasneHa koMmaHza interface ipsec proposal local-id.

3.29.131 interface ipsec proposal remote-id

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOVKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

3asaTb NONb30BaATENbLCKUI YaaneHHbIn naeHTndunkatop ansa IKE.

KomaHza ¢ npedurKcom no yaansieT JaHHY HacTPOIKY.

Ja
Ja
Het

Secure
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naBa 3 OnncaHme KOMaHA,

Cunoncuc (config-if)>  ipsec proposal remote-id <remote-id>

(config-if)> no ipsec proposal remote-id

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

remote-id CTpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro
XocTa.

Npumep (config-if)> ipsec proposal remote-id my.domain.com
Network: :Interface::Secure: Set IKE remote ID to "my.domain.com".

(config-if)> no ipsec proposal remote-id
Network: :Interface: :Secure: Reset IKE remote ID.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

3.08 Jlo6aBneHa komaHga interface ipsec proposal
remote-id.

3.29.132 interface ipsec transform-set lifetime

OnucaHune YCTaHOBUTbL BpeMs XM3HW TpaHcpopmaumm IPsec Phase2 Ha nHTepdelice.
Mo ymonyaHmio ncnonb3syetcs 3HayeHve 28800.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3Ha4eHme no yMonyaHuio.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Secure

Cunoncuc (config-if)> ipsec transform-set lifetime «lifetime»

(config-if)> no ipsec transform-set lifetime

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

lifetime Lenoe umucno |Bpems xun3Hm npeobpasoBaHuns IPsec B
cekyHzaax. MoxeT NnpvHMMaTb 3HayYeHns B
npegenax ot 60 Ao 2147483647.

Npumep (config-if)> ipsec transform-set lifetime 2222222
Network::Interface: :Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.

Bepcus OnucaHue
2.1 JobasneHa KkomaHgaa interface ipsec transform-set
lifetime.

3.29.133 interface ipv6 address

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

HactponTb IPv6-agpec Ha nHTepdeiice. Ecnu ykasaH aprymeHT auto, agpec

HacTpaMBaeTcs aBToMaTUYeckun. BBog agpeca BpyUHyto AenaeT ero
CTaTUYeCKnM.

KomaHgaa ¢ npedrKcoM no yaanset HacTPOKY.

Ja

Ja

Ja

(config-if)>  ipv6 address (<address> | <blocks | auto)

(config-if)> no ipv6 address [ «address> | <block> | auto]

AprymeHT 3HauyeHue OnucaHwue

address IPv6-agpec |Appec ceTeBoro nHTepdeiica.

block IPv6-agpec |Appec ceTBoro nHtepdeiica c Mackon.

auto Knw4esoe BkntounTb AMHaMmnyeckoe Ha3HaveHne
c/10B80 ajpeca.

(config-if)> ipv6 address 2a01:291:2:612:52ff:20ff:fe00:1e87
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
2a01:291:2:612:52ff:20ff:fe00:1e87.

(config-if)> ipv6 address 2001:db8::1
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
2001:db8::1.

(config-if)> ipv6 address fd08:a648:e303::3/64
Network: :Interface::Ip6: "GigabitEthernetl": added static address »
fd08:a648:e303::3/64.

(config-if)> no ipv6 address 2a01:291:2:612:52ff:20ff:fe00:1e87
Network::Interface::Ip6: "GigabitEthernetl": removed static »
address 2a01:291:2:612:52ff:20ff:fe00:1e87.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no ipv6 address
Network::Interface::Ip6: "GigabitEthernetl": cleared addresses.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHgaa interface ipv6 address.

3.29.134 interface ipv6 dhcp client pd hint

OnucaHue HactponTb noackasky genervpoBaHus npedurikca DHCPv6-knmeHTa.
KomaHga ¢ npednkcom no yganseTt HacTPOnKy.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-if)>  ipv6 dhcp client pd hint prefix
(config-if)> no ipv6 dhcp client pd hint
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
prefix Mpegukc HeobxoanMmblii npedukc IPv6 nnm TonbKo ero
ANVHA, eCNn OH YKas3aH Kak : :/length.
Npumep (config-if)> ipv6 dhcp client pd hint fd08:a648:e303::/64
Ip6::Dhcp::Client: "GigabitEthernetl": set a prefix delegation »
hint to "fd08:a648:e303::/64".
(config-if)> ipv6 dhcp client pd hint ::/64
Ip6::Dhcp::Client: "GigabitEthernetl": set a prefix delegation »
hint to "::/64".
(config-if)> no ipvée dhcp client pd hint
Ip6::Dhcp::Client: "GigabitEthernetl": reset prefix delegation »
hint.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
4.01 JobaeneHa komaHga interface ipvé dhcp client pd hint.

3.29.135 interface ipvé6 id

OnucaHue 3agaTtb crnocob popmupoBaHua ngeHtndmnkatTopa nHTepdeiica IPve. No
YMONYAHUIO NCNOMb3YeTCH 3HaUeHne euib4d.

KomaHga ¢ npedurkcom no ycTaHaBAMBAET 3HAUEHME MO YMOAYAHUIO.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja

Ja

Het

(config-if)>  ipv6 id («suffixs | eui64 | random)

(config-if)> no ipv6 id

AprymeHT 3HauyeHue OnuncaHwue

suffix Cyppukc Cratnueckunin cybduic.

euibsd Krouesoe NaeHTudunkaTop ocHoBaH Ha MAC-agpece
C/10BO nHTepoerica.

random Knwouyesoe PopmmpoBaHue ngeHTndurkaTopa
C/10B0 cnyYaiHbIM 06pasom.

(config-if)> ipv6 id ::2
Network::Interface::Ip6: "Bridge0": interface ID is set to ::2.

(config-if)> ipv6 id eui64
Network::Interface::Ip6: "Bridge0": interface ID is set to eui64.

(config-if)> ipv6 id random
Network::Interface::Ip6: "Bridge0": interface ID is set to random.

(config-if)> no ipv6 id
Network::Interface::Ip6: "Bridge0": interface ID is reset to »
default value.

Bepcus OnucaHve

4.01 Jo6aBneHa komaHaa interface ipvé id.

3.29.136 interface ipv6 name-servers

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

Hactpoutb nony4veHne nHdopmauumm ot DNS. Ecam ykasaH aprymeHT auto,
BkArouaroTcss DNS-3anpocel DHCPv6.

KomaHga ¢ npedunKcom no yaanset HaCTPOnKY.
Ja
Ja

MHorokpaTtHbiiA BBog Het

CuvHoncuc

I (config-if)>  ipv6 name-servers (auto)
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-if)> no ipv6 name-servers [auto]

AprymeHT 3HauyeHue OnucaHwue
auto Knoyesoe Bknountb aBTokoH$uUrypauumto DNS.
C/10B0

(config-if)>

ipv6 name-servers auto
Name servers provided by the interface network are accepted.

Bepcus

OnucaHune

2.00

JobaBneHa komaHaa interface ipv6 name-servers.

3.29.137 interface ipv6 prefix

OnucaHune

MNpejukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOA,

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

HactponTb generaumnto npedukca. Ecnm ykasaH apryMeHT auto , npedukc
3anpawmnBaeTcd Yepes DHCPv6-PD.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.

Ja
Ja

Het

(config-if)>

ipv6 prefix («prefix> | auto)

(config-if)> no ipv6 prefix [ «prefix> | auto]

AprymeHT 3HauyeHue OnucaHwue

auto Knwouyesoe BrntounTb generauuto npedukca.
CJ10B0

prefix lMpegukc YKazaTb npeduKc BpyUHYHo.

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.

Bepcus

OnucaHune

2.00

JlobasneHa komaHaa interface ipvé prefix.

3.29.138 interface ipv6cp

OnucaHune

Brnrountb nogaepxky IPv6CP Ha 3Tare ycTaHOB/IEHUS COeVIHEH VS,
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naBa 3 OnncaHme KoMaHp,

KomaHga c npedumkcom no otkntoyaeT IPv6CP.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica PPP

CuHoncmc | (config-ifi>  ipvécp

I (config-if)> no ipv6cp

Mpumep (config-if)> ipvécp
IPv6CP enabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga interface ipvé6cp.

3.29.139 interface Icp acfc

OnucaHune BkntounTb cornacoBaHve napamMeTpoB COKaTUSA nosell KaHO/6HO020 YpPOBHS
Address u Control. TlTo yMONYaHWIO HACTPOIKa OTKAOYEHa.

KomaHga ¢ npedurkcom no oTKAoYaeT 4aHHYIO OMNLUMIO 1 BCe 3anpochl
yZAaneHHOI CTOPOHBI Ha cornacoBaHme ACFC OTKIOHAROTCS.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica PPP

CuHoncuc (config-if)>  lcp acfc [cid]

(config-if)> no lcp acfc

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
cid Knouesoe Bkntountb cxatme Connection ID B
CJ10BO 3arosioBkax.
Mpumep (config-if)> lcp acfc cid

ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jlo6aBneHa komaHga interface Icp acfc.

3.29.140 interface Icp echo

OnucaHune 3agaTb NpaBufa TeCTUPOBaHWA coeanHeHnsa PPP cpeactBamun LCP echo.
Mo ymonuaHwuio interval paBeH 30, count paBeH 3.
KomaHga c npedumkcom no otkntouaet LCP echo.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP

Cunoncuc (config-if)>  lcp echo <intervals <count> [adaptive]

(config-if)> no lcp echo

AprymeHTbl AprymeHT |3HayeHue |OnucaHue

interval lenoe uucno |NHTepBan mexay otnpaskamu LCP echo, B
cekyHgax. Ecnu B TeueHue yka3aHHOro
NHTepBaJia BpeMeHW OT YAaNeHHOW CTOPOHbI
He 6bln nony4yeH LCP 3anpoc, el byaeT
OTMpaB/ieH Takol 3anpoc € oXnaHnem
oTBeTa LCP reply.

count Uenoe umncno |Konuuyectso oTrpaBieHHbIX MOAPSS 3anpocoB
LCP echo Ha KOTOpble He bbls Nony4veH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanuck 6e3 oTBeTa, coeaviHeHVe byaeT

pa3opBaHo.
adaptive Knwouyesoe Pppd 6yget otnpaensaTb 3anpoc LCP echo
C/10B0 TO/IbKO B TOM C/ly4ae, eciu OT yAaneHHoro

y3na HeT Tpaduka.

Mpumep (config-if)> lcp echo 20 2
Network: :Interface: :Ppp: "PPPoEO": LCP echo parameters updated.

(config-if)> no lcp echo
Network::Interface::Ppp: "PPPoEQ": LCP echo disabled.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa interface Icp echo.
2.06 JobaeneH napameTp adaptive.
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naBa 3 OnncaHme KoMaHp,

3.29.141 interface Icp pfc

OnucaHune BkntoumnTb cornacoBaHme napamMeTpoB CKaTUs nos/s Protocol 8 3020108KaX
PPP. Mo yMON4YaHMIO HAaCTPOiKa OTK/AKOYEHa.

KomaHga ¢ I'Ipeq)I/IKCOM Nno OTKNKYaeT JaHHYH ONUUI0 1 BCe 3anpocChl
yAaHEHHOVI CTOPOHbI Ha corsiacoBaHne PFC OTK/IOHAIOTCA.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica PPP

CuHoncuc (config-if)>  lcp pfc [cid]

(config-if)> no lcp pfc

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
cid Knoyesoe BknounTb coxatme Connection ID B
C/10B0 3aronoBKax.
Mpumep (config-if)> lcp pfc cid

PFC compression enabled

(config-if)> no lcp pfc cid
PFC compression disabled

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.03 Jlob6aeneHa komaHga interface Icp pfc.

3.29.142 interface Idpc

OnucaHwue BrntounTb LDPC Ko ANnA ToYKK goctyna 5 . Mo ymonyaHuio ¢yHKUmA
BbIK/IlOYEHa.

KomaHga ¢ npedumkcom no otkaroyaeT GyHKLMIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WifiMaster

CuHoncuc I (config-if)>  ldpc
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naBa 3 OnncaHme KOMaHA,

I (config-if)> no ldpc

MNpumep (config-if)> ldpc
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC enabled.

(config-if)> no ldpc
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.07 JobasneHa komaHgaa interface ldpc.

3.29.143 interface led wan

OnucaHune MNMoka3bIBaTb COCTOSIHME NHTepeica C MOMOLLBLI0 MHAMKATOPA. [JoXeH 6bITb
BblbpaH napameTp SelectedWan npm nomoLLm KomaHgbl system led. Mo

YMOYaHMIO HAaCTPOIKa OTK/IOHeHa.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLUMIO.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  led wan

I (config-if)> no led wan

Mpumep (config-if)> led wan
Network::Interface::Led: Selected WAN GigabitEthernetl.

(config-if)> no led wan
Network::Interface::Led: Selected no WAN.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 Job6aBneHa komaHaa interface led wan.

3.29.144 interface lldp disable

OnucaHune OTKNIOUNTL areHT LLDP Ha nHTepdeiice. Mo ymonyaHuio GyHKLUNS BKIOYEHA.
KomaHga ¢ npedurkcom no BkarouaeT LLDP areHT.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

I(config-if)> 1ldp disable

I (config-if)> no 1ldp disable

(config-if)> 1ldp disable
Network::DiscoveryManager: LLDP agent is disabled on interface »
"ISP".

(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHga interface lldp disable.

3.29.145 interface mac access-list address

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

AprymeHTsl

Mpumep

Jo6asutb MAC-agpec B cnncok npasua ¢uabTpaumy nHTepderica. Tun
CnucKka AoCTyna ycTaHaBAnBaeTcs kKoMaHaol interface mac access-list type.

KomaHga c npedumkcom no yaanset ykasaHHbIn MAC-agpec n3 ACL.
Ja

Ja

Ja

Access Point

(config-if)> mac access-list address «address>

(config-if)> no mac access-list address «address>

AprymeHT 3HayeHue OnucaHue

address MAC-apgpec MAC-agpec, KOTOpbIi HEO6X0AMMO J,06aBUTb

B ACL.

(config-if)> mac access-list address 64:a2:f9:53:b2:12
Network: :Interface::Ethernet: "WifiMaster0@/AccessPointl": added »
64:22:f9:53:b2:12 to the ACL.

(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface::Ethernet: "WifiMaster0/AccessPointl": removed »
64:a2:f9:53:b2:12 from the ACL.
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WcTopusa nsmeHeHum

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster0/AccessPointl": ACL »
cleared.

Bepcus OnucaHue

2.00 Jo6aBneHa komaHaa interface mac access-list address.

3.29.146 interface mac access-list type

OnuncaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb TUN CA1CKa Npasua uabTpauum nHtepderica. Mo ymonyaHumo
TUMN He onpejeneH (NPUCBOEHO 3HayeHre none).

HeTt

Ja
Het

Access Point

(config-if)> mac access-list type <type>

AprymeHT 3HauyeHue OnucaHwue

type none Tvn cnucka npaBun GuUAbTpaLMmM He
onpeaeneH.
permit B cnvicok 6yayT 06aBNSiTECA TONBLKO

paspeweHHble MAC-agpeca.

deny B cnuncok byayT f06aBAATLCA TOILKO
3anpewteHHble MAC-agpeca.

(config-if)> mac access-list type permit
Network::Interface::Ethernet: "WifiMaster@/AccessPointl": ACL »
type changed to permit.

Bepcus OnucaHve

2.00 [JlobaeneHa komaHza interface mac access-list type.

3.29.147 interface mac address

OnucaHwne

HasHaunTe MAC-agpec Ha yka3aHHbIn ceTeBol nHTepderic. Agpec 3agaeTcs
B LWeCTHaauaTepu4HoM popmaTe 00:00:00:00:00:00. KomaHaa no3BonseT

YyCTaHOBUTL 10601 agpec, HO NpegynpexzaeT Nonb30BaTeNs, ecnv B HOBOM
ajpece yctaHoB/eH 6UT «multicast» nnn cépolueH 6uT «OUI enforced».

KomaHga c npedurkcom no Bo3BpaLlaeT nHTepdelicy ncxoaHboin MAC-agpec.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica MAC

CuHoncnc (config-if)> mac address mac>

(config-if)> no mac address

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
mac MAC-agpec Hoebii MAC-agpec nHtepderica.
Npumep (config-if)> mac address aa:bb:cc:dd:ee:ff

Network::Interface::Mac: "GigabitEthernetl": MAC address is »
aa:bb:cc:dd:ee: ff.

(config-if)> no mac address
Network::Interface::Mac: "GigabitEthernetl": MAC address reset »
to d1:1c:53:00:3d:f5.

(config-if)> mac address aa:bb:cc:dd:ee:ff
Network::Interface::Mac: "WifiMasterQ/WifiStation0": MAC address »
is aa:bb:cc:dd:ee: ff.

(config-if)> no mac address
Network: :Interface::Mac: "WifiMaster@/WifiStation0": MAC address »
reset to d3:1c:53:00:3d:f4.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue
2.00 JobaeneHa komaHaa interface mac address.
4.03 JobaBneHa BO3MOXHOCTb N3MEHEHUNS NCXOLHOTO
MAC-agpeca gnsa WISP.

3.29.148 interface mac address factory

OnucaHue HasHaunTb 3aBoacko MAC-agpec Ha yKasaHHbIN ceTeBol MHTepdelic.
Mpedukc no Het

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

Tun nHTepdeiica MAC

Cunoncuc I (config-if)> mac address factory name»
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AprymeHTbl

Mpumep

NcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue
name lan WHTepodeiicy byaeT npmncsoeH "LAN"
MAC-agpec.
wan NHTepodeiicy byaeT npmncsoeH "WAN"
MAC-agpec.
wlan5 NHTepdelicy byaeTt npucsoeH "WLANS"
MAC-agpec.

(config-if)> mac address factory lan
Core::System::UConfig: done.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface mac address factory.

3.29.149 interface mac band

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

MprBA3aTb 3aperncTpPUPOBaHHbIV XOCT K YaCTOTHOMY AManasoHy 2,4 nnam 5
Mu.

KomaHga ¢ I'Ipe¢I/IKCOM no yAandeT CBA3b. Ecnn BbINONHUTL KOMaHA4y 6e3
aprymeHTa, To BeCb CrNCOK cBsizen 6yp,eT OYnLLIEeH.

Aa

Ja

Ja

Bridge

(config-if)>  mac band wmac> <band>

(config-if)> no mac band [ mac> ]

AprymeHT 3HauyeHue OnuncaHwue

mac MAC-appec MAC-agpec 3aperncTpmpoBaHHOro KMeHTa.
band 0
1 AnanasoH 5w,

AnanasoH 2,4 T,

(config-if)> mac band c0:b8:83:c2:cbh:11 0
Network::Interface: :Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:cb:11 to 2.4 GHz.

(config-if)> mac band c0:b8:83:c2:cb:11 1
Network: :Interface: :Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:cb:11 to 5 GHz.
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UcTopuns nameHeHuii

(config-if)> no mac band c0:b8:83:c2:cb:85
Network: :Interface: :Rtx::MacBand: "Bridge0": unbound »
c0:b8:83:c2:cbh:85 from 2.4 GHz.

(config-if)> no mac band
Network: :Interface: :Rtx: :MacBand: Unbound all hosts.

Bepcusa

OnucaHwmne

3.05

JobaeneHa komaHaa interface mac band.

3.29.150 interface mac bssid

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Ykasatb MAC-agpec Toukn goctyna Ana nogkaroyeHns kK WISP.

KomaHga ¢ npedpurkcom no yaanset gaHHbln MAC-agpec.

Ja
Aa
HeTt

WifiStation

(config-if)>

mac bssid «bssid>

(config-if)> no mac bssid

AprymeHT

3HayeHue

OonvcaHune

bssid

MAC-apgpec

MAC-aapec Touku goctyna WISP.

(config-if)> mac bssid 56:ff:20:00:1e:11
Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

Bepcus

OnucaHune

2.13

Job6aBneHa komaHaa interface mac bssid.

3.29.151 interface mac clone

OnuncaHwne
Mpejukc no

MeHsieT HacTpoiKkmn

MpuceonTtb nHTepdericy MAC-agpec Bawero K.

Het

Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

UcTopuns nameHeHuii

Het

MAC, IP

I(conﬁ94ﬂ> mac clone

(config-if)> mac clone

Bepcusa

OnucaHune

2.00

JobaeneHa komaHaa interface mac clone.

3.29.152 interface mobile Ite disable-band

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

OTKAUUTL YKa3aHHbIM gnanasoH LTE.

KomaHga ¢ npedunkcom no BkAOUaeT AnanasoH. Ecim BbINOAHNTL KOMaHAy
6e3 aprymeHTa, TO BCe Anana3oHbl LTE 6yayT BKAKOYEHbI.

Ja
Ja
Ja
Usb

(config-if)>

mobile 1te disable-band <band

(config-if)> no mobile 1te disable-band [ <band ]

AprymeHT

3HayeHue

OnvicaHune

band

Llenoe uucno

LTE ananasoH B npegenax ot 1 go 43
BKJIOUYNTENBHO

(config-if)> mobile 1lte disable-band 22

UsbQmi::Interface:

"UsbQmi®@": LTE band 22 disabled.

(config-if)> no mobile lte disable-band 22

UsbQmi::Interface:

(config-if)>
UsbQmi::Interface:

"UsbQmi®": LTE band 22 enabled.

no mobile 1te disable-band

"UsbQmi®": all LTE bands are enabled.

Bepcus

OnucaHune

3.04

JobaeneHa komaHaa interface mobile Ite disable-band.
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naBa 3 OnncaHme KoMaHp,

3.29.153 interface mobile name-servers

OnucaHue Ncnonb3oBath agpeca cepeepoB DNS, nonyyeHHble OT MOBUALHOIO
onepaTopa. Mo yMonyaHno GyHKLNS BKIOUEHA.

KomaHga ¢ npedurkcom no 3anpeLlaeTt UCcnonib3oBaTh agpeca DNS,
noJly4yeHHble 0T MOBUJIbHOro onepaTopa.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Usb

CuHoncuc I (config-if)> mobile name-servers

I (config-if)> no mobile name-servers

Mpumep (config-if)> mobile name-servers
UsbQmi::Interface: "UsbQmi®": automatic name servers via QMI are »
enabled.

(config-if)> no mobile name-servers
UsbQmi::Interface: "UsbQmiO": automatic name servers via QMI are »

disabled.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.06 JlobaBneHa komaHaa interface mobile name-servers.

3.29.154 interface mobile operator

OnucaHwue 3agaTb naeHtnoukartop cetu ana PLVN.
KomaHgza ¢ npedpurKcom no yaanset HaCTPOKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica Usb

Cunoncuc I (config-if)> mobile operator PLMN>

I (config-if)> no mobile operator
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT

3HavyeHue

OnucaHue

PLMN

CTpoka

VaeHTndunkatop onepartopa.

(config-if)>

mobile operator 25011
UsbQmi::Interface: Operator PLMN is set to "25011".

(config-if)> no mobile operator
UsbQmi::Interface: Operator PLMN cleared.

Bepcusa

OnucaHue

3.04

Jlo6aBneHa komaHga interface mobile operator.

3.29.155 interface mobile pdp

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

Bbi6paTk Bepcuto npoTokona IP ans USB-mogema. IPv6 MOXHO BbI6paTh
TOJ/IbKO €CNW YCTaHOB/EH COOTBETCTBYIOLLNI CUCTEMHbIA KOMMNOHEHT. 10

YMOJIYaHUIO NCMNOJIb3YeTCHa 3HaueHue ipv4.

KomaHga ¢ npedrikcoM no BO3BPALLAET 3HaYEHME MO YMONYAHNIO.

Ja
Aa
HeTt

Usb

(config-if)>

mobile pdp (ipv4 | ipv6 | ipv4v6)

(config-if)> no mobile pdp

AprymeHT 3HauyeHue OnucaHue

ipv4 CTpoka Tonbko IPv4.

ipv6 CTpoka Tonbko IPv6.

ipv4ve CTpoka ABoiHown ctek IPv4 n IPve.

(config-if)> mobile pdp ipv4
UsbQmi::Interface: Packet data protocol is set to "ipv4".

(config-if)> mobile pdp ipv4v6
UsbQmi::Interface: Packet data protocol is set to "ipv4ve".

(config-if)> no mobile pdp
Mobile::Interface: "UsbLte0": packet data protocol is reset to »
default.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

3.04

Jo6aBneHa komaHga interface mobile pdp.

3.08

JlobaBneHbl aprymeHT ipv6 n npepumkc NO.

3.29.156 interface mobile roaming

OonucaHune BKAHOUNTE MOBUBHBIA POYMUHT.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Usb

CuvHoncmc

I (config-if)>  mobile roaming

I (config-if)> no mobile roaming

Mpumep (config-if)> mobile roaming
UsbQmi::Interface: "UsbQmi®@": roaming is enabled.

(config-if)>

no mobile roaming

UsbQmi::Interface: "UsbQmi®": roaming is disabled.

WcTopuns nsmeHeHwnit |Bepcus

OnucaHmne

3.03

Job6asneHa komaHga interface mobile roaming.

3.29.157 interface mobile scan

OnucaHue 3anycTuTb CKaHNWpOBaHMe MObUNLHOM ceTu. MNpoLecc ckaHMPoBaHMSA
3aHnMaet 20-50 cekyHa.

KomaHza c npedurKcom no npepbiBaeT CKaHNPOBaHWe.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Usb

CuvHoncuc

I (config-if)> mobile scan
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Mpumep

WcTopus nsmeHeHum

I(conﬂg-ﬁﬁ>nomobi1escan

(config-if)> mobile scan

UsbQmi::Interface: Network scanning started.

(config-

if)> no mobile scan
UsbQmi::Interface: Network scanning stopped.

Bepcus

OnucaHune

3.05

Job6aBneHa komaHaa interface mobile scan.

3.29.158 interface mobile umts disable-band

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

OTKNHOUNTb YKa3aHHbIN grnanaszoH UMTS.

KomaHza c npedurKcom no BkIHOYAeT AManasoH. ECv BbINOAHUTL KOMaHAy
6e3 aprymMeHTa, To Bce AgnanasoHbl UMTS 6yayT BK/IOUEHbI.

Ja
Ja
Ja
Usb

(config-if)>

mobile umts disable-band <band>

(config-if)> no mobile umts disable-band [ <band> ]

AprymeHT 3HauyeHue

OnucaHue

band

Llenoe u4ucno

AwnanasoH UMTS. MoxeT npnHumaTb

3HaueHua 1, 2,3,4,5,6,7,8,9, 11, 26.

(config-if)> mobile umts disable-band 6
Interface: "UsbQmi@": WCDMA band 6 disabled.

UsbQmi::

(config-if)> no mobile lte disable-band 6
Interface: "UsbQmi@": WCDMA band 6 enabled.

UsbQmi::

(config-
UsbQmi: :

if)> no mobile 1lte disable-band

Interface: "UsbQmi0®": all WCDMA bands are enabled.

Bepcus

OnucaHune

3.05

JobaBneHa komaHaa interface mobile umts
disable-band.
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naBa 3 OnncaHme KoMaHp,

3.29.159 interface modem connect

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

Moaxntounts USB-mogem. Mepes BbINOIHEHEM KOMaHAbI HEOBX0ANMO
WHNLMANU3NPOBaTb MOAeM KOMaHAOoNM tty init.

KomaHga ¢ npedrKcOM no npepbIBaeT coeagnHeHme.
Ja

Ja

Het

UsbModem

(config-if)> modem connect ( dial phone | <strings)

(config-if)> no modem connect

AprymeHT 3HauyeHue OnuncaHwue

phone CTpoka TenedoHHbLIVi HOMep Ans Habopa.

string CTpoka MpounsBonbHasa KoOMaHAa.

(config-if)> modem connect dial *99#
Network::Interface: :UsbModem: "UsbModem@": connect sequence saved.

(config-if)> modem connect dial *99#
Network: :Interface: :UsbModem: "UsbModem@": connect sequence »
cleared.

Bepcus OnucaHue

2.00 Job6aBneHa koMmaHaa interface modem connect.

3.29.160 interface modem timeout

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

Tun untepdeiica

3afaTb TaliM-ayT NOAKNYEHUS MoZeMa. HacTpoiika ncnonbsyeTcs as
MeJ/1eHHbIX MOAeMOB/coeANHEHWIA. [0 yMONYaHWIO NCMOJIb3YeTCs 3HaUeHme
30.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja

Het

UsbModem
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)> modem timeout <timeout>

(config-if)> no modem timeout

AprymeHT 3HauyeHue OnuncaHwue

timeout Lenoe 4ucno |3HayveHwe TaliM-ayTa B cekyHAax. MoxeT
NMPUHVMaTL 3HaYeHWsa B Npejenax ot 1 go
600 BKNOUMTENIbHO.

(config-if)> modem timeout 300
Network: :Interface: :UsbModem: "UsbModem@": connect timeout is »
300 seconds.

(config-if)> no modem timeout
Network: :Interface: :UsbModem: "UsbModem0": connect timeout is »
unchanged, defaults to 30 seconds.

Bepcus OnucaHve

2.05 JobaeneHa komaHaa interface modem timeout.

3.29.161 interface openconnect accept-addresses

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Bkntountb nonyyeHve agpeca ot cepsepa OpenConnect.
KomaHga ¢ npedrkcom no oTkAYaeT 3Ty GyHKLUMIO.
Ja

Ja

Het

OpenConnect

I (config-if)> openconnect accept-addresses

I (config-if)> no openconnect accept-addresses

(config-if)> openconnect accept-addresses
OpenConnect: :Interface: "OpenConnect0": enabled addresses accept.

(config-if)> no openconnect accept-addresses
OpenConnect: :Interface: "OpenConnect0": disabled addresses accept.

Bepcus OnucaHue

4.02 Job6aeneHa komaHaa interface openconnect
accept-addresses.
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3.29.162 interface openconnect accept-routes

OnucaHune BKAHOUNTL NOAyYeHWe MapLUPYTOB OT yAaNeHHON CTOPOHbI Yepes
OpenConnect.

KomaHga ¢ npednkcom no oTkAoYaeT 3Ty GYHKLMIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica OpenConnect

CuHoncuc I (config-if)> openconnect accept-routes

I (config-if)> no openconnect accept-routes

Mpumep (config-if)> openconnect accept-routes
OpenConnect::Interface: "OpenConnect0": enabled routes accept.

(config-if)> no openconnect accept-routes
OpenConnect::Interface: "OpenConnect0": disabled routes accept.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
4.03 Jlo6aBneHa komaHga interface openconnect
accept-routes.

3.29.163 interface openconnect allow-basic-auth

OnucaHwue Hactpoute HTTP Basic authentication' Ana noaxknroyeHunsa OpenConnect.
KomaHga c npedumkcom no otkntouaeT HTTP Basic authentication.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica OpenConnect

CuHoncuc I (config-if)> openconnect allow-basic-auth
I (config-if)> no openconnect allow-basic-auth

Mpumep (config-if)> openconnect allow-basic-auth

OpenConnect::Interface: "OpenConnect0": enabled HTTP Basic auth.

4 https://www.infradead.org/openconnect/manual.html
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naBa 3 OnncaHme KOMaHA,

(config-if)> no openconnect allow-basic-auth
OpenConnect::Interface: "OpenConnect0": disabled HTTP Basic auth.

VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
5.00 JobasneHa KomaHaa interface openconnect
allow-basic-auth.

3.29.164 interface openconnect authgroup

OnucaHue HacTtpouTtb napameTp rpynnsl asTopusaumm ana OpenConnect.
MpumeyaHue: KomaHaa peannsyet coegmHeHwue ¢ Cisco ASA.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica OpenConnect

CuHoncuc (config-if)>  openconnect authgroup «authgroup;

(config-if)> no openconnect authgroup

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
authgroup CTpoka Ha3BaHwe rpynnol.

Mpumep (config-if)> openconnect authgroup MYEXAMPLE
OpenConnect::Interface: "OpenConnect0": set auth group »
"MYEXAMPLE" .

(config-if)> no openconnect authgroup
OpenConnect::Interface: "OpenConnect0": removed auth group.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.02 JobaBneHa komaHza interface openconnect authgroup.

3.29.165 interface openconnect dtls

OnucaHue Hactpoutk pexxum DTLS ana OpenConnect. 1o yMONYaHUIO PEXM BKIOYEH.

MpumeyaHue:  OpenConnect oTAAET npegnoyTeHve PPP-over-DTLS. OH
nepeknumnTCca Ha PPP-over-TLS, ecnin PPP-over-DTLS He
paboTaeT UK OTKJIIOYEH.
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naBa 3 OnncaHme KoMaHp,

KomaHgaa c npedrKkcom No oTKAKYaeT JaHHbIA PeXUM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica OpenConnect

CuHoncuc I (config-if)>  openconnect dtls

I (config-if)> no openconnect dtls

Mpumep (config-if)> openconnect dtls
OpenConnect::Interface: "OpenConnect0": enabled DTLS mode.

(config-if)> no openconnect dtls
OpenConnect::Interface: "OpenConnect0": disabled DTLS mode.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

4.03 Job6asneHa komaHaa interface openconnect dtls.

3.29.166 interface openconnect protocol

OnucaHwue YKasaTtb NpoToKo/ nogkntoveHus ana OpenConnect.
KomaHga ¢ npedunkcom no yganseTt HacTPOKy.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica OpenConnect

Cunoncnc (config-if)>  openconnect protocol protocol>

(config-if)> no openconnect protocol

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
protocol anyconnect |Mcnosnb3oBaTb MPOTOKO AnyConnect15.
fortinet Vicnonb3oBaTtb NPOTOKO Fortinet'®.
nc Vicnonb3oBaTh MPOTOKON Juniperw.

15 https://www.infradead.org/openconnect/anyconnect.html
16 https://www.infradead.org/openconnect/fortinet.html
https://www.infradead.org/openconnect/juniper.html
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Mpumep

UcTopuns nameHeHuii

(config-if)> openconnect protocol anyconnect
OpenConnect::Interface: "OpenConnect0": set protocol "anyconnect".

(config-if)> no openconnect protocol
OpenConnect::Interface: "OpenConnect0": removed protocol.

Bepcus OnucaHve

4.03 Jlo6aBneHa komaHga interface openconnect protocol.

4.03 [JlobaBneHa nopaepxka npotokonos fortinet n
anyconnect.

5.00 JobaBneHa nogaep>kka NPoToKona nc.

3.29.167 interface openvpn accept-routes

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHui

Bk/1l0UNTBL NONyyYeHre MapLLPYTOB OT yAaseHHOM CTOpOHbI Yepe3 OpenVPN.
KomaHga ¢ npedrKcoM no oTK/H0UaeT HacTPOWKY.

Ja

[Ja

Hert

OpenVPN

I (config-if)>  openvpn accept-routes

I (config-if)> no openvpn accept-routes

(config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface::0penVpn: "OpenVPNQ@": disable automatic routes »
accept via tunnel.

Bepcus OnucaHve
2.10 JlobaBneHa komaHga interface openvpn accept-routes.

3.29.168 interface openvpn connect

OnucaHwne

Mpe¢ukc no

YkazaTb nHTepdeinc ansa coegnHeHmns OpenVPN. Ecnm aprymMeHT He 3ajaH,
coeMHeHVe ycTaHaBAMBaeTcs Yepes Nboii nHTepoelic.

Het
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naBa 3 OnncaHme KoMaHp,

MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja
Het

OpenVPN

(config-if)>  openvpn connect [viawias]

(config-if)>  openvpn connect

AprymeHT 3HauyeHue OnuncaHwue

via UHTeppeiic MonHoe nMs NHTepderca Nnn NCeBLOHNM.

(config-if)> openvpn connect via ISP
Network: :Interface::0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »
interface.

Bepcus OnucaHve

2.10 Jlo6aBneHa koMmaHga interface openvpn connect.

3.29.169 interface openvpn name-servers

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

Vcnonb3oBaTtb agpeca cepsepoB DNS, nonyyeHHble oT cepeepa OpenVPN.
Mo ymonuaHuio GpyHKLUMSA BKAOUEHA.

KomaHga ¢ npedunkcom no 3anpeLlaeT Ucnoab3oBaTtb agpeca DNS,
nony4yeHHble ot cepsepa OpenVPN.

Ja
Aa
HeTt

OpenVPN

I (config-if)> openvpn name-servers

I (config-if)> no openvpn name-servers

(config-if)> openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are enabled.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no openvpn name-servers
Network: :Interface: :0OpenVpn: "OpenVPNO": automatic name servers »
via tunnel are disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.06 JobaBneHa koMaHga interface openvpn name-servers.

3.29.170 interface peer

OnucaHune Ha3HaunTb ngeHTndmkaTop yaaneHHoro ysna K KoTopomy byget
OCYLLeCTBAATLCA NoAKIoUeHVe PPP. bonee TOUHbI CMbIC/T HACTPOKM 3aBUCUT
oT Tvna uHTepderica. Hanpumep, ana PPPoE komaHaa interface peer 3agaet
M$A KOHLIeHTpaTopa AgocTyna, ana PPTP — nmsa yaaneHHOro xocta namn ero
IP-agpec, a ana SSTP — 3asaeT yaaneHHbI cepBep C NOPTOM 443 nnm nobbim

Apyrum.

KomaHga ¢ npednkcom no oTMeHsAEeT HaCTPOIKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica PPP

CnHoncuc (config-if)>  peer peenr

(config-if)> no peer

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

peer CT1poka NaeHTUdUnKaTOP YAANEHHON TOUKN
NOAKNKYEHUS U aapec YAANEHHOro
cepBepa host.example.net:port.[lo
yMO/l4aHWI0, HOMep nopTa 443.

Mpumep (config-if)> peer 111

(config-if)> peer host.example.net:5555

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.00 JlobasneHa komaHAa interface peer.
2.12 JlobaBneHa BO3MOXHOCTb U3MEHSATb MOPT YAaNeHHOro
cepsepa.
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naBa 3 OnncaHme KoMaHp,

3.29.171 interface peer-isolation

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BknounTtb n3onaumo 6ecnpoBoAHbIX KNMEHTOB B AOMAaLLHEM CerMeHTe.
HacTtpoiika npumMeHsieTca Ha nHTepdelice Bridge n pacnpoctpaHseTca Ha
BCe BK/IHOYEHHble B HEro Toukm goctyna. Kpome Toro, 610KMpyeTcs nepegayda
Tpadurka oT 6eCNpPOBOAHbLIX KNINEHTOB BHYTpW L2-ceTn.

KomaHga ¢ npedrkcoM No 0TMeHSAeT HaCTPOIAKY.
Ja

Ja

Het

Bridge

I (config-if)> peer-isolation

I (config-if)> no peer-isolation

(config-if)> peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation disabled.

Bepcus OnucaHve

2.10 Jlo6baBneHa komaHaa interface peer-isolation.

3.29.172 interface ping-check profile

OnucaHwune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

HasHaunTb nHtepdeiicy npoduns Ping Check.
KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.
Ja

Ja

Het

(config-if)>  ping-check profile profile

(config-if)> no ping-check profile

AprymeHT 3HauyeHue OnucaHwue

profile Ctpoka Ha3saHwve HasHa4vaemoro npoduns.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-if)> ping-check profile test
PingCheck::Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jo6aBneHa komaHga interface ping-check profile.

3.29.173 interface ping-check restart

OnucaHune BkntounTb nepesarpysky nHTepderica npu cpabaTtbiBaHUW Ping Check (ans
interface HegoctyneH NHTepHeT). Mo yMon4aHnio GyHKLMS OTKIKOYEHa.

KomaHga c npedumkcom no otkatoyaeT GyHKLMIO.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CuHoncuc (config-if)>  ping-check restart[<interface]

(config-if)> no ping-check restart

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

interface UHTepgenc MNMonHoe nmMsa nnn nceBfoHNM UHTepdelica,
KOTOpbI byAeT nepe3anyckaTbCsa Npu
cpabaTtbiBaHUW Ping Check Ha CBA3aHHOM
nHTepderice. ECnm 3TOT aprymMeHT He yKasaH,
nepesanyckaTbcsa byaeT HTepdeiic,
CBA3aHHbIV ¢ npodunem Ping Check.

Mpumep (config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoEQ" interface restart.

(config-if)> ping-check restart ISP
PingCheck::Client: Enabled "ISP" interface restart for "PPPoEO".

(config-if)> no ping-check restart
PingCheck::Client: Remove restart settings for "PPPoEQ".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.04 Job6asneHa KkomaHaa interface ping-check restart.
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naBa 3 OnncaHme KoMaHp,

3.29.174 interface pmf

BkntounTb GyHKUMOHaNbHOCTL PVIF.

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

NcTopusa nsmeHeHum

MprmeyaHwe:

Mpu wudpoBaHun WPA2 nnn WPA2+WPA3, koMmaHgon pmf
BknroyaeTca PMF Capable (MFPC) ana knneHToB
NOAK/IFOYEHHbIX K TOUKe AOCTyna.

OT0 3HAUUT, UTO eC/IN KNINEeHT noagepxmusaet PMF, TO OH
CMOXeT NOAKNYNTLCA € PMF, ecnv HeT, TorAa noAK/IrUnTCA

6e3 PMF.

Mpw BbIGOpE WndpoBaHusa WPA3, PMF cTaHoOBUTCA
0653aTeNIbHbIM.

KomaHza ¢ nped1KcomM no oTKIoYaeT HaCTPOWKY.

Ja
Ja
Het
WiFi

(config-if)>

pmf [force]

(config-if)> no pmf

AprymeHT 3HauyeHue OnuncaHwue
force Knwyesoe BkntounTb NpuHyanTensHoO GyHkumo PMF
C/10B0 ansa wndposaHusa WPA2,

(config-if)> pmf
Network::Interface: :Rtx::WifiStation: "WifiMaster@/WifiStation0": »

PMF enabled.

(config-if)> pmf force
Network::Interface: :Mtk::WifiStation: "WifiMaster@/WifiStation0": »

PMF forced.

(config-if)> no pmf
Network: :Interface: :Rtx::WifiStation: "WifiMasterQ/WifiStation0": »

PMF disabled.

Bepcus OnucaHue
2.09 Job6asneHa komaHgaa interface pmf.
4.01 JobaBneHo kntoueBoe cioBo force.
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naBa 3 OnncaHme KOMaHA,

3.29.175 interface pmksa-lifetime

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

V3MeHUTb BpeMs X13HU KaLwa PMK. 1o yMon4aHUIo yCTaHOB/IEHO 3HaYeHne
1440.

HeTt

Ja
Het

WiFiMaster

(config-if)>  pmksa-lifetime pmksa- lifetimes

AprymeHT 3HayeHue | OnucaHue
pmksa-lifetime |[esnoe Bpems XU3HW, B MUHYTax.
uncso

(config-if)> interface WifiMasterl pmksa-lifetime 43200
Network::Interface::Mtk::WifiMaster: "WifiMasterl": PMKSA cache »
lifetime updated.

Bepcus OnucaHve

4.01 JobasneHa komaHaa interface pmksa-lifetime.

3.29.176 interface power

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CuHoncuc

YCTaHOBUTb MOLLHOCTb MepejaTyurka AN pagno-nHrepdeincos.
MakcrmmanbHas MOLLHOCTL NepejaTyumka orpaHryeHa ero arnnapaTHbIMy
BO3MOXHOCTAMW U roCyapCTBEHHbLIMY 3aKOHaMU O paanocesasn. JaHHada
KOMaH/a No3BoAseT AMLLb YMeHbLUWUTb MOLLIHOCTb NepeAatoLL,ero ycTpomncTea
OTHOCUTE/IbHO ero MakCMMaabHOM MOLLIHOCTH, C Lie/iblo BO3MOXHOr0
CHUXXEHUs NoMeX ANs ApYrX YCTPOWCTB B 3TOM AManasoHe. [1o ymonyaHunto
HaCTpOMKa MOLLHOCTW yCTaHOBAeHa B 100.

Het
Ja
HeT

Radio

I (config-if)>  power <power
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue

power Uenoe 4ucrno |MOLLHOCTb NepeAaTymka B NPoLLeHTax oT
MakCcManbHoOM MmowHocTn (oT 1 Ao 100).

(config-if)> power 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": TX power »
level set.

Bepcus OnucaHve

2.00 JobasneHa komaHaa interface power.

3.29.177 interface pppoe service

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoAKK
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YkazaTtb cny>6y PPPoE. Ecnn cnyxba He onpeaeneHa, To PPPoE-knneHT bygeT
NOAKJIIOUEH K MPOUN3BOJIbHON cnyx6e.

Ja
Ja
Het

PPPOE

(config-if)>  pppoe service <service;

(config-if)> no pppoe service

AprymeHT 3HauyeHue OnuncaHwue

service Ctpoka HasBaHue cnyx6bl PPPOE.

(config-if)> pppoe service TEST
Network::Interface: :Pppoe: "PPPoOEQ": service set.

(config-if)> no pppoe service
Network::Interface: :Pppoe: "PPPOEQ": service removed.

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga interface pppoe service.

3.29.178 interface pppoe session auto-cleanup

OnucaHwne

BkntounTb otnpasky PADT nakeTta Ans He3aBepLueHHow ceccum PPPOE. Mo
YMOYaHUIO QYHKLMSA BKIOYEHaA.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

KomaHga ¢ npedpurkcom no oTknovaeTt oTnpasky PADT nakeTa.

Ja
Aa

Het

PPPOE

I(conﬁ94ﬂ> pppoe session auto-cleanup

I(conﬁg-ﬁﬁ>nopppoesession auto-cleanup

(config-if)> pppoe session auto-cleanup
Network::Interface::Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network::Interface: :Ppp: "PPPoOEQ@": disabled session auto cleanup.

Bepcus

OnucaHune

3.03

JobasneHa KkomaHaa interface pppoe session
auto-cleanup.

3.29.179 interface preamble-short

OnucaHwue
MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

WcTopusa nsmeHeHum

Mcnonb3oBaTb KOPOTKYHO npeambysy.

Ja
Ja
Het

Radio

I(conﬁg4ﬂ> preamble-short

I(conﬁg—ﬁﬁ>nopreamble-short

(config-if)> preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface::Rtx::WifiMaster: "WifiMaster@": short »
preamble disabled.

Bepcus

OnucaHmne

2.00

JobasneHa komaHaa interface preamble-short.
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naBa 3 OnncaHme KoMaHp,

3.29.180 interface proxy connect

OonuncaHmne 3anycTuTb Npouecc NOAKIYEHNS K MPOKCU-cepeepy. Mo ymonvaHuto
noAKIYeHMe ycTaHaBANBaeTcs Yepes 1160 nHTepdelic.

KomaHga ¢ I'Ipeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHWe Nno yMmoa4d4aHuio.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Proxy

CuHoncuc (config-ify>

proxy connect [ via «vias ]

(config-if)> no proxy connect

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
via NHTepgeiic NHTepdeiic, yepes KOTOPbIN OCyLLeCTBASEeTCS
AOCTYN K yAaNeHHOMY y371y.
Mpumep (config-if)> proxy connect via WifiMasterl/WifiStation0

Proxy::Interface:
WifiMasterl/WifiStation®.

"Proxy0": set connection via »

(config-if)> no proxy connect

Proxy::Interface:

"Proxy0": set connection via any interface.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

3.09

JobasneHa komaHAa interface proxy connect.

3.29.181 interface proxy protocol

OnucaHue 3afaTb MPOTOKON coefMHEeHVS. [10 yMOnYaHUIO A1 NPOKCU-cepBepa
ncnosb3yeTtcs nportokon http v noaxkntodeHne TCP.

KomaHza ¢ nped1kcom no Bo3BpaLLaeT 3HaYeHMe Mo YMONYaAHUIO.

Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica Proxy

CuvHoncuc I (config-ify>

proxy protocol <protocol»
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naBa 3 OnncaHme KOMaHA,

(config-if)> no proxy protocol

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
protocol socks5 Vcnonb3oBaTb NpoTokon SOCKSS.
http Wcnone3osatb npoTtokon HTTP uau HTTPS.
NMpumep (config-if)> proxy protocol socks5

Proxy::Interface: "Proxy0": set proxy protocol to socks5.

(config-if)> no proxy protocol
Proxy::Interface: "Proxy0": reset proxy protocol.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

3.09 Jlo6aBneHa komaHga interface proxy protocol.

3.29.182 interface proxy socks5-udp

OnucaHune Bkntouuntb pexum UDP ana npotokona SOCKS5. Mo ymonyaHuto pexum UDP
BbIK/TIOYEH.

KomaHga ¢ npeprKcoM No OTKAOYAET AAHHbLIN peXxXuM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Proxy

CvHoncuc I (config-if)>  proxy socks5-udp

I (config-if)> no proxy socks5-udp

Mpumep (config-if)> proxy socks5-udp
Proxy::Interface: "Proxy0": enable SOCKS5 UDP mode.

(config-if)> no proxy socks5-udp
Proxy::Interface: "Proxy0": disable SOCKS5 UDP mode.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

4.1 JlobaBneHa komaHaa interface proxy socks5-udp.
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3.29.183 interface proxy upstream

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

3ajatb NMPOKCn-cepBep AndA NOAKNHYEHNA.

KomaHza ¢ npedurKcom no yaansieT JaHHY HacTPOIKY.

Ja
Ja
Het

Proxy

(config-if)>

proxy upstream <host> [«port;]

(config-if)> no proxy upstream

AprymeHT 3HauyeHue OnuncaHwue

host Ctpoka IP-agpec nnn gomeHHoe v
npokcu-cepeepa.

port Uenoe uucso |MNopT cepsepa.

(config-if)> proxy upstream 161.8.174.48 1080

Proxy::Interface:

161.8.174.48:1080.

"Proxy0": set proxy upstream to »

(config-if)> no proxy upstream

Proxy::Interface:

"Proxy0": cleared proxy upstream.

Bepcus

OnucaHmne

3.09

JobasneHa KkomaHaa interface proxy upstream.

3.29.184 interface reconnect-delay

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

YCTaHOBUTb Nepunog BpeMeHU Mexay NonbiTkaMu nepenogkatodeHus. Mo
YMONYaHUIO NCMOJb3yeTCA 3HaYeHue 3.

KomaHga ¢ npe¢|/||<c0M Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja
HeTt

PPP

I (config-if)>  reconnect-delay «sec>
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AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)> no reconnect-delay

AprymeHT 3HauyeHue OnucaHwue

sec UYenoe uucno |lMNepnos BpemeHU B cekyHAax. MoxeT
NPVHVMAaTbL 3Ha4YeHns B npegenax ot 3 40
600.

(config-if)> reconnect-delay 3
Network::Interface::Ppp: "PPTP1": reconnect delay set to 3 »
seconds.

(config-if)> no reconnect-delay
Network::Interface::Ppp: "PPTPO": reconnect delay reset to »
default.

Bepcus OnucaHue

2.1 JobasneHa komaHaa interface reconnect-delay.

3.29.185 interface rekey-interval

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YKasaTb nepuvoj BpeMeH Mexay aBToMaTnyecknMm n3MeHeHnaMm
CeKpeTHbIX K/THoYein AN f0CTyNna K CeTeBbIM YCTPOMCTBaM. [10 ymMondaHuto
1ncnonb3yeTca 3HaueHre 86400.

KomaHga ¢ npedrKcoM no oTk/toUaeT N3MeHeHMe Kto4Yel.

Ja

Ja

Het

WiFi

(config-if)>  rekey-interval <interval

(config-if)> no rekey-interval

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uyncno |3HauYeHue B CeKYHAAX MHTEPBana CMeHbI
K/toya.

(config-if)> rekey-interval 3000
Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.
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WcTopusa nsmeHeHum

(config-if)> no rekey-interval
Network::Interface::Rtx::WifiMaster: "WifiMasterQ": rekey »
interval disabled.

Bepcus OnucaHue

2.06 Job6asneHa komaHaa interface rekey-interval.

2.15 [JobasneHo 3HaueHme nNo ymon4vaHuo 3600 cekyHA,
3.04 3HayeHVe Nno yMonyaHuno nsmeHeHo Ha 86400 cekyHA,

3.29.186 interface rename

OnucaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ha3HauunTb Npon3BonLHOE NMS ceTeBOMY MHTepdeiicy. KnHtepdericy MoXHO
obpawaTbca No HOBOMY MMeHU Kak ro ID.

KomaHga c npedunkcom no yganseTt HacTPOWKy.

MpeaynpexzeHne: He nepenmeHoBbiBaliTe MHTepdelic Home. 3To MoxeT
NPUBECTU K HEMPeACKa3yeMbIM CUCTEMHbIM OLLMGKAM.

Ja
Ja

Het

(config-if)>

rename <rename»

(config-if)> no rename

AprymeHT

3HavyeHue

OnucaHue

rename

CTpoka

HoBoe nms nHtepdeiica.

(config-if)> rename PPPoEl

Network: :Interface: :Base:

(config-if)> no rename

Network: :Interface: :Base:

"PPPoEQ": renamed to "PPPoEl".

"PPPoEO": name cleared.

Bepcusa

OnucaHue

2.08

JobaeneHa komaHaa interface rename.

3.29.187 interface rf e2p set

OnucaHwne

VI3MeHUTb 3HaueHe a4elikn NamMaT KaMBPOBOYHbIX AaHHbIX, HAXOAsLLeAcs
No cMmeLleHuto of fset Ha 3HauyeHMe value ANs yKasaHHOro nHTepoelica.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Radio

CuHoncuc (config-if)  rf e2p set«offsetswalues

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

offset hex CmeLleHme ayeiniky namaT. MoxeT
NMPUHVMaTL 3HaYeHnA B Npegenax ot 1E0 Ao
1FE.

value hex HoBoe 3HaueHne AN 3anncn B A4enKky
namaTn. MoxeT NPUHUMAaTb 3HaYeHUs B
npeaenax ot 0 go FFFF.

Mpumep (config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.04 JlobasneHa komaHgaa interface rf e2p set.

3.29.188 interface role

OnucaHwne HasHaunTtb ponb nHtepdeincy. OgHomy nHTepdelicy MoXeT 6bITb Ha3HaYeHO
HecKo/ibko posnieil. KoMaHAa NCnonb3yeTcs 415 NPaBUAbHOro oTobpaxeHuns
cBsizei VLAN B Beb-uHTepodeiice.

KomMaHgza ¢ npedpurKcom no yaansiet posb. ECn BINOAHUTE KOMaHAy 6e3
aprymMeHTa, T0 BeCb CNCOK posieit nHTepderica byaet oUnLLeH.

Mpedukc no Ja
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-if)> rolecroles[ forifors]
(config-if)> no role[ role]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

role inet VHTepdeinc ncnonblyercs Aas NoAKIHYEHNS
K IHTepHeTy.

iptv NHTepdelic ncnonbsyetcs Ansa cnyxool IPTV.
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AprymeHT 3HauyeHue OnuncaHwue
voip WHTepdelic ncnonbsyetcs ansa cnyxobl VoIP.
misc NHTepdeiic ncnonesyetca ana IP Policy.
ifor UHTEepperic MonHoe nma nHTepderica nam NCeBAOHUM.

Mpumep

(config-if)> role iptv for GigabitEthernetl
Network: :Interface::Base: "GigabitEthernetl": assigned role »
"iptv" for GigabitEthernetl.

(config-if)> no role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role
Network::Interface::Base: "GigabitEthernetl": deleted all roles.

UcTopuns nameHeHuii

Bepcus OnucaHve
2.06 JobaeneHa komaHaa interface role.
2.10 [JlobaBneH aprymeHT misc.

3.29.189 interface rrm

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Mpumep

Brknountb RRM Ana noncka coceaHrx Touek goctyna no ctaHaapTty IEEE
802.11k c yenbo NpeAoCTaBNEHNSA CMICKA 3TUX TOYEK AOCTYNa aboOHEHTCKOMY
YCTPOMCTBY MO 3anpocy. 10 yMon4aHMo 3Ta onuus oTKAKYeHa.

KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.
Ja

Ja

Hert

AccessPoint

I (config-if)>  rrm

I (config-if)> no rrm

(config-if)> rrm
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
RRM enabled.

(config-if)> no rrm
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
RRM disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.13 JobaeneHa komaHaa interface rrm.

3.29.190 interface rssi-threshold

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

NcTopusa nsmeHeHum

3ajaTb NOPOroBoe 3HaYeHe ypoBHSA curHana RSSI gnsa Toukm goctyna, npm
KOTOpOM KnneHTbl Wi-Fi 6yyT OTKNHOUEHbI U He CMOTYT K Hel NOAK/IIYNTLCS.
Mo ymonuaHumio ncnonb3yeTcs 3HaveHue RSSI 0.

KomaHga ¢ npedrkKcom no Bo3BpaLLaeT 3HayYeHne Mo YMOAYaHUIO.

Ja

[Ja

HeTt

AccessPoint

(config-if)>  rssi-threshold «rssi-threshold;

(config-if)> no rssi-threshold

AprymeHT 3HauyeHue lOnucaHue
rssi-threshold |Jenoe 3HauveHune RSSI B npejgenax ot -100 Ao 0. Ecin
4yncsno yKa3aHo 3HaueHue 0, To QYHKLMSA OTKAHUEHa.

(config-if)> rssi-threshold -30
Network: :Interface: :Mtk: :AccessPoint: "WifiMaster@/AccessPoint0": »
rssi threshold is set to -30.

(config-if)> no rssi-threshold
Network: :Interface: :Mtk: :AccessPoint: "WifiMaster0Q/AccessPoint0": »
rssi threshold reset to 0.

Bepcus OnucaHue

4.01 Job6aBneHa komaHaa interface rssi-threshold.

3.29.191 interface schedule

OnuncaHune

MpucBonTb NHTepdelicy pacnucaHue. Mepes BbINONHEHNEM KOMaHAbI,
pacnmcaHme JOMKHO BbITb CO34aHO 1 HACTPOEHO MPY MOMOLLM KOMaHAbI
schedule action.

KomaHaa ¢ npedunKcom no paspbiBaeT CBSA3b MeXAYy pacnuncaHem u
nHTepdericom.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  schedule <schedule»

(config-if)> no schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnucanne |HasBaHMe pacnncaHums, CoO3gaHHOro npu
nomMoLum rpynnel KoMaHA schedule.

(config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

Bepcus OnucaHve

2.06 JobaeneHa komaHaa interface schedule.

3.29.192 interface security-level

OnucaHwne

YCTaHOBUTb YpOBeHb 6€30MacHOCTY ANt JaHHOTO NHTepdeiica. YpoBHU
6e30MacHOCTY onpeAensitoT IOrnKy paboTbl MeXCeTeBOro 3KkpaHa:

+ Pa3pelueHo ycTaHaBAMBaTb COeANHEHWS B HarnpasieHnn
private - public.

* 3anpeLleHo yCTaHaBANBaTb COeANHEHMS, MPUXoAsLLMe Ha MHTepdelic
public, T. e. B HanpasneHun public - private n public - public.

+ CaMo yCTPOICTBO NPMHMMAET CceTeBble NOAKIOYEHMS (pa3peLuaeT
ynpas/ieHue) ToNbKO ¢ MHTepdeiicoB private.

+ MNepepaya faHHbIX Mexay NHTepdericamm private MoXeT 6bITb paspeLLeHa

WK 3anpeLlieHa B 3aBUCUMOCTY OT YCTaHOBKM rnobanbHOro napameTpa
isolate-private.

+ protected nHTepdelicbl He MMerT AOCTyMNa K YCTPOMNCTBY U APYTrvM
private/protected nogcetsiM, HO OHM UMeEIOT JOCTYM K public

nHTepdericaM n nHTepHeTy. YCTPOWCTBO obecneymBaeT 3aLUnLLEeHHbIM
CerMeHTam TOJIbKO AocTyn K cny>xx6am DHCP 1 DNS.

* MNepepaya AaHHbIX OT private nHTepdeiica Kk protected No ymonuyaHuto

3anpeLleHa. Ytobbl paspellnTb Takoe B3aMMogelicTeme, Heo6XxoAnMo
BbINOJIHUTL KOMaHAy no isolate-private.
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MNprmeyaHue: o ymon4aHMIO BCEM BHOBb CO34aHHbIM MHTepdeincam
npucBanBaeTcs ypoBeHb 6e3onacHocTu public.

Cnnckm goctyna access-list metoT 6o1ee BbICOKNIA
NPUOPUTET, YEM YPOBHU 6€30MacHOCTH, MO3TOMY C
MOMOLLbH HUX MOXHO BBOAUTL AOMNONHUTENbHbIE NpaBmia
dunbTpaLMn NakeTos.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-if)> security-level (public | private | protected)

Mpumep HecmoTps Ha To, UTO He cyliecTByeT QYHKLMW MOTHOTO OTKAUYEHUS
MeXCeTeBOoro 3KpaHa, MOXHO OTK/1l0UYaTh ero Ha OTAe/IbHbIX HanpaB/eHUAX.
Jonyctm, TpebyeTca NOAHOCTHIO paspeLlnTb nepejady AaHHbIX MexXay
«JloMalLHeN» ceTbto Home 1 rnobanbHoM ceTbio PPPOED. 15 3TOro o6oum
NHTepdericam Hy>XHO Ha3Ha4YNTb ypoBeHb 6e30nacHoOCTU private n
oTKNOUNTL GyHKUMIO isolate-private.

(config)> interface Home security-level private
Network::Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOE® security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MNpuMeuaHune:  MexceTeBOW 3KpaH U TpaHCAALMA agpecoB — GyHKLMN,
npegHasHaveHHble 419 peLleHVs NPUHLUNMAAbHO Pa3HbIX
3agau. BkntoueHune NAT mexay nHtepderncamm Home u

PPPOEO B KOH®UIypaLmu, MOKa3aHHOM BbiLLe, He 3aKpbiBaeT
JAOCTYN B ceTb Home O CTOPOHbI rnobanbHoM cetun. [laxe

NpY BKJIFOYEHHOM TPaAHCNALMK aapecoB KOMaHaom ip nat
Home nakeTkl 13 PPPOEO 6yayT cBO6OAHO NPOXOAUTE B CETb

Home.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHga interface security-level.
2.06 Job6asneH napameTp protected.
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3.29.193 interface sim pin

OnucaHwue YctaHoBuTb PIN-kog ansa SIM-kapThl.
KomaHga ¢ npedurkcom no yaanset PIN-kog,.

Mpedukc no Ja

MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Usb

CuHoncuc (config-ify>  sim pin in

(config-if)> no sim pin

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
pin Ctpoka 4-8-3HauyHbl PIN-kog,
NMpumep (config-if)> sim pin 0000

Mobile::Interface: "UsbLte0": PIN code has been set.

(config-if)> no sim pin
Mobile: :Interface: "UsbLte0": PIN code has been reset.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.02 Job6aBneHa komaHga interface sim pin.
4.00 Job6asneH npedukc no.

3.29.194 interface sim slot

OnucaHwue MNepexkntounts SIM-cnot gna QMI-mogema. 1o ymo4aHuo NCnosb3yeTca
cnot 1.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Usb

CnHoncuc I (config-if)>  simslot«slot

292 CnpaBoyHuk koMaHa — Hopper (KN-3810)



naBa 3 OnncaHme KOMaHA,

(config-if)> no sim slot

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
slot 1 HasHaunTb 1 nam 2 cnor.
2
NMpumep (config-if)> sim slot 2

Mobile::Interface: "UsbQmi@": SIM slot is set to "2".

(config-if)> no sim slot
Mobile::Interface: "UsbQmi0": SIM slot is reset to default.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

3.08 JlobaBneHa koMmaHa interface sim slot.

3.29.195 interface spatial-reuse

OnucaHue BkntounTb noagepxky Spatial Reuse pns Todek goctyna 2,4 v 5y, Mo
YMONYaHMIO HAaCTPOKKa BKAKOUEHa.

KomaHga ¢ npedrkcom no oTkarodaeT GyHKLNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica WiFiMaster

CnHoncumc I (config-if)>  spatial-reuse

I (config-if)> no spatial-reuse

Mpumep (config-if)> spatial-reuse
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": 1llax spatial »
reuse enabled.

(config-if)> no spatial-reuse
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": 1llax spatial »
reuse disabled.

VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie

3.08 JobasneHa komaHaa interface spatial-reuse.
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3.29.196 interface speed

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HactpouTtb ckopocTb Ethernet nHTepdeiica. Mo yMonuaHWio 3a4aH0 3HaUYeHKe

auto.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja
Het

Ethernet

(config-if)>

speed «speed>

(config-if)> no speed

AprymeHT 3HauyeHue OnucaHune

10 Knwyesoe CKopoCTb coeanHeHnsa B MbuT/c.

100 C/10BO

1000

auto Knoyesoe ABTOMaTM4YeCcKas HaCcTPOKiKa CKOPOCTWU.
C/10BO

(config-if)> speed 1000
Network::Interface::Ethernet: "GigabitEthernetl/0": speed set »

to 1000.

(config-if)> no speed
Network::Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

Bepcusa

OnucaHune

2.06.B.1

JobaeneHa koMmaHga interface speed.

3.29.197 interface speed nonegotiate

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn

OTKNOUNTb aBTOMATUYECKYH HAaCTPOKY ckopocTu. Mo

yMO/l4aHuKo,aBTOMaTmn4yeckas HaCTpOIZKa BK/IFOYEHa.

KomaHga ¢ nped)l/n(com No BK/IDYaEeT aBTOMaTUYECKYH HaCTpOIZKy.

Ja
Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Ethernet

CuHoncuc

I (config-if)>  speed nonegotiate

I (config-if)> no speed nonegotiate

Mpumep (config-if)> speed nonegotiate

Network: :Interface::Ethernet: "GigabitEthernetl/0": »

autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate

Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHaa interface speed nonegotiate.

3.29.198 interface ssid

OnucaHune Yka3aTb nms 6ecnposogHoi cetn (SSID) ana nHtepdeicos WiFiStation u

AccessPoint. B 3aBucMMOCTI OT TUNa UHTepdelica 3HaueHne SSID
obpabaTtkbiBaeTcst NO-pa3HOMY.

* [nsa AccessPoint SSID — HeobxoaMMas HacTpolika, 6e3 KOTOPO OHa He
6yAeT NPUHUMaTb NOAKIHOUEHNS.

« AnaWiFiStation SSID onpegensieT, K Kakor Touke AOCTyna OHa byaeT

noAakntoyaTtbcs. be3s 3agaHHoro SSID WiFiStation MoXeT nogKntounTbLCa

K 1060 A0CTYNHOM 6eCnpoBOAHON CETY MO CBOEMY YCMOTPEHWUHO.

KomaHga ¢ I'Ipe¢I/IKCOM Nno yCTaHaB/IMBaeT NMA 6eCI'IpOBOAHOI7I ceTm no

YyMONYaHWIo.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica WiFi

CuHoncuc (config-if)>  ssid«ssid>

(config-if)> no ssid

AprymeHTbI AprymeHT |3HaueHue

OnwucaHune

ssid Crpoka

Mms 6ecnpoBogHoii ceTtu (SSID).
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Mpumep

UcTopuns nameHeHuii

(config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster®/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID reset.

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface ssid.

3.29.199 interface standby enable

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

BkntounTb pexxmm standby. Mpu BkatoveHHOM pexxme standby nHTepdeiic
aBTOMaTM4YecKn OTK/o4aeTcs, ecin nossasetcs gpyroe WAN-coegmnHeHne
¢ 60nee BbICOKNM r106a/1bHbIM MPUOPUTETOM.

Pexwum standby nrHopupyetca B c/iefyroLLnX cyyaax:

* npuoputeT global He HacTpoeH;

* nHTepdelric c pexnmoMm standby BkAtoUeH B rpynny, Hanpumep, Bridge;
+ Tekywiee WAN-coegmnHeHne paboTaeT noBepx standby nHtepodeiica.
KomaHga ¢ npedpurkcom no oTkao4aeT pexxum standby.

Ja

Ja

HeTt

I(conﬁ94ﬂ> standby enable

I(conﬁgJﬂ>nostandbyenable

(config-if)> standby enable
Network::Interface::Standby: "CdcEthernet0": enabled.

(config-if)> no standby enable
Network: :Interface::Standby: "CdcEthernet0": disabled.

(config-if)> standby enable
Network::Interface::Standby: "GigabitEthernetl": enabled.

(config-if)> no standby enable
Network: :Interface::Standby: "GigabitEthernetl": disabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

4.00 Jlo6aBneHa koMmaHga interface standby enable.

3.29.200 interface standby timeout

OonucaHue YCTaHOBUTb TaliMayT MNOAK/OYEHUs Mo TpeboBaHWIo Anst standby

WAN-vHTepdelica. Yka3biBaeT nepnoj BpeMeHu, B TedeHne KoToporo
BbINOIHAOTCA NONbITKW MNOAKAOUeHUS. o nctedyeHn TanmayTa MHTepdeinc
oTKMtoYaeTcs. [1o yMOTYaHMIO UCMOo/b3yeTcs 3Ha4eHne600.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno YMONYaHI0.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-if)>  standby timeout <seconds>

(config-if)> no standby timeout

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

seconds lenoe umucno |TanmayT oXXufaHus B cekyHAax. MoxeT
NpMHMMaTL 3HaYeHWA B rnpegenax ot 10 go
3600 BKIHOUNTENbHO.

Npumep (config-if)> standby timeout 600
Network: :Interface::Standby: "GigabitEthernetl": set timeout to »
"600" sec.

(config-if)> no standby timeout
Network::Interface::Standby: "GigabitEthernetl": reset timeout.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

4.03 Jlo6aBneHa komaHga interface standby timeout.

3.29.201 interface storm-control disable

OnucaHue BkntounTb broadcast storm control Ha uHTepdelice Bridge. Mo ymonyaHuto
3Ta HacTpoliKa BK/IOUeHa.

KomaHaa ¢ npeprKcom no oTKNtoYaeT HaCTPONKY.
MNpedukc no Ja

MeHsieT HacTpoilikn  [a
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Het

Bridge
I (config-if)> storm-control disable

I (config-if)> no storm-control disable

(config-if)> storm-control disable
Network: :Interface::Bridge: "Bridge0@": disabled storm control »
and loop detector.

(config-if)> no storm-control disable
Network::Interface::Bridge: "Bridge0": enabled storm control and »
loop detector.

Bepcus OnucaHue

4.00 Job6aBneHa koMmaHaa interface storm-control disable.

3.29.202 interface switchport access

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

YctaHoBuUTb ngeHTndukatop VLAN Ha nopTy Ana paboTbl B pexrme goctyna.
Pa3speluaeTt nepegady kagpos ykaszaHHoro VLAN B mopT v BKIOYaET yaaneHne
Mapkepa VLAN 13 nepegaBaemMbiX KagpoB.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Het

Port

(config-if)>  switchport access vlan «id>

(config-if)> no switchport access vlan

AprymeHT 3HauyeHue OnuncaHwue

vid lenoe uucno |NpeHtnéukatop VLAN docmyna. MoxeT
NPVHUMAaTbL 3HaYeHWVs B Npegenax ot 1 Ao

4094 BKNHOUNTENBHO.

(config-if)> switchport access vlan 1
Network::Interface::Switch: "GigabitEthernet0/0": set access »
VLAN ID: 1.

298

CnpaBoyHuk koMaHa — Hopper (KN-3810)



naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport access.

3.29.203 interface switchport friend

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

HacTpouTb ogHoHanpasneHHbli VLAN ansa rpynnoBoro Tpadduvka B
aononHeHwue K VLAN docmyna. NMopT MOXeT BbITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIOYaeT nepeajpecaumio ncxogailero tpaduka ¢
apyroro VLAN docmyna (Ha3eiBaemoro "friend"). MakeTol "friend" nepeaatoTtca
6e3 Tera.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
Ja

Aa

Het

Port

(config-if)>  switchport friend vlan «vid»

(config-if)> no switchport friend vlan

AprymeHT 3HauyeHue OnucaHwue

vid Uenoe uucno |Npentndukartop "friend" VLAN. MoxeT
NPUHMMAaTb 3HaYeHWs B Npejenax oT 1 go
4094 BKNOUNTE/BHO.

(config-if)> switchport friend vlan 2
Network: :Interface::Switch: "GigabitEthernet0/0": set friend »
VLAN ID: 2.

Bepcus OnucaHve
2.06 JobaBneHa komaHaa interface switchport friend.

3.29.204 interface switchport mode

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn

YCTaHOBUTbL pexuM access Unu trunk gns sbliopaHHoro VLAN. Mo ymMonyaHuto
YCTaHOB/IEH PEXNM access.

KomMaHga ¢ npepurKcoM No ycTaHaBAMBAET 3HAaYEHME MO YMOJTHAHUIO.
Ja
Aa
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Port

(config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHT 3HauyeHue OnucaHue

mode access Bkntoumntb pexum goctyna VLAN, To ecTb
TaKOW pexum, Korga yepes nopt nepeaaroTcs
TONbLKO HeMapKMpoOBaHHbIe Kapbl. Ha
BXOAdLLVe Kaapbl cTaBuTca Mmapkep PVID,
YyCTaHOB/EHHbIN KoMaHAol switchport
access. [NopT ABNAETCA BLIXOAHbLIM TO/ILKO
ansa VLAN c naeHtndukatopom PVID. Mpwn
nepegaye kagpos B nopT, Mmapkep VLAN ¢ HUX
CHVMaeTCs.

trunk BKAOUNTL pexXnM MynbTUMIEKCNPOBAHWSA
VLAN, korga yepes nopT nepejarotca Kajpsbl,
npuHagnexawye Heckosibkum VLAN. Mpu
3TOM KaxAbl/ Kagp NoMeyeH MapkepoM.
Cnncok naeHTnéumkatTopos cetei VLAN, B
KOTOpbIe BXOAUT MOPT, yCTaHaBNMBaETCA
KoMaHgol switchport trunk.

g-in-q Knwuyesoe BKNtOUMTL ABOMHOE TErMpPOBaHUe.
C/10B0

(config-if)> switchport mode access
Network::Interface::Switch: "GigabitEthernet0/1": access mode »
enabled.

Bepcus OnucaHve

2.06 JobasneHa KomaHaa interface switchport mode.

3.29.205 interface switchport trunk

OnucaHune

Mpedukc no

MeHsieT HacTpoWiKKn

Job6aButb nopt BO VLAN. Paspelunts npuem 1 nepegavy KajpoB yKa3aHHOro
VLAN B nopT, npmnyem mapkep VLAN 13 nepegaBaembix KagpoB He yaanaeTcs.
B pexxume trunk gonyckaetcs gobaBneHune nopTta B Heckosbko VLAN.

KomaHga ¢ npedurkcom no yaanset nopT n3 ykaszaHHoro VLAN. Ecnun
MCNoNb30BaTb KOMaHAy 6e3 apryMeHTOB, NopT 6yaeT yaaneH ns scex VLAN.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Ja

Port

(config-if)>

switchport trunk vlan «vid»

(config-if)> no switchport trunk vlan [ vid]

AprymeHT

3HayeHue

OnvicaHune

vid

Lenoe uucno

NaeHTudukatop VLAN. MoxeT npuHUMaTh
3HayeHWsa B npegenax ot 1 Ao 4094
BK/IHOUNTENBHO.

(config-if)> switchport trunk vlan 100
Network::Interface::Switch: "GigabitEthernet0/1": set trunk VLAN »

ID: 100.
Bepcus OnucaHue
2.06 Job6aeneHa komaHga interface switchport trunk.

3.29.206 interface target-waketime

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

Mpumep

BrntounTb dyHKuUmio TWT (Target Wake Time) ans Todek goctyna 2.4 u 5w,
Mo ymMonuaHMIo HacTpoiKa oTkatoueHa ansa 2.4 'y, n BkatodveHa gna 5 Mo,

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.

Aa
Ja
HeTt

WiFiMaster

I (config-if)>  target-waketime

I (config-if)> no target-waketime

(config-if)> target-waketime
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": 1lax TWT »

enabled.

(config-if)> no target-waketime
Network::Interface: :Rtx::WifiMaster: "WifiMasterQ@": 1llax TWT »

disabled.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.07 Jlo6aBneHa komaHga interface target-waketime.

3.29.207 interface traffic-counter action disconnect

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

MpepBaTb CBA3b C NMPOBaAepOM NpU AOCTMKEHUN TnMUTa Tpaduka.
HeTt

Ja

HeTt

Usb

(config-if)>  traffic-counter action «trigger» disconnect

AprymeHT 3HayeHue OnuncaHwue

trigger limit Tpurrep ok0YeHNs NO NUMUTY Tpaduka.

(config-if)> traffic-counter action limit disconnect
UsbQmi::TrafficCounter: "UsbQmi@": set disconnect action for »
trigger "limit".

Bepcusa OnucaHve
3.06 JobaBneHa komaHaa interface traffic-counter action
disconnect.

3.29.208 interface traffic-counter action sms-alert message

OnucaHue

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

YKasaTb TeKcT SMS-onoBeLleHus.

Het

Ja

Het

Usb

(config-if)>  traffic-counter action «trigger;> sms-alert message
amessages

AprymeHT 3HauyeHue OnucaHwue

trigger threshold Tpwurrep SMS-onoseLleHVa — Noporosoe

3Ha4eHune.

302

CnpaBoyHuk koMaHa — Hopper (KN-3810)




naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue
limit Tpurrep SMS-onoseLleHNs — ANMUT
Tpadwuka.
message Crpoka Tekct SMS-onoseLyeHus.
Mpumep (config-if)> traffic-counter action threshold sms-alert message »
TEXT
UsbQmi::TrafficCounter: "UsbQmi@": set message for trigger »
"threshold".
VlCTOleﬂ N3MeHeHUnn Bepcmﬂ onucaHvie
3.06 JlobaBneHa koMmaHaa interface traffic-counter action
sms-alert message.

3.29.209 interface traffic-counter action sms-alert phone

OnucaHune Yka3aTb Homepa TenedoHoB Ans SVS-onoseLLeHus.
Mpedukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBOg, [a

Tun nutepdeiica Usb
Cutoncnc (config-if)> traffic-counteraction«trigger> sms-alert phonephone;
AprymeHTbI AprymeHT |3HaueHme |OnucaHune
trigger threshold Tpurrep SMS-ornoBeLyeHVs — NOpPorosoe
3HaueHue.
limit Tpwurrep SMS-onoseLeHNa — NIUMUT
Tpaduka.
phone CTpoka Homep TenedoHa ana SMS-onoseLLeHUs.
Mo>HO BBeCTU A0 Tpex TenedoHHbIX
HOMepoB.
Npumep (config-if)> traffic-counter action threshold sms-alert phone »
+71112223344

UsbQmi::TrafficCounter: "UsbQmi@": add phone number »
"+71112223344" for action "threshold".

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.06 JobaeneHa komaHga interface traffic-counter action
sms-alert phone.
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naBa 3 OnncaHme KoMaHp,

3.29.210 interface traffic-counter enable

OonuncaHmne BkntounTb cyeTUMK MOBUABHOMO Tpaduka. Mo yMonyaHuIo onums oTKYeHa.
KomaHaa ¢ npedrKcom no oTKAOYaeT CHeTUMK.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Usb

CuHoncuc I (config-if)>  traffic-counter enable

I (config-if)> no traffic-counter enable

Mpumep (config-if)> traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi@": enabled.

(config-if)> no traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi®": disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

3.06 JobaBneHa komaHaa interface traffic-counter enable.

3.29.211 interface traffic-counter limit

OnucaHwue YCTaHOBUTb IMMUT cyeTUmKka Tpadurka B Merabaritax, rmrabantax nam
TepabawTax.

KomaHga c npedumkcom no cbpacbiBaeT HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, HeT
Tun nHTepdeiica Usb

Cunoncuc (config-if)>  traffic-counter limit «values wnit>

(config-if)> no traffic-counter limit

AprymeHTbl AprymeHT |3HayeHue |OnucaHue

value Uenoe umucno |3HadveHvie numuTa Tpaduka.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

unit CTpoka EavHVUbI U3mMepeHunsa: MB, GB, TB, MiB, GiB,
TiB.
NMpumep (config-if)> traffic-counter limit 4 TB

UsbQmi::TrafficCounter: "UsbQmiO@": set limit to 4 TB.

(config-if)> no traffic-counter limit
UsbQmi::TrafficCounter: "UsbQmi®": reset limit.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

3.06 JlobaBneHa komaHaa interface traffic-counter limit.

3.29.212 interface traffic-counter monthly

OnuncaHmne 3a4aTb AeHb Mecsila A5 nepesanycka cueTumka Tpaduka.
KomaHgza ¢ npedpurkcom no cbpackiBaeT HaCTPOKY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Usb

CnHoncuc (config-if)>  traffic-counter monthly «day-of-month:

(config-if)> no traffic-counter monthly

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

day-of-month|lYesnoe unucro |[leHb Mecsaua c 1 go 31 Ana nepesanycka
cyeTymka Tpaduka.

Mpumep (config-if)> traffic-counter monthly 31
UsbQmi::TrafficCounter: "UsbQmi@": set day of month to "31".

(config-if)> no traffic-counter monthly
UsbQmi::TrafficCounter: "UsbQmi@": reset day of month.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.06 Job6aeneHa komaHga interface traffic-counter monthly.
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naBa 3 OnncaHme KoMaHp,

3.29.213 interface traffic-counter set

OnucaHue

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

3ajatb Tekyulee 3Ha4vYeHne cH4eTHMKa Tpa¢|/||<a.

Het

Ja

Het

Usb

(config-if)>  traffic-counter set «values wnit>

AprymeHT 3HauyeHue OnucaHwue

value Lenoe uucno |YncnoBoe 3HauveHMe cyeTymMKa (Lenoe nnu
M/iaBatoLLEN TOUKOMN).

unit CTpoka EAVHMULI U3MepeHna: MB, GB, TB, MiB, GiB,
TiB.

(config-if)> traffic-counter set 1.54 GB
UsbQmi::TrafficCounter:

"UsbQmi0": set value to 1.54 GB.

Bepcus

OnucaHmne

3.06

JobaBneHa komaHaa interface traffic-counter set.

3.29.214 interface traffic-counter threshold

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

YCTaHOBWTb MOPOT OMOBeLLeHNsA cYeTUmnKa Tpaduka.

KomaHga ¢ npedurkcom no cbpacbiBaeT HaCTPOIKY.

Ja
Ja
Het

Usb

(config-if)>

traffic-counter threshold «threshold:

(config-if)> no traffic-counter threshold

AprymeHT

3HavyeHue

OnucaHue

threshold

Llenoe u4ucno

lMoporosoe 3HayeHWe B NpPOLEeHTax oT
nmMmmnTa. MoxeT NpUHMMaTb 3HaYeHNs B
npegenax ot 1 Ao 99 npoLeHTOoB.
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-if)> traffic-counter threshold 99
UsbQmi::TrafficCounter: "UsbQmi@": set treshold to 99 percent »
of the limit.

(config-if)> no traffic-counter threshold
UsbQmi::TrafficCounter: "UsbQmi®": reset threshold.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.06 JlobaBneHa komaHaa interface traffic-counter
threshold.

3.29.215 interface traffic-shape

OonucaHue YCTaHOBUTL Npesen CKopoCTY NepeaaYn AaHHbIX 415 yKasaHHOro HTepdeiica
B 06€e CTOPOHbI. [0 YMONYAHMNIO CKOPOCTb He OrpaHnYeHa.

KomaHga ¢ npeprKcoM no yaanset HacTPOKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-if)>  traffic-shape raterate> [ asymmetric wpstream-rate;]
[ schedule <schedules ]
(config-if)> no traffic-shape
AprymeHTbI AprymeHT 3HaueHue OnucaHue
rate Lenoe 4ucno |3HayeHme CKOPOCTU Nepesaymn AaHHbIX
B K6uT/C. OrpaHnyeHvie OMKHO ObITh B
AnanasoHe oT 64 Kéut/c go 1 rémt/c.
upstream-rate |Uenoe uwucno |CKOPOCTb OTAAUM AAHHbLIX B K6UT/C.
OrpaHunyeHe AOXKHO 6bITh B
AnanasoHe oT 64 K6ut/c go 1 rémt/c.
schedule Pacnuncanmne Ha3BaHwWe pacnuncaHuns, co3gaHHOro npu
nomMoLuy rpynnel KomaHa schedule.
Npumep (config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation@" interface »
rate limited to 80/64 kbit/s.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.

Bepcus OnucaHue
2.05 Job6asneHa komaHgaa interface traffic-shape.
3.04 [JlobaeneH aprymeHT upstream-rate.

3.29.216 interface tty init

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CviHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

J06aBnTb CTPOKY MHMLMANM3aLMM Ha YKa3aHHY nosnuuto index ans
mogemoB RAS (UsbModem), NDIS (UsbLte), QMI (UsbQmi).

KomaHgaa ¢ npedprKcoM no yaanset HacTPOKY.
Ja

Ja

Het

Usb

(config-if)>  tty init [<index»>]<«strings [ sleep «delay> ]

(config-if)> no tty init [ <index> ]

AprymeHT 3HauyeHue OnuncaHwue

index Uenoe 4ucno (lMo3numsa, HoMep CTPOKK Ky/la BCTaBAAETCH
yKasaHHas CTpoka.

string CTpoka CTpoka nHnuymanmsaumm mogema.

delay lenoe uucno |3HaveHme 3a4epPXKU, B CEKYHAAX.

(config-if)> tty init AT~SYSCFG=14,2,3fffffff,0,1
Mobile::Interface: "UsbQmi@": initialization string inserted.

(config-if)> tty init AT~SYSCFG=14,2,3fffffff,0,1 sleep 1
Mobile::Interface: "UsbQmi®": initialization string inserted.

(config-if)> no tty init
Mobile::Interface: "UsbQmi®": initialization strings erased.

Bepcus OnucaHue

4.00 Jlo6aBneHa komaHga interface tty init.
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naBa 3 OnncaHme KOMaHA,

3.29.217 interface tty send

OTtnpaBuTb AT-komaHay Ha UsbLte, UsbQmi mogemsl.

OnucaHue

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

Het

Ja

Hert

Usb

(config-if)>  tty send <command [ <expects> ][ «timeout:]

AprymeHT 3HauyeHue OnucaHwue

command CTpoka AT-komMaHaa.

expect CTpoka Oxunpaaemblii oTBeT. 10 ymMon4aHUIo
ncnone3yetca 0K | ERROR.

timeout UYenoe uucro |Bpemsa oxxvgaHuUsa oTBeTa B CEKyHAAX.
3HayeHwue rno ymonyaHuio 3.

(config-if)> tty send ATI
".Built@Aug 23 2019:16:28:33"

0K

Mobile::Interface:

"UsbLte0": got expected response.

(config-if)> tty send ATI OK|ERROR 2
".Built@Aug 23 2019:16:28:33"

0K

Mobile::Interface:

"UsbLte0": got expected response.

(config-if)> tty send ATI OKEY 2
".Built@Aug 23 2019:16:28:33"

0K

Mobile::Interface error[73140786]:

for expected response.

"UsbLte0": timeout waiting »

Bepcus

OnucaHune

3.09

JobasneHa komaHaa interface tty send.

3.29.218 interface tunnel destination

OnuncaHune

3aAaTb yAaNneHHbI KoHew, TyHHensi. Ecm oH cnonb3yeTcs COBMECTHO C

aBTOMaTn4yecknm IPsec-coeMHEHVEM, CBA3AHHbLIM C TYHHeNeM, nHTepderic
CTaHOBUTCA NMHULIMATOPOM [Psec-coeAVHEHNA.
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KomaHga c npedrkcom no oTMeHsAeT HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Tunnel

Cunoncuc (config-if)>  tunnel destination «destinatiom

(config-if)> no tunnel destination

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
destination |CTpoka IP-agpec nnn gomeHHoe nmsa yaaneHHoro
xocTa.
Mpumep (config-if)> tunnel destination ya.ru

Network: :Interface::Tunnel: "Gre@": destination set to ya.ru.

(config-if)> no tunnel destination
Network::Interface::Tunnel: "Gre0@": destination was reset.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.08 JobaBneHa komaHaa interface tunnel destination.

3.29.219 interface tunnel eoip id

OnucaHue 3agaTb ngeHtnoukartop EolP-tyHHens.
KomaHga ¢ npednkKcom no oTMeHsAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Eoip

CuHoncuc (config-if)>  tunnel eoip id id»

(config-if)> no tunnel eoip id

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

id Uenoe uucno |NpeHTndumkatop TyHHens.
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Mpumep

UcTopuns nameHeHuii

(config-if)> tunnel eoip id 50
Network::Interface::Tunnel: "Gre0": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network: :Interface::Tunnel: "Gre0": eoip id was reset.

Bepcus OnucaHve

2.08 Jo6aBneHa komaHga interface tunnel eoip id.

3.29.220 interface tunnel gre keepalive

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

Brntountb noagepiky Cisco-like keepalive ans TyHHeneli GRE. Mo ymonyaHuto
interval paBHoO 5, count paBHoO 3.

KomaHga ¢ npedprKcoM no yaansiet HacTPOnKY.
Ja

[Ja

Het

Tunnel

(config-if)>  tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

AprymeHT 3HauyeHue OnucaHwue

interval Uenoe umucno |NHTepBan oTnpaBku naketos keepalive B
cekyHzaax. MoxeT NnpvHMMaTb 3HayYeHns B
npegenax ot 0 go 60. Echm npnceonTb
3Ha4veHue 0, TO BK/IHOYAETCHA TOJIbKO OTBeT Ha
keepalive n poytep He byaeT pearvpoBaTtb Ha
M3MeHeHMe COCTOAHNA TYHHens.

count UYesoe uucso |Konmyectso MomMbITOK OTMAPaBKN NakeToB
keepalive. MoxeT NpvHMMaTb 3Ha4YeHUs B
npegenax ot 1 Ao 20.

(config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network: :Interface::Gre: "Gre0": enable only GRE keepalive »
replies.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.10 Jlo6aeneHa komaHga interface tunnel gre keepalive.

3.29.221 interface tunnel source

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

3afaTtb IoKanbHbIA KOHeL, TYHHens. Ecn oH Mcnonb3yeTcs COBMECTHO €
aBTOMaTUYeCcKUM [Psec-coefrHeHVIEM, CBA3AHHbIM C TYHHENEeM, TO BK/IH0YaeTcs
pexum nprema coegnHeHuni IPsec IKE Ha ycTaHOBNEeHVe 3aLWyLEHHOrO
TYHHens.

Het

Ja

Het

Tunnel

(config-if)>  tunnel source (auto | <interface | <address>)

AprymeHT 3HauyeHue OnucaHwue

auto KniwyeBoe cnoBo |YCTaHOBUTbL TekyLLMiA paboTatowuin
WAN-nHTepdeiic.

interface NHTepgeiic MonHoe nmsa nHTepdeinca nan
NceBAOHUM.

address IP-agpec NokanbHbI IP-agpec TyHHens.

(config-if)> tunnel source auto
Network: :Interface::Tunnel: "Gre0": set source interface to auto.

Bepcus OnucaHve

2.08 JobaeneHa komaHaa interface tunnel source.
2.09 JobasneH aprymeHT auto.

3.08 YaaneH npedurkc no KaK yctapeBLUUA.

3.29.222 interface tx-burst

OnuncaHwne

Mpedukc no

MeHsieT HacCTpoViKKn

BkntounTb arperaumio naketoB Ha ypoBHe Wi-Fi gpaiisepa (Tx Burst). Mo
YMONYaHMIO NapaMeTp OTK/IHYeH.

KomaHga ¢ npedprKcoM no OTK/H0UaEeT HaCTPOWKY.
Ja
Ja
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MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (config-if)>  tx-burst

I (config-if)> no tx-burst
Mpumep (config-if)> tx-burst

Network::Interface: :Rtx::WifiMaster: Tx Burst enabled.
MCTOPMH V|3MEHEHV||7| Bepcmﬂ onvicaHue

2.07 JobaBneHa komaHaa interface tx-burst.

3.29.223 interface tx-queue length

OnucaHune YCTaHOBUTb pa3mep oyepeamn NCXOAALLMX NakeToB Ha MHTepdeiice. Mo
YyMOJIYaHWIO YCTaHOB/IEHO 3HaveHKe 1000.

KomaHga ¢ npednkcom no ycTaHaB/IMBAET 3HAUEHME MO YMOAYAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-if)>  tx-queue length <lengths
(config-if)> no tx-queue length
AprymeHTbI AprymeHT |3HaueHme |OnucaHune
length Yenoe uyucno |[AnnHaouvepesm MOXET MPUHNMAaTL 3HaYeHNA
B npegenax oT 0 Ao 65536.
Mpumep (config-if)> tx-queue length 255
Network::Interface::Base: "L2TPO": TX queue length is 255.
(config-if)> no tx-queue length
Network: :Interface::Base: "L2TPO": TX queue length reset to »
default.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue
3.06 [Jlo6aBneHa koMmaHga interface tx-queue length.
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3.29.224 interface tx-queue scheduler cake

OnucaHue YCTaHOBUTb NNaHNPOBLLMK nakeToB CAKE ana nHtepdeiica. Mo ymonyaHuto
3HaueHune cake ncnonbyetca ana DSL uHTepdelicoB n USB-moaemos,

fq_codel — anqa Bcex ocTanbHbIX.

KomaHga ¢ npedrnkcom no HaszHavaeT NAaHNPOBLLMK MO YMOAYAHNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  tx-queue scheduler cake

I (config-if)> no tx-queue scheduler cake

Mpumep (config-if)> tx-queue scheduler cake
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

VICTOleH V|3Me|'|e|'||/||7| Bepcwﬂ OonvcaHuvie

3.06 JobaBneHa komaHga interface tx-queue scheduler cake.

3.29.225 interface tx-queue scheduler fg_codel

OnucaHue YCTaHOBUTbL NAaHUPOBLUMK NakeToB FQ_CODEL ana nHtepdeiica. Mo
YMONYaHU0 3HaveHne cake ncnonbsyetca ana DSL nHTepdelicoB v

USB-mozemoB, fq_codel — Ans BCcex OCTasIbHbIX.

KomaHga ¢ npedprKcomM no Ha3HavaeT NAaHNPOBLUYK MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-if)>  tx-queue scheduler fq_codel
I (config-if)> no tx-queue scheduler fq_codel

NMpumep (config-if)> tx-queue scheduler fq_codel
Network: :Interface::Base: "L2TPO": set TX queue scheduler to »
"fq_codel".
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(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.06 JobasneHa komaHaa interface tx-queue scheduler
fq_codel.

3.29.226 interface up

OnucaHwne BkntounTb ceTeBol MHTepdeiC 1 3anncaTb B HACTPOMKKN COCTOSIHME «Up».

KomaHgaa ¢ npedrKcoM no oTKIKOHaeT ceTeBON MHTepdenc n yaanseT «up»
13 HacTpoek. Takxe MOXeT bbITb NCNONb30BaHa koMaHga interface down.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncmc I (config-if)>  up

I (config-if)> no up
MNpumep (config-if)> up

Interface enabled.
WcTopuns nsmeHeHunit |Bepcus onucaHmne

2.00 JobasneHa KomaHaa interface up.

3.29.227 interface uplink-mumimo

OnucaHwune Bkntountb Bocxogsiee coeanHeHme 802.11ax MU-MIMO. Mo ymonyaHumio
bYyHKUMA BKIOYEHa.

KomaHga ¢ npedrkcom no oTKAYaeT HaCTPOKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFiMaster

CuHoncuc I (config-ify>  uplink-mumimo

I (config-if)> no uplink-mumimo
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Mpumep

UcTopuns nameHeHuii

(config-if)> uplink-mumimo

Network: :Interface: :Rtx::WifiMaster:

uplink-mumimo enabled.

(config-if)> no uplink-mumimo

Network: :Interface: :Rtx: :WifiMaster:

uplink-mumimo disabled.

"WifiMasterl": 1lax »

"WifiMasterl": 1lax »

Bepcus OnucaHve

3.07 JobaeneHa komaHga interface uplink-mumimo.

3.29.228 interface uplink-ofdma

Brknrountb Bocxogdilee coeagnHeHve 802.11ax OFDMA. T1o yMO4aHUIo

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

HaCTpOVIKa OTK/IKOYEeHa.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.

Ja
Aa
HeTt

WiFiMaster

I (config-if)>  uplink-ofdma

I (config-if)> no uplink-ofdma

(config-if)> uplink-ofdma

Network: :Interface: :Rtx::WifiMaster:

downlink-ofdma enabled.

(config-if)> no uplink-ofdma

Network: :Interface: :Rtx::WifiMaster:

downlink-ofdma disabled.

"WifiMasterl": 1lax »

"WifiMasterl": 1lax »

Bepcus OnucaHue

3.07 JobasneHa komaHgaa interface uplink-ofdma.

3.29.229 interface usb apn

OnuncaHune

Ha3HauunTb nmsa Touku goctyna (APN) ans USB-mogema B NDIS pexume.
Mogzem nepesarpy>xaeTcs nocsie npuMeHeHNa KOMaHAbI.

KomaHza c npedurKcom no yaansieT HacTpoiiky.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Usb

CnHoncuc (config-ify>  usb apn apn>

(config-if)> no usb apn

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
apn Crtpoka HassaHune Toukm gocTtyna.
Mpumep (config-if)> usb apn example.net

Network: :Interface: :Usb: "UsbModem0": APN saved.

(config-if)> no usb apn
Network: :Interface: :Usb: "UsbModem0": APN cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JobaBneHa komaHga interface usb apn.

3.29.230 interface usb device-id

OnucaHwune Jlo6aBuTb nHPopmMaLmio 0 Mogenu 1 npomssogutene USB-mogema B
nHTepderic. 3To He06X0AVMO ANIA MPUBA3KN MOAEMA K MHTepdeicy.

Ecnn ectb nHtepdeinc UsbModem[N] c coBnagatormm DevicelD, To npu
NOAK/IIOYEHMN MOZeMa Npoun3oiijeT aBToMaTyeckas NpmBaA3Ka ero K
nHTepdeincy. Ecam takoro nHTepdeinca HeT, OH ByaeT co34aH aBToOMaTMYecKn
¢ DevicelD noaknto4eHHOro mogema.

KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nHtepdeiica Usb

CuHoncuc I (config-if)>  usb device-id «vendors amodel»

I (config-if)> no usb device-id
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
vendor Crpoka MHdbopmaLusa o nponssoauTene.
model Ctpoka MHpopmaLmsa o mogenn mogema.

(config-if)> usb device-id 12d1 1001
Device ID saved.

Bepcusa

OnucaHue

2.00

JobaeneHa komaHaa interface usb device-id.

3.29.231 interface usb port-id

MpuBasatb nHTepderic RAS (UsbModem), CdcEthernet, NDIS (UsbLte), QMI
(UsbQmi) mogema k naeHtnoukatopy USB-nopra.

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

KomaHga ¢ npedprkcoM no yAansieT HacTPOoiKy.

Ja
Aa
Het
Usb
(config-if)>  usb port-id (port, | auto)
(config-if)> no usb port-id
AprymeHT 3HauyeHue OnucaHue
port Ctpoka NaeHTudunkatop USB-nopra.
auto Knwyesoe ABTOMaTu4Yecknii Belbop USB-nopTa.
€080

(config-if)> usb port-id 1

Network: :Interface: :Usb:

"CdcEthernet0": port ID is set to "1".

(config-if)> usb port-id auto
Network: :Interface::Usb: "CdcEthernet@": port ID is automatically »

set to "2/4".

(config-if)> no usb port-id

Network: :Interface: :Usb:

"CdcEthernet0": port ID removed.

Bepcusa

OnucaHwune

4.01

Jlo6aBneHa komaHga interface usb port-id.
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3.29.232 interface usb power-cycle

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

OTKNOUNTb NUTaHMe Ha usb-MozemMe Ha 3aJ,aHHbI NPOMEXYTOK BPEMEHMN.
3Ta GyHKLMS NCNoNb3yeTcs AN annapaTHoro cépoca usb-mogema B cnyyae
3aBMCaHUS.

Het
Het
Het

Usb

(config-if)>  usb power-cycle pause>

AprymeHT |[3HayeHue |OnucaHue

pause Uenoe MpoMeXyTOK BPeMeHW OTK/II0UYEHs Usb-Moema
yncno B MUINCEKYHAAX.

(config-if)> usb power-cycle 3000
Network: :Interface::Usb: "UsbLte0": started 3000 ms. power cycle.

Bepcus OnucaHue

2.03 JobasneHa komaHaa interface usb power-cycle.

3.29.233 interface usb power-fail

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHTbl

YKasaTtb fanbHele AeNcTBUSA B Clyyae, ecin BblkatoveHve USB-moaema
He MOMOrJ0.

Het
Aa
Het

Usb

(config-if)>  usb power-fail <intervals ( retry pauses | reboot)

AprymeHT 3HauyeHue OnuncaHwue

interval lenoe uucno |Bpems oxuaHns obHapyxXeHUsa MogemMa
nocne c6poca ero No NUTaHUIO, B CEKyHAAX.
MoxeT NpMHMMaTb 3Ha4YeHVs B npejenax ot

0 A0 60 BKNKOUYUTENIBHO.
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AprymeHT 3HauyeHue OnuncaHwue

pause lenoe uucno |[poMexyToK BpeMeHU OTKAoYEeHNS
USB-mogema B cekyHAax. MoxXeT npnHMMaTh
3HayeHWA B npegenax ot 0 Ao 60

BKJTHOUNTE/NBHO.
reboot Knwyesoe Mepe3arpyska Bcen cMcTeMbI.
C/10B0O
Mpumep (config-if)> usb power-fail 60 reboot
Network::Interface::Usb: "YotaOnel": enabled power fail action: »
reboot.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue
2.10 Jlo6aBneHa koMmaHga interface usb power-fail.

3.29.234 interface usb wwan-force-connected

OnucaHwue OTKkNMtounTL onpoc nnMHka CDC-mogema rno HTTP. Mo ymonyaHuio gaHHas
bYHKUMA BbIK/IIOYEHa.

KomaHga ¢ npedrkcom no oTkarodaeT GyHKLNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Usb

CuHoncuc I (config-if)>  usb wwan-force-connected

I (config-if)> no usb wwan-force-connected

Mpumep (config-if)> usb wwan-force-connected
Network::Interface::Usb: "UsbLte0": force WWAN link status.

(config-if)> no usb wwan-force-connected
Network: :Interface::Usb: "UsbLteO": unforce WWAN link status.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.12 JobaeneHa komaHga interface wwan-force-connected.
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3.29.235 interface vlan qos egress map

OnuncaHwmne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

HactponTb npeobpasoBaHue npuoputeta NTCE B IEEE P802.1 p18 PCP ans
NCXOAALLIMX NaKeToB. 10 yMONYaHWI0 NCNOob3YyeTcs 3HadeHve 0.

KomaHga c npedrikcoM no Bo3BpaLLaeT 3HaueHve npnoputeTa [EEE P802.1 p19

Mo YMONYaHWIo.
Ja

Ja

Aa

Ethernet

(config-if)>  vlan qos egress map prioritys pcp»

(config-if)> no vlan qos egress map [ priority>]

AprymeHT 3HauyeHue OnuncaHwue

priority lenoe 4ucno |Homep npuopwuteta NTCE. MoxeT npnHnMaTh
3HaJyeHWsa B npegenax ot 0 go 7
BK/IHOUMTE/IbHO. EC/in 3HaveHVe paBHoO 0, Bce
nexogsaLe nakeTbl byayT nofyvaTb JaHHbIN
PCP.

pcp Yenoe uucno |HoBoe 3HaueHue IEEE P802.1 p20 PCP.

(config-if)> vlan qos egress map 0 2
Network: :Interface::Vlan: "GigabitEthernet@/Vlanl": enabled »
mapping priority 0 to PCP 2.

(config-if)> no vlan qos egress map 0
Network::Interface::Vlan: "GigabitEthernet0/Vlanl": reset PCP »
mapping for priority 0.

Bepcus OnucaHue

4.02 JlobaBneHa komaHAa interface vlian gqos egress map.

3.29.236 interface vrrp group

OnucaHune

Co3aaTb VRRP-rpynny ans nHtepderica.

KomaHga ¢ npedurkcom no yaanset rpynny. ECv BbINOAHUTL KOMaHAy 6e3
aprymeHTa, byaeT yaaneH Becb cCNUcok VRRP-rpynn.

18 https://ru.wikipedia.org/wiki/IEEE_802.1p
19 https://ru.wikipedia.org/wiki/IEEE_802.1p
20 https://ru.wikipedia.org/wiki/IEEE_802.1p
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Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

Ja
Ja
Aa

Ethernet, Bridge

(config-if)>

Vrrp group «group»

(config-if)> no vrrp group [ <group; ]

AprymeHT

3HavyeHue

OnucaHue

group

Llenoe u4ucno

BupTyanbHbIli ngeHTUdunKaTop poytepa
(VRID) ana nntepderica. MoxeT NnpnHMMaThb
3HayeHWda B npegenax ot 1 Ao 255.

(config-if)> vrrp group 1
Vrrp::Manager: "Bridge0":

created group 1.

(config-if)> no vrrp group 1
Vrrp::Manager: "Bridge0":

removed group 1.

(config-if)> no vrrp group
Vrrp::Manager: "Bridge0":

removed all groups.

Bepcus

OnucaHmne

5.00

Job6asneHa komaHgaa interface vrrp group.

3.29.237 interface vrrp group advertise

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

YCTaHOBUTL UHTPBAaA Mexay aHoHcamu VRRP-rpynnbl.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
Het

Ethernet

I (config-if)>  vrrp group «group;> advertise advertises

I (config-if)> no vrrp group «group> advertise
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
group lenoe umucno |BupTyanbHbIN ngeHTUdMKATOP poyTepa
(VRID) ansa nHtepdeiica. MoxeT NnpuHUMaTh
3HayeHWda B npegenax ot 1 Ao 255.
advertise lenoe 4ucno |VIHTepBan Mexay aHOHCAMU B CEKYHAAX.
MoxeT NpUHMMaTL 3HaYeHns B rnpejenax ot
1 po 255.
NMpumep (config-if)> vrrp group 1 advertise 2

Vrrp::Manager: "GigabitEthernetl": set advertise interval to "2" »
s to group "1".

(config-if)> no vrrp group 1 advertise
Vrrp::Manager: "GigabitEthernetl": cleared advertise interval »

for group "1".
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
5.00 JobasneHa komaHaa interface vrrp group advertise.

3.29.238 interface vrrp group ip

OnucaHue YCcTaHOBUTbL BUPTYasbHbI IP-agpec Ana ykazaHHon VRRP-rpynnebl.
KomaHga c npedumkcom no yganset IP-agpec.
Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Ethernet, Bridge

Cunoncuc (config-if)>  vrrp group «group; ip «ip»
(config-if)> no vrrp group «group> ip
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue
group Lenoe uucno |BupTyanbHbI ngeHTUdMKaTOp poyTepa
(VRID) ana nHtepdeiica. MoxeT NnpnHMMaTh
3HayeHWsa B npegenax ot 1 Ao 255.
ip IP-agpec BupTyanbHbI IP-agpec ansa ykasaHHOMN
rpynnel VRRP. YKa3saHHbI IP-agpec fonxeH
npyHaafiexarb K TOM e NogceTu, 4To u
dumsnueckunin IP-agpec nHTepdeiica, Ha
KoTopom HacTpavBaeTtcs VRRP.
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NMpumep (config-if)> vrrp group 1 ip 192.168.2.10
Vrrp::Manager: "Bridge0": set virtual IP address "192.168.2.100" »
to group "1".

(config-if)> no vrrp group 1 ip
Vrrp::Manager: "Bridge0": cleared virtual IP address for group »

n 1II .
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue
5.00 Jo6aBneHa komaHga interface vrrp group ip.

3.29.239 interface vrrp group priority

OnucaHwue YcTaHoBUTb NpuopuTeT Ana VRRP-rpynnel. Haneeiclwini npyoputeT
onpegenser Befylliee yCTPONCTBO.

KomaHga ¢ npedunkcom no yaanset npuopuTer.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Ethernet, Bridge

CuHoncue (config-if)>  vrrpgroup «group> priority priority

(config-if)> no vrrp group <group> priority

AprymeHTbI AprymeHT 3HauyeHue OonucaHue

group lenoe uncno |BupTyanbHbl ngeHTUGMKaATOP poyTepa
(VRID) ansa nHtepodeiica. MoxeT npuHUMaTh
3HayeHWa B npegenax ot 1 Ao 255.

priority lenoe 4ucno |3HayeHwe npuoputeta. MoXeT NPpUHNMaTb
3HayeHWsa B npegenax ot 0 Ao 255.

Mpumep (config-if)> vrrp group 1 priority 110
Vrrp::Manager: "Bridge0": set priority "110" to group "1".

(config-if)> no vrrp group 1 priority
Vrrp::Manager: "Bridge0": cleared priority for group "1".

WcTopuns nsmeHeHnit |Bepcusa onucaHue

5.00 JobasneHa komaHgaa interface vrrp group priority.
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3.29.240 interface vrrp version

OnucaHue YKa3aTb Bepcuto VRRP-npoTokoa. 1o yMonyaHuio yCTaHOBEHO 3HayveHne
default.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Ethernet, Bridge

CuHoncuc (config-if)>  vrrp version (default | v2 | v3 | v3-compat)

(config-if)> no vrrp version

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
default Kmoyesoe Bepcusa 2 ana IPv4 v Bepcusa 3 ana IPve.
c/1080
v2 Kmoyesoe Crporoe cooTtBeTtcTBue VRRP Bepcun 2:
C/1080

* HyneBble BUpPTyanbHble IP-agpeca He
AOMNyCKaTCS;

+ IPv6-agpeca He gonyckaroTcs;

* cocTosiHMe MacTep MOXeT bbITb
YyCTaHOBNEHO TOJIbKO B TOM C/lyyae, ecnu
npropuTeT paBeH 255.

v3 Knyesoe VRRP Bepcun 3 gns IPv4 n IPv6
CJ1I0BO Oo4AHOBpPEMEHHO.
v3-compat Kmoyesoe VRRP Bepcusa 3: pexxum coBmectumocti IPv6
C/10BO ¢ poytepamu Cisco.
Mpumep (config-if)> vrrp version v3

Vrrp::Manager: "Bridge0": set version to "v3".

(config-if)> no vrrp version
Vrrp::Manager: "Bridge0": set version to "default".

VICTOpI/Iﬂ n3MeHeHuniA Bepcmﬂ onvicaHue

5.00 JobaBneHa komaHAa interface vrrp version.
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3.29.241 interface web-api address

OonucaHue Yka3aTb IP-agpec ans focTyna K Be6-vHTepdelicy Mogema, MoAKIUYEHHOMO
K MapLUpyTU3aTopy.

KomaHaa ¢ npedurkcom no yaanseT agpec.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Usb

CuHoncunc (config-if)>  web-api address <address»

(config-if)> no web-api address

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
address IP-agpec Azpec Beb-nHTepdeiica.
Npumep (config-if)> web-api address 192.168.8.1

Mobile::Interface: "CdcEthernet0": WEB address is set.

(config-if)> no web-api address
Mobile::Interface: "CdcEthernet0": WEB address cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.08 Jo6aBneHa komaHaa interface web-api address.

3.29.242 interface web-api login

onuncaHue YKaszaTb UMsi Monb30BaTens A1 40CTyna K Beb-nHTepdelicy Mogema,
NOAK/IHOYEHHOro K MapLUpyT13aTopy.

KomaHga ¢ npedurkcom no yaanseTt MMs nosb3oBaTens.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Usb

CuHoncuc I (config-if)> web-api login <login»

I (config-if)> no web-api login
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

login CTpoka ViMsa nonb3oBaTensa ana ayteHTudukayun.
MakcrmansHasa AnvHa UMeHW nonb3oBaTens
— 64 cnmBoOna.

(config-if)> web-api login myadmin
Mobile::Interface: "CdcEthernet@": WEB login is set.

(config-if)> no web-api login
Mobile::Interface: "CdcEthernet@": WEB login cleared.

Bepcus OnucaHve

3.08 JobaeneHa komaHga interface web-api login.

3.29.243 interface web-api password

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHuim

YKasaTb Naponb 415 AOCTyna K Be6-nHTepdelicy Mmogema, NoAKIHOYEHHOMO
K MapLupyTm13aTopy.

KomaHgza ¢ npedpurkcom no yaanseTt naposb.
Ja

Aa

Het

Usb

(config-if)> web-api password password

(config-if)> no web-api password

AprymeHT 3HauyeHue OnucaHwue

password Ctpoka Maponb ans ayteHTUGUKaLUN.
MakcrmMansHas A/iMHa naposs — 64 cmsona.

(config-if)> web-api password 12345678910
Mobile::Interface: "CdcEthernet@": WEB password is set.

(config-if)> no web-api password
Mobile::Interface: "CdcEthernet@": WEB password cleared.

Bepcus OnucaHve

3.08 Job6asneHa KkomaHaa interface web-api password.
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3.29.244 interface whnat

OnucaHue Brntounts WHNAT (6ecnpoBoHO annapaTtHbIi yckopuTens) ans AP 5 Tw,
YckopuTenb Ncnonb3yeTcs Npu nepegave Tpadpuka mexay kameHtamm LAN
1 WLAN ogHoro cermeHTa ceTtn. Koraa HWNAT (annapaTHbIl yckopuTens)
BbiktoueH, WHNAT (6ecnpoBogHoOM annapaTHbIi yckopuTens) paboTtaet
yepe3 SWNAT (nporpaMMHBbI YCKOPUTESb), KOTOPbIA CHUXaeT CKOPOCTb B
HanpasneHun LAN-WLAN. Mo ymon4yaHmo HacTpolika BKIKOYeHa.

KomaHga ¢ npednkcom no oTKIoUaeT yckopuTesib.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nutepdeiica WiFiMaster

CuHoncuc I (config-if)>  whnat

I (config-if)> no whnat

Mpumep (config-if)> whnat
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": wireless »
hardware NAT offload is enabled.

(config-if)> no whnat
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": wireless »
hardware NAT offload is disabled.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

3.09 JlobaBneHa komaHaa interface whnat.

3.29.245 interface wireguard asc

OnucaHue HactpouTb napametpsl anst Advanced Security Configuration WireGuard.
KomMaHgza ¢ npedpurKcom no yaanset HaCTPOKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, HeT

Tun nHTepdeiica WireGuard

CuHoncuc (config-if)>  wireguard asc <jo «<jmins <jmax» <s1> <s2»> <h1> <h2s <h3> <h4> |

<§3><54> <11><«12» <13><i4> <155 ]
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(config-if)> no wireguard asc
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

jc CTpoka KonnyectBo NnakeToB CO CyYaHbIMK
JaHHbIMW, OTNPaBAEHHbIX Nepes Havyanom
ceccuu.

jmin Crtpoka MWHVManbHbIN pasmep "MycopHOro" nakeTta.
To ecTb BCe CNy4aliHO CreHepupoBaHHbIe
nakeTbl 6yayT MMeTb pa3Mep He MeHblLe
Jmin.

jmax Crpoka MakcrManbeHbI pasmep "MycopHoro" naketa

sl CTpoka Pasmep cnyyainHbIX AaHHbIX, KOTOpble 6yayT
fobaBneHbl B MakeT MHMLMann3auun.

s2 CTpoka Pa3mep cnyyaiHbIX AaHHbIX, KOTOpble 6yAyT
JobaBneHbl B NakeT oTBeTa.

hl CTpoka 3aronoBok nepeoro 6anta handshake.

h2 CTpoka 3aronoBok nepeoro 6arita handshake
response.

h3 CTpoka 3aronoBok naketa UnderLoad.

h4 CTpoka 3aro/sioBOK nakeTa faHHbIX. IHTepBan
oTnpaeku nakeToB keepalive B cekyHAax.

h4 Crpoka 3aronoBOK rnakeTta faHHbIX. IHTepBan
oTnpaeku naketos keepalive B cekyHAax.

s3 Ctpoka Pasmep cnyyaiHbIX AaHHbIX, 06aBASEMbIX
B naket Cookie.

s4 CTpoka Pa3mep cnyyaiHbIX AaHHbIX, A06aBASEeMbIX
K TPAHCMOPTHOMY NakerTy.

il Crtpoka [MapameTpbl NnepBoro naketa
NOAb30BaTENbCKOM CUTHATYpBI.

i2 Ctpoka MNapameTpbl BTOpPOro nakera
Nosb30BaTENbCKOW CUTHATYPBbI.

i3 Ctpoka MapameTpbl TpeTLEro rnaketa
Nosb30BaTeNbCKOW CUTHATYpBbI.

i4 Ctpoka MapameTpbl YeTBEPTOro NakeTa
Nosb30BaTeNIbCKOW CUTHATYpPBbI.

i5 Crpoka MapameTpbl NATOro NakeTa
NONb30BaTENbCKON CUTHATYPBI.

Npumep (config-if)> wireguard asc 120 22 320 6 0 1 2 3 4

Wireguard::Interface:

"Wireguard0": set ASC parameters.

(config-if)> wireguard asc 12 93 631 55 443 3815022723 2676095188 »
1013151964 2222066632
Wireguard::Interface:

"Wireguard0": set ASC parameters.
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UcTopuns nameHeHuii

(config-if)> wiregquard asc 4 11 40 61 121

408497356-1600544948 2108567814-2122165249 2174439465-2126166684 »
2135261384-2139127173 21 21

"'<sr 2><b »

F75640363616d0000010001c00c000100010000105a00044d583

Wireguard::Interface: "Wireguard0": set ASC parameters.

(config-if)> no wireguard asc
Wireguard::Interface: "Wireguard0": reset ASC parameters.

Bepcus OnucaHve

4.02 Jlo6aBneHa komaHga interface wireguard asc.

5.01 JobaBneHa noagep>kka 4ONOJAHUTENbHbIX MapamMeTpoB
ASC: s3,s4,i1,i2,i3, i4, ni5.

3.29.246 interface wireguard listen-port

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncumc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

HasHaunTb HOMep nopTa UDP, Ha KOTOPbIV MPUHVMAIOTCA BXOAsLLE
noakntoyeHvs. 1o ymonyaHmio HoMep nopTa He onpejeneH.

KomaHga ¢ npedurkcom no cbpacbiBaeT 3HauveHme nopTa.
Ja

Ja

HeTt

Wireguard

(config-if)>  wireguard listen-port port>

(config-if)> no wireguard listen-port

AprymeHTt 3HayeHue OnucaHwue

port lYenoe uucso |Homep nopTa. MoxXeT NpnUHUMaTL 3HaYeHUS
B npegenax oT 1 Ao 65535 BkoUUTENBHO.

(config-if)> wireguard listen-port 11633
Wireguard::Interface: "Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port
Wireguard::Interface: "Wireguard4": reset listen port.

Bepcus OnucaHve
3.03 JobasneHa komaHgaa interface wireguard listen-port.
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3.29.247 interface wireguard obfs-key

OnucaHwne YCTaHOBUTL K/OY 06dycKaLmm, COBMeCTUMBbIA ¢ npoLurBkoi DD-WRT.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica WireGuard

CuHoncuc (config-if)>  wireguard obfs-key «obfs-keys

(config-if)> no wireguard obfs-key

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

obfs-key Ctpoka 3HaueHwue KIrYa. JJonyckarTca NaTUHCKmne
6yKBbI, Lndpbl, TOUKK, gednckl 1
nojayvepkuBaHus. JnMHa Karo4va JoMKHa
coCTaBAATbL OT 1 40 32 CMMBOJIOB.

Npumep (config-if)> wireguard obfs-key 5(-3*3RA{2&kay)_ BbQs5a-18Dq)%b*G
Wireguard::Interface: "Wireguardl": set obfs key for peer »
"bmX0C+23451XEMF9dyiK2H5/1SUtzHOJuVo51h2wPfgyo=" .

(config-if)> no wireguard obfs-key
Wireguard::Interface: "Wireguard3": reset obfs key.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

5.00 JobasneHa komaHaa interface wireguard obfs-key.

3.29.248 interface wireguard peer

OnucaHue Jlo6aBUTb NyBANYHbIA KOY YAAaNEHHOMO NMPa, YTO6bI HACTPOUTL HesonacHoe
coeaViHeHMe nocpeacTBOM npoTtokona WireGuard.

KomaHga ¢ npedurkcom no yganseT yKasaHHbIA Koy,
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Wireguard

Bxo>xaeHue B rpynny (config-wg-peer)
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Cunoncuc (config-if)>  wireguard peer <key>

(config-if)> no wireguard peer <key>

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

key CTpoka 3HaueHwue K4a. Jonyckaercs
NCMONb30BaHMe NAaTUHCKNX BYKB, Lndp w1
3HaKOB paBeHCTBa. [J/IHa KtoYa cocTaBaseT
44 cnmBona (NpeacTaB/ieHMe CTPOKA B
32-6ariTHOM KoagupoBke base64).

Npumep (config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI jjPmmOg=
(config-wg-peer)>

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmmgo="".

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

3.03 JobaeneHa komaHaa interface wireguard peer.

3.29.248.1 interface wireguard peer allow-ips

OonucaHue [o6aBuTb NoaceTb IP-aApecoB, Ha KOTOpble paspeLleHa nepejava nakeTos
BHYTPY TYHHenNs.

MNprMeyaHune:  YTOObI pa3pewnTb Nepejady Ha fobble agpeca,
HeobxoAMMO A06aBUTL NoAceTh 0.0.0.0/0.

KomaHga ¢ npedurkcom no yaansaet noaceTb. ECiv BbINOAHWUTL KOMaHAy 6e3
aprymeHTa, TO BeCb CNUCOK NoaceTen byaeT ounLLeH.

Mpejukc no Ja
MeHsieT HacTpovikm  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Wireguard

CnHoncuc I (config-wg-peer)>  allow-ips @address» amask>

I (config-wg-peer)> no allow-ips [ <address> amask> ]
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AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec BmecTe c Mackov mask 3ajaeT NoaceTb
IP-agpecoBs, nognexalux TpaHCcAALnN.

mask IP-macka Macka noaceTtun. EcTb gBa cnocoba BBoOAa
Macku: B KAHOHNYeCKOM Buje
(Hanpumep,255.255.255.0) 1 B BUje

61TOBOI ANVHBI NpeduKca (Hanpumep, /24).

(config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib133J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

Bepcus OnucaHue
3.03 Job6asneHa komaHgaa interface wireguard peer
allow-ips.

3.29.248.2 interface wireguard peer client-id send

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

HactponTb naeHTndUKaTOp KNMEHTa A4/18 OTMNPaBKM B 3aro10BKax COO6LLEHI
ans WireGuard.

KomaHgaa ¢ npedrKcoM no yaanset HaCTPOKY.
Ja
Ja

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica

CvHoncuc

AprymeHTbl

WireGuard

(config-wg-peer)>  client-id send«client-id»

(config-wg-peer)> no client-id send

AprymeHT 3HayeHue OnuncaHwue

client-id Crpoka JecatnyHoe uncno, nosiyyeHHoe NpPocTbim
LWeCcTHaALATEPMYHBLIM NpeobpasoBaHmEM,
Hanpumep: N3 0x1620a6 nonyyaetca 1450150.
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Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

NaeHTUdUnKaTOP KNNEHTa AO/KEH 6bITh B
npegenax ot 1 go 16777215.

(config-wg-peer)> client-id send 1450150

Wireguard::Interface: "Wireguard3": set peer »
"4G0SzB1231234413PevDG4dy0Y/TCXG8TnKf20Ldjs=" send client ID to »
"1450150" .

(config-wg-peer)> no client-id send
Wireguard::Interface: "Wireguard3": reset send client ID for »
peer "4GOSzB1231234413PevDG4dy0Y/TCXG8fnKf20Ldjs="".

Bepcus OnucaHve
4.02 [JlobaBneHa komaHga interface wireguard peer client-id
send.

3.29.248.3 interface wireguard peer connect

OnucaHwune

Mpedunkc no

MeHseT HacTPoIAKK
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

Yka3aTb nHtepdeinc ana coegmHeHmns WireGuard. Mo ymMonyaHuio coegnHeHve
yCTaHaB/MBaeTCs Yepes Nto6oin nHTepderic.

Ecnmn komaHaa ncnonb3yeTcs 6e3 apryMeHTa, HacTpolika BO3BpaLLaeTcs K
3HAYeHMo MO YMOMYAHMIO.

KomaHgaa ¢ npedurkcom no oTknro4aeT coegmHeHne WireGuard.
Ja

Ja

Het

WireGuard

(config-wg-peer)>  connect via «wia»

(config-wg-peer)> no connect

AprymeHT 3HauyeHue OnuncaHwue

via UHTeppeiic MonHoe nMs NHTepderca Nnn NCeBLOHNM.

(config-wg-peer)> connect via ISP
Wireguard::Interface: "Wireguard0": set peer »
"IrtvFcVtI5SwcgxndcCmuWc+p8s8byP0zK/MAI67VmXs=" connect via "ISP"

(config-wg-peer)> no connect
Wireguard::Interface: "Wireguard0": disabled peer »
"IrtvFcVtI5wcqxndcCmuWc+p8s8byP0zK/MAI67VmXs="".
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

4.01 [JlobaBneHa komaHAa interface wireguard peer connect.

3.29.248.4 interface wireguard peer endpoint

OonucaHue YKasaTb agpec yaaneHHoro nvpa, c KoTopbiM byAeT yCTaHOBEHO CoefHeHne
WireGuard.

KomaHga ¢ npepurKcom no yaansieT KOHeYHYH TOYKY TYHHens.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica Wireguard

CuHoncuc (config-wg-peer)>  endpoint addresss [:ports]

(config-wg-peer)> no endpoint

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
address IP-agpec IP-agpec nnn fjomeHHoe nmsa yaaneHHoro
X0CTa.
port UYenoe uucno |Homep nopta UDP.
Mpumep (config-wg-peer)> endpoint 10.0.1.10:11635

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint
Wireguard::Interface: "Wireguard4": reset endpoint for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue
3.03 JobaeneHa komaHgaa interface wireguard peer
endpoint.

3.29.248.5 interface wireguard peer keepalive-interval

OonucaHue YCTaHOBUTb MHTepBa oTNpaBky nakeTos keepalive Ans MOHUTOPMHTra
coeanHeHns WireGuard. No yMONYaHNIO UHTEPBAn He 3ajaH.

KomaHga c npedrKcom no yaansieT HacTpowKy.

Mpedukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Wireguard

(config-wg-peer)>  keepalive-interval <intervals

(config-wg-peer)> no keepalive-interval

AprymeHT 3HauyeHue OnuncaHwue

interval Lenoe uucno |VIHTepBan oTnpaBku NakeToB keepalive B
cekyHAax. MoxeT NnpuHMMaTb 3Ha4YeHUs B
npeaenax ot 3 40 3600 BKIHOUYNTENbLHO.

(config-wg-peer)> keepalive-interval 3

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHve

3.03 JobaBneHa komaHaa interface wireguard peer
keepalive-interval.

3.29.248.6 interface wireguard peer obfs-key

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

YCTaHOBUTb KoY 06dycKaumm Ansa BeibpaHHoro nupa WireGuard.
KomaHga ¢ npedunKcom no yaanset HacTPOnKy.

Ja

Aa

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuHoncunc

AprymeHThl

WireGuard

(config-wg-peer)>  obfs-key «obfs-key>

(config-wg-peer)> no obfs-key

AprymeHT 3HauyeHue OnuncaHwue

obfs-key CTpoka 3HaueHue KarYa. JonyckaroTca naTnHckme
6yKBbI, LNdpbI, TOUKK, feducbl 1
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

noavepkuBaHus. JnnHa Kiro4a AOJIKHa
cocTaBaATb OoT 1 40 32 CMMBOJIOB.

Npumep (config-wg-peer)> obfs-key 5(-33RA{2&kay) BbQs5a-38Dq)%bG
Wireguard::Interface: "Wireguard3": set obfs key for peer »
"bmX0C+F1FXEMF9dyiK2H5/1SUtzHOJuVo51h2wPfgyo="".

(config-wg-peer)> no obfs-key
Wireguard::Interface: "Wireguard3": reset obfs key for peer »
"bmX0C+F1FXEMF9dyiK2H5/1SUtzHOJuVo51h2wPfgyo=".

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

5.00 JlobaBneHa komaHza interface wireguard peer obfs-key.

3.29.248.7 interface wireguard peer preshared-key

OnucaHue 3agaTb pa3sgenseMblii Koy ana WireGuard coenHeHns K yaaneHHoMy nupy.
Pazpensembiii kntou (PSK) — 3To gononHUTeNbHOE yyulleHe 6e30nacHOCTU
B COOTBETCTBMMW C MpoTOoKosoM WireGuard v ans MakCMManbHOW
3aLUNLLEHHOCTU KaXA0MY KANEHTY A0/KeH 6bITb Ha3HauYeH YHUKaAbHbIN
PSK. Mo ymonuaHuto PSK He ncnonb3syeTcs.

KomMaHza ¢ npedprKcom no yaanset HaCTPOKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOgA, Het
Tun nHTepdeiica Wireguard

Cunoncuc (config-wg-peer)>  preshared-key preshared-key:

(config-wg-peer)> no preshared-key

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

preshared-key |[CTpoka 3HauveHMe knoya PSK. [lonyckaetcs
NCNOb30BaHMe NaTUHCKUX BYKB, Lndp 1
3HaKoB paBeHcTBa. [nrHa Kntova 44
cuMBoONa.

NMpumep (config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".
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(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
3.03 Job6asneHa komaHgaa interface wireguard peer
preshared-key.

3.29.249 interface wireguard private-key

OnucaHune Ha3HauuTb nnm creHepmpoBaTb NPUBATHbIN KAOY 415 NOAK/TIOYEHUS K
yAaneHHbIM Nnpam yepes npotokon WireGuard. Mo yMonYaHWIO NpuBaTHLIN
K/tOY He HaCcTpOoeH.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Wireguard

CuHoncuc (config-if)> wireguard private-key [ private-key:]

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

private-key |Ctpoka 3HauyeHVie HOBOro NPYBAaTHOrO K/touya.
JlonyckaeTcs MCNonb30BaHMeE NaTUHCKUX
6yKB, Lnbp 1 3HaKoB paBeHCTBa. AnvHa
KnroYa 44 cumBona.

Mpumep (config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireqguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvcaHue

3.03 Job6asneHa komaHga interface wireguard private-key.

3.29.250 interface wmm
OnucaHwne Bkntounts WMM Ha nHTepdelice.
Mpejukc no Ja

MeHsieT HacTpoliku  [a
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHwnii

Het

Access Point

I (config-if)>  wmm

I (config-if)> no wmm

(config-if)> wmm
WMM extensions enabled.

Bepcus OnucaHve

2.00 JobaBneHa komaHga interface wmm.

3.29.251 interface wpa-eap radius secret

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YKa3aTb COBMECTHO NCMOJIb3yeMblil CEKPETHbIN KoY A4/19 6e30MnacHoro
B3auMoAencTBma mexay RADIUS cepepom 1 RADIUS KNNeHTOoM.

KomaHga ¢ npedunkcom no yaanseT ceKpeTHbIN Ktou.
Ja

Ja

Hert

Bridge

(config-if)> wpa-eap radius secret secret>

(config-if)> no wpa-eap radius secret

AprymeHT 3HayeHue OnucaHue

secret CTtpoka 3HaueHMe knya RADIUS cepsepa.
MakcnmanbHas A/iMHa cocTaBaseT 64
crMMBoONa.

(config-if)> wpa-eap radius secret »
(+>R#G™ }-INxru'i8i| LK}wBN9E~X0Xa{xF0G-N~%FaTnr|S(e(q$/1P2/tbX/#Q
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret cleared.

Bepcus OnucaHve

3.01 JobasneHa koMmaHga interface wpa-eap radius secret.
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3.29.252 interface wpa-eap radius server

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.29.253 interface wps

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

YKa3aTb agpec RADIUS cepsepa.

KomaHga c npedurKcom no yaansieT agpec cepsepa.

Ja
Ja
Het

Bridge

(config-if)>

wpa-eap radius server «addresss [: ports ]

(config-if)> no wpa-eap radius server

AprymeHT 3HauyeHue OnuncaHwue
address IP-agpec IP-appec RADIUS cepsepa.
port UYesnoe uucro |Homep nopta RADIUS cepsepa.

(config-if)> wpa-eap radius server 192.168.10.10
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network::Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.

(config-if)> no wpa-eap radius server
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server cleared.

Bepcusa

OnucaHune

3.01

JobasneHa koMmaHza interface wpa-eap radius server.

BkntounTb GyHKUMOHaNbLHOCTL WPS.

Ja
Ja
HeTt

WiFi

I (config-if)>  wps
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naBa 3 OnncaHme KOMaHA,

I (config-if)> no wps

Mpumep (config-if)> wps
WPS functionality enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHga interface wps.

3.29.254 interface wps auto-self-pin

OnucaHue BkntounTb pexum WPS auto-self-pin. Mo ymonyaHuo pexmnm auto-self-pin
BKJTHOUEH.

KomaHpaa ¢ npedurKcoM NO OTK/HOUAET 3TOT PEXMM.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi
CvHoncuc I (config-if)>  wps auto-self-pin
I (config-if)> no wps auto-self-pin
Mpumep (config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.04 JobaBneHa komaHAa interface wps auto-self-pin.

3.29.255 interface wps button

OnucaHwue Hauvatb npouecc WPS c ncnonb3oBaHvem KHOMKW. [pouecc AnnTca 2 MUHYTHI,
NNV MeHblLLUe, ecsin coenHeHne yCTaHOB/IeHO.

MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WiFi

Cunoncuc I (config-if)>  wps button «directiom
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
direction send OTnpasuTb HacTpokn Wi-Fi.
receive Monyunte HacTpoikn Wi-Fi oT Hopper.

(config-if)> wps button send
Sending WiFi configuration process started (software button mode).

Bepcusa

OnucaHue

2.00

Jlo6aBneHa komaHga interface wps button.

3.29.256 interface wps peer

OnucaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

HauaTb npouecc WPS ncnonesya PIN yaaneHHoro y3na. lNpouecc gantea 2
MUHYTbI, U MEHbLLIE, eC/IN COeAVHEHME YCTaHOB/IEHO. 10 yMONUYaHUIo
npouecc WPS PIN BbIKntOYeH.

Het
Het
Het
WiFi
(config-if)>  wps peer «direction> pin
AprymeHT 3HayeHne |OnucaHue
direction send OTnpasuTb HacTpoiikun Wi-Fi.
receive MonyunTb HacTpoiku Wi-Fi oT yaaneHHoro
y3na.
pin CTtpoka PIN-koA yaaneHHoro ysna.

(config-if)> wps peer send 53794141
Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.

Bepcus

OnucaHue

2.04

[Jlo6aBneHa komaHga interface wps peer.

3.29.257 interface wps self-pin

OnucaHwne

HauaTtb npouecc WPS ncnonssys PIN yctpoicTsa. MNpouecc AANTCsa 2 MUHYTHI,
VNN MEeHbLLE, eCNn COeJVIHEeHME YCTaHOB/EHO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica WiFi

CuHoncuc (config-ify>  wps self-pin «direction

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
direction send OTnpasuTb HacTpokn Wi-Fi.
receive MonyunTtb HacTponkn Wi-Fi ot Hopper.
Mpumep (config-if)> wps self-pin receive

Receiving WiFi configuration process started (self PIN mode).

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Job6aBneHa komaHaa interface wps self-pin.

3.29.258 interface zerotier accept-addresses

OnucaHune BkntounTb nosydeHve agpeca ot cepsepa ZeroTier.
KomaHga ¢ npedrkcom no oTkArYaeT 3Ty GyHKLUMIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica ZeroTier

CuHoncuc I (config-if)>  zerotier accept-addresses

I (config-if)> no zerotier accept-addresses

Mpumep (config-if)> zerotier accept-addresses
ZeroTier::Interface: "ZeroTier0": enabled addresses accept.

(config-if)> no zerotier accept-addresses
ZeroTier::Interface: "ZeroTier0": disabled addresses accept.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
4.01 JobaeneHa komaHga interface zerotier
accept-addresses.
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3.29.259 interface zerotier accept-routes

OnuncaHwmne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb nonyyeHve MapLUpPYTOB OT yYAaneHHOM CTOPOHbLI Yepes ZeroTier.
KomaHga ¢ npedpurkcom no oTkarouaeT 3Ty GyHKLMIO.

Ja

Ja

Het

ZeroTier

I (config-if)>  zerotier accept-routes

I (config-if)> no zerotier accept-routes

(config-if)> zerotier accept-routes
ZeroTier::Interface: "ZeroTier0": enabled routes accept.

(config-if)> no zerotier accept-routes
ZeroTier::Interface: "ZeroTier0": disabled routes accept.

Bepcus OnucaHve
4.01 [Jlo6baBneHa komaHza interface zerotier accept-routes.

3.29.260 interface zerotier connect

OnucaHwune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

3agaTb UHTepdenc ansa nogkatodeHuns ZeroTier. ECT apryMeHT He yKasaH,
noAkKYeHne yctaHaBAMBaeTCs vepes 11oboi nHrepdeiic.

KomMaHga ¢ npedurKcom no ycTaHaBAMBAET 3HaYeHMe Mo yMOTHaAHUIO.
Ja

Ja

HeTt

ZeroTier

(config-if)>  zerotier connect[via«wia]

(config-if)> no zerotier connect

AprymeHT 3HayeHue OnucaHue

via UHTepgesic  |TonHoe nMsa nHTepdelica U NCeBLOHNUM.
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Mpumep

UcTopuns nameHeHuii

(config-if)> zerotier connect via ISP
ZeroTier::Interface: "ZeroTier@": set connection via ISP.

(config-if)> no zerotier connect
ZeroTier::Interface: "ZeroTier0": set connection via any »
interface.

Bepcus OnucaHve

4.01 JlobaBneHa komaHaa interface zerotier connect.

3.29.261 interface zerotier network-id

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3.30ip arp

OnuncaHwne

3agaTb naeHTUGUKaTOp TyHHens ZeroTier.

KomaHga ¢ npedurkcom no yaanset JaHHY0 HaCTPOWKY.
Ja

Aa

Het

ZeroTier

(config-if)>  zerotier network-id <network-id>

(config-if)> no zerotier network-id

AprymeHT 3HauyeHue OnucaHwue

network-id |Crpoka NaeHTudunkaTop TyHHens.

(config-if)> zerotier network-id 816227940c13c37e
ZeroTier::Interface: "ZeroTier0": set network ID to »
"816227940c13c37e".

(config-if)> no zerotier network-id
ZeroTier::Interface: "ZeroTier0": reset network ID.

Bepcus OnucaHue

4.01 JobaBneHa komaHaa interface zerotier network-id.

3afaTb cTaTU4YecKkoe cornoctasnieHne mexay IP n MAC agpecamu 4519 XOCTOB,
He NoAAepPXMBAOLLNX AHaMUYeckuin ARP.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

KomaHga c npedurkcom no yaanseT 3anuvcs 13 tabamusl ARP. Ecnv BINOAHUTL
KOMaHZy 6e3 apryMeHTOB, BECb CMUCOK 3anucer ARP byaeT ounLLeH.

Ja
Aa
Ja

(config)>

ip arpdip> amac

(config)>no ip arp[«ip]

AprymeHT 3HauyeHue OnuncaHwue

ip IP-agpec IP-agpec B BUAe YeTbIpEX AeCATUYHBbIX Uncen,
pa3genéHHbIX TOUKamMK, COOTBETCTBYIOLLNI
NoKanbHOMYy agpecy.

mac MAC-appec MAC-aapec B Buge wecT rpynn

wectTHaguaTepUYHbIX Ll,I/I(I)p, pa3geneHHbIX
ABOETOUNAMN.

(config)> ip arp 192.168.2.50 al:2e:84:85:14:21
Network: :ArpTable: Static ARP entry saved.

(config)> no ip arp 192.168.2.50
Network: :ArpTable: Static ARP entry deleted for 192.168.2.50.

(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.

Bepcusa

OnucaHue

2.00

Jo6aBneHa komaHza ip arp.

3.31 ip conntrack lockout disable

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

OTKNOUNTL 3alnTty Tabnunupl conntrack. Mo YMONYaHUIO 3alLiTa BKJ/TKOYEHA.

KomaHga c npedurkcom no BkAOUaeT 3Ty QYHKLMIO.

Ja
Aa
HeTt

IP

I (config)>  ip conntrack lockout disable
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naBa 3 OnncaHme KOMaHA,

I (config)> no ip conntrack lockout disable

Mpumep (config)> ip conntrack lockout disable
Conntrack::Lockout: Disabled.

(config)> no ip conntrack lockout disable
Conntrack::Lockout: Enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

4.03 Job6asneHa komaHgaa ip conntrack lockout disable.

3.32 ip conntrack lockout duration

OnucaHue YCTaHOBUTb NPOAOIKMTENBHOCTE 610KMPOBKK conntrack B cekyHgax. Mo
YMONYaHWIO NCMOJIb3yeTcsd 3HaueHve 600.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuvHoncuc

(config)>  ip conntrack lockout duration «duration;

(config)> no ip conntrack lockout duration

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

duration Lenoe umucno |MNpoaomKNTENbHOCTE 610KNPOBKU B
cekyHAax. MoxeT NnpyHMMaTb 3HayYeHUs B
npegenax ot 60 A0 3600.

Mpumep (config)> ip conntrack lockout duration 3600
Conntrack::Lockout: Set duration to 3600 s.

(config)> no ip conntrack lockout duration
Conntrack::Lockout: Reset duration.

WcTopuns nsmeHeHnit |Bepcua onucaHue

4.03 JobasneHa koMmaHgaa ip conntrack lockout duration.
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naBa 3 OnncaHme KoMaHp,

3.33 ip conntrack lockout threshold public

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

YCTaHOBUTb MakKCMMaNbHOE KONIMYECTBO MOAK/IHUYEHWNIA CO CTOPOHbI
Ny6ANUYHBIX MHTepdeicoB. Mo yMon4aHWIo NCNo/b3yeTcs 3HaYeHve 80

NPOLEHTOB.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoadaHuio.

Ja
Ja
Het

IP

(config)>

ip conntrack lockout threshold public «public»

(config)> no ip conntrack lockout threshold public

AprymeHT

3HavyeHue

OnuncaHue

public

Lenoe uucno

KonnyecTBo NogkIoUeHMiA B NpoLeHTax oT
pa3mepa Tabnuupl conntrack. MoxeTt

NpYHMMaTL 3Ha4YeHnA B Npejenax ot 50 Ao
99 npoueHTOB BKAOUYNTE/IBHO.

(config)> ip conntrack lockout threshold public 99
Conntrack::Lockout: Set threshold to "99".

(config)> no ip conntrack lockout threshold public
Conntrack::Lockout: Reset threshold.

Bepcusa

OnucaHune

4.03

public.

JobasneHa komaHgaa ip conntrack lockout threshold

3.34 ip conntrack max-entries

OnuncaHwme

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOj,

YcTaHOBUTL pa3mMep Tabanubl conntrack (Mcnonb3yeTcs Anst oTCNEXMBaHUS
NMOAKNOUEHWIA).

Het

Ja

Het
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naBa 3 OnncaHme KOMaHA,

Tun nutepdeiica IP

CuHoncnc (config)>  ip conntrack max-entries @max-entries,

AprymeHTbl AprymeHT |3HaueHme |OnucaHue
max-entries |lenoe uymcrio |MakCMManbHOE KOMYECTBO 3aNmncein B
Tabnuue.
Mpumep (config)> ip conntrack max-entries 32768

Core::FileSystem::Proc: System setting saved.

WcTopuns nsmeHeHnit |Bepcus onucaHue

4.03 JobasneHa koMaHgaa ip conntrack max-entries.

3.35 ip conntrack sweep threshold

OnucaHwue YCTaHOBUTb nopor Cpa6aTbIBaHI/IFI OUYNCTKN OXXNAaroLWwnx ceccumii. Mo
YMOJIYaHUIO NCNOJIb3yeTcs 3HadeHre 70 MpoLeHTOoB.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuvHoncuc

(config)>  ip conntrack sweep threshold <threshold>

(config)> no ip conntrack sweep threshold duration

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

threshold Lenoe u4ucno |Mopor cpabaTbiBaHVA OUMCTKN OXUAAROLLLNX
ceccunii B npoueHTax oT pasmepa Tabamubl
conntrack. MoxeT NnpnHYMaTb 3HaYeHUA B
npegenax ot 50 Ao 99 npoueHTOB
BKHOUNTE/IBHO.

Mpumep (config)> ip conntrack sweep threshold 99
Conntrack: :Lockout: Set sweep threshold to "99".
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naBa 3 OnncaHme KoMaHp,

(config)> no ip conntrack sweep threshold
Conntrack: :Lockout: Reset sweep threshold.

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

4.03

Job6asneHa komaHgaa ip conntrack sweep threshold.

3.36 ip dhcp class

OnucaHue JocTyn K rpynne KoMaHA AN1s HaCTPoMKu BeHAop-kKnacca DHCP (60 onuus).
Ecnm knacc BeHAOPOB He HalAeH, KOMaHAa NbITaeTcs ero co3aathb.

KomaHga ¢ npedurkcom no yaanseT BblopaHHbIN Knacc.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-class)

CuHoncuc (config)> ip dhcp class «class»
(config)> no ip dhcp class «class»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
class CTpoka Ha3BaHVve BeHAOp-K/1acca.
Mpumep (config)> ip dhcp class STB-One

Dhcp::Server: Vendor class "STB-One" has been created.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

JobasneHa komaHgaa ip dhcp class.

3.36.1 ip dhcp class option

OnucaHue YKasaTb 3HayveHune onuum 60 gns npncBoeHna BeHA0p-Knacca.

KomaHza c npedurKcom no yaansieT yKkasaHHbIA knacc.

Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBOg, [a
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-dhcp-class)>  option cnumbers hex «datas
(config-dhcp-class)> no option <number>
A