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General Introduction to Dokstor
Purpose and General Use
Dokstor helps financial services companies and other clients to automate the onboarding of
its customers. It provides tools to gather data and documents of its customers, validate
them, either manually or automatically, and store them centrally in a secure environment.
Dokstor uses AI to facilitate and accelerate the on-boarding process and removes much of
the administrative overhead. The Dokstor KYC and on-boarding process is GDPR compliant.

Technical Considerations
Dokstor is a dynamic web application, using modern technology standards (HTML5,
JavaScript, CSS3) to provide a highly interactive user interface. In order to assure the best
user experience, we strongly suggest using the Google Chrome web browser (latest version)
which fully meets these standards across desktop, tablet, and mobile platforms.

Components
Dokstor is not a single application. It is made up of several major components:
●

●

●

●

Dokstor Back-Office - central application used by the organisation to complete the
on-boarding process. All information about the persons / companies and their
documents are accessible from the Back-Office. This application is the main focus of
this document.
Dokstor self-onboarding (CAFe) - window for inclusion in the organisation’s website
in order to allow persons and companies to provide information and documents to
self on-board via Dokstor. Dokstor can be configured to enable automatic validations
of documents and thus permit straight-through-processing. Which documents are
requested in CAFe is configurable but can include identification documents
(passport, driving licence, identity card), selfies, proof of address, and any other
specific document required by the organisation.
Dosktor request from (CAFe) - web form to allow the organisation to request further
information and documents from potential customers. Via an eMail, the clients will be
directed to a web page to supply the requested information. The information
requested within CAFe can include further customer data, company information,
company documents (certificate of incorporation, register, company accounts, etc.),
structure (company ownership, directors, shareholders, and authorised signatories).
Dokstor API - web microservices application programming interface exposing key
functionalities to maintain (read / write) data and documents of customers. The
Dokstor API is used to connect Dokstor to other systems; it is not used by Dokstor
users, and therefore will not be described here.
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Dokstor Back-Office
The Dokstor Back-Office is a web application for the overall management of the Dokstor
platform. Its users are able to configure, automate, manage, and monitor the on-boarding
process of new clients (persons and companies).

Logon
The user is first presented with a logon page. The username and password will be supplied
by the administrator of the organisation. User information is administrable within the system
Settings.

By entering the username and password, the user is taken to the splash / welcome page. On
the upper left, the main menu is displayed, providing access to Heliocor applications,
according to the permissions granted to the user.
The session created lasts for 24 hours. After this period, the user will be required to enter his
or her password again, regardless of whether the window or browser was closed or not.
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Menu
The menu is broken into four sections for the different major applications and functions
provided by Heliocor:
● Dokstor - the Dokstor Back-Office described in this document. Subsections:
● Workspace - home page for the tracking of on-boarding cases
● Persons - full searchable list of persons who are in the process of or have
already completed on-boarding.
● Companies - full searchable list of companies who are in the process of or
have already completed on-boarding.
● Settings - Dokstor specific Settings and configuration.
● Robolitics - a Heliocor application which provides a second line of defence to
institutions to protect themselves from fraud and illegal behaviour by its customers.
Robolitics monitors financial transactions and detects potentially illicit or illegal
behaviour which can be further investigated by the organisation.
● Reference data - financial transaction data which is monitored by Robolitics can be
viewed and browsed within this functional area.
● Settings - global Settings for both Dokstor and Robolitics; this includes setup of
users, roles, and permissions as well as standard Settings such as date and currency
formats.
The menu items which are displayed to the user depend on 1) whether the organisation has
Dokstor and / or Robolitics and 2) the specific permissions of the user.
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Workspace
The workspace is the home page for Dokstor. At the top are displayed key KPIs about the
current state of the on-boarding of persons / companies. The number of new, in progress,
pending approval, and closed cases are shown. Also, figures showing the number of cases
by type and risk are displayed. Finally, a “NEW CLIENT” button provides access to a wizard
which enables the creation of new persons or companies in Dokstor. This is to be described
in further detail below.
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Below this header, the list of on-going cases are listed. For both persons and companies,
key data of the case (ID, owner, phase, name, status, etc.) are displayed. This list is ordered
by date of last modification by default, but by clicking on the title of the table columns, the
table can be re-ordered, either descending or ascending, by the selected field.
By default, these lists are filtered by the user’s own cases (cases for which the logged-on
user is the owner). This filter can be activated / deactivated by selecting the “Show Own
Cases” checkbox on the right margin. Similarly, unassigned cases can be displayed by
selecting the “Show Unassigned Cases” checkbox on the right margin.
These lists can be further refined by using the filter mechanism at the top of each table. By
first selecting a filter field in the drop down and then indicating the filter criteria, the table is
dynamically filtered. By hitting enter, the filter criteria is saved and further criteria can be
applied. In this way, several criteria can be applied simultaneously to facilitate the discovery
of particular persons / companies.
The table lists all cases which meet the criteria. The number of entries may be long, and
therefore the tables are paginated. The user can increase or decrease the number of
elements in the table or navigate from page to page by using the controls at the foot of the
table. Tables throughout Dokstor employ the same type of filtering and pagination.

Person
The person page provides direct access to persons, irrespective of the status of their case
(whether they are in the process of on-boarding or have successfully completed it). Like the
workspace, the table of persons displayed is filterable and the elements are paginated. By
searching here, the user can quickly find a specific person in order to review the associated
data and documents.
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The displayed list shows date of last modification, name, country of residence, eMail,
whether the user was created manually via the Back-Office, via self-onboarding with CAFe,
or via the API, client status, and validation statuses. Finally, a PDF file is provided with a full
summary of the data and documents of the client.
Persons which have been archived can be visualised (but not edited) by selecting the “Show
Archived Cases” box at the upper right.
To create a new person, the user can also use the “NEW PERSON” button in the activity bar
(upper portion of the page).

Company
Similarly, the company page provides direct access to companies. Specific filter criteria are
available for easy discovery. Again, the table of companies is searchable and the elements
are paginated for ease of use.

R.22.10

Page 8

09/09/2022

Information displayed by the company includes the date of last modification, name, country,
registration number, contact eMail, source, status, and validation statuses. Similar to
persons, a PDF file is provided with a full summary of the data and documents about the
client.
For organisations with the CreditSafe service activated, a CreditSafe PDF may also be
displayed. This occurs whenever the company is created (in the Back-Office or in CAFe)
using the Company Lookup; if the Company Lookup is not used, the PDF will not be
available. This PDF provides all data which CreditSafe holds on the company. In the
appendix of this document, a list of available data from CreditSafe is listed.
As with persons, archived companies can be shown using the “Show Archived Cases”
button.
To create a new company, the user can also use the “NEW COMPANY” button in the activity
bar.

Settings
Dokstor is highly configurable. It allows each organisation to set up the system to meet its
particular requirements. The Settings page is where this configuration is done. The specifics
of each setting will be described later in this document.
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On-boarding process
Dokstor is a system to facilitate the on-boarding of individuals (persons) or legal entities
(companies). This on-boarding process follows a standard set of steps or phases. These
phases are then represented within the system via a series of tabs for each person /
company. Note, however, that there is not a formal workflow, and each of the phases can be
done independently of one another.

In this section, the on-boarding process is described and how it is manifest in the system is
detailed.

Client Creation
The first phase in the on-boarding process is the creation of a new client (either person or
company). To create a client, press the “NEW CLIENT” button in Dokstor workspace. The
user first chooses whether to create a person or a company and then is presented with a
wizard for its creation (the fields being dependent on the selection).
For a person, data requested include the name, nationality, eMail, address, additional
personal information, and account information.
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For a company, data requested include the registry, address, business information (including
industry, entity type, and countries of operation), contact person and address, and account
information.
Dokstor is able to connect to external data sources (Companies House, CreditSafe,
Arachnys, Open Corporates, and others) to obtain this information from official registries. By
providing the company name and country, Dokstor can automatically lookup, identify, and
capture company data from these external services.

The data requested and required is configurable via the Fields management in the Dokstor
Settings (see Settings section below). The name of the categories (or sections within the
wizard) are also editable.
Upon completion of the wizard, the person or company is created and the user is taken to
the person or company page, with the newly created client displayed first in the list.

Documents Capture
Selecting the client, whether a person or a company, Dokstor displays the client details.
Here, all the information of the client is accessible.
At the top of the page the key client and case data are displayed. Above, in the action bar
are buttons to “EDIT PROFILE” (allows the edition of the client data - those entered during
the Client Creation phase), “ASSIGN CASE” (allows the case to be assigned to another
Dokstor user) and “VIEW ACTIVITY” (shows all actions taken either automatically or
manually on this client).
The remaining client information is broken up into several tabs which match the key steps of
the on-boarding process. The tabs are marked with a green check when this step of the
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on-boarding process has been completed. The completion of steps is controlled within the
Approvals tab (explained later in this document).
When the client is created, the Documents Capture step is active. (In the case that the client
is on-boarded via the Dokstor CAFe, the active step is “Pre-Approval”, whose completion
activates the Documents Capture step.) On this tab, the company can upload documents
received by the client, or request documents directly to the client via the Dokstor CAFe (for
both persons and companies).
Note: within the Dokstor Back-Office, sections within each tab can be displayed or hidden by
clicking on the section titles. In the case of Documents Capture, these are KYC Type and
Documents.

The default documents requested depend upon the KYC Type of the client; the KYC Type
also affects the required data and the approval flow. The list of documents for each KYC
Type are configured within the Settings (to be described later). The KYC Type of the client is
displayed here but can also be changed. Changing the KYC Type alters the document list
according to the document configuration in the Settings; it also may change what data fields
are required.
Below, the documents related to that client are shown. They are organised by category (in
the horizontal) and by status - pending request, requested, and uploaded - (in the vertical).
The color of the row header indicates the status related to the minimum number of
documents required for each category: red indicates that a minimum number of documents
are pending request; yellow indicates that the minimum number of documents has been
requested but not yet received; green indicates that the minimum number of documents has
been uploaded.
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Users can also add additional documents by pressing the “Add Document” button. The
selected document is added to the list of documents pending request. Also, any document
can be removed from the list by selecting and pressing the “Remove” button, provided that a
minimum number of documents remain. Uploaded documents can be deleted by pressing
the “Delete” button.
Clicking on any uploaded document, a “drawer” is opened and the document (either pdf or
image file) is shown. Below, the document properties are listed, as well as a comments
section. Users of the system can add comments to the document to help qualify it. This
comment is also displayed in the Activity page (to be described later).

For documents not uploaded, they can be uploaded manually by clicking on the document.
The system requires one file / image for passports and two for ID cards and driving licences
(front and reverse sides).
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For documents pending request, the user can select them and press the “Send Request”
button. This will generate an eMail to the client or contact person (in the case of a company)
so that she may upload the document. Note that when sending a new request, any
document which was requested previously, but not received, will be included automatically in
the new request. The user is also able to include in the request email a personalised
message to the customer.
For documents requested, but not yet received, the request date is displayed in the header.
To send a reminder of the request to the individual, the user can press the orange circular
arrow button next to the date.

Once the minimum number of documents is received, and all the required data fields are
provided, a “Complete Phase” button will appear. (Prior to its appearance, a message is
visible indicating if data or documents are pending.) Pressing this button will advance the
onboarding process to the next phase (in this case, Validations).

Validations
The Validations tab indicates the next phase in the on-boarding process. In this phase, the
user is able to check the validation status of documents and manually validate them.
When documents are received, they are additionally shown on the Validations tab. The
validation status, reason, date, and validator is shown for each document. Validation
statuses may be: Not Validated (no action yet), Review (unable to validate, thus requires
manual review), Valid Auto (automatically validated by Dokstor), Valid Manual (manually
validated by the user), or Invalid. The system also provides a validation message explaining
the reason for the status assigned; this reason depends on the type of document and the
validations done.
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By selecting a document, the user can change the validation status manually, providing a
reason for any change.

In addition to document validation, Dokstor is able to validate automatically - and the user is
able to validate manually - the identity, age, and address of the individuals. (Additional
person validations may be added as a customization to Dokstor.) The status of these
validations along with the reason, date, and validator are shown below. How Dokstor
validates the identity, address, and AML status will be covered in more detail in the section
dedicated to Settings. The validation is able to be set manually; any change requires a
comment to be provided, similar to that for document validation.
The “RE-CHECK” button in the action bar forces Dokstor to revalidate the documents and
subsequently the status of the identity, address, AML status, and final status of the person
(or company).

“Hotspot”
“Hotspot” is Dokstor’s fraud detection mechanism. By selecting the passport within
Documents Validation, the document details are shown, and below, the option for “Forensic
Image Processing”.
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By pressing the “Analyse” button, the system conducts a pixel-level analysis of the image,
checking the quality of the document and verifying that the document meets key criteria in
order to detect potential manipulation of the image. In the sample below, a forged passport
does not pass all checks.

The following issues are checked:
Image has insufficient size and quality
Photo background issues
Photo not in color
Passport number checksum incorrect
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Birthdate checksum incorrect
Expiration date checksum incorrect
Character reused
MRZ character spacing not consistent
MRZ characters not aligned
MRZ character height not consistent
MRZ lines distance issue
Additionally, “Heatmap” images are provided for close inspection of the document.
Hotspot validation can be included as part of the automatic validation of passports in the
Validation Settings.

Screening
Screening is a critical part of the onboarding process. The name, nationality, and birthdate
are used to check if the person is included in any of the following lists, maintained by Dow
Jones:
Special Interest
Politically Exposed Person
Relative And Close Associate
Sanctions List
Other Official List
Other Exclusion List
Board Member
Adverse Media
State Owned Company
Sanctions Ownership Research
Enhanced Country Risk
Dokstor displays the results of these queries on the Screening tab. At the top of the page,
the date of the last query and the client information used for the search is displayed along
with the criteria used to refine the results. To manually run a new call to Dow Jones, the user
can press the Re-Check button.
Below, Dokstor displays a list of the “hits” from Dow Jones. In the case that the client is not
within any of the Dow Jones lists, Dokstor indicates “No hits detected”. Otherwise, for each
hit, the Dow Jones score (100% is a perfect match), date, name, list, title (sub-list),
nationality and status are shown. Hits which don’t meet the AML validation criteria
configured in the Dokstor Settings (criteria displayed above) are given a status of “CLEAR
AUTO”. Hits which do meet the criteria are given a status of “REVIEW”, indicating that the
information should be reviewed manually by the system user. A summary of the number of
hits of each status is shown by the colored boxes above on the right.
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By selecting a hit, its details are shown. All data retrieved from Dow Jones is displayed and
organised. This includes PDFs of any adverse media.
At the bottom of the section, buttons are provided to mark the hit as a “Match” (the person is
the same as the one on the list) or “False Positive” (the person is not the same as the one on
the list). “Match” or “False Positive” can also be set for a group of hits by selecting them,
using the checkboxes on the left, and pressing the corresponding button.
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The final AML status of the person or company depends on the aggregate status of the hits,
following this set of ordered rules:
●
●
●
●

If there is one “MATCH” hit, the AML status is “MATCH”
If there is one “REVIEW” hit, the AML status is “REVIEW”
If there is one “CLEAR MANUAL” hit, the AML status is “CLEAR MANUAL”
Otherwise the status is “CLEAR AUTO”

AML Screening is called periodically to check for any new hits. The periodicity is able to be
set within the AML Validation settings. If a new hit is detected, the owner of the case is sent
a notification, and the AML status and Person status is updated accordingly.
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Risk Assessment
The Risk Assessment tab uses client information to calculate an estimate of the level of risk
and allows the user to set a final risk. This risk calculation is based upon the risk assessment
configuration in Settings (to be described more fully below).

At the top of the page, the final risk is displayed. The risk is one of five (or three, depending
on the configuration) levels between Very Low and Very High.
Whenever the user sets the final risk, a reason is requested. Also, if the final risk is set below
the calculated risk, the risk will require further approval (explained further in the Approvals
section of this document.)
The calculated risk is a number between 1 and 5 (or 1 and 10, or 1 and 100 depending on
the configuration), which is then mapped to one of the five risk levels. These are displayed
under the heading Calculated Risk.
The risk parameters used to calculate this risk are listed below. For each, the risk, the value
(based upon client data), the score (as configured), risk level, and weight (as configured) are
displayed. The risk is calculated as a weighted mean of these parameters. This is done
dynamically - with every change to the client data, the calculated risk is recalculated.
Following are additional risks. By adding additional risks, the calculated risk can only
increase in value (as compared to the value without any additional risks). These additional
risks are weighted alongside the previously calculated figure, thus giving them
predominance.

R.22.10

Page 20

09/09/2022

Approvals
To control the overall on-boarding process and to ensure that each phase is completed
properly, the Approvals tab provides a summary of the work done. Once each phase is
completed, the user presses the “Complete” button and provides a comment. (Also, the user
can re-assign the case to another person via the “Assign Case” button). This allows the next
stage to be completed - the stages must be completed in order, but as mentioned previously,
this does not control what actions can be done within the system. If at any time, the process
needs to be rolled back, the user may press “Revert” which will send the process back to the
previous step, un-completing the subsequent phases.

Once all phases are completed, the final approval button is activated, allowing for final
approval and completion of the on-boarding process. Note that at any time, a client case can
be rejected or cancelled - the phases need not be completed. Approving, rejecting, or
cancelling sets the client status accordingly and closes the case. A comment is required; this
comment is then displayed with the date and person who completed the approval.
For each KYC type, the customer can be assigned “automatic approval”, “single approval”,
and “double approval”. If automatic, the system will automatically approve the customer if the
configured rules about identity, age, address, and AML validation status are met. For “single
approval”, the process is as described above. For “double approval”, a second approval
appears. This needs to be actioned by someone with specific “Secondary Approval”
permission and it must be someone different from who previously approved.
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As mentioned previously, in the case that the final risk was downgraded with respect to the
calculated risk, the new risk requires approval. When this happens, a new section “Risk
Approval” with “Approve” and “Reject” buttons appears with which the user can accept or
reject the lowering of the risk.

Other functions
Besides the tabs for each of the on-boarding phases (Document Capture, Validations,
Screening, Risk Assessment, and Approvals), Dokstor provides further information for each
client (person or company).

Structure
Companies have associated parties: directors, shareholders, and authorised signatories.
During the on-boarding process in Dokstor, these individuals are created as connected
R.22.10

Page 22

09/09/2022

persons or companies within the system, and their document and validation status is
maintained.
To establish and maintain these links between companies and its associated parties, the
Structure has been created. This is displayed at the bottom of the company page. It shows
the associated persons and companies in a tree structure. To establish this tree structure,
the subsidiary to which the connected party belongs is provided as part of the connected
party creation.

If the CreditSafe service was used to create the company, a suggested structure is also
displayed. By selecting “Add To Structure As Individual” or “Add To Structure As Company”
the data provided by CreditSafe will automatically pre-populate the form to capture the
associated party data.

Activity
The Activity drawer is a log of all activity and comments made by the users. Activity can be
logged automatically (by Dokstor whenever a change is made to the system) or manually (by
the user by adding an activity, selecting a type, and providing a comment). Activities are
ordered from most recent to least recent.
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CAFe
The Dokstor CAFe is the web application used by the organisation’s customers to provide
data and documents required in the on-boarding process.

On-boarding with CAFe
As explained in the previous section, a client (either a person or company) can be created
from the Back-Office. Additionally, clients can do a “self-onboarding” to initiate the
on-boarding process. Via the organisation’s website, the client accesses the Dokstor
“iFrame”. The iFrame is an embedded window which is controlled and administered by
Dokstor. Within the iFrame, CAFe provides a form to gather data and documents from
potential clients.
On-boarding via CAFe is broken into two steps:
● Self-onboarding - a form to provide basic information and documents (which data and
documents are configured in the Settings). Generally, an organisation will use
self-onboarding to gather sufficient information to pre-approve clients for further
on-boarding.
● Request - as explained previously, the organisation can send a request to the client
to provide further data and documents. In this step, the basic information previously
gathered is summarised and further data and documents will be uploaded.
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When entering the CAFe, the client is required to verify his identity by providing an eMail to
which a one-time-password is sent. This verification step is a security measure to ensure
that the person who is providing the data is linked with the eMail.

Once entered the one-time-password, the client is then presented a wizard with various
steps, some requesting data:

and others requesting documents:
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Which data and documents are requested, and whether included in the first self-onboarding
step or in the second request step, is fully configurable (see the following section).
Once completed, a summary of the captured data and documents are shown and the user is
requested to accept the organisation’s Terms & Conditions (also configurable).
Upon submission, the data and documents are sent to Dokstor, where they are immediately
visible and incorporated into the client profile.

Settings
Dokstor is a highly configurable system, allowing it to be adapted for use by a wide range of
organisations.
The configuration is set by administrators with specific permissions. The settings are broken
up into seven sections: CAFe, KYC Types, Fields, Documents, Validations, Risk
Assessment, Watch List, and Approvals.
CAFe settings permit administrators to change the look and feel of the CAFe module in order
to brand it to client colours and logo, as well as modify the look and feel and content of
customer-directed emails.
KYC Types are the customer segments. These can be set up to drive different KYC
workflows (required data, required fields, and approval flows) for each segment.
Fields settings allows each client to determine which data are captured from customers,
which are customer-editable, and which are required for each customer segment (KYC
type).
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Documents settings sets policy to which documents are required for each customer
segment.
Validations allow for tuning of the automatic validation of passports, ID cards, driving
licences, selfies, and proof of address documents, and how the extracted data are used to
validate the customer identity, age, address, and AML status.
Risk Assessment settings allow the administrator to configure the risk model, used to
produce a risk score and risk value for each customer based upon customer data.
The Watch List is an internal black list of customers who can be excluded from on-boarding.
Approvals sets the approval workflow for each customer segment: automatic approval
(Dokstor may approve the customer based upon its identity, address, and AML status),
single approval (requires a permissioned user to provide final approval), and double
approval (requires two independent users to approve).
Each of these settings is described in detail in the Dokstor Administration Manual.
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Appendix
CreditSafe data
The data available from CreditSafe is listed by country in the following document. The
countries listed are those presently supported by Dokstor.
https://drive.google.com/file/d/1WiN-178nJhqJvx3o3JxUOM64TJCz5vH6/view?usp=sharing

OpenCorporates data
Jurisdictions covered by OpenCorporates are listed here on their web site:
https://opencorporates.com/registers
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