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. Regional Overview

. Update on the Thai PDPA - Implications of Delay

. What organisations must specifically do to comply
. How to comply from an operational perspective
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Data Protection Law

Rules / Rules
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. 5 ASEAN countries (468mil population)
. India & China (2.7B population)

. Alignment with EU General Data
Protection Regulation

5
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gmﬂ!.ls DPEX New Data Protection Laws or amendments .

wl -B

in the region

£ N

India China Philippines Thailand  Indonesia Malaysia Singapore
DP Bill Draft Law DPA PDPA PDP Bill PDPA PDPA
(end 2020) (end 2020) (2012) (2020 May) (end 2020%*) (2010) (2010)
(Enforcement
postponed
2021)

Countries with Comprehensive Laws Upcoming amendments

covering the public sector
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i Deex  New and upcoming laws / regulations using
™ @GDPR as a baseline

New Upcoming Laws/Rules

Indonesia PDP Bill

Thailand PDPA

S (2019)

,\
A 2
| India PDP Bill

:' Sri Lanka PDP Bill
. Copyright 2020 Straits Interac;ve

General Data
Protection
Regulation
(GDPR) in EU
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Update on the
Thai PDPA —
Implications of Delay
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AGENDA:

1. What does the PDPA's effective
date extension entail?

2. Practical implications of the
extension of PDPA effective date

.y Ryoji Iwata on Unsplash
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1. What does the PDPA’s effective date extension entail?

Rationale: Organizations have faced difficulties to
comply with PDPA and suffered operation
challenges in times of COVID-19 crisis. This
prompts the government to launch a law that gives
effect to an extension of the PDPA effective date.

3
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1. What does the PDPA’s effective date extension entail?

Rationale: Organizations have faced difficulties to comply with PDPA and suffered operation challenges in times of COVID-19 crisis. This
prompts the government to launch a law that gives effect to an extension of the PDPA effective date.

PDPA New Time Frame

PDPA enacted What is enforced now?
27 May 2019

From 27 May 2020

PDPA is effective on:

Chapter 1 (Personal Data Protection
Committee: PDPC)

Chapter 4 (Office of PDPC)

Transitional provisions (except section 95)
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1. What does the PDPA’s effective date extension entail?

Rationale: Organizations have faced difficulties to comply with PDPA and suffered operation challenges in times of COVID-19 crisis. This
prompts the government to launch a law that gives effect to an extension of the PDPA effective date.

PDPA New Time Frame

PDPA enacted What is enforced now?
27 May 2019

From 27 May 2020

PDPA is effective on:

Chapter 1 (Personal Data Protection Committee: PDPC)
Chapter 4 (Office of PDPC)

Transitional provisions (except section 95)

PDPC approved by

cabinet in May 2020 » Setting up PDPC and office

To be ready by 27 _ . : :

May 2021 —> Launching sub-legislations prescribed by PDPC
(with possibility of one

year grace period) While being exempted from PDPA obligations until 1

MDES is working on June 2021, MDES will prescribe security standard to
announcing it soon T protect personal data for organizations to follow.
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1. What does the PDPA’s effective date extension entail?

Rationale: Organizations have faced difficulties to comply with PDPA and suffered operation challenges in times of COVID-19 crisis. This
prompts the government to launch a law that gives effect to an extension of the PDPA effective date.

PDPA New Time Frame

PDPA enacted  What is enforced now? What will be enforced on 1 June 20217
27 May 2019
From 27 May 2020 From 1 June 2021
PDPA is effective on: : - :
Chapter 1 (Personal Data Protection Committee: PDPC) PDPA Is effective on: _
Chapter 4 (Office of PDPC) Chapter 2 (personal data protection)
Transitional provisions (except section 95) Chapter 3 (rights of the data subject)

Chapter 5 (complaint handling)

. . Chapter 6 (civil liability)
PDPC approved by y ) ) . .. T
cabinet in May 2020 | SELINE WP FIDIPE 2 oiflilee Chapter 7 (penalties including criminal liability

To be ready by 27 —hL hi b-leqislati ived b and administrative liability)
Mlyiéial Y aunching su -eg:)spaclons Prescrived b section 95 (duty to publicize a consent

(with possibility of one withdrawal method to data subjects)
year grace period)

While being exempted from PDPA

MDES is working on_1. - gbligations until 1 June 2021, MDES will : : _
announcing f.seon prescribe security standard to protect Material protection provisions
personal data for organizations to follow. extended until 1 June 2021
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1. What does the PDPA’s effective date extension entail?

The 2020 Royal Decree Prescribing an Entity and Business in which the
Data Controller is Exempted from the Personal Data Protection Act B.E.
2562 list 22 sectors where “data controllers™ are exempted from PDPA until 1
June 2021

Government Agency; TN
Government Agency of the Foreign State and International Organization;
Foundation, Association, Religious Organization and Non-profits Organization;

Agricultural Business; The list of sectors Is derived from

Industrial Business;

CommercialBusiness; the Thailand Standard Industrial

Medical and Public Health Business;

busli:’nogzigssttr:e:r:éf\f\fater, and Waste Management Business, including related CIaSSlflcatlon (TSIC 2009)’ Where
sub-sectors are explained in the

Construction Business;

) Repairing and Maintenance Business;

) Transportation, Logistics and Goods Storage Business;

) Tourism Business; >_ dOCU ment
) Communication, Telecommunication, Computer and Digital Business;
) Finance, Banking and Insurance Busines;

) Immoveable Property Business;

) Professional Business;
)
)
)
)
)

[l -l L il e

(1
(2
(3
(4
(5
(6
(7
(8

In case of query, PDPC has power
Science and Technology, Academic, Social Welfare and Arts Business; to determlne Whether a par“CUIar

Educational Business;

Entertainment and Recreation Business; bUSIﬂeSS fa.”S Wlthln the IlSt

Administration and Supporting Service Business;

be explicitly classified. — 14
Copyright 2020 Straits Interactive




AT DEEX 2 practical implications of the extension of PDPA effective date (1/2) .

MDES to prescribe security standard to protect personal data for organizations
to comply while being exempted from PDPA obligations, the standard is likely to
consist of:

- Floor standards that can apply to both small and big organizations (e.g. access

control/management)
- Recognize data security standards already imposed by sector-specific regulators

Transitioning from MDES to PDPC
- MDES is only a provisional regulator until the Office of PDPC is formed (27 May 2021
the latest)

For regulator

Sub-legislations (PDPC’s rules) that give clarifications to PDPA obligations

- PDPC office is working on prioritizing sets of rules to launch

- First priority is likely to be on minimum data security measures/ data breach
notifications/ relaxed rules for SMEs/ requirements on DPOs and DPO qualifications/
cross-border data transfer rules
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AT DEEX 2 practical implications of the extension of PDPA effective date (2/2) .

Getting resources to function:

- Budget

- Workforce

- Trainings and knowledge to workforce in the PDPC office

Provide clarity to the regulatees
- Outreach to people and organizations (but now with budget
constraints)

For regulator
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MM DPeEX 2. Practical implications of the extension of PDPA effective date .

More time for preparation on PDPA compliance

Bear in mind that PDPA implies the need for data protection
risk assessment

- Itis implied (e.g. section 37(4)) where a risk needs to be assessed
in order to identify whether an obligation needs to notify PDPC, or
notify the data subject (if the data breach results in high risk).

- Even though the Thai PDPA is based on GDPR, it is not explicit like
art. 35 GDPR which requires Data Protection Impact Assessment
(DPIA) in high-risk processing activities.

rorFegulatees

17
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Thank you

Prapanpong Khumon

Vice Dean (academic affairs), School of
Law, University of the Thai Chamber of
Commerce

prapanpong_khu@utcc.ac.th
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What specifically should
organisations do to prepare for
PDPA compliance?




Information Life-Cycle
DP&eX
STB“IU Collection, Use, Disclosure & Storage (CUDS)

Disclosure = / Collection Points

Outside Organisation i l@v COLLECTION

Transfer =
Qutside County DISCLOSURE / Use of data
TRANSFER .
bovernance after collection
Right to
@‘ USAGE /

PROCESSING

STORAGE/ £
DISPOSAL

access data

Processing =
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STRHITS How Privacy and Data Breaches Happen

/a,,o Exposures
@

. COLLECTION & Breaches

DISCLOSURE /
IV R Fallure in
Governance

USAGE /
iD g PROCESSING

STORAGE / '
Exposures DISPOSAL
& Breaches

Exposures
& Breaches
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& Breaches
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COLLECTION .
TR DPEX : POINTS

REPS/ & & _ %A
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DISCLOSURE / (NN
TRANSFER SATA
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DISPOSAL

COLLECTION
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https://www.flaticon.com/free-icon/web-browser_3039372?term=website&page=5&position=33
https://www.flaticon.com/free-icon/headset_759501
https://www.flaticon.com/free-icon/medical-app_2949946
https://www.flaticon.com/free-icon/affiliate_2810498
https://www.flaticon.com/free-icon/address_1295232

gmmrs DPEX

Consent Principle

(519,26)
/ Notice & Choice

.@V COLLECTION Principle (s23.25)

DISCLOSURE /
TRANSFER
USAGE /
ED‘ PROCESSING

STORAGE / ;
DISPOSAL
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.@V COLLECTION

DISCLOSURE / CONSENT @
PERSONAL
TRANSFER DATA COMPLY WITH EF
LEGAL OBLIGATION
9 USAGE / CONTRACT =Y
N PROGESSING PERFORMANCE =/
STORAGE / VITAL INTEREST el
DISPOSAL PUBLIC INTEREST | gg®
'.‘
LEGITIMATE \&

INTEREST PURPOSE OF

PROCESSING
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-

.@V COLLECTION

DISCLOSURE /

TRANSFER /= ccountabilit
Principle

($37.39,
v USAGE /
41,42)
. PROCESSING

||
STORAGE / ' Accuracy
DISPOSAL Principle (s35)

Purpose Limitation
Principle(s22,27)
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.@V COLLECTION

DISCLOSURE / PERSONAL
TRANSFER DATA

—( USAGE /
é) - PROCESSING

CLOUD
- TORAGE / -
‘. STORAGE S
E DISPOSAL
FILES/
NETWORK
o HOME e PAPER COMPUTER/
STORAGE DOC DEVICES
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https://www.flaticon.com/free-icon/personal-information_3076333?term=data%20folder&page=1&position=29
https://www.flaticon.com/free-icon/address_1295232
https://www.flaticon.com/free-icon/home_3079182?term=home&page=2&position=4
https://www.flaticon.com/free-icon/cloud_2646594

gmmrs DPEX

A

DISCLOSURE /
TRANSFER
USAGE /
iD ‘ PROCESSING

Retention Principle
STORAGE / '
(s37(3))
- DISPOSAL
Security
Principle
(s37(2)(2))
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https://www.flaticon.com/free-icon/headset_759501
https://www.flaticon.com/free-icon/outsourcing_2399990?term=business%20outsourcing&page=1&position=32
https://www.flaticon.com/free-icon/recommend_2943275

TR DPEX

Transferring Limitation
Principle(szs)

Rights of Data .@ COLLECTION

Subject (s30-36,73)

DISCLOSURE /
Disclosure TRANSFER

Principle(s27)
USAGE /
iD ‘ PROCESSING

STORAGE / .
DISPOSAL
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Consent Principle

Transferring Limitation (s19,26)
Principle(szs) Notice & Choice

Rights of Data .@ COLLECTION RUMRSET (523.25)

Subject (s30-36,73)

DISCLOSURE / B
Disclosure TRANSFER (atHdel! nt_ablllt
Principle(s27) Principle
(s37,39,
PROCESSING

Purpose Limitation
Principle(s22,27)

||
Retention Principle STORAGE / - Accuracy
(s37(3)) DISPOSAL Principle (s35)
Security
Principle
(s37(1)(2))
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How do you go aboard
complying with the
requirements?




T DPEX Data Protection / Privacy Management Program I

Key ASSESS Key
Actions Actions
RESPOND
Ke SUSTAIN Key
. y Actions
Actions

Demonstrating Accountability
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Smung DPEX Analysis of Privacy Breaches .
Failure fo Demonstrate Accountability

X No risk assessment (PIA)

X Failure to understand
risks

y Underestimation of

risks

X No breach response
procedures

X Regulatory authority /
data subjects not
notified in data breach

X Failure to respond to
data subject requests

ASSESS

RESPOND

Operational

Compliance g Ty 2]

X Lack of policies /

X Failure to detect breache procedures

¥ No audits X Nol/insufficient

X No/ Insufficient training security controls

¥ Policies / Procedures not X Measures /Controls

. communicated not implemented
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T DPEX Data Protection / Privacy Management Program I

Respond to Assess Risks

Incidents/
breaches

ASSESS

RESPOND

Management
buy-in

PROTECT

Protect with
policies/procedures

sue SUSTAIN

Compliance
(monitoring,
au d ItS ) tral n I n g) Copyright 2020 Straits Interactive
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What to Address

Scenario 1 Scenario 2 Scenario 3

36
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What to Address

|dentified
risks; Failure
to iImplement

|dentified risks:

Failure to Implemented

Yet it happened

identify risks
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Demonstrating Accountability

Non-
Compliance

lgnorance

Intentional

- Paper

m OPERATIONAL

>
e
O
g
o
-
-
O
O
O
<
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INTI

AdHoc

Informal
Incomplete

Inconsistently
Applied

Privacy Maturity Model

JUL

Repeatable

Not fully
documented

Do not cover
all relevant
aspects

"OPERATIONALIZED™

04

< O X
Defined Managed

Fully Reviews are
documented conducted

&
Implemented

Optimized

Continuous
Improvement
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Data / Information life-cycle The Privacy Mgmt / Ops Lifecycle

ASSESS
l@#" COLLECTION

DISCLOSURE /
TRANSFER

USAGE /
iD e PROGESSING

STORAGE/ &
DISPOSAL

CUDS

RESPOND

GOVERNANCE

PROTECT

APSR
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Hands-on Data Protection & Cyber Security Workshop (Thailand)
Conducted online via Zoom

| 11]]| e————

16 Jul - 17 Jul

Duration
2 days

WISDOM for Change Cost
SGD 1284.00 (with GST)

@ OCCG* THB 27,000
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FOR MORE INFORMATON

https://www.dpexnetwork.org/courses/

For courses: courses@straitsinteractive.com
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Welcome to the

\

. Asia's Largest Network of Data\Pro

Data Protection Excellence S /
(DPEX) Network About the Data Protection Excellence (DPEX)

A
4

Network

! The Data Protection Excellence (DPEX) Network is the
¢ first of its kind facility in the ASEAN region whose aim is

f to provide leadership, best practices, training, research

and support for all things surrounding data privacy from
= an operational perspective.

ThIS collaboration of partnerships comprise certification
“ bodies, law firms, universities and organisations who

provide professional services and technologies relating
to data privacy.
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(o

ARTICLES AND
DISCUSSIONS

DPEX identifies Seven Data Protection Trends in ASEAN for 2...

The Data Protection Excellence {DPEX) Centre, the learning and
research arm of Straits Interactive, of which EITSC is a partner,
dentified seven data protection trends for organizations in
ASEAN to look out for in 2020. The trends were compiled fro...

DPTM - the Data Protection Standards in SG

M
PonuCTON
TRLETMARY

The Info-comm Media Development Authority of Singapore
(IMDA) launched the Data Protection Trustmark Certif

andard of data

(DPTM) earlier this year to help increase the

protection practices within organisations in Singapore.Now,
companies® ..

2020-03-18

7 impending Data Protection Trends in the region for 2020 {...

An overview of the 7

for 2020 (Part

This is a continuation of the pos

Protection

mpending Trends in Personal Data
1).4. Shift from Local to Regional compliance with multiple

regional presenceBy end of 2020, at least five countries in the
SEAN reg...

Read More 2020-03-02

7 impending Data Protection Trends in the region for 2020 {...

The initial years of computerisation a

nd digitisation has
enabled businesses to be more nimble to the market. However,
with the recent hyper-jump in the use {(and abuse) of personal
data protection is fast becoming an important

xead More 2020-03-02

Heightened Demand for Data Protection expertise

Well, this was going to happen at some point in time in the
' world - with the explosion of data protection and privacy, the

hiimn mrmsh wrenee the alaba

Highlights

Enforcements in Logistics

Enforcements

ta Privacy B

British Airways

o

Enforcements

Data Privacy Bre.

Travel Corporation

HR and Corporate Secretarial

3 Data Protection questions

DATA PROTECTION
VIDEOS

DPEX
A &

Y5 —_— 4
Enforcements in Human Resources|Data Privacy Breaches in Aviation

finja Logigtics Executive Link Services

teaches in Aviation a Privacy Breaches in Education | Data Privacy Breaches in Leisurs

Learnaholic Travel Corporation

Top § questions
A s
Regulators

ask companies 7 data protection trends

for the Asia Pacific in 2020

How to g6 about complying
with the-PDPA

s in Leisure {52 Privacy Breaches imomzng loT devices

Actxa Weighing Scale

0 needs to get involved in
PDPA Compliance?

3 data protection tips for organis:
during a pandemic

EVENTS AND
WEBINARS

WEBINAR: Can organizations WEBINAR: Personal Data WEBINAR: A Comparative
release personal data of Protection Act (PDPA) Advisory Review of Contact Tracing Apps
employees to the government Weblinar for the Non-Profit In ASEAN countries

or public agencies? (Philippines) Sector

9 Webinar 9 Webinar Webinar

300PM - 400 PM 3007M-500PM

0 PM - 4:00 PM

(Philippines) Privacy in Community As governments in ASEAN rel
Quarantine Webinar Series: With the

WID-19 public h

In 2019, 51 organisations had been
fined or 0

wn restrictions, Covid-19

arned over PDPA breaches - lock
up from 23 organisations recorded in cont
being introduced to help limit the

spread of the coronavirus

h concern, CT-tracing smartpnone apps are

tracking and surveillance are 20181
becoming a norm. Organizations are

Fines are at an all-time high an
in uinrharted tarritnry an how t nes are at an all-time hq and

WEBINAR: Data Protection WEBINAR: Personal Data WEBINAR: DPO Success Serles -

Roadmap for Career Protection Act (PDPA) Advisory - Do Your Processes and SOPs
Enhancement Golng DIGITAL has Privacy Reflect Your Organisation’s DP
Risks. Are you prepared? Policies?
¥ Webinar Webinar Q Webinar
3:00 PM - 4: 3:00 PM - 4:30 PM 3:00 PM -

Note: yo

Bigmarker platform

have to register dil were fined In this episo

er PDPA breaches - up

from 23 organisations recorded in

automated registration confirmatior 2018!
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(mam DPEX

RESEARCH NEWS

COURSES

A survey to determine if the job market is hiring data protection roles or if jo
positions have started incorporating data prol 4 as part of the
job critena. It is also to track any change to the number and hiring positions
ce the Personal Dat stection Commission started enforcements in April
2016

wering mobile applicatio
cy practices for mobile apps, conducte \
y is benchmarked against a similar su
forcement Netw

PDPC from March and May 2019 to
OPA. 1,501 individuals aged 15

understand the pub perception towards the P

and above were surveyed
A surv ducted by Singapore PDPC from March and May 2019 am¢
1,500 orga ons across all industry sectors

rnments in ASEAN relax lockdown restrictions, Covid-19 contract-
smartphone apps are being introduced to help limit the spread of the

coronavirus. Read more

n on how guidelines and practices from

<y protection, a review was done on the

ether. The report presents its analysis

These are not normal times that we live in and governments around the
region are looking to obtain information to help in contact tracing. Data

privacy guidelines and measures being relating to the COVID-19 are becoming

an issue during this global pandemic. This is the presentation on the latest
development from DPEX network privacy experts in Singapore, Malaysia,

PDPA - An Operational
Perspective

[This ible for SSG

ays the practical
ympetencies

sary for a career in t
of compliance in personal data

new era

protaction

01 Days SGD 856.00

Information & Cyber Security
for Managers - EXIN
Certification

[This cour:
funding] This
partic
and hands-on approach to

s

information and cyber

management p

ecurity from a

SGD 2140.00

Practitioner Certificate in
Personal Data Protection

A Practical Approach to Data
Protection for DPOs
e for SSG

and practical

icipants
ection

ge the organisation’s
ce with the Personal Data

Protection Act.

SGD 1712.00

3 Days SGD 3210.00

-

Advanced Data Protection
Techniques: Data Protection by
Design, DPIA and DPTM

Data Protection Management
Programme (DPMP)

for SSG
ovides
ndation

[This course is eligi
funding] This coul
participants wit
for the regional operation
rnance of a Data Protection

g Programme (OPMP) and
defines how the DPMP

i urse is eligible for SSG

funding]) Thi

e provides

partici
and implemen Data

Protection by Design (DPbD) and Data
tion Impact Assessments (DPIA).

developed, measured and improved.
2 Days SGD 2140.00
3 Days SGD 3210.00

Title Published '

Transparent rules needed on use of

contact tracing data, Forum News & 2020-06:11
21:18
Forum: Transparent rules needed on use
. 2020-06-11
of contact tracing data, Forum
17:30
Nat'l ID system to help ease delivery of 5026:06-14
social services: DSWD had
11:45
EU watchdoa sets up TikTok task force.
Babylon Health admits GP app suffered
2020-06-10
a data breach
K 15:19
Singapore will give residents wearable
Itokens that t.rack the people they . 2020-06-10
interact with in a new effort to contain 13:00
COVID-19 ’
Privacy body to probe local contact
tracincy a : P 202006718
9.4pp 12:19
Nintendo Says 140,000 More Accounts
Have Been Compromised o=l
-omp 06:08

L\

Summary

The Government's plans to
issue a wearable device for
contact tracing have raised
privacy concerns, ...

The Government's plans to
issue a wearable device for
contact tracing have raised
privacy concerns, ...

MANILA - The Department of
Social Welfare and
Development (DSWD) said it is
looking forward to the f...

BRUSSELS: Chinese video app

Babylon Health has
acknowledged that its GP
video appointment app has
suffered a data breach. The...

The Singapore government
will start giving out wearable
devices that use Bluetooth to
track people's...

MANILA - The National Privacy
Commission said Wednesday it
would look into local contact
tracing app...

Back in April, Nintendo said
that 160,000 accounts have
been compromised. It looks
the actual number...
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DPEX COMMUNITY - STAY CONNECTED

Linkedin
Data Protection Officer (DPO) Support Group —

.
Cinaannrn
Join the conversation with the 489 professionals in this

group Request to join

Group admins

Connections in this group See all

Kevin Shepherdson,
Kevin Shepherdson, CIPP(A),CIPM,CIPT, FIP, Hwee CIPP(A) CIPM,CIPT, FIP

(o]
(@ Ling Chen, and 1 other person you know are in this +1st Owner

group CEOQ at Straits Interactive Pte Ltd

About this group

QianLiL. 2nd Manager

[ Consultant, Sales at Straits
«"# nteractive Pte Ltd

Singapore I1s one of the few countries in the world where an
appointment of a DPO Is a legal requirement. Have you been
appointed as a DPO?

This group was set up by Straits Interactive "for DPO practitioners BY
practitioners" to support the DPO community in Singapore. The
objective Is to:

* Provide guidance on the role of a DPO

* Share best practices

* Increase the competence of DPOs

* Allow DPOS to network with one another

Facebook

Facebook — Straits Interactive

i Like #” Share # Suggest Edits

Posts

Straits Interactive
Yesterday at 17:46 - Q@

For those within the SG jurisdiction, clarification from the ministry.

Straits Interactive
@Straitsinteractive
Home

Posts

Videos

Photos

About

Community

Create a Page

STRAITSTIMES.COM
Janil outlines conditions when personal data is disclosed
An individual's personal details will be disclosed only if they are...

[ 1 share

oY Like (J comment &> Share

¥ Straits Interactive
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THANK YOU!

Please refer any queries to
For courses: courses@straitsinteractive.com
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