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About Straits Interactive
Straits Interactive enables 
“Trusted businesses & Responsible 
marketing.”

We help organisations achieve systematic 
Data Privacy & GRC (Governance, Risk 
Management & Compliance) so as to build 
trust with customers…

Through:
•People  (Training, Certification)
•Process  (Advisory, Audit & Policy Automation 
Services)
•Systems (Integrated GRC & Data Privacy)

Our Offices



Malaysia
RM 500,000 
Up to 3 years jail

Singapore
Up to S$1 million.
$10k per DNC breach 
Legal Proceedings

European Union 
Up to 4% of global annual 
turnover for companies
Euro 10m-20m

Data Privacy – DATA PROTECTION LAWS

Australia
Up to A$1.7 million 
for each breach

Hong Kong
Fines  - HK$500k – 1m 
and 3 to 5 years jail 

India
fine of up to INR 
500,000 or up to 3 
years jail or both 

Philippines
1-3 years jail 
unauthorized 
disclosure (up to Php 
1m fine)
3 to 6 years jail –
sensitive data breach 
(up to Php 4m fine)

Indonesia

Thailand

New Laws

IndiaTaiwan
Up of five years jail in 
addition to or instead of 
fines of up  NT$500k- 1m 
(sensitive data)
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Countries with Comprehensive Laws 
covering the public sector

Philippines 
DPA 

(2012)

Thailand 
PDPA 

(2020 May)
(Enforcement 

postponed 
2021)

Indonesia 
PDP Bill 

(end 2020*)

Malaysia 
PDPA 
(2010)

Upcoming amendments

Singapore 
PDPA 
(2010)

China 
Draft Law
(end 2020)

New Data Protection Laws or 
amendments in the region

India 
DP Bill

(end 2020)



Data Privacy Operational Compliance
2 Important Life Cycles

The Information Lifecycle Compliance Framework
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What are the risks?
What is required under data 
protection laws?
Who needs to get involved?
How do we go about 
complying?

Key Questions - Management Questions 
…That need to be answered



What are the Risks?
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Social Media

Internet of 
Things

Artificial Intelligence

Big Data

Block Chain

Cloud 
Computing
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Implications of a Connected World



http://www.zerohedge.com/news/2013-08-01/what-google-knows-about-you
13Copyrights of Straits Interactive Sdn Bhd



Information Life-Cycle

Rules Rules

Rules Rules

PERSONAL 
DATA

What is Required Under the PDPA?



INFORMATION
LIFE-CYCLE

No Consent given

Forced Consent/No choice
Prohibit Withdrawal of consent

Illegal/Unfair/Excessive Collection

Contacting individuals who 
are blacklisted/opt-out or in 
DNC Registry 

Unsecured collection

Unauthorized secondary 
purpose

Misleading purpose

Illegal / inappropriate use

Inaccurate/outdated data

Invasion of privacy/ analytics

Sale of Data

Negligent Usage / Misuse
Error in processing

No notification of purposes 
Purpose not clearly specified 

Tracking of usage / surveillance

Phishing/Social Engineering 
Unauthorized access to information 

Confidentiality breached 

Inadequate care and protection of 
personal data by recipient

Unsecured data 
Identity Theft Lost or misplaced 

archives / device

Unprotected 
device 

Data/Account hacked or 
compromised 

Virus/Malware attack 

Unlimited retention 

Denial of access to 
personal data 

Denial of correction to 
personal data 

Denying individual from 
exercising rights 

Improper disposal 

Unauthorised disclosure 
to third parties 

Excessive/Illegal disclosure 
Indiscreet Conversation 

Insecure Transmission 
Leakage or accidental disclosure 

Violation of cross-border rules

Misrepresentation 

What are the risks relating to personal info?

Information Life-Cycle – 40 Exposures



What is required 
under the 

Data Protection Laws?

Malaysia Personal Data Protection Act 
2010
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Retention  
Principle
(sec10)

General Principle 
(consent) (sec6(1))Access Principle

(sec12,30,31,3233,
34,35,36)

Disclosure 
Principle
(sec8)

Notice & Choice  
Principle (sec7)

Data Integrity Principle 
(sec11)Security Principle 

(sec9)

General Principle 
(Lawful Processing / 
Non Excessive 
Processing) (sec6(2))

Rights of the 
Individuals

What is Required Under the PDPA?



Root causes:
o Malicious attack (52%)
o System glitch (25%)
o Human error (23%)

2020 Cost of a Data Breach Report - Ponemon Institute
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Impact of a Data Breach
Besides fine:
• Financial losses

• Average of >US$140 per 
compromised record for 
recovery (Source: 
Ponemon Institute, 2016 
Cost of Data breach 
report)

• Loss of customers & 
business
• Trust & Confidence
• Stock price
• Potential litigation
• Brand name impacted

20



Data Breach case could have been prevented if 
the organisation had:

ü IDENTIFIED RISKS 

üCONTROLS and MEASURES to align with 

Corporate Objectives in their Data Privacy Risk 

Management exercise 
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Why Data & Privacy Breaches Happen

Failure to 
identify risks

Identified risks; 
Failure to 

implement

Identified risks; 
Implemented Yet it 

happened
Scenario 1 Scenario 2 Scenario 3

Copyright 2020 Straits Interactive



Who needs to get involved?
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Information Life Cycle

Who Needs to get involved?
Involve departments that process personal data



How do we go about complying 
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Communicating the 
internal personal data 
protection policies and 
processes

Alerting your organisation 
to any risks 

Developing good 
policies for handling 
personal data 

Create the 
Governance 

Structure

Handling queries or 
complaints; Liaising 
with the JPDP 

SUMMARY : 5 Steps to Comply
Operational Compliance

q Data Protection Assessment 
q Personal Data Inventory Map
q Personal Data Flow (CUDs)
q Baseline On-site Audit
q DPIA

q Address risks (AART)
q Information Security
q Info-sec policy
q Controls (TAP)
q Data Protection Policy

q Monitoring
q Auditing
q Communications

q Response management
q Accountability
q Preventing harm
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Data 
Protection 

Policy
Information & 

Security 
Policy

Privacy & 
Data Protection 

Notice

Consent 
Clauses in
Contracts/For
ms

Bring your Own Device Policy

3rd Party 
Outsourcing / Data 
sharing agreements

Non Disclosure 
Agreement

Confidentiality/
PDPA in 
Employment
Contracts

Document Retention 
Policy

IT Policy

Acceptable Use Policy

How to Comply?
Address gaps with Policies and Processes
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7 Mistakes Most Organisations Make

• Insufficient data protection measures
• Little or no information security practices
•Vulnerable IT infrastructure to online 
threats
• Improper training – policies not 
communicated
•Disjointed practice
•Complacency 
•Trusting third parties & poor contracts



AdHoc
Informal
Incomplete
Inconsistently 
Applied

01

Repeatable
Not fully 
documented
Do not cover 
all relevant 
aspects

02

Defined
Fully 
documented
& 
Implemented

03

Managed
Reviews are 
conducted

04

Optimized
Continuous 
Improveme
nt

05

“OPERATIONALIZED”

Privacy Maturity Model (AICPA/CICA)
Where is your organization in?

Copyright 2020 Straits Interactive
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Data Protection Solution

www.dpoinbox.com
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DPOinBox
Registration page 
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Identify Risk 
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Assessment - Regulation
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Data Mapping – Business processes



$17,000+
Average salary increase vs. 
non-certified counterparts

75,000+
Estimated # DPOs globally to 
satisfy GDPR requirements

60%
Small businesses that fail within 6 
months of a large data incident

81%
Expect minimal/no reductions to 
privacy staffing post-COVID-19

78%
Report privacy/data protection as 
a “Board-level” topic



IAPP Resources
• DPO Toolkit: https://iapp.org/resources/topics/dpo-toolkit/

• The Skillset Needed to Implement a Global Privacy Standard:  
https://iapp.org/media/pdf/resource_center/ISO_27701_whitepaper.pdf

• From Here to DPO: Building a Data Protection Officer: 
https://iapp.org/media/pdf/resource_center/From_Here_to_DPO_FINAL.pdf

•The Infosec Professional’s Guide to vital Privacy Knowledge: 
https://iapp.org/l/infosec-privacy-knowledge/

https://iapp.org/resources/topics/dpo-toolkit/
https://iapp.org/media/pdf/resource_center/ISO_27701_whitepaper.pdf
https://iapp.org/media/pdf/resource_center/From_Here_to_DPO_FINAL.pdf
https://iapp.org/l/infosec-privacy-knowledge/


Join our NEW Data Protection 
Excellence Network

www.dpexnetwork.org

ü Training Courses
ü Case Study Videos
ü Blogs
ü Discussion Forums
ü Events and MORE!!


