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Objectives
• Determine how privacy-invasive contact tracing apps are in 

ASEAN countries
• Address privacy and surveillance concerns of these users in 

the region
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Benchmarking the ASEAN Contract 
Tracing app against the GPEN survey 
parameters
In 2014 GPEN  (Global Privacy Enforcement Network) did a 
global privacy sweep that assessed:

• the types of permissions sought by mobile apps 
• whether those permissions exceeded what would be expected based 

on the app's functionality
• most importantly, how the app explained to consumers why it 

wanted the personal data and what it planned to do with it
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Android downloads



Use of Permissions
Every mobile phone has an ‘operating system’, most commonly the 
Android operating system (Google) or the iOS (Apple) operating system.  
The vast majority of mobile phones are ‘Android phones’ and they have 
two ‘permissions’ categories:

• Normal permissions: these permissions do not directly risk the user’s 
privacy 

• Dangerous permissions: these permissions give the app access to the 
user’s personal data in their mobile phone, such as contacts and SMS 
messages, as well as certain system features, such as the camera. 

Privacy laws do not allow the relevant personal data to be collected, 
used or disclosed unless the user gives explicit consent by ‘accepting’ 
the request for permission to do so.  
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Permissions Bad Good
Device & app history

● Read sensitive log data

● Retrieve system internal state

● Read your web bookmarks and 
history

● Retrieve running apps

● Ability to read read sensitive log data.

● Other apps may store usernames and 
passwords in them — in plain text. 

● Anything that says it’s “sensitive” 
should be a tip-off. 

● This permission allows an app to read 
log data from other apps to perform a 
certain function.

Identity

• Find accounts on the device

• Read your own contact card 
(example: name and contact 
information)

• Modify your own contact card

• Add or remove accounts

● The app may discover all your Google 
Accounts and, together with other 
profile information, allow a hacker to 
abuse the information.

● Allows app to  prepopulate your email 
address, first name, last name and 
phone number from your contact card 
during registration. 

● If user has Google Sign-In or a Google 
Wallet account on the device, the app 
can also use these permissions to 
prepopulate the email address. 

● Also used for signing in using  Google+ 
account and to pay using Google 
Wallet. 
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Permissions Bad Good
Phone
● directly call any phone numbers

● read call log

● read phone status and identity

● re-route outgoing calls

● write call log

● An app that asks to read your call log 
can now gain permission to reroute 
outgoing calls and make phone calls 
without asking you.

● The app requests access to make 
phone calls directly from the app -
useful in situations such as a Taxi App.

Camera

• take pictures and videos
● An app that has permission to take 

pictures and videos (for example, a 
camera app) can now gain the 
permission to record audio. 

● The app could listen to you when you 
use other apps or when your device’s 
screen is off.

● The App lets individuals use the 
phone's camera to take photos (e.g. 
real estate) or scan (e.g. credit card) 
instead of manually typing in your 
payment information that will be sent 
to the server of the service. 

● Apps that need mic would use the 
voice recognition feature.

Microphone
● record audio
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Permissions Bad Good
Calendar

● add or modify calendar events and 
send email to guests without 
owner’s knowledge

● read calendar events plus 
confidential information

● Can read all your appointments where 
many items could be private and 
confidential. Those with malicious 
intent could even modify or delete 
entries.

● If app includes calendaring function, 
you can conveniently add an 
appointment or follow-up on one.

SMS

● edit your text messages (SMS or 
MMS)

● read your text messages (SMS or 
MMS)

● receive text messages (MMS)

● receive text messages (SMS)

● send SMS messages

● An app that only needs to receive text 
messages can now gain the permission 
to send SMS messages in the 
background, potentially also costing 
you money.

● When signing for a service, a company 
may send a 4-digit verification code, 
via SMS, to the mobile number.  The 
"Receive SMS" permission allows the 
app to look for that incoming SMS 
message and automatically verify that 
the service has the correct mobile 
number.
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Permissions Bad Good
Photos/Media/ Files

● read the contents of your USB 
storage

● modify or delete the contents of 
your USB storage

● The app can read the contents of your 
USB storage or SD card. It  can also 
format your entire external storage 
device.

● Certain functions (mapping or image 
libraries) in the app use these 
permissions to allow the relevant map 
data, image, document (e.g. loan 
agreement) to be saved to your 
phone's external storage, like SD cards. 
By saving data locally, your phone 
doesn't need to re-download the same 
data every time you use the app.

Storage

● read the contents of your USB 
storage

● modify or delete the contents of 
your USB storage

Location

● approximate location (network-
based)

● precise location (GPS and network-
based)

● The app can now gain permission to 
track your exact location with your 
device’s GPS. / Fine GPS Location & 
Coarse Network-based Location: The 
former can identify your location 
within several feet, the latter within a 
block or so.

● If the app has nothing to do with geo-
location, it’s probably reporting where 
you are to an ad server somewhere. 

● Allows app to facilitate pick up (ride 
sharing), trip history in receipts, 
calculate distance between two points, 
locate e.g. ATMs.

● Perfectly legitimate when the app in 
question has a mapping utility 
function.
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TraceTogether Review
Kevin Shepherdson (FIP, CIPP/E, CIPP/A, CIPM, CIPT, GRCP)

Lyn Boxall (FIP, CIPP/E, CIPP/A, CIPM, GRCP, GRCA)



Objectives of TraceTogether
The objectives of the TraceTogether app are to:

• allow users to ‘proactively help’ in contact 
tracing (by downloading the app and 
consenting to participate in the contact tracing 
process)

• support ongoing COVID-19 preventative efforts 
by speeding up and simplifying contact tracing 
while simultaneously making it more thorough
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• User downloads the app and registers their 
mobile phone number.

• The app assigns a random anonymised User ID to 
the user’s mobile phone to identify it uniquely –
for example, 9I8VPeQeWDofj39c8dPySoUXLqh2.

• A Temporary ID is generated by encrypting the 
User ID.

• User’s mobile phone uses short-distance 
Bluetooth signals to exchange the Temporary ID 
of their own mobile phone with the Temporary 
ID of any other user  in ‘close proximity’.

• ‘Close proximity’ information is stored in the 
mobile phone of the TraceTogether app user for 
21 days on a rolling basis.
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How TraceTogether works
• The next stage happens only if:

o a user of the TraceTogether app falls ill with COVID-19 
or

o the mobile phone of a user is found to have been in 
‘close proximity’ with a COVID-19 case) 

• MOH decrypts the user’s Temporary ID, revealing their 
User ID and phone phone number to MOH.

• MOH will seek the user’s consent to share their ‘close 
proximity’ information for the past 21 days with MOH.

• The user (like anyone else linked to infected cases) is 
required by law to assist in contact tracing irrespective of 
whether the individual uses the TraceTogether app.  

• If they refuse to do so they may be prosecuted under the 
Infectious Diseases Act.
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• Privacy statement clearly 
states how personal data is 
processed. 

• ”We store Limited data” –
Mobile Phone number and 
random anonymised User ID. 

• Addresses concerns about 
data in phone and other 
phone identities.

Privacy Notice



Overview of Permissions Used

15

Dangerous permissions used in TraceTogether
Photos/Media/ Files ● read the contents of your USB storage

● modify or delete the contents of your USB storage

Storage ● read the contents of your USB storage

● modify or delete the contents of your USB storage

Location ● approximate location (network-based)

● precise location (GPS and network-based)

Normal Permissions ● receive data from Internet

● access Bluetooth settings

● full network access

● prevent device from sleeping

● view network connections

● pair with Bluetooth devices

● run at startup



Use of Permissions

Photos/Media/Files/Storage
• We can see that TraceTogether seeks permission to:
• modify or delete the contents of the USB storage in a user’s mobile 

phone
• read the contents of a user’s USB storage in their mobile phone

Justification:  permissions are sought so that the app can store 
‘close proximity’ information for 21 days on a rolling basis.  This 
means that the ‘close proximity’ information can be read if it 
becomes necessary to trace the user’s contacts. 
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Use of Permissions

Photos/Media/Files/Storage
The privacy statement in the TraceTogether app says that:

• ‘Data about phones near you is stored only on your phone.  If a user 
gets infected with COVID-19, he/she has the option to give MOH 
access to his/her TraceTogether data.’

• ‘When you grant MOH access to your TraceTogether data, this data 
will be used solely for contact tracing of persons possibly exposed to 
COVID-19.’  
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Use of Permissions
Location
According to the privacy statement for the TraceTogether app:

• ‘TraceTogether uses Bluetooth to approximate your distance to other 
phones running the same app.  We do not collect data about your GPS 
location. Neither do we collect data about your WiFi or mobile 
network.’

The statement about location is inconsistent with the permissions listed 
(for which consent is sought by the app when downloading it):

• approximate location (network-based)
• precise location (GPS and network-based)
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Use of Permissions
Location

• This inconsistency arises because: 
oLocation permissions are mandatory when Bluetooth technology is used 

on an Android phone.  
o It is an outcome of how the Bluetooth technology works - the location 

permission is required so that ‘close proximity’ information can be 
collected.

• Confirmation that the app does NOT collect and store the location 
data used in relation to the ‘close proximity’ information.  

• Neither the privacy statement nor the help documentation make 
this clarification, which could be confusing to a non-technical user.
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Singapore
PRIVACY COMMUNICATIONS TraceTogether
Apps with concerns regarding pre-
installation privacy communications No Issues
Apps with excessive permissions based on 
sweeper’s understanding of app’s 
functionality

No Issues

Apps with privacy communications not well 
tailored to small screen

No Issues
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OVERALL PRIVACY MARKS TraceTogether

0 = No privacy information, other than permissions
1 = Privacy information not adequate; sweeper does 
not know how information will be collected, used and 
disclosed
2 = Privacy information somewhat explains the app’s 
collection, use and disclosure of personal 
information; however, sweeper still had questions 
about certain permissions
3 = Privacy information clearly explains how app 
collects/uses/discloses personal information; 
sweeper is confident in his/her knowledge of app’s 
practices

Yes
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MyTrace Malaysia Review
Ben Shepherdson (CIPM, Infosec & GDPR (Exin), GRCP)



Objectives of MyTrace
The objectives of the MyTrace app are to:

• Help the health authority to manage the 
COVID-19 outbreaks. MyTrace adopts a 
community-driven approach where 
participating devices exchange proximity 
information whenever an app detects 
another nearby device with MyTrace
installed. 

• The app enables identification of people who 
have been in close proximity to an infected 
person.
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• User downloads the app and registers their mobile phone 
number assisted with an OTP 

• The app assigns a Unique User ID to the user’s mobile 
phone to identify it

• User’s mobile phone uses short-distance Bluetooth signals 
to exchange participating devices proximity information 
whenever an app detects another nearby device with 
MyTrace installed

• ‘Close proximity’ information is stored in the users mobile 
phone of the MyTrace app user for 21 days on a rolling 
basis.

24
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How MyTrace works
• Data collected will be stored and processed 

only by the MOH officers.

• When a user is identified to be a COVID-19 
positive, the MOH officer will initiate a 
process to upload the data from the user’s 
smartphone to  a secured database managed 
by the MOH

• MOH will contact the user via phone call and 
SMS. User will require to provide the unique 
verification code  to MOH Officer.
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• Privacy statement does not 
state how personal data is 
processed. 

• No specific information 
relating to mobile app 
permissions

• In the app under the FAQs 
page, the app informs user 
that the “data collection and 
the usage in this app will be in 
accordance with the 
government’s information 
security standards”

• App does not notify user or 
ask for user consent for use of 
permissions.

Privacy Notice



Overview of Permissions Used
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Dangerous permissions used in MyTrace
Device & app history ● retrieve running apps

Photos/Media/ Files ● read the contents of your USB storage

● modify or delete the contents of your USB storage

Storage ● read the contents of your USB storage

● modify or delete the contents of your USB storage

Location ● approximate location (network-based)

● precise location (GPS and network-based)

Normal ● receive data from Internet

● view network connections

● pair with Bluetooth devices

● access Bluetooth settings

● full network access

● run at startup

● prevent device from sleeping



Use of Permissions
Device & App History
We can see that MyTrace seeks permission to:
• retrieve running apps

No indication of the reason in Privacy notice and FAQs.
The presumption here is that the reason for this permission is 
to check on the version to ensure the app functions properly 
and whether an update is required. 
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Use of Permissions
Photos/Media/Files/Storage
We notice that MyTrace seeks permission to:

• modify or delete the contents of the USB storage in a user’s mobile phone
• read the contents of a user’s USB storage in their mobile phone

Justification:  permissions are sought so that the app can store 
‘close proximity’ information.  This means that the ‘close proximity’ 
information can be extracted if it becomes necessary to trace the 
user’s contacts. There is no mention of retention period in the app 
or privacy notice.
*based on an interview with BFM and the minister on May 8, information is 
stored for 21 days
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Use of Permissions
Photos/Media/Files/Storage
The FAQs in the MyTrace app says that:

• ‘Data about phones near you is stored only on your phone.  If a user 
gets infected with COVID-19, he/she will be contacted by MOH to 
provide MOH access to his/her MyTrace data.’ This is done via MOH 
providing a matching unique verification code with the user’s device. 

• ‘When you grant MOH access to your MyTrace data, this data will be 
used solely for contact tracing of persons possibly exposed to COVID-
19.’  
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Use of Permissions
Location
According to the app and FAQ for the MyTrace app:

• ‘MyTrace uses Bluetooth via Relative Signal Strength 
Indicator(RSSI) and your approximate distance to other 
phones running the same app.  

Under permissions, Location information is used. For 
Bluetooth technology to work, the location permission is 
required so that ‘close proximity’ information can be 
collected.
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Malaysia 
PRIVACY COMMUNICATIONS MyTrace
Apps with concerns regarding pre-
installation privacy communications

Yes. There isn’t any communications about the privacy 
concerns i.e. permissions. 

Apps with excessive permissions based on 
sweeper’s understanding of app’s 
functionality

Potentially Yes – relative to the purpose. Device Apps & 
Device permissions allows app to identify all apps 
running in the background. Privacy notice doesn’t 
clarify.

Apps with privacy communications not well 
tailored to small screen

Once installed, privacy communications are well 
informed ie permissions are clearly mentioned but not 
reflected in privacy Notice
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OVERALL PRIVACY MARKS MyTrace

0 = No privacy information, other than permissions

No. There is no information in 
privacy notice as well as terms 

and conditions.
1 = Privacy information not adequate; sweeper does 
not know how information will be collected, used and 
disclosed
2 = Privacy information somewhat explains the app’s 
collection, use and disclosure of personal 
information; however, sweeper still had questions 
about certain permissions
3 = Privacy information clearly explains how app 
collects/uses/discloses personal information; 
sweeper is confident in his/her knowledge of app’s 
practices
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PeduliLindungi Review
Andi Pramawijaya Sar 
(Master candidate in Data Protection)



Objectives of PeduliLindungi
The objectives of the PeduliLindungi app are to:

• stop the transmission of COVID-19 in Indonesia 
(conduct health surveillance by means of tracking, 
tracing, warning and fencing)

• bolster contact-tracing effort to track down cases and 
suspected patients - it relies on concern and 
community participation to share location data with 
each other while travelling so that tracing of the 
contact history with sufferers of COVID-19 can be 
done
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• User downloads the app and registers their complete name and 
mobile phone number.

• The app will ask the user’s consent to activate his/her mobile 
phone’s Bluetooth and Location information.

• When a user is in the vicinity of another user whose data has been 
uploaded to PeduliLindungi, the app enables an anonymous 
exchange of identities – the anonymous IDs data will be stored 
within a vulnerable period of 14 days.

• If a user is found to have been in close proximity with confirmed or 
suspected cases under surveillance, the app will identify them.

• For example, a user with COVID-19 is confirmed by the health worker. 
According to the Terms and Conditions, the system will search the 
anonymous IDs  that have been recorded in ‘close proximity’ within the 
last 14 days. Therefore, health-workers can inform other app users who 
who had been in contact with the infected person.

• In short, this contact history information will be used to conduct tracing 
when one of the users is tested positive for COVID-19

36
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How PeduliLindungi works
The app will only give a notification if:

• The user is identified as being in a crowded area, i.e. is in 
the same place as several other users that have been 
actively using the app (based on zones).

• The user enters a certain zone:
o The red zone is the area that has been recorded that someone 

is positively infected with Covid-19 or there is a patient under 
surveillance (PDP).

o Yellow zone is an area that has been recorded that there are 
people being monitored (ODP).

o Green zone is an area that has been recorded that there are no 
PDP, ODP, or infected covid-19 cases.

• The app also tracks users under self-quarantine status – if 
the user is out of the quarantine or isolation zone.

37



38

Privacy statement does not clearly 
state how personal data is 
processed. It just says:
• “PeduliLindungi respects the user’s 

privacy. 
• The user data will be encrypted and 

not be disclosed to any other party. 
• The user data can only be accessed 

if he/she is likely to have been 
infected with COVID-19 and require 
immediate medical attention,”

• No other explanation

However, once the app has been 
downloaded, under the terms and 
conditions, it will tell generally how the 
personal data is processed 

Privacy Notice



Overview of Permissions Used
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Dangerous permissions used in PeduliLindungi
Location ● precise location (GPS and network-based)

● approximate location (network-based)

Photos/Media/ Files ● read the contents of your USB storage

● modify or delete the contents of your USB storage

Camera ● take pictures and videos

Storage ● read the contents of your USB storage

● modify or delete the contents of your USB storage



Overview of Permissions Used
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Dangerous permissions used in PeduliLindungi
Normal • receive data from Internet

• full network access
• prevent device from sleeping
• run at startup
• access Bluetooth settings
• view network connections
• pair with Bluetooth devices



Use of Permissions
Location
According to the privacy statement for the PeduliLindungi app:

• ‘PeduliLindungi is intended to conduct health surveillance… (It relies on 
concern and community participation to share location data with each 
other while travelling so that tracing of the contact history with 
sufferers of COVID-19 can be done).

• This is used to identify if users are in certain specific zones. 
• The app asks for consent for location and Bluetooth permission. 
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Use of Permissions
Photos/Media/Files/Storage

• We can see that PeduliLindungi seeks permission to:
• modify or delete the contents of the USB storage in a user’s mobile phone
• read the contents of a user’s USB storage in their mobile phone

Justification:  permissions are sought so that the app can store ‘close 
proximity’ information for the last 14 days.  This means that the ‘close 
proximity’ information can be read if it becomes necessary to trace the 
user’s contacts. 
• The privacy notice indicates that the data will be deleted after COVID19 

period ends.
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Use of Permissions

Photos/Media/Files/Storage
The privacy statement in the PeduliLindungi app says that:

• ‘The user data will only be accessed if the user is deemed to be at 
risk of infection’.

• ‘It means that this data will be used solely for contact tracing of 
persons possibly exposed to COVID-19.’  

• However, it is unclear how user will share that data with the 
government if there is an infected case (i.e. no upload button)
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Use of Permissions
Camera

• PeduliLindungi seeks permission to:

• Take pictures and videos

Justification: In certain public space, certain information could be made available may 
require a QR code scan web site URL (which is not clearly stated in either the privacy 
statement or terms and conditions). This is only applicable to overseas visitors at the 
immigration gate and for those participating in rapid COVID19 tests.

There may be considered excessive given that the objective of the apps is specifically for 
contact tracing purposes. (There are already other QR code apps that can be used)
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Indonesia
PRIVACY COMMUNICATIONS PeduliLindungi
Apps with concerns regarding pre-
installation privacy communications No Issue
Apps with excessive permissions based on 
sweeper’s understanding of app’s 
functionality

Yes, there are excessive permissions requested within 
PeduliLindungi (as explained)

Apps with privacy communications not well 
tailored to small screen

Yes, it is not tailored to the small screen. Information provided 
cannot be read properly.
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OVERALL PRIVACY MARKS PeduliLindungi

0 = No privacy information, other than permissions
1 = Privacy information not adequate; sweeper does 
not know how information will be collected, used and 
disclosed
2 = Privacy information somewhat explains the app’s 
collection, use and disclosure of personal 
information; however, sweeper still had questions 
about certain permissions

Yes

3 = Privacy information clearly explains how app 
collects/uses/discloses personal information; 
sweeper is confident in his/her knowledge of app’s 
practices
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Bluezone Review
Ng Quan Cheng 

Photos taken from bluezone.gov.vn/bluezone.ai - Modified



Objectives of Bluezone
The objectives of the Bluezone app are to:

• 'protect' and 'bring life back to normal' against 
COVID-19 pandemic

• 'minimizing the spread of the virus to the 
community' by alerting if you had 'close 
contact’ with people who are infected

• allow user to learn whether he/she had close 
contact with new case of infection or not simply 
by accessing the app
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How Bluezone works



How Bluezone works
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Initiating Manual Scan Nearby Bluezone User History View

User has the option 
to scan who else 
might be using the 
same app around 
them

While this may be 
intended to 
encourage 
participation, it might 
cause concerns for 
users worried about 
their own privacy.
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Privacy Notice
Bluezone App
• There is no privacy notice.
• However, FAQ is used to address some

privacy concerns
• Permissions required during Installation
• What does it, or does it not, collect
• Why it is necessary
• Did not specify how long the data is 

stored
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Privacy Notice
Bluezone App
• Detailed Data Privacy and functions of the 

app are found in whitepapers for 
developers instead.

URL - https://bit.ly/BluezoneWPEN



Overview of Permissions Used
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Dangerous permissions used in Bluezone
Photos/Media/ Files ● read the contents of your USB storage

● modify or delete the contents of your USB storage

Storage ● read the contents of your USB storage

● modify or delete the contents of your USB storage

Location ● approximate location (network-based)

● precise location (GPS and network-based)

Normal ● receive data from Internet

● access Bluetooth settings

● full network access

● prevent device from sleeping

● view network connections

● pair with Bluetooth devices

● run at startup



Use of Permissions
Photos/Media/Files/Storage
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Justification:
Permissions are sought so that the app can store 
‘close contact’ information.  This means that 
history of ‘close contact’ information can be 
extracted by authorities for contact tracing 
purposes.

It is unclear how a user 
will share that data with 
the government if there 
is an infected case (i.e. 
no upload button)



Use of Permissions
Photos/Media/Files/Storage
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Mentioned in Bluezone FAQ:
• Explained why the permission is requested
• What and how the data is collected
• Did not mention retention period of data stored

Extracted information from bluezone.ai



Use of Permissions
Location
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Mentioned in Bluezone FAQ:
• Explained why the permission is requested
• App does not collect or use user location
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Vietnam
PRIVACY COMMUNICATIONS Bluezone
Apps with concerns regarding pre-
installation privacy communications Yes No reference to mobile permissions being used
Apps with excessive permissions based on 
sweeper’s understanding of app’s 
functionality

No Issues

Apps with privacy communications not well 
tailored to small screen

No Issues
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OVERALL PRIVACY MARKS Bluezone

0 = No privacy information, other than permissions
1 = Privacy information not adequate; sweeper does 
not know how information will be collected, used and 
disclosed
2 = Privacy information somewhat explains the app’s 
collection, use and disclosure of personal 
information; however, sweeper still had questions 
about certain permissions

YES. 

3 = Privacy information clearly explains how app 
collects/uses/discloses personal information; 
sweeper is confident in his/her knowledge of app’s 
practices
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Mor Chana Review
Loke Qian Li (FIP, CIPP/A, CIPM, GRCP)

Sarah Wang Han (PhD candidate, LLM,LLB)



Objectives of Mor Chana
The objectives of the Mor Chana app are to:

• allow users to have self-observation to assess 
their coronavirus infection risk

• provide an infection alert and essential 
information necessary to screen infected or at-
risk persons

• assist health authorities in tracking users in 
close contact with infected people and prevent 
transmission among healthcare workers*.
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Source: Bangkok Post



• User downloads the app and registers.
• Upon registration, user is asked to take a 

photo of himself, user can voluntarily 
provide a phone number. If a phone 
number is provided, a healthcare 
professional may contact the user.

• The user is required to complete four self-
assessment questions to determine the risk 
of being infected with the coronavirus.

• The result is then classified into four levels 
of risk indicated by four different colours.

• The app also assigns a QR code indicating 
the risk level of a user. 
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How Mor Chana works



How Mor Chana works
• When the data size reaches a critical mass for 

data analytics to be performed, the app may 
adjust the risk level for a user by changing the 
colour.

• User may be asked by the authorities to share 
their records stored in their phones as part of 
contact tracing investigations.

• The app uses GPS and Bluetooth to track 
contact history.

• User can use the app to identify locations or 
areas of potential risks.
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• Detailed Privacy Statement for 
MorChana app available on DGA 
website.

• The privacy statement available via 
the app on PlayStore/App Store is 
directed to the general DGA privacy 
statement.

• The DGA-specific privacy statement 
is available via the MorChana page 
on the DGA website.

• It is only available in Thai.

• The privacy statement is displayed 
upon starting the app for the first 
time.

Privacy Notice

Source: Digital Government Development Agency (DGA)
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• Privacy statement clearly 
states how personal data is 
processed and what 
personal data is being 
collected. 

• Addresses concerns about 
retention period: “Within 30 
days after the end of 
COVID-19 pandemic…, we 
will erase, destroy or 
anonymize your personal 
data…”.

• Allows data subject to 
request for deletion on 
reasonable grounds.

Privacy Notice



Overview of Permissions Used
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Dangerous permissions used in Mor Chana
Photos/Media/ File

Storage

● read the contents of your USB storage

● modify or delete the contents of your USB storage

Wi-Fi Connection
Camera

● View Wi-Fi connections

● To take pictures and videos

Location ● approximate location (network-based)

● precise location (GPS and network-based)

● access extra location provider commands
Normal Permissions ● receive data from Internet

● access Bluetooth settings

● full network access

● prevent device from sleeping

● view network connections

● pair with Bluetooth devices

● run at startup



Overview of Permissions Used
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Dangerous permissions used in Mor Chana
Device & app history ● Retrieve running apps

Phone ● Read phone status and identity

Device ID & call information ● Read phone status and identity

Motion and fitness activity ● Control vibration



Use of Permissions
Photos/Media/Files/Storage/Camera

We can see that Mor Chana seeks permission to:
• read the contents of a user’s USB storage in their 

mobile phone
• modify or delete the contents of the USB storage in 

a user’s mobile phone

Justification:
For user to take or upload a selfie during 
registration.
The privacy statement states that this will not be 
sent from the phone.
However, we feel that this is not necessary –
given that the purpose is for contact tracing.
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It is unclear how user will 
share that data with the 
government if there is in 
infected case (i.e. no upload 
button)



Use of Permissions
Phone device information and app history
Device ID and Call Information
Phone

• Retrieve running apps
• Read phone status and identity

Justification
No clear purposes stated in Privacy Statement.
This is excessive to the purpose
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Use of Permissions
Location/Contact data via GPS and Bluetooth

• Approximate location (network-based), Precise location (GPS and 
network-based), access extra location provider commands

• Pair with Bluetooth devices, access Bluetooth settings

Justification
To determine whether user has been in close proximity with an 
infected individual or area
Not explained explicitly in Privacy Statement, but prompted in-app 
to ask for user consent
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Thailand
PRIVACY COMMUNICATIONS Mor Chana
Apps with concerns regarding pre-
installation privacy communications

No Issues

Privacy policy and permissions are easily accessible via 
GooglePlay/App store/In-App

Apps with excessive permissions based on 
sweeper’s understanding of app’s 
functionality

Yes, there are excessive permissions requested within 
Mor Chana (e.g. Camera, Phone, Device ID)

Apps with privacy communications not well 
tailored to small screen

No Issues
Font size is reasonable and layout is clean
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OVERALL PRIVACY MARKS Mor Chana

0 = No privacy information, other than permissions
1 = Privacy information not adequate; sweeper does 
not know how information will be collected, used and 
disclosed
2 = Privacy information somewhat explains the app’s 
collection, use and disclosure of personal 
information; however, sweeper still had questions 
about certain permissions

Yes

3 = Privacy information clearly explains how app 
collects/uses/discloses personal information; 
sweeper is confident in his/her knowledge of app’s 
practices
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Conclusion

The team behind the Mor Chana app has demonstrated an 
intention to integrate data protection considerations in its 
design. However, some permissions do not seem justified.

In addition, the data user intends to further process this 
data set using analytics. Hence, we recommend a DPIA be 
conducted and the independent committee be consulted 
before execution.
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StaySafe.ph Review
Edwin Concepcion (FIP, CIPP/E, CIPM, CIPT, GRCP)



Objectives of StaySafe.ph
The objectives of the StaySafe.ph app are to:

• Community driven contact tracing - allow users to 
contribute to the national level tracing of COVID-19 
by using StaySafe.ph in own communities (by 
registering or downloading the app).

• Health condition reporting – users reporting their 
health conditions and also give tips on what to do 
when one starts experiencing COVID-19 symptoms.

• Social distancing system – maintain social distance 
by reminding to keep distance from communities 
with COVID-19 cases by allowing users to scan 
areas for COVID-19 status
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Privacy Notice: 

Interagency Task Force (IATF-EID) on Management of 
Emerging Infectious Diseases and National Task Force (NTF) 
on COVID-19. The NTF is the Data Controller. Multisys 
Technologies Corporation as the developer of the website is 
the Data Processor.



• User downloads the app and register his or her 
mobile phone number. Registration will be 
confirmed via an OTP. 

• The user can provide name, age, location, 
gender, photo, company name.

• The user is assigned a QR code generated by 
the app

• User’s can turn on mobile phone Bluetooth 
signals (option).

• User’s ‘can turn on location (option).
• App retains the information - “for as long as 

necessary unless you request the deletion of 
your information, after which these will be 
securely deleted. However, we may retain your 
information when required by law”.
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How StaySafe.PH works



How StaySafe.PH works
• The next stage happens only if:

o a user reports his or hear health condition (can include 
family members)

o a user scans the area for COVID-19 status of other users
o the app provides COVID-19 “status update” of scanned area

• StaySafe.ph collects reported health condition and provide user 
with basic medical information and the recommended actions of 
the DOH based on your condition.

• StaySafe.ph uses geolocation, when enabled by the user, to 
facilitate contact tracing. The system uses the built-in Bluetooth 
signals in the mobile phones of users, which allows them to 
exchange IDs with anonymity, encrypted on the devices.

• StaySafe.ph uses the information to compile reports added to 
the “heatmap” dashboard of the admin.

• The national government is given “Super Admin” access with a 
dashboard that can track COVID-19 cases on a national level.
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• Privacy information somewhat 
explains the app’s collection, use and 
disclosure of personal information; 
however, sweeper still had questions 
about certain permissions

• Personal data is retained “for as long 
necessary”. 

• StaySafe.ph “Privacy notice” is 
somewhat confusing.

• Multisys Technologies Corporation 
(develop and data processor) 
provided a narrative in their own 
website - All-in-one: Eight elaborate 
features of contact tracing platform 
StaySafe.ph
https://www.multisyscorp.com/news/all
-in-one-eight-elaborate-features-of-
contact-tracing-platform-staysafeph

• Multisys Technologies Corporation 
has no “privacy notice” on its website

StaySafe.PH Privacy Notice

https://www.multisyscorp.com/news/all-in-one-eight-elaborate-features-of-contact-tracing-platform-staysafeph


Overview of Permissions Used
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Dangerous permissions used in StaySafe.PH

Photos/Media/ Files ● read the contents of your USB storage
● modify or delete the contents of your USB storage

Storage ● read the contents of your USB storage
● modify or delete the contents of your USB storage

Location ● approximate location (network-based)
● precise location (GPS and network-based)

Camera ● Takes pictures and videos
● Scan QR code

Normal ● receive data from Internet
● access Bluetooth settings
● full network access
● Via network connections
● prevent device from sleeping
● view network connections
● pair with Bluetooth devices
● run at start-up
● control vibration
● may update to StaySafe.PH



Use of Permissions
Photos/Media/Files/Storage

• We can see that StaySafe.PH seeks permission to:
• modify or delete the contents of the USB storage in a user’s 

mobile phone
• read the contents of a user’s USB storage in their mobile phone

Justification:  
• Permissions are sought so that the app can store 

‘close proximity’ information. This means that the 
‘close proximity’ information can be read if it 
becomes necessary to trace the user’s contacts. 

• The health reports submitted is also added to the 
“heatmap” dashboard of the admin—an analytics 
feature that shows the areas with worsening or 
improving rate of COVID-19 cases.
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Use of Permissions
Photos/Media/Files/Storage
The privacy statement in the StaySafe.PH app 
says that:

• We collect your information to enable you to 
report your (including family members you 
register) health condition and provide you with 
basic medical information and the recommended 
actions of the DOH based on your condition.

• Multisys Technologies  Corporation provides 
more details on StaySafe.ph mobile application 
on the contact tracing, scan area features - “The 
mobile app has a contact tracing feature that 
determines when a user’s phone is near another 
that has also installed the app. The system uses 
the built-in Bluetooth signals in the mobile 
phones of users, which allows them to exchange 
IDs with anonymity, encrypted on the devices”. 
https://www.multisyscorp.com/news/staysafeph-
mobile-application-with-contact-tracing-scan-
area-features-now-on-google-play
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https://www.multisyscorp.com/news/staysafeph-mobile-application-with-contact-tracing-scan-area-features-now-on-google-play


Use of Permissions
Location
According to the privacy statement for the StaySafe.ph app:

• Your location, when enabled by you, is collected to 
facilitate the Government in contact tracing. 

• StaySafe.ph privacy statement does not say anything 
specific how it use device Bluetooth feature

• Provides separate explanation on Multisys Technologies 
Corporation website. 

The statement about location is inconsistent with the 
permissions listed (for which consent is sought by the app 
when downloading it):

• approximate location (network-based)
• precise location (GPS and network-based)
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Use of Permissions
Location

• This inconsistency arises because: 
o Location permissions are mandatory when 

Bluetooth technology is used.  
o It is an outcome of how the Bluetooth 

technology works - the location permission is 
required so that ‘close proximity’ information 
can be collected.

• No confirmation that the app does NOT 
collect and store the location data used in 
relation to the ‘close proximity’ 
information.  

• The privacy statement does not make this 
clarification, which could be confusing to a 
non-technical user.
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Use of Permissions
Camera
According to the privacy statement for the StaySafe.ph app:

• When you use the StaySafe.PH website and/or the 
StaySafe.PH mobile app, the following information may also 
be obtained:

• Geolocation (if enabled), browser information (type, version, plug-ins), 
connection details (date, time, length of visit to pages, IP address), device 
information (device, operating system), activity (pages viewed, searches, 
scrolling, clicks, mouse-overs, page response time, platforms and referrers), 
page interaction information (e.g., scrolling, clicks, and mouse-overs), other 
technical details (downloads, errors) may be collected automatically;

• In Multisys website: “StaySafe.ph generates unique QR codes 
for users that can be utilized by local government units (LGUs) 
as an alternative to the traditional printed quarantine passes, 
which users may present for future health checks and contact 
tracing.” 

The statement about camera is lacking with the permissions listed 
(for which consent is sought by the app when downloading it):

• To generate and use of the QR code
• To upload photo
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Use of Permissions
Camera

• The lack of explanation does not 
provide clarity to the: 

o Necessity in generating the QR code
o It is an outcome of how the QR code 

can be utilized as quarantine pass

• The privacy statement does not 
make this clarification, which could 
be confusing to a non-technical user.
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Philippines
PRIVACY COMMUNICATIONS StaySafe.PH
Apps with concerns regarding 
pre-installation privacy 
communications

Inconsistent 
(Multisys: All-in-One)

Apps with excessive permissions 
based on sweeper’s 
understanding of app’s 
functionality

No issues

Apps with privacy 
communications not well 
tailored to small screen

No Issues
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OVERALL PRIVACY MARKS StaySafe.ph

0 = No privacy information, other than permissions
1 = Privacy information not adequate; sweeper does 
not know how information will be collected, used and 
disclosed
2 = Privacy information somewhat explains the app’s 
collection, use and disclosure of personal 
information; however, sweeper still had questions 
about certain permissions

Yes

3 = Privacy information clearly explains how app 
collects/uses/discloses personal information; 
sweeper is confident in his/her knowledge of app’s 
practices
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Comparison Among Contract Tracing Apps in ASEAN









Conclusion
• Key to understanding privacy is to examine the “dangerous” permissions at the app level 

and compare them against the specific purposes and functionalities of the App. These 
need to be consistent to what is stated in the privacy notice, terms and conditions as well 
as the help documentation.

• Singapore’s TraceTogether contact tracing app came up as least intrusive in terms of 
privacy communication permissions and topped overall privacy marks.

• Countries like Indonesia and Vietnam have not yet passed data protection laws. Hence, 
we see less focus on addressing privacy concerns.

• Better oversight is recommended when a third party app developer is being used by the 
government (which may be a case in The Philippines). A Data Protection Impact 
Assessment (DPIA) is crucial to identify privacy and security risks
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THANK YOU!
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