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Job Title		Third Sector Cyber Resilience Development Officer

Salary		Grade 5 £37,110 - £41,234 (pro rata) 

Hours		21 Hours per week 

Duration 	2 year fixed term contract

Location	Edinburgh, Glasgow or Inverness (hybrid working)

1 Introduction and background

The Scottish Council for Voluntary Organisations (SCVO) is the national membership organisation for the voluntary sector. Our vision is for a thriving voluntary sector at the heart of a successful, fair and inclusive Scotland. We champion the role of voluntary organisations in building a flourishing society and support them to do work that has a positive impact.

Our values are the foundation of how we act individually and collectively as SCVO staff members.  We are:

· Accountable and committed
· Responsive
· Supportive
· Progressive
· Bold

Cyber resilience in Scotland

Digital technology offers huge opportunities for Scotland as a modern, progressive nation. Our ability to inform and interact with citizens is being transformed by the digital world, and Scotland’s third sector is developing ambitious plans to embrace these opportunities.
But these opportunities also bring new threats and vulnerabilities that we must take action against. It is vital that our third sector organisations, large and small, understand the threat, and that they are able to take the steps to protect themselves and their clients.
Key to success will be the willingness of Scotland’s charities, businesses and public sector organisations to work in partnership to raise fundamental levels of cyber resilience across the sector. The Framework for a Cyber Resilient Scotland sets out the key actions we need to take to build our cyber resilience.

Equity, diversity, and inclusion at SCVO

SCVO is committed to building a workforce of people from a wide range of backgrounds, perspectives and experiences.  That means a workforce that includes people of different age groups, socio-economic backgrounds, faith and beliefs. People who are trans, disabled, from minority ethnic backgrounds. People who identify as lesbian, gay or bisexual or another sexual orientation. We welcome applications from individuals from all communities particularly from people with disabilities and people from ethnic minority backgrounds, currently under-represented within SCVO.  We share our interview questions in advance of interview and we offer blended and flexible working from day one of employment, including part-time working or job sharing as well as other flexible working options. If you would like a copy of SCVO’s equality, diversity and inclusion policy, please contact hr@scvo.scot

2	Job purpose

SCVO has been working with the Scottish Government over the past five years to support the development and implementation of The Framework for a Cyber Resilient Scotland. This is not a technical role. The primary purpose of the role is to bring together key stakeholders to develop a new Third Sector Action Plan and co-ordinate activities to build greater levels of cyber resilience in the sector. 

This will include:

· Reviewing the existing groups and structures to identify the most effective way to manage the development and implementation of a new Third Sector Action Plan.
· Reviewing the evidence gathered through a range of sources to identify ‘what works’ in terms of building cyber resilience in the third sector.
· Preparing a draft action plan with a coherent programme of activities and interventions, delivering support to make a measurable improvement to the third sector’s cyber resilience.
· Managing processes for implementation of the Action Plan, including co-ordinating:
· In-kind / un-resourced contributions of partner organisations
· Grant funding awarded to key strategic projects
· Open calls for grant funding to support activity
· Managing contracts to delivery specific aspects of the Action Plan.

3 Values, skills, experience, and knowledge
 
The post holder will be expected to demonstrate the following:

Knowledge
· Understanding of the importance of digital technologies for the Third Sector to be able to evolve and transform, and the impacts for organisations and individuals. 
· Understanding of cyber security and cyber resilience, in particular challenges facing the voluntary sector and ways that organisations can mitigate against these.
· Understanding of the complexity of the Third Sector eco-system. 

Experience
· Experience of working with senior stakeholders to develop partnerships, projects and/or programmes.
· Experience of managing projects and/or programmes of work.
· Experience of reviewing data and research in order to prioritise support and programme interventions.
· Experience of promoting a project, service or training opportunity and securing new partners/customers.
· Experience of managing ongoing relationships with multiple stakeholders.
· Experience in developing, organising and delivering meetings and events.

Skills
· Ability to understand specific needs of organisations and tailor support appropriately.
· Ability to communicate clearly and effectively with a wide range of people.
· Ability to communicate the concept of cyber resilience and security to non-technical audiences.
· Ability to persuade and influence stakeholders to deliver against agreed outcomes.
· Ability to curate knowledge and insight and demonstrating impact from successful projects, and to disseminate this through a range of channels. 
· Ability to take a creative and flexible approach to work.
· Proven ability to deliver to tight deadlines, as part of a team and in co-operation with a wider network of colleagues.
· Ability to effectively use a range of workplace digital technologies including social media, office 365, salesforce and wordpress.



4 Key accountabilities

· Support the recruitment and ongoing convening of a third sector cyber resilience steering group
· Research and evaluate recent initiatives to boost third sector cyber resilience, and develop a list of priority areas for consideration by the steering group
· Develop selected measures into a concrete delivery plan, and deliver work against this plan
· Monitor and report on the work as appropriate

5 Other duties

Any other general duties as may be required by the line manager.

6 Location and accountability

This role can be based in one of our three offices, with hybrid / home working options available.  

7 How to apply

Please e-mail your application to recruitment@scvo.scot by 12 noon on the closing date.  

Closing date: 
 
Interviews: 
	
8	Terms and conditions

SCVO’s salary scale has six increments.  Appointments are made on the 1st increment.  Staff move up an increment on an annual basis (unless you are involved in formal disciplinary or performance management proceedings).
10  Major terms and conditions
	
A full package of Terms and Conditions is available.  Key features include:

Salary: 				SCVO Grade 5 £37,110 - £41234 (pro rata)							(appointments are made on the 1st increment)

Contract type: 			2 year, fixed-term contract
 
Annual leave: 			28 days plus 6 public holidays (pro rata)

Pension:		SCVO offers a Defined Contribution Pension Scheme 
to its staff.  Employee contributions are 6% or 3%, SCVO contributes 9% or 4.5%.  A salary exchange option is available.

Probationary period: 		6 months

Hours: 		21 hours per week
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