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Azure Entra ID Configuration Guide

Document Metadata

Title Azure Entra ID Configuration Guide

Type Guide

Classification Public

Abstract This document provides detailed instructions on how to configure the Azure

Entra ID application for Single Sign-On (SSO) integration with our system. The
guide covers the process from application creation to assigning the necessary
permissions. Screenshots are included at each step to ensure clarity and ease
of follow-through.
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Introduction

Purpose of this Guide

The purpose of this guide is to facilitate the configuration of Azure Entra ID for SSO integration with our
system, ensuring a seamless authentication experience for users.

Overview of Single Sign-On (SSO) with Azure Entra ID

Single Sign-On (SSO) is an authentication process that allows users to access multiple applications and
services using one set of login credentials (such as a username and password). This eliminates the need for
users to log in separately to each system, simplifying the user experience and enhancing productivity.

How SSO Works with Azure Entra ID

Azure Entra ID, formerly known as Azure Active Directory (Azure AD), is Microsoft’s cloud-based identity
and access management service. In the context of SSO, Azure Entra ID serves as a trusted central
authentication point that provides access control and identity management across cloud and on-premise
applications.
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Configuration Steps on Azure

Detailed step-by-step guide for configuring the Azure Entra ID application, supported by screenshots. Each
step should be clearly described and include:

Step 1: Accessing Entra ID

Navigate to the Azure portal and log in with your credentials. Search for Microsoft Entra ID in the Azure Services
section and click on it.

= Microsoft Azure

P Search resources, services, and docs (G+/)

»

Start with an Azure free trial Manage Microsoft Entra ID Access student benefits

Welcome to Azure!

Don't have a subscription? Check out the following options.

Get 5200 free credit toward Azure products and services,  Manage access, set smart policies, and enharice security et free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services with Microsoft Entra ID. for Teaching after you verify your academic status.

Azure services

—I— 9 o Microsoft Entra ID * %i @ p:-:l- u —

Create a Microsoft Entra Quickstart Azure OpenAl Kubemetes Virtual More services
resource D Center services machines
B View
Resources Free training from Microsoft

Secure your application by using OpenlD Conn

Recent  Favorite 6 units - 50 min
Name Last Viewed
Useful links
Overview '
G ‘
.

Step 2: Create a New Application

Once you have entered the Entra ID directory, you'll find the + Add button. Select it and navigate to “App
registration”.

Home >
o Elevatus | Overview - x
+ Add v £} Manage tenants What's new S Preview features A Got feedback?
© Overview -
User > .
W e now Microsoft Entra ID. Lear more &3
Group
S o Properties  Recommendations  Tutorials
Enterprise application
Manage
App registration
& Users
Basic information
2 Groups
85 External Identities e tiEE s 01
4. Roles and administrators
Tenant ID e2a3{8c8-6ab2-464a-bafe 477044747849 [Ty Groups 1
A Administrative units
Primary domain elevatusio Applications 7
% Delegated admin partners
License Microsoft Entra ID Free Devices o
# Enterprise applications
-
2l Devices Kiorks
. App registrations
& Identity Governance ﬂ Azure AD is now Microsoft Entra ID A Upcoming MFA Server deprecation A Migrate to the converged Authentication
B Application prox Microsoft Entra ID is the new name for Azure Active Please migrate from MFA Server to Microsoft Entra methods policy
P prowy: Directory. No action is required from you. Multi-Factor Authentication by September 2024 to Please migrate your authentication methods off the
avoid any service impact legacy MFA and SSPR policies by September 2025 to

B Custom security attributes
avoid any service impact
4 Licenses Learn more 3 Learn more &2 Learn more 3

& Cross-tenant synchronization
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Enter a name for your application, and select “"Accounts in this organizational directory only (Single Tenant)”.
Make sure a redirect URI is set up as well, by selecting the “"Web"” from the dropdown, and adding the
following URLs depending on the Elevatus data center being used:

Dev Datacenter https://dev.elevatus.ai/accounts/login-third-party/microsoft

KSA Datacenter https://app.elevatus.ai/accounts/login-third-party/microsoft

During registering an application, you'll be able to add only one Redirect URI, however, you can add more
later on after the app is created.

Home

Register an application - X

“ Name

The user-facing display name for this application (this can be changed later)

Name

Supported account types

Who can use this application or access this API?
(®) Accounts in this organizational directory only (Elevatus anly - Single tenant)
(O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

() Accounts in any organizational directory (Any Microsoft Entra IO tenant - Multitenant) and personal Microsoft accounts (e.g. Skype.
Xbox)

(O Personal Microsoft accounts only

Redirect URI (optional)

el retun the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios

[web %) [co rpssieampie

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies (!

= Microsoft Azure 5 Search resources, semices, and docs (G+/) I o Copilot

Home > Elevatus | Overview > App registrations > Elevatus - Azure AD 550 [staging]

3 Elevatus - Azure AD SSO [staging] | Authentication = X
[ sear A7 Got feedback?

Bl Overview

& Quickstart Platform configurations

' Integration assistant Depending on the platiorm or device this application is targeting, additional configuration may be required such as

redirect URls, specific authentication settings, or fields specific to the platform
K Diagnose and salve problems

 Mansge + Add a platform

2 Branding & properties

2 Authentication Web Quidkstant Decscd ]
Certificates & secrets Redirect URls

1l Token configuration ‘The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing cut
! ) e about Redirec

URI you send in the request t the login server should match one listed here. Also referred to as reply URLS. Learn more ect U
restrietions g

users, The redirect
Ris and their
& ARl permissians

@ Expose an AP https/setfsarvice elevatustesting xyz/elflogin-third-parties microsoft

@
B App roles 1 “ ]
o

& Owners http fflocalhost 81/ellagin-third-parties/microsoft
4. Roles and administrators Add UR
| Manifest

> Support + Troubleshooting
Front-channel logout URL

This is where we send a request to have the application dear the user's session data. This s required for single sign-out to
work correctly.

Implicit grant and hybrid flows

Ranuistr a tokan dirseth fram tha aitharizatian sndaeint If the aanlieatinn hat & tinala-nans awhitacnice (PRI and

Note: The application only accepts a single redirect URI during creation. Additional URIs can be added afterward.

Step 3: Assighing Permissions


https://dev.elevatus.ai/accounts/login-third-party/microsoft
https://app.elevatus.ai/accounts/login-third-party/microsoft
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In order for the app to work properly, there are specific permissions that need to be enabled as a baseling,
which allow our app to communicate with the web app you are creating.

Required Permissions

Directory.Read.Al

1 Group.Read.All
GroupMember.Read.All
Member.Read.Hidden
RoleManagement.Read.All
RoleManagement.Read.Directory
User.Read

User.Read.All
User.ReadBasic.All

To begin, open the newly created app and navigate to “"API Permissions” in the sidebar

Home > Elevatus | Overview > test-application

- test-application | APl permissions =

| « O Refresn | & Gotfeedback?

Quickstart

A\ Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users have already granted on their own behalf aren't affected. Learn more
#" Integration assistant

Manage

@ e adminc

user, or app. Thi

= Branding & properties

D Authent Configured

Certificates & secrets Applicati

all the per

ansent process. The list of configured permissions should include
11! Token configuration
P P { Add a permission Grant admin consent for Elevatus

& Eepose an APl API/ Permissions name Type Description Admin consent requ... Status

B App roles ~ Micror

28 Owners Delegated ~ Sign in and read user profile No
&, Roles and administrators

M Manifest To view and manage

individual apps, as well as your tenant's consent settings, try Enterprise applications
Support + Troubleshooting
A Troubleshooting

& New support request

Click on “+ Add a permission”, then select the Microsoft Graph API.

There are two types of permissions:
- Delegated Permissions: allow an app to act on behalf of a signed-in user with restricted access.
- Application Permissions: grant the app independent access to resources without user involvement.
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The required permissions should be added to both Application Permissions, and Delegated
Permissions.

Home > Elevatus | Overview > test-application Request API permissions X
- test-application | API permissions =
{ All APls
Search ] « O Refresh | & Got feedback? Microsoft Graph
https:/graph.microsoft.com/ Docs ('
QI What type of permissions does your application require?
& Quickstart
A Granting tenant-wicle consent may revake permissions that have already been granted tenant:wide for that spplication: Pemmissions thatusl  [UDeleqsted permietions Kpgieation peroissions
#" Integration assistant Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without 2
Manage
Y [ A e e e e e e e e S
B Branding & properties Select permissions expand all
D Authentication Configured permissions [ start typing a permission to fiter these results
Certificates & secrats Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of co
all the permissions the application needs. Learn more about permissions and consent «
1l Token configuration @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
o permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
A piesion Add a permission Grant admin consent for Elevatus "
@ Expose an API API/ Permissions name. Type Description Admin consent requ.
App roles ~ Microsoft Graph (1) Permission Admin consent required
& Owners UserRead Delegated  Sign in and read user profile No sl Gperid perrisions
D email O N
I Manifest To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise appli R e s %
Support + Troubleshooting O offine access @ No
Maintain access to data you have given it access to
2 Troubleshooting Sk
= O No
& New support request Sign users in
file ©
View users’ basic profile
Note: The User.Read permission can be found and identified under delegated permissions only.
You can type in the search bar to search for the permissions mentioned above in the list, similar to the
Home > Elevatus | Overview > test-application Request API permissions %

- test-application | API permissions  »
> UserTimelineActivity

[0 search | @ O Refresh | A7 Got feedback?
B v User (3)
Overview
D User EnableDisableAccountAll () e
es
& Quickstart Enable and disable user accounts

A Granting tenant-wide consent may revoke permissions that have alreacly been granted tenant-wide for that application. Permissions that ust
# Integration assistant UserExport All @

Export user's data
Manage

@ The “Admin consent required” column shows the default valuie for an organization. However, user consent can be customized per permissiol UserInvite All

£ Branding & properties Invite guest users to the organization
User Manageldentities All @

Manage user identities

O 0o o

D Authentication Configured permissions

Certificates & secrets Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of co

all the permissions the application needs. Learn more about permissions and consent UserRead ©

{11 Token configuration Signin and read user profile e

A r D Adda permission /' Grant admin consent for Elevatus UserRead Al © ;

@ Exposean API API / Permissions name Type Description Admin consent requ. Read alsestd protles ©
soproles bt G (1) UserReadBasicAll © N

Read all users’ basic profiles.
28 Owners UserReacl Delegated  Sign in and read user profile No Rt bead ot G

O No

Read and write access to user profile

4. Roles and administrators

0 UserReadWriteAll 0

i Manifest To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise ap
Readl and write all users' full profiles

Support + Troubleshooting
ik 4 » VirtualAppointmentNotification

£ Troubleshooting

& New support request > VirtualAppointment

> VirtualEvent

Add permissions

Granting Access

Finally, we need to click on “Grant admin Consent for Directory Name}”, which will register those permissions and
as such, allow us to be able to connect to it.
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Step 4: Assigning Groups (optional)

This step is optional and involves assigned users to groups. It is particularly important to reflect the correct
structure of the directory, so that if you have multiple branches, then adding them as follows to a group, will

help us auto-sync them into the correct branch.

Create a branch-designated group

In Elevatus, all branches must have codes generated for it. The code is the unique identifier in the system
of the customer, it is how the customer refers to this entity or resource inside their internal systems. In

technical terms, it is referred to as the Foreign Key.

Create an access group according to the naming convention:
e branch-{code}

R s e oo )

Home > Elevatus | Groups >
2a Groups | All groups
Elevatus
% Newgroup & Download groups () Refresh i3} Manage view Til Delete 27 Got feedback?

28 All groups
| Lt @ Azure Active Directory is now Microsoft Entra ID. Leam more (1

28 Deleted groups

‘ O Search W Add fitter
X Diagnose and solve problems

> Settings searchmode @D Contains

3 groups found

> Activity

> Troubleshooting + Support ] Namet Objectld Group type
B branch-5651 d48d6ffc-0c5c-40fe-881d-06d3d0155d12 Security
O ’ Elevatus a649b8dF-bf2f-4d19-a14d-cSadBefd916a  Microsoft 365
[ B Ful Access Permission (Account Level) a2a714d3-9a54-41C7-b833-205600b54827  Security

Collect members into the group

Select the members you'd like to add to the newly-created group.

Membership type

Assigned

Assigned

Assigned

Email

gnashawi@elevatusio @

ELEVATUS (ELEVATUS.0) &0

Source

Cloud
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e s e e G

Home > Elevatus | Groups > Groups branch-5651

All groups >

& E:rfnch-5651 | Members

5 { Add members O Refresh | [ Bulk operations

© Overview
All members

Direct members

K Diagnose and solve problems

* Add filters

' Manage
11} Properties Name T Type
&8 Members * O su Ghaith Nashawi User
& Owners [0 @ Giobal Administrator User

4l. Roles and administrators
5 Administrative units

% Group memberships

B Applications

% Licenses

Azure role assignments

Activity

Troubleshooting + Support

Microsoft Azure

Columns | & Got feedback?

Elev: x Self

Email

User type

Member

Member

Elev

Add members - Microsoft Azure - Google Chrome

x Elev: x

x | W Eleve x

5 elev. x

Home > Elevatus | Groups > Groups | All groups > branch-5651

& anr?nch-SGSI | Members

+ Add members O Refresh [ Bulk operations

@ Overview

Direct members Al members

K Diagnose and solve problems

[ 2 search by na Fep Add filters

 Manage
11! Properties Name 1 Type
55 Members O @ chaith Nashawi User
& Owners ) Global Administrator User
. Roles and administrators

5 Administrative units
Group memberships
Applications

% Licenses

Azure role assignments

Activity

Troubleshooting + Support

Yy @& O New Chror
7 5 0 & & gnashawi@elevatusio @
£ Search resources, services, and docs (G+/) 0 & @ & b,
Add members X
¢ @ Trychanging or adding filters if you don't see what you're looking for. Selected (2)
7 Reset
Search @
[ ] @  Esraa Shabrani o
108 results found @A <elshabranieelevatus obs
Al Users Groups Devices  Enterprise applications @  Ghaith Nashawi &
@A grashavioelevatusio
Name Type User principal name
@  Esraa Shabrani User ealishabrani@elevatus jobs
an
@  Ghaith Nashawi User gnashawi@elevatusio
.
O @  Global Administrator User globaladmin@elevatus.io
(")
[0 @ Halawishah User hawishah@elevatus.io
=™
D @  Rohan Jalil User rjalii@elevatusio
[u——
[J @ YacoubZureikat User zureikat@elevatusio.onmicrosoft.com
[

And that completes the branch segregation. Nothing further is required on this end.

Configuration Steps on Elevatus

After the app is registered successfully on Azure, we now need to configure it on Elevatus. The process is

seamless and efficient.

Under the account setup In the Integrations page, navigate to Microsoft

Azure SSO and click on Connect. You'll be presented with the following

form to be filled:
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Microsoft Azure Integration

@ Enable Microsoft Azure integration for your account
Fill the required data to integrate with Microsoft Azure

Tenant Id

Client Id

Domain

Secret value

(I Enable re-sync all users

(D Enable sync users

Branch

Group Name

The following details must be entered:

e Tenant ID of the created app

e Client ID of the created app

e Secret value of the created app

e Domain of the Entra ID directory Finally,

click save, and the process is complete.

Testing and Validation

You can always create a test app to check whether the connection is working or not. You have the ability
to rotate credentials or revoke access at any time.
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Appendices

Appendix A - Revision History

Version Date Editor Approver Change Description

1 Apr 23, 2024 Yanal Kashou Yanal Kashou Composed initial document

2 Apr 28, 2024 Yanal Kashou Yanal Kashou Added updates on branch
synchronization
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