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@ ELK

(netflow|sflow)

e (net|sflow) Decoder <

v
e Logstash : CilO|E] &7| (HIHYHIO|E -> FH H0|E{Al)
v

e Flasticsearch —> ZAHQIIEI
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e Kibana : User interface

A>E>EBE> =
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Nprobe - OSS netflow / sflow decoder
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@ Nprobe - OSS netflow / sflow decoder
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Device

NetFlow/sFlow

NetFlow/sFlow
over UDP

nProbe

over ZMQ

nProbe |e---

JSON
over ZMQ

nlopng

## Sample Config ##

As explained in the ntopng README file, nProbe and ntopng must be started as foliows:

1. Flow collection/generation (nProbe)
nprobe --zmg "tcp://%:5556" -i ethl -n none (probe mode)
nprobe --zmq "tcp://*:5556" -i none -n none —-collector-port 2055 (sFlow/NetFlow
collector mode)
2. Data Collector (ntopng)
ntopng -i tcp://127.0.0.1:5556

nprobe --zmq tep://*:5556 -i none -n none --collector-port 2055 --tcp 127.0.0.1:5557 --json-labels -M 10000000000 -F 10
-T "%EXPORTER_IPV4_ADDRESS %IPV4_SRC_ADDR %IPV4_DST_ADDR %IPV4_NEXT_HOP %INPUT_SNMP
%OUTPUT_SNMP %IN_PKTS %IN_BYTES %FIRST_SWITCHED %LAST_SWITCHED %L4_SRC_PORT
%L4_DST_PORT %TCP_FLAGS %PROTOCOL %IP_PROTOCOL_VERSION" &

# Netflow | Sflow Z Decode 3li{A ZMQ 0f ={xH

® http://www.ntop.org/nprobe/why-nprobejsonzmg-instead-of-native-sflownetflow-support-in-ntopng/



@ Logstash - data parse & transform

13

A
Analysis

e

(¢

/ \ Monitoring
e /v logstash

Alerting

http://www.elastic.co

netflow | sflow >




@ Logstash - default

14

input {
tep {
port => "5557"

codec => "json"

filter {
grok {}
mutate {}
gsub {}
geoip {}

output {
stdout {}

R — T

configuration

"130" => "2.252.10.10",
"8" =>"110.45.243.149",
"12"=>"112.214.102.118",
"I5" =>"0.0.0.0",

"10" => 18,

"14" => 321,

"2" => 8192,

"I" => 12288000,

"22" => 1497495476,

... omitted

"4" => 6,

"5" => 0,

"16" => 3786,

"17" => 10036,

"9" => 0,

"13" => 0,

"60" => 4,

"42" => 4080,
"@version" =>"|",
"@timestamp” => "2017-06-15T02:58:27.142Z",
"host" => "127.0.0.1",
"port" => 54256

output
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Logstash - filter & custom fields

filter {
mutate {
rename => [
"130", "router",
"8", “source"”,
"12", "dest",
"15", "nexthop",
"10", “input_snmp",
"14",“output_snmp”,
.. omitted
"28", "ipv6_dest",
"29", “ipv6_source_mask",
"30", “ipv6_dst_mask",
"62", "ipv6_nexthop",
"60", “ip_version"
]
convert => [
"protocol", "string",
"other_message", "string"
]
replace => [
"host",“gsx"
add_field =>*  .“
]
}
| — S

"@version" =>"|",
"@timestamp" => "2017-06-15T03:11:44.626Z",
"host" => "gsx",
"port" => 54562,
"router" => "2.252.10.10",
"source" =>"114.108.157.112",
"dest" => "175.208.240.245",
"nexthop" => "0.0.0.0",
"input_snmp" => 74,

.. omitted
"s_port" => 80,
"d_port" => 8986,
"other_message" => [
[0] "ACK",
[1]“TCP"
1
"protocol" => "TCP",
"src_tos" => 0,
"source_as" => 3786,
"dest_as" => 4766,
"ipv4_src_mask" => 0,
"ipv4_dst_mask" => 0,
"total_flows_exp" => 642,
"ip_version" => 4,
"calc_bits" => 979763.2




@ Logstash - output

output {
stdout {
codec => rubydebug
}

elasticsearch {
hosts => [ “I.1.1.17,2.2.2.2",3.3.3.3",“4.4.4.4","'5.5.5.5"]

index => “north-seuth-traffic-netflow-7%{+YYYY.MM.dd}"

workers => 4

template_overwrite => "true"

template => “/opt/logstash/vendor/...omitted./outputs/glasticsearch/dcflow-template.jsan”

}

redis {
host => “test.redis.com”
port => 31725
password => "xxxx"
data_type => "list"
key => "flow-gsx-1"

.. many others.

16 https://www.elastic.co/guide/en/logstash/current/output-plugins.html




@ Elastic search

search-master|:~$ cat /etc/elasticsearch/elasticsearch.yml
cluster.name: dcflow.test

node.name: "search-master|"

node.master: true

node.data: false

index.number_of shards: |0

index.number_of_replicas: |

path.data: /datal/es-data

bootstrap.mlockall: true

#rotal cluster
discovery.zen.ping.unicasthosts: [ “I. 1.1 17, “ L L E.2" “L 13711471 1157, xxx.x™"]

http.cors.enabled: true
index.cache.field.type: soft
indices.fielddata.cache.size: 40%
network.bind _host: 0.0.0.0

netflow | sflow >

17 https://www.elastic.co/guide/en/logstash/current/output-plugins.html




@ Kibana - flow

PACKET LOG 0 @ & + x

© 0 to 100 of 500 avaiable for paging >

@timestamp v » « source » « dest » <s port» «d_port» «other_message*» «host» <« geoip_source.asn'» <« geolp_dest.asn’» < geolp_source.number» ¢ geolp_dest.number» <« tags' <« nexthop_asn

2017-06- 203.133.166.61 223.33.1656.94 80 55304 ACK,TCP pgx Kakao Corp SK Telecom AS9764 ASS644 egress skt
24714:08:02.267+00:00

2017-06- 210.108.249.198 203.184.56.237 0,UDP Kakao Corp
24714:08:02.267+09:00

2017-06- 210.103.249.197 111.125.109.210 28074 0,UDP Kakao Corp
24714:08:02.266+09:00

2017-06- 203.133.166.61 223.62.222.93 ACK,TCP Kakao Corp
24714:08:02.266+09:00

2017-06- 210.108.249.197 87.200.50.51 0,UDP Kakao Corp Emirates Integrated
24T14:08:02.265+09:00 Tel...

2017-06- 210.103.249.196 116.12.89.221 0,UDP Kakao Corp Lanka
24T714:08:02.264+03:00 Communication Ser...

2017-06- 210.103.248.197 116.87.217.18 0,UDP Kakao Corp Starhub Internet Pte
24T714:08:02.264+09:00 Lt...

2017-06- 210.103.249.196 171.6.157.172 0,UDP Kakao Corp Triple T
24714:08:02.263+09:00 Internet/Tripl...

1 packet = 1 line (document)




@ Kibana - flow

19

calc_bits
calc_bits_10m
calc_bits_1m
calc_bits_5m
d_port

dest

first_switched

geoip_dest.asn

geoip_dest.country_code?2
geoip_dest.country_name
geoip_dest.ip
geoip_dest.number
geoip_source.asn
geoip_source.country_code2
geolp_source.country_name
geoip_source.ip

geoip_source.number

Value
2017-06-24705:21:10.425Z
1
AVZYi_fPiw_UrWd0zX6s
dcfiow-2017.06.24
logs

90368000

150613

1506133

301226

54078
223.62.169.110
1498281599

SK Telecom

KR

Korea, Republic of
223.62.169.110
AS9644

Kakao Corp

KR

Korea, Republic of
211.231.104.249

AS38099

Custom fields
* ingress, egress,
* Nexthop asn, Input_asn

Netflow fields

Geoip fields
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Kibana - flow (bandwidth)

time must & X querystring must ZE X fiold must
field : @timestamp query : tags:egress fleld : source
from : now-24h quer

to : now

B e

PACKET LOGS (/1SEC, 1:8192) TOTAL TRAFFIC PER IDC e & # + x

flew » | @ Zoom Out| @ *(281779) count per 1s | (281779 hits) @®pox ®nh1 is1  gs2 @ sgx @ fix @ lax ® tkx @ bs1 @ gsx calc_bits total per 1s | (281779 hits)

10.0

. IHUHHH”ll’“I‘“m|||I|l||||||||llIIIIIllIlIIlmummm.m.(....m,....”...munnnlIIIII||||||||||"””m”“”“l“””“l

- IN/EGRESS INTERFACE RATIO

TOTAL TRAFFIC ’, INTERNATIONAL TRAFFIC TOTAL

@ Zoom Out | @ *(281779) calc_bits total per 1s | (281779 hits) View » | @ Zoom Out | @ geoip_dest.country_code2:("KR") calc_bits total per 1s | (6862 hits)

* Query:*
 Filter: source:x.x.x.x OR source:y.y.y.y
20




Kibana - flow (packet flag)

TCP FLAGS 0 @ & $ x DNS / ICMP 0 @ & $ x UDP / FRAG 0 @ & $ x

SYN AND IACK (3998069) View » | @ Zoom Out| @ s_port:0 OR d_port:0 (112195) View » | @ Zoom Out| @ s_port:0 OR d_port:0 (112195)
@ "SYN, ACK" (4446422) FIN (6847119) RST (2470297) count per @ s_port:53 OR d_port:53 (215485) protocol:icmp (91407) count per protocol:udp (40469603) count per 10m | (40581798 hits)
10m | (17761907 hits) 10m | (419087 hits) ¢

00:00 08:00

JuU.U

FIN SYN == SYN_ACK == RST FIN SYN == SYN_ACK == RST FIN SYN == SYN_ACK == RST
== FRAGMENT, ICMP == FRAGMENT, ICMP == FRAGMENT, ICMP

Packet 2410 |
QoS H3FIE
k= Bl DDo




@ Kibana - flow (top talker)

TOP CLIENT 0 & #n + x TOP CLIENT o @ % + x TOP SERVER 0 @ & + x TOP SERVER o @ # + x

Term Count Action ® 61.111.58.30 (3575) @ 61.111.58.169 (2713) L — Count Action @ 27.0.237.55 (141281) @ 27.0.236.36 (138943)
® 220.90.198.68 (1443) @ 72.246.103.23 (1436) Other values (0)
72.246.103.22 (1386) @ 221.160.161.186 (888) 27.0.2 141281 Qe

61.111.58.169 2713 Qo 61.111.58.13 (803) 220.90.198.79 (794) 27.02 138943 Qe
180.230.16.58 (305) @ 203.236.9.162 (146)

61.111.58.30 3575 Qo

220.90.198.68 1443 Qo

72.246.103.23 1436 Qo

72.246.108.22 1386 Qo

221.160.161.186 888 Q@

61.111.58.13 803 Qe

220.90.198.79 794 Q@
180.230.16.58 Qo
14.40.41.104 Qo
210.94.41.89 Qo
203.236.9.162 Qo
211.252.203.12 Qo
203.142.217.230 Q@
116.46.17.113 Qe
58.87.61.223 Q o
211.2562.203.11 Qo
203.142.217.241 Q@
211.216.50.54 Q @
147.46.227.109 Qo

Query: *
Filter: (x.x.x.XOR y.y.y.y) AND (tags:ingress)




@ Kibana - flow (top port)

SOURCE_PORT

Term
49340
50606
49416
49402
49259
49173
1163
55376
52062
49481
Missing field

Other values

0O @ &« $ x
SOURCE_PORT

® 49340 (8) @ 50606 (6)
® 49416 (6) @ 49402 (6)
49259 (6) 49173 (6)
1163 (6) 55376 (5)
52062 (5) @ 49481 (5)
® Missing field (0)
Other values (169179)

Other values

100%

0 & & + x
DESTINATION_PORT

® 80(169072) @ 389 (65)

@ 636 (30) @ 443 (30)
2048 (12) 25 (10) 110 (@)
772 (5) 769(3) ® 23(3)

® Missing field (0)
Other values (7)

Query: *
Filter: x.x.x.x OR y.y.y.y

DESTINATION_PORT

Term
80
389
636
443

Missing field

Other values

o & & %
PROTOCOL

® tcp (1161213248000)
® icmp (310336000)

@ udp (3840000)

@ Missing field (0)

| total of calc_bits

x




@ Kibana - network log analysis

TOTAL EVENTS 0 @ # $ x CR/DR ROUTING UP/DOWN 0 @ & % x LOW PRIORITY EVENTS (ROUTING,ETC) o @ % 4 x
View » | @ ZoomOut| @ DRevents @ CRevents View » | @ Zcom Out| @ DR routing up/down (0) @ CR routing up/down (4) View » | @ Zoom Out | @ Low priority events (6) count per 10m | (6 hits)
@ CR & DR up/down events @ RSW events @ Low priority events count per 10m | (4 hits)

@ RSW_abnomal events count per 10m | (114781 hits) 2.2 l
6000 fg I
4000 ﬁ II 20:00 00:00 04:00 g 12:00
20\"5 ol 16:00 20:00 00:00 04:00 08:00 06-23 06-24 06-24 06-24 06-24

04:00 08:00 06-23 06-23 06-24 06-24 06-24
06-24 06-24

CR/DR UP/DOWN EVENT o @ u + x ABNOMAL RSW EVENT o 7@ & ¢ x
View » | @ Zoom Out | @ CR & DR up/down events (31) count per 10m | (31 hits) View » | @ Zoom Out | @ RSW_abnomal events (11408) count per 10m | (11408 hits)
20 1500
15 1000
10 500

?, | " 1 0 I i i |

20:00 00:00 04:00 08:00 12:00 08:00 12:00
06-23 06-24 06-24 06-24 06-24 06-24 06-24

TOPLOGSYSTEM[CR/DR] © 2 # < x TOP LOG SYSTEM [RSW] o @ % $ x TOP RSW LOG [ABNOMAL] o @ #»

@ pgl-sdr0203 (2340) @ gs1-gadr0304 (1436) @® pg1-mgmt-022-0901 (6389) @ gs2-br02 (5770) @ gs5c-0809-10.4.56.70 (2546) ® 0s-5b-04-17-10.4.25.170 (1410)

® gs2-llo-pdr51 (1266) @ gs1-ilodr-0302 (1111) ® gs2-brO1 (5766) @ is9-0720-10.3.36.214 (3366) ® gs-5b-03-15-10.4.25.118 (1107) @ is9-0720-10.3.36.214 (907)

@ gs2-lo-pdr52 (1101) @ gsi-llodr-0301 (455) @ 10.4.57.166 (2850) @ gs-5b-02-17-10.4.16.90 (2703) @ 192.168.252.5 (606) @ gs-5b-07-19-10.4.25.34 (347)

@ pgi-mer02(201) @ md2-fdr1001 (187) @ gs-5b-02-19-10.4.15.94 (2574) @ 10.4.58.186 (2456) ® gs-5b-02-23-10.4.15.102 (341) @ a18-03.rsw.kr2.iwilab.com (286)

@ pgx-cr01 (124) @ ma2-gdr1005 (103) ® 10.4.58.198 (2373) @ 10.4.57.202 (2359) @ a08-04.rsw.kr2.iwilab.com (124) @ pg1-rsw-021-0814

® Missing field (0) @ Other values {3870} @ Missing fieid (0) @ Other values (54537) 82)
4000 60000 @ Missing field (0)
- 3000
w00 40000 2500
2000 2000

. 20000 1500
1000 ! =
" .. 1000 4 Fi
0 | [N — D- o - — —— 500 oo ;.-
| I [ | [

CR/DR UP/DOWN LOGS <-- UP/DOWN 2719} &% 0 @ & P x
© 0 to 31 of 31 available for paging
@timestamp v » « system » < other_message
2017-06-24T07:24:31.528+09:00 tkx-cro1 tkx-cr01: rpd[1500]: RPD_ESIS_ADJUP: ES-IS new IS adjacency to 49.0001.1720.1600.1051 on xe-0/0/0.0
2017-06-24T07:24:06.423+09:00 tkx-cro1 tkx-cr01: rpd[1500]: RPD_ESIS_ADJDOWN: ES-IS lost IS adjacency to 49.0001.1720.1600.1051 on xe-0/0/0.0, reason: Aged Out
2017-06-24T07:23:55.380+09:00 lax-crO1 lax-cr01: 2cpd(1808]: LLDP_NEIGHBOR_UP: A neighbor has come up for interface xe-2/0/1. Now, this interface has 1 neighbor/s .
2017-06-24T07:23:41.316+09:00 lax-cr01 lax-cr01: 12cpaf1808]: LLDP_NEIGHBOR_DOWN: A neighbor of interface xe-2/0/1 has gone down. Now, this interface has 0 neighbor/s.
2017-06-24T702:18:10.117+09:00 pg1-xdr0202 377: [syslog@9 s_id="PG1-XDR0202:515"]: Jun 24 02:18:08.587 KST: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/6, changed state to up

24 2017-06-24T02:18:08.109+09:00 pg1-xdr0202 376: [syslog@3 s_id="PG1-XDR0202:515"]: Jun 24 02:18:08.578 KST: %LINEPROTO-5-UPDOWN: Line protoco! on Interface TenGigabitEthernet1/6, changed state to down




@ Kibana - global latency analysis

MEAN LATENCY 0 & % $ x

View » | @ Zoom Qut | gs1(15980122) @ sgx (1599584) @ tkx (1603037) @ fix (1597687) @ lax (1598617) latency mean per 30m | (7989047 hits)

D D S s D D . S D D G D D S S G -G G i G S T T T S S S S - S S - T T T T S S S T T S R M e i S Y.

Uo-£Za

ICMP LOSS COUNT TOTAL 0 @ # $ x
View » | @ Zoom Qut | gs1 loss (19432) @ lax loss (17963) @ tkx loss (18017) @ fix loss (17979) @ sgx ioss (18061) loss total per 10m | {91452 hits)
400

0 TOP LATENCY TARGET @ ] # <« x | TOPTARGETASN ® @& % < x || TOPLATENCY TARGET NAME 8 @ u +
Term mean Action Term mean Action Term mean Action
80 208.182 771.9761780104712 Qe AS33871 771.9761780104712 Q Norilsk-Telecom JSC 771.9761780104712 Qo
11 212368 692.0585774058577 Qe AS45193 692.0585774058577 Q@ FSM Telecommunications Corporation 692.0585774058577 Qe
41 1.163 640.2 Qe AS16058  640.2 Qe Gabon-Telecom 640.2 Q Q2
41 .252.3 553.2258064516129 Qe AS37453 5563.2258064516129 Q@ VODACOM-CONGO 563.2258064516129 Q@
20 458,129 508.57142857142856 Q @ AS17683 508.57142857142856 Qo Wingtechnology Communications, Inc. 508.57142857142856 Q Q@
41 923 470 Qe AS37403 462 Qo INFOGRO 462 Qo
18 4,222.1 468.8888888888889 Qo AS23201 453.73333333333335 Qe Nucleo S.A. 453.4916666666667 Qo
20 71252 464.2857142857143 Qe AS27895 453.4916666666667 Qe Silica Networks Argentina S.A. 453 Qe
41 148.110 462 Q@ AS7049 453 Qo Telecel S.A. 449.29411764705884 Qo
18 15677 459.2307692307692 Qo AS28048  436.0625 Qo Internet Para Todos - Gobierno de La Rioja 436.0625 Qo

25 0 Pop / Transit line E&X}0|E &4
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