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Nexus ALX| XSt

Nexus 9000 Cloud Scale Nexus 9500/3600 R-Series Nexus 7000 Series Nexus 3000 Series

KXtMICH DCE fst Core/Edge 2t & DCl/Campus 20| & 2[5t HEH ALE S flTt
Cisco Cloud Scale ASICs Broadcom Jericho ASICs Cisco ASICs Merchant ASICs
+ 10/25/40/100/400GE - i< TEPHAE X|H « Data Center2t &S 23t « A2 FAlO|Et
X|9st= 14452| Fabric * MPLS, VXLAN, Segment 7l X|§ « EX XAl J|EO] 2|50|
+ VXLAN, Segment Routing, Routing X|& « Hd3 =l DC/Campus Z0f TQst AL
ACl & H/W 2|8t Fabric 7|= « Deep Buffers 215 Ms (Ultra Low Latency, Data
x| o T0 2tREE 2t HEF Path Programmability S)

+ H/W 2Jto| o] 2t2el Bjol2
. RS2t I3t AP



Nexus A2X|2F NX-0S

Nexus 9000 Cloud Scale

D

XtMICH DCE st
Cisco Cloud Scale ASICs

Load Balance (ITD, PLB)
iCAM, Catena

P

Telemetry (Tetration, Netflow)
Cisco Nexus Data Broker

(-]

o) JHAIY /BN

Lo

Guestshell, NX-0S SDK
Docker 7|4t

Programmability

+ 10/25/40/100/400G=
X|@dh= 1952 Fabric

+ VXLAN, Segment Routing,
ACI S H/W 2|8t Fabric 7|=
x|

« H/W 2|Ete| HefH E 2|

« XSS 2[eh AP

CHst H/W X| &
400G X|H A=




= Programmability

oo JHAA / B4

S8







Switch {LX2| tH3}

40Gbps Fabric 40Gbps Fabric
Channel Channel

FABRIC INTERFACE

Arbitration
Aggregator
Distributed
Forwarding Card

L2FWD

48 x 10G Ports 64 x 100G Ports
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Switch 1 X2] Hig}
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DBUS I I I I
RBUS
EOBC e CROSSBAR —
i mn i
Linecard [} Linecard | e ¢ | Linecard Linecard Linecard

Fabric Module

Linecard

Linecard




A

€15CO Innovations

- H/W 7|8F2| Telemetry
(Flow Table, Flow Table Event, SSX)

- VXLAN Switching/Routing
O Z2|7[0| 8 X 9| g5 X &dt=
Sk El I 2t2] (AFD/DPP)
CHFo & 2o & AHSHA EHH 7ts
Route, Policy, Host Table &2 Scale

. Line-Rate 2| =3}
(MACSec/CloudSec)

Better User Experience

- H/W Z|8tel 7| 5= ZITHZ 0| &%t S/w
NE

Efoti SDKOI N2 HE0| 2




Cisco Cloud Scale ASICs N|= =

GX ASICs (12.8T per ASIC)
400G X| & (16 x 400G)

FX2/FX3 ASICs (3.6T per ASIC)
Telemetry (Streaming Statistics eXport - SSX)

Nexg_s 9500

Nexus 9300
sesssssstaate ssnss I

Nexus 9000
Cloud Scale
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Buffer AF22| a4 Hi4 TQ

Sender 1

.
.
.
.
.
.
.
.
.
.
.
G
.
y
y

‘Throughput

.
“
.
.
.
.
.
*
*
*
.
*
*
*
“
*

»
»

Receiver

Sender 2

\ 4

Buffer A[2%F >
= 100% Throughput



Buffer AF22| a4 Hi4 TQ

--------------- Buffer AL82ke| 2248t 57}
Sender 1

»
»

Big Buffer

= Throughput 37} 21} S
+ Latency?| X[

Receiver

‘Throughput

RTT = 100 usecA| # 11 Buffer 8%

10 Gbps 40 Gbps 100 Gbps
1 250KB 1MB 2.5MB

100 25KB 100KB 250KB

2500 5KB 20KB 50KB

Beheshti et al. 2008: “Experimental Study of Router Buffer Sizing”

Sender 2

\ 4




S=X0ol| Buffer 22|

Dynamic Buffer Protection (DBP)

Approximate Fare Drop (AFD)

Dynamic Packet Prioritization (DPP)
Slice 0
18.7MB
Slice 1
18.7MB

Slice O Slice 0
20MB 40MB

Slice O

40.8MB

Slice 1 Slice 1
20MB 40MB
EX FX FX2 FX3

18.7MB/Slice 40.8MB/Slice 20MB/Slice 40MB/Slice
(Total 37.4MB) (Total 40.8MB) (Total 40MB) (Total 80MB)
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S=x0| Buffer 22| - DBP

Dynamic Buffer Protection (DBP)

» Shared-memory 22| Output
Queuel| ThresholdE EXo=2 =X

o SECOf| M2 XFS O 2 Queue Limit 2
2
]

F219| Sliceof| & &l HIHZ by

« Queue Threshold= H0Ql= HZE2|2
J|Z02 Weight 2 4™

Buffer in MB

Weight = 1
40
35
30 Buffer / Queue
25 = Free Buffer
20
15
10 | I
5 | T
0 1 2 4 8 16 32 64
Number of Oversubscribed Queues
uBuffer per queue (MB)
Free buffer (MB)

Buffer in MB

Weight = 14 (Default)
40

35
30 Buffer / Queue
25 = 14 x Free Buffer
20
15
10 I
5 I« .
0 1 2 4 8 16 32 64
Number of Oversubscribed Queues
= Buffer per queue (MB)

Free buffer (MB)



(=] F
5

X0 - AFD

X8 Y3 s

Approximate Fare Drop (AFD)

Burst E2fT LHAIE 2ot
+ Egress ZEO| HJEHE 2L|HZSIH (for Mice E2i)
g ok(Fair) YA X|(Bytes)E Ee=
Elephant 2220 C{5t0 MX|A Drop _|—> AFD Threshold
o e
» Elephant S22 (JEiS ZLIEZ5H| Packet Size?t 311, JHpIt e
28K Ingressoi|A] Elephant Flow >~ EZjmlS Q|5
Tableg §X| Output Queue (for Elephant E2{&])
Flow Data Ao 2 Ao e Drop ;
A Elephant &2 Tracking Jts OIX| Transmit
Receive_.-; > Egress |<
Queuing
SiE Flow?t Elephant Flow2] AFD =%t Drop

ThresholdE ERUL}?

A S RLEHSHD Queue AH =0l

AFD Drop 7t A&

o
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S E2|n ©M X2| - DPP

Dynamic Packet Prioritization (DPP)
DPP %|CH Packet =N

- OfEZ2|H|O| M QoS H* M2 /0| 2f2
EZ22(Mice Flow)0| CH{3H At 592 52 Mice E|
24 #2(9| Queued] T Ice Flows
N 2Lt &S 4
-« IH3! =21 212 E22(Mice Flow)E :
—?—*._"EIOE x_lEl ....... N+2 |

« Mice Flows ETHE O 2 Control
TrafficO| s &

Elephant Flow

XS EE NIH2| Packet HLCH &2 A=
Mice-Flow QueueZ T& = N7{ 0|4
A2 Regular Queue AHE

I =
[




AFD/DPP ?|CH 21}

I Cisco EX ASIC (20MB)
I Cisco FX ASIC (30MB)

Enterprise IT Workload
B Merchant ASIC

Under 100KB Flow Completion Time

5 |+ 7|¥o| HIO|E{MIE|{ E2}ZIO| 95%= 100 KB
O|2te| TCP E 22 (Mice Flow)

1%k Qtx|= 10MB 0|4 TCP E22(Elephant

Flow)7t K| CHAZ 2| 90%0| 2 XIX|

Flow Completion time (msec)
w

20 30 40 50 60 70 80 90 95
Traffic Load (% line rate)

http://miercom.com/cisco-systems-speeding-applications-in-data-center-networks/



http://miercom.com/cisco-systems-speeding-applications-in-data-center-networks/

=

End-to-End &3} X|

CloudSec

100G Line Rate2| VxLAN

----------------
P | v,

¥¥ PodA & @ PodB V¥

-------------------

an®

Pod 2} CloudSec / MACSEC

reserved

J
All rights

affiliates

Y
MACSEC
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End-to-End &= 3} X|€

MACSEC CloudSec

- Hop by Hop ©| L2 Link Levelo] &t 3} . VTEP to VTEP E2fmlo| ot 3}
. EX 7[BFOJAF ASIC X[ - Spine& H/W X|&
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=49 - Nexus 9500 Switch

Cisco Nexus 9500 Chassis A EE

X9736C-FX 36p 40/

X9732C-FX 32p 40/

X9732C-EX 32p 40/

/NN , , X9736C-EX 36p 40/100G QSFP
Nexus 9504 Nexus 9508 Nexus 9516

48p 1/10/25G SFP+
+ 4p 40/100G QSFP

NX-0S

7 RU 13RU 21 RU X97160YC-EX

4x1/0s2 8xI/0EE 16x1/0 &%

48p 1/10G T

X9788TC-FX + 4p 40/100G QSFP




19 - Nexus 9300 40/100G Switch

9332C

Nexus 9300
ACI Spine / NX-0S

aa::a:a:u:::::z::::::u::

32p 40/1 00G QSFP 64p 40/100G QSFP

9336C-FX2

Nexus 9300-FX2

36p 40/1 OOG QSFP

93180LC-EX

Nexus 9300-EX

32p 40/50G
or 18p 100G



13 - Nexus 9300 1/10/25G Switch

93240YC-FX2 93360YC-FX3 93216TC-FX3
Nexus 9300 ; e s e
_FXZ/FXB 48p 1/10/25 SFP+ 7 96p 1/10/25 SFP+ 96p 1/10GT
+12p 40/100G QSFP +12p 40/100G QSFP +12p 40/100G QSFP
93180YC-FX 93108TC-FX 9348GC-FX

aamas v .
332388 sa38ss semase snsany e
Nexus 9300-FX Sevveee mm s Es
48p1/10/258FP+ 48p1/1OGT 48p’|00M/’|GT+4p1/10/25G
+ 6p 40/100G QSFP + 6p 40/100G QSFP + 2p 40/100G QSFP

93180YC-EX 93108TC-EX

Nexus 9300-EX

48p 1/10/25 SFP+ 48p 1/10G T
+ 6p 40/100G QSFP + 6p 40/100G QSFP



Optics - 40/100G BiDi

Switch? Switch9]
40/1006 40/1006 .
/EE /EE HZ 4949 QSFP Type
M

100G Link MF 7|0|= AtE3St0{ 100G X[

Switch®] PID QsFp-40G-sp-ep | (5FR40/100°
E
40G LE 12l 712
40G Link N 40G OM3 0|2 100m 100m
40G BiDi 40G OM4 #jo|2 150m 150m
100G OM3 #|0|& NA 70m
100G OM4 #H|0|& NA 700m
40G Link Form Factor QSFP QSFP
HUlE EFQL Duplex LC Duplex LC
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Optics - 400G

40G - 100G > 400G

J|Z QSFPRL 5 37 40/100G 28 +8 7t5
1RUO|| 36ZE 25/50/100G Breakout

QSFP form factor module

Legacy
QSFP pins

 — -

ASIC
llE

QSFP-DD form factor module

ASIC (16 x 400G) 3m H|A] £ 100Km
QSFP-DD E&E3}

Fiber, Copper X| ¢




Programmability



NX-0S t=2| &4l

NX-API CLI, NX-API REST, NETCONF/RESTCONF

NX-0S Native Shell, NX-0Set 22| =l Shell, ~ o~ :
Container(LXC) Container (LXC) ISR ST
A A } v ) ) 3¢

Bash
(Guestshell) . docker docker docker

~- -

abp app app

NX-0S root file system

b app app
Kernel

- Native Docker X|2!
- 7|& e £|0f L= Docker 7|8t Application AFE IHs

© 2018 Cisco and/or its affiliates. All rights reserved.



NX-SDKE A3t App i x| 2l

LXC A X} IHY Application
(Python, C++)

« NX-0S0f| 2 7ttt ALEA L oH &St
Application 7 Tool
- Jlifet Application 2 :
« Python O|L} C++ 2 JH
- NX-0SQ| OSPF St 22 7|2 J|50=2 S&f
JtsotH ALl 22| E NX-0SE 8¢
Feature- « AHO0|Lt show BE 51 £ Custom CLI
Mar = MM It
= OO o

« Custom Syslog, Event, Error HJA|X| A4
s
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2E|0|L] 7|4t2] Enhanced ISSU

-

= XF HEAI
o-1 o~

+ 0|&3} &l Virtual Supervisor X2 NX-0S 7}
HEO|H= ZX|

NX-OS Active [ NX-OS Standby /0 Interface
HE|0|L HE|0| L ZAE[0] L
.« 6% 0O|2te] Control Plane CHREF

Hardware: CPU, ASIC, Ports

X
o

ox

. dim

X
I'Ilﬂc

Of ZH|0f|A In-Service-Software-Upgrade

1
N
- W= Upgrade A|2f
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Telemetry Workflow

a
3 Alerting / Insight

Cisco Turnkey M=
Tetration, DCNM/ACI Fabric Insight, StealthWatch &

Custom / 3rd Party




TelemetryE& 0|879}0---

+Had HEQa 2% Flow 7|tlo] H XM
- Interface/Link 2| &tEH - 2ZF 2t 2A 5 Congestion - Flow & Latency &%
DL|EZ
- Data Plane 9| H4Hs H&! ° . Packet ME HZ9}
« Buffer At2 2=t O|Ak &5 EFX|

.+ FH| BLIEY

Protocol =&+ AR - 7 T2e| Microburst EFX| -« Flow Tt2|2] Microburst & X|
* o 71 O

-

-~
\_\A
e

g

-
F\‘
~ .
— i

-



Cloud Scale Telemetry Source

Flow Table (FT) Flow Table Events (FTE)

« H|IE X|Lt= 2E {312 HA5HH + Flow TableZ2 49 =l FH J|gto =2
Flow™d 22} MetadataS A5+ ThresholdLt ZHY| [t Event

e J|grol e

— 5-Tuple Flow & - 5-Tuple Flow §&

- QUHMO|A 7 HE - CQlEjmojA 7 HE

— Flowe| A|ZH/EF A2t — Buffer. FWD, ACL, Policer Drop
—  Flow X|91 A|Zt —  X|®1/Burst Threshold X2}

Flow-Level2t &0 [HZ SIEY O

SLERIOf 7|8Eef Export
7|8kl Export

(2F 100msec EHY)

S/Ww 2|dt « NX-OS AQ|CLIZ & % Q= 0E MH 1 J12F, I2E
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Streaming Statistics
Export (SSX)

- ASICO| HEf HEE ALEA 2o et
Streaming
- QIE{H|O| ARt 7 Statistics
(packets/bytes/drops)
- Buffer depth
- 2|EFASIC 7|2k 3+ H

9F 10usec 7|82 2 =&!5t0
SHER0f 7|82 2 Export

FX2 0]% ASICs

= ME}, Control Plane 82 &



S/W 2|4t 29t Telemetry Data 2 4%
Telemetry (S/W, H/W 2|8te| B = dH)

CPU 2|gte| Telemetry
Data Export
(SNMP, Syslog, Netflow &)

ASICOf|lAM 135 H/W 2|2
Telemetry Data Export
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TAP-SPAN Aggregation - Nexus Data Broker

APl Bi52 = SPAN 23

IDS/IPS & E QHEHH|

f/ Nexus 9000 ’
TAP/SPANS %5._ ‘raffic Traffic 2, &, H

- NDBE S¢t exus/ACIOI + Nexus 9000 OPE-?JICHOH HT 2| NDB - Traffic 2HY, EX| 52|

SPAN *E* D AL =l Controller ¢ AX| & S%t 7158 E510 o421 Tool2

O
A
Eai| Fis

OF

- Traffic 28 2 Ot Flow Data Al 31 M
X|& (Flow Generator)



NDB 8 ?|&

NDB Controlle_r __

Production Switch

- ONF2| XNC HEZ2{ 7|t
(ACI or NX-0S)

SPAN AIX : Openflow, NX-API 7|4t

'S - NX-0S LXC 7|t MX| (Guestshell)
s = 52 HEo| VMO AX|
Leaf
Nexus 9000
packer 273 el [ s

» Layer 1~4, HTTP, AF2X} 42| = PTP 2|2kQ| Timestamp 44 = SPAN/TAPSZ M& =l Packet2

442 Filtering = Packet Truncate (Payload &|*) HIZFO 2 sFlow, Netflow 44/d 3
= TN, NIN S Gt 4oz = VLAN/MPLS Tag | Export

Packet T& « Q-in-Q X = ERSPAN Destination &2
» Symmetric / Asymmetric Hash AKX Packet =%

urAlo| | B



X5d MH|A



NX-0S2| X| 5 AMH|A

‘J_‘ Load Balance

# TCAM BL|E{2

@ AH|A Ho!

L2 7|8t LB - Smart Channel
L3/L4 7|8t LB - ITD (Intelligent Traffic Director)
VXLAN Fabric 24t LB - PLB (Pervasive Load Balance)

ACL, QoS, FIB S TCAME AL $1%to| ZL|EZ! - iCAM

Eefn Z2 A ISl IPS & MH|A = EQ| FIH/AMK| - Catena



Cl4sH Load Balance AMH|A

ITD
Smart Channel (Intelligent Traffic Director)

Service Node

PLB

(Pervasive Load Balance)

Clients Nexus 9K — Spine.
Lv—“ ﬁ i
% E ~ Leaf
- Gl G G
w E A ) Node #1 Node #2 Node #3
Y Y
Smart Channel, ITD ITD
L2 7|89 Symmetric LB « L3/L4 7|4t VIP, NATQ| LB, SLB « Fabric W &4 BiX| = ZH[2| LB

SLEQIO] 7|EH| Wire-Rate &5
A4 El ZH| 2| Health Check

« ACL &2 &% 12X Redirect

«  N+M Redundant

SLEI0f 7|8E| Wire-Rate H&
A4 El ZH|2| Health Check
ACL 52 &% M E A Redirect
N+M Redundant

VXLAN/EVPN X| &
14 =l ZH| 29| Health Check
DSR, Non-DSR SLB, FLB X| &



TCAM At8%F HL|EZ - iCAM

ACL/QOS/PBR & TCAM AHE HZH0f| Lot B L EH &
« O ACLO| X AtE &|= A RIKX| OFLIX|

« O L4 7|8t E{EO| BO| AHE | =X

o 7bY E2 5410 20ojLt= E2fE 0| ofE Z QI
7|5 & TCAM, SRAM At At ZLEH
Historical Data 7|2t 2 0|22 A2 &k 0=
CLI % Data ExportZ ZLHE 7ts

TCAM Entry

Feature ACE entry Action Packet #
RACL 2.2.2.0/24 > 3.3.3.0/24 Permit 1405
RACL 4.4.4.0/24 > 5.5.5.0/24 Deny 2550 Telemetry Resource
PBR 2.1.1.1/32 > 3.1.1.1/32 Rewrite 2983 L

QoS 41.1.1/32>5.1.1.1/32 Redirect 1472
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MH|A X|O|d - Catena

20.1.1.1

Eth 1/1

- SLESIOf 7[2te] Wire-Rate ‘& MSdt= AMH|~

Xol'd
. Packet 5| 2| #Hzx 8l0| %
- Service Node2| Health Monitoring2 3t At& 2}
Nodel| F=7t/AHH|
« ACL 7|8t E TrafficOfl 2t ME ™ QI Service &
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Nexus Switch
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Eth 1/48

S Telemetry 82 M-S
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Hardware + Software Innovation

ZE[o|A 2[Hte] NX-0S

[ |
CH¥Fot API/SDK X| ¢ TCAM AFL i3t

Switching Infrastructure P NP A=YS

Cloud Scale ASICs
22591 40/100/400G

CI¥St Telemetry Source

BLHYSE ?let s

Programmability
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