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What are deepfakes? 

Deepfakes refer to media that has been altered by artificial intelligence (AI) to make it 

appear that a person is doing or saying something that, in fact, was never done or said. 

The technique leverages deep learning algorithms to superimpose hyper-realistic face 

images of a target person onto another person‘s body. Source material to create a 

deepfake of a CEO, for instance, can be taken from earnings calls, TV interviews, 

YouTube videos, TED talks and other recordings. With proper post-processing, the re-

sulting videos can be nearly undetectable. A powerful demonstration of what deepfakes 

can look like is this video of British Prime Minister Boris Johnson produced by UK-based 

artist Bill Posters in collaboration with the research organization Future Advocacy. 

https://crimesciencejournal.biomedcentral.com/articles/10.1186/s40163-020-00123-8
https://www.moodys.com/research/Moodys-Deepfakes-can-threaten-companies-financial-health--PBC_1188117
https://www.moodys.com/research/Moodys-Deepfakes-can-threaten-companies-financial-health--PBC_1188117
https://www.youtube.com/watch?v=30NvDC1zcL8&ab_channel=FutureAdvocacy
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https://www.wsj.com/articles/fraudsters-use-ai-to-mimic-ceos-voice-in-unusual-cybercrime-case-11567157402
https://www.wsj.com/articles/fraudsters-use-ai-to-mimic-ceos-voice-in-unusual-cybercrime-case-11567157402
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