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Use Case IDs in green only for emergency condition use cases

‘Conduct operational planning and forecasting

Transact off-market
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OPERATE/TRADE POWER SYSTEM UNDER EMERGENCY CONDITION

Forecast system emergencies, operate customer assets, electricity networks, electricity markets, and non-market services during system emergencies, undertake on-market and off-market transactions during system emergencies

ol i ‘Operate DER und
Predict grid conditions & risks/ Share market data responses/ Operate DER under

emergency conditions (@)

LORS, MsL3. Local Dx reviews, and then incorporate CER in to restart plan

OTEO1 Publish market emergency notices

OTE11 Prepare & Implement system restart

Customer Agent

o

‘Operate DER under emergency conditions o
LORS = reduce loatl/ Increase gen

Operate DER under emergency conditions

due to LOR3 or MSL or cyber incident where generation needs to be '0 (not only

export0)
L

WSL3 —reduce generation/ Increase load
Market suspension (Adminlstered Pricing)
Cyber lncident/event confirmed

Inclucing system black on restart pathway  voltage mgt etc)

RS e ISSC approved plans, captured n Plan UC (@) System Operator(dx)

Advising the System Operatar (Tx) of the MW of solar pv available to be
curtailed across all mechanisms (direct control, relevant agents, Enhanced

System Operator (tx)

TE02 Direct TNO and DNO to maintain energy demand

generation

OTE17 Receive emergency commands to curtail

procedure

level

o

[e) e
Manage emergencies and contingency events/ Prepare Operational emergency plans and DNO L 4
contingency responses

Customer Agent

14 OTEO3 Suspend market operations H OTEO8 Generate & provide emergency commands TNSP
System Operator (tx) Nt o tocyber incident impacting
thei region
OTEO4 Direct to action emergency plans
1fLOR3/MSLS, shedding reverse feeders, enhancing voltage
Fither directly from system operator(tx] or via TNO or from cyber coordinator CER Customer Communication Manager
Direct DNO & TNO to folate CER a5 cyber incident response L s
L s CER
Device

|

OTE22 Adjust the energy flow on network

OTEOS Direct to isolate the CER

o

restart

due to LORS or MSL3 or eyber incident where generation needs to be 0’ (not only.
export0)

From DNSP or Customer Agent o cyber coordinator
L

OTE18 Operate dis-aggregated resources per system

OTE19 Receive and Action emergency commands +—

restart

Communication Manager

CER
Device

CER Customer

CER
Device

Prepare Operational emergency plans and contingency responses O o triggered in emerg
L ,
4 OTEO6 Operate & Adapt restoration strategy i OTE9 UFLS or OFGS triggered CER Customer

Customer Agent

Alerts and how the device will

OTE20 Receive & Action Backstop Commands

conditions.
L

OTE24 Assess network, technical or physical damage

ER Conformance Monitor

System Operator(dx)
Assess compliance and conformance -
Tobe cefned - Conformity

o they were instructed via command?)
Corrective measure for breach ER Conformance Assessor

OTE14 Identify cyber related corrective measure

OTE10 Monitor conformity of emergency commands

CER Conformance Assessor
Authorised Data Recipient

Manage emergencies and contingency events
Enforcement Manager

to identify and
CER Regulator compromise of CER
L

o X

Directly from system operator or cyber coordinator during LOR3 & MSL3 events.
L

OTE15 Contain the cyber risk

OTE12 Initiate Backstop process with DNO

CER Cyber
Coordinator

Prepare Operational emergency plans and contingency responses DNO
Incorporate CER in o restart plan
L

OTE13 Prepare & Implement system restart

Contingency event
Activities

LOR3 &MSL3 Activities

Use cases included in this diagram are only related to CER and is not in sequential order. Each Role has use cases that are in addition to what they currently do

OTE23 Receive & track emergency alerts for CER usage

particip:

against backstop

OTE21 Backstop Conformity Assessment

DNO




CER nforcemen ER Dispute
Regulator/ \ Manager Mediator
CER Customer Rule CER Policy | | Rule CER

Regulator, et Maker Regulator Maker Regulator/ " Maker Regulator

Monitor Assessor

Customer

Agent
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n
o

Connect CER

Design, procure, and construct CER enabling infrastructure (physical and digital), manufacture and supply CER, integrate CERs, and develop products and services

e, newsmager ad ot publcl accéssedsources

CI01 Access to CER implementation stories

Inchces CER Enerny beneits

Consumer (Electricity)

& subsidies information

In’

Information Provider

Provide competitve market offers and prices.

Inckoces meritorin generaton/loagstorage apacy,cnergy savingsand

103 Find & compare CER offerings

_{LTJ]

Customer Agent

‘Gnboard Customers/ Cannect customers and DER to thegrid
GG Torsnt 8 e 1S s nd Cone RS

€104 Procure & Get CER Installed or upgraded

Record customer consent and preferences
Inchodes consent 1 connecions agresment, prodcts sl & sarvces praced,
and prevsion o acces o ot

-

(opt in/opt out)

Manage DER customer switching processes
Iciuds services nd dels

€106 Switch CER services and deals

Manager

Support and service customers ongaing

€107 Facilitate control of their CER

o

v

Ta lannd otiie lcticty g
sectistycosts

W cOsTrackonn Co performance

Relted 0 ok o service/euslty

CER Customer

€109 Lodge complaints

el thenlocge complint with b

€139 Submit formal complaints

Customer Agent

Supplier

o

CER Installer

o

Provide netwark connection tarms 3nd arffs

CER Dispute Mediator

‘Manage DER disposal & recycling.
Ep—

immmes s

]—@
DNO

o

connection & Disposing of CER

Keep DER current over time

Thraugh negiaion process
Clitomar maves 10 ne catan

A G Provkde up to cate CER metatats

CER Installers

o

Educate and support cstomers through integration process

Reated o eistng o new dovica o offrings

CER Cyber Coordinator

education & support

Customer Agent

o

Supplier

Engage with community and affected stakeholders

8 Assign relevant security identities such as truste
certificates (private keys)

CER Regulator

R
Device

Normal conciton.
Ativi
hatare in

ER and s not Each Role h

o

CER Installers

o

Supplier

Establish communication inks

emargency CE curaiment or 0055

T Establish communi athway for cmergeney

CER curtailment & DOEs

c i Manager

Engage with community and afected stakeholders

bl talrs 1 corission snd egster e A devce:

R
Device.

L
K s rovid & arain Comnectonper

stakeholders

nd atherttreof acess

€114 Develop :onnemansagmem

&

CER Installers

v/

Clstamers

CI15 Establish & manag

tariff pricing options

Ci16 0 i ts

nesork coniton
ncloes femeciaion o jer atades o 3ol e stacs

Establish & manage DER network performant

=

Supplier

=

CER Regulator

L

CER Customer

Pre-qualiy DER
ting Conection Pt

— 120 Install, Modify or remove CER

— 142 Develop CER device installation services

Apply for permission to connect to distributh

119 Obtain CER device for installation

!

DNO

Comply withnstalion s3ndives B requirrments
Ru onsts e perormence tesing e commalnk

. DER i, CEC, paricipant otetor. At ariinal ol howr, 3o s

€121 Update CER Asset Data registry(s)

s nsaller CER Vg wheh s vatonely onstent

CER Customer

IS

Regiter DER with
established systems
Comety it manufsctuing standars & redrements

e i, o ) g s

W& comanacure cen

>

CER Regulator

‘Supply DER Products to market.
o egstretion recutes upaaesfor Broduc recals.wartanis, rmars uodetes
{ohe: 1 381 1.yt e been engagesand e th propery)

CI24 Update CER registration details

5

CER Conformance Assessor

Manage customer protections and requirements
Comly withcstomer proectons and requrements

CI25 Manage CER warranties & protections.

Communication Manager

o

CER Conformance Monitor

Enforcement Manager

CER Conformance Assessor|

o

Customer Agent

— CI31 Develop CER products & services.

Establlsh communication inks

126 Establish communication channel

Engage with community and affected stakeholders

C127 Install/Access/Maintain monitoring equipment

ke 3 el iteh for compensatanycortra

8 Install/Access/Maintain equipment for correct
measure

Engage with commanity and afected stakeholders.
Foremergeney & 085

€129 Provide conformity assessment data feed

Verly DER instalation compliance

pertormance elted

€130 Verify CER installation compliance.

‘Develop customer-centri DER products / services

Compying ith ries & regationswhie developng oroducts & services
Brvide edscation & support 1 CER cusomersfor nboarding
eltes o rodcts -4 services e-aoled by CER s ol

Manage customer protections and requirements.

Compy it cstomer proectionsand requiaments

132 Manage CER customer protections and requirement

Manage DER disposal & recycling

1 €133 Run De-registration/disconnection Process
Whers Cusformarsoeks surettig o i

140 Request for meter alteration works

Incldes nslle SR taiing which s htionllyconsistent

= CI41 Meter alteration works

Verify DER insallation compliance

Simlar o current actions underaken b Cean Enerfy Counc wr € DAY

CER Regulator

CI34 Sample & Verify CER installation compliance

Engage with community and affected stakeholders.

Information Provider

T3 Assess repeat offenders against installer
accreditation framework

€135 Provide key CER information to educate consumers’
CI44 Publish information about CER

. G

c
Device

CER Customer

]
=
s

e

Enforcement Manager

.

CER Regulator

o

Consumer (Electricity)

o

CER Customer

CER Installer

o

DNO

CER Customer

CER Customer

Consumer (Electricity)




