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Agenda — Day 1

v vvyvyyvVvyy

Anatomy of An Email Message
» Message Headers
» Message Body, Attachments, and MIME
» Email over The Internet
Sources of Email Evidence
Common Hosted Email Services and Protocols
Forensic Email Preservation
Email Storage Formats
Server Metadata, Logs, and History Records
Q&A
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Agenda — Day 2

» Forensic Email Authentication
» Authenticating Messages
» DKIM, ARC, SPF, DMARC
» Hidden Metadata
» Leveraging Server Metadata

» MAPI
> Q&A
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What is Emaill Forensics?

Intersection with related disciplines
» Cloud forensics

Network forensics

Dead-box forensics

Mobile forensics

Malware analysis / reverse engineering

Incident response

vV v v v v VY

More...
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Anatomy of An Emall Message

» What is Internet Message Format?
» RFC 5322 — https://datatracker.ietf.org/doc/html/rfc5322

» Contents

» Text messages
» US ASCII charset (1-127)
» For images & other attachments, see MIME (REC 2045)

» Why is IMF needed?
» When is it used?
» Message envelope (REC 5321) vs. contents

Ref 1 2
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https://datatracker.ietf.org/doc/html/rfc5322
https://datatracker.ietf.org/doc/html/rfc2045
https://datatracker.ietf.org/doc/html/rfc5321
https://datatracker.ietf.org/doc/html/draft-ietf-extra-imap-partial-04
https://en.wikipedia.org/wiki/Punched_card/media/File:Used_Punchcard_(5151286161).jpg

Internet Message Format

Date: Tue, O5 Mar 2019 16:18:36 +O000

Message-ID: <E1.58.01884.C51AE7C5@mMomentum-coi-
mta3.prod.aweberint.com>

From: “Arman Gungor" <agungor@example.com>
Subject: Forensic Exam

To: jdoe@example.com
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Internet Message Format

SMTP Envelope

Date: Tue, 05 Mar 2019 16:18:36 +0000
Message-ID: <E1.58.01884.C51AE7C5@mMomentum-coi-

mta3.prod.aweberint.com>

From: “Arman Gungor" <agungor@example.com>
Subject: Forensic Exam

To: jdoe@example.com

%l
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Internet Message Format

Let's start creating our own MIME message!



Message Headers

» RFC 4021 — Registration of Mail and MIME Header Fields
https://datatracker.ietf.org/doc/html/rfc4021

» The Origination Date Field
Specifies the date and time at which the creator of the message
Indicated that the message was complete and ready to enter the
mail delivery system.

Date: Wed, 18 Nov 2020 15:26:08 -0800

» Message-|D:
The "Message-ID:" field provides a uniqgue message identifier that
refers to a particular version of a particular message. The
unigueness of the message identifier is guaranteed by the host that

generates it.
Message-ID: <0a6f01d5c4ccS$Sb9145e7052b3d1b50$@gmail.com>

METASP|IH=


https://datatracker.ietf.org/doc/html/rfc4021

Message Headers

» RFC 4021 — Registration of Mail and MIME Header Fields
https://datatracker.ietf.org/doc/html/rfc4021

» The Origination Date Field
Specifies the date and time at which the creator of the message
Indicated that the message was complete and ready to enter the
mail delivery system.

Date: Wed, 18 Nov 2020 15:26:08 -0800

» Message-|D:
The "Message-ID:" field provides a uniqgue message identifier that
refers to a particular version of a particular message. The
unigueness of the message identifier is guaranteed by the host that

generates it.
Message-ID: <0at6f{iiNelIeliefels09145e7052b3d1b50$@gmail .. com>
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https://datatracker.ietf.org/doc/html/rfc4021

Message Headers — Message-I1D

> [FEEEIR 69145670 = 0x01d5c4cchal45e70 (FILETIME)
> 2020-01-06 20:06:03.4790000 +00:00

» How are Message-ID values calculated?
» Python email library source code (see make_msgid; line 174 - 194)
https://aithub.com/python/cpython/blob/main/Lib/email/utils.py

Message—-ID: <142480216486.20800.16526388040877946887@nightshade.la.mastaler.com>

Ref 1
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https://github.com/python/cpython/blob/main/Lib/email/utils.py
https://www.metaspike.com/timestamps-forensic-email-examination/

Message Headers — Message-I1D

> [FEEEIR 69145670 = 0x01d5c4ccha145e70 (FILETIME)
> 2020-01-06 20:06:03.4790000 +00:00

» How are Message-ID values calculated?
» Python email library source code (see make_msgid; line 174 - 194)
https://aithub.com/python/cpython/blob/main/Lib/email/utils.py

Message—-1ID: <)EPEEIIVERYEEY.20800.16526388040877946887@nightshade.la.mastaler.com>

1424802164860 (Epoch time) = Tuesday, February 24, 2015 6:22:44.860 PM (CGMT)
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https://github.com/python/cpython/blob/main/Lib/email/utils.py

MTA Message-ID Override

» Original Message-ID:
Message-ID: <000701d94304$3d1e0cd0$b75a26708Q@doe@oolleo.com>
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MTA Message-ID Override

» Original Message-ID:
Message-1ID: <OOO70ld94304$3dleOch$b75a2670$ﬂdoeﬂoolleo.com>

» Outlook 2007 Bug causing malformed Message-IDs.

» Gmail MTA override;

Message-ID: <63efd26d.170a0220.527cf.ba99SMTPIN ADDED BROKENEmx.google.com>
X-Google-Original-Message-ID: <000701d94304$3d1e0cd0Sb75a2670$@doe@oolleo.com>

Ref 1
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https://bz.apache.org/SpamAssassin/show_bug.cgi?id=5707
https://www.rfc-editor.org/rfc/rfc5322#section-3.6.4

MTA Message-ID Override

» Original Message-ID:
Message-ID: <000701d94304$3d1e0cd0$b75a26708Q@doe@oolleo.com>

» Outlook 2007 Bug causing malformed Message-IDs.

» Gmail MTA override;

Message-ID: <63efd26d.170a0220.527ct .ba99@mx. google.com>
X-Google-Original-Message-ID: <000701d94304$3d1e0cd0Sb75a2670$@doe@oolleo.com>
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https://bz.apache.org/SpamAssassin/show_bug.cgi?id=5707

Message Headers — In-Reply-To

» The message identifier(s) of the original message(s) to which the current message is
a reply.

In-Reply-To: <CAMvYnDOXTyeEceg LarzmzdQOLTvjjpRdg+r8+BrKU9gRcb OA@mail.gmail.com>
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Message Headers — References

» Contains a list of all Message-1Ds of messages in the preceding email chain.

References: <CAMvYnDMmZTb+83cKfh8BzbzGZByxvPDxbF2kCikQFfn/7ggLicQ@mail.gmail.com>

<1238690485.283884.1611701787702@mail.yahoo.com>

METASP|IH=



Message Headers — Reply-To

» Indicates the mailbox(es) to which the author of the message suggests that
replies be sent. In the absence of the "Reply-To:" field, replies SHOULD by default be
sent to the mailbox(es) specified in the "From:" field.

Reply-To: <jdoelexample.com>
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Message Headers — Return-Path

» Return path for message response diagnostics. When the delivery SMTP server
makes the "final delivery" of a message, it inserts a return-path line at the beginning
of the mail data.

Return-Path: <jdoelexample.com>
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Message Headers — Disposition-
Notification-To

» Indicates that the sender wants a disposition notification when this message is
received (read, processed, etc.) by its recipients.

» E.g., “Request a Read Receipt” option in Outlook.

Disposition-Notification-To: John Doe <jdoelexample.com>
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Side Note: TNEF

» Transport Neutral Encapsulation Format
» Encapsulates MAPI message properties
» Contains:

» Original formatted version of the message (for example, fonts, text sizes,
and text colors)

» OLE objects (for example, embedded pictures or embedded Office
documents)

» Special Outlook features (for example, custom forms, voting buttons, or
meeting requests)

» Regular message attachments that were in the original message
» Winmail.dat or Win.dat

see https://docs.microsoft.com/en-us/Exchange/mail-flow/content-conversion/content-
conversion?view=exchserver-2019#Exchange
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https://docs.microsoft.com/en-us/Exchange/mail-flow/content-conversion/content-conversion?view=exchserver-2019#Exchange
https://docs.microsoft.com/en-us/Exchange/mail-flow/content-conversion/content-conversion?view=exchserver-2019#Exchange

Message Headers — Return-
Receipt-To (hon-standard)

» To set the value of the PidTagOriginatorDeliveryReportRequested property ([MS-

OXOMS(] section 2.2.1.20), clients MUST set the (hon-standard) Return-Receipt-To
header value.

» le, “Request a Delivery Receipt” option in Outlook.

Return-Receipt-To: <jdoelexample.com>
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Message Headers — Thread-Index
(hon-standard)

» Carries the conversation index (i.e.,, PR_CONVERSATION_INDEX) value in base64-
encoded form.

Thread-Index: AddpUagqWUvNBn/8KTG60i74ymh4DjQ==
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Message Headers

» X-Originating-IP
X-Originating-IP: [47.19.100.11]

» X-Mailer

X-Mailer: WebService/1.1.15302 YMailNorrin Mozilla/5.0 (Windows NT 10.0;
Wino4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.3987.122

Safari/537.36 Edg/80.0.361.62
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Message Headers

» Content-Length
Content-Length: 2032

DKIM-Signature
Authentication-Results
Received-SPF
ARC-Authentication-Results
ARC-Message-Signature
ARC-Seal

vV v vyvyyvVvyy
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MIME

» What is Multipurpose Internet Mail Extensions (MIME)?
» RFC 2045 — https://datatracker.ietf.org/doc/html/rfc2045

» Why is MIME needed?
» Non-ASCI| text bodies
» Non-text message bodies

» Multi-part message bodies
» Non-ASCIl headers
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https://datatracker.ietf.org/doc/html/rfc2045

MIME Header Fields

vV v v vV v VvV Vv

MIME-Version
Content-Type
Content-Transfer-Encoding
Content-Disposition
Content-1D
Content-Description

Content-Base

vV v v v Vv Vv

Content-Location
Content-Features
Content-Language
Content-Alternative
Content-MD5

Content-Duration
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MIME Headers — MIME Version

MIME-Version: 1.0

MIME-Version: 1.0 (produced by XYZ Corp VX.x)
MIME-Version: (produced by XYZ Corp Vx.x) 1.0
MIME-Version: 1.(produced by XYZ Corp Vx.x)O
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MIME Headers — MIME Version

MIME-Version: 1.0
WIINI=RVYZ=TES(e1a MOl (oroduced by XYZ Corp VX.X)

IIWI=RVLETESelal (produced by XYZ Corp Vx.X)iKe,
VIIVI=RVEIES[elalll (produced by XYZ Corp Vx.X)]

vV v v Vv
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MIME Headers — Content-Type

» Defaults to:
» Content-type: text/plain; charset=us-ascii
» Discrete Types:
» text
» image
» audio
» video
» application
» Composite Types
» message
» multipart
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MIME Headers — Content-Transfer-
Encoding

Content-transfer-encoding: base64

» Mechanism:

7bit

8bit

binary

quoted-printable

base6c4

letf-token (defined by a standards-track RFC & registered with IANA)

vV v v v v Vv Y

x-token (hon-standard, private extension)
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Quoted-Printable Content-
Transter-Encoding

» Encoded lines must not be longer than 76 characters, not
counting the trailing CRLF.

A\ 4

Longer lines are folded using soft line breaks—an equal sign as
the last character on an encoded line.

CR < (ASCII13) = =0D

LF < (ASCII 10) = =0A
Space = (ASCII 32) = =20
= < (ASCIl 6l1) = =3D

"= (ASCIl 34) = =22

vV v v v Vv
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Quoted-printable Example

<div dir="1tr"><p style="margin:0px Opx 15px;padding:0px;text-
align:justify;color:rgb(0,0,0);font-family:&quot;Open Sansé&quot;,Arial, sans-
serif; font-size:14px">Lorem ipsum dolor sit <span
style="color:rgb(26,26,26);font-family:Georgia,serif; font-size:30px; font-
weight:700; text-align:start">E = mc</span><sup style="box-sizing:border-
box; font-size:0.8em;color:rgb(26,26,26); font-family:Georgia,serif; font-
weight:700; text-align:start">2</sup> amet, consectetur adipiscing elit. Nam
scelerisque diam tellus, id ullamcorper felis <b>efficitur </b>et. Ut porta
erat tincidunt neque egestas feugiat. Aenean pharetra suscipit elit.
Maecenas sit amet velit at nunc efficitur elementum. In arcu enim, vehicula
at vehicula et, euismod sit amet mauris. Nunc consequat rutrum tellus id
volutpat. Sed feugiat est libero, at semper mi cursus nec.</p><p
style="margin:0px Opx 15px;padding:0px;text-
align:justify;color:rgb(0,0,0);font-family:&quot;Open Sansé&quot;,Arial, sans-
serif; font-size:14px">Cras vel mi nec massa vestibulum sollicitudin. Morbi
vitae gravida mauris, at ultrices magna. Vestibulum ante nisl, auctor nec
malesuada et, semper id risus. Maecenas eros enim, elementum at libero sit
amet, consectetur pharetra elit. Duis id nulla urna. Donec auctor ornare
hendrerit. Cras et erat convallis, aliquet enim eu, efficitur risus. Cras
sed elit nec sapien vulputate varius. Phasellus venenatis odio urna, ut
faucibus odio volutpat ut. Pellentesque arcu nulla, ullamcorper sed felis a,
vestibulum pellentesque metus. Etiam lobortis vel nibh vitae porttitor.
Praesent feugiat vel lacus at lacinia.</p></div>
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Quoted-printable Example

<div dirjg"ltr"><p stylefg"margin:0Opx Opx 15px;padding:Opx;text-align:jus=
tify;color:rgb(0,0,0);font-family:&quot;Open Sans&quot;,Arial,sans-serif; fo=
nt-size:1l4px">Lorem ipsum dolor sitw<span styleg@il"color:rgb (26,26,26)=
;font-family:Georgia,serif; font-size:30px;font-weight:700; text-align:start"=
>E B mc</span><sup stylefE"box-sizing:border-box;font-size:0.8em;color:r=
gb(26,26,26);font-family:Georgia,serif; font-weight:700; text-align:start">2<=
/ sup> amet, consectetur adipiscing elit. Nam scelerisque diam tellus, =
id ullamcorper felis <b>efficitur </b>et. Ut porta erat tincidunt neque ege=
stas feugiat. Aenean pharetra suscipit elit. Maecenas sit amet velit at nun=
c efficitur elementum. In arcu enim, vehicula at vehicula et, euismod sit a=
met mauris. Nunc consequat rutrum tellus id volutpat. Sed feugiat est liber=
o, at semper mi cursus nec.</p><p stylef"margin:0Opx Opx 15px;padding:0px;=
text-align:justify;color:rgb(0,0,0);font-family:&quot;Open Sansé&quot;,Arial=
,sans—-serif; font-size:14px">Cras vel mi nec massa vestibulum sollicitudin. =
Morbi wvitae gravida mauris, at ultrices magna. Vestibulum ante nisl, auctor=
nec malesuada et, semper i1id risus. Maecenas eros enim, elementum at libero=
sit amet, consectetur pharetra elit. Duis id nulla urna. Donec auctor orna=
re hendrerit. Cras et erat convallis, aliquet enim eu, efficitur risus. Cra=
s sed elit nec sapien vulputate varius. Phasellus venenatis odio urna, ut f=
aucibus odio volutpat ut. Pellentesque arcu nulla, ullamcorper sed felis a,=
vestibulum pellentesque metus. Etiam lobortis vel nibh vitae porttitor. Pr=
aesent feugiat vel lacus at lacinia.</p></div>
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Quoted-printable Example

=C2=A0 = OxC2 OxAO (UTF-8) = U+O0AO = Non-breaking space (&nbsp;)

Ref 1
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https://symbl.cc/en/00A0/

Basec4 Content-Transfer-
Encoding

TGOyZW0gaXBzdW0gZG9sb3Igc2l0IGFtZXQsIGNvbnN1Y3R1dHVyIGFkaXBpc2NpbmcgZWxpdC4g
TWF1cmlzIGF1Z3V1IGFyY3UsIGl1hdHRpcyBzZWQgZXJhdCBpbiwgdGVtcGI9yIHZhcmllcyB2ZWxp
dC4gU3VzcGVuzGlzc2UgdWxsYW1 jb3JwZXIgdmVsIGS5pYmggaWQgZWZmaWNpdHVyLiBOYWOgc29k
YWx1lcywgc2FwaWVuIHN1ZCB1bHRyaWNl1cyBOZW1wdXMsIG51bGxhIGV4IHZ1c3RpYnVsdWOgcXVh
bSwg¥Y29uc2V]dGV0dXIgdHIpc3RpcXV1IGFudGUgZXJhdCBpZCBlcmS5hLi BGAXN)ZSB2 ZWwgbWE z
c2EgYSB0ZWxsdXMgY29uzZ3V1IGF1Y3RvciB1dSBhIGx1by4gUHJhZXN1bnQgcHJ1dGl11bSBvZGlv
THNpdCBhbWVOIGZhdWNpYnVzIHZ1bHB1dGF0ZS4=

» Baseo64 v. Quoted-Printable
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Message Headers

Using non-ASCII header field bodies:

S?2charset?encoding 2 gl e RIS =

Example 1:
:MHeIIoWorldz
Hello World
Example 2:

:-Day_Debt_@_lnﬂation:

V-Day Debt & Inflation {9

B = Baseb4
Q = Quoted Printable

Ref 1
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https://www.rfc-editor.org/rfc/rfc2047

MIME Boundaries

» Theoretical simplest delimiter "--0" / "--0--" (not realistic)

» Example:
——-my boundary

——-my boundary--
» Must not appear in the body parts being encapsulated.
» Unigque boundaries are typically created programmatically.

» More on this later in forensic analysis.

Ref 1
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https://www.rfc-editor.org/rfc/rfc2046#section-5.1.1

MIME Headers — Content-Disposition

» RFC 2183 — https://datatracker.ietf.org/doc/html/rfc2183
» Disposition type

» Inline

» Attachment

» Disposition Parameters

» Filename

» Creation date

» Modification date
» Read date

» Size

Content-Type: image/Jjpeg
Content-Disposition: attachment; filename=genome.jpeg;
modification-date="Wed, 12 Feb 1997 16:29:51 -0500";
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https://datatracker.ietf.org/doc/html/rfc2183

Anatomy of An Emall Message

i | multipart /mixed
=I-{g muttipart/related (root type is "multipart/altemative”)
= multipart/altemative
~[Z] text/plain
_1__| text/html
") image/png (has name “image001.png")

- "8} image/png (has name “image002.png")
- " image/png (has name "image003 png")
™| image/png (has name "image004.png”)
-] image/png (has name “image005.png")
- image/png thas name "image006.png")
@ application/x-zip-compressed (has name "My Attachment.zip")
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Anatomy of An Emall Message

i | multipart /mixed
--{_a multipart/related (root type is "multipart/altemative”)
= multipart/altemative
~[Z] text/plain
_1__| text /html
-] image/png thas name “image001.png")

- "8} image/png (has name “image002.png")
- " image/png (has name "image003 png")
™| image/png (has name "image004.png”)
-] image/png (has name “image005.png")
- image/png thas name "image006.png")
@ application/x-zip-compressed (has name "My Attachment.zip")
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Anatomy of An Emall Message

s | multipart /mixed
- -{_a multipart/related (root type is "multipart/altemative”)
= multipart/altemative
~[Z] text/plain
(2] text/html
™ image/png (has name “image001.png")

-] image/png thas name "image002.png")

- " image/png (has name "image003 png")

™| image/png (has name "image004.png”)

-] image/png (has name “image005.png")

- image/png (has name "image006.png")
-~ application/x-zip-compressed (has name "My Attachment.zip")
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Anatomy of An Emall Message

s | multipart /mixed
- -{_a multipart/related (root type is "multipart/altemative”)
= multipart/altemative
~[Z] text/plain
(2] text/html
™ image/png (has name “image001.png")

-] image/png thas name "image002.png")

- " image/png (has name "image003 png")

™| image/png (has name "image004.png”)

-] image/png (has name “image005.png")

- image/png (has name "image006.png")
-~ application/x-zip-compressed (has name "My Attachment.zip")
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SMTP

» What is Simple Mail Transfer Protocol?
» RFC 5321 — https://datatracker.ietf.ora/doc/html/rfc5321

» Inbound vs. outbound
» Common ports 25, 587, 465, or 2525
» TCP, NCP, NITS, X.25

METASP|IH=


https://datatracker.ietf.org/doc/html/rfc5321

Terminology

Mail User Agent (MUA)

Mail Submission Agent (MSA)
Mail Transfer Agent (MTA)
Mail Delivery Agent (MDA)

vV v v VvV
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Mall Exchanger Records

» Current MX lookup
» Historical MX lookup

» Using MX history for reconnaissance

Ref 1 2
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https://support.google.com/a/answer/176600?hl=en
https://toolbox.googleapps.com/apps/dig/#MX/

Simplitied Email Flow

Ref 123

Sender's Emalil Receiver's Email
Service Provider Service Provider

SR r 2

]
Mailb > -
Tl POPR T

000

—NTP
& . — SMTPHET—> LHTP=

G|l

MSA MT A MD 4 IMAPY  Euail Client Receiver
Sender EM?;JI\ 5}‘1‘)6’—"13 (RFC 2476) /ﬂ\ (e.g. Dovecot) (HU4)
z_MI—rP SMTP
RFC \3033 U
— SMTP:25 > 0,
MTA MT A

Qe.g., PoS‘tP‘@ Qg.g., Exim) /



https://www.rfc-editor.org/rfc/rfc2476
https://www.spamhaus.org/
https://www.xenlens.com/debian-wheezy-mail-server-postfix-dovecot-sasl-mysql-postfixadmin-roundcube-spamassassin-clamav-greylist-nginx-php5/

SMTP

Let's talk to an SMTP server!
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MSA Processing

» Changesto the message?

» Yahoo admits mangling e-mail
» http://news.bbc.co.uk/2/hi/science/nature/2138014.stm

» Yahoo Mail puts words in your mouth

» https://www.cnet.com/news/vahoo-mail-puts-words-in-your-mouth/

» Who else?
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http://news.bbc.co.uk/2/hi/science/nature/2138014.stm
https://www.cnet.com/news/yahoo-mail-puts-words-in-your-mouth/

EMLX Format

» EmlIx vs Partial EmIx
» DKIM & ARC verification opportunities
» Emlix Flags (https//www.jwz.org/blog/2005/07/emix-flags/)
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https://www.jwz.org/blog/2005/07/emlx-flags/

Sources of Email Evidence

» User devices

» Mobile phones

» Tablets

» Workstations

» Laptops
» On-premises Email Servers
» Hosted Email Servers

» Printouts

» Backups
» User device backups
» Server backups

» Cloud vs. local backups
» iTunes
» iCloud
» Google One

» Carbonite, etc.
» Browser artifacts (webmail)

» User activity around attachments
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Common Email-Related Protocols

IMAP
POP
SMTP
HTTP
» Graph APl — REST
» Gmail APl — REST
» Exchange Web Services (EWS) — SOAP
> ..
> ..
» Notes Remote Procedure Calls (NRPC)

vV v VvV Y
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JSON Example

"id": "172ed7900337cl4ft",
"threadId": "172ed79p00337cl4ft",
"labelIds": [

"UNREAD",

"IMPORTANT",

"INBOX"
1,
"historyId": "201239",

"sizeEstimate": 4135
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Outlook to Exchange

» What protocols does Outlook use to connect to Exchange?
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Outlook to Exchange

» Remote Procedure Call (RPC)
» RPC over HTTP (Outlook Anywhere)
» EOL Oct 31, 2017
» MAPI| over HTTP
» Introduced May 2014 (Exchange 2013 SP1/ Outlook 2013 SP1)
» Exchange Web Services

» Calendar sharing, Autodiscover, and access to the global address
book

» Exchange ActiveSync
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https://learn.microsoft.com/en-us/exchange/outlook-anywhere-exchange-2013-help
https://learn.microsoft.com/en-us/exchange/clients/mapi-over-http/mapi-over-http?view=exchserver-2019
https://learn.microsoft.com/en-us/exchange/troubleshoot/administration/rpc-over-http-end-of-support
https://learn.microsoft.com/en-us/windows/win32/rpc/how-rpc-works?source=recommendations
https://social.technet.microsoft.com/wiki/contents/articles/864.exchange-2010-client-access-server-configure-static-rpc-ports.aspx

Common Email-Related Protocols

IMAP
POP
SMTP
HTTP
» Graph APl — REST
» Gmail APl — REST
» Exchange Web Services (EWS) — SOAP
» MAPI over HTTP
» RPC over HTTP

» Notes Remote Procedure Calls (NRPC)
» RPC

vV v VvV Y
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Forensic Email Preservation

» Preservation from local user devices

» Preservation from servers

» Exchange
» Full server
» Mailboxes

» As a client
» API-based acquisition
» IMAP /POP
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Exchange

» Recoverable [tems Folder

see https://docs.microsoft.com/en-us/exchange/security-and-compliance/recoverable-items-
folder/recoverable-items-folder

» In-place Archive
» Teams data?
» Outlook Customer Manager (OCM)

» PersonMetadata

» Throttling
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https://docs.microsoft.com/en-us/exchange/security-and-compliance/recoverable-items-folder/recoverable-items-folder
https://docs.microsoft.com/en-us/exchange/security-and-compliance/recoverable-items-folder/recoverable-items-folder

On-prem Exchange — Export

» Mailbox Import Export role
» New-MailboxExportRequest

foreach ($Mailbox in (Get-Mailbox)) { New-MailboxExportRequest -Mailbox $Mailbox.Alias -FilePath
"\\<server FQDN>\<shared folder name>\$ ($Mailbox.Alias) .pst" }

Event log
-IsArchive
-BadltemLimit
-ExcludeDumpster

vV v.v. v Vv

-ContentFilter

New-MailboxExportRequest -Mailbox Tony -ContentFilter " (Body -like '*company*') -and (body -like
'"*profit*') -and (Received -1t '01/01/2018')" -FilePath
"\\SERVERO1\PSTFileShare\Tony CompanyProfits.pst"

see https://docs.microsoft.com/en-us/powershell/module/exchange/new-mailboxexportrequest
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https://docs.microsoft.com/en-us/powershell/module/exchange/new-mailboxexportrequest

On-prem Exchange — Throttling

» Set-ThrottlingPolicy
» New-ThrottlingPolicy

see https://docs.microsoft.com/en-us/exchange/change-user-throttling-settings-for-
specific-users-exchange-2013-help
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https://docs.microsoft.com/en-us/exchange/change-user-throttling-settings-for-specific-users-exchange-2013-help
https://docs.microsoft.com/en-us/exchange/change-user-throttling-settings-for-specific-users-exchange-2013-help

On-prem Exchange Data Store

» .edb (MAPI-based Database)

» .stm (Streaming Database)



What Should be Preserved??

» ltem-level unique identifiers
» Server metadata
» MIME contents of items

» Historical backups/journal
Depending on Requirements

» Related, non-message item types

» Cloud attachments/revisions
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Authentication

vV v v vV v VvV Vv

Modern authentication

Delegate access

ImMmpersonation

Domain-wide delegation of authority
Whitelisting Apps in Google Workspace
Remote Authentication

OAuth token reuse

Ref 1
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https://support.google.com/a/answer/7281227

OAuth 2.0

"access token": "ya29.A0AfH6SMBQAL41aiH7JD1LEfnBUfWtn-9-kEgqXxwrNLRGPvw-—
ER1A4uF7g0L9DfOXnI4tDQOtrVaQpTS8V3ISRRbEyDoUQdz 7koWhuyi7fLbXUmA7PKOVXgmDEETG88t8MI9fsx6QLcEHfiulJPsmxoculU4o

Z09100" (~3600 secs)

"refresh token": "1//04SVLXWqOTK7HCgYIARAAGAQSNWEF-LI9IrFaEKgxVU13Ismo9dmDJp]jZrI0Uu4-
n3Y¥jmlzCLO pQZdvjgxA9dbp8yjQo6SrQ-F3mto™
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OAuth 2.0

"access token": "ya29.A0AfH6SMBQAL41aiH7JD1LEfnBUfWtn-9-kEgqXxwrNLRGPvw-—
ER1A4uF7g0L9DE0OXnI4tDOOtrVaQpTS8V3SRRbEyDoUQdz7koWhuyi7fLbXUmA7PKOvXgmDEETG88t8M9fsx6QLcEHfiulJPsmxoculU4o0

Z09100" (~3600 secs)

"refresh token": "1//04SVLXWqOTK7HCgYIARAAGAQSNWEF-LI9IrFaEKgxVU13Ismo9dmDJp]jZrI0Uu4-
n3Y¥jmlzCLO pQZdvjgxA9dbp8yjQo6SrQ-F3mto™

®©:0-0

Gmail Example:
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Google Takeout, Vault, and OCC

» When to use Google Vault

» Confidential mode

» label:confidentialmode

» When to use OCC
» Azure RMS

» Partially indexed/unindexed files
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End-to-end Encryption

» Client-side encryption (CSE) for Gmail

» Following features are unavailable:
» Confidential mode
» Sending to groups as recipients

» Searching the message body (users can still search by recipient and
subject line)

» Sighatures
» Print
» Using Gmail mobile apps

Ref 1 2
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https://workspaceupdates.googleblog.com/2023/02/client-side-encryption-for-gmail-generally-available.html
https://support.google.com/a/answer/10741897#zippy=%2Cgmail

Server Metadata

» Information about the messages
» Kept on the server

» Typically not acquired with the messages
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IMAP Server Metadata

» Unique Identifier (UID) Message Attribute
» Flags Message Attribute
» Internal Date Message Attribute

METASP|IH=



Unigue ldentifier (UID) Message
Attribute

vV v v v VvV Vv

A\ 4

Unique 32-bit value that identifies a message within a mail folder
Assigned in an ascending fashion

Not necessarily contiguous

Rarely changes

Next UID changes when new messages are added to the folder

Folder name + UIDVALIDITY + UID refers to a single immutable
message on the server forever

UIDVALIDITY can represent the creation date of a folder

Ref 1
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https://www.rfc-editor.org/rfc/rfc3501#section-2.3.1.1

Internal Date Message Attribute

» Internal date/time of the message on the server
» Reflects creation within the mail folder
» SMTP — Time of final delivery

» IMAP COPY — Timestamp of source message (COPY should preserve
internal date and flags; sets \Recent flag on the copy)

» IMAP APPEND — Timestamp argument or time of APPEND

Ref 1
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https://www.rfc-editor.org/rfc/rfc3501#section-2.3.3

IMAP Server Metadata

Let's talk to an IMAP server!



Server Metadata

Re: Any News?

< )
Kenny Galloway <kgalloway8791@gmail.com> © Reply e

To Ernie Daniel Tue 1/7/2020 10:32 AM
Cc afrench@mdcclxxxix.com
Great. I'm copying Alessandra as well.

Kenny

On Tue, Jan 7, 2020 at 11:31 AM Ernie Daniel <edaniel @example.com> wrote:
Yes! Let’s mark tomorrow as the date of hire for Benny. Thanks.

-Ernie
On Tuesday, January 7, 2020, 11:25:05 AM PDT, Kenny Galloway <kgalloway8791@gmail.com> wrote:

Any news on the new hire?

Kenny

UID

Internal Date
2020-01-05

2020-01-06
2020-01-07

2020-01-08
2020-01-09
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Gmall Server Metadata

» threadld
» labellds

» historyld
» labelAdded
» labelRemoved
» messageAdded

» messageDeleted

» internalDate — can reflect Date header for API-migrated mail
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History Records

Let's acquire Gmail History Records!



PART 2
Forensic Email Authentication




Visual Appearance of the Email

» Email client that was used

» Quote strings

» Formatting of the printout

» Time zone issues

» Day of the week issues

» Company-wide disclaimers and email signatures
» More...
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Download Resource

Download SET TA data from
https://ap23.metaspike.com



Emall Appearance — Quote Strings

The web interface of Google’s Gmail and G Suite:
On Thu, Apr 23,2020 at 10:35 AM John Doe <johndoe@example.com> wrote:

Apple Mail on Mac and iPhone:
On Apr 23,2020, at 10:35 AM, John Doe <johndoe@example.com> wrote:

Yahoo Mail’s web interface:
On Thursday, April 23, 2020, 10:35:00 AM PDT, John Doe <johndoe@example.com> wrote:

Plain-text message, Microsoft Outlook 16:
From: John Doe <johndoe@example.com>
Sent: Thursday, April 23,2020 10:35 AM

To: Jane Doe <janedoe@example.com>

Subject: Test
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Suspect Message:
Appearance

Five-message thread:
Matt Sheppard = Perry Mcgrath
Perry Mcgrath = Matt Sheppard
Matt Sheppard = Perry Mcgrath
Perry Mcgrath = Matt Sheppard
Matt Sheppard = Perry Mcgrath
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Message Data & Metadata

» Acquired with the message

>

Message-ID

» In-Reply-To

vV v v v v v v

References

Trace Fields
Content-Length
X-Originating-IP

MIME boundary delimiters
DKIM Signatures

and more...

Date: Tue, O5 Mar 2019 16:18:36 +0000

Message-ID: <E1.58.01884.C51AE7C5@mMomentum-coi-

mta3.prod.aweberint.com>

From: “Arman Gungor" <agungor@example.com>
Subject: Forensic Exam

To: jJdoe@example.com
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Message |Ds

» Message-ID Header Field

Message-ID: 0a6f0ld5c4cc$b9145e70$2b3d1b50$@gmail.com
01D5C4CC:B9145E70 = 01/06/2020 08:06:03.479 PM (GMT)

Message-ID: 379739993.5402.1611615098569@mail.yahoo.com
1611615098569 = Monday, January 25, 2021 10:51:38.569 PM (UTC)

» Service Provider Message IDs

172ed79b0337cl4f < Thursday, June 25, 2020 9:54:34.675 PM (UTC)

METASP|IH=



Content-I1Ds

<p class=3DMsoNormal><b><i><img width=3D190 height=3D140 =
1d=3D"Picture x0020 1"
src=3D"cid:image001.png@01D942C0O0.FOEET7ASQ0" =
alt=3Dsig><o:p></0:p></1i></b></p>

—————— = NextPart 002 0003 01DS942CO.FEI1FC7F0--
—————— = NextPart 001 0002 01D942CO.FE1FC7FO

Content-Type: image/png;
name="image001.png"
Content-Transfer-Encoding: base64

Content-ID: <image(001l.png@01D942CO.F9EET7A50>

1VBORWOKGgoAAAANSUhEUgAAAL4AAACMCAAAAADNTrUZNnAAAABGABTUEAALGOfPtRkwAAAALIWSF1zZ
AAAOxAAADSQB1SsSOGWAAABIORVhOU29mdHdhcmUATW1jcm9zb2Z20IE9mZm] jZX/ tNXEAAAHNSURB
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Content-I1Ds

<p class=3DMsoNormal><b><i><img width=3D190 height=3D140 =
1d=3D"Picture x0020 1"

SpalelSIDllC 1 d: image001l.pngd01D942C0.FOEETAS RS
alt=3Dsig><o:p></0:p></i></b></p>

—————— = NextPart 002 0003 01DS942CO.FEI1FC7F0--
—————— = NextPart 001 0002 01D942CO.FE1FC7FO

Content-Type: image/png;
name="image001.png"

Content-Transfer-Encoding: base64

Ol RSV A vENNBEIIY | Mage (001 .png@01D942C0O0.FOEETAS0pkg

1VBORWOKGgoAAAANSUhEUgAAAL4AAACMCAAAAADNTrUZNnAAAABGABTUEAALGOfPtRkwAAAALIWSF1zZ
AAAOxAAADSQB1SsSOGWAAABIORVhOU29mdHdhcmUATW1jcm9zb2Z20IE9mZm] jZX/ tNXEAAAHNSURB
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Content-I1Ds

<p class=3DMsoNormal><b><i><img width=3D190 height=3D140 =
1d=3D"Picture x0020 1"

SpalelSIDllC 1 d: image001l.pngd01D942C0.FOEETAS RS
alt=3Dsig><o:p></0:p></i></b></p>

—————— = NextPart 002 0003 01DS942CO.FEI1FC7F0--
—————— = NextPart 001 0002 01D942CO.FE1FC7FO

Content-Type: image/png;
name="image001.png"

Content-Transfer-Encoding: base64

Content-ID: <jliutXefsI0l0NNolotelC .FOEET7A50pg

1VBORWOKGgoAAAANSUhEUgAAAL4AAACMCAAAAADNTrUZNnAAAABGABTUEAALGOfPtRkwAAAALIWSF1zZ
AAAOxAAADSQB1SsSOGWAAABIORVhOU29mdHdhcmUATW1jcm9zb2Z20IE9mZm] jZX/ tNXEAAAHNSURB
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MIME Boundary Delimiters

Gmail API / webmail
0000000000000e54ae05a8c4954b

Yahoo Webmail
----=_Part_1819530_1525945855.1592937065974
Outlook Desktop
----=_NextPart_O00_0OA70_01D5C489.AAF193A0
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MIME Boundary Delimiters

Gmail API / webmail
OOOOOOOOOOOOO|eS4aeOSa8C4954b
Yahoo Webmail
----=_Part_1819530_] 52594585511 592937065974
Outlook Desktop
----=_NextPart_O00_0OA70_01D5C489.AAFI193A0
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MIME Boundary Delimiters

Unknown
—--7TAGE80CAG774BEGEEGF2CB14F513FA4750R477E9BD1IARCOOSDFESBAES4F93640
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MIME Boundary Delimiters

» Who creates MIME boundary delimiters?
» Can they be updated?



MIME Boundary Delimiters

Example scenarios where delimiters are updated:

» Email is modified -» saved

» Email is moved between IMAP folders via Outlook
2013 or later (see Outlook bug report)

» Email is forwarded as an attached MIME message
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https://social.msdn.microsoft.com/Forums/en-US/8eafe714-8a8c-44bc-9228-d6a68731494f/outlook-2013-behavior-as-an-imap-client

MIME Boundary Delimiters

Example scenarios where delimiters are updated:

» Email is modified -» saved

» Email is moved between IMAP folders via Outlook
2013 or later (see Outlook bug report)

» Email is forwarded as an attached MIME message

Are Message-IDs updated the same way?
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https://social.msdn.microsoft.com/Forums/en-US/8eafe714-8a8c-44bc-9228-d6a68731494f/outlook-2013-behavior-as-an-imap-client

Effects of Outlook Modifications

L et's review:

» Changes to a message edited by Outlook

» Changes to a message copied/moved by Outlook
2013+ between IMAP folders

» Changes to a forwarded message



Download Resource

Download SET 1B data from
https://ap23.metaspike.com



Quoted-printable Transfer Encoding
Refresher

» RFC 2045 - 6.7

» Requires that encoded lines be no more than 76
characters long.

» If longer, “soft” line breaks must be used, indicated by
an equal sign as the last character on an encoded line.

Ref 1

METASP|IH=


https://www.rfc-editor.org/rfc/rfc2045#section-6.7

What i1s DKIM?

DomainKeys Identified Mail (DKIM)
REC 6376
Uses public key cryptography

Provides assurance on the identity of the sender of a message

vV v v VvV Vv

Relationship to Sender Policy Framework (SPF) and Domain-
based Message Authentication, Reporting & Conformance
(DMARC)
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https://www.rfc-editor.org/rfc/rfc6376

Sender Policy Framework

» RFC 7208
DNS-based email authentication

» Aims to prevent sender address forgery by checking the envelope
sender's |P address against the claimed sending domain

A\ 4

» 10-lookup limit
Checks HELO identity and MAIL FROM identity (SMTP)
» Header sender vs. envelope sender alignment

\ 4
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https://www.rfc-editor.org/rfc/rfc7208

SPF Results

» None: No valid domain name, or no SPF records found.

» Neutral: Explicit statement that whether the IP address is authorized is not
asserted.

» Pass: Explicit statement that the client is authorized to send mail with the
given identity.

» Fail: Explicit statement that the client is not authorized to send mail with the
given identity.

v=spfl 1p4:47.181.19.3 -all

» Softfail: Weak statement that the client is probably not authorized. (Mail can
be allowed, but should be flagged as spam or suspicious)
v=spfl 1include:spf.protection.outlook.com ~all

» Temperror:. SPF verifier encountered a transient (e.g., DNS) error while
performing the check.

» Permerror. The domain's published records could not be correctly interpreted.
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Domain-based Message Authentication,
Reporting & Conformance (DMARC)

» Combines SPF and DKIM into a single coherent policy

» Provides feedback to senders via reporting
» Aggregate reports

» Forensic reports

» Senders tell receivers what to do when a message fails
authentication

» Notable contributors include PayPal, Bank of America, Fidelity
Investments, JPMorganChase, LinkedlIn, Facebook, and Twitter
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Aggregate report to Sender updated sent to Sender

METASP|RE



How DKIM Works

» Signing entity normalizes & hashes the body of the message and
digitally signs it along with a subset of its header fields using its
private key

» Public key of the signing entity is published as a _domainkey DNS
TXT Resource Record for the signer's domain

» Recipient retrieves the signer’s public key with a DNS query and
attempts to verify the digital signature
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Original Message

Delivered-To: lmisfe@l@gmail.com
Received: by 2002:a5d:6487:0:0:0:0:0 with SMTP id 07csp2293978wri;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
X-Google-Smtp-Source: ABdhPJyWhaMfNbRsirQe35V/ZMXTub5vbDiE2jqxMYg0SdLcIIcYq2TOnYO7gAYZujzkvOzH7nRF
X-Received: by 2002:a37:6c42:: with SMTP id h63mr1170343gkc.243.1634923777253;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
ARC-Seal: i=1; a=rsa-sha256; t=1634923777; cv=none;
d=google.com; s=arc-20160816;
b=bxtn2LvysX8jAuR9s1lchGhca0OnvsD7Wt27ADiTSVO8RD141L4wOGSWn4YGTI+VvNSM
KXrh8mIwygDpHIr2X9tvyiBrfovgzghQgwakjWcGo8MmeQcuFHVX5jon20iH4pX0s11T
Dwyn7tEKqr/vp7dQClId/ul0Tixi21jD1yXzR2P86QV2t2cfDd+mH1pjlY4elIgqxKo86
073Sg5RNK8KPeKGrB16xj3U6QA5T8A+z/zzq4Vs5TuKmOblASQsClvbajX7LLrB++n3f
XKVKWfIrzfpitG218QSKCXQXNGx+qp2des9+oVOsCTGpW1n6Z75jL+4ZrIkZwCVHC3KW
6Y7A==
ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=references:mime-version:subject:message-id:to:from:date
:dkim-signature;
bh=qm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvg3Q8/2NrY=;
b=tVQiE9PZGt18qpRuyzys@MgBInhOyogl9rFNpNngBPwnf00+FPzhc3gMLjGxHUCA6W
S1BWgm6WN+GKyJ1dDNSIQITAMt3z1C+532IccOT5gjeaFs7DL/GwkXGyaMQL5LxI2Iho
KIDONU2HGWrEoQ8/fPkH2Qt5S1p/AEeX83gZpVNQYxgNgI90p1+K4ZzVPixC5pAiOtUM
gK7BiigXNYs+9PnaBt8ja63RpKUjOcI6LPxxVS13nROC3YI+3M3Qk6TB1i02p9izmiKe
At5sNz8E3sdpRVFxSNgh3eAaulLwyQfomW45N/xd32wFwyg5ncz2H9ThSHUtUNH19Qzg5
Oebg==
ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com
Return-Path: <fecdev@yahoo.com>
Received: from sonic306-21.consmr.mail.nel.yahoo.com (sonic306-21.consmr.mail.nel.yahoo.com.
[66.163.189.83])
by mx.google.com with ESMTPS id bp13si8762888gkb.34.2021.10.22.10.29.36
for <1lmisfel@gmail.com>
(version=TLS1_2 cipher=ECDHE-ECDSA-AES128-GCM-SHA256 bits=128/128);
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
Received-SPF: pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
client-ip=66.163.189.83;
Authentication-Results: mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0I1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJISuIZNdm/9iomv3xoejj2Eh/dH+yiXooeXGYghLx1PkSJY1ZCTeIVvwYBTRfFWbPD5BveOVXBE99yiX0gR19ZsbaeYazIP
q55yZ2GDacT7/q+g@a6EDSObpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7rKbbC2YL/VFwyN73F
7QVhpPfd/cpOTT13codwgGcWoot EFOXVrwuQtxQePpa8CKZX53IFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWom6QhOo
GeF8KxNM313j513npH3gIZxFou5nLGF8p@fX6syoKg==
Received: from sonic.gate.mail.nel.yahoo.com by sonic306.consmr.mail.nel.yahoo.com with HTTP; Fri, 22
Oct 2021 17:29:35 +0000
Date: Fri, 22 Oct 2021 17:28:56 +0000 (UTC)
From: FEC Dev <fecdev@yahoo.com>
To: "lmisf@l@gmail.com" <1lmisf@l@gmail.com>
Message-ID: <217157422.687119.1634923736910@mail.yahoo.com>
Subject: DKIM Verification Exercise
MIME-Version: 1.0
Content-Type: multipart/alternative;

boundary="----=_Part_687118_578898387.1634923736909"
References: <217157422.687119.1634923736910.ref@mail.yahoo.com>
X-Mailer: WebService/1.1.19198 YMailNorrin
Content-Length: 688

_Part_687118_578898387.1634923736909
Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 7bit

This is where the message body goes!

_Part_687118_578898387.1634923736909
Content-Type: text/html; charset=UTF-8
Content-Transfer-Encoding: 7bit

<html><head></head><body><div class="yahoo-style-wrap” style="font-family:Helvetica Neue, Helvetica,

Arial, sans-serif;font-size:16px;"><div dir="1tr" data-setdir="false">This is where the message body

goes!</div><div dir="1tr" data-setdir="false"><br></div><div dir="1tr" data-

setdir="false"><br></div><div dir="1tr" data-setdir="false"><br></div></div></body></html>
_Part_687118_578898387.1634923736909- -




Original Message

Delivered-To: lmisfe@l@gmail.com
Received: by 2002:a5d:6487:0:0:0:0:0 with SMTP id 07csp2293978wri;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
X-Google-Smtp-Source: ABdhPJyWhaMfNbRsirQe35V/ZMXTub5vbDiE2jqxMYg0SdLcIIcYq2TOnYO7gAYZujzkvOzH7nRF
X-Received: by 2002:a37:6c42:: with SMTP id h63mr1170343gkc.243.1634923777253;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
ARC-Seal: i=1; a=rsa-sha256; t=1634923777; cv=none;
d=google.com; s=arc-20160816;
b=bxtn2LvysX8jAuR9s1lchGhca0OnvsD7Wt27ADiTSVO8RD141L4wOGSWn4YGTI+VvNSM

KXrh8mIwygDpHIr2X9tvyiBrfovgzghQgwakjWcGo8MmeQcuFHVX5jon20iH4pX0s11T Date: Fri, 22 Oct 2021 17:28:56 +0000 (UTC)

Dwyn7tEKqr/vp7dQClId/ul0Tixi21jD1yXzR2P86QV2t2cfDd+mH1pjlY4elIgqxKo86 From: FEC Dev <fecdev@yahoo.com>

073Sg5RNK8KPeKGrB16xj3U6QA5T8A+z/zzq4Vs5TuKmOblASQsClvbajX7LLrB++n3f To: "lmisfel@gmail.com" <1lmisfel@gmail.com>

XKVKWfIrzfpitG218QSKCXQXNGx+qp2des9+oVOsCTGpW1n6Z75jL+4ZrIkZwCVHC3KW Message-ID: <217157422.687119.1634923736910@mail.yahoo.com>

6Y7A== Subject: DKIM Verification Exercise

ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816; MIME-Version: 1.0
h=references:mime-version:subject:message-id:to:from:date Content-Type: multipart/alternative;

:dkim-signature; boundary="----=_Part_687118_578898387.1634923736909"
bh=qm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvg3Q8/2NrY=; References: <217157422.687119.1634923736910.ref@mail.yahoo.com>
b=tVQiE9PZGt18qpRuyzys@MgBInhOyogl9rFNpNngBPwnf00+FPzhc3gMLjGxHUCA6W X-Mailer: WebService/1.1.19198 YMailNorrin

S1BWgm6WN+GKyJ1dDNSIQITAMt3z1C+532IccOT5gjeaFs7DL/GwkXGyaMQL5LxI2Iho Content-Length: 688

KIDONU2HGWrEoQ8/fPkH2Qt5S1p/AEeX83gZpVNQYxgNgI90p1+K4ZzVPixC5pAiOtUM

gK7BiigXNYs+9PnaBt8ja63RpKUjOcI6LPxxVS13nROC3YI+3M3Qk6TB1i02p9izmiKe _Part_687118_578898387.1634923736909

At5sNz8E3sdpRVFxSNgh3eAaulLwyQfomW45N/ xd32wFwyg5ncz2H9ThSHUtUNH19Qzg5 Content-Type: text/plain; charset=UTF-8

Oebg== Content-Transfer-Encoding: 7bit

ARC-Authentication-Results: i=1; mx.google.com;

dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;

spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;

dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0I1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJISuIZNdm/9iomv3xoejj2Eh/dH+yiXooeXGYghLx1PkSJY1ZCTeIVvwYBTRfFWbPD5BveOVXBE99yiX0gR19ZsbaeYazIP
q55yZ2GDacT7/q+g@a6EDSObpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7rKbbC2YL/VFwyN73F
7QVhpPfd/cpOTT13codwgGcWoot EFOXVrwuQtxQePpa8CKZX53IFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWom6QhOo
GeF8KxNM313j51InpH3gJIZxFou5nLGF8p@fX6syoKg==

Received: from sonic.gate.mail.nel.yahoo.com by sonic306.consmr.mail.nel.yahoo.com with HTTP; Fri, 22
Oct 2021 17:29:35 +0000

This is where the message body goes!

Return-Path: <fecdev@yahoo.com>
Received: from sonic306-21.consmr.mail.nel.yahoo.com (sonic306-21.consmr.mail.nel.yahoo.com.
[66.163.189.83])

_Part_687118_578898387.1634923736909
Content-Type: text/html; charset=UTF-8
Content-Transfer-Encoding: 7bit

by mx.google.com with ESMTPS id bp13si8762888gkb.34.2021.10.22.10.29.36
for <1lmisfel@gmail.com>
(version=TLS1_2 cipher=ECDHE-ECDSA-AES128-GCM-SHA256 bits=128/128);
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
Received-SPF: pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
client-ip=66.163.189.83;
Authentication-Results: mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com

<html><head></head><body><div class="yahoo-style-wrap” style="font-family:Helvetica Neue, Helvetica,

Arial, sans-serif;font-size:16px;"><div dir="1tr" data-setdir="false">This is where the message body

goes!</div><div dir="1tr" data-setdir="false"><br></div><div dir="1tr" data-

setdir="false"><br></div><div dir="1tr" data-setdir="false"><br></div></div></body></html>
_Part_687118_578898387.1634923736909- -




DKIM Signature

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJSuUIZNdm/9iomv3xoejj2Eh/dH+yiXo0eXGYghLx1PkSJY1ZCTelVvw
YBTRTFWbPD5BveOVXBE99YyiX0gR19ZsbaeYazJPq55yZ2GDacT7/q+g0a6EDSO
bpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7r
KbbC2YL/VFwyN73F7QVhpPfd/cpOTT13coOwgGcWootEFOXVrwuQtxQePpa8CK
ZX53JFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWomeQhOoGeF8KxN
M31j51InpH3gJZxFou5nLGF8pOfX6syoKg==

METASP|IH=



DKIM Signature

DKIM-Signature: MH!; a=rsa-sha256; c=relaxed/relaxed;
d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJSuUIZNdm/9iomv3xoejj2Eh/dH+yiXo0eXGYghLx1PkSJY1ZCTelVvw
YBTRTFWbPD5BveOVXBE99YyiX0gR19ZsbaeYazJPq55yZ2GDacT7/q+g0a6EDSO
bpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7r
KbbC2YL/VFwyN73F7QVhpPfd/cpOTT13coOwgGcWootEFOXVrwuQtxQePpa8CK
ZX53JFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWomeQhOoGeF8KxN
M31j51InpH3gJZxFou5nLGF8pOfX6syoKg==

METASP|IH=



DKIM Signature

DKIM-Signature: v=1; [IREEIEPES; c=relaxed/relaxed;
d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJSuUIZNdm/9iomv3xoejj2Eh/dH+yiXo0eXGYghLx1PkSJY1ZCTelVvw
YBTRTFWbPD5BveOVXBE99YyiX0gR19ZsbaeYazJPq55yZ2GDacT7/q+g0a6EDSO
bpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7r
KbbC2YL/VFwyN73F7QVhpPfd/cpOTT13coOwgGcWootEFOXVrwuQtxQePpa8CK
ZX53JFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWomeQhOoGeF8KxN
M31j51InpH3gJZxFou5nLGF8pOfX6syoKg==

METASP|IH=



DKIM Signature

DKIM-Signature: v=1; a=rsa-sha256; [EgAEVCEIALAENE;

d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJSuUIZNdm/9iomv3xoejj2Eh/dH+yiXo0eXGYghLx1PkSJY1ZCTelVvw
YBTRTFWbPD5BveOVXBE99YyiX0gR19ZsbaeYazJPq55yZ2GDacT7/q+g0a6EDSO
bpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7r
KbbC2YL/VFwyN73F7QVhpPfd/cpOTT13coOwgGcWootEFOXVrwuQtxQePpa8CK
ZX53JFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWomeQhOoGeF8KxN
M31j51InpH3gJZxFou5nLGF8pOfX6syoKg==

METASP|IH=



DKIM Signature

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
EEVEIENee; s=52048; t=1634923775;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJSuUIZNdm/9iomv3xoejj2Eh/dH+yiXo0eXGYghLx1PkSJY1ZCTelVvw
YBTRTFWbPD5BveOVXBE99YyiX0gR19ZsbaeYazJPq55yZ2GDacT7/q+g0a6EDSO
bpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7r
KbbC2YL/VFwyN73F7QVhpPfd/cpOTT13coOwgGcWootEFOXVrwuQtxQePpa8CK
ZX53JFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWomeQhOoGeF8KxN
M31j51InpH3gJZxFou5nLGF8pOfX6syoKg==

METASP|IH=



DKIM Signature

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=yahoo.com; ERPLEE; t=1634923775;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJSuUIZNdm/9iomv3xoejj2Eh/dH+yiXo0eXGYghLx1PkSJY1ZCTelVvw
YBTRTFWbPD5BveOVXBE99YyiX0gR19ZsbaeYazJPq55yZ2GDacT7/q+g0a6EDSO
bpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7r
KbbC2YL/VFwyN73F7QVhpPfd/cpOTT13coOwgGcWootEFOXVrwuQtxQePpa8CK
ZX53JFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWomeQhOoGeF8KxN
M31j51InpH3gJZxFou5nLGF8pOfX6syoKg==

METASP|IH=



DKIM Signature

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=yahoo.com; s=s2048; ARV VRV ;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJSuUIZNdm/9iomv3xoejj2Eh/dH+yiXo0eXGYghLx1PkSJY1ZCTelVvw
YBTRTFWbPD5BveOVXBE99YyiX0gR19ZsbaeYazJPq55yZ2GDacT7/q+g0a6EDSO
bpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7r
KbbC2YL/VFwyN73F7QVhpPfd/cpOTT13coOwgGcWootEFOXVrwuQtxQePpa8CK
ZX53JFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWomeQhOoGeF8KxN
M31j51InpH3gJZxFou5nLGF8pOfX6syoKg==

METASP|IH=



DKIM Signature

Friday, October 22,

2021 5:29:35 PM (UTC)

DKIM-Signature: v=1; a=rsa-sha256; M#=relaxed/relaxed;
d=yahoo.com; s=s2048; ARV VRV ;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJSuUIZNdm/9iomv3xoejj2Eh/dH+yiXo0eXGYghLx1PkSJY1ZCTelVvw
YBTRTFWbPD5BveOVXBE99YyiX0gR19ZsbaeYazJPq55yZ2GDacT7/q+g0a6EDSO
bpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7r
KbbC2YL/VFwyN73F7QVhpPfd/cpOTT13coOwgGcWootEFOXVrwuQtxQePpa8CK
ZX53JFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWomeQhOoGeF8KxN

M313j51JnpH3gJZxFou5nLGF8pOfX6syoKg==

METASP|IH=



DKIM Signature

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvg3Q8/2NrY=F
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJSuUIZNdm/9iomv3xoejj2Eh/dH+yiXo0eXGYghLx1PkSJY1ZCTelVvw
YBTRTFWbPD5BveOVXBE99YyiX0gR19ZsbaeYazJPq55yZ2GDacT7/q+g0a6EDSO
bpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7r
KbbC2YL/VFwyN73F7QVhpPfd/cpOTT13coOwgGcWootEFOXVrwuQtxQePpa8CK
ZX53JFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWomeQhOoGeF8KxN
M31j51InpH3gJZxFou5nLGF8pOfX6syoKg==

METASP|IH=



DKIM Signature

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-ToK
b=kGDApJSuUIZNdm/9iomv3xoejj2Eh/dH+yiXo0eXGYghLx1PkSJY1ZCTelVvw
YBTRTFWbPD5BveOVXBE99YyiX0gR19ZsbaeYazJPq55yZ2GDacT7/q+g0a6EDSO
bpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7r
KbbC2YL/VFwyN73F7QVhpPfd/cpOTT13coOwgGcWootEFOXVrwuQtxQePpa8CK
ZX53JFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWomeQhOoGeF8KxN
M31j51InpH3gJZxFou5nLGF8pOfX6syoKg==

METASP|IH=



DKIM Signature

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJSuUIZNdm/9iomv3xoejj2Eh/dH+yiXo00eXGYghLx1PkSJY1ZCTelVvw

YBTRTFWbPD5BveOVXBE99YyiX0gR19ZsbaeYazIPg55yZ2GDacT7/gq+g0a6EDSO

bpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7r

KbbC2YL/VFwyN73F7QVhpPfd/cpOTT13coOwgGcWootEFOXVrwuQtxQePpa8CK
ZX53JFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWomeQhOoGeF8KxN
M31j51JnpH3gJZxFou5nLGF8pOfX6syoKg==

METASP|IH=



DKIM Signature

Signature

KGDApJSuIZNdm/9iomv3xoejj2Eh/dH+yiXooeXGYghLx1PkSJY1ZCTeJVvwYB
TRFFWbPD5BveOVXBE99yiX0gR19ZsbaeYazIPq55yZ2GDacT7/q+g0a6EDSObp
FajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7rKb
bC2YL/VFwyN73F7QVhpPfd/cpOTT13coOwgGcWootEFOXVrwuQtxQePpa8CKZX
53JFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKghWom6QhOoGeF8KxXNM3
1j51InpH3gJZxFou5nLGF8pofX6syoKg==

METASP|IH=



DKIM Verification

Simple Canonicalization

Header: Presents the header fields exactly as they are without
changing their case, altering whitespace, etc.

Body: Removes any extra empty lines at the end of the message
body.

METASP|IH=



DKIM Verification

Relaxed Canonicalization

Header:

» Converts all header field names to lowercase (e.g., “Subject.” -> “subject.”)

» Unfolds all lines

» Converts all sequences of one or more whitespace characters to a single space

» Removes all whitespace at the end of each header field value

» Removes any whitespace before and after the colon that separates the header field
name from the value (e.g., “subject : test” -> “subject:test”)

[Slele\VA

» Removes all whitespace at line endings

» Replaces all whitespace within a line with a single space

» Extraempty lines at the end of the message body are also removed

METASP|IH=



DKIM Verification

Step 1— Calculate Body Hash



Original Message

Delivered-To: lmisfe@l@gmail.com
Received: by 2002:a5d:6487:0:0:0:0:0 with SMTP id 07csp2293978wri;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
X-Google-Smtp-Source: ABdhPJyWhaMfNbRsirQe35V/ZMXTub5vbDiE2jqxMYg0SdLcIIcYq2TOnYO7gAYZujzkvOzH7nRF
X-Received: by 2002:a37:6c42:: with SMTP id h63mr1170343gkc.243.1634923777253;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
ARC-Seal: i=1; a=rsa-sha256; t=1634923777; cv=none;
d=google.com; s=arc-20160816;
b=bxtn2LvysX8jAuR9s1lchGhca0OnvsD7Wt27ADiTSVO8RD141L4wOGSWn4YGTI+VvNSM
KXrh8mIwygDpHIr2X9tvyiBrfovgzghQgwakjWcGo8MmeQcuFHVX5jon20iH4pX0s11T
Dwyn7tEKqr/vp7dQClId/ul0Tixi21jD1yXzR2P86QV2t2cfDd+mH1pjlY4elIgqxKo86
073Sg5RNK8KPeKGrB16xj3U6QA5T8A+z/zzq4Vs5TuKmOblASQsClvbajX7LLrB++n3f
XKVKWfIrzfpitG218QSKCXQXNGx+qp2des9+oVOsCTGpW1n6Z75jL+4ZrIkZwCVHC3KW
6Y7A==
ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=references:mime-version:subject:message-id:to:from:date
:dkim-signature;
bh=qm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvg3Q8/2NrY=;
b=tVQiE9PZGt18qpRuyzys@MgBInhOyogl9rFNpNngBPwnf00+FPzhc3gMLjGxHUCA6W
S1BWgm6WN+GKyJ1dDNSIQITAMt3z1C+532IccOT5gjeaFs7DL/GwkXGyaMQL5LxI2Iho
KIDONU2HGWrEoQ8/fPkH2Qt5S1p/AEeX83gZpVNQYxgNgI90p1+K4ZzVPixC5pAiOtUM
gK7BiigXNYs+9PnaBt8ja63RpKUjOcI6LPxxVS13nROC3YI+3M3Qk6TB1i02p9izmiKe
At5sNz8E3sdpRVFxSNgh3eAaulLwyQfomW45N/xd32wFwyg5ncz2H9ThSHUtUNH19Qzg5
Oebg==
ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com
Return-Path: <fecdev@yahoo.com>
Received: from sonic306-21.consmr.mail.nel.yahoo.com (sonic306-21.consmr.mail.nel.yahoo.com.
[66.163.189.83])
by mx.google.com with ESMTPS id bp13si8762888gkb.34.2021.10.22.10.29.36
for <1lmisfel@gmail.com>
(version=TLS1_2 cipher=ECDHE-ECDSA-AES128-GCM-SHA256 bits=128/128);
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
Received-SPF: pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
client-ip=66.163.189.83;
Authentication-Results: mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0I1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJISuIZNdm/9iomv3xoejj2Eh/dH+yiXooeXGYghLx1PkSJY1ZCTeIVvwYBTRfFWbPD5BveOVXBE99yiX0gR19ZsbaeYazIP
q55yZ2GDacT7/q+g@a6EDSObpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7rKbbC2YL/VFwyN73F
7QVhpPfd/cpOTT13codwgGcWoot EFOXVrwuQtxQePpa8CKZX53IFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWom6QhOo
GeF8KxNM313j513npH3gIZxFou5nLGF8p@fX6syoKg==
Received: from sonic.gate.mail.nel.yahoo.com by sonic306.consmr.mail.nel.yahoo.com with HTTP; Fri, 22
Oct 2021 17:29:35 +0000
Date: Fri, 22 Oct 2021 17:28:56 +0000 (UTC)
From: FEC Dev <fecdev@yahoo.com>
To: "lmisf@l@gmail.com" <1lmisf@l@gmail.com>
Message-ID: <217157422.687119.1634923736910@mail.yahoo.com>
Subject: DKIM Verification Exercise
MIME-Version: 1.0
Content-Type: multipart/alternative;

boundary="----=_Part_687118_578898387.1634923736909"
References: <217157422.687119.1634923736910.ref@mail.yahoo.com>
X-Mailer: WebService/1.1.19198 YMailNorrin
Content-Length: 688

_Part_687118_578898387.1634923736909
Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 7bit

This is where the message body goes!

_Part_687118_578898387.1634923736909
Content-Type: text/html; charset=UTF-8
Content-Transfer-Encoding: 7bit

<html><head></head><body><div class="yahoo-style-wrap” style="font-family:Helvetica Neue, Helvetica,

Arial, sans-serif;font-size:16px;"><div dir="1tr" data-setdir="false">This is where the message body

goes!</div><div dir="1tr" data-setdir="false"><br></div><div dir="1tr" data-

setdir="false"><br></div><div dir="1tr" data-setdir="false"><br></div></div></body></html>
_Part_687118_578898387.1634923736909- -




DKIM Verification

Step 1 — Calculate Body Hash

Hex: AA-6F-20-40-CD-3A-FO-B8-C1-29-C0O-CE-26-58-2D-7B-A6-DB-9D-07-54-7A-91-27-
2E-FA-B7-43-CF-F6-36-B6

Base64: gm8gQMO68LjBKcDOJIgte6bbnQdUepENLvg3Q8/2NrY=

METASP|IH=



DKIM Signature

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvg3Q8/2NrY=F
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJSuUIZNdm/9iomv3xoejj2Eh/dH+yiXo0eXGYghLx1PkSJY1ZCTelVvw
YBTRTFWbPD5BveOVXBE99YyiX0gR19ZsbaeYazJPq55yZ2GDacT7/q+g0a6EDSO
bpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7r
KbbC2YL/VFwyN73F7QVhpPfd/cpOTT13coOwgGcWootEFOXVrwuQtxQePpa8CK
ZX53JFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWomeQhOoGeF8KxN
M31j51InpH3gJZxFou5nLGF8pOfX6syoKg==

METASP|IH=



DKIM Verification
Step 2 — Retrieve Public Key

DNS lookup for TXT record:
s2048._domainkey.yahoo.com

Result:

TTL: 5 hours 42 minutes 57 seconds

—MIIBIJANngqhle9WOBAQEFAAOCAQSAMIIBCgKCAQEAuoWquwaSSMczUGbMv176RadeGOMkanSOOJ/HGoQ6dal
SMWiLaj8IMcHClcubJx2gz,iAPQHVPtFYayyLA4ayJUSNk10/uqfByiU8qiPCE4JSFrpxflhMIKV4bt+gluHw7wLzguCf4YAORGX

XUKRsAoHuUoF7M+v6bMZ /X1G+vilWHkB14UfgJQ608F1ckKKozZ5K, qUkIH5pDagbgs+F3PpyiAUQTB6EEZOA1KMPRWIGpzgPtKoukD
cQuKUw9GAu17kSIyEc1zqrbaUKNLGAmz@elqunzIszz6jdT1/YV5R16YUOQ5sNquNzZSTonlkb VRy6eK0jUnoSSTmSAhwID

METASP|IH=



DKIM Verification

Step 2 — Retrieve Public Key

MIIBIjANBgkghkiGOweBAQEFAAOCAQ8AMIIBCgKCAQEAUOWUFgbWwS8MczUGbMv176RaxdZGOMkQmn800
J/HGoQ6dalSMWilaj8IMcHC1cubIx2gziAPQHVPtFYayyLA4ayJUSNk10/uqfByiU8qiPCE4ISFrpxFflh
MIKVAbt+gluHw7wLzguCf4YAORE6XXUKRSAOHUOF 7M+v6bMZ /X1G+viWHkB14UfgIQ608F1ckKKozZ5Kquk
JH5pDaqgbgs+F3PpyiAUQFB6EEZOALIKMPRWIGpZgPtKoukDcQuKUWOGAUl7kSIyEcizgqrbaUKNLGAmzOel
kgRnzIsVpz6jdT1/YV5Ri6YUOQS5SN5bgNzZ8Tx0Q1lkbVRy6eK0jUnoSSTmSAhwIDAQAB

METASP|IH=



DKIM Verification

Step 3 — Construct Signed Message



Original Message

Delivered-To: lmisf@l@gmail.com
Received: by 2002:a5d:6487:0:0:0:0:0 with SMTP id 07csp2293978wri;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
X-Google-Smtp-Source: ABdhPJyWhaMfNbRsirQe35V/ZMXTub5vbDiE2jqxMYg0SdLcIIcYq2TOnYO7gAYZujzkvOzH7nRF
X-Received: by 2002:a37:6c42:: with SMTP id h63mr1170343gkc.243.1634923777253;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
ARC-Seal: i=1; a=rsa-sha256; t=1634923777; cv=none;
d=google.com; s=arc-20160816;
b=bxtn2LvysX8jAuR9s1lchGhca0OnvsD7Wt27ADiTSVO8RD141L4wOGSWn4YGTI+VvNSM
KXrh8mIwygDpHIr2X9tvyiBrfovgzghQgwakjWcGo8MmeQcuFHVX5jon20iH4pX0s11T
Dwyn7tEKqr/vp7dQClId/ul0Tixi21jD1yXzR2P86QV2t2cfDd+mH1pjlY4elIgqxKo86
073Sg5RNK8KPeKGrB16xj3U6QA5T8A+z/zzq4Vs5TuKmOblASQsClvbajX7LLrB++n3f
XKVKWfIrzfpitG218QSKCXQXNGx+qp2des9+oVOsCTGpW1n6Z75jL+4ZrIkZwCVHC3KW
6Y7A==
ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=references:mime-version:subject:message-id:to:from:date
:dkim-signature;
bh=qm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvg3Q8/2NrY=;
b=tVQiE9PZGt18qpRuyzys@MgBInhOyogl9rFNpNngBPwnf00+FPzhc3gMLjGxHUCA6W
S1BWgm6WN+GKyJ1dDNSIQITAMt3z1C+532IccOT5gjeaFs7DL/GwkXGyaMQL5LxI2Iho
KIDONU2HGWrEoQ8/fPkH2Qt5S1p/AEeX83gZpVNQYxgNgI90p1+K4ZzVPixC5pAiOtUM
gK7BiigXNYs+9PnaBt8ja63RpKUjOcI6LPxxVS13nROC3YI+3M3Qk6TB1i02p9izmiKe
At5sNz8E3sdpRVFxSNgh3eAaulLwyQfomW45N/xd32wFwyg5ncz2H9ThSHUtUNH19Qzg5
Oebg==
ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com
Return-Path: <fecdev@yahoo.com>
Received: from sonic306-21.consmr.mail.nel.yahoo.com (sonic306-21.consmr.mail.nel.yahoo.com.
[66.163.189.83])
by mx.google.com with ESMTPS id bp13si8762888gkb.34.2021.10.22.10.29.36
for <1lmisfel@gmail.com>
(version=TLS1_2 cipher=ECDHE-ECDSA-AES128-GCM-SHA256 bits=128/128);
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
Received-SPF: pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
client-ip=66.163.189.83;
Authentication-Results: mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0I1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
"b=KGDApJSUIZNdm/91omv3xoe]j2En/ dH+yIX00eXGYEhLXIPKSIYIZCTeJVWWYBTRTFWbPD5BVEOVXBE99y1XOgR19ZsbaeYazP
q55yZ2GDacT7/q+g@a6EDSObpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7rKbbC2YL/VFwyN73F
7QVhpPfd/cpOTT13codwgGcWoot EFOXVrwuQtxQePpa8CKZX53IFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWom6QhOo
GeF8KxNM313j513npH3gIZxFou5nLGF8p@fX6syoKg==
Received: from sonic.gate.mail.nel.yahoo.com by sonic306.consmr.mail.nel.yahoo.com with HTTP; Fri, 22
Oct 2021 17:29:35 +0000
Date: Fri, 22 Oct 2021 17:28:56 +0000 (UTC)
From: FEC Dev <fecdev@yahoo.com>
To: "lmisf@l@gmail.com" <1lmisf@l@gmail.com>
Message-ID: <217157422.687119.1634923736910@mail.yahoo.com>
ISubject: DKIM Verification Exercise
MIME-Version: 1.0
Content-Type: multipart/alternative;

boundary="----= Part 687118 578898387.1634923736909"
IReferences: <217157422.687119.1634923736916.ref@mail.yahoo.com>l
X-Mailer: WebService/1.1.19198 YMailNorrin
Content-Length: 688

_Part_687118_578898387.1634923736909
Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 7bit

This is where the message body goes!

_Part_687118_578898387.1634923736909
Content-Type: text/html; charset=UTF-8
Content-Transfer-Encoding: 7bit

<html><head></head><body><div class="yahoo-style-wrap” style="font-family:Helvetica Neue, Helvetica,

Arial, sans-serif;font-size:16px;"><div dir="1tr" data-setdir="false">This is where the message body

goes!</div><div dir="1tr" data-setdir="false"><br></div><div dir="1tr" data-

setdir="false"><br></div><div dir="1tr" data-setdir="false"><br></div></div></body></html>
_Part_687118_578898387.1634923736909- -




DKIM Verification

Step 4 — Verify Signature

Message

date:Fri, 22 Oct 2021 17:28:56 +0000 (UTC)

from:FEC Dev fecdev@yahoo.com

to:"lmisfOl@gmail.com" 1misfOl@gmail.com

subject:DKIM Verification Exercise
references:217157422.687119.1634923736910.ref@mail.yahoo.com
dkim-signature:v=1; a=rsa-sha256; c=relaxed/relaxed; d=yahoo.com;
$=52048; t=1634923775;
bh=gm8gQMO68LjBKcDOJ1gte6bbnQdUepEnLvg3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To; b=

METASP|IH=



DKIM Verification

Step 4 — Verify Signature

MIIBIjANBgkqhkiGOwOBAQEF
AAOCAQ8AMIIBCgKCAQEAuOWuU
fgbWw58MczUGbMv176RaxdZG
OMkQmn8003 /HGoQ6dalSMWiL
aj8IMcHC1lcubJIx2gziAPQHVP
tFYayyLA4ayJUSNk10/uqgfBy
iU8qiPCE4JSFrpxflhMIKV4b
t+gluHw7wLzguCf4YAoR6XxXU
KRsAoHuoF7M+v6bMZ /X1G+vi
WHkB14UfgJQ608F1ckKKoZ5K
qUkJIH5pDagbgs+F3PpyiAUQf
B6EEZOA1KMPRWIGpzgPtKouk
DcQuKUw9GAuUl7kSIyEcizqrb . (W ald .

aUKNLGAnz0e ka2 Ts\pz6 RSA Signature Verification - VALID SIGNATURE
dT1/YV5Ri6YUOQ5sN5bgqNzZ8

Tx0Q1lkbVRy6eKOjUnoSSTmSA

hwIDAQAB

date:Fri, 22 Oct 2021 17:28:56 +0000 (UTC)
from:FEC Dev fecdev@yahoo.com

M essa g e to:"1lmisfOl@gmail.com" 1lmisfe@l@gmail.com
subject:DKIM Verification Exercise
references:217157422.687119.1634923736910. ref@mail.yahoo.com
dkim-signature:v=1; a=rsa-sha256; c=relaxed/relaxed;
d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvg3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To; b=

Signature

kGDApJISuIZNdm/9iomv3xoejj2Eh/dH+yiXo0eXGYghLx1PkSJIY1ZCTeJVvwYBTRFFWbPD5BveOVXBES9yiX0gR19ZsbaeYazlPq55yZ2GDacT7/q+g0a6bEDSObpFajxDQglko9XH/yeG
3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7rKbbC2YL /VFwyN73F7QVhpPfd/cpOTT13colwgGcWootEFOXVrwuQtxQePpa8CKZX53JFAYv1rUYWd8BkmifbR8c1WnmOv4holn
L5003w+gXKgWom6QhOoGeF8KxNM31j51InpH3gJZxFou5nLGF8p@fX6syoKg==

METASP|IHE=



DKIM Verification

Let's verify a DKIM signature!

Download SET 2 data from
https://ap23.metaspike.com




Verify RSA Signature w/OpenSSL

openssl dgst -sha256 -verify PublicKey.pem -signature Signature.sig
Message.txt

METASP|IH=



Attacks on DKIM

» Exploitation of inconsistencies among the different components
of the email system (MUA, DNS, DKIM, SPF, DMARC, MTA features,
etc.)

From Headers
MIME comments
NULL terminators
Sender headers
Duplicate fields

Lookalike domains

vV v v vV v VvV Y

https:;//www.microsoft.com/

METASP|IH=



What 1s ARC??

» RFC 8617

» An Authenticated Received Chain is the record of individual

authentication assessments as a message traverses through ARC-
participating Administrative Management Domains (ADMD)

» Provides an authenticated "chain of custody" for a message

METASP|IH=


https://www.rfc-editor.org/rfc/rfc8617

What 1s ARC??

» Three new header fields:
» ARC-Authentication-Results (AAR)
» ARC-Message-Signature (AMS)
» ARC-Seal (AS)

METASP|IH=



What is ARC?

» Three new header fields: -
» ARC-Authentication-Results (AAR)
» ARC-Message-Signature (AMS)

» ARC-Seal (AS)

METASP|IH=



Original Message

Delivered-To: lmisf@l@gmail.com
Received: by 2002:a5d:6487:0:0:0:0:0 with SMTP id 07csp2293978wri;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
X-Google-Smtp-Source: ABdhPJyWhaMfNbRsirQe35V/ZMXTub5vbDiE27jqxMYg0S
X-Received: by 2002:a37:6c42:: with SMTP id h63mrl1170343gkc.243.163
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
ARC-Seal: i=1; a=rsa-sha256; t=1634923777; cv=none;
d=google.com; s=arc-20160816;
b=bxtn2LvysX8jAuR9s1lchGhca0OnvsD7Wt27ADiTSVO8RD141L4wOGSWn4YGTI+VvNSM
KXrh8mIwygDpHIr2X9tvyiBrfovgzghQgwakjWcGo8MmeQcuFHVX5jon20iH4pX0s11T
Dwyn7tEKqr/vp7dQClId/ul0Tixi21jD1yXzR2P86QV2t2cfDd+mH1pjlY4elIgqxKo86
073Sg5RNK8KPeKGrB16xj3U6QA5T8A+z/zzq4Vs5TuKmOblASQsClvbajX7LLrB++n3f
XKVKWfIrzfpitG218QSKCXQXNGx+qp2des9+oVOsCTGpW1n6Z75jL+4ZrIkZwCVHC3KW
6Y7A==
ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=references:mime-version:subject:message-id:to:from:date
:dkim-signature;
bh=qm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvg3Q8/2NrY=;
b=tVQiE9PZGt18qpRuyzys@MgBInhOyogl9rFNpNngBPwnf00+FPzhc3gMLjGxHUCA6W
S1BWgm6WN+GKyJ1dDNSIQITAMt3z1C+532IccOT5gjeaFs7DL/GwkXGyaMQL5LxI2Iho
KIDONU2HGWrEoQ8/fPkH2Qt5S1p/AEeX83gZpVNQYxgNgI90p1+K4ZzVPixC5pAiOtUM
gK7BiigXNYs+9PnaBt8ja63RpKUjOcI6LPxxVS13nROC3YI+3M3Qk6TB1i02p9izmiKe
At5sNz8E3sdpRVFxSNgh3eAaulLwyQfomW45N/xd32wFwyg5ncz2H9ThSHUtUNH19Qzg5
Oebg==
ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com
Return-Path: <fecdev@yahoo.com>
Received: from sonic306-21.consmr.mail.nel.yahoo.com (sonic306-21.consmr.mail.nel.yahoo.com.
[66.163.189.83])
by mx.google.com with ESMTPS id bp13si8762888gkb.34.2021.10.22.10.29.36
for <1lmisfel@gmail.com>
(version=TLS1_2 cipher=ECDHE-ECDSA-AES128-GCM-SHA256 bits=128/128);
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
Received-SPF: pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
client-ip=66.163.189.83;
Authentication-Results: mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com

ARC SET

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0I1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJISuIZNdm/9iomv3xoejj2Eh/dH+yiXooeXGYghLx1PkSJY1ZCTeIVvwYBTRfFWbPD5BveOVXBE99yiX0gR19ZsbaeYazIP
q55yZ2GDacT7/q+g@a6EDSObpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7rKbbC2YL/VFwyN73F
7QVhpPfd/cpOTT13codwgGcWoot EFOXVrwuQtxQePpa8CKZX53IFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWom6QhOo
GeF8KxNM313j513npH3gIZxFou5nLGF8p@fX6syoKg==
Received: from sonic.gate.mail.nel.yahoo.com by sonic306.consmr.mail.nel.yahoo.com with HTTP; Fri, 22
Oct 2021 17:29:35 +0000
Date: Fri, 22 Oct 2021 17:28:56 +0000 (UTC)
From: FEC Dev <fecdev@yahoo.com>
To: "lmisf@l@gmail.com" <1lmisf@l@gmail.com>
Message-ID: <217157422.687119.1634923736910@mail.yahoo.com>
Subject: DKIM Verification Exercise
MIME-Version: 1.0
Content-Type: multipart/alternative;

boundary="----=_Part_687118_578898387.1634923736909"
References: <217157422.687119.1634923736910.ref@mail.yahoo.com>
X-Mailer: WebService/1.1.19198 YMailNorrin
Content-Length: 688

_Part_687118_578898387.1634923736909
Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 7bit

This is where the message body goes!

_Part_687118_578898387.1634923736909
Content-Type: text/html; charset=UTF-8
Content-Transfer-Encoding: 7bit

<html><head></head><body><div class="yahoo-style-wrap” style="font-family:Helvetica Neue, Helvetica,

Arial, sans-serif;font-size:16px;"><div dir="1tr" data-setdir="false">This is where the message body

goes!</div><div dir="1tr" data-setdir="false"><br></div><div dir="1tr" data-

setdir="false"><br></div><div dir="1tr" data-setdir="false"><br></div></div></body></html>
_Part_687118_578898387.1634923736909- -




Original Message

Delivered-To: lmisf@l@gmail.com
Received: by 2002:a5d:6487:0:0:0:0:0 with SMTP id 07csp2293978wri;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
X-Google-Smtp-Source: ABdhPJyWhaMfNbRsirQe35V/ZMXTub5vbDiE27jqxMYg0S
X-Received: by 2002:a37:6c42:: with SMTP id h63mrl1170343gkc.243.163
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
ARC-Seal: i=1; a=rsa-sha256; t=1634923777; cv=none;
d=google.com; s=arc-20160816;
b=bxtn2LvysX8jAuR9s1lchGhca0OnvsD7Wt27ADiTSVO8RD141L4wOGSWn4YGTI+VvNSM
KXrh8mIwygDpHIr2X9tvyiBrfovgzghQgwakjWcGo8MmeQcuFHVX5jon20iH4pX0s11T
Dwyn7tEKqr/vp7dQClId/ul0Tixi21jD1yXzR2P86QV2t2cfDd+mH1pjlY4elIgqxKo86
073Sg5RNK8KPeKGrB16xj3U6QA5T8A+z/zzq4Vs5TuKmOblASQsClvbajX7LLrB++n3f
XKVKWfIrzfpitG218QSKCXQXNGx+qp2des9+oVOsCTGpW1n6Z75jL+4ZrIkZwCVHC3KW
6Y7A==
ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=references:mime-version:subject:message-id:to:from:date
:dkim-signature;
bh=qm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvg3Q8/2NrY=;
b=tVQiE9PZGt18qpRuyzys@MgBInhOyogl9rFNpNngBPwnf00+FPzhc3gMLjGxHUCA6W
S1BWgm6WN+GKyJ1dDNSIQITAMt3z1C+532IccOT5gjeaFs7DL/GwkXGyaMQL5LxI2Iho
KIDONU2HGWrEoQ8/fPkH2Qt5S1p/AEeX83gZpVNQYxgNgI90p1+K4ZzVPixC5pAiOtUM
gK7BiigXNYs+9PnaBt8ja63RpKUjOcI6LPxxVS13nROC3YI+3M3Qk6TB1i02p9izmiKe
At5sNz8E3sdpRVFxSNgh3eAaulLwyQfomW45N/xd32wFwyg5ncz2H9ThSHUtUNH19Qzg5
Oebg==
ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com
Return-Path: <fecdev@yahoo.com>
Received: from sonic306-21.consmr.mail.nel.yahoo.com (sonic306-21.consmr.mail.nel.yahoo.com.
[66.163.189.83])
by mx.google.com with ESMTPS id bp13si8762888gkb.34.2021.10.22.10.29.36
for <1lmisfel@gmail.com>
(version=TLS1_2 cipher=ECDHE-ECDSA-AES128-GCM-SHA256 bits=128/128);
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
Received-SPF: pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
client-ip=66.163.189.83;
Authentication-Results: mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com

ARC SET

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0I1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJISuIZNdm/9iomv3xoejj2Eh/dH+yiXooeXGYghLx1PkSJY1ZCTeIVvwYBTRfFWbPD5BveOVXBE99yiX0gR19ZsbaeYazIP
q55yZ2GDacT7/q+g@a6EDSObpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7rKbbC2YL/VFwyN73F
7QVhpPfd/cpOTT13codwgGcWoot EFOXVrwuQtxQePpa8CKZX53IFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWom6QhOo
GeF8KxNM313j513npH3gIZxFou5nLGF8p@fX6syoKg==
Received: from sonic.gate.mail.nel.yahoo.com by sonic306.consmr.mail.nel.yahoo.com with HTTP; Fri, 22
Oct 2021 17:29:35 +0000
Date: Fri, 22 Oct 2021 17:28:56 +0000 (UTC)
From: FEC Dev <fecdev@yahoo.com>
To: "lmisf@l@gmail.com" <1lmisf@l@gmail.com>
Message-ID: <217157422.687119.1634923736910@mail.yahoo.com>
Subject: DKIM Verification Exercise
MIME-Version: 1.0
Content-Type: multipart/alternative;

boundary="----=_Part_687118_578898387.1634923736909"
References: <217157422.687119.1634923736910.ref@mail.yahoo.com>
X-Mailer: WebService/1.1.19198 YMailNorrin
Content-Length: 688

_Part_687118_578898387.1634923736909
Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 7bit

This is where the message body goes!

_Part_687118_578898387.1634923736909
Content-Type: text/html; charset=UTF-8
Content-Transfer-Encoding: 7bit

<html><head></head><body><div class="yahoo-style-wrap” style="font-family:Helvetica Neue, Helvetica,

Arial, sans-serif;font-size:16px;"><div dir="1tr" data-setdir="false">This is where the message body

goes!</div><div dir="1tr" data-setdir="false"><br></div><div dir="1tr" data-

setdir="false"><br></div><div dir="1tr" data-setdir="false"><br></div></div></body></html>
_Part_687118_578898387.1634923736909- -




Original Message

Delivered-To: lmisf@l@gmail.com

Received: by 2002:a5d:6487:0:0:0:0:0 with SMTP id 07csp2293978wri;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)

X-Google-Smtp-Source: ABdhPJyWhaMfNbRsirQe35V/ZMXTub5vbDiE27jqxMYg0S

X-Received: by 2002:a37:6c42:: with SMTP id h63mrl1170343gkc.243.163
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)

ARC-Seal: i=1; a-rsa-sha256; t=1634923777; |aimuois;
d=google.com; s=arc-20160816;
b=bxtn2LvysX8jAuR9s1lchGhca0OnvsD7Wt27ADiTSVO8RD141L4wOGSWn4YGTI+VvNSM
KXrh8mIwygDpHIr2X9tvyiBrfovgzghQgwakjWcGo8MmeQcuFHVX5jon20iH4pX0s11T
Dwyn7tEKqr/vp7dQClId/ul0Tixi21jD1yXzR2P86QV2t2cfDd+mH1pjlY4elIgqxKo86
073Sg5RNK8KPeKGrB16xj3U6QA5T8A+z/zzq4Vs5TuKmOblASQsClvbajX7LLrB++n3f
XKVKWfIrzfpitG218QSKCXQXNGx+qp2des9+oVOsCTGpW1n6Z75jL+4ZrIkZwCVHC3KW
6Y7A==

ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=references:mime-version:subject:message-id:to:from:date

ARC SET

. El
bh=qm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvg3Q8/2NrY=;
b=tVQiE9PZGt18qpRuyzys@MgBInhOyogl9rFNpNngBPwnf00+FPzhc3gMLjGxHUCA6W

S1BWgm6WN+GKyJ1dDNSIQITAMt3z1C+532IccOT5gjeaFs7DL/GwkXGyaMQL5LxI2Iho
KIDONU2HGWrEoQ8/fPkH2Qt5S1p/AEeX83gZpVNQYxgNgI90p1+K4ZzVPixC5pAiOtUM
gK7BiigXNYs+9PnaBt8ja63RpKUjOcI6LPxxVS13nROC3YI+3M3Qk6TB1i02p9izmiKe
At5sNz8E3sdpRVFxSNgh3eAaulLwyQfomW45N/xd32wFwyg5ncz2H9ThSHUtUNH19Qzg5
Oebg==
ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com

Return-Path: <fecdev@yahoo.com>

Received: from sonic306-21.consmr.mail.nel.yahoo.com (sonic306-21.consmr.mail.nel.yahoo.com.

[66.163.189.83])
by mx.google.com with ESMTPS id bp13si8762888gkb.34.2021.10.22.10.29.36
for <1lmisfel@gmail.com>
(version=TLS1_2 cipher=ECDHE-ECDSA-AES128-GCM-SHA256 bits=128/128);

Fri, 22 Oct 2021 10:29:37 -0700 (PDT)

Received-SPF: pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)

client-ip=66.163.189.83;

Authentication-Results: mx.google.com;

dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;

spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;

dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0I1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJISuIZNdm/9iomv3xoejj2Eh/dH+yiXooeXGYghLx1PkSJY1ZCTeIVvwYBTRfFWbPD5BveOVXBE99yiX0gR19ZsbaeYazIP
q55yZ2GDacT7/q+g@a6EDSObpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7rKbbC2YL/VFwyN73F
7QVhpPfd/cpOTT13codwgGcWoot EFOXVrwuQtxQePpa8CKZX53IFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWom6QhOo
GeF8KxNM313j513npH3gIZxFou5nLGF8p@fX6syoKg==
Received: from sonic.gate.mail.nel.yahoo.com by sonic306.consmr.mail.nel.yahoo.com with HTTP; Fri, 22
Oct 2021 17:29:35 +0000
Date: Fri, 22 Oct 2021 17:28:56 +0000 (UTC)
From: FEC Dev <fecdev@yahoo.com>
To: "lmisf@l@gmail.com" <1lmisf@l@gmail.com>
Message-ID: <217157422.687119.1634923736910@mail.yahoo.com>
Subject: DKIM Verification Exercise
MIME-Version: 1.0
Content-Type: multipart/alternative;

boundary="----=_Part_687118_578898387.1634923736909"
References: <217157422.687119.1634923736910.ref@mail.yahoo.com>
X-Mailer: WebService/1.1.19198 YMailNorrin
Content-Length: 688

_Part_687118_578898387.1634923736909
Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 7bit

This is where the message body goes!

_Part_687118_578898387.1634923736909
Content-Type: text/html; charset=UTF-8
Content-Transfer-Encoding: 7bit

<html><head></head><body><div class="yahoo-style-wrap” style="font-family:Helvetica Neue, Helvetica,

Arial, sans-serif;font-size:16px;"><div dir="1tr" data-setdir="false">This is where the message body

goes!</div><div dir="1tr" data-setdir="false"><br></div><div dir="1tr" data-

setdir="false"><br></div><div dir="1tr" data-setdir="false"><br></div></div></body></html>
_Part_687118_578898387.1634923736909- -




Original Message

Delivered-To: lmisf@l@gmail.com

Received: by 2002:a5d:6487:0:0:0:0:0 with SMTP id 07csp2293978wri;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)

X-Google-Smtp-Source: ABdhPJyWhaMfNbRsirQe35V/ZMXTub5vbDiE27jqxMYg0S

X-Received: by 2002:a37:6c42:: with SMTP id h63mrl1170343gkc.243.163
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)

ARC-Seal: i=1; a=rsa-sha256; t=1634923777; cv=none;
d=google.com; s=arc-20160816;
b=bxtn2LvysX8jAuR9s1lchGhca0OnvsD7Wt27ADiTSVO8RD141L4wOGSWn4YGTI+VvNSM
KXrh8mIwygDpHIr2X9tvyiBrfovgzghQgwakjWcGo8MmeQcuFHVX5jon20iH4pX0s11T
Dwyn7tEKqr/vp7dQClId/ul0Tixi21jD1yXzR2P86QV2t2cfDd+mH1pjlY4elIgqxKo86
073Sg5RNK8KPeKGrB16xj3U6QA5T8A+z/zzq4Vs5TuKmOblASQsClvbajX7LLrB++n3f
XKVKWfIrzfpitG218QSKCXQXNGx+qp2des9+oVOsCTGpW1n6Z75jL+4ZrIkZwCVHC3KW
6Y7A==

ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=references:mime-version:subject:message-id:to:from:date

ARC SET

. El
bh=qm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvg3Q8/2NrY=;
b=tVQiE9PZGt18qpRuyzys@MgBInhOyogl9rFNpNngBPwnf00+FPzhc3gMLjGxHUCA6W

S1BWgm6WN+GKyJ1dDNSIQITAMt3z1C+532IccOT5gjeaFs7DL/GwkXGyaMQL5LxI2Iho
KIDONU2HGWrEoQ8/fPkH2Qt5S1p/AEeX83gZpVNQYxgNgI90p1+K4ZzVPixC5pAiOtUM
gK7BiigXNYs+9PnaBt8ja63RpKUjOcI6LPxxVS13nROC3YI+3M3Qk6TB1i02p9izmiKe
At5sNz8E3sdpRVFxSNgh3eAaulLwyQfomW45N/xd32wFwyg5ncz2H9ThSHUtUNH19Qzg5
Oebg==
ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com

Return-Path: <fecdev@yahoo.com>

Received: from sonic306-21.consmr.mail.nel.yahoo.com (sonic306-21.consmr.mail.nel.yahoo.com.

[66.163.189.83])
by mx.google.com with ESMTPS id bp13si8762888gkb.34.2021.10.22.10.29.36
for <1lmisfel@gmail.com>
(version=TLS1_2 cipher=ECDHE-ECDSA-AES128-GCM-SHA256 bits=128/128);

Fri, 22 Oct 2021 10:29:37 -0700 (PDT)

Received-SPF: pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)

client-ip=66.163.189.83;

Authentication-Results: mx.google.com;

dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;

spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;

dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0I1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJISuIZNdm/9iomv3xoejj2Eh/dH+yiXooeXGYghLx1PkSJY1ZCTeIVvwYBTRfFWbPD5BveOVXBE99yiX0gR19ZsbaeYazIP
q55yZ2GDacT7/q+g@a6EDSObpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7rKbbC2YL/VFwyN73F
7QVhpPfd/cpOTT13codwgGcWoot EFOXVrwuQtxQePpa8CKZX53IFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWom6QhOo
GeF8KxNM313j513npH3gIZxFou5nLGF8p@fX6syoKg==
Received: from sonic.gate.mail.nel.yahoo.com by sonic306.consmr.mail.nel.yahoo.com with HTTP; Fri, 22
Oct 2021 17:29:35 +0000
Date: Fri, 22 Oct 2021 17:28:56 +0000 (UTC)
From: FEC Dev <fecdev@yahoo.com>
To: "lmisf@l@gmail.com" <1lmisf@l@gmail.com>
Message-ID: <217157422.687119.1634923736910@mail.yahoo.com>
Subject: DKIM Verification Exercise
MIME-Version: 1.0
Content-Type: multipart/alternative;

boundary="----=_Part_687118_578898387.1634923736909"
References: <217157422.687119.1634923736910.ref@mail.yahoo.com>
X-Mailer: WebService/1.1.19198 YMailNorrin
Content-Length: 688

_Part_687118_578898387.1634923736909
Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 7bit

This is where the message body goes!

_Part_687118_578898387.1634923736909
Content-Type: text/html; charset=UTF-8
Content-Transfer-Encoding: 7bit

<html><head></head><body><div class="yahoo-style-wrap” style="font-family:Helvetica Neue, Helvetica,

Arial, sans-serif;font-size:16px;"><div dir="1tr" data-setdir="false">This is where the message body

goes!</div><div dir="1tr" data-setdir="false"><br></div><div dir="1tr" data-

setdir="false"><br></div><div dir="1tr" data-setdir="false"><br></div></div></body></html>
_Part_687118_578898387.1634923736909- -




What 1s ARC??

» ARC-Seal:
» Signature does not cover the body of the message (i.e., no bh=)
» Only "relaxed" header field canonicalization

» The DKIM "h" tag is NOT allowed and, if found, MUST result in a status
of "fail*

» Within an ARC Set, header fields are supplied to the hash function in
the following order:

» ARC-Authentication-Results
» ARC-Message-Signhature
» ARC-Seal

METASP|IH=



How do DKIM and ARC help us In
forensic emall investigations?

» Message authentication
» Content rollback



Caveats: Signing Domain

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
EEVEIENee; s=52048; t=1634923775;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
b=kGDApJSuUIZNdm/9iomv3xoejj2Eh/dH+yiXo0eXGYghLx1PkSJY1ZCTelVvw
YBTRTFWbPD5BveOVXBE99YyiX0gR19ZsbaeYazJPq55yZ2GDacT7/q+g0a6EDSO
bpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7r
KbbC2YL/VFwyN73F7QVhpPfd/cpOTT13coOwgGcWootEFOXVrwuQtxQePpa8CK
ZX53JFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWomeQhOoGeF8KxN
M31j51InpH3gJZxFou5nLGF8pOfX6syoKg==

METASP|IH=



Caveats: Avallability

» Messages without DKIM & ARC Signatures

» Older public keys may no longer be available

METASP|IH=



Caveats: Coverage

» Only certain fields are covered

» |=tag may further limit coverage

METASP|IH=



Caveats: Coverage

Delivered-To: lmisfe@l@gmail.com
Received: by 2002:a5d:6487:0:0:0:0:0 with SMTP id 07csp2293978wri;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
X-Google-Smtp-Source: ABdhPJyWhaMfNbRsirQe35V/ZMXTub5vbDiE2jqxMYg0SdLcIIcYq2TOnYO7gAYZujzkvOzH7nRF
X-Received: by 2002:a37:6c42:: with SMTP id h63mr1170343gkc.243.1634923777253;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
ARC-Seal: i=1; a=rsa-sha256; t=1634923777; cv=none;
d=google.com; s=arc-20160816;
b=bxtn2LvysX8jAuR9s1lchGhca0OnvsD7Wt27ADiTSVO8RD141L4wOGSWn4YGTI+VvNSM
KXrh8mIwygDpHIr2X9tvyiBrfovgzghQgwakjWcGo8MmeQcuFHVX5jon20iH4pX0s11T
Dwyn7tEKqr/vp7dQClId/ul0Tixi21jD1yXzR2P86QV2t2cfDd+mH1pjlY4elIgqxKo86
073Sg5RNK8KPeKGrB16xj3U6QA5T8A+z/zzq4Vs5TuKmOblASQsClvbajX7LLrB++n3f
XKVKWfIrzfpitG218QSKCXQXNGx+qp2des9+oVOsCTGpW1n6Z75jL+4ZrIkZwCVHC3KW
6Y7A==
ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=references:mime-version:subject:message-id:to:from:date
:dkim-signature;
bh=qm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvg3Q8/2NrY=;
b=tVQiE9PZGt18qpRuyzys@MgBInhOyogl9rFNpNngBPwnf00+FPzhc3gMLjGxHUCA6W
S1BWgm6WN+GKyJ1dDNSIQITAMt3z1C+532IccOT5gjeaFs7DL/GwkXGyaMQL5LxI2Iho
KIDONU2HGWrEoQ8/fPkH2Qt5S1p/AEeX83gZpVNQYxgNgI90p1+K4ZzVPixC5pAiOtUM
gK7BiigXNYs+9PnaBt8ja63RpKUjOcI6LPxxVS13nROC3YI+3M3Qk6TB1i02p9izmiKe
At5sNz8E3sdpRVFxSNgh3eAaulLwyQfomW45N/xd32wFwyg5ncz2H9ThSHUtUNH19Qzg5
Oebg==
ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com
Return-Path: <fecdev@yahoo.com>
Received: from sonic306-21.consmr.mail.nel.yahoo.com (sonic306-21.consmr.mail.nel.yahoo.com.
[66.163.189.83])
by mx.google.com with ESMTPS id bp13si8762888gkb.34.2021.10.22.10.29.36
for <1lmisfel@gmail.com>
(version=TLS1_2 cipher=ECDHE-ECDSA-AES128-GCM-SHA256 bits=128/128);
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
Received-SPF: pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
client-ip=66.163.189.83;
Authentication-Results: mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
“b=KGDApJSUIZNdm/91omv3xoe]j2En/ dH+yIX00eXGYEhLXIPKSIYIZCTeJVVWYBTRTFWbPD5BVEOVXBE99y1XOgR19ZsbaeYazlP
q55yZ2GDacT7/q+g@a6EDSObpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7rKbbC2YL/VFwyN73F
7QVhpPfd/cpOTT13codwgGcWoot EFOXVrwuQtxQePpa8CKZX53IFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWom6QhOo
GeF8KxNM313j513npH3gIZxFou5nLGF8p@fX6syoKg==
Received: from sonic.gate.mail.nel.yahoo.com by sonic306.consmr.mail.nel.yahoo.com with HTTP; Fri, 22
Oct 2021 17:29:35 +0000
Date: Fri, 22 Oct 2021 17:28:56 +0000 (UTC)
From: FEC Dev <fecdev@yahoo.com>
To: "lmisf@l@gmail.com” <1lmisf@l@gmail.com>
Message-ID: <217157422.687119.1634923736910@mail.yahoo.com>
ISubject: DKIM Verification Exercise
MIME-Version: 1.0
Content-Type: multipart/alternative;

boundary="----= Part 687118 578898387.1634923736909"
IReferences: <217157422.687119.1634923736910.ref@mail.yahoo.com>l
X-Mailer: WebService/1.1.19198 YMailNorrin
Content-Length: 688

_Part_687118_578898387.1634923736909
Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 7bit

This is where the message body goes!

_Part_687118_578898387.1634923736909
Content-Type: text/html; charset=UTF-8
Content-Transfer-Encoding: 7bit

<html><head></head><body><div class="yahoo-style-wrap" style="font-family:Helvetica Neue, Helvetica,

Arial, sans-serif;font-size:16px;"><div dir="1tr" data-setdir="false">This is where the message body

goes!</div><div dir="1tr" data-setdir="false"><br></div><div dir="1tr" data-

setdir="false"><br></div><div dir="1tr" data-setdir="false"><br></div></div></body></html>
_Part_687118_578898387.1634923736909- -




Caveats: Coverage

» The I= tag informs the verifier of the number of octets in the body
of the emaill after canonicalization included in the cryptographic

hash, starting from O immediately following the CRLF preceding
the body

» Intended to increase signature robustness when sending to

mailing lists that both modify their content and do not sign their
messages

» Major security implications
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Caveats: Coverage

Delivered-To: lmisf@l@gmail.com
Received: by 2002:a5d:6487:0:0:0:0:0 with SMTP id 07csp2293978wri;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
X-Google-Smtp-Source: ABdhPJyWhaMfNbRsirQe35V/ZMXTub5vbDiE2jqxMYg0SdLcIIcYq2TOnYO7gAYZujzkvOzH7nRF
X-Received: by 2002:a37:6c42:: with SMTP id h63mr1170343gkc.243.1634923777253;
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
ARC-Seal: i=1; a=rsa-sha256; t=1634923777; cv=none;
d=google.com; s=arc-20160816;
b=bxtn2LvysX8jAuR9s1lchGhca0OnvsD7Wt27ADiTSVO8RD141L4wOGSWn4YGTI+VvNSM
KXrh8mIwygDpHIr2X9tvyiBrfovgzghQgwakjWcGo8MmeQcuFHVX5jon20iH4pX0s11T
Dwyn7tEKqr/vp7dQClId/ul0Tixi21jD1yXzR2P86QV2t2cfDd+mH1pjlY4elIgqxKo86
073Sg5RNK8KPeKGrB16xj3U6QA5T8A+z/zzq4Vs5TuKmOblASQsClvbajX7LLrB++n3f
XKVKWfIrzfpitG218QSKCXQXNGx+qp2des9+oVOsCTGpW1n6Z75jL+4ZrIkZwCVHC3KW
6Y7A==
ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=references:mime-version:subject:message-id:to:from:date
:dkim-signature;
bh=qm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvg3Q8/2NrY=;
b=tVQiE9PZGt18qpRuyzys@MgBInhOyogl9rFNpNngBPwnf00+FPzhc3gMLjGxHUCA6W
S1BWgm6WN+GKyJ1dDNSIQITAMt3z1C+532IccOT5gjeaFs7DL/GwkXGyaMQL5LxI2Iho
KIDONU2HGWrEoQ8/fPkH2Qt5S1p/AEeX83gZpVNQYxgNgI90p1+K4ZzVPixC5pAiOtUM
gK7BiigXNYs+9PnaBt8ja63RpKUjOcI6LPxxVS13nROC3YI+3M3Qk6TB1i02p9izmiKe
At5sNz8E3sdpRVFxSNgh3eAaulLwyQfomW45N/xd32wFwyg5ncz2H9ThSHUtUNH19Qzg5
Oebg==
ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com
Return-Path: <fecdev@yahoo.com>
Received: from sonic306-21.consmr.mail.nel.yahoo.com (sonic306-21.consmr.mail.nel.yahoo.com.
[66.163.189.83])
by mx.google.com with ESMTPS id bp13si8762888gkb.34.2021.10.22.10.29.36
for <1lmisfel@gmail.com>
(version=TLS1_2 cipher=ECDHE-ECDSA-AES128-GCM-SHA256 bits=128/128);
Fri, 22 Oct 2021 10:29:37 -0700 (PDT)
Received-SPF: pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
client-ip=66.163.189.83;
Authentication-Results: mx.google.com;
dkim=pass header.i=@yahoo.com header.s=s2048 header.b=kGDApJSu;
spf=pass (google.com: domain of fecdev@yahoo.com designates 66.163.189.83 as permitted sender)
smtp.mailfrom=fecdev@yahoo.com;
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=yahoo.com

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=yahoo.com; s=s2048; t=1634923775;
bh=gm8gQMe68LjBKcD0J1gte6bbnQdUepEnLvq3Q8/2NrY=;
h=Date:From:To:Subject:References:From:Subject:Reply-To;
“b=KGDApJSUIZNdm/91omv3xoe]j2En/ dH+yIX00eXGYEhLXIPKSIYIZCTeJVVWYBTRTFWbPD5BVEOVXBE99y1XOgR19ZsbaeYazlP
q55yZ2GDacT7/q+g@a6EDSObpFajxDQglko9XH/yeG3ZPSYnoc5CRkwg6ZhB8HEpYku+21zKbS8VsL50H/a7rKbbC2YL/VFwyN73F
7QVhpPfd/cpOTT13codwgGcWoot EFOXVrwuQtxQePpa8CKZX53IFAYv1rUYWd8BkmifbR8c1WnmOv4holnL5003w+gXKgWom6QhOo
GeF8KxNM313j513npH3gIZxFou5nLGF8p@fX6syoKg==
Received: from sonic.gate.mail.nel.yahoo.com by sonic306.consmr.mail.nel.yahoo.com with HTTP; Fri, 22
Oct 2021 17:29:35 +0000
Date: Fri, 22 Oct 2021 17:28:56 +0000 (UTC)
From: FEC Dev <fecdev@yahoo.com>
To: "lmisf@l@gmail.com” <1lmisf@l@gmail.com>
Message-ID: <217157422.687119.1634923736910@mail.yahoo.com>
ISubject: DKIM Verification Exercise
MIME-Version: 1.0
Content-Type: multipart/alternative;

boundary="----= Part 687118 578898387.1634923736909"
IReferences: <217157422.687119.1634923736910.ref@mail.yahoo.com>l
X-Mailer: WebService/1.1.19198 YMailNorrin
Content-Length: 688

_Part_687118_578898387.1634923736909
Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 7bit

This is where the message body goes!

_Part_687118_578898387.1634923736909
Content-Type: text/html; charset=UTF-8
Content-Transfer-Encoding: 7bit

<html><head></head><body><div class="yahoo-style-wrap" style="font-family:Helvetica Neue, Helvetica,

Arial, sans-serif;font-size:16px;"><div dir="1tr" data-setdir="false">This is where the message body

goes!</div><div dir="1tr" data-setdir="false"><br></div><div dir="1tr" data-

setdir="false"><br></div><div dir="1tr" data-setdir="false"><br></div></div></body></html>
_Part_687118_578898387.1634923736909- -




Caveats: MTA modifications

Message body sent via Gmail:

- -0000000VPLLOf776add5cef9f14a
Content-Type: text/plain; charset="UTF-8"
This is a *simple *message body.

- -000000VVLLOT776ad05cef9f14a

Content-Type: text/html; charset="UTF-8"
<div dir="1tr">This is a <b>simple </b>message body.</div>

- -0000000VLOT776ado5cef9f14a--

Received message body after O365 processing:

- -0000000VLLOT776ado5cef9f14a
Content-Type: text/plain; charset="UTF-8"
This is a *simple *message body.

- -000000VVLLOT776ad05cef9f14a

Content-Type: text/html; charset="UTF-8"

<meta http-equiv="Content-Type" content="text/html;
charset=utf-8"><div dir="1tr">This is a <b>simple
</b>message body.</div>

- -00000000PRBf776add5cef9f14a- -
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Download Resource

Download SET 3 data from
https://ap23.metaspike.com



MAPI

» Messaging Application Programming Interface
» Simple MAPI (MAPI vO) — Outlook Express/Windows Mail
» Extended MAPI (MAPI vl) — Outlook / Exchange
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0]0]0]0[0[0/0]0) ABD D210ES5EF63044812535223E6642AGA0OBF/759E405D816B4592B357C653519A7EGG01016[6L7X 672106 = =10]6[0[0)B /59 E 405
D816B4592B37C65319A7 EGGEI010Sy/0)5151@1=1516[0[0]6]6)

Flags (4 bytes): 00000000

e le Il IDN{ Y eAt=I9E ABDD210ESEF63044812535223E6642A9

MessageType (2 bytes): 0700 (0xO007 = Private Message) (see Messaging Object EntrylDs Structures)
BF759E405D816B4592B37C65319A7EGG

FolderGlobalCounter (6 bytes): 000043CAOCFB

Pad (2 bytes): 0000

BF759E405D816B4592B37C65319A7EGG

MessageGlobalCounter (6 bytes): 00057058CB50

Pad (2 bytes): 0000
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https://learn.microsoft.com/en-us/openspecs/exchange_server_protocols/ms-oxcdata/fb65b56f-9b2e-4d08-907d-d0b29316e021

Two Adjacent Message EntrylDs

OOOOO0OOABDD2I0ESEF63044812535223E6642A90700BF759E405D816B4592B37C65319A7E6600000000010CO000BF/59E405
D816B4592B37C65319A7E6600057058B8310000

OOOOO0OOOABDD2I0ESEF63044812535223E6642A90700BF759E405D816B4592B37C65319A7E6600000000010CO000BF/59E405
D816B4592B37C65319A7E6600057058B8320000

» Same FolderGlobalCounter

» Adjacent MessageGlobalCounter values — 23359698993 and 23359698994,
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Conversation Index

O1D4BCDAGFEB4D8718988E9F407DBO164AF8271TAS9EO0000252500000006AFFOOO0SEDE3BS0

» 22-byte header
» O or more 5-byte child blocks
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Conversation Index

O1D4BCDAGFEB4D8718988E9F407DBO164AF82711AS59E 0000252500 ' OOOOOG6AFFO OOSEDE3BS80O
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Conversation Index

O1D4BCDAGFEB4D8718988E9F407DBO164AF82711AS59E 0000252500 ' OOOOOG6AFFO OOSEDE3BS80O

HEADER

O01D4BCDAGFEBOOOO 4D8718988E9F407DBO164AF82711AS9E

Date (FILETIME) GUID
02/04/2019 22:39:06.7151360 (UTC) 4d871898-8e9f-407d-b016-4af82711a59
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Conversation Index

O1D4BCDAGFEB4D8718988E9F407DBO164AF82711AS59E 0000252500 ' OOOOOG6AFFO OOSEDE3BS80O

CHILD 1
Time Difference: 00:04:09.2727296

02/04/2019 22:43:15.9878656 (UTC)
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Conversation Index

01D4BCDAGFEB4D8718988E9F407DBO164AF82711AS9E _ ' 00000G6AFFO _

CHILD 2
Time Difference: 00:00:44.8528384%

02/04/2019 22:44:00.8407040 (UTC)

M=E=TASP =



Conversation Index

O1D4BCDAGFEB4D8718988E9F407DBO164AF82711AS59E 0000252500 ' OOOOOG6AFFO OOSEDE3BS80O

CHILD 3

Time Difference: 1.21:16:22.1337600

02/06/2019 20:00:22.9744640 (UTC)

METASP|IH=



Conversation Index

02/06/2019 20:00:22.9744640 (UTC)

02/04/2019 22:44:00.8407040 (UTC)

02/04/2019 22:43:15.9878656 (UTC)

02/04/2019 22:39:06.7151360 (UTC)

M=E=TASP =



Download Resource

Download SET 4 data from
https://ap23.metaspike.com



M365 Developer Program

Configure your M365 E5 developer
sandbox:

https://developer.microsoft.com/en-

us/microsoft-365/dev-program



https://developer.microsoft.com/en-us/microsoft-365/dev-program
https://developer.microsoft.com/en-us/microsoft-365/dev-program

Takeaways
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Takeaway Questions #1

» What can we do to minimize our BEC exposure?



Takeaway Questions #2

» Do emails contain sender’'s computer information?
How can we tie an email to a suspect?
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Takeaway Questions #3

» Does a verified DKIM signature indicate a completely
authentic email?
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Takeaway Questions #4

» What information do we need to authenticate emails?



Takeaway Questions #5

» What are the common methods used to impersonate
an executive in BEC scenarios?
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Takeaway Questions #6

» Is it okay to whitelist domains?

“To make sure you keep getting these lovely emails, please
add example.com to your address book or whitelist us.”
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Q&A



Get In Touch

Arman Gungor

agungor@metaspike.com
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