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Technical Specification and Requirements 
 

 

# Description Part No Qty 

1 

Iskandharukoshi Aggregation Switch – Cisco Nexus 9500 Series Switch 
 Chassis: Supported Minimum 4x line cards and 4x power supplies 

 Supported up to 6x fabric modules and 2x supervisors 

 Physical (H x W x D): 12.25 x 17.50 x 33.15 in. (31.1 x 44.50 x 84.20 cm) 

 Weight (chassis): 84 lb (38.2 kg) 

 Operating temperature: 32 to 104°F (0 to 40°C) 

 Nonoperating (storage) temperature: -40 to 158°F (-40 to 70°C) 

 Humidity: 5 to 95% (noncondensing) 

 Altitude: 0 to 13,123 ft (0 to 4000m) 

 MTBF (Hours): Chassis: 1,038,080 

 Cisco Nexus 9500 Platform Redundant Supervisor Module (SUP-A+) 

 4-core, 8 thread, 1.8-GHz x86 CPU 

 16 GB of RAM and 64-GB solid-state disk drive 

 NX-OS Software: Nexus 9500, 9300, 3000 Base NX-OS Software Rel 9.3.9 

 C1A1TN9500M4-3Y DCN License N9500 M4 - Adv 

 Security C1-N9K-SEC-M-3Y Term N9500 Modular M4/M8/M16, 3Y 

 DCN Storage C1-N9K-STRG-M-3Y Term N9500 Modular M4/M8/M16, 3Y 

 Data Broker C1-N9K-NDB-M4-3Y Term N9K M4, 3Y 

 Standalone NX-OS deployment: NX-OS mode 

 Leaf-and-Spine Architecture 

 Fabric design 5.12-Tbps line-rate packet forwarding capacity for each 

 Nexus 4x N9K-C9504-FM-E for N9504 with 100G support, ACI and NX-OS - 100G 

Support Capacity 

 PS 4x Hot-swappable 3000W, front-panel-accessible AC power supplies 

 Dual-Input Grid Redundant Power Supply - Dual-Input Line/Grid Redundancy 

 Higher output power of 3.15KW than other 3KW supplies in family 

 LC 1x 48-port 100-Megabit and 1/10-Gigabit Ethernet BASE-T and 4-port 40/100-

Gigabit Ethernet QSFP28 

 LC 1x 48-port 1-, 10-, and 25-Gigabit Ethernet SFP+ and 4-port 40/100-Gigabit 

Ethernet QSFP28 

 LC 2x 32-port 100-Gigabit Ethernet Quad Small Form-Factor Pluggable 28 (QSFP28) 

 The 32-port 100-Gigabit Ethernet every port is 1x100-, 2x50-, 1x40-, 4x25-, 4x10-, 

and 1x1/10-Gigabit Ethernet breakout capable 

 Cabinet Jumper Power Cords 

 48x SFP-10G-SR SFP Module, 8x QSFP-100G-LR-S 100G QSFP28 100G-LR, 10km 

SMF, duplex, LC Connector, 4x 10GBASE-LR SFP Module 

 Dummy PID for mode selection 

 Fan Tray for Nexus 9504 chassis, Port-side Intake 

 Uplinks: 100 Gigabit Ethernet and 40 Gigabit Ethernet connec�vity between Ethernet 

C-9504 1 
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and the core switching layer 

 Downlinks: 10 Gigabit Ethernet connectivity to existing Cisco and third-party switches 

 36 Month Extended 8X5X4 SNTE CON-SNTE-N9504 + SVS-B-N9K-ADV-M4 + 

SVS-B-N9K-ADD Services, 3Y 

 Cisco Software Support Service (SWSS) for Nexus, 3Y 

 Cisco Nexus 9500 Rack Mount Kit 

 Designing Cisco Data Center Infrastructure (DCID) v7.0’ Classroom Training 

including Airfare, Accommodation and Food 

- 3 Day (8 hours per day) | Exam Voucher + Courseware (learning material ) 

 Implementation by Cisco Certified Engineer: 

- Nexus Implementation Service for Cisco Nexus 9500 Series Switch 

- Nexus Onsite Implementation, Configuration, and Testing Support 

- Develop a test plan using the Customer-provided LLD and implementation 

plan 

- Provide Knowledge Transfer (KT) remote session for the Nexus 

implementation 

 - High-level and Low-level design Review 

 

Scope of Work 

 

Implementation: Cisco Data Center Accelerated Deployment Service for Nexus Switches 

 

Data centers based on Cisco Nexus products follow the well-proven Cisco architecture of core, aggregation, and  

access layers. The details of the functions provided by each layer should be configured as per the best practice Cisco 

white paper entitled Data Center Design - IP Network Infrastructure. 

 

1. Service Summary:  

 Project Management Plan Development 

 Design Document Development 

 Configuration Migration Plan Development 

 Implementation Support 

 Pre-Packaged Software Scripts 

 Knowledge Transfer 

 

2. Deliverables: 

 Project Management Plan 

 Plan Design Document 

 Configuration Migration Plan 

 Two Pre-Packaged Scripts 

 Knowledge Transfer Material 

 

3. Location of Services: 

 Services are delivered on site and remote to Customer. 

 Iskandharukoshi – Maldives Police Service 

 

4. Responsibilities: 

 Provide Customer with a list of designated Cisco personnel roles and responsibilities 

 Provide a Project Management Plan 
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 Identify and document dependencies, risks and issues associated with the successful 

completion of the project. 

 Participate in scheduled project review meetings or conference calls, if required 

 Deliver a weekly project status report to the Customer 

 Provide a handover, follow on actions, lessons learned, and exception reports upon 

project completion. 
 

5. Design Development: 

 Review the Customer-provided documents including:  

 Validation that chosen platforms, features, and functions meet design objectives; 

 Review of the Customer-provided document to confirm alignment with Cisco best 

practices for implementations, and Customer’s business requirements and design 

goals; 

 Identification of design and configuration improvements for performance, 

scalability, security and availability;  

 Review of software recommendations for Cisco devices required. 

 Provide the Design Document for review and approval in accordance Document 

Deliverable Review and Approval Process. 

 Work with Customer to draft the Configuration Migration Plan defining the migration 

services including the strategy details of the activities, specific steps and the 

configuration changes that may be required to migrate the Customer specified services. 
 

6. Implementation Support: 

 Authentication, Authorization, and Accounting 

 RADIUS and TACACS+ Security Protocols 

 LDAP 

 SSH and Telnet 

 User Accounts and Roles 

 IP ACLs 

 MAC ACLs 

 VACLs 

 DHCP Snooping 

 Dynamic ARP Inspection 

 IP Source Guard 

 Password Encryption 

 Keychain Management 

 Control Plane Policing 

 Rate Limits 

 Software Image 

 Virtual Device Contexts 
 

7. Knowledge Transfer: 

 Best Practices for Building a vPC Domain 

 Best Practices for vPC Components Configuration 

 Best practices for vPC in mixed chassis mode (M1/F1 ports in same system or VDC) 

 Best practices for attaching a device to vPC domain 

 Best practices for Data Center Interconnect and Encryption 
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 Best Practices for Spanning Tree Protocol Interoperability 

 Best practices for Layer 3  

 Best practices for HSRP/VRRP  

 Best practices for Network Services  

 Best practices for Multicast  

 Best practices for FEX  

 Best practices for VDC  
 

8. Minimum Qualification Requirements:  
Maldives Police Service shall confirm that the following legal documents and information have been provided along 

with the proposal. If any of these documents or information is missing, the offer shall be rejected: 

 Manufacturer’s Authorization Letter: Vendor that does not manufacture or produce the 

Goods it offers to supply, shall submit the Manufacturer’s Authorization Letter, to 

demonstrate that it has been duly authorized by the manufacturer or producer of the 

Goods/Services to supply these Goods/Services in the Maldives.  
 

9. Team Composition for Technical Support:  
The vendor must maintain the required technical team as deemed as suited based on the requirements and 

milestones. However, Maldives Police Service expects that the proposer would have allocated the following more 

team compositions having specific skill sets and professional experience. Importantly it is expected that the vendor 

will maintain the necessary resources for on-site technical support during the contract or support period. The 

proposer MUST have a full-time Vendor Certified Professional/Engineer under its payroll.  

 

a) The proposer shall submit the following documents: 

 Certifications copy of the relevant training 

 Letter from organization that the engineer is employed at that organization  

 ID card OR Passport Copy of the engineer 

 Contact information of the staff and his/her supervisor in that organization 

b) Minimum required certificate of the Engineer 

 Cisco IOS Security Specialist 

 Cisco Firewall Security Specialist 

 Cisco Certified Network Professional Security  

 Cisco Certified Network Associate Security 

 Cisco ASA Firewall Specialist 

 Cisco Firewall Security Specialist 

 Cisco IPS Specialist 

 Cisco VPN Security Specialist 
 

10. Warranty and Technical Support:  
 Cisco Hardware & Software: Three (3) Years 24 x 7 Hardware Replacement and Support 

Services  

 Local Support: Three (3) Years 24 x 7 On-Site Technical Support by Cisco Certified 

Engineer 
 

11. Service Level Expectations for Upgrade of Existing Hardware:  
The vendor should offer warranty for the hardware against defects arising out of faulty design, materials, and 

workmanship for a period of - Three (3) years from the Date of Acceptance of the entire hardware. 

mailto:procurement@police.gov.mv


 

20  procurement@police.gov.mv     9790052                   
 

v2.02 

 Defective equipment shall be replaced by the Bidder at his own cost, including the cost of 

transport if any. 

 The vendor shall provide all normal toolkit and test equipment needed for the 

maintenance of the hardware. 

 System Maintenance & Support services will include the following activities: 

 24 x 7 online support 

 Patch updating and major / minor software version upgrading support. 

 Issue resolution / Onsite Visits within 2 hrs. For hardware failures reported. 

 Phone/Email TAC and RMA support must be provided. 

 Local TAC support plan must be maintained by the Bidder for the warranty period. 
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#

0101Iskandharukoshi Aggregation Switch 

Cisco Nexus 9500 Series Switch – 

 ދވުަހގުެ ތރެގޭއަި ސަޕްލއަިކޮށދްވެޭނއެވެެ. --------------------މަތގީއަި ބަޔާންކރުވެިފއަވިާ ތަކެތި   
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a   

 

 ދވިހެރިއާޖްެމލާެ، 
 

 ފރުތަމަަ މރަހުލަާ – ބލީނަް އޢިލުނާކްރުި އފޮހީގުެ ޕރްކޮޔިމުނަޓްް އފޮސިރަށަް ބލީނަވްރެޔިާ މއަސްލަަ ހށުހަޅަާ ފމޯު
 

 ހށުހަޅަާ ބީލނަވްރެޔިގާެ މަޢލުމޫތާު. މއަސްލަަ 

މއަްސަލަ ހުށަހޅަާ ބީލަނވްެރިޔގާެ   ތރާޚީު: 

 ނަން:

)ވިޔަފރާި ރޖަިސްޓރްީ 

 ނަނބްރަު/އއަި.ޑީ ކާޑު ނަނބްރަު(
 މބޮއަިލް ނަނބްރަު:  އމީއެިލް އެޑރްެސް: 

 . މއަސްލަަ ރއަދްވުާ ޕރްޖޮކެޓްް/ ބލީނަް

 ޕރްޖޮެކްޓް/ބީލމަގުެ ނަން: 

ޕރްޖޮެކްޓް/ ބީލމަގުެ ރިފރަެންސް  

 ނަނބްރަު:
ޕރްޖޮެކްޓް/ ބީލަން އިޢުލާންކރުި  

 ތރާޚީް:

 . މއަސްލައަގިެ ތފަޞްލީް

 

 
 މއަްސަލަ: 

 

 

 

 

 

 

 

 

 

 

 

މއަްސަލއަގިެ ތަފޞްީލް 

)މއަްސަލއައާި ގޅުުންހރުި އިތރުު 

ލިޔެކިޔމުއެވްާނމަަ، އެ ލިޔެކިޔމުއެް 

 އއެްކރަދުާސްކރުުން(: 

P
R

-1
4
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 މއަސްލަަ ހށުަހޅަާ ފރަތާް:. 

 އޤިރްރާު:

ާތްތަކުން ހުށަހޅެި ގޮތަށް އުނި އިތރުުކރުމުއެްނެތި މި ފމޯގުއަވިާ މއަުލޫމާތއާި، އދަި އއެއްރުަކޮށްފއަވިާ މަޢުލޫމާތުތަކަކީ ބީލަނވްރެިޔާ ނވުަތަ އޮފީހަކުން ނވުަތަ އވިެލއުޭޓުކރުި ފރަ

"ދއަުލަތގުެ މދުަލއާި ފއަިސބާެލެހއެްޓމުއާި،  ( ގެ ބބާު އް ކމަަށއާި، ދއަުލަތގުެ މާލއިްޔަތގުެ ގވައާދިު )ފބެރުވުރަީ ހުށަހަޅާފއަވިާ ތދެު އދަި ސއަޙްަމަޢުލޫމަތުތަކެ

ން" މއާި ގޅުގިެން ބީލމަގުެ ފިޔވަޅަު އޅެު ގެނގްޅުމުއާި، ހިސބާުތއަް ލިޔެ ބެލެހއެްޓމުގުއަި، ދއަުލަތގުެ މާލއިްޔަތގުެ ގވައާދިާ ޚިލާފވުާ ފަރާތްތަކގުެ މއަްސަލަތއަް ބެލމުއާި،

ލާފަށް ކރުާކމަަކާ ގޅުގިެން ބީލމަގުއަި ބއަވިެރި ކަންތއަްތއަް ކރުއިަށް ގެނދްއިުމަށް ދއަުލަތގުެ މާލއިްޔަތގުެ ގވައާދިގުއަި ބަޔާންކޮށްފއަވިާ ގޮތްނޫން ގޮތަކަށް ނވުަތަ ގވައާދިާ ޚި

ގއެްލމުއެް ލބިއިޖްެނމަަ، އެފރަާތަކުން ދއަުލަތގުެ މާލއިްޔަތގުެ ގވައާދިގުއަވިާ ގޮތގުެ މަތިން ބީލމަގުެ މއަްސަލަ ބެލުމަށް  ވެފއަވިާ އއެވްެސް ފަރާތަކަށް ގއެްލމުއެް ލބިޭނމަަ، ނވުަތަ

ކރުވެިފއަވިާ ބީލަން ނވުަތަ އވެޯޑް ކީ އިޢުލާން ހުށަހޅެމުގުެ ފރުުސަތު ބީލަނވްެރިޔއާަށް ލިބިފއަވިާތވީެ، ބީލަނވްެރިޔގާެ ހއަޤްު ހދޯމުގުެ ގޮތުން ހުށަހޅަމަވެެ. އދަި މި ހުށަހޅެމުަ

ުލަތގުެ ޕރްޮކއިމުަންޓގްެ ނިޒމާގުއަި މަސއަްކަތްކރުާ ކރުވެިފއަވިާ ބީލމައެް ހއުްޓމުަކަށގްެނެސް، އެފދަަ ބީލަންތަކއާި ގޅުގިެން ކރުަނޖްެހޭ މަސއަްކަތްތއަް ހއުްޓމުަކަށް ގެނއަމުއާި، ދއަ

 ހުށަހޅެމުއެް ނޫންކަމަށއާި، ހެޔޮ ނިޔަތގުއަި ބީލމަގުެ ނިޒމާގުެ ކަންތއަްތއަް ރަނގޅަު ކރުމުގުެ ގޮތުން ހުށަހޅަާ ހުށަހޅެމުއެްކމަަށް މވުއަްޒަފުންނަށް އދުގަޫކރުމުގުެ ގޮތުން ހުށަހޅަާ

ޔަތްކޮށް ޢާވާ އެނމްެހާ އުސޫލުތަކަށް ރިތަކއާި، ގވައާދިުތަކއާި އެ ގވައާދިުތަކގުެ ދަށުން ހެދިފއަިގެ ގާނޫނުތުމިނޫނގްޮތއެގްއަި ހުށަހޅަާ ފަރާތްތަކއާމިދެު ދއަުލަ، އއެބްަސވްެ

 އޅަގުަނޑގުެ ފރުިހމަަ އޙިްތިޔރާއާެކު ސއޮިކރުމަވެެ. ،އޅަގުަނޑއާމިދެު ފިޔވަޅަު އޅެމުގުެ ހއަޤްު ކމައާބިެހޭ މވުއަްސަސާތަކަށް ލބިގިެނވްާކަން އގެޭހިނދު
 ނަން:  މޤަމާު:  ސއޮި:  ތރާޚީް: 
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އޭނާގެ މުދާ ބެލެހެއްޓުމަށް ޢައްޔަނު ކުރެވޭ ފރާާތްތަކުގެ މައްޗަށްވެސް ، 

މި އެއްބަސްވުން ހިނގާނެއެވެ 
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ތަކެތި ގަންނަ ފަރާތުން ކުރާ އަމަލެއްގެ ސަބަބުން ތަކެތި ވިއްކާ ފަރާތަށް ލިބޭ ގެއްލުމަކަށް، ، 

ދަޢުވާއަކަށް ނުވަތަ ދޭންޖެހިދާނެ ބަދަލެއް ވަނީ މި އެއްބަސްވުމުގެ 
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