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Compliance | Part No. and
# | Requirements Reference
(Yes / No)

1 01 Nos x Concentrator Appliance

General Requirement

Make and Model of the proposed appliance should be clearly
stated

The appliance should be a hardware appliance supporting next-
generation firewall features and SD-WAN architecture without any
additional module or hardware

OEM of the proposed appliance should be in “Leaders” or
“Challengers” quadrant as per the last 2 years Gartner’s Magic
Quadrant for “SD-WAN” or “Network Firewalls”.

Should be an appliance-based hardware platform which is optimized
and purpose-built for high performance
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The appliance should include redundant power supply units
Should be 19” rack mountable

Should support Active-Active as well as Active-Passive redundancy
architecture for high availability

Bidder should submit the Original Manufacture’s Authorization
Certificate along with the bid

Interface and Connectivity Requirements

Proposed device should have USB interfaces for connecting 3G/4G
modems or alternatively should include pluggable LTE module

Proposed appliance should have the following interfaces
° 8 x 10GE SFP+ ports
. 1 x Dedicated Console/Management interface

Should include 8 x OM4 Duplex LC 5m Fiber Optic Patch Cord

Should include 8 x 10GE SFP+ Multi-Mode (SR) Original Cisco
transceivers for existing equipment

Network and Routing Requirements

The appliance should support Static Routing, Policy-based Routing,
Dynamic Routing (RIP, OSPF, BGP &IS-IS) and Application aware
Routing

Should provide NAT functionality, including PAT
Should support Policy-based NAT
Should support NAT within IPsec VPN tunnels

The device should include perpetual license for the following
features/function:

Routing (RIP, OSPF, BGP), Essential Routing: NAT, DNS, NTP
Essential Security: Firewall, IPS, IPsec VPN, Application visibility,
Policy Based Routing

Administration & Management Requirements

Should support Graphical Interface (HTTP/HTTPS) and CLI (Telnet/
SSH) based management

Should have SNMPv2c and SNMPv3 support

Should support for role-based administration of the device
Encryption & VPN Requirements

Should support Hub and Spoke VPN topology

Should support encryption, authentication and integrity protocols:
DES, 3DES, AES-128, AES-256, MD5, SHA, SHA-256

IPSec VPN should support XAuth over RADIUS
IPS and Application Control Requirements

The appliance should include all required license for IPS and
Application Control
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Should have built-in Signature and Anomaly based IPS engine on the
same unit

Should identify and control applications

Should control popular IM/P2P, social media, malware,
applications.

Should be able to control cloud-based applications and should be
able to route the specific applications via different WAN links

Malware Protection
Should include all required license advance malware protection.

Should support real-time detection of viruses and malicious code
for HTTP, HTTPS, SMTPS, POP3, IMAP

Should have options to prevent user downloads based on file
extension as well as file type

Web Content Filtering Requirements

The appliance should include all required license for web content
filtering

Web content filtering should work independently without the need
to integrate with an external proxy server

Web content filtering should have the facility to block URLs.
Web content filtering should support HTTP and HTTPS traffic
Should prevent the download of specific file types via policy.

Should include DNS filtering feature to block DNS requests to
known botnet C&C domains

Should have option to configure traffic shaping on policy basis,
application basis and IP basis.

SD WAN Support

The appliance should support redundant links with active/active
traffic load balancing

The SD WAN Solution should work seamlessly in typical NAT
scenarios inclusive but not limited to

e 1to1NAT

e Behind NAT / Traversal NAT
The appliance should support multiple WAN link types (4G LTE,
MPLS, ILL, etc.)
Encryption of the WAN transport

Monitor the quality of the WAN links

Should provide a method for providing direct branch to branch
WAN connectivity

Application based traffic steering should be available to be
implemented for SD-WAN policies

SD-WAN policies should provide multiple WAN strategy options.
Such as:
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e  Manually assign WAN link to an
application/Internet service

e Assign the best quality WAN link to an
application/Internet service

e Load balance traffic across all WAN links that
meet the SLA targets

Warranty and Security Subscriptions

The proposed appliance should have OEM authorized warranty /
support services (TAC) for 24x7 for One (01) year

The proposed appliance should include 1-Year security
subscription with IPS, Advance Malware Protection, Cloud
Sandboxing, and Application Control

The proposed appliance should include 1-Year subscription for SD-
WAN license

Compliance | Part No. and

Requirements Reference

(Yes / No)

16 Nos x SD-WAN BRANCH CPE

General Requirements

Make and Model of the proposed appliance should be clearly
stated

The appliance should be a physical appliance supporting next-
generation firewall features and SD-WAN architecture without any
additional module or hardware

OEM of the proposed appliance should be in “Leaders” or
“Challengers” quadrant as per the last 2 years Gartner’s Magic
Quadrant for “SD-WAN” or “Network Firewalls”.

Should be an appliance-based hardware platform which is optimized
and purpose-built for high performance with a security-hardened,
purpose-built operating system

Bidder should submit the Original Manufacture’s Authorization
Certificate along with the bid

Interface and Connectivity Requirements

Proposed device should have USB interfaces for connecting 3G/4G
modems or alternatively should include pluggable LTE module

Proposed device should have the following interfaces
4 x GE RJ45 ports

1 x USB interface

1 x console interface

Network & Routing Requirements

The appliance should support Static Routing, Policy-based Routing,
Dynamic Routing (RIP, OSPF, BGP &IS-IS) and Application aware
Routing
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Proposed SD-WAN BRANCH CPE should support Policy-based
Routing

Should provide NAT functionality, including PAT
Should support Policy-based NAT
Should support NAT within IPSec VPN tunnels

The device should include perpetual license for the following
features/function:

Routing (RIP, OSPF, BGP), Essential Routing: NAT, DNS, NTP
Essential Security: Firewall, IPS, IPsec VPN, Application visibility,
Policy Based Routing

Administration & Management Requirements

Should support Graphical Interface (HTTP/HTTPS) and CLI (Telnet/
SSH) based management

Should have SNMPv2c and SNMPv3 support

Should support for role-based administration of the device
Encryption & VPN Requirements

Should support Hub and Spoke VPN topology

Should support encryption, authentication and integrity protocols:
DES, 3DES, AES-128, AES-256, MD5, SHA, SHA-256

IPSec VPN should support XAuth over RADIUS
IPS and Application Control Requirements

The appliance should include all required license for IPS and
Application Control

Should have built-in Signature and Anomaly based IPS engine on
the same unit

Should identify and control applications

Should control popular IM/P2P, social media, malware, applications
regardless of port/protocol

Should be able to control cloud-based applications and should be
able to route the specific applications via different WAN links

Malware Protection
Should include all required license advance malware protection.

Should support real-time detection of viruses and malicious code
for HTTP, HTTPS, SMTPS, POP3, IMAP

Should have options to prevent user downloads based on file
extension as well as file type

Web Content Filtering Requirements

The appliance should include all required license for web content
filtering
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Web content filtering should work independently without the need
to integrate with an external proxy server

Web content filtering should have the facility to block URLs based
on categories

Web content filtering should support HTTP and HTTPS traffic
Should prevent the download of specific file types via policy.

Should include DNS filtering feature to block DNS requests to
known botnet C&C domains

Should have option to configure traffic shaping on policy basis,
application basis and IP basis.

SD WAN Support
Redundant links with active/active traffic load balancing

The appliance should support for multiple WAN link types (4G LTE,
MPLS, ILL, etc.)

The SD WAN Solution should work seamlessly in typical NAT
scenarios inclusive but not limited to

e 1tolNAT

e Behind NAT / Traversal NAT

Monitor the quality of the WAN links

Should provide a method for providing direct branch to branch
WAN connectivity

Application based traffic steering should be available to be
implemented for SD-WAN policies

SD-WAN policies should provide multiple WAN strategy options.
Such as,

- Manually assign WAN link to an application/Internet service

- Assign the best quality WAN link to an application/Internet
service

- Load balance traffic across all WAN links that meet the SLA
targets

Warranty & Subscriptions

The proposed device should include One (01) Year OEM authorized
warranty, subscription and support services (TAC) for 24x7

The proposed appliance should include One (01) Year security
subscription with IPS, Advance Malware Protection, Cloud
Sandboxing, Application Control, and Web Filtering (URL, web
content and DNS Filtering)

The proposed appliance should include One (01) Year subscription
for SD-WAN license
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Compliance | Part No. and

# Requirements Reference

(Yes / No)

3 01 Nos x Management and Analytics Appliance

The solution should have a centralized management appliance for
managing a minimum 20 appliances of the same OEM from a single
console and should be proposed as an on-premise Virtual appliance

The proposed virtual appliance should support VMware ESX/ESXi

The management appliance should provide the ability to collectively
configure the device settings, objects and policies across all the
devices from a single user interface

The management solution should support providing security updates
to all managed devices

The management solution should support e-mail-based alerting of
critical events

The management solution should have the capability to maintain
audit trail (history) of configuration changes.

Failure of the Management solution should not impact the managed
devices traffic flow

The management solution should include a central log retention
capability to receive logs from all the managed devices.

The management solution should support Role Based Access Control
(RBAC)

Logging and Reporting should be an out of the box solution and
should be proposed as an on-premise virtual appliance

The complete traffic and system event logs of all devices of this
solution should be retained in the appliance. The duration of the
retention should be configurable for a period of 1 year.

The solution must support alerting notifications through SNMP traps,
SMTP email, and remote syslog.

The solution should support out of the box predefined standard
reports

The solution should support to generate customized reports for
daily, weekly, monthly, yearly etc., and but not limited to link
bandwidth utilization, device health monitors, security
enforcements, system logins etc.

Warranty & Subscriptions

The proposed management and analytics solution should include
One (01) Year OEM authorized warranty / support services (TAC) for
24x7

Zzor s - o Zor
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#

Compliance
Requirements
(Yes / No)

Installation, Configuration, Migration and Training

Hardware installation including mounting, management cabling
and power up as per manufacturer guidelines

The vendor MUST have at minimum the following full time OEM
Certified Professional/Engineer under its payroll to provide
installation, configuration, integration, migration and training
services. All relevant engineer(s) certificates and supporting
documents should be included with the proposal.

A solution specific technical solution diagram that represents an
overview of the solution (items proposed in this proposal) should
be proposed.

The NCN core is currently based on technologies from Cisco
Systems. The vendor should demonstrate capability to install the
SDWAN to work with the NCN.
We accept the following as demonstration:

e Cisco Certified Employees

e  Proof Of Experience
Perform site readiness assessment ensuring hardware environment
is ready for project commencement

Identify and assess existing environment including network security
devices, core network switching and routing devices.

Ensure current deployment and configuration is setup such that the
configuration and migration works can be conducted with minimal
downtime.

The devices and appliances should be installed and configured as
per manufacturer best practice guidelines and as per industry best
practices.

The installation plan (timeline) should be provided and agreed with
NCIT before the commencement of installation.

Note : The proposed timeline should consider that all work should
be done on official government, unless specified by NCIT.

Configure secure management console for all devices and
appliances.

Design appropriate LAN, WAN, and DMZ security policies.
Configure Malware Protection and Web filtering policies
Configure IPS and Application policies

Configure and migrate existing routing segments
Configure management and logging appliance

On the job training for minimally 02 technical personnel

Comprehensive testing and a detailed documentation inclusive of
diagrams, flow charts and other industry standard documentation.

Part No. and
Reference

i 23 10 ~aZi5 40
p
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Service Level Expectations

The support service vendor should provide the contact number of a
single point of contact to facilitate immediate contact by client’s
representative and he or she should be responsible to liaise with all
vendors for rectification of faults within the Next Business Day.
Defective equipment should be replaced by the bidder at their own
cost including the cost of transport if any.
The support service vendor should provide all normal toolkit and test
equipment needed for the maintenance of the hardware to NCIT.
System maintenance and support services should include the
following activities.

e 24 x 7 on-line Support.

e Patch updating and major / minor software

version upgrading support.

e  Phone/Email TAC support must be provided during

support period.

e Issue resolution / Onsite Visits within 1 day of

hardware failures reported.

e Local TAC support plan must be maintaining by the

Bidder for the maintenance period.

Maintenance Support Services including on-site Technical Support

On-site hardware repair/replace, and maintenance support service
should be delivered by experienced OEM Certified Engineer
On-site diagnostics and repair service should be delivered by
experienced OEM Certified Engineer and should diagnose, repair,
and test the unit to ensure optimal performance.

Technical support experienced engineers should be available to
answer questions.

Flexible on-site response times that best meets the business
requirements

Service summary report should provide after each work performed
including recommendations for service to ensure optimal
performance.

Maintenance Support Engineer should check and ensuring the unit
is operating with the most recent firmware version. Firmware
upgrades should be provided at no extra charge.

During each maintenance visit, field service Engineers should run
tests to verify that the system is functioning correctly in all
operational modes, stopping problems before they start.
Maintenance Support Engineer should follow well-defined set of
processes and procedures to be able to provide quality services, as
per Industry standard.

The support service vendor should maintain critical parts locally in
Male’ to provide after sale support.
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5 Year Total Cost of Ownership (TCO) 50%

Should provide detailed yearly cost breakdown for the following items for up to five years.
However, the payments will be done for one year and the vendor will be fixed for the term of
5 years for renewals and further expansion.

Item Year @ Year | Year | Year | Year Total
1 2 3 4 5 TCO

01 Nos x Concentrator appliance security
Subscriptions

01 Nos x Concentrator Appliance OEM
authorized warranty, subscription, and support
services

01 Nos x Concentrator Appliance subscription
for SD-WAN license

16 Nos x SD-WAN BRANCH CPE Security
Subscriptions

16 Nos x SD-WAN BRANCH CPE OEM authorized
warranty, subscription, and support services
16 Nos x SD-WAN BRANCH CPE subscription for

SD-WAN license

01 Nos x Management and Analytics Appliance
OEM authorized warranty / support services

Total

Year Weightage

Year 1 10.00

Year 2 10.00

Year 3 20.00

Year 4 20.00

Year 5 20.00

Total 80.00
| Year 1 Year 2 Year 3 Year 4 Year 5 Total
Bidder Price Point % Price Point % Price Point % Price Point % Price Point % Point %
Party 1

Party 2

Party 3

Benchmark (lowest price)

Price (Total TCO) =

x Weightage

Proposed Price By Bidder
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Reference No: (generated by the proponent)
Quotation validity: ( ) days

H Item / Equipment or work details Qty Price |Total (MVR)
(MVR)

1 101 Nos x Concentrator Appliance
General Requirement
Make and Model of the proposed appliance should be clearly stated

The appliance should be a hardware appliance supporting next-
generation firewall features and SD-WAN architecture without any
additional module or hardware

OEM of the proposed appliance should be in “Leaders” or
“Challengers” quadrant as per the last 2 years Gartner’s Magic
Quadrant for “SD-WAN” or “Network Firewalls”.

Should be an appliance-based hardware platform which is
optimized and purpose-built for high performance

The appliance should include redundant power supply units
Should be 19” rack mountable

Should support Active-Active as well as Active-Passive redundancy
architecture for high availability

Bidder should submit the Original Manufacture’s Authorization
Certificate along with the bid

Interface and Connectivity Requirements

Proposed device should have USB interfaces for connecting 3G/4G
modems or alternatively should include pluggable LTE module
Proposed appliance should have the following interfaces

® 8 x 10GE SFP+ ports

e 1 x Dedicated Console/Management interface

Should include 8 x OM4 Duplex LC 5m Fiber Optic Patch Cord
Should include 8 x 10GE SFP+ Multi-Mode (SR) Original Cisco
transceivers for existing equipment

Network and Routing Requirements

The appliance should support Static Routing, Policy-based Routing,
Dynamic Routing (RIP, OSPF, BGP &IS-IS) and Application aware
Routing

Should provide NAT functionality, including PAT

Should support Policy-based NAT

Should support NAT within IPsec VPN tunnels

The device should include perpetual license for the following
features/function:

Routing (RIP, OSPF, BGP), Essential Routing: NAT, DNS, NTP
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Essential Security: Firewall, IPS, IPsec VPN, Application visibility,
Policy Based Routing

Administration & Management Requirements

Should support Graphical Interface (HTTP/HTTPS) and CLI (Telnet/
SSH) based management

Should have SNMPv2c and SNMPv3 support

Should support for role-based administration of the device

Encryption & VPN Requirements

Should support Hub and Spoke VPN topology

Should support encryption, authentication and integrity protocols:
DES, 3DES, AES-128, AES-256, MD5, SHA, SHA-256

IPSec VPN should support XAuth over RADIUS

IPS and Application Control Requirements

The appliance should include all required license for IPS and
Application Control

Should have built-in Signature and Anomaly based IPS engine on the
same unit

Should identify and control applications

Should control popular IM/P2P, social media, malware, applications.

Should be able to control cloud-based applications and should be
able to route the specific applications via different WAN links

Malware Protection

Should include all required license advance malware protection.

Should support real-time detection of viruses and malicious code
for HTTP, HTTPS, SMTPS, POP3, IMAP

Should have options to prevent user downloads based on file
extension as well as file type

'Web Content Filtering Requirements

The appliance should include all required license for web content
filtering

\Web content filtering should work independently without the need
to integrate with an external proxy server

\Web content filtering should have the facility to block URLs.

\Web content filtering should support HTTP and HTTPS traffic

Should prevent the download of specific file types via policy.

Should include DNS filtering feature to block DNS requests to
known botnet C&C domains

Should have option to configure traffic shaping on policy basis,
application basis and IP basis.

SD WAN Support

The appliance should support redundant links with active/active
traffic load balancing

The SD WAN Solution should work seamlessly in typical NAT
scenarios inclusive but not limited to

e 1tol1NAT
e Behind NAT / Traversal NAT

The appliance should support multiple WAN link types (4G LTE,
MPLS, ILL, etc.)

Encryption of the WAN transport

Monitor the quality of the WAN links

Should provide a method for providing direct branch to branch
WAN connectivity

Application based traffic steering should be available to be
implemented for SD-WAN policies

SD-WAN policies should provide multiple WAN strategy options.
Such as:
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e Manually assign WAN link to an application/Internet
service

e  Assign the best quality WAN link to an application/Internet
service

e Load balance traffic across all WAN links that meet the SLA
targets

Warranty and Security Subscriptions

The proposed appliance should have OEM authorized warranty /
support services (TAC) for 24x7 for One (01) year

The proposed appliance should include 1-Year security subscription
with IPS, Advance Malware Protection, Cloud Sandboxing, and
Application Control

The proposed appliance should include 1-Year subscription for SD-
WAN license

16 Nos x SD-WAN BRANCH CPE

General Requirements

Make and Model of the proposed appliance should be clearly stated

The appliance should be a physical appliance supporting next-
generation firewall features and SD-WAN architecture without any
additional module or hardware

OEM of the proposed appliance should be in “Leaders” or
“Challengers” quadrant as per the last 2 years Gartner’s Magic
Quadrant for “SD-WAN” or “Network Firewalls”.

Should be an appliance-based hardware platform which is
optimized and purpose-built for high performance with a security-
hardened, purpose-built operating system

Bidder should submit the Original Manufacture’s Authorization
Certificate along with the bid

Interface and Connectivity Requirements

Proposed device should have USB interfaces for connecting 3G/4G
modems or alternatively should include pluggable LTE module

Proposed device should have the following interfaces
4 x GE RJ45 ports
1 x USB interface

1 x console interface

Network & Routing Requirements

The appliance should support Static Routing, Policy-based Routing,
Dynamic Routing (RIP, OSPF, BGP &IS-1S) and Application aware
Routing

Proposed SD-WAN BRANCH CPE should support Policy-based
Routing

Should provide NAT functionality, including PAT

Should support Policy-based NAT

Should support NAT within IPSec VPN tunnels

The device should include perpetual license for the following
features/function:

Routing (RIP, OSPF, BGP), Essential Routing: NAT, DNS, NTP

Essential Security: Firewall, IPS, IPsec VPN, Application visibility,
Policy Based Routing

IAdministration & Management Requirements

Should support Graphical Interface (HTTP/HTTPS) and CLI (Telnet/
SSH) based management

Should have SNMPv2c and SNMPv3 support
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Should support for role-based administration of the device

Encryption & VPN Requirements

Should support Hub and Spoke VPN topology

Should support encryption, authentication and integrity protocols:
DES, 3DES, AES-128, AES-256, MD5, SHA, SHA-256

IPSec VPN should support XAuth over RADIUS

IPS and Application Control Requirements

The appliance should include all required license for IPS and
Application Control

Should have built-in Signature and Anomaly based IPS engine on the
same unit

Should identify and control applications

Should control popular IM/P2P, social media, malware, applications
regardless of port/protocol

Should be able to control cloud-based applications and should be
able to route the specific applications via different WAN links

Malware Protection

Should include all required license advance malware protection.

Should support real-time detection of viruses and malicious code
for HTTP, HTTPS, SMTPS, POP3, IMAP

Should have options to prevent user downloads based on file
extension as well as file type

'Web Content Filtering Requirements

The appliance should include all required license for web content
filtering

\Web content filtering should work independently without the need
to integrate with an external proxy server

\Web content filtering should have the facility to block URLs based
on categories

\Web content filtering should support HTTP and HTTPS traffic

Should prevent the download of specific file types via policy.

Should include DNS filtering feature to block DNS requests to
known botnet C&C domains

Should have option to configure traffic shaping on policy basis,
application basis and IP basis.

SD WAN Support

Redundant links with active/active traffic load balancing

The appliance should support for multiple WAN link types (4G LTE,
MPLS, ILL, etc.)

The SD WAN Solution should work seamlessly in typical NAT
scenarios inclusive but not limited to

e 1tol1NAT
e Behind NAT / Traversal NAT

Monitor the quality of the WAN links

Should provide a method for providing direct branch to branch
WAN connectivity

Application based traffic steering should be available to be
implemented for SD-WAN policies

SD-WAN policies should provide multiple WAN strategy options.
Such as,

- Manually assign WAN link to an application/Internet service

- Assign the best quality WAN link to an application/Internet service
- Load balance traffic across all WAN links that meet the SLA targets

Warranty & Subscriptions

The proposed device should include One (01) Year OEM authorized
warranty, subscription and support services (TAC) for 24x7
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The proposed appliance should include One (01) Year security
subscription with IPS, Advance Malware Protection, Cloud
Sandboxing, Application Control, and Web Filtering (URL, web
content and DNS Filtering)

The proposed appliance should include One (01) Year subscription
for SD-WAN license

01 Nos x Management and Analytics Appliance

The solution should have a centralized management appliance for
managing a minimum 20 appliances of the same OEM from a single
console and should be proposed as an on-premise Virtual appliance

The proposed virtual appliance should support VMware ESX/ESXi

The management appliance should provide the ability to collectively
configure the device settings, objects and policies across all the
devices from a single user interface

The management solution should support providing security
updates to all managed devices

The management solution should support e-mail-based alerting of
critical events

The management solution should have the capability to maintain
audit trail (history) of configuration changes.

Failure of the Management solution should not impact the
managed devices traffic flow

The management solution should include a central log retention
capability to receive logs from all the managed devices.

The management solution should support Role Based Access
Control (RBAC)

Logging and Reporting should be an out of the box solution and
should be proposed as an on-premise virtual appliance

The complete traffic and system event logs of all devices of this
solution should be retained in the appliance. The duration of the
retention should be configurable for a period of 1 year.

The solution must support alerting notifications through SNMP
traps, SMTP email, and remote syslog.

The solution should support out of the box predefined standard
reports

The solution should support to generate customized reports for
daily, weekly, monthly, yearly etc., and but not limited to link
bandwidth utilization, device health monitors, security
enforcements, system logins etc.

Warranty & Subscriptions

The proposed management and analytics solution should include
One (01) Year OEM authorized warranty / support services (TAC) for
24x7

Installation, Configuration, Migration and Training

Hardware installation including mounting, management cabling and
power up as per manufacturer guidelines

The vendor MUST have at minimum the following full time OEM
Certified Professional/Engineer under its payroll to provide
installation, configuration, integration, migration and training
services. All relevant engineer(s) certificates and supporting
documents should be included with the proposal.

A solution specific technical solution diagram that represents an
overview of the solution (items proposed in this proposal) should be
proposed.

'The NCN core is currently based on technologies from Cisco
Systems. The vendor should demonstrate capability to install the
SDWAN to work with the NCN.
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We accept the following as demonstration:
e (Cisco Certified Employees
e  Proof Of Experience

Perform site readiness assessment ensuring hardware environment
is ready for project commencement

Identify and assess existing environment including network security
devices, core network switching and routing devices.

Ensure current deployment and configuration is setup such that the
configuration and migration works can be conducted with minimal
downtime.

The devices and appliances should be installed and configured as
per manufacturer best practice guidelines and as per industry best
practices.

The installation plan (timeline) should be provided and agreed with
NCIT before the commencement of installation.

Note : The proposed timeline should consider that all work should be
done on official government, unless specified by NCIT.

Configure secure management console for all devices and
appliances.

Design appropriate LAN, WAN, and DMZ security policies.

Configure Malware Protection and Web filtering policies

Configure IPS and Application policies

Configure and migrate existing routing segments

Configure management and logging appliance

On the job training for minimally 02 technical personnel

Comprehensive testing and a detailed documentation inclusive of
diagrams, flow charts and other industry standard documentation.

Service Level Expectations

The support service vendor should provide the contact number of a
single point of contact to facilitate immediate contact by client’s
representative and he or she should be responsible to liaise with all
vendors for rectification of faults within the Next Business Day.

Defective equipment should be replaced by the bidder at their own
cost including the cost of transport if any.

The support service vendor should provide all normal toolkit and
test equipment needed for the maintenance of the hardware to
NCIT.

System maintenance and support services should include the

following activities.

e 24 x7 on-line Support.

e Patch updating and major / minor software version
upgrading support.

e  Phone/Email TAC support must be provided during support
period

e Issue resolution / Onsite Visits within 1 day of hardware
failures reported

e Local TAC support plan must be maintaining by the Bidder
for the maintenance period.

Maintenance Support Services including on-site Technical Support

On-site hardware repair/replace and maintenance support service
should be delivered by experienced OEM Certified Engineer

On-site diagnostics and repair service should be delivered by
experienced OEM Certified Engineer and should diagnose, repair,

and test the unit to ensure optimal performance.

Zi5e #3523 ~aZ05 40
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Technical support experienced engineers should be available to
answer questions.

Flexible on-site response times that best meets the business
requirements

Service summary report should provide after each work performed
including recommendations for service to ensure optimal
performance.

Maintenance Support Engineer should check and ensuring the unit
is operating with the most recent firmware version. Firmware
upgrades should be provided at no extra charge.

During each maintenance visit, field service Engineers should run
tests to verify that the system is functioning correctly in all
operational modes, stopping problems before they start.
Maintenance Support Engineer should follow well-defined set of
processes and procedures to be able to provide quality services, as
per Industry standard.

The support service vendor should maintain critical parts locally in
Male’ to provide after sale support.

Total

GST 8%

Warranty|

Delivery and installation period
Total with GST

Bidder Stamp and Sign

i S5 24 FaZi5 40
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Financial Data for Previous 03 Years [MVR Equivalent]

Financial Information of
the Year

2020

2021

2022

Information from Balance Sheet

Total Assets

Total Liabilities

Net Worth

Current Assets

Current Liabilities

\Working Capital

Information from Income Statement

Total Revenues

Profits Before Taxes

Profits After Taxes

statements.

e Attached are copies of the financial statement (balance sheets including all related notes,
and income statements), as indicated above, complying with the following conditions.

e All such documents reflect the financial situation of the Bidder.

e Historic financial statements must be complete, including all notes to the financial

e Historic financial statements must correspond to accounting periods.

Evaluation criteria

Financial Situation evaluation
A. To be eligible the financial statements of the bidding party must show, average annual

turnover of MVR 800,000.00 for the years 2020, 2021 and 2022.

(or)

B. To be eligible the financial statements of the bidding party must show, Minimum value of
MVR 800,000.00 of the proposed price, for liquid asset, for the year 2020, 2021 and 2022.

(or)

C. |If the bidding party is unable to meet any of the above requirement they shall submit “Line of
Credit Letter” as per the template in Form FIN — 3. (Credit limit shall be no less than MVR
800,000.00 of the proposed price)

Bidder Stamp and Sign
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Complian

Requirements ce

(Yes / No)

01 Nos x Concentrator Appliance

General Requirement
Make and Model of the proposed appliance should be clearly stated

The appliance should be a hardware appliance supporting next-generation firewall
features and SD-WAN architecture without any additional module or hardware

OEM of the proposed appliance should be in “Leaders” or “Challengers” quadrant
as per the last 2 years Gartner’s Magic Quadrant for “SD-WAN” or “Network
Firewalls”.

Should be an appliance-based hardware platform which is optimized and purpose-
built for high performance

The appliance should include redundant power supply units
Should be 19” rack mountable

Should support Active-Active as well as Active-Passive redundancy architecture for
high availability

Bidder should submit the Original Manufacture’s Authorization Certificate along
with the bid

Interface and Connectivity Requirements

Proposed device should have USB interfaces for connecting 3G/4G modems or
alternatively should include pluggable LTE module

Proposed appliance should have the following interfaces

o 8 x 10GE SFP+ ports
o 1 x Dedicated Console/Management interface

Should include 8 x OM4 Duplex LC 5m Fiber Optic Patch Cord

Should include 8 x 10GE SFP+ Multi-Mode (SR) Original Cisco transceivers for
existing equipment

Network and Routing Requirements

The appliance should support Static Routing, Policy-based Routing, Dynamic
Routing (RIP, OSPF, BGP &IS-IS) and Application aware Routing

Should provide NAT functionality, including PAT

Should support Policy-based NAT

Should support NAT within IPsec VPN tunnels

The device should include perpetual license for the following features/function:

Routing (RIP, OSPF, BGP), Essential Routing: NAT, DNS, NTP

.65

Part No.
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Reference
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# Requirements
(Yes / No)

Essential Security: Firewall, IPS, IPsec VPN, Application visibility, Policy Based
Routing

Administration & Management Requirements

Should support Graphical Interface (HTTP/HTTPS) and CLI (Telnet/ SSH) based
management

Should have SNMPv2c and SNMPv3 support

Should support for role-based administration of the device
Encryption & VPN Requirements

Should support Hub and Spoke VPN topology

Should support encryption, authentication and integrity protocols: DES, 3DES, AES-
128, AES-256, MD5, SHA, SHA-256

IPSec VPN should support XAuth over RADIUS

IPS and Application Control Requirements

The appliance should include all required license for IPS and Application Control
Should have built-in Signature and Anomaly based IPS engine on the same unit
Should identify and control applications

Should control popular IM/P2P, social media, malware, applications.

Should be able to control cloud-based applications and should be able to route the
specific applications via different WAN links

Malware Protection
Should include all required license advance malware protection.

Should support real-time detection of viruses and malicious code for HTTP, HTTPS,
SMTPS, POP3, IMAP

Should have options to prevent user downloads based on file extension as well as
file type

Web Content Filtering Requirements
The appliance should include all required license for web content filtering

Web content filtering should work independently without the need to integrate
with an external proxy server

Web content filtering should have the facility to block URLs.
Web content filtering should support HTTP and HTTPS traffic
Should prevent the download of specific file types via policy.

Should include DNS filtering feature to block DNS requests to known botnet C&C
domains
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Complian Part No.
# Requirements ce and
(Yes / No) Reference

Should have option to configure traffic shaping on policy basis, application basis
and IP basis.

SD WAN Support

The appliance should support redundant links with active/active traffic load
balancing

The SD WAN Solution should work seamlessly in typical NAT scenarios inclusive
but not limited to

e 1to1NAT
e Behind NAT / Traversal NAT
The appliance should support multiple WAN link types (4G LTE, MPLS, ILL, etc.)

Encryption of the WAN transport
Monitor the quality of the WAN links
Should provide a method for providing direct branch to branch WAN connectivity

Application based traffic steering should be available to be implemented for SD-
WAN policies

SD-WAN policies should provide multiple WAN strategy options. Such as:

e  Manually assign WAN link to an application/Internet service

e Assign the best quality WAN link to an application/Internet service

e Load balance traffic across all WAN links that meet the SLA targets
Warranty and Security Subscriptions

The proposed appliance should have OEM authorized warranty / support services
(TAC) for 24x7 for One (01) year

The proposed appliance should include 1-Year security subscription with IPS,
Advance Malware Protection, Cloud Sandboxing, and Application Control

The proposed appliance should include 1-Year subscription for SD-WAN license

Complian Part No.
# Requirements ce and

(Yes / No) Reference

2 | 16 Nos x SD-WAN BRANCH CPE

General Requirements
Make and Model of the proposed appliance should be clearly stated

The appliance should be a physical appliance supporting next-generation firewall
features and SD-WAN architecture without any additional module or hardware

OEM of the proposed appliance should be in “Leaders” or “Challengers” quadrant
as per the last 2 years Gartner’s Magic Quadrant for “SD-WAN” or “Network
Firewalls”.
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Complian Part No.

# Requirements ce and
(Yes / No) Reference

Should be an appliance-based hardware platform which is optimized and purpose-
built for high performance with a security-hardened, purpose-built operating
system

Bidder should submit the Original Manufacture’s Authorization Certificate along
with the bid

Interface and Connectivity Requirements

Proposed device should have USB interfaces for connecting 3G/4G modems or
alternatively should include pluggable LTE module

Proposed device should have the following interfaces
4 x GE RJ45 ports

1 x USB interface

1 x console interface

Network & Routing Requirements

The appliance should support Static Routing, Policy-based Routing, Dynamic
Routing (RIP, OSPF, BGP &IS-IS) and Application aware Routing

Proposed SD-WAN BRANCH CPE should support Policy-based Routing

Should provide NAT functionality, including PAT

Should support Policy-based NAT

Should support NAT within IPSec VPN tunnels

The device should include perpetual license for the following features/function:
Routing (RIP, OSPF, BGP), Essential Routing: NAT, DNS, NTP

Essential Security: Firewall, IPS, IPsec VPN, Application visibility, Policy Based
Routing

Administration & Management Requirements

Should support Graphical Interface (HTTP/HTTPS) and CLI (Telnet/ SSH) based
management

Should have SNMPv2c and SNMPv3 support

Should support for role-based administration of the device
Encryption & VPN Requirements

Should support Hub and Spoke VPN topology

Should support encryption, authentication and integrity protocols: DES, 3DES, AES-
128, AES-256, MD5, SHA, SHA-256

IPSec VPN should support XAuth over RADIUS

IPS and Application Control Requirements

N\
)
\

<
\
)
NS
o
25
&
I\
N
S



xPoc o0, wxo > 0 or - e
EPIVE SIS S RS FIerE
z 7~

Complian Part No.

# Requirements ce and
(Yes / No) Reference

The appliance should include all required license for IPS and Application Control
Should have built-in Signature and Anomaly based IPS engine on the same unit
Should identify and control applications

Should control popular IM/P2P, social media, malware, applications regardless of
port/protocol

Should be able to control cloud-based applications and should be able to route the
specific applications via different WAN links

Malware Protection
Should include all required license advance malware protection.

Should support real-time detection of viruses and malicious code for HTTP, HTTPS,
SMTPS, POP3, IMAP

Should have options to prevent user downloads based on file extension as well as
file type

Web Content Filtering Requirements
The appliance should include all required license for web content filtering

Web content filtering should work independently without the need to integrate
with an external proxy server

Web content filtering should have the facility to block URLs based on categories
Web content filtering should support HTTP and HTTPS traffic
Should prevent the download of specific file types via policy.

Should include DNS filtering feature to block DNS requests to known botnet C&C
domains

Should have option to configure traffic shaping on policy basis, application basis
and IP basis.

SD WAN Support
Redundant links with active/active traffic load balancing
The appliance should support for multiple WAN link types (4G LTE, MPLS, ILL, etc.)

The SD WAN Solution should work seamlessly in typical NAT scenarios inclusive
but not limited to

e 1tol1NAT
e Behind NAT / Traversal NAT

Monitor the quality of the WAN links
Should provide a method for providing direct branch to branch WAN connectivity

Application based traffic steering should be available to be implemented for SD-
WAN policies
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Complian Part No.

# Requirements ce and
(Yes / No) Reference
SD-WAN policies should provide multiple WAN strategy options. Such as,
- Manually assign WAN link to an application/Internet service
- Assign the best quality WAN link to an application/Internet service
- Load balance traffic across all WAN links that meet the SLA targets
Warranty & Subscriptions
The proposed device should include One (01) Year OEM authorized warranty,
subscription and support services (TAC) for 24x7
The proposed appliance should include One (01) Year security subscription with
IPS, Advance Malware Protection, Cloud Sandboxing, Application Control, and
Web Filtering (URL, web content and DNS Filtering)
The proposed appliance should include One (01) Year subscription for SD-WAN
license
Complian Part No.
# Requirements ce and
(Yes / No) Reference

3 01 Nos x Management and Analytics Appliance

The solution should have a centralized management appliance for managing a
minimum 20 appliances of the same OEM from a single console and should be
proposed as an on-premise Virtual appliance

The proposed virtual appliance should support VMware ESX/ESXi

The management appliance should provide the ability to collectively configure the
device settings, objects and policies across all the devices from a single user
interface

The management solution should support providing security updates to all
managed devices

The management solution should support e-mail-based alerting of critical events

The management solution should have the capability to maintain audit trail (history)
of configuration changes.

Failure of the Management solution should not impact the managed devices traffic
flow

The management solution should include a central log retention capability to
receive logs from all the managed devices.

The management solution should support Role Based Access Control (RBAC)

Logging and Reporting should be an out of the box solution and should be proposed
as an on-premise virtual appliance
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The complete traffic and system event logs of all devices of this solution should be
retained in the appliance. The duration of the retention should be configurable for
a period of 1 year.

The solution must support alerting notifications through SNMP traps, SMTP email,
and remote syslog.

The solution should support out of the box predefined standard reports

The solution should support to generate customized reports for daily, weekly,
monthly, yearly etc., and but not limited to link bandwidth utilization, device health
monitors, security enforcements, system logins etc.

Warranty & Subscriptions

The proposed management and analytics solution should include One (01) Year
OEM authorized warranty / support services (TAC) for 24x7

Complian
Requirements ce
(Yes / No)

Installation, Configuration, Migration and Training

Hardware installation including mounting, management cabling and power up as
per manufacturer guidelines

The vendor MUST have at minimum the following full time OEM Certified
Professional/Engineer under its payroll to provide installation, configuration,
integration, migration and training services. All relevant engineer(s) certificates
and supporting documents should be included with the proposal.

A solution specific technical solution diagram that represents an overview of the
solution (items proposed in this proposal) should be proposed.

The NCN core is currently based on technologies from Cisco Systems. The vendor
should demonstrate capability to install the SDWAN to work with the NCN.
We accept the following as demonstration:

e Cisco Certified Employees

e  Proof Of Experience
Perform site readiness assessment ensuring hardware environment is ready for
project commencement

Identify and assess existing environment including network security devices, core
network switching and routing devices.

Ensure current deployment and configuration is setup such that the configuration
and migration works can be conducted with minimal downtime.

The devices and appliances should be installed and configured as per
manufacturer best practice guidelines and as per industry best practices.

The installation plan (timeline) should be provided and agreed with NCIT before
the commencement of installation.

Note : The proposed timeline should consider that all work should be done on
official government, unless specified by NCIT.

Configure secure management console for all devices and appliances.

e 25 32 ~aZ55 40
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Design appropriate LAN, WAN, and DMZ security policies.
Configure Malware Protection and Web filtering policies
Configure IPS and Application policies

Configure and migrate existing routing segments
Configure management and logging appliance

On the job training for minimally 02 technical personnel

Comprehensive testing and a detailed documentation inclusive of diagrams, flow
charts and other industry standard documentation.

Service Level Expectations

The support service vendor should provide the contact number of a single point of
contact to facilitate immediate contact by client’s representative and he or she
should be responsible to liaise with all vendors for rectification of faults within the
Next Business Day.
Defective equipment should be replaced by the bidder at their own cost including
the cost of transport if any.
The support service vendor should provide all normal toolkit and test equipment
needed for the maintenance of the hardware to NCIT.
System maintenance and support services should include the following activities.

e 24 x7 on-line Support.

e  Patch updating and major / minor software version upgrading support.

e  Phone/Email TAC support must be provided during support period

e Issue resolution / Onsite Visits within 1 day of hardware failures reported

e Local TAC support plan must be maintaining by the Bidder for the

maintenance period.

Maintenance Support Services including on-site Technical Support

On-site hardware repair/replace and maintenance support service should be
delivered by experienced OEM Certified Engineer

On-site diagnostics and repair service should be delivered by experienced OEM
Certified Engineer and should diagnose, repair, and test the unit to ensure optimal
performance.

Technical support experienced engineers should be available to answer questions.

Flexible on-site response times that best meets the business requirements

Service summary report should provide after each work performed including
recommendations for service to ensure optimal performance.

Maintenance Support Engineer should check and ensuring the unit is operating
with the most recent firmware version. Firmware upgrades should be provided at
no extra charge.

During each maintenance visit, field service Engineers should run tests to verify
that the system is functioning correctly in all operational modes, stopping
problems before they start.

Maintenance Support Engineer should follow well-defined set of processes and
procedures to be able to provide quality services, as per Industry standard.

The support service vendor should maintain critical parts locally in Male’ to
provide after sale support.

Zi5 #5333 ~aZ05 40
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[letterhead of the Bank/Financing Institution/Supplier]
[date]

To: [Name and address of the Contractor]

Dear,

You have requested {name of the bank/financing institution/supplier issuing the letter) to
establish a line of credit for the purpose of executing {insert Name and identification of
Project}.

We hereby undertake to establish a line of credit for the aforementioned purpose, in the amount
of {insert amount}, effective upon receipt of evidence that you have been selected as successful
bidder.

This line of credit will be valid through the duration of the contract awarded to you.

Authorized Signature:
Name and Title of Signatory:
Name of Agency:

I S5 34 faZP5 40
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Form of Bid Security (Bank Guarantee)

WHEREAS, wvveveerintnses st eresre e e ens s e e e [NAMe Of Bidder] (hereinafter called “the Bidder”) has submitted his
Bid for the Project no........issued by National Centre for Information Technology ........cccviiiinnn
weeeen.fOr construction of .....ocove e vevevevnee . [name of Contract] (hereinafter called “the Bid”).

KNOW ALL PEOPLE by these presents that We ....cvevevvvivcivsvcvvvcvevee e, [name of Bank] of oo v
[name of country] having our registered office at
(hereinafter called “the Bank”) are bound unto ...........c.cceceeeeeenen.. [name of Purchaser] (hereinafter called “the
Purchaser”) in the sum of *......cccceveiviveveveeeve e, fOr which payment well and truly to be made to the

said Purchaser, the Bank binds itself, its successors, and assigns by these presents.

SEALED with the Common Seal of the said Bank this .......day of .............20..c e eeeeee.

THE CONDITIONS of this obligation are:

(1) If, after Bid opening, the Bidder withdraws his Bid during the period of Bid validity specified in the
Form of Bid;
or
(2) If the Bidder having been notified of the acceptance of his Bid by the Purchaser during the period of
Bid validity:

(a) fails or refuses to execute the Form of Agreement in accordance with the Instructions to
Bidders, if required; or

(b)  fails or refuses to furnish the Performance Security, in accordance with the Instruction to
Bidders; or

(c) does not accept the correction of the Bid Price pursuant to Clause 27,

* The Bidder should insert the amount of the Guarantee in words and figures denominated in Maldivian
Rufiyaa. This figure should be the same as shown in Clause 16.1 of the Instructions to Bidders.

we undertake to pay to the Purchaser up to the above amount upon receipt of his first written demand, without
the Purchaser’s having to substantiate his demand, provided that in his demand the Purchaser will note that
the amount claimed by him is due to him owing to the occurrence of one or any of the three conditions,
specifying the occurred condition or conditions.

This Guarantee will remain in force up to and including the date ............................ days after the deadline for
submission of bids as such deadline is stated in the Instructions to Bidders or as it may be extended by the
Purchaser, notice of which extension(s) to the Bank is hereby waived. Any demand in respect of this Guarantee
should reach the Bank not later than the above date.

DATE et SIGNATURE OF THE BANK

WITNESS e SEAL

[signature, name, and address]
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Form of Performance Bank Guarantee
(Unconditional)

To:

[name &address of Purchaser]
WHEREAS ......ceevvveeeeeennee. [Nname and address of Supplier] (hereinafter called “the Supplier”) has undertaken, in
pursuance of Contract No. ..... dated ..........cccc.......... tO eXecute ........c..eecceeveeveneee... [name of Contract and brief

description of Works] (hereinafter called “the Contract”);

AND WHEREAS it has been stipulated by you in the said Contract that the Supplier shall furnish you with a Bank
Guarantee by a recognized bank for the sum specified therein as security for compliance with his obligations in
accordance with the Contract;

AND WHEREAS we have agreed to give the Supplier such a Bank Guarantee;

Now THEREFORE we hereby affirm that we are the Guarantor and responsible to you, on behalf of the Supplier,
up to a total of *................. [amount of Guarantee] .......................... [amount in words], such sum being payable in
the types and proportions of currencies in which the Contract Price is payable, and we undertake to pay you,
upon your first written demand and without cavil or argument, any sum or sums within the limits of ..................
[amount of Guarantee] as aforesaid without your needing to prove or to show grounds or reasons for your
demand for the sum specified therein.

*An amount is to be inserted by the Guarantor, representing the percentage of the Contract Price
specified in the Contract, in Maldivian Rufiyaa.

We hereby waive the necessity of your demanding the said debt from the Supplier before presenting us with
the demand.

We further agree that no change or addition to or other modification of the terms of the Contract or of the
Works to be performed there under or of any of the Contract documents which may be made between you and
the Supplier shall in any way release us from any liability under this Guarantee, and we hereby waive notice of
any such change, addition, or modification.

This Guarantee shall be valid until the date of issue of the Defects Correction Certificate.
SIGNATURE AND SEAL OF THE GUARANTOR .veevreeeeeeneenveesen e
Name of Bank ...cceveevivvin e v
AdAress .ouovevee vt e

(D | TR
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