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MALDIVES
PENSION OFFICE

Terms of Reference
Position: Graduate Trainee
Specialisation: Cloud Engineering - Google Cloud Platform (GCP)
Duration: 12 months (1-year contract)
Department: Cloud and Security Department

Overall Responsibilities

The Graduate Trainee will work in the Cloud and Security Department and will have the
opportunity to contribute to the management of the Pension Office’s GCP infrastructure. The
role involves supporting secure, scalable, and reliable environments for software
deployments and operational systems such as Koshaaru, MPAO’s fully digital ecosystem,

comprising multiple applications and modules used for pension administration.

Reporting Requirements

The Graduate Trainee will report to the Manager, Cloud and Cybersecurity.

Specific Tasks:
e Manage and maintain cloud infrastructure on GCP.
e Support the development team with CI/CD pipelines, container orchestration, and
environment provisioning.
e Collaborate with the Security Engineer to implement secure cloud practices.
e Automate infrastructure provisioning using tools like Terraform or Deployment Manager.
e Monitor and optimise the performance and cost of cloud resources.
e Troubleshoot and resolve infrastructure and deployment issues.

e Ensure backup, disaster recovery, and high availability practices are in place.
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e Support and document infrastructure changes and deployments.
e Carry out any other relevant tasks assigned by the Head of the Cloud and Security

Department or the Pension Office Management.

Minimum Requirement/Qualification

e ABachelor's Degree (MNQF Level 7) in the field of Computer Science, or a related field.

Desired Skills and Competencies

e Experience in Google Cloud Platform services (Compute Engine, GKE, 1AM, etc.).

e Experience in scripting and automation (Python, Bash, etc.).

e Knowledge of DevOps practices and tools (CI/CD, Docker, Kubernetes).

e Experience with infrastructure-as-code and monitoring solutions.

e Understanding of networking, DNS, firewalls, and VPNs.

e Knowledge on implementing and managing monitoring, logging, and alerting solutions
(e.g: Cloud Monitoring, Prometheus, Grafana).

e Collaborative team player with excellent communication skills.

e Demonstrated strong problem-solving and analytical skills with attention to detail.
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