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REQUEST FOR PROPOSAL (RFP)
Data Recovery Services for Damaged Hard Disks

1. INTRODUCTION

We are seeking proposals from local vendors who can facilitate the recovery of cfiltical data from
four (4) damaged hard disks through an internationally certified data recovery facility. The
selected vendor will act as the single point of contact and is responsible for all logistics, _
shipping, communication, and handover of recovered data. Collection and refurn of all drives will
be at the Department of Judicial Administration (DJA), Male'. No staff travel from our
organization will be required.

The scope is limited to recovering the data from the damaged drives and returning thg .
recovered data to us. We do not require the original drives to be repaired or returned in working
condition.

2. BACKGROUND

The hard disks listed below contain critical data requiring professional recovery. Due to the
sensitivity and importance of the data, a certified and trusted data recovery service provider is
required. All four drives are held at the Department of Judicial Administration (DJA) in Male'.
Collection and return of the drives shall be coordinated directly with DJA.

# Brand & Model Capacity Serial Number Origin Court Notes

WD Bl L. Gan SATA [ 7200 RPM, 64MB;
1 D1 UE%EX 1.0TB  WCC3FL2022LX  Magistrate Mfg 29 Jul 2014, Thailand;
Court handwritten “5"
poogata L Fonadhoo ~ SATA/7200 RPM; FW
2 | 0012 500GB  OVMYJDBP Magistrate CC46: Dell DP/N OHB42R,
STE00DMOOS Court Thailand; handwritten “61
= e LTI,
3 BarraCuda 1.07TB ZN1SKAEZ Magistrate Thailand: ul J
ST1000DMO10 Court ailand; marked Ball:_l !
Reported Seagate S5
Adh. Dhangethi
WD Blue . SATA/ 7200 RPM, 64MB:
4 WD10EZEX 1078 WCC3FIRFSEQE | Magistrale Mfg 30 Jul 2014, Thailang

Court

3. SCOPE OF WORK
The selected vendor shall arrange and manage the following services for each of the four hard
disks, to be performed by an internationally certified data recovery facility:

= Full diagnostic assessment of each damaged hard disk

+  Wiritten diagnostic report per drive, outlining damage type, recovery feasibility, and
expected timeline




- Data recovery work as required to exiract the data (mechanical, electronic, or logical —
the recovery facility shall determine the method)

« Recovery of all possible data while maintaining confidentiality and adhering to
international data protection standards

» Recovered data from each drive copied onto separate, clearly labelled storage media
supplied by the vendor (new external HDD, SSD, or USB drive of equal or greater
capacity than the source). Each item must be labelled with the source court and source
drive serial number

«  Secure delivery of the recovered data (encrypted if required) to DJA, Male'

+  Final service report per drive, detailing recovery percentage and any files that could not
be recovered

Note: This RFP does not require repair of the original hard disks or their return in working
condition. The original drives will be returned as-is, or securely destroyed if requested in writing.

4. VENDOR QUALIFICATIONS

The vendor must demonstrate the ability to arrange data recovery services through an
internationally certified data recovery facility (e.g., ISO-certified cleanroom or equivalent).

Additionally, the vendor must:

= Provide details of the international data recovery facility where the service will be
performed, including certifications and credentials

«  Demonstrate that the recovery facility has a minimum of 5 years of experience with
proven expertise in HDD data recovery (including both Western Digital and Seagate
drives)

= Ensure the recovery facility has strong data confidentiality and security practices
*  Provide references or evidence of past successful recoveries by the facility

+ Have prior experience managing similar international data recovery cases on behalf of
clients in Maldives, including multi-drive cases

5. LOGISTICS & HANDLING REQUIREMENTS

The vendor is fully responsible for all logistics. No staff member from our organization will travel
internationally. The vendor must:

= Collect all four drives from the Department of Judicial Administration (DJA) in Male’ in a
single pickup

» Consolidate all four drives for shipment to the recovery facility, treating each drive as a
separately tracked item

«  Arrange secure, insured international shipping to the recovery facility, including all
customs clearance and exportimport documentation

« Use anti-static, shock-protected packaging appropriate for damaged HDDs
«  Provide tracking information and status updates throughout the process for each drive

= Sign the Non-Disclosure Agreement (NDA) provided by us, which shall cover both the
vendor and the international recovery facility, before any drive is shipped

= Arrange secure return shipping of the recovered-data media to Maldives, along with the
original (non-working) drives unless secure destruction is requested in writing




Return all recovered data, final reports, and original drives to DJA in Male'
Bear full liability for the hard disks and any media while in transit and under their custody

6. DELIVERABLES

The vendor shall provide, for each of the four drives:

Diagnostic assessment report

Recovery feasibility statement and estimated cost (before recovery work begins on that
drive)

Recovered data copied to new storage media provided by the vendor, of equal or higher
capacity than the original, clearly labelled with the source court and original drive serial
number

Secure handover of recovered data in an encrypted format if required

Final service report detailing work performed, recovery percentage, and any
unrecoverable files

Return of the original damaged drive in its post-recovery state, OR certificate of secure
destruction if requested

7. TIMELINE

Vendors must propose:

Estimated time for collection of all four drives from DJA and dispatch from Maldives
Estimated time for initial diagnosis at the recovery facility

Estimated duration for the full recovery process for all four drives (note whether drives
are processed in parallel or sequentially)

Estimated time for return delivery to DJA

8. PROPOSAL COMPLIANCE CHECKLIST

Each proposal must include the following items. Vendors are advised to confirm each item is
addressed before submission, and to indicate compliance in the table below.

Compliance Reference /
2 Reguiement (Yes / No) Page #
1 Confirmation of compliance with all RFP requirements
Details and certifications of the international data
2 recovery facility (e.g., ISO-certified cleanroom or
equivalent)
Evidence that the recovery facility has a minimum of 5
3 years of experience in HDD data recovery, covering
both Western Digital and Seagate drives
4 Description of the recovery facility's data confidentiality
and security practices
5 References or evidence of past successful recoveries
by the facility
:yaoo oc o:y > o0ox oo- o0z L & X4 s 02> LR
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# Reaui Compliance Reference /
quIsmaN (Yes / No) Page #
6 Proposed methodology for handling the four drives
- Chain-of-custody and security arrangements covering
collection, transit, recovery, and return
8 Proposed timeline covering collection, dispatch,
diagnosis, recovery, and return delivery
9 Written confirmation of willingness to sign the Non-
Disclosure Agreement (NDA) provided by us
10 Company profile and contact details
~ ¢ oo oc¢ o~ > o0ox oo- o0z L & X4 s 02> L& X4
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