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Supply, Installation, Configuration, and Integration of 6-Door Biometric & RFID
Access Control System '

1. Project Overview & Objectives

Physical installation, network integration, and central configuration of a high-security, automated
Door Access Control System servicing six (6) designated doors. The system must accommodate
entry and exit authentication at all door locations through biometric fingerprint and RFID card
terminals, integrated with central management software running on a dedicated workstation.

2. Detailed Scope of Work

e Hardware Provisioning: Supply of 14 IP-based outdoor biometric/RFID card terminals, 6 fail-safe
narrow bolt locks, 6 emergency break-glass switches, 6 key-locked power control boxes with battery
backup, and 1 centralized 24-Port Managed PoE Switch. Supply of 1% hardwired heavy-duty exit
push button designed for mounting at the 2nd-floor reception.

o Network & Cabling Infrastructure: Execution of dedicated home-run Cat6 UTP cabling from each
door (inside and outside readers) directly back to the 2nd-floor. All cabling must be fully enclosed
within Flexible non-metallic conduit.

¢ Power & Emergency Fail-Safe Interlocking: Wiring emergency break-glass switches in-series
along the +12V DC power circuit between power boxes, terminal relays, and fail-safe bolt locks to
guarantee immediate hardware physical override.

e Software & System Integration: installing and provisioning software on the dedicated workstation,
static IP assignment, time synchronization (NTP), access group policy setup, and staff credential
enroliment.

* Testing, Training & Handover: Conducting precise User Acceptance Testing (UAT) covering dual-
factor verification, power outage cutover, and emergency release tests, followed by administrative
staff training.

3. Summary Bill of Quantities (BOQ)

Item Description Placement & Purpose

2 per door (Inside & Outside entry/exit),

Dmeenc & SLID R Wilnie 2 Spare Readers for replacement and minimum down time

24-Port Managed PoE Gigabit Switch

L2) 1 Unit 2nd Floor Rack; Central PoE & Network Aggregator
Emergency Break-Glass Switch 6 Units 1 per door (Inside exit path for manual override)
Power Control Box 6 Units 1 per door location providing clean DC power
Backup Battery (12V 7Ah SLA) 6 Units 1 per power box for 4-8 hour power cut retention
Fail-Safe Bolt Lock .
S00A(LED) Slim Drop Bolt Lock 6 Units 1 per door header; drops open on total power loss

2 As
Network Cabling Required Home-run drops from all doors to 2nd Floor

Segtral Software 1 Station PC for monitoring & card/finger enrollment




Item Description Qty Placement & Purpose

Exit Button 1 Unit

Installed at 2nd-floor desk for software-independent manual door
release.

4. Detailed Technical Specifications

4.1 Biometric & RFID Outdoor Access Terminals (Quantity: 14 Units)

°

Brand: Should be a reputable brand

Authentication Types: Fingerprint, RFID Card (13.56 MHz Mifare / 125 kHz EM), PIN / Access
Code

Capacity: Minimum 3,000 fingerprints, 10,000 cards, and 100,000 event storage capacity

Network Communication: TCP/IP Ethernet (10/100 Mbps), Auto-MDIX, supporting DHCP & Static
IP

Power Supply: Power over Ethernet (PoE 802.3af standard) or 12V DC +10%

Protection Rating: IP65 weather-resistant rating for outdoor deployment

/0 Interfaces: Lock Control Relay Out, Door Sensor In, Exit Button In, Wiegand Input/Output, Alarm
Output

Security Features: Tamper-proof switch, anti-passback support, duress alarm capabilities

4.2 24-Port Managed PoE Switch (Quantity: 1 Unit)

Port Configuration: 24x 10/100/1000Base-T RJ45 PoE+ Ports, 2x or 4x Gigabit SFP Uplink Slots
PoE Standards: IEEE 802.3af/at compliant across all ports; Minimum Total Power Budget: 180W
Management Capabilities: Layer 2 Managed (Web GUI, CLI, SNMP vi/v2c/v3, Telnet/SSH)
Network Features: 802.1Q VLAN Tagging (up to 4094 VLANSs), Spanning Tree Protocol
(STP/RSTP/MSTP), LACP Link Aggregation

Quality of Service (QoS): 8 priority queues per port, Rate Limiting, Port Security, 802.1X
Authentication

4.3 Emergency Break-Glass Switches (Quantity: 6 Units)

Switch Contact Rating: 3A @ 36V DC max; Double Pole Changeover Contacts (NO/NC/COM)
Operational Mechanism: Break-glass or resettable plastic element with key reset mechanism
Installation: Surface or flush-mountable box next to interior exit paths at 1.1m—1.2m height
Safety Feature: Includes clear protective plastic flip cover to prevent accidental triggering

4.4 Access Control Power Supply Units (Quantity: 6 Units)

Input Voltage: 220V-240V AC, 50Hz

Output Voltage: 12V DC clean regulated output; Output Current: 4 Ampere continuous

Battery Charger: Integrated trickle-charge circuit for 12V Lead Acid backup battery

Protections: Over-current protection, short-circuit automatic cutoff, battery over-discharge protection
Enclosure: Heavy-duty steel key-locked wall-mount enclosure box

4.5 Backup Lead Acid Batteries (Quantity: 6 Units)

Battery Type: Sealed Lead Acid (SLA) / AGM Maintenance-Free Rechargeable Battery
Nominal Voltage & Capacity: 12V DC, 7.0 Ah capacity

Autonomy: Provides 4 to 8 hours of continuous operation for 1 fock + 2 readers during power
outage

4.6 Fail-Safe Electronic Drop Bolt Locks (Quantity: 6 Units)

Standard: Slim Narrow Bolt Lock or equivalent
Operating Mode: Fail-Safe (Power-to-Lock / Unlocks automatically when unpowered)

)/:'ﬂ g



Operating Voltage: 12V DC; Start Current: 0.95A, Standby Current: 0.12A
Status Indicators: Built-in LED lock status sensor (Red: Locked, Green: Unlocked)
Construction: Solid Stainless-Steel Bolt (16mm diameter throw), Aluminum Alloy housing

5. Warranty & Technical Support

Hardware Warranty: Minimum 12-Month (1 Year) full comprehensive replacement warranty on all
hardware components.

Response Time: On-site critical incident support within 4 hours during standard working hours.
Software Maintenance: Free software updates, bug patches, and database maintenance during the
warranty period. ‘
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