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Form of Bid Security (Bank Guarantee)

WHEREAS, ottt e e e e e e e e ee e [name of Bidder] (hereinafter called “the Bidder”) has
submitted his Bid for the Tender no.......... issued by the Ministry of Education on ...............coooeiiiiiiiiiinnnin. ...
.............. for Supplying/Purchasing of ............................eeee. .......[name of Contract] (hereinafter called
“the Bid”).

KNOW ALL PEOPLE by these presents that We ..., [name of Bank] of .........
........................ [name of country] having our registered office at
............................................................................................... (hereinafter called “the Bank”) are
bound unto .............ceiiiiiil, [name of Purchaser] (hereinafter called “the Purchaser”) in the sum of
Nt for which payment well and truly to be made to the said Purchaser, the

Bank binds itself, its successors, and assigns by these presents.

SEALED with the Common Seal of the said Bank this ........ day of ................ 20

THE CONDITIONS of this obligation are:

(D If, after Bid opening, the Bidder withdraws his Bid during the period of Bid validity specified in the Form
of Bid;
or

(2) If the Bidder having been notified of the acceptance of his Bid by the Purchaser during the period of Bid
validity:

(a) fails or refuses to execute the Form of Agreement in accordance with the Instructions to
Bidders, if required; or

(b)  fails or refuses to furnish the Performance Security, in accordance with the Instruction to
Bidders; or

(c) does not accept the correction of the Bid Price pursuant to Clause 27,

* The Bidder should insert the amount of the Guarantee in words and figures denominated in Maldivian
Rufiyaa. This figure should be the same as shown in Clause 16.1 of the Instructions to Bidders.

we undertake to pay to the Purchaser up to the above amount upon receipt of his first written demand, without the
Purchaser’s having to substantiate his demand, provided that in his demand the Purchaser will note that the amount
claimed by him is due to him owing to the occurrence of one or any of the three conditions, specifying the occurred
condition or conditions.

This Guarantee will remain in force up to and including the date ............................ days after the deadline for
submission of bids as such deadline is stated in the Instructions to Bidders or as it may be extended by the
Purchaser, notice of which extension(s) to the Bank is hereby waived. Any demand in respect of this Guarantee
should reach the Bank not later than the above date.

DATE....ci i, SIGNATURE OF THE BANK

WITNESS ..oiviiiiiie e SEAL

[signature, name, and address]

'
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Form of Performance Bank Guarantee
(Unconditional)

0 o

[name &address of Purchaser]
WHEREAS .....coviiiiiieenn, [name and address of Supplier] (hereinafter called “the Supplier”) has undertaken,
in pursuance of Contract No. ...... dated ..............ol 0 EXECULE  ivvirriiiieeieie i eneenean, [name of

Contract and brief description of Works] (hereinafter called “the Contract”);

AND WHEREAS it has been stipulated by you in the said Contract that the Supplier shall furnish you with a Bank
Guarantee by a recognized bank for the sum specified therein as security for compliance with his obligations in
accordance with the Contract;

AND WHEREAS we have agreed to give the Supplier such a Bank Guarantee;

Now THEREFORE we hereby affirm that we are the Guarantor and responsible to you, on behalf of the Supplier, up
to a total of *................. [amount of Guarantee] ................coooeill [amount in words], such sum being
payable in the types and proportions of currencies in which the Contract Price is payable, and we undertake to pay
you, upon your first written demand and without cavil or argument, any sum or sums within the limits of
.................. [amount of Guarantee] as aforesaid without your needing to prove or to show grounds or reasons
for your demand for the sum specified therein.

*An amount is to be inserted by the Guarantor, representing the percentage of the Contract Price
specified in the Contract, in Maldivian Rufiyaa.

We hereby waive the necessity of your demanding the said debt from the Supplier before presenting us with the
demand.

We further agree that no change or addition to or other modification of the terms of the Contract or of the Works
to be performed there under or of any of the Contract documents which may be made between you and the Supplier
shall in any way release us from any liability under this Guarantee, and we hereby waive notice of any such change,
addition, or modification.

This Guarantee shall be valid until the date of issue of the Defects Correction Certificate.
SIGNATURE AND SEAL OF THE GUARANTOR ...covuviiiiiiiiiieennn,
Name of Bank ....ooooiniii i,
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Request for Proposals

Design, Development and Hosting of the Ihavandhoo Council Website and
Ihavan Portal

Issued by Secretariat of the Ihavandhoo Council, Thiladhunmathi Uthuruburi
(HA.) Ihavandhoo

Bid announcement (IJUL)PRU248-2026-101

number

Date of announcement 08 NOVEMBER 2026

Bid opening 8 November 2026 11:30 at the Conference Room, lhavandhoo

Council Secretariat

Clarifications Hassan Majid, ICT Technician, lhavandhoo Council. Phone 9860560

1. Introduction

This document sets out the information for selecting a party to design and develop the website and
portal of the Secretariat of the lhavandhoo Council, in accordance with the information provided by the
Council.

The website will be the Council's official channel for public information about the island, the Council, its
projects, news, jobs and procurement. The lhavan Portal, part of the website, will let citizens apply
online for the services the Council provides, with completed forms and permits generated automatically
for Council staff. The audience includes residents of Ihavandhoo, businesses, government institutions,
visitors and the general public.

2. Scope of Work Overview

The selected party shall deliver the following, as detailed in the sections that follow:
+ Design of the bilingual (Dhivehi and English) website based on the Council's concept and the
design references in Annex A.

* Development of a custom-built CMS and admin panel, the public website and all content
sections listed in Section 6.

+ Development of the Ihavan Portal (Section 7), including online forms, automatic generation of
completed forms and permits as printable PDFs, and eFaas login.

* Hosting, SSL, monitoring and backups (Section 8).

» Testing, User Acceptance Testing (UAT), training of Council staff, documentation and handover
(Sections 11 to 15).

*  Support and maintenance after launch (Section 8 and Section 13).

3. Website Design and Layout

D1 The website shall be prepared in Dhivehi and English, with the option to publish content
in both languages.

'
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Ref.
D2

D3

D4

D5

D6

D7

D8

D9
D10

D11

D12

D13

D14

D15

D16

D17
D18

D19
D20

D21
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The concept design and layout of the website shall be designed according to the
information provided by the Council.

When the completed website is uploaded and handed over to the Council, the photos and
information on the website must be those provided by the Council.

The database must be PostgreSQL or an equivalent open-source relational database
(see T3).

The CMS must be custom-built (see T1).

The website shall have a user-friendly, easy-to-use backend that makes changes easy
when needed. Off-the-shelf CMS platforms such as WordPress or Joomla are not
acceptable (see T1).

A search engine and content filtering shall be included to find important documents on
the website, and the results returned must be complete. Search must use full-text search
(see T8).

Fonts must render automatically without visitors installing any additional font. Thaana
fonts must be bundled with the website (see T6).

The website must load in the Dhivehi version when users first visit.

Priority shall be given to designing the website for slow internet connections and low-
bandwidth users (see T7).

Priority shall be given to making the website accessible from browsers such as Firefox,
Edge, Safari and Chrome.

An option to comment on news items shall be included. Comments must be displayed
only after approval by an administrator.

The website shall display the date and time, and every post shall show the date and time
it was posted.

The developer shall provide the following to the Council (see also Section 12):
+ All the necessary configuration to run the application

+ Clear, commented source code

» Technical documentation with diagrams

» A user guide with screenshots and clear instructions

The developer shall hold at least 05 training sessions to train staff to maintain the
website, including training the admin login users on how to upload content. The
developer shall also provide any other information the admin login users need.

The database requirement is replaced by T3 (PostgreSQL or equivalent open-source
relational database). The earlier MySQL requirement no longer applies.

The website's administration panel must be easy to use.

The website must be designed so that information can be added or changed easily when
needed.

The website must have a responsive design usable on desktop, laptop, tablet and phone.

While work is in progress, the website shall be run on a local server or a demo server so
that progress can be shared with the Council. The developer shall make the changes the
Council requests at no extra cost.

The selected party shall submit to the Council a timeline up to the website launch within 3
days of signing the agreement. At least 3 progress sessions shall be held with parties
designated by the Council, and the work shall be shaped according to their feedback.
Work shall proceed only after written approval from the Council's designated parties.
Time taken for approval shall not be counted in the work duration.

'
)



o> o -

s s

Ref.
D22

D23
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D25

D26

D27

D28

D29

D30

D31

D32

D33

D34
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When publishing or sharing content, there must be an option to choose the social media
platform to share to.

There must be a system for polls or online feedback.

Forms for Council-related matters and services, and information that must be submitted,
must be submittable online. The website administrator must have access to all of these.

The website theme must be changeable for upcoming occasions and special events, and
events or activities held by the Council must be highlighted on the website.

If the website designed by the selected party does not meet the standard the Council
expects, the Council reserves the right to terminate the agreement before the website is
launched.

Public pages and portal forms shall target WCAG 2.1 Level AA in both languages,
including keyboard navigation, screen-reader compatible markup, sufficient color contrast
and accessible form labels.

The admin panel shall allow alternative text for images to be entered in both Dhivehi and
English.

Before development begins, the developer shall present mock-ups of at least three key
pages for Council approval: the homepage, a standard content page and an lhavan
Portal application page. At least one must be shown in Dhivehi (RTL). These form part of
the approvals under D21.

The CMS shall provide a rich page editor (text formatting, image insertion and alignment,
links, columns, buttons, tables and document attachments) in both languages.

The CMS shall support draft, publish, unpublish, archive and scheduled publishing, and
keep revision history for pages and posts.

Homepage sections listed in Section 6.1 shall be configurable from the admin panel,
including visibility and order, so that D25 can be achieved without code changes.

The admin panel shall include privacy-aware visitor analytics (page views, popular
content, search terms) without tracking personal data.

The website shall include a privacy notice (covering data collected through the lhavan
Portal), terms of use and an accessibility statement, with content approved by the
Council.

4. Technical Requirements

Items T1 to T13 replace original Design items 4, 5, 6 and 16. Items T14 to T21 are new architecture
and development standards.

Ref.
T1

T2

T3

T4

TS5

43 2 27

The CMS must be custom-built. Off-the-shelf CMS platforms such as WordPress or
Joomla are not acceptable.

The website must be developed with a modern TypeScript/JavaScript web framework
that supports server-side rendering (e.g. Next.js).

The database must be PostgreSQL or an equivalent open-source relational database.

The website's data must be accessed only through a secure backend API layer. The
browser must not connect to the database or data layer directly.

The website must be bilingual (Dhivehi and English), load in Dhivehi by default, and fully
support right-to-left (RTL) layout.

'
)



o> o -

s s

2026 <=~ 08

T6 Thaana fonts must be bundled with the website, so visitors don't need to install any font.

T7 The website must be optimised for slow internet connections and low-bandwidth users,
including server-side rendering and automatic image optimisation.

T8 Site search and content filtering must be provided using full-text search.

T9 The admin panel must provide role-based access for administrators, section heads and
staff.

T10 Citizen access to the lhavan Portal must be through eFaas.

T11 The portal must automatically generate completed application forms and permits as
printable PDFs. These must include the council leaders’ names and signatures.

T12 Images and documents must be stored in scalable object storage (S3-compatible or
equivalent).

T13 The application must be delivered as Docker containers, so it can be redeployed on any

compatible server.

T14 The solution must keep a clear separation between the server-rendered website and
admin panel, the backend API, the database, background jobs and object storage.

T15 The backend API must be authenticated, versioned and documented (e.g. OpenAPl), and
serve the website, the admin panel and the lhavan Portal.

T16 Long-running tasks, including PDF generation for forms and permits, image processing,
email natifications, scheduled publishing and backups, must run as background jobs
rather than inside user requests.

T17 The solution must support separate development/demo (see D20), staging/UAT and
production environments, each with its own configuration.

T18 Credentials, API keys and environment values (including eFaas client credentials) must
be held in environment configuration and never committed to source control. Environment
variable templates must be provided.

T19 Database schema changes must be managed through version-controlled migrations, with
a documented rollback procedure.

T20 A CI/CD pipeline configuration covering build, automated tests and deployment must be
included in the source repository.

T21 All third-party libraries, packages, fonts, icon no s and assets must be listed with their
licence terms. Dependence on unmaintained or plugin-heavy components must be
avoided.

5. Security Requirements

The lhavan Portal handles citizens' personal data and issues official documents bearing the Council
leaders' signatures. The developer must provide documented evidence of the controls below before go-
live.

S1 Secure development Secure coding practices; server-side input validation; output
encoding; protection against XSS, CSRF and SQL injection;
secure error handling; dependency review; peer review before
release.

'
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S2

S3

S4

S5

S6

S7

S8

Authentication and
authorisation

Citizen data protection

Issued documents
and signatures

Infrastructure
hardening

Logging and audit

File upload security

Security testing

eFaas for citizens (T10). For admin users: strong password
policy, multi-factor authentication for administrator and section
head accounts, account lockout, session timeout and least-
privilege role permissions.

Personal data from eFaas and from portal applications (including
uploaded attachments) must be encrypted in transit, accessible
only to authorised roles, and never exposed in URLs or logs.
Applicant documents must be kept in private storage and served
only through time-limited, authorised access. Retention and
deletion procedures must be documented.

Signature images and leaders' details must be stored securely
and editable only by authorised roles. Each generated form or
permit must carry a unique reference number and should provide
a means of verification (e.g. a QR code linking to a Council
verification page).

Only required ports exposed; reverse proxy with security headers;
hardened, non-root containers where feasible; debug mode
disabled in production; regular patching approach. Supports
original hosting item M4,

Audit logs for logins and failed login attempts, user and role
changes, content publishing, comment approvals, configuration
changes, portal application status changes and document
generation. Logs must avoid storing sensitive data unnecessarily.

Allowed file types, size limits, protection against executable
uploads, malware scanning approach where available, and safe
handling of public downloads.

Vulnerability assessment, dependency scan, configuration
review, authentication and role-permission testing (including the
eFaas flow), file upload and API testing before go-live. Critical
and high findings must be fixed before launch.

6. Website Content and Structure

The website menu shall follow the structure in the Council's design references (Annex A): Ihavandhoo,
Council, Projects, Ihavan Portal, Media Centre, Jobs and Procurement, with search, social media icons

and the 1670 hotline in the header.

6.1 Banner and Homepage

*  Council name in Dhivehi and English: Thiladhunmathi Uthuruburi Ihavandhoo Council
Secretariat / Secretariat of Ihavandhoo Council.

e State emblem.

* |havandhoo Council logo.

» A design featuring an attractive photo or video showing everyday life in lhavandhoo.
* Island population.
* Photo gallery (photos of the most recent event as a slideshow) / embedded video player.
* Latest news.
*  Public announcements and notices.

e Latest Council decisions.

* Upcoming events.

»  Council Facebook page, Community Viber, Instagram and Twitter (X), each opening when the
icon is clicked.
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» A configurable alert banner for urgent public notices, which administrators can switch on and
off.

6.2 lhavandhoo

1.1 Island introduction

1.2 Island map

1.3 Island heritage

1.4 Registry of Hafizun

15 Island population

1.6 Other institutions

1.7 Associations and
foundations

1.8 Fisheries

1.9 Businesses

1.10 Island tradespeople

1.11 Taxi

Ref.

6.2a

6.3 Council

Slideshow of attractive photos of the island / photo of the island
from Google Maps.

Google Maps chart of the island.

A short introduction to each place, with a photo.

Photo / Full name / Address / Year of completion

Total / male / female / households / size of the island.
Photos and a directory of other institutions on the island.

With logo and contact of the head.

Number of vessels currently going fishing, with vessel names
and photos / short profiles of salted-fish producers.

Directory with photos of all shops, restaurants and other
businesses on the island.

Photos of their work with contact numbers.

Car / pickup / buggy photos with phone numbers.

Directories in 1.5 to 1.10 shall be managed as structured, searchable listings in the CMS
(name, category, photo, contact, both languages), not as static pages.

21

2.2

2.3

2.4

2.5

2.6

2.7

2.8
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Council

Council members

Council meetings

WDC members

WDC meetings

SMT

Heads of Sections

Secretariat staff

'
o

Council vision and goals / details of all units and their
responsibilities / budget allocated to the Secretariat / name, post
and contact of the Information Officer / Information on
Committees and Included Staff / Record Management
Procedure / Responsibilities and Duties of Executives

Profile photo, post, official phone number and official email
address.

Agendas and minutes of regular meetings / agendas and
minutes of emergency meetings / Council decisions and
resolutions.

Profile photo, post and official email address.

Agendas and minutes of regular meetings / agendas and
minutes of emergency meetings / resolutions / reports.

Profile photo, post, unit, address, official email, official phone
number

Profile photo, post, unit, address, official email, official phone
number

Profile photo, post, unit, official email, address, official phone
number.
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2.9 Organization chart Chart of the Secretariat's structure.

2.10 Information directory Information about the Council / procedure for requesting
information / services provided to citizens / role of the Council /
service charter, etc.

2.11 Laws, regulations and Laws relating to the Council and policies passed by the Council;
policies stages of decision-making; procedures for records management;
information held by the Secretariat; types of information
published; accountability standards and how accountability is
arranged.

6.4 Projects

3.1 Council projects Ongoing, completed, halted and delayed/postponed projects,
with expenditure shown separately for each project.

3.2 Government projects Ongoing and completed.

3.3 Development list Development plan, how the plan is being implemented, and work
planned by the Secretariat.

6.5 Services
4.1 Forms Application forms and documents for all Council services (PDF &
Word)
4.2 Report a Broken Streetlight Repair Request — Digital Form
Streetlight
4.3 Service Charter Download Council Service Charter (PDF)

6.6 Media Centre

News, gallery, announcements, Council Meeting, WDC meeting, Rules & Regulations, Council
Activities, press releases, land use plan, lhavandhoo Map, reports and statistics.

6.7 Jobs

Job opportunities (job title, announcement number, date announced, deadline / the full announcement
must be visible) and screening stage results (result sheet / A2 sheet).

6.8 Procurement

Information on awarded bids above MVR 35,000 / information on procurements below MVR 35,000 /
bids / variations to agreements / expenditure of the Secretariat.

6.9 Footer

Council name, the tabs from the top menu, and the addresses of the Council's various channels
(info@ihavandhoo.gov.mv, ihavandhoo.gov.mv, 6500013).

6.10 Announcements, jobs, bids and notices shall carry date stamps and be marked
automatically as New, Open or Expired based on their deadlines.

6.11 Downloadable documents (minutes, reports, plans, procurement documents) shall be
stored with metadata (title, category, date, language) so they can be found through
search and filters (D7).

'
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The Council will provide all content, photos and documents. The developer shall upload
the initial content provided by the Council before launch (D3) and supply a content
template to collect it.

7. lhavan Portal

Portal pages: homepage with forms / service charter (details of services provided to citizens) /
complaint form (with details of complaints received) / streetlight issue report form.

P1

P2

P3

P4

PS5

P6

P7

P8

P9

P10

P11

P12

P13

The lhavan Portal is the part of the website through which citizens can apply for all
services provided by the Council.

Each of the Secretariat's 2 sections shall have its own tab showing the services that
section provides, along with the section head and the staff working in that section.

When the Council provides the form formats for the services, the developer shall build
them so they can be filled in through the website.

When a customer fills in a form, the information shall be visible to the party designated by
the Council, entered into the form's original format, and completed automatically into a
printable or PDF format without any further work (see T11).

Forms must allow the documents required with the form to be uploaded.

When a citizen applies for a permit issued by the Council, the permit shall be generated
automatically in a printable format for the staff responsible. Those staff must have admin
access to edit it.

Permits and other documents generated this way must include the names and signatures
of the Council leaders (see S4).

Citizens shall access the portal's services through eFaas (see T10 and 11).

Each submission shall receive a unique reference number. Citizens shall be able to see
the status of their applications, complaints and reports (e.g. Submitted, Under review,
Approved, Rejected, Resolved) after logging in with eFaas.

Section heads and staff shall have a dashboard listing the submissions for their section,
with filtering by status, service and date, and the ability to assign, comment on and
update each submission.

Citizens and staff shall receive email notifications for new submissions and status
changes (see 12).

Administrators shall be able to add or change service forms, form fields and permit
templates (including the leaders' names and signatures) from the admin panel without
code changes.

Council vehicles, buildings, and other facilities for rent must be easily bookable via the
Ihavan Portal. Additionally, the council website must publicly display all active bookings,
including reserved dates and times.

8. Domain, Hosting and Maintenance

8.1 Domain Arrangement, Hosting and Website Maintenance

Ref.
H1
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The website's domain and hosting space will be provided by the Council Secretariat.
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The developer shall hand over the website's admin rights to the Council, and shall
resolve any issue that occurs on the website within 06 months.

The website's database must be made secure.

8.2 Website Maintenance and Hosting

Ref.
M1

M2
M3

M4

M5

M6

M7

M8

M9

M10
M11

M12

M13

M14

M15

M16
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The website's domain will be arranged by the Council. (If changes to the domain's DNS
are needed, the Secretariat will arrange the dealings with the company hosting the
domain.)

The website hosting service (through a third party) shall be provided by the developer.

The website must be hosted on a Linux VPS or cloud server capable of running
containerised applications; shared hosting is not acceptable. It must be hosted on a
trusted, secure server. (Permission must be obtained from the Secretariat for the server
provider before hosting.) (The Council may end the agreement whenever it requires.)

Ensuring the hosting server is secure, and protected from cyber attacks, malware and
access by unauthorised parties, is the responsibility of the service provider.

The server must remain accessible during periods of heavy web traffic and offer a 99.9%
uptime guarantee. If the website goes down for any reason, an alert must be sent to the
email address designated by the Council.

The server must have at least 50GB of storage and adequate database capacity for the
website's needs.

The service provider shall submit the backup and disaster recovery mechanism it will use
(monthly backup / daily backup).

By the 1st of each calendar month, the website backup (files and database) shall be
emailed to an address designated by the Council. (If too large to email, providing the
backup through a secure download link or another secure digital means is the service
provider's responsibility.)

Installing SSL (Secure Sockets Layer) on the website is the service provider's
responsibility.

The developer shall hand over the website's admin rights to the Council.

Issues with the website shall be resolved by the service provider. For the first 3 months
after the website goes live, minor and major changes requested by the Council shall be
made at no extra cost. After that, the price for major changes must be stated.

The maintenance and hosting price shall be submitted together with the cost of hosting,
fixing minor website issues and taking monthly backups.

The site must be served over HTTPS with a valid SSL certificate across the whole site.

The website must be monitored 24/7, with email alerts sent to an address the Council
designates if it goes down. Monitoring shall also cover container health, disk usage, SSL
certificate expiry, background job failures and backup completion.

The database and files must be backed up automatically every day, with an off-site copy
kept for disaster recovery. Restoration from backup must be tested at least once before
go-live and the result documented.

During the support periods in H2 and M11, the service provider shall also apply security
fixes and dependency updates, and shall state its response time for critical issues
(website down, security incident) in the proposal.
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9. Integration Requirements

Ref.
11

The eFaas integration must follow the official eFaas integration guidelines, including
secure redirect URI handling, validation of login responses, linking of the eFaas identity
to the citizen's portal record, and clear handling of failed or cancelled logins.

The solution must send email notifications for portal submissions and status updates,
new comments awaiting approval (D12), feedback submissions (D23) and system alerts.
Email dispatch events must be logged with status and failure reason.

Social media sharing (D22), social media icons (6.1) and Google Maps embeds (6.2)
shall be implemented without loading unnecessary third-party tracking.

Integration credentials, sender addresses and message templates must be configurable
without code changes.

The architecture must allow future integration with other government platforms (for
example SMS gateways, payment gateways or government data exchange services) if
instructed by the Council.

10. Performance and Reliability

R1

R2

R3

R4

The website must use caching, compression and efficient asset delivery to load quickly
on mobile networks (supports D10 and T7).

Database queries must be indexed and optimised for content listings, full-text search,
filtering and portal lookups.

The website must handle traffic spikes during major announcements, job deadlines and
events without failure (supports M5).

Before go-live, the developer must provide performance test results, including page load
and response times measured on a throttled mobile connection, and the fixes made for
any bottlenecks.

11. Testing, UAT and Training

Ref.
Q1

Q2

Q3

Q4

Q5

The developer must carry out functional testing of public pages, admin workflows, search,
comments, polls, forms, media uploads, bilingual and RTL layout, Ihavan Portal
workflows and generated PDF output.

The developer must test the website on the browsers listed in D11 and on common
phone, tablet and desktop screen sizes (D19).

The developer must facilitate User Acceptance Testing (UAT) with the Council and obtain
written sign-off before go-live.

The training sessions in D15 shall cover content management for admin users, and portal
application processing for section heads and staff, user administration and basic
troubleshooting.

The developer must keep a compliance matrix linking each requirement reference in this
document to the implemented feature, the test case and the acceptance evidence.

12. Deliverables

In addition to the items listed in D14, the developer shall deliver:
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DL1 Docker deployment configuration files and setup instructions.
DL2 Architecture diagrams covering the frontend, backend API, database and storage.
DL3 Project timeline within 3 days of signing the agreement (D21).

DL4 Approved mock-ups (D29) and the approved design concept.

DL5 Architecture package, in addition to DL2: deployment diagram, database design, data
flow diagrams (including the eFaas login flow and the permit generation flow) and a
security controls matrix.

DL6 Complete source code in a repository owned by the Council, with commit history, release
tags, README files, database migrations, environment templates and CI/CD
configuration.

DL7 Backup and restore procedure, monitoring checklist and an operations runbook.

DL8 Testing evidence: functional and UAT results, browser and device results, performance

results, and the security test report with remediation evidence.

DL9 User manual and administrator manual covering the website CMS and the Ihavan Portal
back office, plus training materials.

DL10 Register of third-party libraries, fonts and assets with licence terms.

DL11 Handover package: administrative credentials, hosting, storage and eFaas access, and a
support transition checklist.

13. Source Code, Intellectual Property and Handover

IP1 All outputs, including source code, designs, components, database schemas, migrations,
scripts, Docker files, configurations and documentation, shall be the sole property of the
Ihavandhoo Council.

P2 Source code must be pushed regularly to a repository owned by the Council throughout
development, not only at handover.

IP3 The solution must not create vendor lock-in. The Council, or another qualified provider,
must be able to maintain and redeploy the system from the repository and documentation
alone, without any proprietary licence.

IP4 The developer warrants that all work is original or properly licensed. The Council shall not
bear responsibility for any misuse of third-party material by the developer.

IP5 Hosting, storage, email and eFaas accounts used for the website must be registered to,
or transferred to, the Council before final acceptance.

IP6 After handover, the developer must not retain access to production systems except
where the Council explicitly approves it for the support period.

14. Acceptance Criteria

Subject to D26, final acceptance will be given when all of the following are met:

* The approved design is implemented consistently across the website, admin panel and lhavan
Portal.
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» All content sections in Section 6 are in place with the Council's initial content uploaded.

« Dhivehi and English content, Dhivehi-first loading, RTL layout and bundled Thaana fonts work
correctly.

* Search, comments, polls, forms, eFaas login, portal workflows and PDF generation work
correctly during UAT, and written UAT sign-off has been given.

* Docker deployment is documented, reproducible and tested on the production hosting.

»  Security testing is complete, and critical and high findings are fixed or formally accepted by the
Council with a mitigation plan.

« HTTPS, monitoring, daily backups with an off-site copy, and a tested restore are in place.

* The training sessions in D15 are completed and all deliverables in D14 and Section 12 are
handed over.

15. Project Management

PM1 In addition to the progress sessions in D21, the developer shall send the Council a short
weekly progress update covering progress, risks and decisions needed.

PM2 The developer shall maintain a risk register covering scope, schedule, content
availability, eFaas integration, security, hosting and handover risks.

PM3 Testing and documentation shall be carried out throughout the project and not left to the
end.

PM4 Any deviation from the approved technology stack, architecture, security controls or

handover obligations requires the Council's written approval.

16. Bidder Eligibility and Team Requirements

16.1 Eligibility

»  This opportunity is open to businesses registered under the Business Registration Act of the
Maldives: sole proprietorships, companies, partnerships and cooperative societies.

* A copy of the registration of the sole proprietorship, company, partnership or cooperative
society must be included with the quotation.

16.2 Bidder Experience

El The bidder must have at least three (3) years of experience in website or web application
design and development.

E2 The bidder must have completed at least two (2) bilingual Dhivehi and English websites
or web applications with full RTL support. Links or screenshots must be provided.

E3 Experience integrating eFaas, or a comparable government single sign-on
(OAuth/OpenlID Connect) service, is preferred.

E4 Experience delivering websites or digital services for island or city councils, government
bodies or other public-sector organisations is preferred.

E5 The bidder must provide at least three (3) reference letters from previous clients.

16.3 Key Personnel

The bidder must propose a team that covers all of the roles below, with at least two named individuals.
One person may hold more than one role, provided the work plan shows enough capacity to meet the
proposed timeline. A CV must be submitted for each named person, showing their role in comparable
projects.
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Minimum qualifications and Main responsibilities
experience

Project Manager /
Team Lead

Lead Full-Stack
Developer

Backend / API
Developer

UI/UX Designer

DevOps / Hosting
Engineer

QA / Tester

Trainer /
Documentation

Degree in IT, computer science Single point of contact with

or a related field, or equivalent the council; planning;
experience. At least 5 years weekly progress reports;
managing software or web risk register; change
projects, including at least 2 control.

public-sector projects.

At least 5 years of web Overall technical design; website
development. Proven work with ~ and admin panel; code quality
TypeScript, a server-side and peer review.

rendering framework (e.g.

Next.js) and PostgreSQL. At least

2 production systems with a

custom CMS or portal.

At least 2 years of backend Backend API, eFaas integration,
development, with experience in API Ihavan Portal workflows, PDF
design, OAuth/OpenID Connect (eFaas  forms and permits, notifications.
preferred), PDF generation and

background jobs.

At least 2 years of UI/UX design. Concept design, mock-ups

Portfolio must include Dhivehi (Thaana) @ (D29), bilingual and RTL layouts,

RTL bilingual designs. accessibility.

At least 2 years with Linux servers, Hosting setup, containers,

Docker, TLS configuration, backups and = HTTPS, monitoring, backups

monitoring. and restore testing, deployment
documentation.

At least 1 year of software testing, Test plans, browser and device

including basic security testing (OWASP  testing, security and

Top 10). performance testing, UAT
support.

Experience preparing user guides and User guide (D14), training
delivering training, preferably in both sessions (D15), handover
Dhivehi and English. May be combined = documentation.

with another role.

E6 Key personnel named in the proposal may only be replaced with the Council's written
approval, by a person with equal or better qualifications.

17. Proposal Contents and Documents to be Submitted

17.1 Proposal Contents

*  The proposal must show the bidder's understanding of the work, how the work is planned to be
carried out, and all the work that will be done to design a website of the standard the Council

accepts.

* The proposal must identify the problems and challenges that may arise in this work, the actions
and measures that will be taken to overcome them, and why they matter.

*  Company profile.
*  Work plan and timeline.
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» Technical approach: architecture diagram, technology stack, custom CMS, Ihavan Portal and
PDF generation approach, eFaas integration approach and Docker hosting approach.

»  Security, backup and disaster recovery approach (Section 5 and M7), and support plan with
response times (M16).

* Team composition with CVs of all key personnel (Section 16.3).
+ Testing and training plan (Section 11).

» A compliance matrix responding to every requirement reference in this document as Comply,
Partially Comply or Not Comply, with an explanation where full compliance is not offered
(template in Annex B).

17.2 Documents to be Submitted
* Completed bid / quotation submission form

* Proposal
* Estimate / quotation
*  Profile

*  Copy of the registration of the company, partnership, cooperative society or business
* CVs of key personnel

* Portfolio of similar work with links or screenshots, including at least two bilingual
Dhivehi/English projects

* At least three (3) reference letters
+ Compliance matrix (Annex B)

17.3 Notes on Submitting the Quotation

*  Quotations must be submitted in a sealed envelope.
*  Quotations must be submitted on the quotation submission form provided with this document.

* Prices must be entered in the separate sections designated for each price on the quotation
form.

*  Thiladhunmathi Uthuruburi Ihavandhoo Council reserves the right to reject bid forms with
incomplete information.

18. Evaluation

Proposals will be scored as follows:

Proposed price (Lowest price / Proposed price) x 50 50
Proposed duration to complete  (Shortest delivery date / Proposed delivery 10
the work date) x 10

Contents of the proposal See breakdown below 20
Experience (similar work) Showcase of similar web development work. = 20

See breakdown below

Total 100

Breakdown of the proposal and experience marks

Contents of the proposal: understanding of the scope and technical 5
approach (architecture, custom CMS, Ihavan Portal, eFaas, PDF generation)

Contents of the proposal: team composition and key personnel 4
qualifications (Section 16.3)

'
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Sub-criterion

Contents of the proposal: work plan, timeline, testing and training plan 3
Contents of the proposal: hosting, security, backup and support approach 2
Contents of the proposal: identified challenges and mitigation measures 2

Experience: portfolio of similar work, including bilingual Dhivehi/English and 2
public-sector projects

Experience: reference letters 2

Total 20

Mandatory requirements (pass/fail): a proposal will not be scored if it is missing the business
registration copy, the quotation form, CVs covering all key roles in Section 16.3, or the compliance
matrix, or if it states Not Comply for any of T1 to T13.

19. Pre-bid Clarification and Bid Opening

19.1 Pre-bid Clarification

» Parties wishing to clarify information are requested to contact the Council's IT Technician,
Hassan Maajid, on 9860560.

» Attending the pre-bid meeting is not mandatory for parties submitting proposals.

19.2 Bid Opening

* The quotation / proposal shall be submitted with the completed bid documents in a sealed
envelope.

* The outside of the envelope must be marked "Requesting to design the website of HA.
Ihavandhoo Council".

*  Bids will be opened on 19 NOVEMBER 2026 11:30AM in the Conference Room of the
lhavandhoo Council Secretariat.
19.3 Contact for Further Information

Corporate Affairs Unit, Secretariat of the HA. Ihavandhoo Council, HA. Ihavandhoo, Republic of
Maldives. Phone: 6500013. Email: info@ihavandhoo.gov.mv
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Annex A: Design References

The following design references are from the Council's original draft. Menu labels are in Dhivehi.
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Annex B: Compliance Matrix Template

Bidders must complete one row for every requirement reference in this document (D, T, S, P, H, M, |,
R, Q, DL, IP, PM and E items, and the content items in Section 6).

Ref. Comply / Partially How the requirement will be met / explanation
Comply / Not Comply

D1
D2

T1

&
I\
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