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# Description Quantity
= ASAS506-K9 ASA 5506-X with FirePOWER services, 8GE, AC, 3DES/AES
=  CAB-ACU AC Power Cord (UK}, C13, BS 1363, 2.5m
= SF-ASA-K-9.8.2-K8 Cisco ASA 9.8.2 or later Software image for ASA
5506/5508/5516 series
"  SF-ASA-FP6.2.2-K9 Cisco FirePOWER Software v6.2.2 or later for ASA 5500-
X
*  ASA5506-CTRL-LIC Cisco ASAS5506 Control License
11 Eibaali = ASAS5506-55D ASA 5506-X SSD 7 o
' = ASAS5506-SEC-PL ASA 5506 Sec. Plus Lic. w/ HA, DMZ, VLAN trunk, more
conns
= ASAS506-PWR-AC ASA 5506-X Power Adaptor
= ASAS500-ENCR-K9 ASA 5500 Strong Encryption License (3DES/AES)
*  CON-SSSNT-ASAS5506K SOLN SUPP 8X5XNBD ASA 5506-X with FirePOWER
services 8GE A
OR Hardware firewall with Equivalent specification
= Cisco SG350-28MP 28-port Gigabit Max-PoE Managed Switch
12 Network *  SNTC-8XS5XNBD Cisco 1 Year Support for Cisco SG350-28MP 1 Kigs
i Switch
OR Network Switch with Equivalent specification
13 HIPS = SCA450RMILU APC Smart-UPS SC 450VA 230V - 1U Rack o
Wall mount
L4 g =  6U Swing-out wall mount network cabinet LB
cabinet
Installation and Configuration
Professional - Installation and configuring of ASA5506 or equivalent
L5 Service - Site to Site VPN configurations
- Configuring required VLAN and other security polices
All work must be performed by Certified engineers
Required The Bidder must provide reference letters/ purchase orders or Completion Certificate of
1.6 ; - - ; Zoks
Documents successful implementation of similar system and should include descriptions of system
implemented. The mentioned project references must include names ar%gg;gct
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information of the respective clients so that Customs can contact and verify the project
summaries.

The Bidder must have completed similar projects/services such as Networking - Value above
MVR 150,000.00

Bidder that does not manufacture or produce the goods it offers to supply should submit the
Manufacturer’s Authorization Letter or supporting documents to demonstrate that it has
been duly authorize by the manufacturer or producer of the goods to supply these goods in
the Republic of Maldives. And the supplier has been authorized to give support on the
manufacturers behalf, with manufacturer trained staff at supplier’s organizations

It is mandatory that the bidder must maintain the required technical team as deemed as
suited based on the requirements. However, Customs expects that the bidder would have
allocated the following more team compositions having specific skill sets and professional
experience. Importantly it is expecting that the proposer will maintain necessary resources
on-site during crucial stages of the project that requires closer interaction with Customs
during installation, configuration, integration, training, testing, etc. The bidder must have
at least one (1) Certified Engineers for Cisco or equivalent vendor under its payroll to carry
out the proposed solution, The bidder must attach the professional certificate of the

engineer for reference. The bidder must submit the following documents:
a) Certification copies of the relevant training
b) Letter from organization that the engineer is employed at that organization
¢) |D card or passport copy of the engineer
d) Contact information of the staff and his/her supervisor in that organization

Mazintenance | Maintenance Support for all the Hardware and Technical Support

157 and Technical
Support o  Minimum of one (1) year of maintenance and 24/7 Technical support.
O Hardware warranty minimum 1 year.
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