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 މޢަުލމޫތާު ޝޓީ  

 މޢަލުމޫތާު  ބހެ   ބލީމައާ   .1

 220-AS/1/2021/70(IUL) ނަނ ބރަު  އ އުލާނ  .1.1
 2021 ސެޕ ޓެނ ބަރު 21 އ ޢުލާނ  ކުރ  ތާރޚީ  

އަނ ދާސީހ ސާބު  .1.2
ހުށަހޅަަނ ޖެހ  

 ތާރޙީ  

 (ފނަ ގ ފ ލާގއަ  ދވެަނަ އތޮޯރ ޓގީެ މ ) އތޮރޯ ޓީ ރވެެނ އު އ ނ ލަނ ޑ  މޯލ ޑ ވ ސ  ތަނ 

 ، ދ ވެހ ރއާ ޖ20379ެއމަީނމީަގު، މާލެ  އެޑ ރސެ 

 2021 އޮކ ޓބޫރަު 91 ތާރޚީ  

 11:00 ވގަތުު 

 ގއަ ވާ މއަުލމޫާތއާ  އއެ ގޮތށަ   1ޖދަވުލަު  މސައަ ކތަގުެ ތފަ ސލީ   1.3

 2021 ސެޕ ޓެނ ބަރު 26 ތާރޚީ  

 

 އސުލޫ   އމަލަކުރުނާ   .2

 .ބަޔނާ ކޮށ ފއަ ވާނއެެވެ ތަފ ސލީުކށޮ   ގއަ  1 ޖދަވުލަު  މ ކރަދުހާގުެ ތަފ ސީލު، ހދޯނަ  ބ ނނު ވާ ތކަތެ /ޙ ދމުތަގުެ ދަށުނ  ލނާގުެއ ޢުމ    2.1

 އެފރަތާއެ ގެ ޖވަާބު ސުވާލއެ ގެ އެ ކުރމުނު  މއެ ލ -އީ އަށ  procurement@mira.gov.mv ބ ނނު ފޅުުވާނމަަ މޢަުލމޫާތު އ ތުރު ބެހ  ބީލމައާ  2.2

 .ރުކށޮ ދވެ ނެވެފޯ  މއަުލމޫާތއެ  އެ ގޅުއު ވމުުނ  2047830/  3339513 ނމަަ  މދެވުެރ ކށޮ  ފޯނު. ފރޯކުށޮ ދވެ ނއެެވެ ލ ޔމުުނ  އެޑ ރެހަށ  އމީއެ ލ 

 މަނ ދބޫނު ގެ ފރަާތ ތކަގުެ  ހުށަހޅެއު ވ  ބލީަނ  ހޟާ ރވުވެަޑއަ ގނަ ނަވާ ބއަ ދލަވުމުަށ  ހމަޖައަ ސާފއަ ވާ ހޅުވުަނ  ބލީަނ  ހޅުވުާނީ ބީލަނ  2.3

 .ހާޟ ރގުއަވެެ 

 ހމަަވމުށަ ފަހު ސނު ގަޑ  ކަނޑއަޅަައ ފއަ ވާ ހށުަހޅެމުަށ  ބލީަނ . އދެމެެވެ ހށުަހޅެއު ވުނ  ބލީަނ  ކރު ނ  ސުނ ގަޑގީެ  ކަނޑއަެޅ ފއަ ވާ  ހޅުވުމުަށ  ބީލަނ  2.4

 .ނގުނަވެ ނއެެވެ ބަލއައެ  ބލީނަ  ހުށަހޅަާ

 އޕޮ ޝަނ  އދަދަކަށަ  ބ ނުނ  ބީލމަގުއަ  އއެ  އެހެނ ނމަވަސެ . ބލީމަެވެ( އެކއެ  ) 01 ހށުހަޅެ ނީ ފަރތާކަށަ ވސެ  ކޮނ މެ ކރު މަތ ލާ ބީލމަަށ  2.5

 ބޠާ ލު މއެ ބީލަ ހރު ހާ ހށުަހޅައަ ފއަ ވާ ފރަތާުނ  އެ ހށުހަޅަައ ފ ނމަަ ފރަތާަކނު   އއެ ވސެ  ބީލަނ  ގ ނަ އއެ ބީލމަށަ ވރުެ . ހުށަހޅެ ދނާއެެވެ

 .ކރުވެ ނއެެވެ

 ބލީަނ . )"ފއަ ވނާ ޖެހ ނއެެވެނާހ މަ ލމޫާތުމޢަު  ދަނ ނވަާ މ  ބ ރގުއަ  ސ ޓއީރުއަ ގެ އަދ  ސ ޓއީުރއައެ ގއަވެެ، ކށޮ ފއަ ވާ ބަނ ދު  ހށުަހޅައު ވނާީ  ބީލަނ  2.6

 ލ ޔއު ވމުަށ  ބ ރުގއަ  މ ހެނ "( ގަޑ  ހޅުވުާ ބލީނަ " "ތރާީޚ  ހޅުވުާ ބީލަނ " "ނނަ   އއަ ޓމަ ގެ ހ މެނ  ބލީމަުގއަ " "ނަނ ބރަު ލާނ އ ޢު " "ކރަދުސާ 

 .އެދމެވެެ  ހށުަހޅެއު ވނު   ފަހު



   

  2 

 ހޅުވުނު  ބީލަނ  ހމަޖައަ ސައ ފ ނމަަ ގތޮުގއަ  ދވުަހއެ ގެ ބނަ ދު ސރަކުާރުނ  ސަބބަކަާހުރެ އއެ ވސެ  ތާރީޚ  ހމަޖައަ ސާފއަ ވާ  ހޅުވުމުަށ  ބީލަނ  2.7

 .ގޑަީގއަެވެ ބޔަނާ ކށޮ ފއަ ވާ  މަތީގއަ  ދވުހަގުެ  ރސަ މީ އަނ ނަ ޖެހ ގނެ  އޮނ ނާނީ

 މސައަ ކތަގުެ ރސަ މީ މއު ދަތު ދ  ފރަާތ ތކަނު  ހށުަހޅަާ އަނ ދާސީހ ސާބު. ގތޮގުއަެވެ ދވުަސ ތކަގުެ ކލަަނ ޑަރު ޖަހނަ ވާނީ މއު ދތަު މސައަ ކަތުގެ 2.8

 ކލަނަ ޑަރު ގުނނާީ  އތޮރޯ ޓއީ ނ  މ  މއު ދަތު މ  އ ވެލއު ޓ ކުރމުގުއަ  އނަ ދސާހީ ސާބު ވނީމަަވސެ  ބަޔާނ ކށޮ ފއަ  އނަ ދާސީހ ސބާގުއަ  ދުވސަ ކމަުގއަ 

 .ގތޮގުއަެވެ ދުވސަ ތކަގުެ

 އދަ . ނގުަނވެ ނއެެވެ ބަލއަ  ބީލނަ ތއަ  ނވުާނމަަ، ހުށަހޅަފާއަ  ލ ޔނު ތއަ  ހށުަހޅަަނ ޖެހ  މަޢުލމޫާތއާ  ކުރނަ ޖެހ  ފރު ހމަަ ހށުަހޅައާ ރު ބީލަނ  2.9

 ބާޠ ލު ބީލމައެ  އެ ކރުެވ އ ޖެނމަަ، ފާހގަަ  ނވުކާނަ  ފރު ހމަަ ބީލމައެ  ނމަަވސެ  މަރުޙަލއާއެ ގއަ  ކޮނ މެ ބީލމަުގެ ގަތމުށަ ފހަވުސެ  ބަލއަ  ބީލަނ ތއަ 

 ބލީނަ  ޢދަދަަކށަ   އކެށަގީނެ ވާ ނުވަތަ ނމަަ، އގަތުކައެ  އެކށަގީނެ ނުވާ އަގތުކަކަީ ހށުަހޅަައ ފއަ ވާ  ބލައަ ގަތމުަށ ފހަު ބލީަނ ތއަ  އަދ . ކރުވެ ނއެެވެ

 .ލ ބ ގނެ ވއެވެެ އ ދާރއާށަ   މ  އ ޚ ތ ޔާރު ބާޠ ލކުރުމުު ބީލމައެ  އެ ނވުާނމަަ، ހުށަހަޅާފއަ 

 ބލީމަުގއަ   މ  ވގާތޮގުމެަތ ނ  ރކ އލުަރގއަ ސަ  މާލ އ ޔަތު( 2019 ޖުލއަ  04) K/CIR/2019/27-13 ނަނ ބރަު ފ ނ ނ ސ ގެ އޮފ  މ ނ ސ ޓ ރީ 2.10

 ކށޮ ފއަ ވާ ސ ޓ ރީ ރޖަ  ގ ނ ތ އއެ ގއަ  ގ ނ ތ ތކަނު   ވ ޔފަާރ  މެދުފނަ ތީގެ އދަ   ކދު  ޑ ވލެޕޮ މަނ ޓ ގއަ ، އ ކނޮމޮ ކ  އފޮ  މ ނ ސ ޓ ރީ ބއަ ވެރ ވވެ ނީ

 .ވ ޔަފރާ ތކަށަެވެ ދ ވހެ 

12.  އމެެނ ޑ މަނ ޓއެ  ހ ނދއެ ގއަ ، ފެނ އ ޖެ  ގނެއަމުަށ  ބދަލައެ  ގނެ ނނަ ޖެހ  ކޮނ މެހނެ   ބީލމަަށ  ކުރ ނ   ހމަވަމުގުެ  މއު ދަތު ހޅުވުމުުގެ ބީލަނ  1

 ރޖަ ސ ޓ ރީކުރާ ހުށަހޅެމުށަ   ބީލނަ   އނު އ ތުރު އެ އދަ . ބއަކެވެެ ކރަދުހާގުެ މޢަލުމޫތާު  އމެެނ ޑ މަނ ޓކަީ ދކޫރުާ މ ގޮތނު  . ގނެވެ ނއެެވެ( އ ތރުު /އުނ )

 .  ފނޮުވ ނއެވެެ  މދެވުރެ ކށޮ  އމީއެ ލ  ފަރާތ ތކަަށ 

 

 އސުލޫ   އމަލަކުރުނާ   .3

 .ބަޔށަވެެ ދެ  މ  ކ ރއަ ޓރީ އާ އ ވެލއު ޝަނ  އއާ  ކ ރއަ ޓރީ އާ ކލޮ ފ ކ ޝަނ  އއެީ. ބޔަކަށަެވެ ދެ ހމަޖަެހ ފއަ ވނަީ  ކުރމުަށ  އ ވލެއު ޓ  ބީލަނ ތއަ  3.1

 މަރހުލައާަކަށ  އ ވލެވު ޝނަ   ބީލަނ ތއަ  މ  އދަ . ބތާ ލުވާނއެވެެ ބލީނަ ތއަ  ނވުާ ފުރ ހމަަ ކަނ ތއަ ތއަ  ހ މނަައ ފއަ ވާ ކ ރއަ ޓރީ އާގއަ  ކޮލ ފ ކ ޝަނ  3.2

 .ނުގނެ ދވެ ނއެެވެ

 ލ ބ  މކާ ސ  މަތ ނ  އެނ މެ ދ ނމުުނ ، މާކ ސ  އއެ ގޮތށަ   އއާ  ކ ރއަ ޓީރ އާ އ ވލެއު ޝނަ  ބލެވެ ނީ ހޮވމުުގއަ  ފރަތާއެ  ޙަވލާކުުރނާެ  މ މސައަ ކަތ  3.3

 .ފަރތާކަށަވެެ
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 ބލީނަ ވރެ ނ ގެ ހނު ނނަ ޖހެ  ޝރަތުތުއަ  )ކލޮ ފ ކ ޝނަ  ކ ރއަ ޓރީ އާ( .4

 ކށޮ ފއަ ވާ  ރޖަ ސ ޓ ރީ ދަށުނ  ގެ( 2014/18 ނަނ ބރަު) ޤނާނޫު ކުރމުގުެ ރޖަ ސ ޓ ރީ ވ ޔަފާރ  ހުށަހޅެއު ވ ނީ ޕ ރޕޮސޯލަ  އެދ  ކުރމުަށ  މ މސައަ ކަތ  4.1

 .ވާނއެެވެ ހުށަހޅައު ވަނ  ކޕޮއީއެ  ލ ޔމުގުެ  އަނ ގއަ ދ  ކށޮ ފއަ ވކާަނ  ރޖަ ސ ޓ ރީ  ހުށަހޅައު ވއާ ރު، ޕ ރޕޮސޯަލ . ފަރާތ ތކަށަވެެ

 

 އ ވލެއު ޝނަ  ކ ރއަ ޓރީ އާ  .5

 ޝަރތުތުއަ  ބަޔނާ ކޮށ ފއަ ވާ ނނަ ބރަގުއަ  ވަނަ 4 މ ކރަދުހާގުެ  ގނެ ދވެ ނީ މަރހުލައާަށ  އ ވެލއު ޝަނ  ތެރއެ ނ   ހށުަހާޅާފރަތާ ތކަުގެ ބީލަނ  5.1

 .ޕ ރޕޮޯޒަލ ތކަވެެ ފރަތާ ތކަގުެ  ފުރ ހމަވަާ 

 .ބޔަާނ ކށޮ ފއަ ވާނއެވެެ  ތަފ ސލީކުޮށ  ގއަ  1 ޖދަވުލަު  މ ކރަދުހާގުެ ތފަ ސީލު، ދ ނމުގުެ މާކ ސ  ކ ރއަ ޓީރ އާގއަ  އ ވެލއު ޝަނ  މސައަ ކަތއަ  މ  5.2

 

 ބލީމައާ  އކެު ހށުހަޅަނަ ޖހެ  ތކަތެ   .6

 ސމާ ޕަލ  އަދ  މއު ދތަު  ފޯރކުށޮ ދ ނ ޖހެ  ޙ ދމުަތ /ތކަތެ  ،ތރާީޚ  ،ނަނ ބަރު ކޓޯ ޝނަ   ކޓޯ ޝނަ ގއަ  މ . ކޓޯ ޝަނ  ހުށަހޅަައ ފއަ ވާ އަގު ބީލމަަށ  6.1

 ޙ ދމުތަގުެ  ،ސ ޕސެ ފ ކ ޝަނ  ފުލ  ތކަތެގީެ  ހށުހަޅަާ ވ އ ކމުަށ  ،(ބލީނަ ތަކށަ   ޖަހަނ ޖެހ  މއު ދތަު  ހށުަހޅަަނ  ސމާ ޕލަ  ) މއު ދތަު ހުށަހޅަަނ ޖެހ 

. އޮނ ނނަ ވާނއެވެެ ސ އ ކަ ވ ޔފަރާީގެ މއަުލމޫާތއާ  ފަރާތއެ ގެ އޮނ ނަ ހއު ދަ ސއޮ ކުރމުގުެ ،އެކު އޮތމުއާ  އގެނެ  އގަު ޖމު ލަ އަދ  ޓެކ ސ   ،އަގު

 ގެ އއެ ކޓޯ ޝަނ  ވަކ  ލޓޮކަށަ ވސެ  ކނޮ މެ ހުށަހޅައު ވނަ ވނާީ  ކޓޯ ޝަނ ). ދ ނ ވނާއެެވެ ދވުސަ  45 މދަވުގެނެ  މއު ދަތށަ   ވެލ ޑ ޓީ  ކޓޯ ޝނަ ގެ

 (ގތޮގުއަެވެ

 ކޕޮީ  ސޓެ ފ ކޓެ ގެ  ރޖެ ސ ޓ ރ ޝނަ  ވ ޔފަާރ  ދޫކށޮ ފއަ ވާ ޑ ވލެޕޮ މަނ ޓުނ  އ ކޮނމޮ ކ  އޮފ  މ ނ ސ ޓ ރީ 6.2

 ލ ޔނު   ކމަގުެ ރޖަ ސ ޓ ރކީށޮ ފއަ ވާ  ގތޮުގއަ  ވ ޔފަރާގީެ މދެުފަނ ތގީެ އދަ  ކުދ  6.3

 ކށަވަރަު ހރު ކަނ  ތޖަުރ ބާ  ލ ޔުނ ތކަކަީ މ  (އެނގ ގތޮށަ  މއު ދތަު ލ ބ ފއަ ވާ ތޖަ ރ ބާ ކުރމުގުއަ  މސައަ ކަތ ) ކމަުގެ ލ ޔުނ  ލ ބ ފއަ ވާ ތޖަ ރ ބާ 6.4

 .ލ ޔނު ތކަވެެ ބ ނނު ކުރާނެ ދ ނމުގުއަ  މާކ ސ  ކުރމުަށއާ 

 ޕޔެރަ ޓކެ ސ  ދކޫޮށ ފއަ ވާ އޮތޯރ ޓީނ  މ  ފރަތާއެ ނމަަ ނޖުހެ   ރޖެ ސ ޓ ރކީރުަނ  ޓއީަށ .އސެ .ޖީ) ކޕޮީ ސޓެ ފ ކޓެ ގެ ރޖެ ސ ޓ ރ ޝަނ  އސެ ޓީ.ޖީ 6.5

 (ކޕޮީ  ނޓޯ ފ ކ ޝނަ ގެ /ސޓެ ފ ކޓެ  ރޖަ ސ ޓ ރ ޝަނ 

 (.ހމަަނވުާ  މސަ  3 ދކޫރު ފަހުނ ) ރ ޕޯޓ  ކ ލ އަރެނ ސ   ޓކެ ސ  ދކޫޮށ ފއަ ވާ އޮތޯރ ޓީނ  މ  6.6
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ރ -/25,000 ގތޮގުއަ  ސެކ އރު ޓީގެ ބ ޑ   ޤަވއާ ދގުއަ ވާގޮތަށ  ބޮޑުނމަަ، އށަ ވުރެ( ރުފ ޔާ  ލއަ ކަ ފސަ  ) ރ-/500,000 އގަު ބީލމަުގެ 6.7

 ވސަ ދު  60 މދަވުގެނެ  މއު ދަތށަ   ވލެ ޑ ޓީ ސެކ އރު ޓގީެ ބ ޑ . ހުށަހޅަނަ ވާނއެެވެ ޑޮކ އމުަނ ޓ   ސެކ އުރ ޓީ  ބ ޑ   ގެ( ރުފ ޔާ  ހސާ  ފަނ ސވަސީ )

 ޤބަލޫު  ފއަ ސާ ނގަދުު ނވުތަަ  ޗެކ  ބ ނ ކ   ޤަބލޫކުރުވެ ނއެެވެ، ލޓެަރ ގރެނެ ޓީ އ ނ ސ ޓ ޓ އޓު ގެ ފއަ ނ ނ ޝލަ  ނވުތަަ  ބ ނ ކ .  )ދ ނ ވާނއެެވެ

 (ނުކރުވެ ނއެވެެ 

 

 

 ބލީނަ  ކމާ ޔބާވުނު   .7

 .އަނ ގނާއެެވެ ރސަ މީކޮށ  އކެނަ  ކމާ ޔބާވުފާރަާތއަ  ބީލަނ  7.1

 ނ ނ މާފއަ ވާ ޙވަލާކުރުމުަށ  މސައަ ކަތ  މ  ސއޮ ނކުށޮ ފ ނމަަ އއެ ބސަ ވމުުގއަ  މއު ދތަުގއަ  ދވުހަގުެ 03 ފށެ ގެނ  ތރާީޚުނ  އނަ ގާ އޮތޯރ ޓީނ  މ  7.2

 ކރުމުަށ  އގެ ރ މެނ ޓ   ފރަތާަށ  ލ ބނުު  ޕއޮ ނ ޓ  މަތ ނ  އެނ މެ ދެވަނއަށަ   އދަ . ލ ބ ގނެ ވއެވެެ އޮތޯރ ޓއީަށ  މ  އ ޚ ތ ޔރާު  ކރުމުުގެ ބާތ ލު  ނ ނ މުނ 

 .ހުށަހޅެ ނއެެވެ

 ޤވައާ ދގުއަ ވގާޮތށަ   މލާ އ ޔަތު ކުރ ނ   ސއޮ ކރުމުުގެ އގެ ރމީެނ ޓުގއަ  ފރަާތުނ  ކމާ ޔާބކުރުާ ބ ޑު އގަބުޮޑނުމަަ ވުރެ އަށ ރ -/500,000 7.3

 ފށެ ގނެ   ތރާީހުނ  އނަ ގާ ކރު ކަނ  ކމާ ޔބާު  ބ ޑ   ގރެެނ ޓީ ޕަރފމޯަނ ސ  މ . ހުށަހޅަނަ ވާނއެވެެ %5 އަގުގެ ގތޮގުއަ  ގެ ގރެެނ ޓީ ޕަރފމޯަނ ސ 

 މއު ދަތށަ   ވލެ ޑ ޓީ  ގެރނެ ޓގީެ  ޕރަފމޯނަ ސ  އަދ . ވާނއެވެެ ހުށަހޅަަނ  ތރެ ގއަ  ދވުހަގުެ( ފހައެ ) 05 ނުހ މނައަ  ދވުަސ ތއަ  ބަނ ދު ރސަ މީ

 ލޓެަރ ގެރނެ ޓީ އ ނ ސ ޓ ޓ އޓު ގެ ފއަ ނ ނ ޝަލ  ނވުަތަ ބ ނ ކ .  )ދ ނ ވނާއެެވެ ދވުސަ  30 އ ތރުުނ  މއު ދަތު ޑލެ ވރަގީެ  މަދވުގެެނ 

 (  ނކުރުވެ ނއެެވެ ޤބަލޫު ފއަ ސާ ނގަދުު ނވުތަަ ޗކެ  ބ ނ ކ  ޤަބލޫކުރުވެ ނއެެވެ،

 .ސއޮ ކުރމުށަ ފަހގުއަެވެ އއެ ބސަ ވމުުގއަ  ދވެ ނީ ހއު ދަ ފެށމުށަ   މސައަ ކަތ  7.4

 އެހެނ ނމަވަސެ . ފށެ ގނެ ނވެެ  ތާރީޙުނ  ސއޮ ކރުާ އއެ ބސަ ވމުުގއަ  ހއު ދދަީ  އޮތރޯ ޓީނ  މ  ކުރމުށަ   މސައަ ކަތ  ގުނަނ ފށަާނީ މއު ދތަު މސައަ ކަތުގެ 7.5

 މ  ގނެއަމުަށ  ގެރނެ ޓީ ޕރަފމޯަނ ސ  އެނ ގމުށަ ފަހު އޮތޯރ ޓނީ   މ  ކުރ ކނަ  ކމާ ޔާބު ބ ޑ  ހލާތަުގއަ ، ހުށަހޅަަނ ޖހެ  ގރެެނ ޓީ ޕަރފމޯަނ ސ 

 ހށުަހޅަައ ފއަ ވާ  ގތޮގުއަ  މއު ދަތުގެ މސައަ ކތަގުެ ދވުަސ ތއަ  ލސަ ވާ  ނގުެނސެ   ގރެެނ ޓީ  މއު ދތަގުއަ  ދފީއަ ވާ މއާ ދއާ ނ  ވނަަ 7.2 އސުޫލުގެ

 .ލ ބ ގނެ ވއެވެެ އޮތޯރ ޓއީަށ  މ  އ ޙ ތ ޔރާު  އުނ ކުރމުގުެ ދުވސަތަަކނު  
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 މަސައ ކަތުގެ ތަފ ސލީ : 1 ޖަދުވަލު

LOT: 01 

Required Item: Security Information and Event Management Solution (SIEM) 

Quantity: 1 

 

SPECIFICATION 
 

Performance Monitoring  
- System level via SNMP, WMI, and PowerShell  
- Application level via JMX, WMI, and PowerShell  
- Virtualization monitoring for VMware, Hyper-V — guest, host, resource pool, and cluster level  
- Microsoft Active Directory and Exchange via WMI and Powershell  
- Databases — Oracle, MS SQL, MySQL via JDBC  
- VoIP infrastructure via IPSLA, SNMP, and CDR/CMR  
- Flow analysis and application performance — Netflow, SFlow, Cisco AVC, NBAR, and IPFix  
- Ability to add custom metrics  
- Baseline metrics and detect significant deviations 

Scalable and Flexible Log Collection  
- Collect, Parse, Normalize, Index, and Store security logs  
- Out-of-the-box support for security systems and vendor APIs  
- Windows event collection including file integrity monitoring, installed software changes, and 

registry change monitoring  
- Linux monitoring- including file integrity monitoring, syslog monitoring, and custom log file 

monitoring  
- Modify parsers from within the GUI and redeploy on a running system without downtime and 

event loss  
- Create new parsers (XML templates) via integrated parser development environment and 

share among users 
- Collect events for users and devices securely 

Notification and Incident Management  
- Policy-based incident notification  
- Ability to trigger a remediation script when a specified incident occurs  
- Built-in ticketing system  
- Structured incident reports with highest priority to critical business services and applications  
- Trigger notifications real time based on patterns 
- Incident Explorer — dynamically link incidents to hosts, IPs and user 

Powerful and Scalable Analytics  
- Search events in real time— without the need for indexing  
- Keyword and event-based searches  
- Search historical events — SQL-like queries with Boolean filter conditions, group by relevant 

aggregations, time of-day filters, regular expression matches, calculated expressions — GUI 
and API  

- Use discovered CMDB objects, user/ identity and location data in searches and rules  
- Schedule reports and delivery 
- Search events across the entire organization, or down to a physical or logical reporting domain  
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- Dynamic watch lists for keeping track of critical violators — with the ability to use watch lists in 
any reporting rule  

- Scale analytics feeds by adding Worker nodes without downtime 

Device and Application Context  
- Network Devices including Switches, Routers, Wireless LAN  
- Security devices — Firewalls, Network IPS, Web/Email Gateways, Malware Protection, 

Vulnerability Scanners  
- Servers including Windows, Linux, AIX, HP UX  
- Infrastructure Services like DNS, DHCP, DFS, AAA, Domain Controllers, VoIP  
- User-facing Applications like Web Servers, App Servers, Mail, Databases  
- Storage devices like NetApp, EMC, Isilon, Nutanix, Data Domain  
- Cloud Apps like AWS, Box.com, Okta, Salesforce.com  
- Cloud infrastructure like AWS  
- Environmental devices like UPS, HVAC, Device Hardware  
- Virtualization infrastructure including VMware ESX, Microsoft Hyper-V Scalable and Flexible 

Log Collection 
 

Availability Monitoring  
- System up/ down monitoring — via Ping, SNMP, WMI, Uptime Analysis, Critical Interface, 

Critical Process and Service, BGP/OSPF/EIGRP status change, Storage port up/ down  
- Service availability modeling — Ping, HTTP, HTTPS, DNS, LDAP, SSH, SMTP, IMAP, POP, FTP, 

JDBC, ICMP, trace route and for generic TCP/UDP ports  
- Maintenance calendar for scheduling maintenance windows  
- SLA calculation — normal business hours and after-hours considerations 

 

UEBA  
- Should be able to collect and monitor user-based activity including User, Process, Device, 

Resources and Behavior. Also should be able to collect log data of user activity in and out of 
the corporate network.  

Real-Time Operational Context for Rapid Security Analytics  
- Continually updated and accurate device context — configuration, installed software and 

patches, running services  
- System and application performance analytics along with contextual inter-relationship data for 

rapid triaging of security issues  
- User context, in real-time, with audit trails of IP addresses, user identity changes, physical and 

geo-mapped location  
- Detect unauthorized network devices, applications, and configuration changes  

 

Real-Time Configuration Change Monitoring  
- Collect network configuration files, stored in a versioned repository  
- Collect installed software versions, stored in a versioned repository  
- Automated detection of changes in network configuration and installed software  
- Automated detection of file/ folder changes — Windows and Linux — who and what details  
- Automated detection of changes from an approved configuration file  
- Automated detection of windows registry changes  
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Baselining and Statistical Anomaly Detection  
- Baseline endpoint/ server/ user behavior  
- Built-in and customizable triggers on statistical anomalies  

 

External Technology Integrations  
- Integration with any external web site for IP address lookup  
- API-based integration for external threat feed intelligence sources  
- API-based two-way integration with help desk systems  
- API-based two-way integration with external CMDB  
-  

External Threat Intelligence Integrations  
- APIs for integrating external threat feed intelligence — Malware domains, IPs, URLs, hashes, 

Tor nodes  
- Built-in integration for popular threat intelligence sources — eg: ThreatStream, CyberArk etc 

 

Simple and Flexible Administration  
- Web-based GUI  
- Role-based Access Control for restricting access to GUI and data at various levels  
- Audit trail of user activity  
- Software upgrade with minimal downtime and event loss  
- Policy-based archiving  
- Hashing of logs in real time for non-repudiation and integrity verification  
- Flexible user authentication — local, external via Microsoft AD and RADIUS  

Rich Customizable Dashboards  
- Configurable real-time dashboards  
- Sharable reports and analytics across organizations and users  
- Specialized layered dashboards for business services, virtualized infrastructure, event logging 

status dashboard, and specialized apps 
 

 
Requirements 

- Minimum 10k Events Per Second (EPS) 
- Minimum 20TB usable storage for logs 

 
Installation, Configuration and Maintenance 

- Install the solution and configure according to the product specifications 
- Installation should be done by certified personnel. 

 
Note: - 

- Bidder should submit authorization letter from the vendor 
- Warranty 1 years. 
- Must be delivered within a maximum of 30 days. 
- Training for 2 staff 

 
 
Evaluation Criteria 
Delivery   Should deliver within a maximum of 30 days 
Price   90% 
Warranty  10% (1yrs P&S = 0%, 2yrs P&S = 5%, 3yrs P&S = 10%) 
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 ހށުހަޅަަނ ޖެހ  ލ ޔުނ ތއަ : 2ޖަދވުލަު 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 ހށުހަޅަނަ ޖހެ  ލ ޔނު ތއަ  

  

1 
 ވކަ  ލޓޮކަަށ ވސެ   ކނޮ މެ ހުށަހޅައު ވނަ ވާނީ ކޓޯ ޝަނ   ) ( ހުށަހަޅާ އސެ ޓ މ ޓ  )ކޓޯ ޝަނ 

 (ގތޮގުއަވެެ  ކޓޯ ޝަނ އއެ ގެ
6.1 

 

  6.2 ރޖެ ސ ޓ ރގީެ ކޕޮީ  ކޕޯރަ ޓ ވ  ސސޮއަ ޓީ/ އމަ އ ލަ ފރަުދނު ގެ ވ ޔފަާރގީެ  ކުނ ފނު /ޕާޓ ނރަޝ ޕ / 2

  6.3 ކުދ  އދަ  މދެުފަނ ތގީެ ވ ޔފަރާގީެ ގތޮުގައ  ރޖަ ސ ޓ ރކީށޮ ފއަ ވކާމަގުެ ލ ޔުނ  3

5 
 /ސެޓ ފ ކޓެ   ރޖަ ސ ޓ ރ ޝނަ   ޕޔެރަ ޓެކ ސ ) ކޕޮީ ސޓެ ފ ކެޓ  ރޖެ ސ ޓ ރ ޝަނ  ޖއީސެ ޓީ

 .(ކޕޮީ ނޯޓ ފ ކ ޝނަ ގެ 
6.5 

 

  6.6 (.ހމަނަވުާ މސަ  3 ދކޫުރ ފހަުނ )ޓެކ ސ  ކ ލ އރަނެ ސ  ރ ޕޓޯ ގެ ކޕޮީ  6

  6.7 ހށުހަޅަަނ ޖެހ  ޕ ރޖޮކެ ޓ ތކަށަ (ބ ޑ  ސެކ އރު ޓގީެ )ބ ޑ  ސެކ އުރ ޓގީެ  7
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ޓީ )ބެނ ކ  ގެރެނ ޓީ( ނަމޫނާ ޑ  ސެކ ޔުރ   ޖަދުވަލު 4: ބ 
 

WHEREAS, ………………………………………………..[name of Bidder] (hereinafter called “the Bidder”) has submitted his Bid 

for the Project no……….issued by the Maldives Inland Revenue Authority on ………………………………… …………..for 

construction of …………………………… …….[name of Contract] (hereinafter called “the Bid”). 
 

KNOW ALL PEOPLE by these presents that We ………………………………………. [name of Bank] of ……… …………………… [name 

of country] having our registered office at ………………………………………………………………………………….. (hereinafter called 

“the Bank”) are bound unto …………………………….[name of Purchaser] (hereinafter  called “the Purchaser”) in the sum 

of  *…………………………………………..  for which payment well and truly to be made to the said Purchaser, the Bank 

binds itself, its successors, and assigns by these presents.  
 

SEALED with the Common Seal of the said Bank this ……..day of  …………….20……………..  
 

THE CONDITIONS of this obligation are: 
  

(1) If, after Bid opening, the Bidder withdraws his Bid during the period of Bid validity specified in the Form of 

Bid; or 

(2) If the Bidder having been notified of the acceptance of his Bid by the Purchaser during the period of Bid 

validity: 

 (a) fails or refuses to execute the Form of Agreement in accordance with the Instructions to 

Bidders, if required; or 

 (b) fails or refuses to furnish the Performance Security, in accordance with the Instruction to 

Bidders; or 

 (c) does not accept the correction of the Bid Price pursuant to Clause 27,  

* The Bidder should insert the amount of the Guarantee in words and figures denominated in 

Maldivian Rufiyaa. This figure should be the same as shown in Clause 16.1 of the Instructions to 

Bidders. 

we undertake to pay to the Purchaser up to the above amount upon receipt of his first written demand, without 

the Purchaser’s having to substantiate his demand, provided that in his demand the Purchaser will note that the 

amount claimed by him is due to him owing to the occurrence of one or any of the three conditions, specifying the 

occurred condition or conditions.  
 

This Guarantee will remain in force up to and including the date ………………………. days after the deadline for 

submission of bids as such deadline is stated in the Instructions to Bidders or as it may be extended by the 

Purchaser, notice of which extension(s) to the Bank is hereby waived. Any deman d in respect of this Guarantee 

should reach the Bank not later than the above date.  
 

DATE…………………………… SIGNATURE OF THE BANK     

WITNESS ……………………… SEAL  

[signature, name, and address]  

 

 

 

 

 

 

 

 


