I;

{ \
\

A

SUPPLY, DELIVERY AND INSTALLATION OF
FIREWALL & ENDPOINT SECURITY SOLUTION

WAMCO-PRO/IUL/2022/097

Issued on: 13" September 2022

Issued by:
WASTE MANAGEMENT CORPORATION LIMITED
MALE’, REPPUBLIC OF MALDIVES

www.wamco.com.mv



o4 P el DO AM L @O
AESF FFEESAQy gloIES P pry

WASTE MANAGEMENT CORPORATION LIMITED

SUPPLY, DELIVERY AND INSTALLATION OF FIREWALL
& ENDPOINT SECURITY SOLUTION.
WAMCO-PRO/IUL/2022/097

Project Brief
Waste management Corporation limited invites interested parties to submit proposals for the
supply, delivery and installation of firewall and endpoint security solution for Waste
Management Corporation Limited.
1. Description of Works:

1.1.Details of the Equipment

Type: Enterprise

2. Firewall Quantity: 2 (Clustered)

Licensing & Support: | 3 years

Warranty: 3 years

1. Branch Firewall Quantity: 15

Licensing & Support: | 3 years

2. Wireless AP Quantity: 15
Licensing & Support: | 3 years

Licensing & Support: | Should include 3 Year license subscription
for a minimum 400 endpoints, 85 mobile
devices, and 15 servers.

Supported  Operating | - Windows 10 and later

3. Integrated Endpoint : :
¢ ¢ Systems: - Windows Server 2012 and later
Security

- macOS 10.14, 10.15, 11+
-10S 9.0 and later
- Android 5.0 and later
- Linux Ubuntu, Red Hat 7.4 and later

4. Centralized Centralized management for core firewall and all branch

firewalls

Management and ) ) _
) . Centralized management for Integrated Endpoint Security
Security Analytics
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WASTE MA’N;\GI:ML'NT CORPORATION LIMITED

1.2. Installation, Configuration and Training

Hardware installation

- Certified specialist onsite for the duration of the configuration and migration execution
- Design appropriate LAN, WAN, and DMZ security.

- Configure application control policies

- Configure AV and Web filtering policies

- Configure antispam filtering

- Configure traffic shaping and ISP WAN load balancing

- Network segmentation and configure appropriate security policy per segment
- Configure branch firewalls and remote access connectivity policies

- Configure wireless network and relevant policies

- Configure endpoint security, centralized reporting and management

- Configure centralized management

- Configure centralized log analytics and standard security reporting

- Manufacturer certified training for 3 technical staff

- On the job training on basic management, operation and maintenance.

- Comprehensive testing and a detailed documentation on the configuration and settings of

the delivered solution should be provided.

2. Bid language:
English

3. Bid Currency:
All prices are to be quoted in Maldivian Rufiyaa (MVR)

4. Period of bid validity.
120 Calendar days from the date of bid submission

5. Bid Security
Bids Should be accompanied with a bid security of MVR 50,000.00 (Fifty Thousand).
The Bid Security should be valid for 45 (forty-five) days beyond the validity of the bid.
Bid Security Should be an original bank guarantee letter (or) Bank Guaranteed and

stamped Cheque (or) An Insurance Policy from MMA registered insurance company.
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2022

Any bid not accompanied by an acceptable bid security shall be rejected as non

responsive.

6. Information Session
Waste Management Corporation Limited (WAMCO)
Male® Waste Transfer Station, Industrial Village
Boduthakurufaanu Magu
Male’” Maldives
Date & Time: 20" September 2022, 11:00am

7. Sealing the Bid

Note: All pages of the proposal must be stamped, signed and comb bound together.
Proposals not following these guidelines can be subjected to rejection.

Proposals with loose pages will also be rejected.
The bid document should be sealed properly in an envelope. and should mention the name
of the company and the bid reference number.

SUPPLY, DELIVERY AND INSTALLATION OF

FIREWALL & ENDPOINT SECURITY SOLUTION
WAMCO-PRO/IUL/2022/097
WASTE MANAGEMENT CORPORATION LIMITED
MALE’ WASTE TRANSFER STATION, INDUSTRIAL VILLAGE,
BODUTHAKURUFAANU MAGU
MALE’ MALDIVES
3025804, 3000584
DATE: 4" October 2022, 11:00 AM
PROPOSAL SUBMITTED BY:

8. Bid Submission.
Waste Management Corporation Limited (WAMCO)
Male® Waste Transfer Station, Industrial Village
Boduthakurufaanu Magu
Male” Maldives
Date & Time: 4™ October 2022, 11:00 am
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9. Documents to be Submitted
1. Proposal/Quotation (inclusive of the delivery period)
Bid Security
Form 1 — Bid Form
Form 2 — Bidder’s Information Form
Company profile prepared by company/firm (Bidder)
Copy of Business Registration Certificate
Copy of Goods and Service Tax (GST) Registration certificates if applicable.

National identity card of all share holders / individual

A A

Copy of Company Shareholder’s Certificate (Ministry of Economic Development).

=

- Proof of financial capability: last 3 (three) months (May, June and July) Bank
Statement (with stamp from bank in the letterhead of respective Bank) or other
financial proof of capability from a relevant authority.

11. Form 3 — Experience Information Form
12. Proof of experience documents / reference letters (Documents signed by previous
clients indicating the project value, duration and completion date corresponding to
and supporting the above).
13. Form 4- Technical Compliance Form
Failure to submit above mentioned documents will be considered as a failure to submit and

late submissions of any such documents will not be entertained.

10. Liquidated Damages

If the successful bidder fails to deliver any or all of the Goods by the Date(s) of delivery or
perform the related services within the period specified in the Contract, 0.5% of the total
price as awarded will be deducted per day as a delay damage up to a total of 15% of the total

price. Once the maximum is reached, WAMCO may terminate the Contract.

11. Payments terms

11.1. Advance payment:
If the successful Bidder wishes, an advance payment less than or equal to 15% of the total
bid price could be awarded.

Any required advance payment should be clearly mentioned in the Proposal.
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Fifteen (15) percent of the Bid Price shall be paid within Fourteen (14) days of signing of
the Contract against a proforma invoice and an advance payment guarantee for the
equivalent amount and in the form provided in the bidding documents or another form
acceptable to WAMCO.

The Advance payment guarantee shall be valid for 30 days beyond the date of delivery and

shall be returned following the completion of delivery upon request.

11.2. Payment Period:
WAMCO shall pay to the consultant within 30 Calendar days after the date of delivery and
acceptance by WAMCO and upon completion of the work in accordance with the agreement.

Invoice must be submitted by the consultant along with signed Acceptance certificates.

12. Delivery
- Delivery of Hardware's and licenses to WAMCO within 60 days.

- Installation, configuration and training of the solution within 30 days after delivery.

13. Bid Evaluation Criteria

Lowest Amount

Price =

Proposed Amount X

2. Experience in similar Works 20

No of similar projects in last five years (each project: value not
less than MVR 250,000)

i no experience letters by the bidder
Experience = - - x 20
maximum no of exp letters by a bidder

Total 100

Experience in Similar Work:

- A valid reference letter with the company letterhead on completion of similar
project/works should be provided. In case if a reference letter is not available, purchase
order with a delivery note, agreement with delivery note or invoice with delivery note
will be accepted. Two (2) points will be awarded to each valid experience letter upto a
maximum of 20 points.

* The works performed should be within the last 5 years.
Similar works: Supply, delivery and installation of firewall, endpoint security solutions

and server-side hardware.
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WASTE MANAGEMENT CORPORATION LIMITED

FORM 1 - BID SUBMISSION FORM

Description of Works: Supply, Delivery and Installation of Firewall and Endpoint Security

Solution for Waste Management Corporation Limited (WAMCO).

Announcement Number: | WAMCO-PRO/IUL/2022/097

Bid to: Waste Management Corporation Limited (WAMCO)
Address: Male’ Waste Transfer Station

Boduthakurufaanu Magu, Maafannu

Male’ Republic of Maldives.

Having examined with the project details; items, description of works, I/we the undersigned,
offer to supply, deliver and complete the installation of the mentioned items in conformity with
the said technical specifications for the sum of MVR ...oovoveimeeneenne . (In figures)

We undertake, if our Bid is accepted, to commence the works immediately upon signing of
contract and to complete whole of the works comprise in the Contract within calendar
............. days.

We agree to abide by this Bid for a period of 120 (hundred and twenty) days from the date of
submission of the Bid and it shall remain binding upon us and may be accepted at any time
before the expiration of that period. We understand that you are not bound to accept the lowest
or any Bid you receive.

Unless and until a formal agreement is prepared and executed, this Bid together with our written
acceptance thereof shall constitute a binding Contract between us.

Yours Faithfully,

Signed

I the CHPACHY OF - covsmmsivsisianssnasirvms mmim i (Position / Designation)
Dully authorized to sign bids for and on behalf of
.................................................................. (Company Name & Stamp)

Page 14 of 27
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WABTE MANAGEMENT CORPORATION LIMITED

FORM 2 - BIDDER’S INFORMATION FORM

. Bidder’s Name:

Company Registration Number:

Registered Address:

GST Number:

8.

Contact Number:

6.

Email Address:

1

Tenderer’s Authorized Representative Information:

Name:

ID Card Number:

Address:

Contact Number:

Email Address:

8. Managing Director / CEO information:

Name:

ID Card Number:

Address:

Contact Number:

Email Address:

9. Name of shareholders:

i

Name

ID Card No.

Page 15 of 27
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WASTE MANAGEMENT CORPORATION LIMITED

5.

Attached are copies of original documents of /check the box(es) of the attached original documents]
00 Company Registration Copy

OO0 GST Registration Copy

O National Identification Card (if Individual) Copy

O Shareholder’s Certificate provided by Ministry of Economic Development.
Check List

# Document v

1 Proposal/Quotation (inclusive of the delivery period)

5 Bid Security

3 Form 1 - Bid Form

4 Form 2 - Bidder’s Information Form

5 Company Profile prepared by the company/firm (Bidder)

6 Copy of Business Registration Certificate

7 Copy of Goods and Service Tax (GST) Registration certificates if applicable.

8 National Identity Card of all shareholders/ individual

Copy of Company Profile Information Sheet / Shareholder’s Certificate (From Ministry

2 of Economic Development)
Proof of financial capability: last 3 (three) months (May, June and July) Bank statement
10 (with stamp from bank in letter head of the respective Bank) or other financial proof of
capability from a relevant authority.
11 Form 3 - Experience Information Form
Proof of experience documents / reference letters (Documents signed by previous clients
12 indicating the project value, duration and completion date corresponding to and

supporting).

13 Form 04- Technical Compliance Form

Page 16 of 27
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WASTE MANAGEMENT CORPORATION LIMITED

FORM 3 — EXPERIENCE INFORMATION FORM

1. Experience

DURISM 2022

1.1. Works of similar nature performed over the last 5 years.

(Reference Letters/Proof of experience of the works completed, shall be submitted along

with the bid).

(if the bidder fails to submit reference letters/proof of experience Jor a particular project

that the bidder has listed in the form, it will not be considered during the evaluation stage
of the bid and marks will not be given for that particular project.

Name of Client & | Year of Currency & Value of

- - w
Description of Works Done Contact Person Completion | Contract

[/We Hereby confirm that the said documents/relevant paperwork/supporting documents have been
attached with the Forms. We agree that failure to submit above mentioned documents will be
considered as a failure to submit. Late submissions of any such documents will not be entertained by
Waste Management Corporation Limited and this will affect the evaluation of our bid.

Name:

ID Card Number;

Company Name and

Seal/Stamp:

Date:

Signature:

Page 17 of 27
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WASTE MANAGEMENT CORPORATION LIMITED

Bank Guarantee

....Bank’s name and address of issuing branch or office".....................

Beneficiary: Name and address of the employer
T
Bid Security NO.: ...ttt
We have been informed that . . . . . name of the bidder. . . . . (Hereinafter called "the
Bidder") has submitted to you its bid dated . . .. ... .. (Hereinafter called "the Bid") for
the executionof . ....... Name of contract . . . . . .. under Invitation for Bids No. . . ..
..... (“the IFB™)

Furthermore, we understand that, according to your conditions, bids must be supported
by a bid guarantee.

At the request of the Bidder, we . . . .. name of Bank. . . . . hereby irrevocably undertake
to pay you any sum or sums not exceeding in total an amount of . .. . .amount in words
. (- . ..amount in figures . . . .. ) upon receipt by us of your ﬁrst demand in writing

accompamed by a written statement stating that the Bidder is in breach of its
obligation(s) under the bid conditions, because the Bidder

(a) has withdrawn its Bid during the period of bid validity specified by the Bidder in the
Letter of Bid; or

(b) does not accept the correction of errors in accordance with the Instructions to
Bidders (hereinafter “the ITB™); or

(c) having been notified of the acceptance of its Bid by the Employer during the period
of bid validity, (i) fails or refuses to execute the Contract Agreement

This guarantee will expire (a) if the Bidder is the successful Bidder, upon our receipt of
copies of the Contract Agreement signed by the Bidder or (b) if the Bidder is not the
successful Bidder, upon the earlier of (i) our receipt of a copy of your notification to
the Bidder of the name of the successful Bidder, or (ii) 28 days after the expiration of
the Bidder’s bid.

Consequently, any demand for payment under this guarantee must be received by us at
the office on or before that date.

This guarantee is subject to the Uniform Rules for Demand Guarantees, ICC Publication
No. 458.2

All italicized text is for use in preparing this form and shall be deleted from the final document.
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