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Disclaimer:The information provided in the document titled Cloud =
Logging, Alerting & Monitoring Framework (Clam) provided by
Google on May 26th, 2020 is for general information purposes only. =
This document is intended as a set of general suggestions around
the use of the products and/or solutions outlined.

any kind, express or implied, regarding the accuracy, adequacy, validity, reliability, availability or

All information included herein is provided in good faith, however we make no representation or warranty of E I |
completeness of the information included o
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What is Cloud Logging Alerting and Monitoring (CLAM)
Framework?

This Framework focuses on the attack vectors and provides prescriptive
guidance to customers on what SHOULD be logged, alerted on, and
monitored based on a given attack vector.
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What is MITRE ATT&CK Framework?

ATT&CK is a powerful way to classify and study adversary techniques and
understand their intent. You can use it to enhance, analyze, and test your
threat hunting and detection efforts.
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https://attack.mitre.org/tactics/TA0001/
https://attack.mitre.org/tactics/TA0003/
https://attack.mitre.org/tactics/TA0004/
https://attack.mitre.org/tactics/TA0004/
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/tactics/TA0007/
https://attack.mitre.org/tactics/TA0009/
https://attack.mitre.org/tactics/TA0010/
https://attack.mitre.org/tactics/TA0040/
https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1098
https://attack.mitre.org/techniques/T1098
https://attack.mitre.org/techniques/T1078
https://attack.mitre.org/techniques/T1078
https://attack.mitre.org/techniques/T1108
https://attack.mitre.org/techniques/T1098
https://attack.mitre.org/techniques/T1098
https://attack.mitre.org/techniques/T1538
https://attack.mitre.org/techniques/T1530
https://attack.mitre.org/techniques/T1530
https://attack.mitre.org/techniques/T1537
https://attack.mitre.org/techniques/T1537
https://attack.mitre.org/techniques/T1496
https://attack.mitre.org/techniques/T1496
https://attack.mitre.org/techniques/T1199
https://attack.mitre.org/techniques/T1136
https://attack.mitre.org/techniques/T1536
https://attack.mitre.org/techniques/T1522
https://attack.mitre.org/techniques/T1522
https://attack.mitre.org/techniques/T1526
https://attack.mitre.org/techniques/T1213
https://attack.mitre.org/techniques/T1213
https://attack.mitre.org/techniques/T1078
https://attack.mitre.org/techniques/T1525
https://attack.mitre.org/techniques/T1525
https://attack.mitre.org/techniques/T1525
https://attack.mitre.org/techniques/T1535
https://attack.mitre.org/techniques/T1535
https://attack.mitre.org/techniques/T1081
https://attack.mitre.org/techniques/T1046
https://attack.mitre.org/techniques/T1005
https://attack.mitre.org/techniques/T1108
https://attack.mitre.org/techniques/T1108
https://attack.mitre.org/techniques/T1078
https://attack.mitre.org/techniques/T1135
https://attack.mitre.org/techniques/T1074
https://attack.mitre.org/techniques/T1078
https://attack.mitre.org/techniques/T1018
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1049
https://attack.mitre.org/techniques/T1049
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Initial Access - Exploit Public-Facing Application

Data Sources
e Cloud Audit Logs, Security Command Center, Web logs, Web application firewall logs, Application logs

Detection
e Use Cloud Armor WAF to monitor improper inputs attempting exploitation, such as SQL injection.
e Use Security Health Analytics (SHA) to identify misconfigurations.
e  Monitor application logs for abnormal behavior that may indicate attempted or successful exploitation.

Mitigation
e Use Cloud Armor WAF to block the web’s most common attacks.
e Use Cloud Security Scanner to scan externally facing applications for vulnerabilities and establish procedures to patch
applications when critical vulnerabilities are discovered.
Use VPC Service Controls to limit access and protect against data exfiltration.
Use GKE Sandbox for application isolation.
Use |dentity Aware Proxy (IAP) to control access to cloud applications by verifying user identity and context.
Use |AM policies to enforce the principle of least-privilege by limiting dashboard visibility to only the resources
required.
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https://cloud.google.com/blog/products/identity-security/understanding-google-cloud-armors-new-waf-capabilities
https://cloud.google.com/security-command-center/docs/how-to-manage-security-health-analytics
https://cloud.google.com/blog/products/identity-security/understanding-google-cloud-armors-new-waf-capabilities
https://cloud.google.com/security-scanner/
https://cloud.google.com/vpc-service-controls/docs/how-to
https://cloud.google.com/kubernetes-engine/sandbox/
https://cloud.google.com/iap/
https://cloud.google.com/iam

Initial Access - Trusted Relationship

Data Sources
e Cloud Audit Logs, Admin activity logs, Application logs, Authentication logs, Third-party application

logs

Detection
e Use Cloud Audit Logs to establish monitoring for activity conducted by second and third party
providers and other trusted entities that may be leveraged as a means to gain access to the network.

Mitigation
e Use VPC Service Controls to isolate infrastructure components that do not require broad network
access.

e Perform third-party risk assessments to analyze and control risks presented to your company by
parties other than your own company.
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https://cloud.google.com/logging/docs/audit
https://cloud.google.com/vpc-service-controls/docs/how-to

Initial Access - Valid Accounts

Data Sources
e Cloud Audit Logs, Authentication logs

Detection
e Use Event Threat Detection (ETD) to monitor Cloud IAM abuse.
e Use Cloud Anomaly Detection (CAD) to monitor service account credentials that are accidentally
leaked online or compromised.

Mitigation
e Use Org Policy to limit who can create service account keys.
Monitor Cloud Anomaly Detection for exposed keys.
Use VPC Service Controls to protect GCP APIs from arbitrary networks.
Use 2FA / U2F and require its use.
Use a tool that prevents password re-use at the company site.
Install password check up on corp browsers.
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https://cloud.google.com/event-threat-detection/docs/how-to-use-etd
https://cloud.google.com/blog/products/identity-security/3-steps-to-detect-and-remediate-security-anomalies-with-cloud-anomaly-detection
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts
https://cloud.google.com/security-command-center/docs/how-to-view-vulnerabilities-threats#anomaly_detection
https://cloud.google.com/vpc-service-controls/docs/how-to
https://cloud.google.com/security-key/
https://chrome.google.com/webstore/detail/password-alert/noondiphcddnnabmjcihcjfbhfklnnep
https://chrome.google.com/webstore/detail/password-checkup-extensio/pncabnpcffmalkkjpajodfhijclecjno?hl=en
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Persistence - Account Manipulation

Data Sources
e Cloud Audit Logs, Admin activity, APl monitoring, Windows event logs, Packet capture

Detection
e Use Event Threat Detection (ETD) to monitor Cloud IAM abuse.
e Use Cloud Anomaly Detection (CAD) to monitor service account credentials that are accidentally

leaked online or compromised.

Mitigation
e Use Org Policy to limit who can create service accounts.
e Use 2FA /U2F and require its use.
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https://cloud.google.com/event-threat-detection/docs/how-to-use-etd
https://cloud.google.com/blog/products/identity-security/3-steps-to-detect-and-remediate-security-anomalies-with-cloud-anomaly-detection
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts
https://cloud.google.com/security-key/

Persistence - Create Account

Data Sources
e Cloud Audit Logs, G Suite, Cloud Identity audit logs, Process monitoring, Process command-line
parameters, Windows event logs

Detection
e Use Event Threat Detection (ETD) to monitor Cloud IAM abuse.
e Use Cloud Audit Logs to perform regular audits of user and service accounts to detect suspicious
accounts that may have been created by an adversary.

Mitigation
e Use Org Policy to limit who can create service accounts.
e Use Org Policy to restrict the creation of accounts that are outside of the domain.
e Use 2FA /U2F and require its use.
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https://cloud.google.com/event-threat-detection/docs/how-to-use-etd
https://cloud.google.com/logging/docs/audit
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts
https://cloud.google.com/security-key/

Persistence - Implant Container Image

Detection
e Use Cloud Audit Logs to monitor calls that have been made to the Kubernetes API server.

Mitigation
e Use Container-Optimized OS (COS), which is Hardened, purpose-built minimal host OS image based
on Chromium OS.
e Use Binary Authorization for verification of provenance and block deployments that do not meet the
requirements.
e Use Container Reqistry Vulnerability Scanning to scan images and packages for known CVEs.
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https://cloud.google.com/logging/docs/audit
https://cloud.google.com/container-optimized-os/docs/
https://cloud.google.com/binary-authorization/
https://cloud.google.com/container-registry/docs/get-image-vulnerabilities

Persistence - Redundant Access

Data Sources
e Cloud Audit Logs, Packet capture, Network protocol analysis, File monitoring, Authentication logs

Detection
e Use Event Threat Detection (ETD) to monitor connections to malicious IPs/Domains.

e Use Packet Mirroring to monitor suspicious network traffic.

Mitigation
e Implement third-party Network Intrusion detection and prevention (IPS/IDS) systems that use network
signatures to identify traffic for specific adversary malware.
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https://cloud.google.com/event-threat-detection/docs/how-to-use-etd
https://cloud.google.com/vpc/docs/packet-mirroring

Persistence - Valid Accounts

Data Sources
e Cloud Audit Logs, Authentication logs

Detection
e Use Event Threat Detection (ETD) to monitor Cloud IAM abuse.
e Use Cloud Anomaly Detection (CAD) to monitor service account credentials that are accidentally
leaked online or compromised.

Mitigation
e Use Org Policy to limit who can create service account keys.
Monitor Cloud Anomaly Detection for exposed keys.
Use VPC Service Controls to protect GCP APIs from arbitrary networks.
Use 2FA / U2F and require its use.
Use a tool that prevents password re-use at the company site.
Install password check up on corp browsers.
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https://cloud.google.com/event-threat-detection/docs/how-to-use-etd
https://cloud.google.com/blog/products/identity-security/3-steps-to-detect-and-remediate-security-anomalies-with-cloud-anomaly-detection
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts
https://cloud.google.com/security-command-center/docs/how-to-view-vulnerabilities-threats#anomaly_detection
https://cloud.google.com/vpc-service-controls/docs/how-to
https://cloud.google.com/security-key/
https://chrome.google.com/webstore/detail/password-alert/noondiphcddnnabmjcihcjfbhfklnnep?hl=en
https://chrome.google.com/webstore/detail/password-checkup-extensio/pncabnpcffmalkkjpajodfhijclecjno?hl=en
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Privilege Escalation - Valid Accounts

Data Sources
e Cloud Audit Logs, Authentication logs

Detection
e Use Event Threat Detection (ETD) to monitor Cloud IAM abuse.
e Use Cloud Anomaly Detection (CAD) to monitor service account credentials that are accidentally
leaked online or compromised.

Mitigation
e Use Org Policy to limit who can create service account keys.
Monitor Cloud Anomaly Detection for exposed keys.
Use VPC Service Controls to protect GCP APIs from arbitrary networks.
Use 2FA / 2S5V and require its use.
Use a tool that prevents password re-use at the company site.
Install password check up on corp browsers.
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https://cloud.google.com/event-threat-detection/docs/how-to-use-etd
https://cloud.google.com/blog/products/identity-security/3-steps-to-detect-and-remediate-security-anomalies-with-cloud-anomaly-detection
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts
https://cloud.google.com/security-command-center/docs/how-to-view-vulnerabilities-threats#anomaly_detection
https://cloud.google.com/vpc-service-controls/docs/how-to
https://cloud.google.com/security-key/
https://chrome.google.com/webstore/detail/password-alert/noondiphcddnnabmjcihcjfbhfklnnep?hl=en
https://chrome.google.com/webstore/detail/password-checkup-extensio/pncabnpcffmalkkjpajodfhijclecjno?hl=en
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Defense Evasion - Redundant Access

Data Sources
e Cloud Audit Logs, Packet capture, Network protocol analysis, File monitoring, Authentication logs

Detection
e Use Event Threat Detection (ETD) to monitor connections to malicious IPs/Domains

Mitigation
e Implement Network Intrusion detection and prevention systems that use network signatures to
identify traffic for specific adversary malware.
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https://cloud.google.com/event-threat-detection/docs/how-to-use-etd

Defense Evasion - Revert Cloud Instance

Data Sources
e Cloud Audit Logs

Detection
e Use Cloud Audit Logs to monitor resource API calls.

Mitigation
e Use Org Policy to limit who can use compute and storage resources
e Use |AM policies to enforce the principle of least-privilege by limiting dashboard visibility to only the

resources required.
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https://cloud.google.com/logging/docs/audit
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts
https://cloud.google.com/iam

Defense Evasion - Unused/Unsupported Cloud Regions

Data Sources
e Cloud Audit Logs

Detection
e Use Cloud Audit Logs to monitor system logs to review activities occurring across all cloud
environments and regions. Configure alerting to notify of activity in normally unused regions or if the
number of instances active in a region goes above a certain threshold.
e Use CSCC Asset Inventory to monitor all the resources at the organization level

Mitigation
e Use tools like Forseti and Chef Inspec to ensuring consistent standards are enforced in every
environment, at every stage of development.
e Use Org Policies to restrict resource location.
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https://cloud.google.com/logging/docs/audit
https://cloud.google.com/security-command-center/docs/how-to-assets-display
https://forsetisecurity.org/
https://www.chef.io/products/chef-inspec/
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints

Defense Evasion - Valid Accounts

Data Sources
e Cloud Audit Logs, Authentication logs

Detection
e Use Event Threat Detection (ETD) to monitor Cloud IAM abuse.
e Use Cloud Anomaly Detection (CAD) to monitor service account credentials that are accidentally
leaked online or compromised.

Mitigation
e Use Org Policy to limit who can create service account keys.
Monitor Cloud Anomaly Detection for exposed keys.
Use VPC Service Controls to protect GCP APIs from arbitrary networks.
Use 2FA / U2F and require its use.
Use a tool that prevents password re-use at the company site.
Install password check up on corp browsers.
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https://cloud.google.com/event-threat-detection/docs/how-to-use-etd
https://cloud.google.com/blog/products/identity-security/3-steps-to-detect-and-remediate-security-anomalies-with-cloud-anomaly-detection
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts
https://cloud.google.com/security-command-center/docs/how-to-view-vulnerabilities-threats#anomaly_detection
https://cloud.google.com/vpc-service-controls/docs/how-to
https://cloud.google.com/security-key/
https://chrome.google.com/webstore/detail/password-alert/noondiphcddnnabmjcihcjfbhfklnnep?hl=en
https://chrome.google.com/webstore/detail/password-checkup-extensio/pncabnpcffmalkkjpajodfhijclecjno?hl=en
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Credential Access - Account Manipulation

Data Sources
e Cloud Audit Logs, Authentication logs

Detection
e Use Event Threat Detection (ETD) to monitor Cloud IAM abuse.
e Use Cloud Anomaly Detection (CAD) to monitor service account credentials that are accidentally
leaked online or compromised.

Mitigation
e Use Org Policy to limit who can create service account keys.
Monitor Cloud Anomaly Detection for exposed keys.
Use VPC Service Controls to protect GCP APIs from arbitrary networks.
Use 2FA / U2F and require its use.
Use a tool that prevents password re-use at the company site.
Install password check up on corp browsers.
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https://cloud.google.com/event-threat-detection/docs/how-to-use-etd
https://cloud.google.com/blog/products/identity-security/3-steps-to-detect-and-remediate-security-anomalies-with-cloud-anomaly-detection
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts
https://cloud.google.com/security-command-center/docs/how-to-view-vulnerabilities-threats#anomaly_detection
https://cloud.google.com/vpc-service-controls/docs/how-to
https://cloud.google.com/security-key/
https://chrome.google.com/webstore/detail/password-alert/noondiphcddnnabmjcihcjfbhfklnnep?hl=en
https://chrome.google.com/webstore/detail/password-checkup-extensio/pncabnpcffmalkkjpajodfhijclecjno?hl=en

Credential Access - Cloud Instance Metadata API

Data Sources
e Cloud Audit Logs, Authentication logs, CLI commands, Powershell, syslogs

Detection
e Monitor access to the Instance Metadata API and look for anomalous queries.
e It may be possible to detect adversary use of credentials they have obtained. See Valid Accounts for
more information.

Mitigation
e A properly configured Web Application Firewall (WAF) may help prevent external adversaries from
exploiting Server-side Request Forgery (SSRF) attacks that allow access to the Cloud Instance

Metadata API.
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Credential Access - Credentials in Files

Data Sources
e (CSCC, DLP, Data access logs

Detection
e Use Cloud Security Command Center (CSCC) to monitor Data Loss Prevention (DLP) alerts.

Mitigation

e Use DLP APl to preemptively search for files containing passwords and take actions to reduce the
exposure risk when found.

e Conduct user training to ensure that developers and system administrators are aware of the risk
associated with having plaintext passwords in software configuration files that may be left on endpoint
systems or servers.

e Use GCP Secrets Manager to encrypt, store, manage, and audit infrastructure and application-level
secrets.

Google Confidential + Proprietary


https://cloud.google.com/security-command-center/
https://cloud.google.com/dlp/
https://cloud.google.com/dlp/
https://cloud.google.com/secret-manager/docs/
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Discover - Cloud Service Dashboard

Data Sources
e Cloud Audit Logs

Detection
e Use Cloud Audit Logs to monitor account activity logs to see actions performed and activity
associated with the cloud service management console.

Mitigation
e Use 2FA /U2F and require its use.
e Use |AM policies to enforce the principle of least-privilege by limiting dashboard visibility to only the

resources required
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https://cloud.google.com/logging/docs/audit
https://cloud.google.com/security-key/
https://cloud.google.com/iam

Discover - Cloud Service Discovery

Data Sources
e Cloud Audit Logs

Detection
e Use Cloud Audit Logs to monitor API call made to cloud services for anomalous behavior that may

indicate adversarial presence within the environment.

Mitigation
e Use |AM policies to enforce the principle of least-privilege by limiting dashboard visibility to only the
resources required.
e Use VPC Service Controls to protect GCP APIs from unauthorized access.

GOOQ'G Confidential + Proprietary


https://cloud.google.com/logging/docs/audit
https://cloud.google.com/iam
https://cloud.google.com/vpc-service-controls/docs/how-to

Discover - Network Service Scanning

Data Sources
e VPC flow logs, Netflow, Network protocol analysis, Packet capture, Process command-line
parameters, Process use of network

Detection
e Use network intrusion detection/prevention systems (partner solutions) to identify scanning activity.
Monitor for process use of the networks and inspect intra-network flows to detect port scans.

Mitigation
e |Implement CIS system hardening benchmark standards to ensure that unnecessary ports and
services are closed to prevent risk of discovery and potential exploitation.
e Use GCP VPC networks to implement proper network segmentation.
e Use network intrusion detection/prevention systems to detect and prevent remote service scans.
e Use VPC Service Controls to protect GCP APIs from arbitrary networks.
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https://cloud.google.com/security/partners/
https://www.cisecurity.org/cis-benchmarks/
https://cloud.google.com/vpc/
https://cloud.google.com/vpc-service-controls/docs/how-to

Discover - Network Share Discovery

Data Sources
e VPC flow logs, Netflow, Network protocol analysis, Packet capture, Process command-line

parameters, Process use of network

Detection
e Use Cloud Audit Logs and data access logs to monitor anomalous access.

Mitigation
e Use VPC Service Controls to protect GCP APIs from arbitrary networks.
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https://cloud.google.com/logging/docs/audit
https://cloud.google.com/logging/docs/audit/configure-data-access
https://cloud.google.com/vpc-service-controls/docs/how-to

Discover - Remote System Discovery

Data Sources
e Cloud Audit Logs, CLI commands, Powershell, syslogs

Detection
e Monitor processes and command-line arguments for actions that could be taken to gather system

and network information.
Mitigation

e This type of attack technique cannot be easily mitigated with preventive controls since it is based on
the abuse of system features.
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Discover - System Information Discovery

Data Sources
e Cloud Audit Logs, Process monitoring, Process command-line parameters

Detection
e Cloud Audit Logs can be used to identify access to certain APls and dashboards that may contain
system information. Depending on how the environment is used, that data alone may not be useful

due to benign use during normal operations.

Mitigation
e Use |AM policies to enforce the principle of least-privilege by limiting dashboard visibility to only the
resources required.
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https://cloud.google.com/logging/docs/audit
https://cloud.google.com/iam

Discover - System Network Connections Discovery

Data Sources
e Process command-line parameters (Windows and Linux)

Detection
e Monitor processes and command-line arguments (e.g. netstat, Isof) for actions that could be taken to

gather system and network information.
Mitigation
e This type of attack technique cannot be easily mitigated with preventive controls since it is based on
the abuse of system features.
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Collection - Data from Cloud Storage Object

Data Sources
e Cloud Audit Logs, CSCC SHA

Detection
e Use Security Health Analytics (SHA) to identify misconfigurations, such as publically accessible
storage buckets
e Use Cloud Audit Logs to monitor data access logs for unusual activity.
e Use DLP API to identify files with sensitive information in storage buckets

Mitigation
e Use continues compliance tools like Forseti to enforce security policy on storage buckets.
Use VPC service controls to further protect APIs with sensitive data.
Use |AM policies to limit user account to the least privileges required.
Use Bucket Policy Only to prevent individual ACLs.
Use org policy to disallow the creation of public buckets
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https://cloud.google.com/security-command-center/docs/how-to-manage-security-health-analytics
https://cloud.google.com/logging/docs/audit
https://cloud.google.com/dlp/
https://forsetisecurity.org/
https://cloud.google.com/vpc-service-controls/docs/how-to
https://cloud.google.com/iam/
https://cloud.google.com/storage/docs/bucket-policy-only?hl=en_US&_ga=2.239238467.-1719070158.1561516214
https://cloud.google.com/storage/docs/setting-org-policies#bucket-policy

Collection - Data from Information Repositories

Data Sources
e Cloud Audit Logs, OAuth audit logs, Application logs, Authentication logs, Data loss prevention,
Third-party application logs

Detection
e Monitor and alert on users that are retrieving and viewing a large number of documents and pages;
this behavior may be indicative of programmatic means being used to retrieve all data within the
repository.

Mitigation
e Consider periodic review of accounts and privileges for critical and sensitive repositories.
e Use DLP APl to preemptively search for files containing passwords and take actions to reduce the
exposure risk when found.
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https://cloud.google.com/dlp/

Collection - Data from Local System

Data Sources
e File monitoring, Process monitoring, Process command-line parameters.

Detection
e Monitor processes and command-line arguments for actions that could be taken to collect files from a

system.

Mitigation
e Use hardened OS like COS to limit number of services that can be exploited.
e Enforce Data classification policy to limit storing of sensitive data on local systems.
e Use OS login to manage SSH access to Linux instances.
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https://cloud.google.com/compute/docs/instances/managing-instance-access

Collection - Data Staged

Data Sources
e File monitoring, Process monitoring, Process command-line parameters

Detection
e Monitor processes and command-line arguments for actions that could be taken to collect and

combine files.
Mitigation

e This type of attack technique cannot be easily mitigated with preventive controls since it is based on
the abuse of system features.
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Exfiltration - Transfer Data to Cloud Account

Data Sources
e Cloud Audit Logs, Data Access logs, Authentication logs

Detection
e Use Cloud Audit Logs to monitor data access logs for unusual activity, monitor for anomalous file

transfer activity between accounts and to untrusted VPCs.
e Use DLP API to identify files with sensitive information like service accounts keys and application

passwords.

Mitigation
e Use DLP API to preemptively search for files containing passwords and take actions to reduce the
exposure risk when found.
e Use VPC service controls to further protect APIs with sensitive data.
e Use |AM policies to limit user account to the least privileges required.
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Google


https://cloud.google.com/logging/docs/audit
https://cloud.google.com/dlp/
https://cloud.google.com/vpc-service-controls/docs/how-to
https://cloud.google.com/iam/
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Impact - Resource Hijacking

Data Sources
e Cloud Audit Logs, Process use of network, Process monitoring, Network protocol analysis, Network

device logs

Detection
e Use Event Threat Detection (ETD) to monitor crypto hijacking.
e Use Cloud Anomaly Detection (CAD) to monitor abuse of cloud resources.

Mitigation
e Use Cloud Functions to auto-remediate affected resources.
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https://cloud.google.com/event-threat-detection/docs/how-to-use-etd
https://cloud.google.com/blog/products/identity-security/3-steps-to-detect-and-remediate-security-anomalies-with-cloud-anomaly-detection
https://cloud.google.com/functions/?utm_source=google&utm_medium=cpc&utm_campaign=na-US-all-en-dr-skws-all-all-trial-e-dr-1008076&utm_content=text-ad-none-any-DEV_c-CRE_311551739239-ADGP_Hybrid+%7C+AW+SEM+%7C+SKWS+%7C+US+%7C+en+%7C+EXA+~+Compute+~+Cloud+Functions+~+cloud+functions-KWID_43700037004320779-kwd-66359843554&utm_term=KW_cloud%20functions-ST_cloud+functions&gclid=Cj0KCQiApaXxBRDNARIsAGFdaB-WcY0ubEE5ipXaXL44sBUiEG2btG18iJRDorgnPYCvD9YbxhgPbmwaAisMEALw_wcB

