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Promoting Situational
Awareness in Code Review

Platforms
Shane Michael W.
Mclntosh Godfrey
ﬁa’nftw&t%zu; \x;' A‘_’,IE ESI'QTI:' 6":0
Ny @SoftwareREBELS @ rebels.cs.uwaterloo.ca
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The benefits of code review are both
technical and non-technical

Expectations, Outcomes, and Convergent Contemporary Software Understanding Broadcast-Based Peer

Challenges of Modern Code Review Peer Review Practices Review on Open Source Software Projects
[Bacchelli and Bird, ICSE 2013] [Rigby and Bird, FSE 2013] [Rigby and Storey, ICSE 2011]
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The benefits of code review are both
technical and non-technical

.o Peer
’ﬁi Early Detection L\R Mentorship
of Defects 48 Communicate

o Changes

Discuss Alternative
Approaches

Convergent Contemporary Software Understanding Broadcast-Based Peer

Expectations, Outcomes, and
Peer Review Practices

[Rigby and Bird, FSE 2013]

Review on Open Source Software Projects
[Rigby and Storey, ICSE 2011]

Challenges of Modern Code Review
[Bacchelli and Bird, ICSE 2013]
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The benefits of code review are both
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Expectations, Outcomes, and Convergent Contemporary Software Understanding Broadcast-Based Peer

Challenges of Modern Code Review Peer Review Practices Review on Open Source Software Projects
[Bacchelli and Bird, ICSE 2013] [Rigby and Bird, FSE 2013] [Rigby and Storey, ICSE 2011]
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...And code review is still largely based
on sleuth work using textual ditferences

m_fetch = emscripten_fetch(&attr, request.url().toString().toUtf8());
q_wasmReplyFetchList.insert(m_fetch->id, (quintptr)this);

Reviewer May 28 -

| take it emscripten_fetch(&attr, ...)'s return has the same userData, i.e. this, as attr, and mirrors this in its
__attributes (i.e. m_fetch.__attributes is attr, give or take copying, and m_fetch.userData == attr.userData).

So abort()'s clearing of m_fetch.__attributes.userData makes it possible for us to see that m_fetch has been
aborted.

However, I'm unclear on how that clears m_fetch.userData - is this property actually mediated by an operator.()
that consults __attributes ? - where the code below that's checking userData is still as expected is checking
fetch.userData, not fetch.__attributes.userData.

473 volid QNetworkReplyWasmImplPrivate: :stateChange(emscripten_fetch_t *Tetch)
474

475 if (fetch) {
476 if (g_wasmReplyFetchList[fetch->id] !'= (quintptr)fetch->userData)

Reviewer

prefer quintptr(...) over (quintptr)...

return;
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Text-based ditterences are pragmatic,
but they are missing the broader context

Does my change impact the
right deliverables?
P
Does this change conflict with
any concurrent changes?
How risky is this change?>

Which users might be impacted by
this change?

Reviewer
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Tapping into historical context can
improve code review in many ‘ways
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Tapping into historical context can
improve code review in many ‘ways

T

—
Context-aware Risk-based
feedback review queue
recommendations prioritization
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of code review # code quality ﬁ;
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sslConnection.c —’ A Gerrit

sslConnection.cC
sslClientServerHandshake(...)

1= 0)
goto fail;

goto fail; /* MISTAKE! */
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sslConnection.cC
sslClientServerHandshake(..

1= 0)
goto fail;
goto fail; /* MISTAKE! */
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sslConnection.cC
sslClientServerHandshake(..

1= 0)
goto fail;

goto fail; /* MISTAKE! */
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Why does “rubber stamping” happen? ﬁ»

Team Lead

SINCE LINES OF CODE (LOC) ==RISK ...
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Why does “rubber stamping” happen? “%\,

Team Lead

Priority Queue

Largest Patch

17
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JIT models are trained to ff)

predict Fx-inducing chcmges

Patch Patch Patch Patch Patch
True False True  False False
Churn 12 3 21 5 /
Past bugs | 5 2 4 5
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JIT models are trained to ff)

predict Fx-inducing chcmges

AR

Patch Patch Patch Patch Patch

- : - . ° i s
. A '

Churn

Past bugs
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Fix-inducing chan?es can be ff)

predicted in an online fashion

+ + + e

4 ‘ M\

Patch Patch Patch

D ‘
Churn 2 11 4
Past bugs ¢ 9 5
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patch | Palch | Paioh

NE?  False? ‘
Churn 2 11 4
Past bugs ¢ 9 5
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Fix-inducing chan?es can be
predlcted in an online fashlon

Patch Patch Patch

NE?  False? True? False?
Churn 2 11 4
Past bugs ¢ 9 5

Ny @SoftwareREBELS 19 1 rebels.cs.uwaterloo.co



Prioritize this review!




Can’t see the forest for the trees
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Deliverable

£

Historical

@

Operational Concurrent
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Software systems are made
up of source components
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Software systems are made
up of source components
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vild systems describe-how sources
are translated into deliverables
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Build systems describe how sources
are translated into deliverables i 3
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In real software systems, dependency
graphs are extremely rich and complex

° o

Deliverables

‘ Branch operations

Sources

Z2a\
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Current review interfaces miss
this important perspective




Integrating the deliverable perspective into
code review

Step 1: Identify changed files

BLIMP Tracer:
Integrating Build
Impact Analysis with

All files in a sample system: Code Review

Wen et al.

[ICSME 2018]

Ny @SoftwareREBELS 25 1 rebels.cs.uwaterloo.co




Integrating the deliverable perspective into
code review

Step 2: Extract dependency graph

BLIMP Tracer:
Integrating Build
Impact Analysis with
Code Review

Wen et al.
[ICSME 2018]
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Integrating the deliverable perspective into
code review

deliverable a deliverable b

Step 2: Extract dependency graph

BLIMP Tracer:
Integrating Build
Impact Analysis with
Code Review

Wen et al.
[ICSME 2018]
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Integrating the deliverable perspective into

code review
Step 3: Graph traversal and filtering

deliverable a deliverable b

BLIMP Tracer:
Integrating Build
Impact Analysis with
Code Review

Wen et al.
[ICSME 2018]
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Integrating the deliverable perspective into

code review
Step 3: Graph traversal and filtering

BLIMP Tracer:
deliverable_a deliverable_b Integrating Build
Impact Analysis with

Code Review
Wen et al.
991 .0 992.0 993.0 [ICSME 2018]
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Integrating the deliverable perspective into

code review
Step 3: Graph traversal and filtering

=

deliverable b
27

BLIMP Tracer:
Integrating Build
Impact Analysis with
Code Review

Wen et al.
[ICSME 2018]
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Integrating the deliverable perspective into

code review
Step 3: Graph traversal and filtering

.-
deliverable b
27

BLIMP Tracer:
Integrating Build
Impact Analysis with
Code Review

Wen et al.
[ICSME 2018]
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Integrating the deliverable perspective into

code review
Step 3: Graph traversal and filtering

B
27

BLIMP Tracer:
Integrating Build
Impact Analysis with
Code Review

Wen et al.
[ICSME 2018]
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Integrating the deliverable perspective into

code review
Step 3: Graph traversal and filtering

=

27

BLIMP Tracer:
Integrating Build
Impact Analysis with
Code Review

Wen et al.
[ICSME 2018]
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More recently, we started to develop the *
°

approach

| AN
CMake @ , N . \
- Parse and Build Construct .
Build
Description _)kAbstract Syntax Tree;)[Dependency Graph]_'&lzlatten Vanables)
Files I
Compllation Paths Impacted
"""""""" T Deliverables
Exposure Analyzer .
VerSion Patch Flle I I Under Dlﬂ:erent
Ch Set/ N — Traverse Create e Configuration
(S'Jor:(trol ange e ames . | Compilation Paths PathObjects | & Settings
ystem) =00 a m m e m e e e mEmm e = - - = = -
Query Phase
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We are conducting controlled trials to evaluate "’.

whether DiPiDi actually helps M-
aa)
DiPiDi 92
— —
Select change (KN
sets \ Assess
—> Call graph rim _,  potential RQ1: Which
Open-source tool lﬁl / impact approacih IS
] SIS mos
repo using ™ effective?
CMake 'ﬂ
‘gi Compare the
Results RQ2: Which

approach is
Define the 2
Ground Truth
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Participants will perform three types of tasks
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Participants will perform three types of tasks "‘

o A Linux, ans Which A GRPC, «nn Which
W p— ( ,) deliverable? ( /) deliverable?
V7 Jp—
macQOSs, ... Which REST, ... Which
Task A foo.c deliverable? bar.c deliverable?
2\
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Participants will perform three types of tasks "‘

o A Linux, . Which A GRPC, . Which
z p— deliverable? ( / ) deliverable?
V e— macOs, ... Which REST, ... Which
Task A deliverable? bar.c deliverable?

= [
v—
Vv Rank patches d. ImpaCted deliverables
b. Impacted variants (operating system, ...)
Task B
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Participants will perform three types of tasks -‘i

h Linux, - Which A GRPC, - Which

deliverable? ( /) deliverable?
macOSs, ... Which REST, ... Which
deliverable? bar.c deliverable?

Rank patches a. Impacted deliverables

b. Impacted variants (operating system, ...)

N Which patch | gy mmmm— |

affects these? | librest isula |

Bl o o '
Task C . Which patches oot acOS?
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We need your help!

Participant sign-up:
hitps://torms.gle/spmQEy5qxZShZyZ47



Can’t see the forest for the trees

Exploit
historical

data for risk
assessment

Historical Deliverable
Operational Concurrent
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Can’t see the forest for the trees
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historical graphs for
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The build dependency graph misses the :¢

perspective of application usage tendencies

» AN
av,.“j.‘.
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The build dependency graph misses the _¢
perspective of application usage tendencies —

What if most usage
profiles only execute a
small set of deliverables?

Ny @SoftwareREBELS ck 1 rebels.cs.uwaterloo.co



Can’t see the forest for the trees

Exploit Mine dep.
historical graphs for
data for risk impact
assessment assessment
Historical Deliverable
Operational Concurrent
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Can’t see the forest for the trees

Exploit Mine dep.
historical graphs for
data for risk impact
assessment assessment
Historical Deliverable
Leverage
execution
logs to add
usage
context
Operational Concurrent
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Can’t see the forest for the trees

Exploit Mine dep.
historical graphs for
data for risk impact
assessment assessment
Historical Deliverable
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Code reviews are interdependent! ﬁ

—» Linkage direction Patch Integration

(C1) Patch Dependency

(1) Patch Ordering

’
2) Root Cause
3) Shallow Fix
4) Follow-up

The Review Linkage
Graph for Code

Review Analytics
Hirao et al.

[FSE 2019]

(5) Merge Related
Reviews
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Code reviews are interdependent! ﬁ

— Linkage direction Patch Integration
(1) Related Feedback

(2) Demonstration
(3) Additional Evidence

Patch Ordering
Root Cause
Shallow Fix

Follow-up The Review Linkage
Graph for Code

Review Analytics

(5) Merge Related Hirao et al.
Reviews : [FSE 2019]
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Code reviews are interdependent! ﬁ

— Linkage direction Patch Integration
(1) Related Feedback

(2) Demonstration
(3) Additional Evidence

Patch Ordering
Root Cause
Shallow Fix

Follow-up The Review Linkage
Graph for Code

(1) Superseding Review Analytics
(5) Merge Related (2) Duplication _ Hirao et al.

Reviews ‘ [FSE 2019]
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Code reviews are interdependent! ﬁ

—» Linkage direction

Patch Integration

(C2) Broader Context

(C1) Patch Dependency

Patch Ordering
Root Cause

Shallow Fix
Follow-up

(5) Merge Related
Reviews

(6) Multi-Part

(1) Related Feedback
(2) Demonstration
(3) Additional Evidence

(1) or (3) @ .
B

(C3) Alternative Solution

(1) Superseding
(2) Duplication

o) [

The Review Linkage
Graph for Code
Review Analytics
Hirao et al.

>
- [FSE 2019]

(C5) Feedback Related

N @SoftwareREBELS
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Code review analytics tools
must thrive in this messy context!




Can’t see the forest for the trees

Exploit Mine dep.
historical graphs for
data for risk impact
assessment assessment
Historical Deliverable
Leverage
execution
logs to add
usage
context
Operational Concurrent
Ny @SoftwareREBELS @ rebels.cs.uwaterloo.ca




Can’t see the forest for the trees

Exploit Mine dep.
historical graphs for

data for risk impact
assessment assessment

Historical Deliverable
Leverage Incorporate
execution associated
logs to add reviews in
usage the review
context interface
Operational Concurrent
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Text-based ditferences are pragmatic,
but they are missing the broader context

Does my change impact the
right deliverables?

—

7 A\ ® Does this change conflict with
T AN 'S any concurrent changes?
+ Author
Patch

How risky is this change? >

o
Revi Which users might be impacted by
eviewer this change?
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Can’t see the forest for the trees

Exploit Mine dep.
historical graphs for

data for risk impact
assessment assessment

Historical Deliverable
Leverage Incorporate
b execution associated
— logs to add reviews in
PY usage the review

interface

context
Operational Concurrent




Text-based differences are pragmatic, /
but they are missing the broader context Can’t see the forest for the trees
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Text-based differences are pragmatic, Can’t see the forest for the trees
but they are missing the broader context
ﬁ Exploit # Mine dep.
Does my change impact the historical gl'OphS FOI'
right deliveraD data for risk ‘ # impact
assessment assessment
Does this change conflict with

P pr— Historical Deliverable

Leverage Incorporate

How risky is this cth execution QSS?CIOfe.d
logs to add = reviews in

| the review

D usage .
Which users .might be impacted by 4 context | interface
this change? . -
Operational Concurrent

- oy
. + = A
diff |-
Patch

Reviewer

Shane

Mclntosh Participant sign-up:

https://torms.gle/
spmQEy5qxZShZyZ47
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