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wialidudnsshmadudunsdarnainsutdusimediaiiusss
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wieigiamia wisesinaumey wioenvuiidedals wasdeaduddynylaonse wiewfuuy ;
wangudnumiidedusewranuaingdygyr viedundyg wisludedaludaing athales 1 ;
ey WANEaarlising 5,000,000~ v luszaznatliiy 3 Yk Tudaeintud ;
aufiuuudnade w‘%‘aﬁ’uﬁ’mmni’uéuqmﬁ’zgtyn udsiudugesdoiauesiiunein laoi
anan. ﬂaaﬂuﬁw‘éﬁwmwam%Lﬁiﬁﬁqmﬂwé’ngﬂuﬁmua

1.6 gdyasiunaziraturlutyisuiais Funinisiusieiuusazasa %}qﬁ;‘;aﬁﬂlﬁtﬁumwﬁu
um gdyyreniuheduduanla

1.7 fuszadasauemasendunadefufiuenasiauein wazezloudvdliguszasdasiaue
sAeduaueunulale

1.8 yaravielifyaeafisndiugdyadediiagluguziudlivansiadneivioineg uieuans
Uggdneiusedgligniesnsudnluassddny

19 qﬂﬂau?aﬁﬁqﬂﬂaﬁamﬁ'}Lﬂuﬁﬁ’mumﬂﬁ’uwﬁ’wmuﬂm%'g Falamiunissndedadnadaessuy
Bidnnseiind (E-Government Procurement: e-GP) dasavziauluszuudidnvselindves
nsulyinansiivlesgudtonadndeindunialg
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3.2 antuteavennanata Wgusenisgunsal lusunsuuazouq Angitesiall
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3.2.6 Fuszasdaziauesimazuuuyseiiuasdnnuyrainsiwinaulsed) wisuuuuienans ::
Certificate Tugenvemdninsigunsalssuuiniotie AgUszafviausTaninauely

Tasanstl Snnuliitosndn 1 Ay wisuawuifu

3.27 fUszasdaziauasaidesliiunisatvayunamaiinanuingudn  gunsailaies
raufiumeiwiite,  guninisruuinIetrsuavgunsaldmivlesfuieanmunig
Bidnseling Usedszinelne Tasuanuenasiusosnsativayuiissyfelasantsi 31
gunsalflauedugunsallnifigailsinnsiadaldony o Wlauadew warbiduniod
gmbunuFuugsanmilvi (Reconditioned %38 Rebuilt) uavdiegluamunisuin

e

4. YOMVUAAMANEMYYANN
a 4 de o o sy o
4.1 wanuaiurdsdoyagiiarsaumd gasuiinianaie

d o [ ) = ."’ Ay o 0
4.1.1 AIIRBUNADIUNYNY Data Nodes WUURRRIUU Rack UIATEIU 19 W2 U 20

o = -1
LATY ﬂﬁ‘mﬂuUﬂﬂQu

4.1.1.1 Imhedszudananaty (Processor) %1 Intel Xeon E5 Quad Core WSafnin
Fuiuinuiidyaiuunidng (Clock Speed) litaundn 2.4 GHz wieAnin
U 1 mize wazanansasesumsveneslaasania 2 wihe

4.1.1.2 wiheuszulenanaiall Cache vunalitiesnin 10 MB u3afinin

K
E
¥
£
i
¥
b
i
i

4.1.1.3 fwiernd) (Memory) %9 1066 MHz DDR3 wiafnda fidlewnaliiosnia

32 GB wavawsovenannladnlitoenin 192 GB wasatu1Insaasun1svinau

VP

ECC, ChipKill %30 Advanced ECC, Memory Rank Sparing Wa¥ Memory
Mirroring Taiduetaios

4114 fwmheeuaulunsdanms RAD sliafisasiunsvin RAID 0, 1, 5, 10, 50 1édu
stitafoewsau cache liivdogndn 512 MB

4.1.1.5 fmbefiudayadises (Hard Disk) WUy Hot-swap NL-SAS #3e SATA u3efinii
fifliune 357 fadvunanraglidesndt 478 fmundlumsvinenilidosni
7,200 rppm 91U 4 Wi

4116 Tdmdousefussuuaiets wuu Gigabit Ethernet $nnuliifosndt 4 Ports

0.1.1.7 #i Port dmfuideusiefugunsainiouen il
4.1.1.7.1 Serial Port 3nutiitiosndn 1 o

4.1.1.7.2 USB Port snustn 31uauliitdosnii 2 ports

4.1.1.7.3 USB Port sruwda d31uiuliitsenin 2 ports

4.1.18 fwhedenszualwitnielueies (Power Supply unit) $1uau 2 mihe
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41.2

4.1.19 fszvumsideutnnuiululalunisdrsadenisresgunsaidranthd iy
Processor, Memory, Hard Disk, Power Supplies wag Fan leduetinslae

4.1.1.10 {ne3m» Management ﬁmmmq}amuzmsﬁw’}waqLﬂ%‘ﬁd‘lﬁ HuDalnipdoald
wazaunselidu Remote console 1

o W

4.1.1.11 Huseuiuee fwivieilédunsesnuuudmiviadstuggunsaideasuinsgu
(19" Rack) Tnstamnzuazvinalaitiu 1U wiougunsal Rack Tun1sinds

4.1.1.12 faUNIRsgIN FCCUL, EN CE uay IEC Wustnalivewiouuanianasiuse

gunsal Network switch dmiuiloudeiaiasnaufiamesiusitie Data Nodes $1uau

4 g fiauesniRsil

4.1.2.1 qﬂni:ﬁa'lminﬁ'mulﬁ-ffa'[uwﬁ'u Layer 2 uaw Layer 3 Uaz Layer 4 \Justhwiey

4.1.2.2 fanUnenssuuuu Stackable 50 Virtual Chassis lngsessulalivesnin g qm
uaziJunoindmsuvia Stacking ¥3e Virtual Chassis Tasiawne viSefiaantnenssy
WUU Modular Chassis Aiddmuau Slot laitfeendn 7 Slots esssiunsvens

8123 iwedn USB Swalifenndt 1 wedn iWesesiunisvin Recovery w3o Upgrade

4.1.2.4 fwuia Switch Fabric #38 Switching Capacity %38 Fabric Capacity laitieenin
100 Gbps uasse45u Forwarding Rate agnlalihiesndn 150 Mpps

4.1.2.5 dwesm Gigabit Ethernet wuu 10/100/1000 Base-T 31wauliitoenin 48 wasm

4.1.26 fwedn 10 Gigabit Ethernet wuu SFP+ v3a XFP dnwulivesnin 4 wesn vie
AN uavauelugauuy 10 Gigabit-SR wiewany Fiber Patch Cord amiliitipendn
10 wms Srwanlsivesndi 1 gn

4.1.2.7 i Module #M#lun13vin Stacking W38 Virtual Chassis Inetaniz uazauise
YUY Stacking w3 Virtual Chassis laldideundt 8 wasie Stack 3o
Virtual Chassis wiBueuatiu Direct Attached Cable ¥1uau 1 4w

4128 sasdussuuinalndnses (Redundant Power Supply) laluauinn

4.129 aduayuduiu MAC Address Iigegaliitionndn 48,000 Address uawseadu
I IPva Routes laliitasnda 64,000

4.1.2.10 @109 IP routing protocol @1113U IPva & 1Pvé laun Policy Based Routing
(PBR), VRRP, Static, RIPv1, RIP2, RIPng, IS-IS, OSPFv2, OSPFV3 uag BGP 1ot

4.1.2.11 a0t IP Multicast protocol Tsiwn IGMPv3, MLD, PIM-SM, PIM-DM, PIM-
ssm Teiluagnaiey

4.1.2.12 @315a%1 Server Load Balance @u13a¥in Server Health Check #78 HTTP,

TCP port, UDP port, PING I¢ifluathaies mingunsaifiauslaiawisavilése
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dgunsalies Tiiauegunsal Server  Load  Balance flowatniguondiil
Throughput litaandn 2Gbps. nudpuauenssauuy 10 Gigabit Ethernet
wiefininedwtionsuar 2 wedn dwiunsideusevadiugunsal Core Switch
uwaz Unsaiin Server Load Balance

4.1.2.13 il Hardware-accelerated DPI laganunsafiavun Policy % Application ﬂgu‘l
1AW Drop, Rate Limiting %38 Maximum Bandwidth, QoS Ifuegnanies
vialausgunstianutsavia DPI lavinuvaunulaefeadusnesnuuy 10Gigabit
Ethernet vi3aRninatnaessuas 2 wosn dwiunisideudeiugunsal Server
Switch

4.1.2.14 @111300MUAAT Quality of Service (QoS) AUUIMIFIU IEEE 802.1p, ToS,
DSCP uagdl Queue litiondt 8 Queue Aowasn

4.1.2.15 awnsanvuafn Access Controt List (ACL) Tusedu Layer 2-4, IPv6 uas
a1u150%1 Netflow w3e sFlow 161

4.1.2.16 aunsavhifaidu DHCP Relay @ w3y IPva & IPv6, Uni-Directional Link
Detection (UDLD), DHCP snooping, IP source guard %38 IP source filtering,
STP root guard, BPDU guard ¥3a BPDU shutdown port Way Port security I

4.1.2.17 anfuayussuy Network Management s uu195§1u SNMPV3, RMON 4 group,
Secure Shell v2 (SSHv2) kay il Web Based Management %38 GUI Software

4.1.3 Rack 19” tum 42U 73U 1 ¥a
4.1.3.1 fwuwaruniwbitesndn 60 w.u. uazArmanlivouni 100 4.
4132 vulspduunsgiessusomeisumiuasiumngs

4.1.3.3 fudndelw 2 419 Prarliitiesndy 24 9

ar ar N ar = o o
4.2 Wimszuudnsnaaiiay (Virtualize) dwiumsussanaradoyagiiansaumAtwanisuinig
o= & | v oo . . o Y o Y]
paaRwmaTuguNa IHUIMSULUY Virtualization iWelanunsasasdunisldaumiuany
#aanmsldetnasngy dszuuudnsiantsldasann aransavetedszansnmnisvinauldlag
o o = & v o -1
nsuTwweTa i lvluszuuld dauauiRael

421 Aesnsuiuaeiuttin dwiunisussudanauasdafiudaya wuuRndsuy Rack
g 19 §2 $1uau 3 1edas Tnsudeziadas andnvusanizetiaosiil
4211 Durdesreniomesitivag (Server) wuu Racck  vuIaniauImsgy 19
Anaugelaiiiu 2u
4.21.2 fwmieyssirananalsuuy Intel Xeon 8-Core mmilivosndt 23 GHz
N 2 wihe
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422

4.2.1.3 whglszanananand Cache vwnliosnit 20 MB wiefni

4.2.14 mgeudt (Memory) ¥iin 1600 MHz DDR3 w3afinia fifewslitosnda
128 GB wavaursnvenaiulédnlidosni 192 GB  uavawsasesdums
191 ECC, Chipkill %38 Advanced ECC, Memory Rank Sparing dag
Memory Mirroring totiluatation

4215 fwhemuaulunisians RAID wiafiseadunisvin RAID 0, 1, 5 Iuseties

4.2.1.6 fvoifiuteyad1ses (Hard Disk) WUU Hot-swap NL-SAS %38 SATA w3efini

filun 3.5” ailwurneuglitiesndt 378 fenudilunisvialitiosnds
7,200 rpm 9774 8 e

4217 fdudeudefussunaiatiouwuu Gigabit Ethernet $tumilitiasnit 4 Ports

4218 fdnudousefuszuuiniotis 10 Gbps  WUY SFP+ wieufafanaiauuy
10GBase-LR %38 10GBase-SR $1umlsitfosndt 2 wasw uaviauslupauuy 10
Gigabit-SR dwiuideusessuniaiotheveadiinau 1 wieuany Fiber Patch
Cord emlsitipana 10 wms Suhidesndt 2 gm

4.2.19 i Port dwsuidensiefugunsainieuen #eil
4.219.1 Serial Port $runulaifeendt 1 veq
4.2.1.9.2 USB Port auwmin dnnulidesnii 2 ports
4.2.1.9.3 USB Port smunde s1nulivesndn 2 ports

4.2.1.10 fimhedenszualiinisluades (Power Supply unit) $1uau 2 wie

4.2.1.11 fissvunsidieudsrundululalunsdrgademeve sgunsalarmidmsy
Processor, Memory, Hard Disk, Power Supplies 4ay Fan Ioiduetnation

4.2.1.12 fmesn Management flanuisagamunisahhauveasieds dudalandaals
wazarsaldifiu Remote console 16

4.2.1.13 fiowuNnsge FCCUL, EN CE waz IEC (Juatation

0.2.1.14 AndsszuuUfRn1s Windows Server Data Center 2012 R2 64 bit Wiefini i
BvAvidgndiasmungve

\wdasnsuaABiuLithe dmSunMIuinIsiansTIuL wuAnReuy Rack UIRTFIU
19 i1 $1uau 2 1ndae Tasudaziedas Saudnwamianivetteiondail

4221 Wuedesmeuiameiusieng (Server) Wuu Rack muaniianasgi 19 i A
galaiin 2U

4222 IMiiUszinananalaluy intel Xeon 8-Core maausalitiewnin 2.3 GHz
U 2 MU

4.2.23 wheuszananananil Cache vualivioania 20 MB wiseAnin

) - o
I @ &
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4224 Twigaudt (Memory) ¥iin 1600 MHz DDR3 w3afinin iflewalivdesnia
32 GB wazanusnvenainladnlienndn 192 GB uasamnsnsesiunisviey
ECC, ChipKill %38 Advanced ECC, Memory Rank Sparing Waz Memory
Mirroring Telduadnhatae

4225 vhoemueulumsians RAID vilafisesunisin RAID 0, 1, 5 Tiusgelios

4.2.2.6 fwieifiudeyad3ea (Hard Disk) wuy Hot-swap SAS, NL-SAS %38 SATA w3e
And1 Aflawe 3.5” Badivwarnuglitiosndn 30068 fanudilunsviuly
"aandi 15,000 rpm  §7WU 2 Mg

4.227 Tduideusefusruuaioteuuu Gigabit Ethernet Sruruliitfosndt 4 Ports

4228 il Port dwiuidenserugunsainiouen fsil
4.2.2.8.1 Serial Port $1unlsitieandn 1 94
4.22.82 USB Port anuwt d1wulaitesnin 2 ports
4.2.2.83 USB Port atumds swauliiesndi 2 ports

4.2.29 fmhewenszudliiinigluaiss (Power Supply unit) $1u3u 2 wibe

4.2.2.10 szvumsieutrnudulvlalunistrisndenisvesgunsalasamihdmsu
Processor, Memory, Hard Disk, Power Supplies uag Fan lalluetistiag

4.2.2.11 fiwe$m Management #lanansaganuznisiauteaniadls dullalamedodld
wazausaltidu Remote console 11

4.2.2.12 foeinmesgii FCCUL, EN CE was IFC \uataos

gunsni Network switch dW3UsEUU Virtualize $1u7u 1 4a Samauiadedl

4.2.3.1 gunsaifivuiaves Switching Fabric W38 Switching Capacity salsitiosndi 1.2
Tbps uazsm%’umseiarhuﬁaga Forwarding Rate %38 Throughput lalutes
A1 960 Mpps

4.23.2 gunsaiflvuinves RAM wie SDRAM litesntt 2 GB uaziivwavas Flash el
"Woand 2 GB uazilwodn USB dmiuns recovery ldiflustaias

4233 awusavitgunsal 2 yaadiowdugunsalyaifien (Virtual Chassis) wiaLeuivin

4234 gunaiisruuinglndiseauuy Redundancy Power Supply fviamuuy Hot
Swappable

4.23.5 gunsaliiwedn 10 Gigabit Ethernet uuu SFP+ dnwnulitosndt 48 wase
wisnkualugauuy 10 Gigabit-SR Srunllitesnin 1 4a laeynwesaanunse
NHIULUU Wire-speed

4.2.3.6 dunsaliiwasn 40 Gigabit Cthernet Suaulidoenin 4 wosn widuany Direct
Attach Cable 40 Gigabit $1uauliiveenmii 4 W lagynwesaanursayiauuuy
Wire-speed

4.2.3.7 @1ns0vi1 Shortest Path Bridging - IFEE802.1ag Wie TRILL

4.23.8 5833UN19vi1 Data Center Bridging Standard lauA Edge Virtual Bridging (EVB)
uazIEEEB02.1Qbg w3 802.1Qaz Tuswan Tadlidiuausgunsalifui

A -
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4.23.9 ®w1505893UTIU MAC Addresses Iailitiaanin 128,000 Addresses

4.2.3.10 @150¥1 VLAN anuunasgIu (EEE802.1p uay IEEE802.1q wasvin VLAN 1@ty
vWewndn 4,000 VLAN

4.23.11 @2150%1 Spanning  tree  9MUUMS§IU IEEEB02.1D,  IEEEBO2.1w WA
[EEE802.15

4.2.3.12 @an3avin Port Aggregation snuumIgTU IEEES02.3ad Rlaitieandn 32 eroups

4.2.3.13 2NI0VUMULIATIEIN IPVE WAz IPV6

4.2.3.14 1301 routed protocol SR IPvd, IPV6 was IP Multicast dwisu IPV4,
Pv6 Ihduagnatios winlianusavinlilihiauegunsalifuiusiorn Adoure
fiugunsed Switch fearanTlilisandt 10 Gigabit Ethernet

4.23.15 annsavin Server Load Balancer uazanusansiadrmsviiaugennses
Server (Probe Check) aa8 TCP/UCP port, HTTP, FTP, PING, IMAP, POP ¢
Wuedhalios winldannsaiildldinauegunsaifuifudeys fidoudefiy
gunsal Switch meanuslidesnii 10 Gigabit Ethemet

4.2.3.16 @150 IP Multicast routing protocol leiun PIM SM, PIM DM uaz DVMRP
IiJuednatiosmnliannseviidliheuegqunsalifaduieyn Aideusefiu
gunsal Switch fenwislidssndt 10 Gieabit Ethernet

4.23.17 @150%1 IP routing protocol lewA Static Route, RIP wawyin Routing
Protocol RIP2, OSPF V2 uax BGP4 Idlluseatios waryin IPv6 routing WUy
RIPng, OSPF V3, BGPv4 Way Neighbor Discovery Protocol (NDP)

4.2.3.18 @11S0MVUARATNNITINUTNIIAILAUMIEIY IEEEBO2.1p  uaw DiffServ
(DSCP) waranusnienfiaermun traffic policing lﬁﬁy'a'ﬁ'm‘.l,aw,imazmaan

4.2.3.19 anusndateyaadnislydauniavie wuu Net Flow w3e sflow

4.2.3.20 @1u15a¥i1 Virtual Routing and Forwarding (VRF) 16

4.2.3.21 fiszuuitanunsavinenuludnunsves Application  Control  w3a Application
Signature  Tawaunan vua Policy W Application ﬂﬂu‘]‘lﬁufi Drop, Rate
Limiting ¥38 Maximum Bandwidth, QoS léiJuegiios w?atauaqﬂﬂscﬁﬁ
awn3nin Application Control léilas@paauanasauuy 10Gisabit Ethernet
viefinedwtisdiuay 2 wein dmsunaideurersiugunsal Switch

4.2.3.22 fiwesn Console iiosa Terminal fvuaAINIIiITBIgUnTA] Wazd M3y
a719dRUITUULA

4.2.3.23 g11n30¥13¥UU Network  Management  #1uu1a5§7U4 SNMP, RMON  uay
Secure Shell {S5H) uaz 3 Web Based Management 1@

4.2.3.24 gunsaisipdlasunsiusonnasgu snmiienu FCC, UL, CE uaz EN Wusthaiay

e £ S o N R S

IR

ar = ) =4 . . =
4.24 savhiwridaniaiaIaspeuiiaaeiialiou (Virtualization Software) §1usu 1 4
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4.2.4.1 Jugewia? Hypervisor WU Open License 3933un1sidanlé 6 CPU aunsn
AvuARMENUANIIY Hardware  Tusazaoufwasialiouls Wy Avun
31U CPU, Memory, Disk 1umu

4242 Haruawrselunisiuiununieyssuiasanas wazmheaud Iy 1
reufumesiatiould lnglidudusiosdnlnierdowrenfiunesiaiiovl

4.2.4.3 awnIndnassmneaudiluiureuinesialiould LﬁUMﬁ?EJﬂ')’]ﬂJﬁ’]ﬁﬁﬂﬁJ;ﬂnid
vuipdpaithe

4.2.44 995un1sldausaniu Local Storage w3e External Storage liinazidu FC,
NAS uaz iSCSI 1ai

4245 awsevimsthereufawefiadieusniaiounithenidluddnaiowtnenil
Tneflsifinansenudenisiey uazlﬁé’mﬁmm'sv'm'm‘nm‘(ﬂsuniuﬁﬁ'm'luatui
vuASewmenunesiaiou

4246 aursainsiefifureuiumedialiounin Storage wildlugadn Storage wils
Towilifinansznusenisvinnu uaglidodlanisirusdusunsuiivinanueg
vuidpwafImesiaiou

4,247 ssuvansodiirenfinmesialiou Restart wuudnlud® lunsdlfiedowled
vinaed wieszuuluRniadevne

4248 szuvansevhlvreuiwesiadauihnudslaiuiilagbisemaanisvitnuees
Application uazhifimsgaymeovedeya lunsdifiadosideihnusgdsme

4.2.49 $¥UUT3UNSITIUL Network Adaptor WUV Failover %38 Load balance 16

4.2.4.10 svuvaansavhiiiaispaufumefiaiiouldiu Storage 1olnonss

4.2.4.11 sruvannsavibieiasroufiunedialiousaniofiuu Storage munuindioyail
idraufumefialioulduiaqld (Thin Provisionine)

4.2.4.12 awnsasvun Memory WieSasmeufinmefiaiiouniosaslisingy 1 Terabyte

4.2.4.13 @130 Replicate Yayaveq Virtual Machine H1wATet 8 LAN wia WAN fe
gawyiLa3 Hypervisor fiaue

4.2.4.14 syuvannInvinensiuiu Big Data Software 1¥u Hadoop Wialwudmisinns 5
HumiveLAaeiuld w

4.2.5 gavuriszuuuimisdananssruuasuRmasiaiiouaindiunans S 1 ga

:
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¢
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i
|
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4.25.1 Husrvuuinisinnarnssruueeniianediafiousindiunateiivinerudoniu
Wiunsuraufaweiiadioufiauald Liteond 10 Host "

4252 annsadanisninginsdmduraniiawasiadounindiunanatu CPU uwaz Memory
o wfu nsivueduuusly CPU uaz Memory Tiiuuwsasresiawesialiou

4.253 annsoudafeullymidaiuiussuuneuiumesialiould i

4.25.4 @u150ain Customized User Interface drufugldeuudasauliunnsinaiula
weliiAnemdrelunsguaszuy

4.255 @unsofum indesuitw, reuRumesiaiioy, Data store w3 Network 1# ;

a/,' 9/22 /ng_
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4256 Juszvuuimisdananssuureufineiiaiiounuy Web-based  fiaunin
BGonldansing Web Browser 161 ;

4.2.6 Rack 19” Y@ 42U 39U 1 ¥A
4.26.1 fwueenunithidosndt 60 wu. wasarmdnlitesnin 100 v..
8262 vulssaduwuuinsgiessusemeiduniuasiumds
4263 FUdndoln 2 41 dreaghivosnd 24 0

4.3 gavdwrifainyszAninmusdlasiaiiugiussuuaddeyaglicnsaums
431 Software Backup dwuirissnauiamefiaitng 1y 8 dvand feuauvAnsi
43.1.1 Software Backup dWFUsTUUU{UIRMST Windows Server $1uau 4 Svand

43.1.1.1 awsevihnisdrsesioyalduavaruisavindunfedaiutoyal i
griafan , Network Share , tv w1a FTP 161

43112 awsevinsdrsedioyalduarannsarinduuiedaiutoyal i ;-
gindan, waz Network Share lalilustiatios

4.3.1.1.3 eusedsasdeyaiidy File, Folder 1t

43.1.1.4 sa9¥umidiseateyauuu Recovery Point wazannimirteyaluiiu
7l Direct-attached Storage, NAS wav SAN iduethaion

43115 awsovimsiautoyaves Windows Wilin3esiidigunsalmatuld
(Dissimilar hardware)

43116 annsviesaiunuaiRves Windows Volume Shadow Copy (vSS) 1

4.3.1.1.7 mmsmmwuﬂuavmL'Jmmimiawauamuwmwuﬂh

43118 atuayunisdrsedayaszuuljifinig Windows 16

43119 atuayunisiwdsudeya# Backup 910 Physical  1fu Virtual
Machine (P2V) 1¢i

4.3.1.1.10 Jugenwisfiaraunsn Replication  vuAIssussrendnludundes
d1soaluszav File 3o Block loiduetntias

4.3.1.1.11 sewwsthauedealundatusiadldnsauidnedesuminiy

4.3.1.1.12 dansldnudsertoyadmiu 4 CPU (Processor) Idiluathaies

43.1.2 Software Backup #m3UssULUGURANTS Linux Server $1u7u 4 Svand

43121 swisminisdrsaeyaldiuazamnsaidwuniedafuioyal i
g150@aan , Network Share , 61U 79 FTP 1A

43122 awsainisdrseddeyaliuazannsavinduiedmfuteyal i
g13nRan way Network Share léiluegnatios

43.1.23 aunsodsedeyaiii File, Folder 141

43124 sefumsdrsesiayauuy Recovery Point wavanunsativayaluifiv
7 Direct-attached Storage, NAS uas SAN Widusghetion
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43125 aunsmhasiAudoyaves Linux Server TUilleSosiisigunsalanefiy
61 (Dissimitar hardware)

03126 aunsadvwuasasiiamsisesioyanuittmuely

4.3.1.27 aduayunsdrseateyassuuluinistinux Server lsi

43128 aduayunisidvudoyadt Backup 90 Physical 1 Virtual
Machine (P2V) 14

43129 Wugeruaifiarunse Replication  vueIsamit1evanludunios
drsoaluseiu File vi3e Block Wiuegrelien

1.3.1.2.10 vewriTtauesonunniasingldnmauddvodertuvitu

4.3.1.2.11 fanslddwdsesdoyadmiu 4 CPU (Processor) liilueenaiey

4.3.2 Software 5 Developer Pack Sencha Complete + Premium Maintenance &
Support dm3utaesaiun Web Application $1u2y 5 Svans ﬁqmauﬁ“ﬁﬁaﬁ
4.3.2.1 8 JavaScript library ﬁm%’ua%"mﬁuuawwaLﬂ'&'uﬁﬁm'iﬂﬁﬁ‘uﬁ‘uﬁ'ﬁiasﬁ% Taele
wAlA Ajax, DHTML ez DOM

4322 Usznaumensulniafige 11u text filed & textarea, date fields, numeric
fields, list box, radio & check controls, html editor control s

4323 awseld MVC Architecture Tudiurainisaineansin unugiisneg annsold
321U JavaScript Framework #1149]l61

433 spuuUfiants Windows 8 64 bit viadndn Afidvandgndesmunguune S1uau 20
Svand

434 Tusunsu Adobe Photoshop CS6 wiafndn Hidvandgndasmunguuny Swau 10
vans

[NY

1.4 gunseidmiumsndndayaiugiussuuadidayaiamivayumsniandnfusigliansaume
441 wissneaiiames dmiunuuszuana $1au 7 1wies TquauTAdeil
14.1.1 fmbedszuiananas (Processor) wiia Xeon litieenin 4 unuvén (4 core)
wazfieuSadygranimlitosndin3.0GHz eghatios 1 wihy
44.1.2 miheAudwuy L3 Cache Memory Litioanin 8 MB
4413 fmheUsnanaieuansn huLenanieInesdn TanauiRed
4.4.1.3.1 Imiearudtvuialivesni 3G8
4.4.13.2 ln PCl Express 2.0 X16 WSafnM
4.4.1.3.3 WaausruieAwseu agneioe 1 g
4.4.1.3.4 {fwesn DVI sgnves 1 wasn uaz HOMI vi38 DP 1.2 ataviey 2 wase
4.4.1.4 Hwirwanudmdn (RAM) WUy 1600 MHz ECC RDIMM %3afind1 flsualivey
N1 16GB wazseasun1svenelaily 64 GB
4.4.1.5 fwmhedafiuteys (Hard Disk) wila SATA videfindy sueenuqlitiesnds 2
TB d1uau 1 wihe
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4.4.1.6 1 DVD-RW %3nfnm d1usu 1 wiae

4417 fveudeureszuuiAietny wuu Gieabit Ethemet wiafindr Snunilitfonndn 1 daa

44.18 f98AMUUU LED w39fnin 3 Contrast Ratio litesnan 1000:1 Swvuinlkides
nih 21 i waedlenuasBenoeation (Resolutions) 1680 x 1050 60 Hz
31U 2 e

4.4.19 ilwesn USB 2.0 penatioy 2 wase waz USB 3.0 atwies 2 wesn

4.4.1.10 ﬁﬂﬁgﬁuuuﬂﬁﬂ'ﬁms Windows 7 %38 Windows 8 w3afnin wiin 64 bit #is
mﬁwamnmaqmungwmu

4.4.1.11 §int Office Home 2013 wiafini fisavdvidgnsesmungmne

4.4.1.12 uluhuiliddnwsnmwlvanasmwdangy ansufntuutluiun

4.6.1.13 uthufia wnd 180 wae case TASamunentsndieiy

4.4.2 Tindaluszdu Mobile Workstation $1uu 6 1A38q Sinnusaniadail

4421 WheUszuananand intel Core i7 Quad-Core aunu fmusslidesnin 2.3
GHz w3aAn

4422 imbeanudt 16GB luguuuuyes DDR3 Ua 1600MHz

4.423 grinleiuuu SATA anuglitiesnd 178

4.4.2.4 M3ALEWIENNIIN NVIDIA Tuju Quadro GDDR5 1 GB M3afini

4425 vouanmasunlifosndn 15 i LED Awasdsauuy Full HD 1920 x 1080
Aniea

4.4.26 FaRaszUUU§ORN1S Windows 7 wiln 64 bit wiadnd 13 fiavavsgnaeamy
NN

4.4.27 Hnks Office Home 2013 Wiofn Ailavdndgndesmungvang

443 Tinda Swau 1 wieq Sauauiased

4.43.1 wihelszanananas Intel Core 5 dual-Core fimuiialiviosnit 2.8 GHz
Wiofn

4.43.2 imheanud 868 luguiuuves DDR3L Ua 1600MHz viafndy

4.43.3 ssmladwuuy SSD Anansage anughitesndt 512 GB wiefinh

4434 vwuansavunlitiosndt 13 37 WUy Retina Display 2560 x 1600 Rnisa w3afn)

4.4.35 @1303995UWEFi WUy 802.11ac W39ANIA

4436 {indsauuu 720p FaceTime HD camera n3afnin

4437 fHevdeude wil
44371 USB 3 ports ot3tioy 2 494
4.43.7.2 HDMI port agntae 1 B83
4.4.3.7.3 Headphone port 8gn3use 1 89

2.438 Peseszuuufiems OS x Aifdvandgnaowunguine

4.5 gunsnidmiunisiiavadoyananiaeigiiansauma uas Monitoring System

S
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451 9907 LED d113U Monitoring System wiauRnsaluuLuIuAaineny wis uviudn
Hife $7u9u 3 e Samaulicd
45.1.1 ey IPS LED (Flash) anuasi@ennmsssiv Full HD 1920X1080 3a
yunliidesndn 55 i
4.5.1.2 Web Browser (Flash) anniaifeusiowvuseuladuasldimiuly
4.5.1.3 soadudyga 30 aunsadutunwaniiale
4.5.1.4 { Digital Tuner (DVB-T2) s845un155udgyayaufianea
4.5.15 1l Wireless LAN Built-In
4.52 380 LED dwfu Monitoring System wiaudnns S1uau 3 ya Tauauiadei
4.5.2.1 AR (Brightness) 250 cd/m2 (typical)
4522 fwuaude (Contrast ratio) 1,000:1 (typical) 8 million:1 (Dynamic Contrast Ratio)
4523 WWIAMTNELARING (Screen size) 58.42cm (23 i) Dot/Pixel Pitch 0.265 mm
4.5.2.4 aNuaxdea (Resolutions) 1920 x 1080 at 60 Hz
4525 awnsodeusionu VGA uaz HOMI I
4.53 usadAlusimwmas High performance Projector M7 1 Ya fianautRat 1oy il
4.5.3.1 ANUATN(ANSI Lumens): 4200
4,532 ANuasiduainiga): 1024 x 768 (XGA)
4.5.33 waluladuuy LCD Wie DLP w3afnii
4.53.4 i1 Contrast (MU 2000:1 %I9ANI
4.5.3.5 A" Projection Ratio 1.3-2.2: 1
453.6 fwess Input WUU HOMI uaz RCA uaz S-Video sruaulitesnin 1 geq
4.53.7 fiwesn USB 2.0 wiafnd1 snnuliivsenin 1 veq
4538 anmsmﬂ%’uLLﬁiamwa"m?iaumwg, (Digital Keystone) l¢
4.5.3.9 diwadn RJA5 Sunbiveoundn 1 909

4.6 guasnidmiutiasiudsgnatumiediannsaiingd

Wugunsaitlesiunisyniniiulad(web Application Firewall) uaznizanslwanniszeu

(Load Balance Server) $1u7u 1 1304 Hpuautased

a.6.1 Wugunsal Appliance  ddldFumsannuuunniteyniifisnwaruuasndsssuy
wiovnelaganiy waslévinanstadeslwivassruuiimunaousosuds (Securty
Hardened Platform)

4.6.2 qﬂﬂ'miﬁaqﬁwﬁwﬂizmawmﬁav‘hmu SSL usr XML Encryption lasiawiziiiaiiiy
Uszansnalunisesivaeuteys

a.6.3 szuunnszvumelushgunsaldosinalaglisrinduansduiugly (Untimited User
Licenses)

4.6.4 §l Network Interface WUV 10/100/1000 Ethernet (RJ-45) otialloy 4 ports Uay
@501 Bypass Wwhivesndn 2 ports
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4.6.5 fewgnuvemheiivdeya (Hard disk) lsidndy 4 T8

4.6.6 Srnnslumaiaulilshnin 1.5 Gbps

4.6.7 anunsnsesiumsiFausia HTTP Sessions Iilsitiosndt 60,000 transactions/sec

4.6.8 qﬂnmﬁmm‘mﬁ’m’m‘lmugﬂwu Transparent Inspection, True Transparent Proxy,
Reverse Proxy way Offline

4.6.9 aunsndanar weldlunstsiulinglédluguuuy One-Time uay Recurring

4.6.10 awnsavi Server Health Check \emITadBUMSMBUANBILEY Server

4.6.11 @11150¥1 SSL negotiations Way Encryption unu Server #1933

4.6.12 @uN30AIMUAIIUIU concurrent TCP connection dwiuusay Client &

4.6.13 gunsalanansndwiudeyaraluds Server  lAvateguuuve ity Single  Server,
Server Balance, WSDL Content Routing Liae Offline Detection

4.6.14 gunsalanansayinamiluzuuuuees Server Load Balance Tnsl§33msdsigluil
4.6.14.1 Round Robin
4.6.14.2 Weighted Round Robin
4.6.14.3 Least Connection
4.6.14.4 HTTP session based Round Robin

4.6.15871n50%1 Web Content Filtering 1ngld XPATH Expression ¢ Inedosanunsads
Foulvnrsvhanldifiu Accept, Alert, Deny waz Alert&Deny 16

4.6.16 555UV Intrusion  Prevention  Tianunsnfivumadn Namespace (XMLNS), CData,
Processing instructions (Pls) uaz General Entity 10

4.6.17 a’lmiﬂmm‘imwuﬂ Web Services Description Language (WSDL) Routing 151 Iﬂﬂ
HTTP Request #iil WSDL operation m’qnwmwum‘l'mumnaﬂ.ﬂmm'ﬁm Server i
fivunly

4.6.18 aunseviinisivan XML signature/encryption Key File 1fiulisgunsal ieldlunis
#3798V (Validation) w38 ({159 XML

4.6.19 annsavinn1sluan XML Schema iulflusgunsaiiieldlunisnsisaey Schema lu
HTTTP traffic (Validation)

4.6.20 aunsevinisinan WSDL fite ulilushgunsaiiifeldlunnsmsiaaey HTTTP traffic
et Web Services firmualinielu WSDL file I (Validation)

4.6.21 aN30a519 XML Protection Profile #Uszneudisnisdasn Parameter athatios
Fesaluil
4.621.1 Filter Rule,
4.6.21.2 Schema Rule,
4.6.21.3 Schema Validate,
4.6.21.4 Schema Poisoning prevention,
4.6.21.5 WSDL scanning prevention,
46.21.6 WSDL Verification,
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4.6.21.7 External Entity Attack Prevention,
4.6.21.8 XML Signatures validation,
4.6.21.9 XML encryption,
4.6.21.10 SQL Injection Prevention
4.6.22 a13083713 Web  Protection Profile #iusznausaen1sear Parameter athaou
Fastaluil
4.6.23 Input Rule Waldluns Alert wia Deny n1siiun HTTP fimseenudoulufifwun
4.6.24 Page Access Rule Wolglumsimusmi URL Aezligldnudndals
4.6.25 Server Protection Rule tisldnistieaumslaufussinnsiagudu
4.6.25.1 Cross-site Scripting (XSS) attack prevention
4.6.25.2 SQL injection prevention
4.6.25.3 Sensitive information disclosure prevention
4.6.25.4 Prevention of other injection attacks (Common Exploits)
4.6.26 awnsoraiouluves Start Pages A Client fiavslunsiSenldmudunthusn
4.6.27 @wsnda Black List/White List Alsianavirnmuali Client Mmuld
4.6.28 annsofimun IP Black List 16
4.6.29 annsermuatioulan1sniradey Brute Force Login attack wianfussuudaaiins
Block Widledia Threshold #ifuua
4.6.30 any1savinIsnsIvdsuuartasiunisidionanin Software 31W3In Robot #ivin1s
Houseluds Website Tnodnlui@asiatuily
4.6.30.1 Search Engine
4.6.30.2 Link Checker
4.6,30.3 Automated uses of the web
4.6.30.4 Robot
4.6.30.5 Spider
4.6.30.6 Web crawlers
4.6.30.7 Automated user agents
4.6.31 fiamuannsalunstestufoanmulugUuuusing duialuils

4.6.31.1 SQL Injection

4.6.31.2 Cross Site reguest forgery
4.6.31.3 HTTP reqguest smugeling
4.6.31.4 Encoding attacks

4.6.31.5 Remote file inclusion
4.6.31.6 Cookie tampering/poisoning
4.6.31.7 Forms Tampering

4.6.31.8 Hidden Field Manipulation
4.6.31.9 Outbound Data Leakage

ST



4.6.31.10 Broken Access control
4.6.31.11 Schema Poisoning
4.6.31.12 Recursive Payload

4.6.31.13 XML Parameter Tampering/ Intrusion Prevention

4.6.32 fieuamnsnlumain Auto-Leaming Profile iiel8lunsiAuguuuunsinaiures

HTTP session Imesauwadszuy weldlunsinseiainingmssnwanuvaensisld
ANty

4.6.33 annsoadanenuagUnasuu Auto-Leaming I iy addveantih Website 7ign
L%'Ejﬂf:] Group of URLs, @ju request ﬁawuﬂ, a54 attack ﬁdﬂuﬂﬁLﬁﬂ'ﬁu, parameter
lu HTTP requests waz Cookies \usu

4.6.34 fimuaunsnlunisvin Authentication  Offload  LHBTI88ANITEN1TYNATUTDS
weausisny Tasanunsavhaudfugudeya nelugunsal LDAP uag NTLM 14

4.6.35 QUnsallATunsTuseunasgIu PCI DSS uay OWASP TOP 10

4.6.36 mm‘inﬁaaﬁumigmﬂﬁﬂuﬁayﬁuu Website 161 (Anti Web Defacement)

4.6.37 @1150052980UN B0 TiA A Ien13gnTaudld (Web  Application
Vulnerability Assessments)

4.6.38 au150¥191ulusUUUUT0Y High-Availability WU Active/Passive ¢ Tnait
configuration wzwmﬁﬂ'ﬁ Synchronize Fatunaziu

4.6.39 gunsaisissanansaiiv log Lilushgunsalien uay dwenluds Syslog 18

4.6.40 punseiFasEINIAA Alert-E-mail ldmudeulves Log finsiany

4.6.41 a3 admin Profile e Wavslumaindeitliviiu dwmiuggsyuu

4.6.42 S5UUfDMIOUIMSTANTSEUMAA Console Port, HTTP wag HTTPS 14

4.6.43 gUnsailaSunsiuseamsgu FCC Class A uaz CE

4.6.44 11 Power Supply [Juuy Redundant uay Hot Swappable

4.7 wnuszdndamgunsaldmivaddayagiiarsauina gunialiaivdeyaviin Unified

Storage 17y 1 52UU TRudnuazianzog1eay dil

4.7.1 @UTANULUU SAN  (Storage Area Network) wag NAS (Network Attached
Storage) 16

4.7.2 i1 SAN Storage Controller aghates 2 migvinam¥eufy uazidle fladmilade
a1nsn Failover Wiighfwdarnusels

473 fmhomuaunnsHieTuuuy NAS Litleendn 2 mihevhaiunsoutu uasiile faladh
wilude ansa Faitover IWiiidhiimderauseld

4.7.4 i SAN Storage Controller 3 Cache Memory smliitipendy 64 GB

4.7.5 AWOYNNMULUY RAID %38 VRAID 1duuy 0+1 (w39 10), 5 uax 6 Inillusenstion

4.7.6 Finds Hard disk WUV SAS %30 NL-SAS ui3eiini1 fiflanurseuliitfonndn 7,200 seu
ROUT ﬁﬁﬁuﬁ‘mmq wvualiosndn 48 TB (RAW Capacity)




4.7.7

4.7.8

4.7.9
4.7.10

4.7.11

4.7.12
4.7.13

4.7.14
4,7.15

4.7.16

4,117

4,7.18
4.7.19
4.7.20

4.7.21

14
]

Aiama Hard disk WUy Solid State Drive w3a@nn iiuiimuglitiosndt 1 T8 (Raw
Capacity)

5843 Hard disk léaussiam SAS NL-SAS (W3awiouin), sSD Tasaunsnld Hard
Disk saufuléiarmug wazarndaseu T Disk Storage ey

¥i1 disk spare 30 virtual spare ieviunawnlunsdiifl hard disk Bevne
vimsiadieuting Block feyaitlivesluifiuduwila Disk Aumnzaumunisliandoya
ﬁ"u‘] wuuUsAlUI® (Automated/Dynamic Tiered Storage)

il Port \ousauuy Fiber Chanel firanunssliitiosndn 8 Gbops sanduaulitiosndn 4
Port

il Port WewsBUYY iSCSI WuY 1 GbE sadmnvlaitiosndt 4 port

il Port \Weurauuy dmun1svianuuuy NAS anauilidesndt 10 Gbps sausau
litlounin 4 Port

i1 ssuulleafiuteyaniglu Cache Memory goyvne Tunsatlnfingy

3l Software Management & msulglun1sdnnas Storage Imarinu GUI S8 Web Base
Tdusdnatios

seafumsuenemneiiuiioya (Hard Disk) luewianals Livieundt 900 wize
5895Un3¥1 Storage  Virtualization  lilaeumisianisgunsaiifudeyadug fin1s
\Foustouuy Fiber Channel 1§ (lapauisa USm3danas Storage EMC HDS i
GISTDA flagladusgnatios)

@130t Cloning wae Snapshot 161

HanuanansalunisvinThin Provisioning 161

59393UN15¥I Data replication (Remote Copy) Tuszdiu file lalatldaruaiunsaves
Controllers vy Synchronous Wiz Asynchronous Replication
fmhednenszualwinigluaies (Power Supply) $1uu 2 wiae

s al [ o ar LY 4’
4.8 gunsaidmivianiudayauuiniatie (NAS Storage) F1uau 2 ya amdnwasianiz Al

48.1

48.2

483

4.84

4.8.5

4.8.6
4.8.7

Wugunsaifenunsavinanuiiu Storage Network m;mnL‘z’iamiaﬁuuﬂ‘%’mqn'ﬁ'mlﬁlu
WUV NAS (Network Attached Storage) #ivmsussIndnilusianea CIFS waz NFS 1§
fimbpuszuanauuy Intel Xeon Quad Core Processor fifmu3aliviesnin 2.5Ghz
Imheaud oy DDR3 amnuswlitesnd 4 GB

aunsnsaasumieiiudeya (Hard Disk Drive) uuutila SATA vuna 2.5" w3e 3.5 14
gagalefasnit 16 wie uavsesiuanuygegaliivesnin 64 TB

i Disk Drive WUU SATA %39 NL-SAS u3efind1 fipuqlaitiesndn 378 defeuuas §i
arusyseulivesndn 7,200 seuseund dmnugrulidesnin 3078
AWIINTBITUNMINIIULVY RAID 0, 1, 5, 10 lasgsien

i Port USB 2.0 liifiaanin 3 Port
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4.8.8 il Interface dmiuounslAIoUIBUWUY Gigabit Ethernet wSefindt sunulivesnin
4 Ports

4.8.9 @nnInuINAU Active Directory uaz LDAP (fofigatisny

4.8.10 @1150¥1N11UTA Y Windows XP, Vista, Windows7, Windows8 64bit, Mac OS5 X 10

= ' £33
Wuaeuay

4.8.11 fgawAwridmivuimsdanisssuumizsdaiiudeya wuu GUI ( Graphic  User
Interface ) ¥58 Web Interface

5. mstinausy

51

52

53

54

55

fuszasdszlauemipaausununAnausIyaainsyes aven. Tuufiuges maduiunis
Aneusufmuatiafianzandmiuastineusuld wisgmelutasseznmmansaiuvde
filsemsevsulafifimunarenmisnndermusdinan fussasiasiauenadiastudai
g inanakaza iy Tnedustasanauasendesiardouenans gunsel wazdue 7
$18y swdanruiiineusy wazdessuiinrovdrlddnglunmsausy Suldun Arinens e
aaufineusy A1e s Arensnaneiu swfinsiasummuzlumsiudaidiunis
BT

mseusudiesnsounquvdngmseeluiiduethalion

5.2.1 Introduction gunsaifiieue

5.2.2 M3AARA WAz Configuration gunsad

5.2.3 NMSUIMSIANTS

fussasrasiaueTImseuausununsinousy Tnedivhieduwielufifiuedalos

5.3.1 fondngns ilowmdngns Tnate uassruaziBuardelundngss

5.3.2 ennsgfuiiaveu uasyseiRvayinenns

5.3.3 IngussasAuaziiivang

5.3.4 nnugiirimeusuwiazudngashitesnit 4 au uasauantRveaid fumsausy
5.3.5 anuinneusuimusegludidnauves aven. windwunduaawitdu Tisymena

puduiu

5.3.6 svtgiamsEnausy (Suuiluse’y)

5.3.7 guuuumstineusy Wusiu

fvinisuugthuasineusu (ineans) feslimudunauasiiuszaunisalnisianluiui
Julinvau guirasdaziauannifaduuuyseii Aandl wasdsraunisallunisujifsuves
nsidmmamise wniiusemaiiotnswdelufuses (Certificate)  Anuimadussuy
wiaronurifeenlnadwesmdaiusiveliiausuning
gruzn1sUssmasaessinyienatsuseneuntsiineusiluuiazndngasmudtuaugidheusy
Taednadaienansly anen. neutuFususy wiouisdavuiutoyadidnvseding Huusiu CD
w30 DVD I1nusenies 2 4
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6.1 fruzmsvszmasien ssfesiiufnssusieluilvinsudau molusmunszoziaan 150 Yu
dutiannTuasuailudyar 1un nsdamlusunsy uargunsalsneg Ihanaunsaldenls uas
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