
th::n1A~1,jn.:J1'U-WWJ'U1L 'VIfiL 'ULflVel1n1ALLfI::.niJ~1'l~'UL'VIA (a.:Jf>1n1'lllVl1't1'U)
'II •

L~a.:JLL'U1'U LtI'U1t1 LLfI::LL 'U1tJ~u~1'Un1'l~m~}1f11111:U'UfI.:JtJflaflI1t1~1'U~1'l~'UL'VIA

'V'I.A.2562

1~EJ~1I1ml 5 1I1~11 7 bb"~1I1ml 8 bbvi..:J"fl1~11'1ln~~~f11fhVl'u~Vl~flbnrusvlbb"~15f1111'Uf111·vl1~imilJ

Vll..:J~ib~nVl'leJijn~.fl1fl-r~ "fl.PI. 2549 ~..:JeJeJn1~EJeJl~m)I'Ul~mllfll1lJ1 'UlJl~11 35 li1flVl~..:Jbbvi..:J"fl1~il'1lUt1!tY~....
11~ 1 EJ'5imilJVll..:J~b~nVlieJij n~ "fl. PI. 2544 nlVl'U~ 1 l1Vl 'U'1 EJ..:Jl'U'IleJ..:J-r~~ eJ..:J~Wvh'lh~n1P1bb 'Ul'U tmJl EJ,
uae u 'UltJ~llil1 'Uf11i-rn~Ifl11lJii''Ufl..:JtJ" eJ~.n EJ~1'U !;'fli!;'f'UbVlPl

m~ m)I'Ul~bb"~Vl-U 1~ ~llJfll1lJ 1'UlJl~11 28 bb"~lJl~11 29 u vi..:J"fl1~il'1ln~~~ m~ ~~ ..:J?h11n..:Jl'U~W-J'UlbVlfl1'U1" ~

mmPlbb"~.fliJ!;'fli!;'f'UbVlPl (eJ..:JflmilJVll'1l'U) "fl.PI. 2543 ~..:JnlVl'U~tJ1~ f11P1bb'Ul'U 1mJ1EJ uae u 'UltJ~u~l 'Uf11i-rn~lfll1lJ
'U

ii''Ufl..:JtJ" eJ~.n EJ~ l'U!;'fli!;'f'U bVlPl b~ eJ1 l1 n1i~1 bij'U ms 1~ 1~1 EJ15n11Vll..:J~ b~ nVlieJij n~ n'UVlti1 EJ..:Jl'U'IleJ..:J-r~

Vl1 eJ1 ~ EJVl'U'1 EJ..:J1 'U'Il eJ..:J-r ~ ij fll1lJ ii' 'U fl..:JtJ " eJ~ .n EJbb" ~ b~ eJ~ eJ1 ~ i1..:J'! 'U ~ 1 '11n..:J1 'U~ W-J'U1 bVlfl1 'U1" ~ eJ1 n 1 PI..
bb"~.fliJ!;'fli!;'f'UbVlPl(eJ..:JflmilJVll'1l'U) ~..:JeJeJntJi~mPli1..:J.n

'U

ieJ 1 tJi~ f11P1.nb~EJn11 "tJi~f11P1~I'11 ml'U~W-J'U1 bVlflt 'U1" ~ ad f11P1ua ~.fliJ!;'fli!;'f'Ub VlPl (eJ..:Jflf11ilJVll'1l'U)
'U

b~eJ..:Jbb'Ul'U 1EJ'Ulmb"~bb 'UltJ~u~l 'Uf11i-rn~Ifl11lJii''Ufl..:JtJ''eJ~.nEJ~I'U!;'fli!;'f'Ub VlPl "fl.PI. 2562"

.veJ 2 tJi~f11P1m m-llU..:Jrl'U~..:Jbb~U~.ndJ'U~'U 1 tJ

.veJ 3 1 'UtJi~fnPl.n

(1) "~1 '1l..:J1 'U" VllJ 1 EJfll1lJ l' 1 b41 Vl111 ~ Vl1 eJ" n i 1..:J'Il eJ..:J~ 1 '11n ..:J1 'U~ W-J'U1 bVlfl1 'U1 " ~ eJ1 n 1 PI'U 'U

bb"~.fliJ!;'fl1!;'f'U bVlPl tr-r'U41..:JVl1'lJeJ..:Jbb"~"fl'l1n..:Jl'UVl1eJ" n41..:J~-rm11f11i..:Jl'U 1~n'U~I'11 n..:Jl'U~W-J'U1 bVlflt 'U1" ~adf11P1'U 'U 'U

bb" ~.fliJ !;'fl1!;'f'UbVlPI bb" ~ ~1 '1l'U~ n 1 i~l i..:J 1 'Ui~'U'U bVlfl1 'U1" ~ !;'fli!;'f'Ub VlPI'lJeJ..:J~I'll n..:J1 'U~ W-J'U1 bVlfl1 'U1" ~ eJl n 1 PI
'U 'U

bb"~.fliJ!;'fli!;'f'U bVlPI
'U

(2) "~Vl~rni..:Jl'U" VllJ1EJfl11lJ11 ~Vl~~11tJ ~Vl~~lb"fll~ ~Vl~~bPl~ bb"~~Vl~~'U1~~b~EJ1.veJ..:Jn'U1~'U'U'U

!;'fli!;'f'UbVlPl'lleJ..:JVl1..hEJ..:Jl'Ut~ EJ'Vl'I.hEJ..:Jl'U~~ btJ'Utr~~lirul~Vl~l 'Uf11i 1 -ll~'UVl-r"fl~
'U

(3) "uru:fi~1 i..:Jl'U" VllJ1EJ fll1lJ11 U ru:fiil EJ~eJtr bi'lii..:J bb"~i~!;'f~' l'U1 'Un1 i1 i..:Jl'Ui~'U'U bVlfl1 'U1" ~
V \J QI 'U

!;'fli!;'f'UbVlPl'lleJ..:J~I'11n..:Jl'U~W-J'U1bVlfl1'U1" ~adf11P1bb"~.fliJ!;'fli!;'f'Ub VlPl
'U

(4) "~'UVl-r"fl~" VllJ1EJfll1lJ11 Vl-r"fl~~'UVl1eJ~..:J1~nmlJ~..:J~ij~1~'U bb"~ 1~ij~1~'Ue)'UijlJ"rllVl1eJflrufh
'U ,

~IVl-r'UVlthEJ..:Jl'U

(5) ".veJ~"~b~nVlieJijn~" VllJ1EJfll1lJ11 .veJfl11lJ~1~6'I~1..:J ~..:J -r'U bn'U-rn~IVl1eJtJi~lJl"~"~lEJ15f11i

Vll..:J~ b~ nVl1 eJij n~ Vl1eJ~..:J~'U1~'U ii ~1~ eJ~1 'Ui~'U'Ufl eJlJ~l b~ eJ11 'U!;'f.fll"fl~i~'U'U fleJlJ~l b~ eJ1eJ l~tJ i ~m"~,, 1~
'U

bb"~1~VllJl EJfl11lJillJii..:J.veJlJ" ~ b~nVlieJijn~ ~ IlJ n lIVllJ1 EJ11~1 EJ'5im1lJVll..:J~ b~nVlieJij n~'U ~,

(6) "fnib .vlii..:JVl1eJfll'UfllJf11i 1 -ll..:Jl'U!;'fl1!;'f'UbVlPl" VllJ1EJfll1lJ11 f11ieJ'Urul~ f11inlV!'U~~Vl~Vl1eJf11ilJeJ'U
, , U

e)1'U 1~ 1 l1 ~1 '1l..:Jl'U bi'1 ii..:JVl1eJ1 i..:J l'U bfl1eJ'lJ' 1 EJVl1eJi~'U'U!;'f 1 i!;'f'U bVlPl~..:JVll..:J~ b~ n Vli eJij n ~ bb" ~Vll..:J n1 EJ.fll"fl'U

illJ~~ f11ieJ'4 t1!1~ b'll'U11,!'U ~1Vl'r'U'l~ fl fle'!m EJ'U€III ~e'!€I~~ 'Uen ~ rllVl'U~.v €ItJ ~U~ b~m n'U f11i bi1 ii..:J1~ EJ:W'IleJ'UbBi

H~lEJti1~

(7) "fll1lJii''Ufl..:JtJ''eJ~.nEJvll'U!;'fli!;'f'Ub VlPl" VllJ1EJfl11lJ11 f11151i..:JH~..:Jfl11lJ~'U fl11lJfln~ eJ..:Jfli'U~l'U
'U

bbe'!~6'I.fll"fl'l'fr eJlJ1i ..:Jl'U'lJeJ..:J!;'fli6'l'U bVlPl illJ~..:J mllJ~ II~B..:Jbb'Vi'~~..:J fll1lJ-r'U ~ ~ n1 il1 IlJtJ~ b!;'f'5fll1lJ~'U ~ ~

bb"~fl11lJ'\.hb :fieJ~eJ



f'1J tU Q.I I CIt. f' CIt. dI dI I

(8) "LVll'1fll'HUVll'Ufl11lJlJ'Ufl'lU(;1€WI.fl CJ" VllJl CJfl11lJ'Jl fl1~LflVlLVlI'1fl1'HU ?I.flly.j'UeNtJ~fl1~Vl~mfl~B'U1CJ, ,
~ LL?IVl'l1~ L~'Ufl11lJ L.u'U1u1~ ~':il~ LnVlfl1~~l~J'U'U Iuin CJ~1'Ufl11lJ~'U A'IU(;1BVl31CJVl~BlJl mfl1~U B'I n'U~~lJ LVl(;11Vl~B

LVlI'1fl1~rue)'U 11JB1':ilTI~11 B1':ilL~CJ'J-rrB'IntJfl11lJ~'U A'IU(;1BVl31CJ, ~
(9) "?lm'U fll'~ru~l'U A'JllJ~'UA'IU(;1B Vl31CJ~1:J~'1u~~?I'IfiVl~B hiB1':ilmVlflVl" VllJl CJA11lJ11 arnu fl1~ru

~ l'U fl11lJ~'U fl'lU (;1BVl31CJ~hi ~'1U~~?I 'I fi Vl~B1:J B1 ~ m VlflVl ~'1 B1':ilVll 1 ~ seuu 'UB'IVloJ 1 CJ'Il'U (1fltJ m flVl~ Bb':illJ~~ , ,
LL(;1~ fl11lJ~'U A'!U (;1BVl31CJ(1fl fl fl mlJ~ ,

(10) "'UbCJtJ1CJ" VllJ1CJfl11lJ11 'UbCJtJ1CJ1 'Ufl1~~mnfl11lJ~'UA'IU(;1BVl31 CJ~l'UL'VIAL'Ul(;1~?ll~?I'UL VlI"l
1J.o:::r. 11.'0 1.'0 1.'1 1.'0 w e 0 Q.I dI

(11) "t:JtJ~Vll~" VllJ1CJfl11lJ11 t:JB1'U1CJfl1~ ~B'It:JB1'U1CJfl1~ t:J'U1CJt:JB1'U1CJfl1~ t:JB1'U1CJfl1~?ll'UflVl~B
\I \I \I \I \I \I

~~~ell'U1CJfl1~ ?I'VIB.fl. 1~lJBtJVllJ1CJ~ ~
(12) "~tJ~Vll~L 'VIflb'Ula ~?ll~?I'U L'VIPl~~li1tJ?I'I" VllJl CJA11lJ11 L~lVl,j'l~~ ~ ell'U1 CJfl1~lJBtJVllJl CJ1~~1~'1~ ~ ~

\?llLLVloJ'I~tJ~Vll~L 'VIAL'Ub(;1~?ll~?I'UL 'VIPl~~li1tJ?I'I~ ~
(13) "~ell'U1CJfl1~" VllJ1CJfl11lJ11 ~ell'U1CJfl1~6hufl\ll'U~(9lJ'U1L'VIAb 'Ub(;1~mfl1PlLL(;1~.fliJ?ll~?I'UL'VIPl~ ~ ~
(14) "6h1fl'l1'U" VllJ1CJA11lJ11 6'1111fl'l1'U~(9lJ'U1L'VIfll 'U1(;1~B'Jfl1PlLL(;1~.fliJ?ll~?I'UL 'VIPl(B'Ififl1~lJVll'1J'U)~

Vl1J1Vl 1

'UltltJlt11'Ufl1'a~mtlf1111J,j''Uf'l'lUi;lBVl31tl~1'UL 'VIf'l1 'Uli;l£i~l'a~'UL 'VIA

-rrB 4 'UlCJtJ1CJ1 'Ufl1~~fl'l~1fl11lJ~'UA'IU(;1BVl31 CJ~l'UL'VIAL'Ub(;1~?ll~?I'UL 'VIPl

4.1 ~1'U~11~1CJfl1~tJ~Vll~~Vlfl1~'U lCJtJ1CJ

(1) fl ru~Vh'll'U?l11 tJ?I'U 'U~ u ~Vll ~ L'VIAl 'U1(;1~?ll ~?I'U L'VIm~1i1tJ?I 'I LL(;1~ L~ lVlU 1~ 'UB '16'1111fl'Il'U, ~ ~
~uliu~ fl1~~l'UABlJyh LI'1B1 ~1lJn'U 1 'Ufl1~~ VlvhLL'U1'UlCJtJ1CJ LL(;1~LL'U1uliu~1 'Ufl1~~ fl~1fl11lJ~'UA'IU(;1BVl31 CJ~l'U

?ll~?I'UL'VIPl1~ijVl,j'lvi1 'Ufl1~'VItJ'V1'J'Uu~tJu1'1 bb'U1'U1CJtJlmb(;1~bb'U1Uliu~1 ~ b.u'Utl':il~U'UB~ b?llJB lVlCJ1'Ufl1~~lb il'Ufl1~

1~~tJi4'1fl11lJflVlL ~'U'U€J'I0 i'll'UU~~flBtJ~'JCJ ~'1.n b~B~lb il'Ufl1~~ Vlvh bb'U1'UlCJtJ1CJbb(;1~ bb'U1 U liu~1 'Ufl1 ~~ fl~1fl11lJ

~'U A'IU (;1BVl31CJ~l'U?ll~?I'Ub 'VIPl1~b?l'UB~ ell'U1 CJfl1~ b~B~~l~rulB'UiI~ bb(;1~U'lrltJ1iU~~fl1Pl(9) B1U~ ,
(2) 'UbCJtJl CJ1 ~~Vl'Vh LtJ'U(;11 CJ~fl~ru e)fl~~ bL(;1~U~~fl1Pl1 ~tJfl(;11mbL(;1~~ L~CJ1-rrB'I~'1VllJVl'VI~ltJ, ~

1~?lllJl~m-rrl~'1 b-rrlh bb(;1~uliu~mlJ bb'U'J'UbCJtJ1CJbb(;1~bb'U1uliu~1~

(3) nlVl'UVl~~tJ ~Vl'1JBtJ1'11lJbb'U1'UlCJtJ 1 CJbb(;1~ bb'U1U litJ1iB ~l'1-UVlb':il'U

(4) 'VItJ'VI1'Ubb(;1~U~tJU~'1'UbCJtJ1CJbb(;1~bb'U1U fiu~1 ~b .u'Utl~':ilU'UB~l?1~l b?llJBB~l'1,j'BCJ'VIfl 2 tJ
It d.J" "

4.2 ~1'U~11~1 CJ~lCJ(;1~bBCJVl'UB'I'UbCJtJ1CJ

(1) fll~ boU1~'1 bb(;1~A1 tJ AlJ fll~ 1 -if \ll'U?ll~?I'U b'VIPl61111fl\ll'Uij'U lCJtJl CJ~ "il ~ 1 ~ tJ~fll ~ b'VIAL'U1(;1~,
?ll~?I'Ub 'VIPlLbtlmi'l1'Ubb(;1~U~~'Ul'1J'UB~1\l~1~'1 lVlCJ1~U~~'1Jl'1J'U?lllJl~m -rrl~\l Lb(;1~1 i'll'Ub 'VIAL'Ul(;1~?ll~?I'Ub 'VIPl~
1~ B ~1\l?l~Vl1 flbb(;1~~'J Vlb~1 ~'JlJ~'11 ~fl11lJAlJA~B'I-rrBlJ(;1'UB\lU ~~'1Jl'1J'U~1:J~\l btl ~ bt:JCJ ~'1.n .fll CJ1~tJ'VIururu~

" \I QJ QJ

"
'UB\lfl~VllJlmb(;1~mBtJA'llJ 4 ~1'U Ii1\lU

, ,
(1.1) fl1~ b-rr1~\l ~~tJtJ?ll~?I'Ub 'VIPl b~ Bfl1tJAlJ fl1~ boU1~'1 ~~tJtJ?ll~?I'U L'VIPl bQy.jl ~ ~vHtJ, ~

B'Urull'1 bL(;1~UB\lil'Ufl1~ btl ~ bt:JCJ fll~~1'1fVl~Bfll~~fl(;1 BtJvh611 b'UloUBlJ(;1?11~?I'Ub 'VIPl bb(;1~fl1~~ fl'U1lJ CJBU mru
" Q.I \I 'U ,

U~~lJ1(;1t:J(;1



(1.4) fl1~b offli1~1thunsuil ~~tJfl~'Vl~e)bbe)'Voj'\"l~bfl-rr'Ubb"~?fl~?f'U bVll"!l~tJ\9l'i)~~ fl1~fIl'IJ fl1J, ,
uae fll~~ln~ fl1~ boffli1~'lJ'i)~0 oti~l'U bb"~~ flm m~ 1 tJ?fil'IJ?f~'U boff110ti~1'U~ ~-rr'U~1~ '1 'lJ'i)~1tJ~ unsuilse ~fl~ 'Vl~'i)

bb'i)'\"l'\"l~bfl-rr'U

(2) fl1~~fl~lf1l11J~'UfI~tJ"'i)\?l.tlm Vlfl1'U1" ~?ll~?l'Ub VII"!?hilfl~l'U~'U 1tJ'lJltJ~~~~fl~1f1111J~'UfI~

tJ"'i)\?l.tltJ bVlfl1'U1" ~?fl~?l'Ub VII"!1~ tJih~'IJ'IJ fl1~fIl'IJfl1J bVlfl1 'U1" m'Ufl1~~~'Vh b'i)fl?fl~B b~flVl~'i)ijmf 1f1~~?l~1~,
~'U~1'U ~t1!bb~?l161~ru~ bb"~'Vl'lh tJ~l'U'IJ~fl1~~'U~l'U~ 1~ '1 ~~'IJ'IJ bVlfl1'U1" ~?fl~?l'Ub VII"!fl1~'IJ~'Vll~~\?lfl1~off 'i)~"

uae b'i)fl?fl~B b~ flVl~'i)ij fl6fuae rrn ua fl btJ~ tJ'Uoff'i)1J" Bb~ flVl~'i)ij fl6f~~1Jl ~~\il'U 1'Ufl1~~fl~1f1111J~'UfI~tJ"'i)\?l.tl tJ~ ~

(3) fl1~~ \?l~~'IJ'IJbVlfl1'U1" ~ ?l1~?l'U bVII"!~~'IJ'IJ ~1~'i)~ bVlfl1'U1" ~?fl~?f'Ub VII"!bb"~~~'IJ'lJfI'i)1J~1 b~'i){

~11J~~bb~'U loti ~l'Ub Vlfl1'U1" ~?ll~?l'Ub Vll"lbb"~~~'IJ'lJfI'i)1J~1 b~'i){l 'Umruu fl bO'U ~lilml'U~'U 1tJ'IJ 1 tJl 'Ufl1~'IJ~'Vl1~,
~ \?lfl1 ~ bVIfl1 'U1" ~?fl ~?f'U bVlI"!~l~ 1J1 ~ ~\i1'U 1\?ltJ~ ~ ~'IJ'IJ fl1 ~ bbtJfltJ ~ ~ b.flVIbb" ~ ~ \?lbn'IJ bVIfl1 'U1" ~?l1 ~?f'U bVII"!~
b'iJ 'U'Vl1J1\?l'Vl:W~~~'IJ'IJ~1~'i)~ bVlfl1'U1" ~?l1~?l'U bVII"!bb"~~~'IJ'lJfI'i)1J~1 b~ 'i){~?l1J'IJ~ru'\"l~ 'i)1Jloti~l'U ~11J~~\9l 'i)~~ bb~'U~ ~
UflbO'U1'Ufl1~loti~l'Ub Vlfl1'U1" ~?f1~?f'UbVII"!bb"~~~'IJ'lJfI'i)1J~1 b~'i){b~'i) 1,x?f11J1~t1'Vh~1'U l~'i)~l~~m ~'i)~,

(4) fl1~m1~?f'i)'IJ fl1~tJ~~ b:W'UfIl11Jb~mbb"~1J1~~fl1~1 'Ufl1~fIl'IJfl1JfIl11J b~tJ~~l'Ub Vlfl1'U1" ~,
?fl~?f'Ub VII"!~lilfl~l'U~'U 1tJ'lJl tJ1,x~fl1~~~1~?l'i)'lJtJ~~ b:W'UfIl11Jb~ tJ~bb"~fh'Vl'U\?l1J1~~fl1~ 1 'Ufl1~fIl'IJfl1JfIl11J b~tJ~,
~l'Ub Vlfl1'U1" ~?fl~?f'Ub VlI"!1~tJ~~~1~?l'i)'lJB?f~~'Vl~'i)~lilfl~~1~?l'i)'lJmtJ 1'U'i)~l~,J'i)tJtJ,,~ 1 fI~~~

(5) fl1 ~?l~1~fl111J~ fIl11J boff11 ~1 'Ufl1 ~loti~1'U~~'IJ'IJ bVlfl1'U1" ~?l1~?l'U bVII"!bb"~ ~~'IJ 'lJfI'i)1J~1 b~ 'i){~
1,xn'IJm oti~l'U ~lilfl~l'U~'U 1tJ'lJ1tJ 1 'Ufl1~?l~1~fl111J~fIl11Jboff1 h l\?ltJfl1~~\?lvhriil'i) ~\?ltJ fl'i)'IJ~1Jbb"~ b~tJ bb'\"l~fl1~loti~ ~ ~
~1'U~~'IJ'IJ bVlfl1'U1" ~?f1~?l'UbVII"!bb"~~~'IJ'lJfI'i)1J~1b~'i)fl ,xbbnm i~l'U~~mtJ 1'Ubb,,~mtJ'U'i)fl~

Vl1J1~ 2

LL\J1t1~u~1\Jn1~~m~1fl111J3i'\Jfl.:ltl~eJ~.ntJ~1\JL'VIfiL \JL~~a1~a\J L'VIA

off'i)51 'Ufl1~~fl~lf1l11J~'UfI~tJ"'i)\?l.tltJ~1'UbVlfl1 'U1"~?f1~?f'Ub VII"!1 ,xl?llb ij'Ufl1~m1Jbb'U1tJ5u~1 'Ufl1~~fl~l

fl111J~'UfI~tJ"'i)\?l.tltJ~1'Ub Vlfl1'Ul"~?ll~?l'Ub VII"!~~d
5.1 fl1~fl1'IJfl1Jfl1~b off1i1~bb"~fIl'IJfl1Jfl1~ 1i~l'U?ll~?l'Ub'VIl"! (Access Control), ,

5.1.1 fl1~bb'IJ'~bbtJm)1'U1~'Vl,Jl'Vi (Segregation of Duties) 'lJ'i)~b~l'VltJl'lJ'i)~?fl'Ufl~l'U

~ tJ 5 u~ fll ~ ~ 1 'UfI 'i)1J~ 1 b~ 'i){ bb" ~~'1'Ii'~1 'U b~ 'i)1 ~ bn \?lfl111J -rr\?lb~ 'U1 'Ufll ~ tJ 5 u~ ~1 'U'lJ'i)~~ fI " 1fl ~ .Ill tJ1 'U

bb"~ bu'U fl1~ ~'U~'U(»1'IJflfI" ~~ bu'U fl1~" ~fl111J b~tJ~1'Ufl1~ boffli1~bb"~loti~l'U~~'IJ'IJ?ll~?l'U b'VIl"!,
(1) fl1~bbU~ bbtJflrll'Ul~'Vl,Jl~'lJ'i)~'lJflmm 1'U~1'U'lJ'i)~~1'UfI'i)1J~1b~'i){,

0.1) bbU~bbtJfl~flmm~tJ5u~'Vl111~1 'U~1'U'lJ'i)~fl1~'W\ijJ'Ul~~'IJ'IJ~1'U (DeveLoper)

'i)'i)fl~lfl~flmm~vll'Vl,Jl~'IJ~'Vll~~~'IJ'IJ (System Adm inistrator) ~tJ5'IJ'1i~1'U'i)~1 'U~1'UfI'i)1J~1 b~'i){

(1.2) nl'Vl'U~'Vl,J1~~'IJ~\?l'1j'i)'IJ'lJ'i)~~1'U 1'Ubb~"~'Vl,Jl~~tJ5u~~1'U'i)~1 'U~1'UfI'i)1J~1 b~'i){

'i)~l~-rr\?lb~'Ubu'Ummlfl~rue)fl~~



(1.3) fhvl'UVl'Uflmm6hreJ~ 1'U~1'U~611rlru b~eJVh~l'U'VlVl bb'Vl'U1'Umru~lb u'U, ~
(2) m';jfl1Vl'UVlfltu6UJ'U1i ~'Vl5l 'Umwih(i~bb~~ 1i~1'U';j~'U'U b'Vlfll'Ul~~?fl';j?f'Ub 'Vl~,

(2.1) nlVl'UVl';j~~'U~'U 'lh~b.f1'Vl'lJtl~'/JmJ~ ci'1~'Ufl1llJ611rlru b1~1~1~b'/Jl(i~" ~
bb~~"1im'Vl1~m';jb oUl(i~m';j 1i~l'U';j~'U'U b'Vlfll'U1~~?fl';j?f'Ub 'Vl~l~-rrVlb"iJ'U

(2.2) nlVl'UVlVl'lh tJ~l'Ufld'UfllJm';j 1~~'Vl5m';jb'ih(i~ uae 1i~l'U';j~'U'U b'Vlfll'U1~~?fl';j?f'Ub 'Vl~,
1~?ftlVlfl~tl~n'U e)l'Ul"iJVl,j'l~ bb~~fldllJ~l bu'U'lJtl~m i~l'Utl ~1~ bfl~~fl-rVl

"
(2.3) ~ ';j1 "iJasu fl tu?flJ,j~ ua~e)l'Ul"iJVltJ l~'lJtl~ CJ'1i~l'U tl tJ'1~?f~1 b?flJ tl Vll flil fll ';j, "

btJ ~ tJ'UutJ~~"iJ ~l}]tl~ tJnb~ flVl~ tl btJ~ tJ'UutJ~~ ~'Vl5l ~ ?ftlVlfl~ tl~ n'U ';j~~'U~'U ms boU1 (i~ ua~1i~1'U';j~'U'U b'Vlfll 'U1~~
... ""?fl';j?f'Ub'Vl~'Vl'U'Vl

5.1.2 fll';jfl1 'UfllJ fll';jtJ f1,j~ ~l'UtJ ';j~~ 1 ~l'Ufl tllJ~l b~ tl~ bb~~ fll';j b'/Jltl tl fl~'U ~ fltllJ~l b~ tl ~, ~ "
b~mJtl~n'Um ~'Uflfl~~hiile)l'Ul"iJVl,j'l~ b~moU tl~ boUl(i~l;h~~ (AccessRisk) bbm 'lJbtJ~ tJ'UbbtJ~~ (Inteority Risk), " ~
Vl~tlritl 1~bnVlfldllJ b~tJVlltJ (Availability Risk) ~tl';j~'U'U b'Vlfll'U1~~?fl';j?f'Ub 'Vl~bb~~';j~'U'UfltllJ~l b~tl~bb~ ~{1tl~n'U

fldllJ b~tJVll tJ"iJlfl?f.f1TWbb1 Vl~tllJVl~tl.n tJ~,j~~l~ 1 ';j1lJ~~ b~tl 1~m';j 1 i~l'U';j~'U'UfltllJ~l b~tl~ bU'U1tJtl ~l~~fll}] tl~

bb~~iltJ';j~~'Vl5m'V'l

(1) m';jfl1'UfllJm';jtJ~,j~~1'UtJ';j~~1~1'UfltllJ~1 b~tl~

(1.1) fl1'UfllJm';jtJ~,j~~1'UtJ';j~~1~1'UfltllJ~1 b~tl~ lVltJnlVl'UVl~'U~tl'Ubb~~15tJ~,j~1 'U

m';jtJ~,j~~l'U~l'U~l~ 1~611rlqjb u'UmtJ~fl~cle)m~1';ib ~mU'Ubb'U1'Vll~1 ~b41Vl,j' 1~1 itJ~,j~~l'U nlVl'UVl~'U~tl'U

f11';j biJ Vl - iJ Vl';j~'U'U f11';jtJ';j~lJ1 ~ CJ~ f11';j ~ ';j1 "iJ?ftl'UtJ';j ~ ~'Vl5.f1 1'V'1 f11';j'Vh~l'U'lJtl~';j~'U'U bb~~~ l';jl~ b1~ 1

'lJtl~m';jtJ~,j~~l'U nlVl'UVll ~tJ~,j~~l'U~l'UblJ'ldbb~~~lnVlm';jtJ~,j~~l'U lVltJloU Command Line b'Vh~~l bU'U

nlVl'UVll ~ilf11';j,j'UYifl (Log Book) ';jltJ~~bBtJVlb~mn'U~tJ~,j~~l'U b1mtJ~,j~~1'U UqjVll~bnVl~'Ubb~~f11';jbbm 'lJ

?fm'U~'lJtl~';j~'U'U bb~~~~';j1"iJ'Vll'Uf11';jtJ~'U1i~1'U

(1.2) ~VlmlJ f11';j'V11~1'U'lJe:J~';j~'U'UfltllJ~1 b~tl~ (Monitoring) lVl tJ~';j1"iJ?fe:J'Ubb~~~VlmlJ

tJ';j~~'Vl5m'V'lf11';j'V11~1'U'lJtl~';j~'U'UfltllJ~1 b~tl~~611rlru 1~'V11~1'Ul~tl~l~~ tl b~tl~ bb~~iltJ';j~~'Vl5.f11'V'1f11';j-r'U~~oUe:JlJ~~ "
m';jb~tllJ~tl';j~Vl';h~611,rfl~1'U~1~~~VllVl f11';j1i~l'U Hard Disk bb~~f11';jl i~1'UVlthtJtJ';j~lJ1~CJ~ (CPU)

(1. 3) ilm';j~Vl f11';jU ruVll bb~~m';j~Vl'V11';jl tJ~l'U lVl tJnlVl'UVll ~il ~-r'U~Vl'lJtl'U 1'Uf11';jbbm 'lJ~ "
UruVll il';j~'U'U,j'UYi m1'U ';j1lJUruVll bb~~ bVl~f11';jcl~ VltJfl~ b~ tlP1fl~lVll bb'U1'Vl1~{1tl~ n'U bb~~ bbm 'lJil f11';j~Vl'V11'Vl~ bUtJ'U~ '"
fld'UfllJf11';j~lJ~ f11';jbbm'lJbb~~f11';j~Vl~~';jltJ~l'U,

(2) f11';jfl1'U fllJf11';j boUltltl fl~'U~ fltllJ~l b~tl~, "
(2.1) ~Vl~'U~ fltllJ~l b~tl1l Vi'dJ 'U~Vl?l'l'U lVltJbbt1~dJ 'U?I'l'U';j~'U'U bfl~tl'ti 1 tJ (Network

"
Zone) bb~~~l'Ubfl~tl~fltllJ~l bl?!tl~mj'tilmb~~~tJmcl~tlyh~ (Server Zone) b~tl?f~mfll 'Uf11';jtJ~,j~~l'Ubb~~

fld'U fllJ f11';jboUl(i~tltJ mclfltllJ~l b~tl~, ,
(2.2) ~Vlbn'U~'U'Vl-r'V'l~~611rlru 1n'U~'U~Vl1~~llJ'lJtl~~'U~ fltllJ~l b~tl~bb~~nlVl'UVl~'Vl5l ~~ "d~ l.I d d tJ t.J 6'.<::it. t:

b\l'V'll~'Uflfl~'VllJVl'Ul'Vlbflm'lJtl~ b'lJltltl fl~'UtJfltllJ'V'I1 b~tl';j, "
(2.3) l'U mru'U flfl~~hiilVl,j' 1~ b~ tJ10Utl~ ~1 bU'Ul}]tl~ boU1 tltl fl~'U ~ fltllJ~l bl?!tl~ "iJ~l}]e:J~il, "

iI i.I.<::::II t: .:::. ({ 0 Q...I I

b"iJ1Vl'Ul'Vl~'UtJfltllJ'V'I1b~mfld'UfllJVl bb~f11';j'Vll~1'U'lJm'Uflfl~Vl~flm1 l?!~tlVl b1m~ , ~ ,
(2.4) ,j'UYifl m';jb oUltltlfl~'U~ fltllJ~l b~ tl~ lVl tJil';jl tJ~ ~ bBtJVlb~ tJ1 n'Ul'll'Uflfl~ bb~~ b1 ~ 1" ,"", '"'Vlm'Ub'lJltltlfl



Requirements for Access Control) bbtJ':'In1'j~~Vh-iJ€ltJ~WibtJ'U2 ~1'U fi€l

(1) f11'jfnUfll..!f11'jb oiJ1(i\lG'f1'jG'f'Ub'Vl~b~CJ1~fhVl'U~ u'U1'Vl1\1fl1'jfnUfll..!fl1'jb oiJ1(i\l'j~UUG'f1'jG'f'Ub'Vl~, ,
.c::.. .c::..d d II Q.I

bb~~G'f'VlD'VlbnCJ1"U€I\lnU'j~UUG'f1'jG'f'Ub'Vl~

(2) fl1'jtJ1'utJ ~\11~G'f€l~fI~€I\ItluoiJ€JfhVl'U~fl1~1-u\l1'Uml..!.fl1~ n~ bb~~.u€In1Vl'U~Jl1'Ufn 1l..!~'UfI\I,
tJ~€I~ilCJ

5.2 fl1~U~Vl1~~~f11~f11'jboiJ1(i\l"U€I\lmoff\l1'U(User Access Management)
'\J

f11~U~Vl1~~~f11~f11~b.u1(i\l"U€I\lmoff\l1'Ub~€IfnU fll..!f11~boiJ1(i\l~~UUG'f1~G'f'Ub'Vll"!bQ'V'l1~~~1Jl1'u €I'Unn~bb~1
\J" \J 1:1 QJ

b~CJG'f~1\lfn1l..!~~~Vl,rnb~€J\lfn1l..!~'UfI\ltJ~€I~il CJJl1'UG'f1~G'f'Ub'Vl~ b~m'j€I\ltl'Uf11~b.u1(i\l~1n~~\l1l..!1Jl1'u€I'Uru1~
'\J , OJ

(1) ~f11~~\l'Vl~buCJ'Umi\l1'U(User Reoistration) Jl1CJf11~~~vhbbUU~€I{l..!f11~~\l'Vl~bUCJ'Umi\l1'U
'\J ~ '\J

G'11Vl1'U'j~UUb'Vlflb'Ub~~G'f1~G'f'UbVl~ b~CJ~€I\l1'l'j1~G'f€lUuru:Umi\l1'U b~€11l..!1~~f11~~\lVl~bUCJ'U6IhH€I'Ubb~~1~~Vl51 'U
OJ '\J, ,

21 ..:t' ..:::iiI I i.I d cv .c::..msb"U1mVl bVll..!1~G'fl..!~€IVl'U1Vlfn1l..!~Ut:J~'lI€lU

(2) ~€I\lVhfl1~~'j1~G'f€lU~1CJ~€Imi\l1'U"U€I\l~~UU\l1'U~G'11~ru€l~1\lG'f~1bG'fl..!€1bb~~~1bij'Ufl1~~~~U
'\J OJ

fl1~1off\l1'Ub~CJVl'UVibd€lm1~'V'lul1mi\l1'U 1~~~'Vl5b.u1(i\lbb~~1i\l1'U~~UU bVlflb'Ub~~G'f1'jG'f'UbVl~Vl~€11~~fl1~ 1off~~uu
'\J

\l1'UbtJ'U'j~CJ~b1mVlm~€I'U

(3) fl1~fnUfll..!fl1~n1Vl'U~~Vl51 ~bbnm -u\l1'U (User Privileve) b~CJn1Vl'U~~~~u.ff'U"U€I\l~'Vl5
, '\J ~

~'iJ~1~boiJ1(i\lbb~~1i\l1'U'j~UUbVlflb 'Ub~~G'f1~G'f'UbVl~ fl1Ufll..!fl1~1 ~~'Vl5bbnrni\l1'U~\l.fl1CJ1uuaemuuen b~CJfl1~
, '\J

1~~Vl5m i\l1'U.fl1CJ1'U~G'f1l.J1~m.u1(i\lbtJ~CJ'UbbtJ~\lbbm"UbVlflb'Ub~~G'f1~G'f'UbVl~~€I\lfnUfll..!€I~1\lbfl~\lfl1'~bb~~ 1Jl1'u
'\J ,

fl11l..!b~'U'lI€lU~1 n~u\l~uu ru'll1 btJ'Um CJ~n~ru e)m~'j 1~~ fl1~m1~ G'f€lUVlUVl1'U81'U1~Vlih~"U €I\lmi\l1'U.fl1CJ1'U
'\J OJ '\J

€I~1\lG'f~1bG'fl..!€1Vl1n~fl1~b tJ~CJ'UbbtJ~\l~~~ €I\lCJm~ nVl~€1btJ~CJ'UbbtJ~\l~Vl51~G'f€l~fI~€I\ltlU81'U1~Vlih~"U€I\lm i\l1'U
'\J

(4) fl1'jU~Vl1~~~fl1~~~G'f~1'UG'11Vl1'u0-U\l1'U (User Password Management) ~€I\l~~1~~

m~U1'U fl1~U~Vl1~~~ fl1~~~G'f~1'UG'11Vl1'Um -u\l1'U€I~1\l1'~nl..!bb~~G'f1l..!1~t:1vl1\l1'Ub;a\lb~~€IU (Interactive) Vl~€1
'\J ,

vl1\l1'U1'U~n~ru~e)~ b'UlJ&ib~€1b~€I~€Ifl1~n1Vl'U~'j~G'ft:J'1'U~~flru.fl1'V'lb~ CJ~~ bb~'j~UU (Admin) btJ'U~n1Vl'U~
'I \I \I 'U

~~G'f~1'Ub~l..!bb~nG'11Vl1'umoff\l1'U(Password) m -UG'11Vl1'ub.u1~~~UU ~~G'f~1'U~t:1nn1Vl'U~~€I\l~l..!1nnl1Vl~m Vl1tlU
'\J '\J '\J

8 ~1e)n~~~fl1~t:JG'fl..!tl'U'j~Vll1\l~1 e)n~~~1-Wl..!~b~n ~T~l..!~1 Vlt:l]bb~~~1b~"UboiJ1Jl1CJtl'Um-u\l1'UbtJ~ CJ'U~~G'f~1'U
OJ '\J

(Password) Vln 6 b~€I'U~~bb~'j~UU (Admin) ~~bb~\l1~m-U\l1'U~1Jl1'U€I'Uru1~Vl~1Ubb~~~€I\l~\l'U1l..!1'UVl~1U~Vl5
'I 'U 'U \I 'I IU

bb~~Vl1J1~b~CJ1tlU fl1~1i\l1'U'j~UU bVlflb'Ub~~G'f1'jG'f'UbVll"!btJ'Um CJ~n~rue)n~~ bb~~~€I\ltJ~u&i~1l..!€I~1\lbfl~\lfl1'~

(5) VlU'Vl1'U~'Vl5fl1~b.u1(i\l"U€I\lmi\l1'U'Vln61 1 tJ Vl~mdmn~fl1~b tJ~ CJ'UbbtJ~\l~Vl5"U€I\lm i\l1'U
\I 'I r \l

fl1~m€l€ln fl1~bCJfl tJ1CJVl'thCJBfl~\l fl1'jVlU'Vl1'U~Vl5 ~€I\l-W~1~ru1i;i\l'V'l~&im~l..!fl1~vl1\l1'U"U€I\l0 i \l1'U 'j1l..!~\l()1~

fl1~btJ~CJ'UbbtJ~\l~~UU\l1'U1Vl~ 'iJ~~€I\1~fl1~VlU'Vl1'U~Vl5fl1~1i\l1'UVlflfl~\lBfl~'hCJ,
5.3 fl1~n1Vl'U~Vl1J1~fn1l..!1'U~~'lI€lu"U€I\l0i\l1'U (User Responsibilities)

fl1~n1Vl'U~Vl,r 1~m1l..!1'u ~~'lI€lu"U€I\l m -u\l1'Ub~mJ€I\ltl'Ufl1~ b.u1(i\lb~ CJhn~1'U€I'Uru1~ fl1~ bU~ bt:JCJ
'\J , OJ

fl1~~1\l~Vl~€1fl1~~ fl~€IUvl1G'11b'U1.u€ll..!~G'f1~G'f'UbVl~bb~~fl1'j~ fl'lJbl..!CJ€ItJmrutJ'j~l..!1~ t:J~G'f1'jG'f'UbVl~
'\J '\J ,

(1) mi\l1'U~Vlihm'Ufl1~U€l\ltl'U ~bb~ 1'f1'I~nim..muru:U~€Imi\l1'U (Username) bb(;l~~~G'f~1'U
\I \I \I QJ \I

(Password) b~CJmoff\l1'Ubb~~~fI'U~€I\l~uru:U~€Im i\l1'U"U€I\l~'UbtI\l ~1l..!1-U~1l..!tlu~5'U 'j1l..!~\l ~1l..!vl1fl1~bt:Jmb'V'l~
'U IV 'U \I



bb':iln~lCJ 'Vh1~~~'U~1~~~'lX~~l'U nl~'UI?l~'lX~~1'U~~rlrum~1~CJlmbnf11~fl1~bm l~CJ~eJ~btJ~CJ'U~'lX~~l'Uhlbn'U~ ~ ,
6 b~eJ'U~~eJVlnrl~~~~f11~bb~~b~eJ'U 1VlbtJ~CJ'U~'lX~~l'U,

(2) m -rr~l'U~eJ~'Vhf11~Vi~':ilt1 ~1 \?l'UVlnrl~~neJ'U~':il~ 1-rr~'UVl-r~~~~eJ~~'U'U~1~~'Ub VlI"!'UeJ~?h11nrru~ ~,
bb{;l~~lnf11~Vi~':ilt1~l\?l'U'!'U~iJru~l m -rr~1'U~eJ~bb~\l1~~~ bbm~'U'UVl~l'UVI'UVi

'IJ V 'lJ 'U 'U

(3) f11~m'Url1J~'UVl-r~~~1~~'UbVll"!bb{;l~f11~1-rr~1'U~~'U'UrlmJVilb\?leJ{ (Clear desk and Clear,
screen policy) ~eJ~m'Url1J{1eJ\ln'U~'UVl-r~~rleJlJVilb\?leJ{ ~bb{;l -rmnH.g~rll11J~'U ml1Jfln~m bb{;l~ml1J~~eJ1J1-rr, ~ ~
'UeJ~-UeJ1J{;l\?l{;leJ~':il'UbeJn~l~ ~m:r'UVin-UeJlJ{;lrleJ1JVilb\?l eJ{ rleJ1JVil b\?leJ{ ~~eJ~l~~'U bVll"!1lJ1~eJCJ1urrne b~CJ~~ eJf11~~ ~ ~
b-Ul~~ l~CJ~.g~ hl~~Vl15 fh~'U~ 1~m i~l'UeJeJn':illm~'U'U~l~~'Ub Vll"!b~eJl1~ bl''U':illnf11~ 1-rr\ll'U bb{;l~m -rr~1'U~ eJ~~ ~ ~
{1tl\ln'UeJtJmrul 'U'Uru~~hj~m -rr~l'U~eJtJmru b~tl{1eJ~n'U hl1 ~~~hj~~Vl15b-Ul~~ eJtJmru~eJ~vllf11~~eJn~~l':ileJ

'I 'U 'I 'U q

bb{;l~tleJn':illm~'U'U 1 tJ~ bbm1JtJ~~ CJmlVlnrl~~ ~llJ~~brl~eJ~AtllJVil b\?leJ{Vln bA~eJ~~ eJ~vll f11~~~ bl{;ll~n~~ 1':ileJ, , ,
(Screen Saver) l~CJ~~bl{;lltl~l~~tlCJ 30 'U1Vi ~llJ~~~eJ~vllmCJ-UeJ1Jmb{;l~~m:r'UVin-UeJ1Jm~eJ{1eJ~n'Uf11~t11~ ~
n~'UlJl1.ut ~~

(4) f11~t11f11~b -Ul~'lX~ 1Jl1-rr n'U-u mJ{;l~ btJ'UA111J~'U m -rr~1'U':il~~ eJ~tJ ;:l,:r~\?l1lJ~~ bU CJ'Uf11~-rmn~ ~ ~
mllJ~'UVll~~l'Uf11~ ~.I"!. 2544 bb{;l~~eJ~1-rrl~f11~b-Ul~'lX~ (Encryption) ~btJ'U1Jl\?l~311'U~ln{;l

5.4 f11~m'UA1Jf11~b-Ul~~bA~eJ~ltJ (Network Access Control),
(1) f11~1-rr~1'U'U~f11~bA~tl~1 CJ~eJ~~ln~~Vl15f11~ 1-rr~1'Ub~eJA1'Url1Jm -rr\ll'U1~~lm~f11-rr~1'U bQ~l~, ~

~~'U'U bA~eJ~l CJ~1~-r'U tl'U rul\?l b'Yh,!'U, .,
(2) f11~b-Ul~~~'U'U bA~eJ~lCJ.fllCJ 1w:h11m l'U l~CJ~l'UVll~~~'U'U B'Ub\?leJ{b,j\?l~lb tJ'U~ eJ~~f11~{;l~~

u'U'Vim -Ul1-rr~1'U(Looin) 1~ mb~~~~l \?l'U~1 CJ~eJm -rr~l'Ubb{;l~~ eJ~~f11~Vi~':ilt1~'U tJ'U~l \?l'U (Authentication) ~1 CJ~ ~ ~
f11~1-rr~'lX~~1'U b~eJml':il~tl'Urll11Jfln~eJ~'UeJ~m -rr~l'UneJ'UVlnrl~~

~ 'IJ ,

(3) f11~~~'UeJtJmru'U'Ubrl~eJ"1ilCJ 1~CJ1-rr MAC Address bYleJvllf11~~'UtJ'Uf11~~~~eJ~eJ~l~, ,
~l'U~~'U'UbA~eJ~lCJ'Utl~~l11ml'U':illn~m'U~~nl~'U~l~mQ~l~ ;~ MAC Address ~nl~'U~b'Yh'!'U ':il~~lm~f1

b-Ul~~~~'U'U brl~eJ~l CJ'UeJ~~l11ml'U 1~

(4) 1~ eJ'Urul\?l1 'Uf11~ml':il~eJ'U bb{;l~tJ-r'U bb\?l'~eJtJmru1 'U~~'U'U brl~eJ"1i1 CJ':illm~ CJ~1n{;l.fll CJ'UeJn, ., ,
~m'U~'UeJ~~l11n~l'U 1~ CJ~eJ{\?l~~eJ b6lleJ{1~m~f1n1-rr~1'U':il~~tl~f1ntJ~ b~eJ 1~~~'U'U bA~eJ~lCJ~mllJtJ{;leJ~i1CJ~ ~

(5) f11~'U~~1~:il~f11~~~'U'U bA~eJ~lCJ (Network) 1~ mb ti~bbCJm~'U'U bA~eJ~l CJ\?l11Jn~1J'UeJ~'U~f11~,
~1~~'U bVll"! n ~lJ m -rr~ l'U bb{;l~ n ~1J'U eJ~~ ~'U 'U~1~~'U bVll"! :il~vll~~'U'UU eJ~ n'U f11~'U n~m~~l' 1~ brl ~eJ'U' 1 CJ

'I 'U 'I 'I 'I

~~'U'U\?l~l':il~eJ'U f11~'Ummb{;l~f11~1-rr~1'U~~~tJn~~1'U~~'U'UbA~eJ~lCJ :il~vllbb~'Uer~ (Network Diagram) bb{;l~, ,
'UeJ'Ub'U\?l'UeJ~~~'U'UbA~eJ~l CJ f11~b~eJ1J~ eJbA~eJ~l CJ~eJ~ 1~-r'UeJ'UiJ~ ':illn~u~A'Uu ru'1Jl bb{;l~\?l~l':il~eJ'U Al1lJtJ{;l eJ~i1 CJ, ~ .,

'UeJ~eJtJ mru AeJ1JVil b\?leJ1 neJ'Uf11~b ~eJ1J~ eJ ~ ~-r'U~ ~'1JeJ'U1 'Uf11~nl~'U~ bbn'1'U~~m tJ~ CJ'UbbtJ{;l~fi1 Parameter, ~
'UeJ~~~'U'U bA~eJ~lCJ bb{;l~eJtJmru~ b~eJlJ~ eJn'U~~'U'U bA~eJ~l CJbb{;l~Vl'UVll'Uf11~nl~'U~Al Parameter eJ~1~~ tlCJU{;l~,
1 A~~ 1~~f11~~~~~ Software ~f1n~eJ~\?l11J~'U~Vl~~~lbtJ'U~eJf11~1i~1'U ~~~~ Software {1eJ~n'Ub-r~

'IJ

bb{;l~m'UA1J1lJ1 ~m -rr~1'U~~~'Uf11~ 1-rr Software {1eJ\ln'U11-r~~~~~~ 11'
, 'IJ

(6) f11~m'UA1Jf11~b~eJ1J~e:lVll~bA~eJ~lCJ (Network Connection Control) 1'Uf11~m'UAlJ, ,
f11~b-Ul~~~~eJ 1-rr~1'UbA~e:l~lCJ~nf11~1-rr~11Jn'U~~m ~e:l1J~ e:l~~~11~~1h CJ~l'U ~ e:l~b~mJ~eJ~l'U Firewall ~~e:l

Hardware ~'U ~~rlru~1Ju~{1eJ\ln'Uf11~'Umn~~eJ{1eJ~n'Uf11~vll Packet Filtering l~CJ~l'U~~'U'UbA~e:l~lCJ~lm'lh, , ,
~~'U'UbA~eJ~lm~lleJ'U~l'U~l (VPN) ~ml1JtJ{;leJ~i1CJ~~ ~



(7) fl1'j~Vl~'l'~:::'\J'\J(Y)'jl~~'\J rmurrsn (IPS/IDS) b~8(Y)'jl~l."f8'\Jfl1'j 1-li'I1'U'U8-:J'\Jflflft~b ~11-li·nu, , ,
'j:::'\J'\Jbfl~8'lhCJ'U8-:J~lUflnu 1'U~fl~ru:::~~VltJfl~ LVlCJijfl1'j(Y)'jl~l."f8'\Jfl1'j'\Jmfl~1'U'j:::'\J'\J bfl~8-U1CJ'U8\!fl1'j1-li-:J1'U1'U, ,
~ fl~ru:::~~VltJ fl ~ uae fl1'j bbm'U btJ~ CJ'Uutla -:J'j:::'\J'\Jbfl~8-U1CJLVlCJ'\Jflflft~hlijrl1'U 1~'VIii'1~ b~CJl~8-:J,

(8) fl1'j"il1 nVl b~'UVl1-:Jfl1'jb~1 (1-:Jbfl~8-U1 CJ~1-li-:J1'U~l&Jn'U ~Vluaseuu bfl~8-U1CJ~8-:Jn1'VI'UVl(y)1'j1-:J
'IJ'IJ

'U8-:Jfl1'j1-lib~'UVl1-:J'\J'U'j:::'\J'\Jbfl~8-U1CJ(Network routingtable) '\J'U~tJmru~Vlb~'UVl1-:J (Router) 'VI~8~tJmru

m:::~lCJ61t1lt1l1ru~8~ft (Switch layer3) b~8m'\J~ll0 -li-:J1'U1~l."f1ll1'j() 1-li-:J1'UbQVn:::b~'UVl1-:Jm~~'\J8~t1l1(y)bvl1t1'U

5.5 fl1'jfll'\J~llfl1'jb~1(1-:J'j:::'\J'\JtJ5U~fl1'j (Operating System Access Control)

(1) n1'VI'UVl~'U(y)8'UtJ 5u~ b~ 8 fl1'j b~ 11-li-:J1'U~~'Ufl-:JtJft8 Vl.tlCJfl1'j boU1(1-:J'j:::'\J'\JtJ5u~ fl1'j~::: ~ 8-:J

fld'\J flll LVlCJ16fl1'j ~ 'UcJ'U~l (Y)'U~~'U fl-:JtJft 8 Vl.tlCJ~1i-:J1'U~ 8 -:J'j:::'\J'j,xl."f~' 1 'U1 'Ufl1'j 1i-:J1'Ubfl~8-:J fl8&Jvh b(y)81
, 'IJ'

""'" ~Vl'j'\J~W1l8'\J

(2) fl1'j'j:::'\Jbbft:::~'UcJ'U~1(y)'U'U8-:Jm-li-:J1'U(User Identification and Authentication) 1~m -li-:J1'U
''IJ 'IJ

ij~ 8&JftbQ",n:::b~1:::~-:Jl."f1m'jm:::'\J ~l (y)'U'U8-:Jm-li-:J1'Uuae b~8 fl1-li~'UVl1-:JbVlfl'Dfl~ b'VIm:::l."f&Jb~8'j8-:J~'\J fl1'jfl~lT51-:J
'IJ ''IJ

l1b u'Um -li-:J1'U~'j:::'\J(1-:J'IJ ,

(3) m-li-:J1'Uij'VIii'1~1'Ufl1'jU8-:Jn'U Vlbbft ~fl~1~8llftUill~~8m-li-:J1'U (Username) bbft:::'j,xl."f~l'U
\J 'I.J 'U QJ 'U

(Password) LVlCJm-li-:J1'Ubb~ft:::fl'U~ 8-:Jijuill~~8m -li-:J1'U'U8\!(y)'Ub8-:J~lll 1-li~llln'\J ~~'U 'jlll~-:J ~lllV11fl1'j b~CJbb~~
'U QJ 'U 'U

bb~fl~lCJ '11111~~~'U~1\!~'j,xl."f~1'U
'IJ 'IJ

(4) n1'VI'UVl'j,xl."f~1'U1~CJ1flbbfifl1'jfl1VlbVl1LVlCJfl1'jn1'VI'Um,xl."f~1'U~ 8-:Jijfl1'jbb4-:Jb~8'Um -li~n1'VI'UVl
'IJ

'j,xl."f~1'U~~ 1CJ~ 8 fl1'jfl1Vl bVl1LVlCJ~ 8-:Jijm flfll1'VI~m vl1 n'\J 8 ~T5 fl~'j ijfl1'j~l."f&Jn'U'j:::'VI11-:J~T5fl~'j~1~llt4 b~fl

~1~llt41 'VIru bbft:::~l bft'Ub~1~1 CJn'U (mrih:::'\J'\J'j8-:J~'\J) b~81 Vl'm-lil."f1m'j()n1'VI'UVl'j,xm.i 1'U~ijflru.fl1~ 1~ 8CJ'1-:J
V 'IJ'

IV

()fl(y)8-:J
'IJ

(5) ~8-:J"il1nVlbbft:::m'\J~llfl1'j1-li-:Jl'U LtJ'jbbmlleJ'j'j()tJ'j:::LCJ'UtJ (System Utilities) b~8U 8-:Jn'U

fl1'jft::: biJVl'VI~8'V1~fl b~CJ-:Jll1(Y)'jfl1'jm1ll~'U fl-:JtJft8Vl.tlCJbbft:::~llliJ1 ~ft::: biJVl~'U~Vl~LtJ'j bbm&J

(6) bdWJ1-:Jbl''U~ 1 fl fl1 'j1-li -:J1'U1'U'j:::CJ:::bdft1'VI~-:J1Vl'CJ~ fl1'j 1-li -:J1'U'j:::'\J'\Jl."f1'jl."f'UbVlI"lt1'U (Session,
Time-Out) ~8-:J"il1nVl'j:::CJ:::bdmb~8ll~eJ'j:::'\J'\Jm'jl."f'UbVlI"l bJbil'U 15 'Ul'Vi'VI~-:J~lfl~bJijn~m'jllfl1'j 1-li-:J1'ULVlCJ'Y11

fl1 'j~ l-:J'VItJ1~ 8 b~ 81Vl'iJ1Vl'~~ 'U1-li-:Jl'U'VI~m ~'U~ 8llft ~1 rlill'U 8-:J'j:::'\J'\Jl."f1'jl."f'UbVlI"l'VI~8bb8~~~ bfl.rr'U~ijfld III b~CJ-:J
'IJ 'IJ V

.c::9 ..:::.I 0 Q..I

'VI'j8llm1lll."f1flilll."f-:J
V'IJ

(7) ~8-:J"il1nVl'j:::CJ:::bdmfl1'jb~e:J&J~m:::'\J'\Jl."f1'jl."f'UbVlI"l(Limitation of Connection Time) b~81~

ij fll III ~'U fl-:JtJft 8 Vl.tlCJII 1 fl ~ -:J~'U~ 1'VI~'\J'j::: '\J'\Jl."f1 'jl."f'UbVlI"l'VI~e:Jbb8 ~~ ~ bfl.rr'U~ij fll 1&Jb~CJ-:J'VI~e:Jijfll III ~ 1rlill l."f-:JV'IJ

ij'j:::CJ:::blm~'Ul."fVlfl1'jb~8&J~81lJbn'U 180 'U1Vl,
5.6 fl1'jfll'\J ~ll fl1'j boU1 (1-:JLtJ'j bbm&JtJ'j::: ~mf 'VI~mb8~~~ bfl.rr'Ubbft:::l."f1'jl."f'UbVll"l (Application and

Information Access Control)

(1) "il1nVlfl1'jboU1(1-:Jl."f1'jl."f'UbVlI"l(Information Access Restriction) ~8-:J"il1nVl'VI~8fll'\Jfl&J,
fl1'jb ~ 1(1-:J'VI~8b~ 11-li-:Jl'U'U8-:Jm-li-:J1'Ubbft:::'\Jflm m~ 1CJl."fU'\Jl."f'U'Ufl1'j b~11-li -:J1'U1'Ufl1 'j boU1(1\!l."f1'jl."f'UbVll"lbbft:::~-:Jn.rr'U

'IJ' ,

(Functions) ~1-:J1'U8-:JLtJ'jbbm&JtJ'j:::~fl~'VI~mb8~~~ bfl.rr'U ~-:Jd LVlCJ1~l."f8Vlfl~e:J-:J(y)lll'ULCJ'\J1CJm'\J~&Jfl1'jb~1(1-:J

l."f1'jl."f'UbVll"lm~n1'VI'UVl11 bbft:::n1'VI'UVl1Vlm -tl-:J1'Ue:J8fl~lm:::'\J'\Jm'jl."f'UbVll"lbde:Jl1-:Jbl'U~lflfl1'j 1-tl-:J1'U
'IJ



(2) nlVl'W~lJl(?)'ml~flT\JfllJ Outsource mru~fl1~~\~bVlm~lbiJ'Wfl1~~~'Wl111~\I-rfl'Ml~:::'lJ'lJ, ,
?ll~?I'W b'I'll"!ua :::~:::'lJ'lJ bfl~€I-U 1 tJ b~€I~ln~~'Vl51 -if \ll'W 1 'lJ~bbf1~lJ'lJ~::: ~ f1~ bbrt:::?ll~?I'W b'VlI"!\9l1\11 (?)llJ fl1llJ~1 b{] 'W

'"i.I .::::1.::11 Q.J ~ I QJ

Urt:::Vl'Wl'Vl'Vl~'lJ~~~€I'lJb'Vll'W'W

(3) ~:::'lJ'lJ?ll~?I'Wb 'Vl1"!;\I~~rtm:::'Vl'lJ bbrt:::fl1llJ611Aru?l\l\9l m1111f1\11'W ~ €I\IhW'lJfl1~bbtJ f1€1€1f1"\l1f1
v'U

~:::'lJ'lJ~'W I ua :::~fl1~fll'lJ fllJ?I.fl1V'lbbl ~~ €IlJ'll€I\I (?)'Wb€l\ll~ muvn::: 1 'IX~fl1~fl1'lJ fllJ~'lJ mrufl€llJ~l b(?)€I1 ua :::~€I?11~

bfl~€I'W~bbrt:::fl1~'lJ5'11~\ll'W"\l1f1.fl1tJ'W€lf1 (Mobile computing and Teleworking)

(4) 1dJ€I'Wrul(?)1 'IX€I'lJmrufl€llJ~l b(?)€I1 bbrt:::~€I?11~bfl~€I'W~ b~€IlJ\9lm~m ,1h(1\11'lJ~bbmlJ'lJ~::: tJ f1~ uae
" QI C! ,

?ll~?I'Wb 'Vl1"!~~fllllJ?hAru?l\l rna1 'Wbfl~€I-UltJfl€llJ~l b(?)€I1'll€I\I~111f1\11'WVl~€I"\l1f1.fl1tJ'W€lf1l~tJ b~~'lll~v'U

(5) f11 ~'lJ 5 'I1~\ll'W "\l1nrn tJ 'W€In~1 11f1\Il 'W ~ €I\I b~€1 lJ \9l€I~' 1 'Wbfl~ €I-U1 tJ 'll €I\I~ 111 f1\11 'WVl~€1~ 1 'W

bfl~€I-Ulm?lil€l'W~1'W\9l1 (Virtual Private Network) byhtY'W 1~tJ~~~'Vl5bo[l(1\11 'lJ~bbmlJ'lJ~:::tJf1~ bbrt:::?ll~?I'Wb'Vll"!'U ,

"\l1f1.fl1tJ'W€lf1~111f1\11'W ~€I\11~-r'lJ€I'Wrul(?) btJ'WmtJ~m~ruelmm yhtY'W, v

5.7 fl1~fl1'lJfllJ1'lJ~bbmlJ'lJ~:::?I\lrl~ltJ (Controls against malicious code)

(1) 1Vf00[\ll'Wfl€llJ~lb(?)€J1(?)~1"\l?l€l'lJ'v'l1b-r?l"\l1f1~€Il'il\1ln€l'W111m10[\ll'W b~'W Flash drive uae
~I ....Data storage bu'W(?)'W

(2) 1vh:i~~1'Wfl1~~11'Wl Vlrt~ 1~bbn 1yJ~hb 'W'lJmn'lJ"\l~VlmtJ~ib~f1'Vl~€IiJm1 (E-mail) bb-WlJ~1~-r'lJ

(Down load) m"\l1f1B'Wb(?)€I1 b{J(?) ~1 b'Wl"\llmb~'W~?lnVl~€1 1yJ~ u~11'il\11 ~€I\1~l'Wfl1~?lbbf1'W b-r?ln€l'WbtJ~ H\ll'W

(3) VfllJ-rr~'ll1l\1 Vl~€iJ'lJm'Wfl1~vll\11'W'll€I\I"tl€JyJ~ u11{J€I\ln'W 11-r?!

(4) 1 VfeTIi\ll'W(?)~l"\l?l€l'lJo[€IlJrtfl€llJ~l b(?)€I1~~~~Ali\l1dJ~\I'lh:::?I\lrl~llJ€I tJ~l tJ ;\I~~rtvll1 Vf
'U 'U 'I OJ

0[€IlJrt fl €IlJ ~1 b(?)€I1Vl~€1 ~:::'lJ 'lJ fl €IlJ ~1 b(?)€I1Vl~€I~ ~ Ali \I~ 'W"~ fllllJ b~ tJVll tJ tl f1vl 1 m tJ bbm'll b'lJ~ (I 'Wbb'lJrt \lVl~ €I
'U " I 'U

'lJ5'11~\ll'W 1dJ(?)~\I(?)llJAli\l~nlVl'W~ 11' bbrt:::~'lJbb~\l1'IX~lm 'Vlfl1'W1rt~?ll~?I'Wb 'Vl1"!'Vl~l'lJV('W'Vi

5.8 fl1~fll'lJfllJ 1 'lJ~bbmlJ~iJ~bfl~€I'W 1Vl11~ (Controls against mobile code)

bfl~€I\1fl€llJ~l b(?)€I1rt f1-Ul tJ bfl~€I\1fl€llJ~l b(?)€I1bb'lJ'lJ'V'lf1'Vnbbrt:::€I'lJmrubfl~€I'W~ (Mobile device) 'll€I\leTIi'U , 'U

~?lllJl~m o[l(1\1~:::'lJ'lJ bfl~€I-UltJ bbrt:::~:::'lJ'lJ?!l~?I'Wb 'Vl1"!'ll€I\I~111f1\11'W~€J\I1~-r'lJfl1~'lJ-r'lJfh 1fl~\I bb'lJ'lJ (Configuration)

€ItJl\1bVllJl:::?llJb~€I{J€I\ln'W Active Code I'il\1l (b~'W Java, Active X) "\llmbVl6'i\l~1dJt11b~€I~€I1'WB'Wb(?)€I1b{J(?)

5.9 bb'W1'lJ5'11~fl1~ 1i\ll'Wflf1~

nlVl'W~ 1Vfflf1~1i~lVl-r'lJf11~'I1'WVif1'lJ~:::1'~f11~ bo[l~lJ'll€I\lb 1'lJ 1"tl\?l'll€I\leTIi\ll'Wb vhtY'W 1~ (l1dJ~f11~~:::'lJ (1\1, 'U,

o[€IlJrt ~1'W'lJ fl flrt'll €I\Im i\ll'W ~1 tJflf1 ~ m i\ll'W ?llm~m 'lJ~ tJ'Wfl1~~\lr11fl f1~~rw\9l1b€J\Ibbrt:::?llm~tl'lJ ~ €If1fl f1~1~ ~\ld
'IJ 'I 'U "'U 'I 'I

~'W€ltJ n'lJfl1~ 1i?l.fl1'V'l bbl~~€IlJ 1 'Wfl1~1i\ll'W'll€I\lm i
'U 'U

5.10 bb'W1'Vll\1fl1~~\lb 1m bfl~€J\Ifl€llJ~l b(?)€I1bbdJ-UltJbbrt:::€I'lJmrubfl~€I-UltJ,
nlVl'W ~1 'IXbfl~€I\1fl€llJ~l b(?)€I1 bbdJ-UltJ bbrt:::€I'lJf1~rubfl~€J-Ul tJ~ €I\1~\I bV1tJ'lJ b1rt llJl (?)~~1'W (NTP) (?)~\In'lJ b1rtl, ~

eJl\1B\I?llf1rt (Stratum 0) l~(I~~'V'lm~ 1dJLfl'W 10 :iJrt~1'W1V1 b~'W mlJ€I'Vlf1I"11?!(?)1 (f1€1\1V('V'lb~€I)I"!'W~b'Vlfl1'W1rt ~, 'U

Bb~f1'Vl~€IiJm1 bbrt:::fl€llJ~l b(?)€I1bbvi\l~l~ (NECTEC)
~ Q.J iI ..::::. 6'

5.11 bb'W1'Vll\1fl1~bf1'lJ~f1'Ml'll€llJrt"\l~1"\l~'Vll\1fl€llJ'V'l1 b(?)€iJ
'U

n1 Vl'W~ 1 'IX~ €I\I bil'lJ -r f1'Mlo[ €IlJ rt "\l~ 1 "\l~'Vll \Ifl €IlJ~ 1 b(?)€I11dJ if €I(Iwh 90 l''W 11'lJ bbl'i0[€IlJ rt tY'Wb0[1 ~ ~:::'lJ 'lJ
'U 'U 'U

flemvh b(?)eJfldJeJ'Wrul(?)1'IX~~bbm:::'lJ'lJ?llm~mbm 'llo[€IlJrt~ bn'lJ-rf1'Ml11 bl'Wbbl'ieri1Vlifl~b~ (llo[€I\1~er'lJ~Vll~~huf1\ll'W
'I Q.I \lCU 'U 'U 'U

nlVl'W ~1 'IX?lllJl~tl b0[1 (1\10[€1lJ rt ~\I f16'il11~ b~'W ~ (?)~l"\l?l€l 'lJ~:::'lJ'lJ?ll~?I'W b'Vl1"!'ll€I\I~l11 f1\Il'WVl~€I'lJ fl flrt ~~111 f1\11'W
'U 'U ,



'ti'£)tJllu~1 'lJn1';j:5'~~~'U'lH 'Vlflb 'IJb~~~1~~'IJ~'VlA

-u£l 6 1~ b41V!tJ1~"1J£l'l~111n'l1'U~'U51J~ n1~~ 1'UA£l~~1 bl'1£l1~lbiJ'Un1~1'11~-U£l'U51J~1'Un1~~ ~~~'U'U

b'VIAl 'UIa ~?ll ~?l'Ub'VII"!~~'U'U~1 ~£l'l b'VIAl 'IJlrt ~?ll ~?l'Ub'VII"!ua ~~~'U'UA£l~~1 bl'1£l{ ~1~ ~'1m ~~ ~vh bb~'U1'Ii''11'U
b'VIAl'UIa~?ll~?l'IJb'VI1"lbbrt~~~'U'UA£l~~1bl'1£l1b~£l1m 'Umfihm bQ'lJij-U£l~rtbbrt~~~'U'UA£l~~1bl'1£l1~1V!-r'Ums 1off'll'U1~, ", !V

£l~l'1\?lm-U£l'll'1rt£l~bdm~'1-U

6.1 n1~~m~'U'Ub'VIAl'Ulrt~?ll~?l'Ub'VIl"l

6.1.1 msu U'l'U~~b.n'VI-U£l~rt l~CJbbU '1btJ'U-U£l~rttt11'U -U£l~rt~hi btJ~b~(J -U£l~mh'U'UAAmbrt~
'U 'U 'U 'U 'I

bbrt~ijn1~1J'UVim1 ua~bB(J~n1'~1'1~1\)?l£l'U1'IJmrul'1~1 \)y.j'U-U£l~rt 6'1 ruV!1(Jhi en (1)£l'lA~'U51'U ~ -r'U~~"1J£l'U1'Urn ~
'U 'U QJ 'U 'U

~~bn'U~lb iJ'Un1~'U-r'U'U~'1bbm"1J-U£l~rt1~ijm1~?l~'U~ruA~'Utl1'U 1'U~'UVi, " "
6.2 n1~~m~'U'U~l~£l'l b'VIAl'Ulrt ~?ll~?l'Ub'VIl"lbbrt~~~'U'UA£l~~1bl'1£l1

6.2.1 ~\)1~ru1rl~~~£lmbrt~~~vl1~~'U'U~1~m~ bV!~l~?l~ 1~£l(J1'U6'lmy.jy.j~£l~1off'll'U~~V!~1~6'I~
"

6.2.2 ~~vl1 bb~'Ubl'1~(J~m1~y.j~£l~mruQnbQ'U1'Umru~hi?l1m~t1~l biJ'U15n1~'VI1'1Bb~n'VI~£liJn~,
b~£l1~?llm~t11 off'll'U?ll~?l'Ub'VI1"l1~1'11~'Un~ £l~1'1\?lm ~£l'l 1~ (J(1)£l'l'U-r'U'U~'1bb~'U~'1n~ 111~?ll~l~t1'U-r'U 1m~£l~1'1,
bV!m~?l~bbrt~6'I£l~A~£l'ln'Un1~1i'l1'U1'11~m~n\) £l~l'1tJ£l(JtJrt~ 1 A#'1 bbrt~bn'U1'U6'lm'U~'Urt£l~.n(J

, ,
6.2.3 (1)£l'Iij n1~rl1V!'U~V!U1Vibbrt~m1~-r'U ~~"1J£l'U"1J£l'l'UAm mGii'I~ bbrt-r'U~~"ll£l'U~~'U'U?l1~?l'Ub'VIl"l, "

~~'U'U~1~£l'l b~rt~n1~~ ~vl1 bb~'Ubl'1~(J~y.j~£l~mruQnbQ'U1'Umru~hl?llm~t1~l biJ'Un1~~1 (J15n1~'VI1'1Bb~n'VI~£liJn~,
6.2.4 (1)£l'l'VI~?l£l'U?l.n1y.jy.j{ £l~1off'11'U"1J£l'1~~'U'U6'11~?l'IJb'VII"!bbrt~~~'U'U~1~£l'l bbrt~~~'U'Ubb~'U

bl'1~(J~y.j~£l~mruQmQ'U£l~1'1?lJ1b?l~£l£l~l'1U£l(JtJrt~ 1 A#'1,
6.2.5 ~£l?ll~~b~'UQmQ'U1~'UAArt~ b~(Jd-U£l'l'VI~l'U, ,

'Vf11'J~4

'ti'£)tJllu~1 'lJn1~~~'J1iI~£)'U

-lJ£l7 1'Un1~m1\)?l£l'U1~~1 biJ'Un1~1'11~-lJ£l'U51J~1'Um~m1\)?l£l'U n1~'U~~biJ'UA11~b~(J'Ibbrt~~ll'1~n1~1'U

n1~m'UA~ A11~ b~(J'I~1'Ub'VIAl'Ulrt ~?ll~?l'U ~'VI1"lb~ £lA11~~'U A'I'Urt£l~.n(J1'IJn1 'j1~'U~n1~ b'VIAl 'Ulrt ~?ll~?l'U b'VIl"l,
!V

<::It, (/ QJ q
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