Labl1:
Lab Service Windows & Host Internet

1. Gioi thiéu:
Bai Lab bao gom nhirng ndi dung chinh:
- Hostfile (Internet)
- Routing, NAT, Port Forwarding — Virtual Server (Router)
- Proxy, FTP, SSH (Windows & Aplication)
- VPN (Software Windows + Hardware)

2. Chuén bi:
- Két ndi Internet
- Router:
- 02 Windows Server 2008 DC (PCO01 va PC02)
- 01 Windows 7
- Software FileZilla_Server & FileZilla Client, ....
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3. Mo ta : Bai Lab 6n lai kién thirc vé dich vu co ban trén Windows tao nén cho viéc

trién khai cac dich vu truyén thong (VoIP, Video Conferencing)




Mo hinh:
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NAT — Forwarding:

Single Port Forwarding | Port Range Forwarding | Port Triggering

Application Ext. Port Protocol Int. Port IP Address |Enable

FTE 21 TCP - 21 172.16.1. 86
Telnet 23 TCP - 23 172181 0 [l
SHTE 25 TCP - 25 172.16.1. O [
DHS 53 UDP - 53 172.16.1. 0 [l
TFTE £9 UDP - &9 172181 0 [l
f inger 74 TCP = 79 172.18.1. O [
HTTE 80 TCP - &0 172.16.1. 86
POE3 110 TCP - 110 172161, 0 [l
HHTF 119 TCP = 119 172.18.1. O [
SHHF 161 UDP = 161 172.16.1. 0 [l
VEN 1723 Both v 1723 172.16.1. 51



VPN (Site to Site , Host to Site ):
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5. Yéu ciu bai Lab:

- HostFile: Tim trén Google nhitng dia chi hién dang 1a cac host luu file an toan

- NAT, Port_Forwarding: Thyc hién trén Window va Route. Tim hiéu cac port
thong dung va danh sach cac password default cia cac Router

- FTP (IIS & Other): Tao dich vu truyén file thong dung trén Window va
application.

- VPN (Site to Site ; Host to Site): Cau hinh mang riéng ao trén Window Sever
2k8 theo mo hinh Site to site, Host to Site (PPTP or L2TP). Muc dich tao VPN
cho cdc site két ndi véi nhau (khéng can trién khai cu thé VPN nhw VPN — SSTP
trén Windows server 2k8).

- VPN (Hardware): Céu hinh mang riéng 4o theo mé hinh Site to site, Host to
Site (PPTP or L2TP, SSL...)

6. Cac budc thue hién:
STT | Yéu ciu M5 ta Ghi chii (goi y ddp dn)




Lab2:
Lab Service Linux - CentOS

1. Gidi thiéu:
Bai Lab bao gom nhirng ndi dung chinh:
- Proxy, FTP, SSH
- VPN (Software + Hardware)

2. Chuén bi:

- Két ndi Internet

- Router:

- 01 Linux: CentOS
- 01 Windows 7

- SSH, Seruce CRT
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3. Mo ta : bai Lab giodi thi€u kién thirc vé dich vu co ban trén Linux tao nén cho viéc

trién khai cac dich vu truyén thong (VoIP, Video Conferencing)




4. Mo hinh:
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5. Yéu ciu bai Lab:

- Linux CentOS: On lai kién thirc cic cau 1énh Command can ban trén Linux.

- FTP, SSH: Tao dich vy truyén file thong dung trén Linux va application.

- VPN (Site to Site ; Host to Site): Gi61 thi¢u so lugc mo hinh mang riéng 4o trén
Linux (cho SV tim hiéu so luoc ciu trac trién khai mang riéng do trén Linux
gdm cac dich vu: Iptable, ipsec, Ip forward, DNS, RSA, Openswan... s& dugc
tim hiéu cu thé hon & mén QT HPH LINUX)

6. Cac buéce thuc hién:

STT | Yéu cau M5 ta Ghi chu (goi y ddp dn)




Lab3:

Lab VOIP

1. Giéi thidu:

Bai Lab bao gom nhirng ndi dung chinh:

Kién thirc bit bugc NAT, VPN
Voip (Hardware) trén Draytek
SoftPhone

IpTel, Vigor Talk

2. Chuin bi:

C6 dudng truyén Internet véi [P WAN
Router :

01 Windows

SoftPhone

bién thoai ban, Vigor talk

3. MBS ta : bai Lab gidi thiéu kién thire vé trién khai cac dich vu truyén théng (VoIP

trén thiét bi Draytek ) theo mé hinh Softphone, Iptel, Vigor Talk... to Router

Draytek véi SIP online hodc SIP ndi by, Dial Plan ...

4. Yéu cau bai Lab:

bang ky Sip Online: Draytel.org, iptel.org.

Ding ky tén mién dong: dynamic , no_ip...

VPN d3 duoc cdu hinh Site to Site

Céu hinh Vigor talk

CAu hinh Softphone hoic Iptel, Phone Analog goi di/dénVOIP (Dial plan)
theo SIP online

CAu hinh Softphone hoic Iptel, Phone Analog goi di/dénVOIP (Dial plan)
theo SIP no1 bo



5. Mo hinh:
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Mo hinh VolP site to site , softphone to site bil"ng VPN, Dial Plan...:

6. Cac budc thue hién:

STT | Y&éu ciu M5 ta Ghi chu (goi y ddp dn)




Lab 4:
Lab VOIP (TT)

1.

Gi6i thigu:

Bai Lab bao gom nhirng ndi dung chinh:

- Kién thtic bt buoe NAT, VPN
- Voip (Hardware) trén Draytek
- SoftPhone

- IpTel

Chuéan bi:

- Két ndi Internet
- Router :

- 01 Windows 7
SoftPhone

. MBO ta : bai Lab gi6i thiéu kién thirc vé trién khai cac dich vu truyén thong (VoIP

trén thiét bi Draytek ) theo mo hinh Softphone, Iptel to Router Draytek véi SIP

online hoac SIP no1 by, Dial Plan ...

Yéu cau bai Lab:

Dang ky Sip Online: Draytel,

Ding ky tén mién dong
- VPN di duoc ciu hinh Site to Site

Cac buéc thue hién:

STT

Yéu cau Mo ta

Ghi chu (ggi y dap dn)




Lab S:
Lab VOIP (Asterisk on Linux )

1. Gidi thi¢u:
Bai Lab bao gom nhirng ndi dung chinh:
- Kién thte bat budc NAT, Linux
- Voip (Software): Asterisk on Linux Centos
- SoftPhone
- IpTel

2. Chuin bi:

- Két ndi Internet
- Router:
- 01 Centos
- SoftPhone
- Asterisk
3. MO ta : bai Lab gidi thiéu kién thic vé trién khai cac dich vu truyén thong (VoIP
trén phan mém Asterisk v6i cac Addson, TrixBox)

4. Mo hinh:
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5. Yéu cu bai Lab:
- Nim co ban cidc command shell trén Linux
- Cai dit va cu hinh tong dai Asterisk trén Centos
- Thuc hién cudc goi véi ext

6. Cac buéc thue hién:

STT | Yéu cau M0 ta Ghi chu (goi y ddp dn)
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