Chuong 8: Bao mat Mang

Cdc muc tiéu:
0 hiéu ré cdc nguyén ly cia bao mat mang:
0 mat md hoc va nhitng ttng dung cta né cho “tinh bi
mat"
0 xac thuc
0 toan ven thong diép
0 bao mat trong thuc té:
0 tuong lira va cdc hé thong phdt hién xam nhap

0 bao mat trong cdc tang tng dung, truyen tai, mang,
lien két
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Bao mat mang la gi?

Tinh co mat: chi ¢ n/gui, n/nhén chu dinh cé the
*hieu” noi dung thong diép
0 n/gti md hda thong diép
0 n/nhan giai md thong diép
Xdc thuc: n/gtii, n/nhan muén xdc nhan ding ngudi ma
minh dang ndi chuyén
Todn ven thong diép: n/giri, n/nhan mudn dam bao ring
thong diép khdng bi thay doi (trong qud trinh gui,
hoic sau d6) ma ko bi phat hién
Kha ndng truy cap va tinh sin sang: dich vu phai luon
truy cap duoc va san sang cho n/dung



Ban be va ké thu: Alice, Bob, Trudy

7 rat pho bién trong thé gi¢i bio mat mang

0 Bob, Alice (nguoi iéul) muodn lién lac "mét cdch bi mat”

7 Trudy (ng xdm pham) cé thé may chin, xéa, thém
thong diép

Alice Bob
: kénh dit liéu, thong o
diep didu khién 2

n/nhan
an toadn

dir lieu \
an toan



Ai c6 thé la Bob, Alice?

1 Nhitng Bob va Alice ngoai doi thuc!
0 Trinh duyét/may chi Web cho giao dich
dién tu (vd: mua ban on-line)

0 mdy chu/khdch thuc hién tdc vu ngan hang
Truc tuyen

0 may chu DNS

[ bo dinh tuyen trao doi thdng tin cap nhat
bang dinh tuyén

1 nhitng vi dy khac?



Ludn cé nhitng ké xau trong mang!

H: Ké xau cé thé lam gi?
D: Rat nhiéeu!

0 nghe /lén: cac thong diép

0 cha dong chén thong diép vao két noi

0 gid danh: cé the gia (lra) dia chi nguon trong géi
tin (hodc bat ki truong nao trong goi)

0 chiem quyen(hijacking): “kiém sodt" ket noi dang
dien ra bang cach v6 hiéu vai tré n/gui va nhén,
chen ban than han ta vao.

0 tr chor dich wi: ngdn chin viéc cung cap dich vu
cho nguoi dung khdc (vd: bang cdch lam qua tai
b6 nho)
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Ngon ngit cua mat md hoc

@ khéa @& khéa
KA md hda cua K gidi ma _ ;‘-1"“"
Alice lB cia Bob ‘- "P i
van ban CEMUENE  vdn ban md hda glal Bl vdn ban
giai md K

m thong diép van ban tho
K,(m) van ban md héa, md héa voi khda K,
m = Kz(K,(m)) giai md van ban dd dugc md hoa



Cac loai md hoa

0 Mat md thuong st dung khaa:
0 Giai thuat duoc cong bo rong rdi
0 Chi cé “"khda" la bi mat
1 M3 héa khéa d6i xirng
0 St dung mot khéa
1 Md héa khéa cong khai
0 St dung hai khéa
0 Cac ham bam
0 Khong st dung khéa
0 Khong ¢é gi bi mat: Ldm sao dé cé thé hitu dung?

10



Md héa khéa doi xirng

e= .
K's s
CaE
van ban md 1 v
giai thuat hoa °

md hda

K (m)

md héa khéa doi xiing: Bob va Alice chia sé ciing mot
khéa (doi xttng): K

1 vd: khéa la mot mau ’rhay thé dd biet trong md héa
thay thé mot ki tu

H: lam sao dé Bob va Alice cé thé thong nhat vé khéa?
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Md héa khéa doi xirng: DES

DES: ChUén ma hoa dir Iléu (Data Encryption Standard )
1 chuan md héa US [NIST 1993]
0 khéa d6i xttng 56-bit, dit licu dau vao 64-bit
0 md hda Khéi véi chudi md hda khoi (CBC)
1] DES an todn nhu thé ndo?
0 Thir thdach cua DES: khoa md héa 56-bit bi giai ma
(vét can) trong t/gian it hon 1 ngay
0 Chua ¢6 kiéu tan cdng phdn tich ndo manh
0 tdng do an toan cho DES:
0 3DES: md héa DES 3 lan véi 3 khéa khdc nhau
(Md hoa, Giai md, Md hoa)
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A E S : Ch Uén ma h 60 CGO Cép (Advanced Encryption Standard)

[ chuan khéa doi xing méi (10/2001) cua
NIST, thay thé DES

0 xt ly dit lieu theo khoi 128 bit

1 khoa dai 128, 192 hoac 256 bit

[ giai md vét can (thu ting khéa) ton 1 gidy
vGi DES, ton 149 +i +i nam voi AES
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Mad hda khéa cong khai

md héa khéa db/ xitng md héa khéa cong khai

[ yéu cau n/giri, nhan 0 mot cdch tiép can
phai biét khéa bi mat khdc [Diffie-

1 H: lam sao dé thong Hellman76, RSA78]
hhat (trao doi) khéa bi | 0 n/gti, nhan khéng chia
mat tir dau (néu khdng sé khoa bi mat
gdp truc ticp nhau)? 0 Mo/ nquoi déu biét

khoa md héa cong khar
1 chi ¢6 n/nhan biét
khéa giai md cd nhan
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Md hoa khda cong khai

K Khda cong khai
&= B cua Bob

K- Khda ca nhan
B cua Bob

\

i
L,
%

thong diép
van ban tho, m
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RSA: Tao cip khda cong khai/cd
nhan

1. Chon 2 s6 nguyén 16 lén p, g.
(e.g., 1024 bits each)

2. Tinh n = pg, z=(p-1)(g-1)

3. Chon e (v6i e<n) sao cho ko cé uéc chung nao voi z.
(e, zla nguyén to cung nhau).

4. Chon d'sao cho ed-1 chia hét cho z
(hay: edmod z =1).

5. khoa cong khai (n,e). Khoa cd nhan (n,d).

— —
Ko Kg
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RSA: M@ hoda, giai md

0. Cho (n,e) va (n,d) nhu da tinh ¢ trudc

1. Dé md héa doan dix lieu m (<n), ta tinh
c=m€mod n

2. Dé giai md doan bit nhan duoc, ¢, ta tinh

d

m=cY“mod »n

Két qualal m = (m®mod 7)dmod n
C
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Vi du RSA:

Bob chon p=5, g=7. Sau d6 n=35, z=24.
e=5 (vi vay e, z la nguyén t6 cling nhau).
d=29 (vi vay ed-1 chia hét cho z).

md hda thong diép 8-bit.

(oo maubit m m° c = m°mod n
a noa.
m 00001100 12 24832 17
C Cd m = cd mod n

giai ma: =

17  481968572106750915091411825223071697 12
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Tinh toan ven thong diép

1 Cho phép cdc bén lién lac xdc minh ring
cac tin nhan nhan duoc duoc xdc thuc.
0 Noi dung thdng diép chua bi thay doi
0 Ngudn cua thdng diép ddng la nguoi giri that
0 Thong diép chua bi phat lai
0 Su lién tuc cua thong diép dugc duy tri
0 Dau tién hdy xem xét "Su chuyén héa thang
di¢p”
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Su chuyén hda thdng diép (message

digest)

1 Ham H( ) cé tham so la mot
Thang’diép co do dai bat ki
va xuat ra mot chudi van
ban do gic‘xi xdac dinh: "ki hiéu
nhan biét thong diép”

1 Chdy rang H() la ham
nhiéu-t6i-1

0 H( ) thuong duoc goi la
*ham bam"

thong

H(m)

0 Céc tinh chat can thiét:

0 Dé tinh todn

0 Khdng thé tinh nguoc: khdng
thé tinh dugc m tu H(m)

0 Chong dung do: rat khé vé
phuong dién tinh todn dé cé theé
tim ra m va m' sao cho H(m) =
H(m’)

0 Két qua gan ngau nhién
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Giai thuat Ham Bam

0 MDb5 dugc st dung rong rai (RFC 1321)
0 tinh ra gia tri bam 128-bit sau mot qua trinh 4
budc.
0 SHA-1 ciing duoc dung.
0 chuan cua MT [NIST, FIPS PUB 180-1]
0 gid tri bam 160-bit
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Mad xdc thuc thong diép(MAC)

s = chia s¢, bi mat

[s]
g =
+ o — — >—>
o o
= —3 |
J
— . m

Xac thuc nguoi givi

Kiem tra tin toan ven

Khong md héa !

Con duoc goi la “Bam cé khéa"

Chd thich: MD,, = H(s||m) ; gai m||MD,,

O O O O O
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HMAC

B w o

Chuan MAC pho bién
Nhim vdo nhitng 16 hong bao mat quan
Trong

Gin khéa bi mat vao dau thdng diép
Bdm thong diép dd duoc noi

Gan khéa bi mat vao dau cia md bam
Bdm md mot lan nita.
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Xdc thuc dau-cuoi

0 Mubn chic chin vé nguoi gtri thang diép -
xdc thuc dau-cuor.

] Gia st Alice va Bob c6 mot bi mat chia sé,
lisu MAC ¢é cung cap su xdc thuc dau cuodi
khong?.

0 Ta biét duoc la Alice tao ra thong diép.
0 Nhung ¢ ddng la co ta gui né di khong?
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Tan cong "Phdt lai"

MAC =
f(msg,s)

Gui $1M
tur Bill +6i Trudy

MAC

Bill +6i Trudy

(".1 o - (:'. "
953 i
N~ N

Gui $1IM tur
b MAC




Phong chong tan cdng phdt-lai:
chi-mot-lan

Gui $1IM
tur Bill t6i Susan | MAC




Chit ki s6

La K7 thuat mat md tuong tu nhu chir ki viét
Tay.

1 n/giri (Bob) ki s6 vao van ban, ching minh ring anh
ta la nguoi tao ra van ban.

0 Muc dich tuong tu nhu MAC, ngoai trir viéc st dung
mat md khoa cong khai

1 ¢ thé xdc minh, ko thé lam gia: n/nhéan (Alice) cé
thé ching minh rang chi cé Bob, ma khdng ai khdc
(ké ca Alice), dad ki vao van ban

28



Chit ki s6

Chit ki s6 don gian cho thong diép m:
0 Bob ki vao m bing cdch md héa véi khéa cd nhan
cua anh ta K, tao ra thong diép “da ki", Kz(m)

t/diép cua Bob, m @-‘;—> Ka Khocécﬁ nhan Kg(m)
cua Bo

Dear Alice

Oh, how | have missed 141 2 - , ~

: 1ai thuat

you. | think of you all the 9 ~ L7 d,a d“’?_c kl,(ma,
md hoa héa) vai khoa ca

time! ...(blah blah blah) T
Bob khoa c/khai nhan cla anh ta

t/diép cltia Bob, m,
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Chit ki s6 = chudi bdm thong diép duoc ki

A .y Alice kiém tra chit ki va su todn
Bob gitri thong diép dugc ki so: ven cia théng diep duoc ki sé:

‘l'/dlep g
Ion —bm—» H(m) %

khéa cd @_::a chix ki 56
NhGN  wewess @ (md hda)
cua Bob Ké

» gid tri bam
dugc md hoa

Ka(H(m))

gid tri bam
¥ dugc md hoa

Ka(H(m))

(e
|
=
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Chit ki so (1)

0 Gia s Alice nhan t/diép m, chit ki s6 Kz(m)
0 Alice kiém tra m ki boi Bob: giai md KB(m) bing khéa
cong khai cua Bob KB kiém tra xem Kg(Kg(m) ) = m.

0 Néu KB(KB(m) ) = m, thi nguoi ki vao m phai cé khéa ca
nhan cua Bob.

Alice bing cdch dé cé thé kiém tra:

0 Bob dd ki vao m.

0 Ko ai khac ki vao m.

0 Bob ki vao m ma khong phai m'.
Khong-thodi-thdc:

v A||ce c6 the lay m, va chix ki KB(m) t6i toa an

va ching minh ring Bob ki vao m.
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Su chitng nhan khoa-Cong khai

0 Dong co: Trudy muodn choi x6 Bob véi tiem
bdnh pizza
0 Trudy tao mot email dat hang:
Xin chdo, ldm on dem cho tor 4 bdnh pizza
pepperoni. Cam on, Bob

0 Trudy ki vo don dat hang véi khéa ca nhan cua co

0 Trudy giri don dat hang t6i cia hang Pizza

0 Trudy gui t6i caa hang Pizza khéa cong khai cua
0, nhung néi rang dé la khéa cdng khai ctia Bob.

0 Cura hdng Pizza kiém tra chir ki; sau dé giao cho
Bob 4 bdnh pizza.

0 Bob hodn todn ko biét gi.
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Cdc nha cé tham quyén ching nhan

7 Nha tham quyén chitng nhan (CA): lién két khéa cong
khai t6i mot thuc the cu the E.
1 E (nguoi, BDT) dang ki khéa cong khai cua né voi CA.
0 E cung cap "bing ching dinh danh” cho CA.
0 CA tao ra chitng chi ma lién két E véi khéa cong khai cua né.
0 chitng chi chia khéa cdng khai cua E dugce ki s6 béi CA - CA
noi “day la khéa cong khai cua E”

4=

Ke

khéa = BN chir ki sb

cong .
khai cua KB

Bob , .
khdaca : @ chitng chi cho

thang tin e e nhan , - , Oa :
dinh donh o cia CA Kea khoa cong khal
cia Bob g cua Bob, duoc ki

boi CA,,



Cdc nha cé tham quyén ching nhan

0 Khi Alice muon cé khéa cdng khai cua Bob:
0 lay chttng chi ctia Bob (tir Bob hoic ai khdc).
0 dung khéa cong khai ciia CA giai md chiing chi
cua Bob, lay khéa cong khai cua Bob

khoa

—> ~ cong
KB khai
Bob
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Ching chi: 1ém tit

0 Chuan nguyén thay X.509 (RFC 2459)
0 Chung chi chua:
0 Tén nguoi phat hanh
0 Tén, dia chi, t&€n mién, v.v.. cua thuc thé.
0 Khéa cdng khai cta thuc thé
0 Chir ki s6 (ki v6i khéa cd nhan cia ng phdt hanh)
0 Co 86 ha tang khéa cdng khai (PKT)
0 Chitng chi va cdc nha cé tham quyén ching nhan
0 Thuong bi xem la “hing ne"
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Bio mit e-mail

0 Alice mudn gt email bi mat, m, cho Bob.
Ks &=

r— K Ke(m )
é@} & o A AT
~ OSSR T e o

)
B
V] .:_‘)’ ‘;I

K0 Ka(Ks ) ke L

Y Y

e Kél‘@—::»

Alice:

0 sinh ngau nhién khéa cd nhan do/ xitng , Ke.

0 md héa t/diep voi Kg (tdng higu suat)

0 dong thoi md héa K< voi khda cdng khai ctia Bob.
a gtri ca hai Ks(m) va Kg(Ks) cho Bob.



Bao mit e-mail (11)

0 Alice mudn gt email bi mat, m, cho Bob.

Ks ™
ks Ke(m )
oy LNy
& ; -
@ Z ] :EK S @? l:f" ‘f"
WG * Kp(*)
el Ke(Ks) =
&= G o
Bob:
Q st dung khéa cd nhén cua anh dé giai md va lay
dugc Ks

0 s dung K @ giai md K(m) &é lay dugec m



Bao mit e-mail (11)

+ Alice mudn cung cap su xdc thuc ngusi giri, tinh todn ven
thong diép.

O O Kz €=

v

H(*) 1 Ka()

v

_I_' GO -

_ & {
(A&
compare ~__.q

H(s) _T

H(m )

- Alice ki 56 vdo thdng digp. ,
» guri ca thong diép (chua md héa) va chit ki so.



Bao mat e-mail (1)

- Alice mudn cung cap tinh bi mat, su xdc thuc ngudi giri, tinh todn
ven thong diép.
e=Kx |

H(9) F Ka() 1KA(H(m)) Ks &=

£T>—>Ks(>—l

(—K0 ]
Ka(Ks )

4
B E=
Alice str dung 3 khoa: khéa cd nhan cia ¢d ta, khéa cong khai
cua Bob, khéa d6i xtthg vira tao ra

e
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SSL: Secure Sockets Layer

0 Gigo thuc bao mat dugc 7 Cdc muc tiéu ban dau:
tricn khai rong rdi 0 Cé giao dich thuong mai
0 dugc hd tro boi hau hét cdc dien tu
trinh duyét va mdy chu web 0 M@ héa ()déc bi¢t 1a s6 the-
0 https tin dung
0 hang chuc ti $ duoc su 0 Xxdc thuc may chu Web
dung hang ndm qua SSL 0 xdc thuc khdch (+ly chon)
0 Thiet ké boi Netscape vao 0 Han ché thu tuc khi ma
1993 budn bén véi ban hang moi
0 Cé vai bién doi: [ C6 san trong tat ca ung
0 TLS: transport layer dyng TCP —
security, RFC 2246 0 gr;iqo dién hoc két noi an
0 Cung cip: foan $Secure socket
, T interface)
0 Bimat
0 Toan ven
0 Xac thuc
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SSL and TCP/IP

Ung dung Ung dung
SSL
TCP
TCP
IP IP
Ung dung th/thuong Ung dung
vai SSL

» SSL cung cap giao dién lap trinh thg dung (API)
cho tng dung
- cdc thu vién/l6p SSL trong C va Java dd c6 san



Qua trinh lam viéc:

=K
\ 4

m—{ HO Hiao 2™ ke

g (£ Ks(?) —

I

K
a2

©
—Go
B T Ka(Ks )

KEEC?>

&6
Zp Internet

+ Nhung can gui luong byte va di li¢u tuong tdc
» Can mot bd cdc [(héa bi mat cho toan bd két noi
- Can phan trao doi chung chi cua giao thic:

pha bit-tay
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Tuong lua

- tuong lta

cdch li mang bén trong 16 chuic véi mang Internet, cho phép
vai goi tin di qua, chin nhitng géi khac.

Internet
cong cong

tuong lira



Tuong lira: Hé Idm gi?

ngdn chin tan cdng tir choi dich vu:
1 Su gti tran SYN: ké tan cong thiét 1ap nhiéu két noi TCP gia , ko
con tai nguyén cho nhitng két noi “that"
ngdn chin su truy cap/thay d@o6i khdng hop phdp vdo dit lidu noi bo.
0 vd: ké tan cdng thay doi trang chu ctia cong ty
chi cho phép nhitng truy cip dugc xdc thuc vao bén trong mang (nhém
cdc n.dung, may dd dugc xdc thuc)
ba loai tuong lua:
0 bo loc goi khong trang thai
0 bo loc gdi trang thai
1 conhg kiém sodt tthg dung



Hé thong phdt hién xam nhap

1 su loc goi:
0 chi lam viéc v6i mao dau TCP/IP
0 ko kiém tra su tuong quan giita cdc phién
0 IDS: hé thong phdt Righ XAm NAGP wmen s sem
0 Kiem tra goi sdu: xem xét noi dung géi tin (vd:
kiém tra chuoi ki tu trong géi tin, so sanh voi co
so dit liéu caa vi-rdt, chudi tan cong)
0 xem xét moi fuong quan giira nhicu géi tin
+ su do cong
* dnh xa mang
» tan cbéng DoS



Hé thong phdt hién xam nhap

m nhiéu IDS: nhiéu loai kiém tra khdc nhau tai
nhiéu vi tri khdc nhau

Céng klém tra Tu(‘)’ng Iﬁ-a

Internet

mang
noi bd



Bio mat mang (tong két)

Ki thuat co ban......
0 md hda (d6i xang hoic céng khai)
0 toan ven thong diép
0 xdc thuc dau cubi
... st dung trong nhiéu kich ban biao mat
0 email an toan
0 truyén tai an todn (SSL)
0 802.11
Bao mat hanh vi: tuong lua va IDS

8: Network Security



