Chapter 1
Introduction

A note on the use of these ppt slides:

We’'re making these slides freely available to all (faculty, students, readers).
They're in PowerPoint form so you can add, modify, and delete slides
(including this one) and slide content to suit your needs. They obviously
represent a lot of work on our part. In return for use, we only ask the
following:

O If you use these slides (e.g., in a class) in substantially unaltered form,
that you mention their source (after all, we’d like people to use our book!)

O If you post any slides in substantially unaltered form on a www site, that
you note that they are adapted from (or perhaps identical to) our slides, and
note our copyright of this material.

Thanks and enjoy! JFK/IKWR
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Thong tin chung vé khéa hoc

m Phdn bo thoi gian: 3 tiét ly thuyét, 2 tiét
thuc hanh mdi tuan (fr tuan tha 3)

® Trang web cua mon hoc: Sakai

® Danh gid: bai tap I6n, thuc hanh, thi



Kién thirc va Ki ndng sau khéa
hoc

Q Kién thic: Kién thitc co ban vé cau trdc mang
mdy tinh; mé hinh tham chi¢u mang OST va
TCP/IP; bo giao thuc mang TCP/IP; hé
thong dia chi mang Internet va cdc giao
thac dinh tuyén co bin trong mang

0 Ki ndng: Khao sdt tim hiéu cau hinh mang;
xdc dinh mot cdch hé thong cdc 16i thuong
x4y ra trong mang; thiét ké va xay dung mot
mang LAN don gian, st dung cdac cong nghé
nhu Ethernet, Wireless LAN; lap trinh tng
dung mang str dung socket APT



Noi dung khéa hoc

O Cung cap cdc khdi niém nén tang trong thiét ké va
hién thuc viéc truyén thong gitta cdc mdy tinh bao
gom cdc giao thic, cdc chuan va cdc tng dung mang,
co ban vé lap trinh mang

0 Cdc chu & bao gom: Tong quan vé kién tric mang
vGi mé hinh tham khao OSI, b6 giao thuc
TCP/IP;Gisi thiéu cdc ky thuat mang co ban, dac
biet la vé cdc ky thuat mang cuc bo co ban
(Ethernet, wireless LAN, Bluetooth); Tang mang véi
viec dinh tuyén va lién mang, dia chi va dinh tuyén
trén mang Internet; Tang van chuyén voi UDP, TCP
va cdc giao dién Iap trinh mang; Tang tng dung véi
cdc (thg dung mang Internet; Cac vi du sé dugc phat
thao chu yéu trén bo giao thirc TCP/IP.




Tai licu tham khiao

m Computer Networking - A top-down
approach, Kurose & Ross, 5™ ed., Addison
Wesley, 2010.

m Computer Networks, Andrew S.
Tanenbaum, 4t ed., Prentice Hall, 2003.

m TCP/IP Protocol Suite, B. A. Forouzan, 15t
ed., Mc Graw-Hill, 2000.



Ddnh gid

0 Bai tap l6n: 2 bai, mdi bai 10%

0 Kiém tra gita kit 20%

a Thi cudi ki: 60%

0 Bdi thuc hanh: bit budc phai hodn thanh
100%



Chuong 1. GiGi thiéu

Muc tieu:

3 Khai t:\iém va thuat
hgtr vé mang

2 Ung dung cua mang
mady tinh

0 Giao thirc va chuan

A Mo hinh tham khao
OSTI va bo giao
thac TCP/IP

Tém tat:

Mang Internet la gi?

Giao thuc la gi?

Thiét bi mang; cau truc mang
Hiéu suat: mat mat dir liu, do
tré, thong lugng

Bao mat

LSp giao thiac, mo hinh dich vu
Lich su’



' 4 / \ \ ~ Lo

Mang may tinh la gi? Nhitng khai
niém co ban

B rc hang triéu thiét bi tinh

' may cha  toan dudc két noi vOi

L MTXT nhau: hosts = hée thong
khong day - 3y cuor

D 4 E%'r?qt tg!y chay cac u.dung mang

Q logi két noi

C‘:& ?rifm % cép guang, cap
WP 4dng, song radio,
— ket noi ,
c6 day vé tinh
2 t6C d6 truyen tai =
= bang thong
bo dinhtuyén - (bandwidth)
Q bé dinh tuyén: chuyén tiép
cac goi tin §oan di ligu)




/ V4 \ \ ~ g o
Mang may tinh la gi? Nhitng khai
niém co ban
giao thue diéu khién qua
trinh gui va nhan cac thong
diép
vd: TCP, IP, HTTP, Skype,
Ethernet
Internet: “'mang cua mang”
phan tang khong chat ché
mang cong cong (Internet) va
mang tu nhan
Chuén Internet

RFC: Request for comments

IETF: Internet Engineering
Task Force




Mang mady tinh la gi? dudi géc d6
dich vu

Co sé ha tang vién thong cho
phép chay cac Ung dung
mang:
Web, VoIP, email, tro chadi, giao
dich dién tur, chia sé tép tin
Nhirng dich vu vién théng
cung cap cho cac U'ng dung:
su’ van chuyén dir liéu tin ciy tu
nguon tdi dich

su’ van chuyén dir liéu “t6t nhat
c6 thé” (khong tin cay)




Giao thuc la gi?

Giao thu'c cua con ngudi:
“may gid roi?”
“toi co 1 cau hoi”
chao hoi

... thong diép dugc gui di

.. cac hanh vi tueng Ung
dé x(r li thong diép
nhan dugc

Giao thu'c mang:
gilra may moc vdi nhau

tat ca cac hoat dong
giao ti€p trong Internet
dudc diéu khién bdi cac
giao thutc

cac giao thc dinh nghia cach thic,
trat tw cua thongdiép duoc gui
di hogc nhin \é giira cac thec
thé mgng va nléng hanh vi én
thyc hien trén cac thongiép do




Giao thuc la gi?

mot giao thuc cua con nguGi va mot giao thu'c mang:

&u cau tao
két noi

chap nhan — n

~ may gid roi? <K&t n6i TCP
——— —~——
_— Get http:// www.awlwi kurose-ross
—2:00 N
~——<du lieu>
thfii gian

Hoi: néu vi di vé cac giao ttrc khac ma con ngi sir dung?



Cau tridc phan cing cia mang

ngoai vi: cac thiét bi va
Ung dung dau cuoi
mOi truGng truyén: cac
lién két co day va
khong day
thi€t bi mang:
cac bo dinh tuyén két noi
véi nhau
mang cla cac mang




Ngoai vi

may tinh dau cuoi (hosts): o
chay cac (thg dung mang & - &
vd: Web, email T

" mo hinh khach/ah
" mdy khdch y&u cau va nhan dich
vu tir may chu
= vd: trinh duyét Web/mdy chu;
mdy khdch/may chu email

mot-mot




Truy cip manhg vd mdi truong truyen

H.: lam sao dé ket noi mdy
dau cuoi vao bg dinh
tuyen?

a truy cap mang gia dinh
a truy cip mang cong s6
(truong hoc, cong ti)

a truy cap mang di dong

Luu y:

0 bdng thong (s6 bit moi
gidy) cua mang truy cap?

a chia sé hay chuyén
dung?
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Bo diéu gidi quay S0 (dial-up modem)

van phong

trung tam
oo mang

dién thaai Internet

PC bo dihéE’ gl bo didu gili
tal nha tai ISP

2+ Str dung ha tang dién thoai cé sén
= Mdi nha duogc két noi 16i vp trung tam
+ Toc do t6i da 56Kbps
= Khdng thé luét web va goi dién cling lic: khdng cé ché
do "“luon luon mo"



‘Dll'(‘)’ng ThUé bClO Sé (Digital Subscriber Line - DSL)

dll'(‘)’ng dt cé §1n: Internet
0-4KHz dt; 4-50KHz dr liéu

tai |én; 50KHz-1MHz dk liéu

tai xudng

dién thaai
tai nha

bo chia tin

hiéu RS '
vp
trung tam

<+ Cling st dung ha tang dién thoai cé sin

+ 16i da 1 Mbps tai 1&n (thdng thuong < 256 kbps)
+ 16i da 8 Mbps tai xuong (thdong thuong < 1 Mbps)
2 két noi co6 dinh: “ludn luon mo"




K&t noi mang gia dinh: bo dicu giai cdp

0 Khong str dung co sé ha tang dién thoai
+ thay vdo @6 sir dung ha tang truyén hinh cdp
Q Cdp quang/dong truc hon hop (HFc - hybrid fiber coax)
+ khéng d6i xttng: t6i da 30Mbps tii xudng, 2
Mbps tai én
0 Mang bao gom cdp dong truc va cdp quang noi
lien ho gia dinh t6i bo dinh tuyén ISP
% cdc ho chia s¢ cling duong truyen va bo dinh
Tuyén

Introduction 1-18



Két ndi mang gia dinh: bd diéu giai cdp

Fiber Optic Transport

Distribution
Hub

IP Over 27 Mbps
SONET, ATM or downstream
- WDM at and 2 Mbps
Regional Cable upstream

622Mbps (RGNl pernode
Headend (0C-12)

Hub

Public
Switched
Telephone
Network

Distribution
Hub

so do tai: http://www.cabledatacomnews.com/cmic/diagram.htmi

Home

Business

Copyright * 1999 Kinetic Strategies, Inc.
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Cau trdc mang TH cdp: Tém lugc

khoang 500 &én 5,000 ho

—IE R

|m — g
tram diéu phdi =T
B iy am

mang phan phdi
cap (don gian)

Introduction 1-20



Cau trdc mang st dung cdp TH: Tém luoc

mang phan phbi
cap

Introduction 1-21



Cau trdc mang st dung cdp TH: Tém luoc

T

bd gidi m3 TV Home Environment

bd chia tin hiéu

—IE TR

TV
bd phan
gidicd .
pao i cap dbng truc =
70 Mbps Ethemnet e s

tram diéu phdi

mang phan phbi

|

cap

L =iy e
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Cau trdc mang st dung cdp TH: Tém luoc

FDM

=

:O Cc
@)
vV V V V V V 0
' 1 1 1 1 1 DDT
D D D D D D A AR
E E E E E E T TO
010101010, 0,AAL
1 2 3 4 5 617 1g 1,
kénh tin hiéu

}

Fm — IRy
= = - : .-h“ |
tram diéu phdi L
ho gd

mang phan pho
cap
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Cép quang (Fiber to the Home- FTTH)

Internet

bo chia tin héu
Vvp trung tam quang ¢

0 duong truyén quang hoc tir vp trung tdm dén ho gd
Q Hai cong nghé quang hoc canh tranh:
% Mang quang hoc thu dong (PON)
% Mang quang hoc chi dong (AON)
0 Toc do Internet cao hon nhiéu; cdp quang cling ddp
ttng dich vu truyén hinh va dién thoai



Truy cidp mang qua Ethernet

100 Mbps bo dinh tuyén
cong & N
b6 chuyén mach t6i NCCDV
ethernet (ISP)
100 Mbps X
1 Gbps
may chi

QO Thuong duoc dung trong cdc cong ti, truong BH, v.v..

a 10 Mbs, 100Mbps, 1Gbps, 10Gbps Ethernet

O Hign nay, hau hét cdc mdy dau cudi déu két noi t6i mot
bo chuyén mach Ethernet



TI"UY CéD mang khﬁng dc'iy (wireless network access)

0 cdc mdy dau cuodi két noi t6i bo
dinh tuyén bang mdi truong 'nh“ruy n
mang khong dady chia sé @
% thong qua tram vo tuyén, con qoi
la d?er?w truy cap" ' ; Tra g
Q LANs khong day: vo tuyé
» 802.11b/g (WiFi): 11/54 Mbps

a ‘rruy cap khong day dién rong:

+ cung cap boi cdc nhd mang vién
thong
+ ~IMbps khi ding mang DTDD cdc may
(EVDO, HSDPA) di dong
% trong tuong lai (?): WiMAX (10
Mbps) trén dién rong

@

&7
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Mang gia dinh

Céc thanh phan thdng dung:

0 bo diéu giai DSL hoic cdp TV
Q bo dinh tuyén/tuong laa/NAT
a Ethernet

Q diém truy cap khdng ddy .

bo diéu giai

cap mitxt
== S . A
tu/16i b5 dinh tuZn &> khong day
NCCDV ¢ cinn Tye
/tuong lta
diém
+ A
Ethernet kh%uggcjgy

Introduction 1-27



Moi truong vat ly

O Bit: lan truyén gita bo
phat va bo thu

Q két noi vat ly: la vat
liu/madi truong két noi
gitta bo phat va bo thu

Q moi truong dugc dan:

+ tin hiéu dugc truyén trong
duong ddy dat san: ddy dong,
cdp quang, cdp dong truc

ad moi truong khong dugc
dan:

2+ tin hiéu truyén tu do, vd:
song radio

Cép C(le XOén (Twisted Pair - TP)

0 hai ddy dong cdch diéen

% loai 3: cdp dién thoai
truyén thong, 10 Mbps
Ethernet

< loai B: cdp mang,
100Mbps Ethernet

Introduction 1-28



Mai truong vat Iy: cdp dong truc, cdp quang

Cap dong truc: Cap ?Qi quang:
0 hai ddy din déng déng O S0i Thuy tinh truyén xung
tam a/s, moi xung la mot bit

% nguyén thiy dung cho TH 0 toc do cao:

“ = truyén tai diém-toi-diém vei
0 chia s¢ mdi truong téc do cao(vd: 10's-100's
Truyen Gps)

+ Phdt tan rong
Q it anh huong bai nhicu
song dién tur
» t6c do cao (> IMbps)
« HFC

Q it 16i: bo lap tin hiéu duoc
dat xa nhau; mién nhiém
vai nhidil sdna dién +r

Introduction 1-29



Mai truong vat Iy: radio mit dat

Q tin hiéu dugc mang
trong dai tan sé cua
song dién tu

Q khong cé “day dan"

0 chiu anh huong nhiéu tir
tdc nhdn bén ngoai:

<+ phan xa
% can tré bai vat the
< giao thoa/nhiéu

Phan loai lién két radio:
0 séng ngin (vi ba)
= |en t6i 45 Mbps
a LAN (vd: Wifi)
+ 11Mbps, 54 Mbps
Q dién rong (vd: vién thdng)
% cong nghé¢ 36: ~ 1 Mbps
Qa vé tinh
<+ T vai Kbps t6i 45Mbps
« 270 msec do tré dau cudi-dau
Cuodi
= dia dong b6 (GEO) / cao do
thap (LEO)

Introduction 1-30



LSi cua mang: thiét bi mang

a mang ludi nhitng bo dinh
tuyén két ndi véi nhau

Q cau hoi can ban. dit liéu
duoc truyén qua mang
ntn?

+ chuyén mach: mdi mach
chuyén dung cho mot
cudc goi: mang ®T

+ chuyén géi: dit ligu
dugc gui qua mang
trong nhiing lién két
riéng biét

=28

@"
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L6| CflC( man9- ChUYén maCh (circuit switching)

Tai nguyén trén toan
tuyén duoc du trir
cho moi “cuodc goi”

0 bdng thdng, dau chuyén
mach

Q tai nguyen chuyén
dung: ko chia sé

Q hiéu nang dugc dam bao

Q bat bugc phai cé cdng
doan thiét lap cudc goi

Introduction
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L3i cua mang: Chuyén mach

tai quyénAmang (vd: A phan chia bang thong:
bang thang) duoc = phdn chia tin sb
chia thanh “nhiing « phan chia thoi gian
phan nho"

A cdc phan nay duoc phdn
phdi cho cdc cudc goi

a phan fai nguyen dé sé ro/
néu cudc goi ko tién hanh

(ko chia s¢)

Introduction 1-33



Chuyén mach : FDM va TDM

vi du:
FDM \ 4 ng.dung W]
tan so
>
thol gian
TDM
N
tan so I I I I I
>
thol gian
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Vi du cu thé

0 can bao nhiéu thoi gian dé giri hét mot tép
640,000 bit tir may A t6i mdy B qua mot
mang chuyén mach?

+ Tat ca cdc két noi ¢é t6c do 1.536 Mbps
= MOi két noi sir dung TDM véi 24 6/gidy
+ 500 msec can dé thiét lap mach

Introduction 1-35



L3i ciia mang: Chuyén gdi

moi dong dit lieu dau cudi-dau
cudi duoc chia thanh nhiéu
goi

cdc nguoi dung chia sé tai
nguyén mang

moi goi tin duoc dung toan bo
bdng thdng cua lién két

tai nguyén dugc st dung theo

chuyénNung
du trit tai ng

Tranh dua tai nguyén:

0 nhu cau str dung vuot
qua tai nguyén cho phép

0 tic nghén: cdc gdi tin
mac ket va nam trong
hang dgi tai cdc not
mang.

0 luu va chuyén ticp:
hguyén géi tin di chuyén
qua tung not mang.

= Not mang nhan todn ven géi
tin fruéc khi chuyén tiep

Introduction 1-36



Chuyén gdi: phdn phoi tai nguyén theo nhu

cau
100 Mb/s

A @’rheme’r phén phoi theo n/c

- >
O— "pppOTe § [0 l|_||_|<|;SS>

B@_ﬁ_ /‘ 1.5 Mb/s

hang dgi cua géi tin

S
N
'8 e
Thi tu ctia cdc géi tin cia A va B khong cé theo mot qui uéc
ndo, tai nguyén dugc chia sé theo nhu cau.

TDM: moi mdy nhan dugc mot 6 thoi gian trong khung thoi
gian xoay vong cia TDM. Introduction  1-37



L o

Chuyén géi: luu-va-chuyén tiép

0 ta cd L/R gidy la t/g dé vidu
truyen (day) géi tin do QL =75 Mbits
dai L bit 1en mot lién _
két cé toc do R bps 2 R =15 Mbps

Q heuvd chuyeﬂ tep:
nguyén géi tin phai duoc
nhan hét tai bo chuyen
mach truéc kh| nd co
thé dugc truyén trén
lien két tiép theo

Q do tré = 3L/R (gia sur

thoi gian lan trayén la
O) Introduction  1-38

a &6 tré truyen tai = 15
sec



Chuyén géi vs chuyén mach

chuyén gor cho phép nhicu nguoi dung hon sir dung mang!

0 lién két 1 Mb/s

Q moi hg/dung:
<+ 100 kb/s khi st dung
+ st dung 10% thoi gian

)

(

N ng/ding ===

2 , ~ ; .
Q chuyen mach. két noi 1 Mbp
<+ 10 ng/dung

Q chuyén gor:

& v6i 35 ng/dung, sdc Xuat . 150 ths nag dé tinh ra 0.00047
> 10 st dung mang cung

ldc < .0004

Introduction 1-39



Chuyén géi vs chuyén mach

chuyén géi hodn todn vugt troi?

0 phu hop voi dit liéu khdng déu
< chia sé tai nguyén
+ don gian, ko yéu cau khoi tao cudc goi
0 tic nghén qud muc: géi tin bi tré va mat
= can ¢é cdc giao thirc cho viéc truyen tai di ligu tin
cay, kiém sodt tic nghén.
Q Hoi: lam thé ndo dé cung cap dich vu tuong tu nhu
chuyén mach?
+ bdng thdng can &m bao cho cdc tng dung /g thuc

?: vi du vé nhitng hoat dong cia con ngudi cé co ché tuong tu
hhu co ché du trit tai nguyén (chuyén mach) va phan phoi theo
nhu cau (Chuyén 90’|)’) Introduction 1-40



Cau trdc Internet: mang ciua cdc mang

0 cau trdc phdn cap

Q & trung tam: cdc NCCDV “tang-1" (vd, FPT, Viettel,
VNPT, cdp va khdng day), pham vi quoc gia/quoc té
< quan hé ngang hang véi nhau

cdc NC A

tang-1 ang-l ISP

noi voi nhau

mot cach tu .

do . A
Tang-1T Tang-1 ISP

SP

Introduction 1-41



Cau trdc Internet: mang ciua cdc mang

Q NCCDV “tang-2": nhé hon (thuong ld thuoc khu vuc)
+ két noi t6i mot hoic nhiéu NCCDV tang-1 va cé thé tang-2

cac NCCDV
tang-2 ciing

e két noi vai
nhau mot cach
tu do.

0O NCCDV ting-2
la khdch hang
cua NCCDV

s NCCDV t1
tang-1
0 NCCDV tang-2

tra tién NCCDV .
NCCDV t1

tang-1 cho két noi NCCDV t1

vao mang
Internet

Introduction 1-42



Cau trdc Internet: mang ciua cdc mang

0 NCCDV tang-3 va NCCDV dia phuong

%+ |d tang cudi trong ciu trdc mang (gan véi mdy ng/ding nhat)

o
NCCDV ting-3 % %%

va NCCDV dia

phuong la Nccdv 1-1
khdch hang ci
cdc tang cao

hon, st dung . .
dich vu két néi . .
ma cdc ’r@?mg, Ncedv 1 Ncedy -1 m

trén cung cap w
ﬂ % % Introduction  1-43




Cau trdc Internet: mang ciua cdc mang

0 mot géi tin di qua nhiéu mang khdc nhaul

B D
R
.’

S5 ‘c" R,

Introduction 1-44
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Mat gdi va su tré dién ra ntn?

cac géi tin Xép hc‘lng trong bo nho cua BDT (router)
Q t6c do dau vao vuot qud toc do dau ra
0 gdi tin bi giam trong hang doi, chy dén luot

g6i tin chuan bi dugc truyén tai (tré)

—>

-
R |
/ géi tin xép hang (tré)
bo nhé con trong: cdc géi tin t6i sé bi loai bé (mat géi)
néu nhu khong con bo nhé ndo trong dé luu chdng,
Introduction 1-45



Bon nguyén nhan cua sy tré géi
Tin

Q 1. xtr ly tai not mang: Q 2. hang doi
+ kiém tra loi + phdi cho khi ma cong ra
+ xdc dinh cong ra dang ban

& phu thudc vao muac do
tdac nghén cua BBT

truyén tai

Al ,
«—Ilan truyén —
l' A i
B , ,
xu ly
xép hang

Introduction 1-46



Su tré trong mang chuyén-gdi

3. truyén tai: 4.t/qg lan truyén:
0 R=bdng thdng cia két 0 d = d6 dai cua duong ddy
hoi (bps) 0 s = téc d6 lan truyén tin

Q L=d5 dai cua goi (bits) hiéu (~2x108 m/sec)
0 thoi gian dé day hét géi O t/g lan truyén = d/s
len duong day = L/R

truyen tai
A Q \

«—Ilan truyén —
—><_ =
g L ] .

I
xu ly AN

xép hang

luuy: s va R la 2 dai lugn
hoan toan khac nhau!
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V/d tuong dong: dodn xe diéu
hanh

iHmee caB/= e|m= |~ 100 km | +~— 100 km —
dodn xe
1 tram Tram
10 chicc 4y phi thu phi
0 cdc xe "lan truyén” voi v/+ O thoi gian dé phuc vu hét
100 km/hr dodan xe la = 12*10 = 120
0 tram thu phi t6n 12 s dé s o
thu phi moi xe (t/g truyén O thoi gian d€ xe cuoi cung
tai) di t6i tram tiép theo la:
0 xe~bit; doan diéu hanh ~ 100km/(100km/hr)= 1 hr
géi tin a B/A: 62 phit

Q Hoi: mat bao nhiéu t/g d¢
doadn Xe qua hét tram thu
phi tiep theo?

Introduction 1-48



V/d tuong dong: dodn xe diéu

dodn xe
X tram
10 ChIGC .l.hu phl

A cdc xe bay gio “lan
truyen” véi v/t
1000 km/hr

Q Tram thu phi t6n 1 phat
cho moi xe

Q Hoi: S& c6 nhitng xe 16i
tram thu 2 truéc khi tat

ca cdc xe qua tram thua
1?

tram
thu phi
0 Ddng! Sau 7 ph, xe dau tién
t6i tram thi 2 trong khi
con 3 xe khdac dang ¢ tram
thi 1.

Q bit dau tién cua géi tin ¢é

thé toi bdt tiép theo trusc
khi T‘odn b goi tin dugc
truyén di tai bdt truac!
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Do tré tai n6t mang
d — dxI T dxh T dtt T dlt

no't

Q d, = do tré xu ly
+ khoang vai microsecs hoic nho hon
Q d,, = d6 tré xép hdng
2+ phu thuoc vao mic do tic nghén
Q d,, = d6 tré truyén tai
+ = L/R, phu thudc vdo bdng thdng cua lién két
Q d,, = d6 tré lan truyén
% vai microsecs téi vai tradm msecs
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Do tré do xép hdng

, queiﬁrggc?elay
Q R=bdng thong lién ket 4 /|
(bps) [
0 L=d6 dai géi tin (bits) /|
0 a=toc do 16i trung binh /f |
cua goi g i
cuong do luu lugng = La/R sl L Fol

0 La/R ~ 0: do tré xép hdng tb thap

Q La/R -> 1: @ tré tdng dan

a La/R > 1: nhiéu “cdng viéc" 16i hon la kha ndng
xu ly, do tré tb la vo hanl
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Do tré Internet "thuc 1¢" va duong
di cua goi tin

0 Trén thuc té thi 86 tré Internet va mat géi ntn?
Q [uong trinh Traceroute . cho phép do d¢ tré

nguon t6i cdc bdt trén todn by duong di cua géi
t6i dich. Véi moi 7:

gti 3 goi tin t6i bdt /trén duong di t6i dich

bdt /s& phan hoi lai cho nguoi gtri 3 lan

hgudi giri tinh t/g tu ldc gui géi tin di t6i ldc nhan duoc
phan hoi.

Introduction 1-52



Do tré Internet "thuc t&" va duong
di cua goi tin
traceroute: gaia.cs.umass.edu to www.eurecom.fr

Ba gid tri @6 tré tu gaia.cs.umass.edu

dén cs-gw.cs.umass.edu

cs-gw (128.119.240.254) 1 ms 1 ms 2 ms
borderl-rt-fa5-1-0.gw.umass.edu (128.119.3.145) 1 ms 1 ms 2 ms
cht-vbns.gw.umass.edu (128.119.3.130) 6 ms 5 ms 5 ms
jnl-at1-0-0-19.wor.vbns.net (204.147.132.129) 16 ms 11 ms 13 ms
jn1-so7-0-0-0.wae.vbns.net (204.147.136.136) 21 ms 18 ms 18 ms
abilene-vbns.abilene.ucaid.edu (198.32.11.9) 22ms 18 ms 22ms , N
nycm-wash.abilene.ucaid.edu (198.32.8.46) 22 ms 22ms 22ms, lien két xuyen
62.40.103.253 (62.40.103.253) 104 ms 109 ms 106 ms <.\) hau |
de2-1.del.de.geant.net (62.40.96.129) 109 ms 102 ms 104 ms chau luc
de.frl.fr.geant.net (62.40.96.50) 113 ms 121 ms 114 ms (dai du’o’ng)
renater-gw.frl.fr.,geant.net (62.40.103.54) 112 ms 114 ms 112 ms i
nio-n2.cssi.renater.fr (193.51.206.13) 111 ms 114 ms 116 ms
nice.cssi.renater.fr (195.220.98.102) 123 ms 125ms 124 ms
r3t2-nice.cssi.renater.fr (195.220.98.110) 126 ms 126 ms 124 ms
eurecom-valbonne.r3t2.ft.net (193.48.50.54) 135ms 128 ms 133 ms
194.214.211.25 (194.214.211.25) 126 ms 128 ms 126 ms

* % *
*kx —*khdng cé phan hoi(géi thir bi mat, bdt khdng tra loi)
fantasia.eurecom.fr (193.55.113.142) 132 ms 128 ms 136 ms

OCoO~NOUITR~WNE

RPRRRRRRRRE
o~NOoOUITRRWNEFO

=
O
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Su mat géi

A hang doi (b6 nhé) cua bdt cé dung lugng gidi han

Q khi hang doi dd day, cdc géi tiép theo sé bi bo

0 gdi tin bi mat cd the duoc truyen lai boi not ke
truéc, hoic boi nguon, hoic khdng dugc truyén
|ai

hang dgi

A (b6 nho) gdi tin dang duogc truyén tai
B = =
[ =

[]
s @
\géi tin 16i khi b nhé
dd diy sé bi mat
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Thong luong (Throughput)

Q théng heong: toc @6 (bits/dvtg) ma cdc bit
duoc truyén tai gitta hguoi giri vd nguoi nhan
& hrc thor toc do tai mot thoi diém cu thé
« frung binh: toc @6 trong mot khoang /g ddi

! > 2

mdy chu gt cdc dudng ong ¢é the  duong ng cé thé mang
bit (chét long) vdo mang chat '9“9 Vol van - chat long véi van toc Rc
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Thong luong (11)

0 R. < R. thdong lugng todn tuyén la bao nhiéu?

% R, bits/sec d R. bits/sec

Q R. > R.thdng lugng todn tuyén la bao nhiéu?

%@ R bits/sec @ R, bits/sec g

— lién két that ¢ chari (bottleneck link)

& lién két trén duong di cua géi tin ma lam giam thong

_luong cia todn tuyén
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Thong lugng: trong Internet

Rs

0 thong leong moi ket S :
S s

n6i dau cudi-dau
Ccuoi:
min(R, R, ,R/10)
atrong thuc té: R,
hoic R, thuong la
ndt that ¢co chai

10 két noi chia sé bdng thong cua
lién két xuong song R bits/sec
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“"Cdc tang" giao thuc

mang mdy tinh rat phirc tap!
0 nhiéu thanh phan:

% may tinh Cau hoi:

« b dinh tuyen Cé cdch ndo dé t6 chuc

+ cdc lién két cé day va mot cdch cé hé thong
khong day cau trdc cia mang mdy

< g dung tinh?

< giao thuc
+ phan cttng, phan mém
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To6 chirc cua di chuyén hdng khdng

vé (mua) vé (phan hoi) I\
hanh Iy (kiém tra) hanh ly (nhan)

cong (vao) cong (ra)

duong bang (cat cdnh) duong bdng (ha cdnh)
dinh tuyén bay dinh tuyén bay

\ thuc hién bay

0 mot chudi cdc budc
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Phdn ting chic ndng hdng khdng

m
O ey
o g

—

san bay trung tam diéu khién san bay
di khong Iwu trung gian toi

Phan tang: moi tang trién khai mot dich vu
+ thdng qua nhitng cdng viéc trong ndi bo tang
+ phu thudc vdo dich vu cung cap boi tang ngay
bén dudi nd
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Tai sao phai phdn tang?

xtr Iy cdc hé thong phuic tap (chia &é tri):
0 cau trdc rd rang tao dieu ki¢n phan bigt chiic ndng,
moi lién hé ctia nhitng thanh phan cia hé thong
+ vd: mo hinh tham chiéu TCP/IP
O tién lgi trong viéc bao tri, ndng cap hé thong
+ su thay doi trong cdch hién thuc & mdi tang
khdng anh hudéng dén cdc tang khdc
= vd: thay déi qui cdch bdn vé tir truc tiép sang
truc tuyén khdng a/h dén dinh tuyén bay
0 phdn tang ¢é hai khdng?
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Chong giao thirc Internet

a ung dung(application): cac thg dung
mang cho ngudi dung
s+ FTP, SMTP, HTTP

0 van chuyén(transport): truyén tai dir
lieu tur tién trinh-dén-tién trinh
+ TCP, UDP

A mang(network): xdc dinh duong di
g6i tin T nguon t6i dich (d/tuyén)
+ IP, cdc giao thuc dinh tuyén

Q lign ket(link): truyén tai dit lidu gitta
nhitng thiét bi
< PPP, Ethernet

Q vat ly(physical): xu ly tin hiéu trén
“day dan”

tng dung

van chuyén

mang

lien két

vat ly

Introduction
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MO hinh tham chiéu ISO/0QSI

0 tang trinh bay: cho phép ung dung
dién giai y nghia cua dit liéu, vd: md
hoa, nén

Q tang phién: ddong b héa, kiém tra,
phuc hoi dit liéu

QO Chong giao thic Internet “thicu”
nhitng tang trénl

+ nhitng dich vu ndy, néu can thict,
phai dicoc hign thuc ¢ taing vng
aung

+ ¢ can thiét hay khéng?

thg dung

trinh bay

phién

van chuyén

mang

lien két

vat ly
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v
:\

bé chuyén

thong diép(messad m J—g—|
doan(segment)(H,| M
g6i(datagrqH,| Hy| M
khung(frédndd, Hy| M
lien ket
vat ly l =
—
M : H[HJH] M ][] lién két HIH] M
| LLEL s
Hy Hi| M mang @ Q
H[Hd Hy] M lién két

bé dinh tu

Introduction 1-64



An ninh Mang

Q An ninh Mang quan tam t6i cdc van dé:
< nhitng ké xau cé thé tan cdng mang ntn?
2+ ldm sao ¢é thé phdng thi mang trudc nhitng tan
cong dé
« thiet ke kien trdc mang dé giam thiéu kha ndng bi
tan cong
Q Internet ngay tir dau duoc thiét ké ma
khong dat ndng van dé an ninh
« Internet nguyén thiy:"mot nhém cdc ngudi dung
tin cay lan nhau két noi vao mét mang trong suot”
« Cdc nha thiet ke giao thic Internet dd choi tro
"duoi bat”
« VAn d& An ninh ton tai trong tat ca cdc tang ™" %



Ké xau cé thé cdi phan mém doc hai (PMDH)
vao mdy ng/dung thong qua Internet

0 PMBH c¢é thé chui vdo mdy tir mot vi rat, sdu, hoic
hgua frojan.

Q Phan mém gidn diép cé thé ghi lai cdc phim dd go,
cdc trang web dd vao, giri thong tin thu duoc cho
ké tan cong.

0 Nhitng mdy bi nhiém cé thé bi gop vao mot mang
mdy tinh ma - botnet, st qung cho viéc phat tan
thu rdc va tan cong tir choi dich vu DDoS.

a PMBH thuong cé kha ndng tu nhan ban: tir mot may

nhiém, tim cach lay sang mdy khdc
Introduction 1-66



Ké xau cé thé cdi PMDH vdo mdy
ng/dung thong qua Internet

Q Ngu:a Trojan Q Sau:
+ La phan an caa mot phan < ldy nhiém qua viéc nhan thu
mém hitu dung khdc dong doi tuong ma cé the tu
KX Ngdy hay Thang Thu(‘)’ng kich hoat ban than.
la trén mot trang Web <+ tu nhan ban: lay lan qua nhiing
(Active-X, plugin) mdy, ng/duling khdc
d VI r'l:l'r Sau Sapphire: s liéu tbng hop scans/sec

trong 5 ph sau khi phat tan (D liéu: CAIDA, lesc)

cdc doi tuong (vd: tép o
dinh kem frong e-mail), i V\Ad[
chay doc lap va chu dong

= Ty nhan ban: lay lan qua
nhitng mdy, ng/dung khdc

» |lay nhiém qua viéc nhan

~J
o

0 1 2 3 4 5
Minutes After the Initial Outbreak
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Ké xau ¢é thé tan cong cdc mdy chu
va ha tang mang

0 Tu chéi dich vu (DoS): nguoi tan cong lam cho tai
nguyén (mdy chu, bdng thdng) khdng the truy cap dugc
bang cdch lam tran kha ndng xur ly cua tai nguyén.

1. lua chon muc tieu

2. chiém quyén cta nhiéu
mady tinh trén mang
(botnet)

3. gui cdc goi tin t6i muc
tieu tir cac may dad bi
xdm chiém
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Ké xau ¢é the nghe Ién cdc gdi
tin
Ng/ve /én gor:

% moi truong phat quang ba (Ethernet chia sé,
wireless)

= mot cac mang bat ki cé thé doc/ghi lai tat ca cdc
géi tin(vd: bao gom ca mat khaul) &i ngang qua né
C

src:B|dest:A| |payload I
== B

= Phan mém Wireshark ld mot vi du vé mot cdng cu
nghe |én gdi tin
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Ké xau cé thé gid mao dia chi hquoi
gui

Q Gia mao IP: gui géi tin véi dia chi nguoi gt gia mao

<«———src:B|dest:A| |payload

e
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Ké xau ¢é thé thu lai géi tin va phdt
lai

le—

Q thu-va-phdt lar: nghe 1én cdc thdng tin nhay cam
(vd: mat khau), va sir dung né sau ndy

:B|dest:A| |user: B; password: foo
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Lich st Internet
1961-1972: nguyén ly chuyén gdi so khai

0 1961: Kleinrock - ly thuyét 0 1972:

ség hang ching 16 su hiéu = ARPAnet trinh dién cdng khai
qua cua mo hinh fh‘fye" 9ol = NCP (Giao thuc diéu khién mang
a 1964; BG[‘Q“ ~mo hinh - Network Control Protocol)
chuyen goi st dung frong giao thic giao tiép mdy-mdy dau
mang quan su tien
0 1967: mang ARPAnet dugc 2+ chuong trinh e-mail dau tién
thiét lap boi Co quan quan « ARBAnet cé 15 nét

ly cdc du dn nghién ctu cao
cap (Advanced Research
Projects Agency - USA)

0 1969: not mang ARPAnet
dau tien d&i vao lam viéc
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Lich st Internet

1972-1980: da mang, nhirng mang moi va mang s hiry

1970: ALOHAnet mang vé tinh
& Hawaii

1974: Cerf va Kahn - kién tric
cho viéc két noi nhiéu mang véi
nhau

1976: mang Ethernet tai
Xerox PARC

ate70's: kién tric mang sé hitu:

DECnet, SNA, XNA

late 70's: mang chuyen mach
voi do dai géi co dinh (tién
nhiém cia ATM)

1979: ARPAnet cé 200 not

Nhitng nguyén ly lién mang cua
Cerf va Kahn:

* '|'Ol gian, Tu quan - khdng
yéu cau Thay d0| bén trong

dé két ndi véi cdc mang
khdc

= md hinh dich vy "+61 nhat
cé thé"

+ bo dinh tuyén khdng trang
thdi

» diéu khién phdn tdn
dinh nghia ciu trdc Internet hién
nay

Introduction
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Lich st Internet

1980-1990: nhirng giao thirc méi, sw phdt trien nhiy vot
aia cdc mang

0 1983: trién khai 0 nhiing mang méi: Csnet,
TCP/IP BITnet, NSFnet,
0 1982: giao thic email Minitel
smtp duogc dinh nghia 0 100,000 mdy tinh két
0 1983: DNS dugc dinh hoi t6i cdc mang
nghia & phuc vu

chuyén @6i t&n mién
sang dia chi IP

0 1985: ftp dugc dinh
nghia

0 1988: giai thuat kiém
sodt tic nghén cho TCP
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Lich st Internet

1990, 2000 thuong mai hoa, cdc trang Web, ithg dung

va dich w
O dau nhitng ndm 90: ARPAnet tan
ra
0 1991: NSF han ché viéc st dung

NSFnet cho muc dich thuong mai
(tan rd, 1995)

0 dau nhitng nam 90 : Web

< sieu van béan (hypertext)[Bush
1945, Nelson 1960's]

+ HTML, HTTP: Berners-Lee

% 1994: Mosaic, sau nay la
Netscape

+ cuoi nhitng ndm 90: thuong
mai hda cdc trang web

nhithg nam 1990 - 2000:
O nhitng ¢/d hap dan: nhan tin
truc tiép, chia s¢ tép P2P

O van @ bao mat duoc quan
tam nhiéu hon

a gan 50 triéu mdy, 100+ triéu
nguoi dlng

Q lién két xwong séng chay &
toc do Gbps
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Lich st Internet

2007:
0 ~500 triéu mdy tinh két noi
0 Am thanh, phim qua IP

0 Ung dung P2P: BitTorrent
(chia s¢ tép) Skype (VoIP),
PPLive (video)

A nhitng thg dung khadc:
YouTube, tro choi

QO khong day, di dong
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Gigi thieu: Tom luoc

bao gom mot “tan" tdi liéul
Q cdi nhin khai quat Internet

Cdc ban co:
3 cai nhin khdi quat,

1 giao thuc la gi? “cam gidc" vé mang
H cautruc mang 0 thém kién thuc va chi
< chuyén goi so véi chuyén tiet dé theo dusi!
mach

0 hiéu suat: mat gdi, tré,
thong luong

0 phdn tang, cdc md hinh dich
vu

Q lich su

Introduction
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