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Chapter 2: Tang ttng dung

Muc tiéu:

1 cac khia canh thuoc
khai niém va hién
thuc cua cdc giao
thic thg dung mang

% mo hinh dich vu
tang tthg dung

< mo hinh khach-chu

<+ mo hinh ngang
hang mot-mot

hoc ve cdc giao thirc
bang cdch xem xét cdc
giao thuc tang ting dung

pho bién
» HTTP
« FTP

%~ SMTP / POP3 / IMAP

+~ DNS

N Iap trinh (tng dung

mang

+ socket APT
+ socket = hoc két

noi?
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Vi du vé tng dung mang

L OO O 0O o O

e-mail

web

nhin tin truc tiép
Truy cap tu xa

chia s¢ tép P2P

tro choi mang tuong
tdc nhiéu nguoi

xem phim truc tuyén

[]

chdt tiéng

7 hoi thoai truyén hinh

truc tuyén

] tinh todn ludi

[]
[]
[]
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Tao ra moét u/d mang e

viét chuong trinh
+ chay trén nhiing hé thong
khdc nhau
< lien lac thong qua mang
% vd: phan mém mdy chi web
giao tiep véi phan mém trinh
duyét web
Ko can thiét viét ph/mém
cho cdc thiét bi mang
< Th/b mang khong chay
nhitng tng dung danh cho
nguoi dlng
= Ph/mém trén cdc th/b mang
duoc chuyén biét héa cao
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Chuong 2: Tang ung dung

1 2.1 Cac nguyén ly cua 1 2.6 Ung dung P2P

tang (ing dung 1 2.7 Lap trinh Socket voi
1 2.2 Webva HTTP TCP
0 2.3 FTP 0 2.8 Lap trinh Socket voi
1 2.4 Thu dién tu Ucp

s+ SMTP, POP3, IMAP
0 2.5 DNS
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Kién trdc tng dung mang

1 khach-chu
1 thdnh vién-téi-thdnh vién (P2P)
0 lai gitta khdach-chu va P2P
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Kién tric khdch-chu

mdy chu:
% luon luon bat
<+ dia chi IP c6 dinh
+ h¢ thong mdy chu cho
VieC mo rong
may khach:

» giao tiép voi mdy chu

+ ¢6 thé két ndi khdng lién
tuc

+ €6 thé cé dia chi IP dong
» khdng két noi truc tiep véi
ngudi dung khdc
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Cau tric P2P

0 k6 cd mady chii

0 cdc mdy dau cudi lién lac = B
truc tiép vai nhau mot-mot A

1 cdc bén thuc hién két noi | /
khong lién tuc va co thé ¥ 4 —
st dung dia chi IP dong =

Kha ndng co gidn (mé rong) -
cao nhung khé quan ly 2
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Mo hinh lai cua khach-chu va
P2P

Skype
< dién thoai-IP: tng dung P2P

+ mdy chu tap trung: quan ly dia chi cua cdc bén
tham gia

kﬁT )nou khdch-khdch: truc tiép (khdng qua mdy
chu

Nhin tin truc tiép
+ Hai hguoi ding chdt véi nhau bang P2P
N\ay chu dam bao: quan ly nguoi dung

* hguoi duna ddang ki d/c IP véi mdy chu khi ma
ho dang n

- mdy chu cung cap danh sdch ban bé dang trén
mang
+ nguoi dung hoi mdy chu dé c¢é d/c IP cua ban
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Lién lac giita cdc tién trinh

Tién trinh: chuong trinh Ticn trinh khdch: bat dau
chay trong mot mdy qua trinh két noi

0 voi ciing mdt mdy, hai tién Tién”rriph chu: cho khdch
trinh lién lac v&i nhau két noi tai

bing cdch st dung giao
tiep tién trinh (inter-

process communication)

(qui dinh boi OS). Luu y: cdc ing dung P2P ¢
O cdc tién trinh trong cdc  ca tien trinh khdch lan tien

mdy khac nhau lién lac trinh chu

thong qua trao d6i thdng

diép
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Hbc két nodi - Sockets

J tién trinh gui/nhan thdng
diep t6i/ti hoc ket noi
0 héc két nbi tuong tu nhu
la cdnh cua
+ tién trinh gui day théng
diép ra ngoai canh cira
% tien trinh gui phu thuoc vao
co s¢ ha tang truyén tai ¢
bén phia kia cua cdnh cira
dé mang théng di¢p ti hoc
két noi cua tien trinh nhan

may haic

may chi

diéu khién boi

‘/ It vién trng ding

may hdic
may chi

TCP i TCP i
bo Nho Internet bo nhé
tam, bién | tam, bién
diéu khién
baoi OS

0 API: (1) lua chon giao thirc truyén tai; (2) kha ndng mot

vai tham sb
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Qua trinh danh dia chi

0 de nhan duoc thong diep 0 &7 hiéu nhan dang bao
tien trinh phai cé A/ hicu gom dia chi IP va s6 cong

nhan dang tuong tthg v&i moi tién
0 mdi thiét bi (mdy tinh) trinh trén mdy
cé mot dia chi IP 32-bit 0 vi du vé s6 cdng:
doc nhat « mdy cha HTTP: 80
1 Ho/: dia chi IP ¢ thé « mdy chu Mail: 25
dung de ddnh cho cd cdc O dé qui thdng diep HTTP
tién trinh khéng? t6i trang web
= Ddp: Khdng, nhiéu gaia.cs.umass.edu:
+ién trinh cé thé « dia chi IP: 128.119.245.12
cling chay trén mot % cong: 80
may
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Cdc giao thirc ting tthg dung qui
dinh...

0 Loai théng diép duoc trao d6i, Cdc giao thiric cong

= vd: truy van, phan hoi khai:
0 Cd phdp cua thong diép: 1 dinh nghia trong
%+ €6 nhitng trudng ndo trong RFC
thong diép & ching duoc trinh 1 cho phép tuong
bay ntn . :
tac qua lai

1 Ngit nghia cua thong diép © vd: HTTP SMTP
+ y nghia cua thong tin trong cac ' '

trudng Cac giClO thuc sé hiru:
1 Qui tic vé thoi diém va cach O vd: Skype
thuc cdc tién trinh gii va
phan hoi cdc thong diép
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Cdc thg dung yéu cau gi & tang truyén tai?

Mat mat di lieu

[]

mot s6 ung dung (voice-
chat) cé The Chap nhan mat
madt di liéu vira phai

nhhitng «/d khac (vd: tai tép
tin, ’relne’r) yéu cau truyen
tai todn b6 100% dit liéu

Do tré
1 cac u/d ,vd: dién thoai

Internet, tro choi
tuong tdc, yéu cau do
tré thap

Thong lugng

0 mot s6 u/d (vd: da phuong
tien) yéu cau mot thong
luong 16i thiéu dé lam viéc
“hiéu qua”

1 nhitng &/d khdc
(bittorrent) tan dung moi
thong lugng ma né cé thé
str dung

Biao mat

0 Ma hoa, ven toan dit liéu, ...
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Nhitng yéu cau I€n tang van chuyén cua mot s6
tthg dung pho bién

Ungdung Matmatdl  Théng | wong Do tré thap
truyén tai tép  khong linh hoat khong
e-mail  khong linh hoat khong
dich vu web  khong linh hoat khéng
phim/nhac  chap nhan nhac: 5kbps-1Mbps c6, 100's msec
thot gian thwce phim:10kbps-5Mbps
phim/nhac lwvu trlr  chidp nhan  nhw trén co, vai giay
tro choi twong tac  chap nhdn  vai kbps trd 1én cG, 100’s msec
nhan tin treee tiep khong linh hoat vira phai
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Céc dich vu tang truyén tii Internet

Dich vu TCP:

[]

heéng ket noi: yéu cau tao két
noi giita khdch va chu

truyen tfar tin ciy: dam bao
truyén tai ding va du dit liéu
kiem sodt heu heong: ngudi gt
khong lam ngéap nguoi nhin
kiem sodt tic nghén: hdm toc
d6 gui khi mang bi qua tai
khéng cung cap/dim bao: &6
tré, théng luong 16i thiéu, bao
mat

Dich vu UDP:

0 truyén tai dir ligu khong tin
cay (c6 the mat dit liéu)

1 khdng cung cap: thict lap
ket noi, kiem soat luu
lugng, kiém sodt tac nghén,
do jrr'é, thong lugng 10i
thiéu, hoac bao mat

Hoi: Tai sao lai can cé UDP?
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U/d Internet va cdc giao thic tang truyén tai

Giao th rc Giao th rc tang
ngdung tang tng dung truy én tai t/ teng
e-mail SMTP [RFC 2821] TCP
truy cap tr xa  Telnet [RFC 854] TCP
Web  HTTP [RFC 2616] TCP
truyén taitép FTP [RFC 959] TCP
xem phim trwc tuyén  HTTP (vd: Youtube), TCP or UDP
RTP [RFC 1889]
dién thoai Internet  SIP, RTP, s& hiru
(vd: Skype) chi yéu UDP
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Chuong 2: Tang ung dung

[]

2.1 Cac nguyen ly cua
tang tng dung

2.2 Web va HTTP
2.3 FTP

2.4 Thu dién tu
+ SMTP, POP3, IMAP

2.5 DNS

1 2.6 Ung dung P2P
0 2.7 Lap trinh Socket voi

TCP

1 2.8 Lap trinh Socket voi

UCP
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Web va HTTP

Vai khdi hiém cdn bén

0 Trang Web chtra nhiéu doi tuong

0 Doi tuong cé thé la tép HTML, tép anh JPEG, vi md
Java, tép am thanh,...

0 Trang web chta tép HTML chinh, tép nay sé chta
lién két t6i cdc doi tuong khdc

0 M&i d6i tugng dugc dan duong béi mot URL - dinh vi
tai nguyén dong dang

7 vi du URL:
www. soneschool . edu/ sonmeDept/ pic. gif

tén mién duong dan

2: Application Layer
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Tom luvoc HTTP

Giao thuc truyén tai siéu
van ban - HTTP
(hypertext transfer protocol)

0 giao thuc tng dung web

0 mo hinh khach/chu

% khdch: trinh duyét web
yéu cau, nhan va trinh
bdy cdc d6i tugng web

% chii; may chu Web gui
tra cdc doi tugng theo
yéu cau cua khdch

PC chay
Firefox

Mady chu
chay dich vu
mdy chu Web

Apache
Mac chay
Safari
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Tom lugc HTTP (tt)

Str dung TCP: HTTP la giao thuc khdong
0 khdch khi tao két ni TCP leu gilt trang thai
(tao hoc ket noi) t6i mdy chi 0 mdy chi khéng luu bat ki
tai cong 80 thong tin ndo vé ng/d

0 mdy chu chap nhan két noi
TCP tur khach
giao thuc tang tthg dung)
duoc trao doi giita trinh
duyét web (khach HTTP) va L s L L
mdy chi Web (chia HTTP) 1 neu mdy chu/khdch b hong
46na Kt né: thi thong tin vé trang thai

-+ dong ket noi TCP ¢ thé khdng théng nhét,

can phai can chinh lai

0 lich st duyét web phai dugc
luu gitr

Roh ni&
Nhing giao thic luu trang thi
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Két noi HTTP

HTTP khdng 6n dinh HTTP 6n dinh

0 Gan nhu mot d6i fuong O Nhiéu d6i tuong ¢ thé
duoc gtri qua MOT két duoc gti qua mot ket
noi TCP noi TCP duy nhat giita

khdach va chu
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HTTP khdng 6n dinh
(chtra van ban,

nguffi dt‘mg dua vao URL sau lien két téi 10
www. someSchool . edu/ soneDepart nent / hone. i ndex hinh anh jpeg)

la. khdch HTTP khai tao lién két
TCP t6i mdy chu HTTP (tién
trinh) tai www.someSchool.ed
& cdng 80

1b. mdy chu HTTP tai
www.someSchool.edu cho két
noi TCP tai cong 80. “chap
nhan" két noi tir khdch, thang

bdo lai cho khdch
2. khdch HTTP gui théng diép a0 fat cho Khac

truy vin HTTP (chtta URL) vdo

héc két nbi TCP. Thong diepchi 3. mdy chu HTTP server nhan

ra la khdch muon cé doi tuong duoc thdng digp truy van, tao

“someDepartment/home.index” ra mot thong diép phin hoi
chaa d6i tugng duoc yéu cau,
va giri thdng di¢p vao hoc ket
noi

Th(‘)’li gian
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HTTP khdng 6n dinh(1t)

/ 4. mdy chi HTTP déng két néi
TCP.

5. khach HTTP nhan duoc thong
diep phan hoi chaa tép html,
hién thi html. Phén tich tép
html tim ra 10 lién két t6i cdc
doi tuong jpeg

*IT"Z 6. cac busc 1-5 1ap lai cho moi

trong 10 doi tuong jpeg
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HTTP khdng 6n dinh: thaoi gian phan

hoi

Binh nghia thoi gian xoay
vc‘)ng - RTT (round-trip time):
ld t/g can dé mot géi tin
nho di chuyén tir khdch
t6i chu va quay tro lai

Thoi gian phan hoi:

0 mot RTT dé khéi tao két
noi TCP

0 mot RTT dé gui truy van
HTTP va vai byte dau ciia
phan hoi HTTP quay tré
|ai

1 thoi gian truyen tai tép

tong = 2RTT+ t/g truyén tai

khoi tao

két ndiTCP [
RTTX

yéu cau

tép tin
RTTK

nhan duc
Tép tin

\ t/g dé
}truyén trai
tép tin
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HTTP 6n dinh

Nhiing van dé cia HTTP khong
on dinh:

0 yéu cau 2 RTT cho mdi doi
Tuong

0 hé diéu hanh (HDH - OS)
tdng tai cho mdi két noi TCP

7 trinh duyét thuong mo nhiéu
két noi TCP song song d@é tai
nhitng doi tuong lién két

HTTP 6n dinh

0 mdy chu giit lai lién két sau

khi gtri phan hoi, goi ld lién
két mo

nhitng thong diép HTTP tiép
theo gitra cap khdch/chu do
s& duoc gii qua lién két mo
G trén

khdch gtri truy van ngay khi
né gip phai mot lién ket t6i
doi tuong

chi can 1 RTT cho tat ca cdc
doi tugng duoc lién két toi

2: Application Layer
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Thong diép truy van HTTP

0 hai loai thdng diep HTTP: fruy vin (request), phan
hoi (response)
0 théng diép truy van HTTP:
% ASCII (dinh dang con nguoi doc duoc)
dong truy va
(cac cau lénh G?:'T,\‘_GET /somedir/page.html HTTP/1.1
POST, HEAD) Host: www.someschool.edu
User-agent: Mozilla/4.0

cac dOQQ Connection: close
mao dau Accept-language:fr

Xudng don . .
bdo hiéugké’r ﬁ(v(dau xuong dong phu)
thong diép
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Thong diép truy van HTTP: dinh dang

chung

| request
line

header
lines

Entity Body

2: Application Layer
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Khung nhap dit liéu tai len

Phuong phdp POST:
1 Trang web thuong cé Phuong phdp GET (URL):
nhﬁ:ng khung dién dir (] Su dung phu’o’ng phép

liéu GET

1 Dt ligu vdo duoc tai lén o D lieu vao duoc tai 1&n
mdy chu trong phan truc tiép trong cdc
than (entity body) cia trudng ciia URL cua
thdng diép truy van dong truy van

www. sonmesi t e. com ani nal sear ch?nonkeys&banana
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Cac loai phuong phdp

HTTP/1.0 HTTP/1.1

0 GET 0 GET,POST, HEAD
0 POST 0 PUT

7 HEAD + tai tép tin trong phan

= ddi hoi mdy chu dat déi than lén duong dan duoc

tuong dugc yéu cau nam neu trong URL

ngodi thdng diép phan 1 DELETE

hoi + xéa tép duoc néu trong
URL
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Thong diép phian hoi HTTP

dong trang thai

(giao thuc
md trang ’rhdi\‘ HTTP/1.1 200 OK
cdu trang thdi) | Connection close
Date: Thu, 06 Aug 1998 12:00:15 GMT
/s Server: Apache/1.3.0 (Unix)
cac\dor:g Last-Modified: Mon, 22 Jun 1998 ......
maodau

Content-Length: 6821

Content-Type: text/html

dit lieu, vd: — dali eu..d @l &u..

tép HTML
duoc yéu cau
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Cdc md trang thdi cua thong diép
phin hoi HTTP

Nim trong dong dau tin cua théng diép phan hoi tir chu->khdch
Mot vai md vi du:
200 OK
+ truy van thanh cdng, d6i tugng theo sau trong théng diép nay
301 Puwocdichuy énv inhvi én- Moved permanently
+ d6i tuong truy van dd dugc di chuyén, vi tri moi kém theo sau
trong thong diép nay (Location:)
400 Truyv ankhoéngh op!| é&- Bad Request
+ mdy chu khdng hiéu thdng diép truy van
404 Khong tim th ay - Not Found
+ 1tdi liéu yéu cau khdng tim thay trén mdy chu nay
505 Phiéenb anHTTP khong duoch &tr o-HTTP Version Not
Supported
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Voc HTTP (véi vai khach)

1. Telnet t6i trang web yéu thich:

telnet cis.poly.edu 80 M& két ndi TCP t6i cong 80 (cong mic dinh
cua mdy chu Web) tai cis.poly.edu.

Tat ca nhiing gi ta go vdo déu duoc gt t6i
cong 80 tai cis.poly.edu

2. 63 vao mot truy van HTTP "GET"

GET /~ross/ HTTP/1.1 Bing cdch ndy (nhan vao ndt Enter 2
lan), ban gtri mot truy van GET
16i thiéu (nhung day du)

| t6i mdy chu HTTP

Host: cis.poly.edu

3. Xem xét thong diep phan hoi ma mdy chu HTTP gui
tra lai cho ban
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Trang thdi nguoi dung/mdy chu:
cookies

Nhiéu trang web lén sir Vi dy: o
dung cookies 1 Bom luon luon truy cap
Bén thanh phan: Internet tir mdy tinh ca
1) dong mdo dau cookie cua hhan
théng di¢p phan hoi 0 dau tién, lust mot trang

HTTP 16t mot
2) déng méo diu cookie thuong mai dién tu

cia thang diép truy vin O khi truy van HTTP dau
HTTP tién dén trang web,

3) tép tin cookie dugc luu N '
’rrgn may ngu:0’| dung va Trang web s¢€ tao ra:

quan ly basi Trinh duyét 2+ 86 dinh danh (ID) doc
4) théng tin vé phién lam nhat

viéc cua ngudi ding dong ) i :

thoi dugcc luu tai CSDL < mot the gh' ‘rrong

cia trang web CSDL cho ID do
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Cookies: duy tri "trang thai" (11)

khach

tép cookie

ebay 8734

amazon 1678

1 tuan sau:

ebay 8734
amazon 1678

chu

ebay 8734

truy van http

ly chu Amazon

<

phan hoi htt
Set-cookie: 167

—  tao ra ID
tao

.
1678 cho ng/d

muc

truy van http
cookie: 1678

hanh vi khi truy c/gﬁ'
¢4 cookie <

phan hoi http

CSDL

5 mady chu

truy van http
cookie: 1678

" ¢0 cookie

phan hoi http
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Cookies (1)

Cookies cé thé chia gi? :

0 thdng tin iy quyén

7 gidé mua sim truc tuyén

[ trang thdi phién lam
viéc nguoi dung (Web
e-mail)

Lam sao dé duy tri “trang thdi":

aside

Cookies va su rieng tu:

0 cookies cho phép tr.
web tim hiéu nhiéu
thdng tin vé ban

0 ban cé thé cung cap tén
va email cho cac web

1 cdc dau cuoi: luu trang thdi ¢ ng/gui,

ng/nhan qua nhirng giao dich

0 cookies: cdc th/diép http mang cac

t/tin trang thdi
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