Bo nhd dém (BND) Web (mdy chu

dai dién - proxy server)
Muc dich: ddp tng y&u cau ctia n/d ma khdng can mdy chi goc

0 thiét 1ap trinh duyét: mdy chi
truy cap web qua bg
nhé dém

0 trinh duyét gui toan

dai dién G

A . h \)
bot truy van HTTP toi TS
mdy chu dai di¢n <

« doi tugng c6 trong bnd: “\N\fd\ i

bnd giri tra d6i tuong
% ngodi ra, bnd sé& truy
van déi tuong tir mdy
chu goc, sau @6 gti lai
cho ngusi ding, dong
thoi lueu lai trong bnd

may chu
goc
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Bo nho dém Web (11)

0 bnd lam viéc vira nhu Tai sao can cé bnd Web?
khdch vira nhu chu 1 giam thoi gian phan hdi

0 thuong thi bnd thuong cho truy van n/dung
dugc cai dat béi ncedv o giam luu lwong trong
(truong dai hoc, co mot duong két noi cua
quan) cong so.

0 cho phép cdc nccdv
tang thém ndi dung
cung cap cho nguoi
dung
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Vi du hién thuc bnd

Gia thict

0 kich thuéc trung binh cta doi
tuong = 1,000,000 bit

0 tan sb t/binh cia truy van tur
trinh duy¢t cua co quan t6i mdy
chu goc = 15 lan/s

0 do tré xoay vong tir bdt co quan
t6i bat ki mdy chu goc ndo =2 s »

KéT QUé - LAN

0 h/suat sit dung LAN = 15%

0 h/suat st dung trén duong truy cap
= 100%

0 dotré tong = do tré Internet + do
tré truy cap + do tré LAN

= 2 s+ vai phat + vai ms

cdc mdy chu
goc

15 Mbps
duong truy cap
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Vi du hién thuc bnd (1)

nhiing giai phdp kha di
0 tdng bang thong cua duong
truy cap leén khoang 100 Mbps

consequence

0 h/suat stt dung LAN = 15%

0 h/suat sit dung dudng truy cap = duong truy cap
15% 100 Mbps

0 do tré tong = do tré Internet +
d6 tré truy cap + d6 tré LAN

0 = 2s+ms+ms

0 rat tén kém khi ndng cap
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Vi du hién thuc bnd (1)

giai phdp: cai dit bnd
0 8ié4 str tan s6 truy cap bnd la

két qua:

0 40% truy van s&¢ duogc ddp
ung ngay lap tuc bsi bnd L

0 60% truy van s¢ dugc dap duang ket noi
ung béi may chu goc ’

0 hiéu suat sit dung duong ket
noi giam xuong 60%, lam giam
thoi gian tré xuong thap (10
msec ,

0 tong d6 tré toi da = do tré
Internet + d¢ tré truy cap +
do tré LAN = .6*(2.01) secs bnd co quan
+ msec < 1.4 secs

LAN
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GET cé diéu kién

Muc dich: khdng gui dbi tuong
néu nhu bnd dd cé ban cap nhat
méi hhat cta hé
01 bnd: chi ro thoi gian cua ban
luu bnd trong truy van HTTP
If-modified-since:
<date>
0 mdy chui: s& khdng gtri lai doi
tuong dugc yéu cau néu ban
luu 1d ban cap nhat méi nhat:
HTTP/1.0 304 Not
Modified

bnd

mdy chu

HTTP request msg
If-modified-since:
<date>

— doi tuong

khong

HTTP response
HTTP/1.0
304 Not Modified

— thay doi

HTTP request msg
If-modified-since:
<date>

- déi Tuong

HTTP response
HTTP/1.0 200 OK

<data>

 da
thay doi
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Chapter 2: Application layer

1 2.1 Principles of 1 2.6 P2P applications
network applications 0 2.7 Socket programming
1 2.2 Web and HTTP with TCP
0 2.3 FTP 1 2.8 Socket programming
1 2.4 Electronic Mail with UDP
+» SMTP, POP3, IMAP 1 2.9 Building a Web
1 2.5 DNS server
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FTP: Giao thirc truyén tai tép tin

I
or. giao c!i.én khdch L truyén tai tép tin 1 chi
A 9L FTP FTP
v dung FTP
nguoi
ding

, hé thong tép
h¢ thong t¢p tin ¢ xa
tin cuc bo

0 truyén tai tép tin dén/tt mdy & xa

0 mo hinh khdach/chu
+ khdch:1a phia bat dau qud trinh truyén tai
% chimdy 6 Xa

0 ftp: RFC 959

0 mdy chu ftp: cong 21
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FTP: diéu khién riéng biét, két noi dit lieu

1 Khdch FTP ket noi t6i mdy chu
FTP tai cong 21, giao thuc
truyén tai la TCP

0 khdch duoc ,kiérr’\ tra danh tinh
thong qua ket noi diéu khién

0 khdch duyét cdc thu muc trén
mdy tir xa bang cdch gui cdc cau
lénh thong qua két noi dicu
khién.

0 khi chi nhan duoc cau lenh
truyén tai tép, cha mo két noi
TCP thu 2 16i khach

0 sau khi ’rr'uyén tai xong 1 t¢p,
chu dong két noi dix liéu.

- »
< >
g a
< »

khach
FTP FTP

két ndi TCP diéu khién
cong 21

két ndi TCP dit licu /
cong 20 chu

0 cht md mot két ndi TCP dir

licu khdc d¢ truyén tai mot +ép
khac.

dieu khien ket noi: "ngoai
tuyén” (out of band)

mdy chu FTP luu lai “trang
’rhéi"‘: thu muc hién tai, thong
tin vé danh tinh
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Cdc cdu lénh va phin hoi FTP

Vi du cau lénh:

[]

gtri di dudi dang van ban
ASCIT qua két noi diéu
khién

USERtén _ng woi_dung
PASS mat_kh &u

LIST liét ké danh sdach cdc
tép trong thu muc hién tai
RETR tén_t ép tai t¢p tin
Ve

STOR tén_t ép tai tép tin
len mdy tur xa

Vi du mad tra vé

[]

md trang thdi va mo ta (nhu
trong HTTP)

331 Username OK,
password required

125 data connection
already open;
transfer starting

425 Can’t open data
connection

452 Error writing
file
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Chapter 2: Application layer

0 2.1 Principles of 1 2.6 P2P applications
network applications 0 2.7 Socket programming
1 2.2 Web and HTTP with TCP
1 2.3 FTP 1 2.8 Socket programming
0 2.4 Electronic Mail with UDP
< SMTP, POP3, IMAP
0 2.5 DNS
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Thu dién tir (e-mail)

Ba thanh phan chinh:

0 cong cu quéan ly thu nguoi
dung (user agent - UA)
mdy chu thu

giao thirc truyén tai thu:
SMTP

Cong cu quan ly thu cua ngudi
dung
soan thao, chinh sua, luu, v.v..

vd: Eudora, Outlook, elm,
Mozilla Thunderbird

thu di va thu dén duoc luu
trén mdy chu

L]
[

alr 0

user
agent

B
mail
server
|
ooooo| SMTP
| ~
SMTP
/
M SMTP
ail
s;.nr'ver' /
AT
L0000 | user
Ak |9g9ent
user
agent

2: Application Layer

hang doi

thu di

0 hop thu n/dung

mail
server

00000

alr 0
user
agent

AT b
user
agent

alr 0
user
agent
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Thu dién ti: mdy chu thu

Mady chu thu
0 hop thu chta thu dén cua
nguoi ding
0 hang doi thong diép cua thu
di
Giao thirc SMTP gitta cdc
mdy chu trao d6i thu cho nhau
% khdch: la may chu gti thu
% “chu": la may chu nhan
thu

mail
server

U0HO0

1

SMTP

|&

mail
server

Uog o

alr |

user
agent
ailr I\
user

N agent
SMT o

server user

agent

/' |oooog

SMTP alr 0\
user
/ agent

alr 0\

user

alr
user
agent

agent
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Thu dién tir: SMTP [RFC 2821]

0 sir dung TCP & gtri thu giita khdch va chi, cong 25
0 van chuyén truc tiép: tir mdy chi gui va mdy chi nhan
7 qud trinh van chuyén gom 3 pha:
+ bat tay (chdo hoi)
+ trao doi thong diégp
» két thic
0 tuong tdc cdu lénh/phan hoi
< cdu lénh: van ban ASCII
+ phan hoi: md trang théi va md ta
1 thong diép phai cé dinh dang 7-bit ASCII
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Kich ban: Alice gui thong diép Bob

1) Alice st dung UA dé soan 4) khdch SMTP giri thu cua
thu va gui 16i Alice qua két noi TCP
bob@oneschool . edu 5) may chu thu cua Bob dit

2) UA cua Alice gtii thong diép thu vao hop thu cua Bob
tGi mdy chu thu cua ¢o ta; 6) Bob bat UA cua minh |én dé
thu duoc dat trong hang doi doc thu

3) phia khach cia SMTP mé
két néi TCP 16i mdy chi thu

cua Bob
[] []
gl [ mail mail alr [N AT
@%} user server server | user L'__,.:te:«':.i’f
OOoog 0000
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<

du fuong tac SMTP

220 hamburger.edu

HELO crepes.fr

250 Hello crepes.fr, pleased to meet you
MAIL FROM: <alice@crepes.fr>

250 alice@crepes.fr... Sender ok

RCPT TO: <bob@hamburger.edu>

250 bob@hamburger.edu ... Recipient ok
DATA

354 Enter mail, end with "." on a line by itself
Do you like ketchup?

How about pickles?

250 Message accepted for delivery

: QUIT
: 221 hamburger.edu closing connection
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Thtr nghiém tuong tdc SMTP:

] telnet tén_may ch ua 25
7 nhin thay phan hoi 220 tir mdy chu

1 go vao cdc cau léenh HELO, MAIL FROM, RCPT TO,
DATA, QUIT

bing cdch ndy ban cé thé gtri thu ma khdng can st
dung cong cu quén ly thu (UA)
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SMTP: tong két

SMTP stt dung két noi 6n
dinh

SMTP dsi héi théng diep
(mdo dau va than) phai ding
ki tu ASCIT 7-bit

mdy chu SMTP st dung
CRLF. CRLF d¢é xac dinh
diém két thic cta thong
diép

So sanh vaoi HTTP:

0 HTTP: tai vé
0 SMTP: day di

1 ca hai déu cé tuong tdc cdu
lénh/phan hoi dudi dang
ASCII, c4c md trang thdi

0 HTTP: méi d@6i tuong duoc
ddng goi trong thong diép
phan hoi cia riéng né

0 SMTP: nhiéu d6i tuong duoc
gui chung trong nhiéu phan
cua mot thong diép
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Dinh dang thong diép thu

SMTP: giao thirc dé trao doi

thu dién tu
RFC 822: chuan ding cho dinh

dang thdng diép van ban:
0 cdc dong mao dau, vd:

< To:
+ From:
+ Subject:

khdc nhau phu thusc vaoLau
lenh SMTP!

0 than

+ ndi dung thu, chi chua ki ty
ASCII

L

header

body
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Giao thuc truy cap thu
- SMTP SMTP access (Iay _ £l
£ EA Al

08 h
s protocol 9
0ooan0 U000
mdy chu thu mdy chu thu
ngudi g nguoi nhan

0 SMTP: giao/nhan thu dén/tir mdy chu khdc
0 Giao thuc truy cap thu: lay thu tir mdy chu
+ POP: Post Office Protocol [RFC 1939]
- kiém tra danh tinh (UA<-->mdy chu) va tai vé
< IMAP: Internet Mail Access Protocol [RFC 1730]
- nhicu chtc ndng hon (phirc tap hon)
* quéan ly thu luu trén mdy chu
2 HTTP: gmail, Hotmail, Yahoo! Mail, v.v..
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Giao thuc POP3
pha kidm tra danh tish—

0 cau lénh cua khach:
+ user: khai bdo tén
% pass: mat-khau

0 phan hoi caa chi

0:0 +OK

+ -ERR
pha giao dich, khdc/
0 list:  liet ké s6 tha tu thu

0 retr:  tai Thu theo stt
0 dele: xda
0 quit: k  étthuc

S: +OK POP3 server ready
C: user bob
S: +OK
C: pass hungry
S: +OK ngusiding dang nh ap thanh cong

- list
1 498
2 912

retr 1
: <message 1 contents>

dele 1
s retr 2
: <message 1 contents>

dele 2
- quit
: +OK maych a POP3 déngyng At

|cnooupcnooupcno_cncncno||
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POP3 (tt) va IMAP

POP3 IMAP
0 vi du vira roi st dung co 11 Giir tat ca thir trong
ché “tai-va-xoa". mot noi: trén may chu
[ Bob khong thé doc lai 1 Cho phép n/diing 16
thu néu nhu anh ta doi chtc thu theo thu muc
UA 0 IMAP giit lai trang thdi
0 “tdi-va-gitt lai": ban sao ngudi dung qua cdc
cua thu s€ dugc luu phién lam viéc:
trén nhiéu UA » tén cua thu muc cling
1 POP3 la giao thirc nhu dnh xa gitra ID cua
khéng trang thdi ;\huocng diép va ten thu
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Chapter 2: Application layer

1 2.1 Principles of 1 2.6 P2P applications
network applications 0 2.7 Socket programming
1 2.2 Web and HTTP with TCP
1 2.3 FTP 1 2.8 Socket programming
1 2.4 Electronic Mail with UDP
+» SMTP, POP3, IMAP 1 2.9 Building a Web
0 2.5 DNS server
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Hé thong t&n mich = DNS (umnsme sysem

Con nguoi: nhiéu ki hiéu
nhan dang:

+ tén, s6 CMND, MSSV

mdy tinh va thiét bi trén
Internet:

% dia chi IP (32 bit) -
duoc st dung dé lién lac
gitta may tinh

+ “tén mdy (hostname)",
vd: ww.yahoo.com - dugc
st dung bai con nguoi

Hoi: anh xa gitta dia chi
IP va tén?

Hé thong tén mién:

[]

cd so dir lieu phan tdn dugc
hién thuc trong mot hé thong
phén cap cta nhiéu mdy chi 1én
mién

0 giao thicc tang itng dung

[]

cho phép may tinh, bdt va may
cha tén mién lién lac véi nhau
dé phan giirtén mién ( dia
chi/tén)

Cong viéc duoc day ra cdc mdy
dau cudi (ngoai vi mang)
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DNS

cdac dich vu DNS
1 phdn giai té€n mi¢n sang dia
chi IP
1 dit t&n thay thé cho mdy
<+ tén chinh thtc, va tén thay
thé
1 &t t&n thay thé cho mdy
chu email
[ phan b6 tai
% nhitng trang web Ion thuong
cé nhiéu mdy chi voi dia chi
IP khdc nhau ding sau mot
tén mién chinh thuc

Tai sao khong tap trung

DNS?

7 DNS hoéng -> ca mang
ngung hoat dong

0 qua tai luu luong

7 d¢ tre cao do duong
truyén dai

0 kho bao tri

khong mo rong diroc/
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Co s¢ dit lieu phdn tdn va phan cap

may chi DNS gbc

/\

may chd DNS com may chu DNS org may chu DNS edu

/ N\ -\

may chi DNS may cha DNS may chd DNS May chu DNS  may chi DNS
yahoo.com  amazon.com pbs.org poly.edu umass.edu

Khdch mudn cé IP cua www.amazon.com:

0 khdch truy van mot mdy chi DNS goc dé tim ra mdy
chu DNS *.com”

[ khdch truy van mdy chu DNS “.com” dé lay dia chi cua
mdy chi DNS amazon.com

1 khdch truy van mdy chi DNS amazon.com & lay dia
chi IP ciia www.amazon.com
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DNS: Mdy chu géc
7 cdc mdy chu tén mien cuc bo s& lién hé¢ mdy chu goc néu ching khdng
thé tu phan gidi &n mién
7 mdy chu t€n mién goc:
% lién h¢ nhithg mdy chi cé tham quyén néu khdng tim ra dnh xa
+ lay thdng tin dnh xa
+ tra thdng tin dnh xa vé cho cdc mdy chui tén mién cuc bo

a Verisign, Dulles, VA
¢ Cogent, Herndon, VA (also LA)
d U Maryland College Park, MD k RIPE London (also 16 other locations)

g US DoD Vienna, VA
h ARL Aberdeen, MD i Autonomica, Stockholm (plus
j Verisign, ( 21 locations) 28 other locations)
m WIDE Tokyo (also Seoul,
o jris, SF)

13 root name
servers worldwide

e NASA Mt View, CA
f Internet Software C. Palo Alto,
CA (and 36 other locations)

b USC-ISI Marina del Rey, CA
I ICANN Los Angeles, CA
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TLD va Mdy chu ¢é thim quyén

[] Méy chu tén mién Cﬁp CAao (Top-level domain - TLD):

+ chiu trach nhi¢m cho com, org, net, edu, etc, va
tat ca cdc t&n mién quoc gia cap cao vn, au, ca, jp.

+ Network Solutions duy tri mdy chi com TLD
<+ Educause duy tri mdy chu edu TLD

1 Mdy cha DNS ¢é tham quyen

2 may chu DNS co quan, cung cap hhitng anh xa tin
cdy giita tén mién va IP cho nhitng mdy chu cua
chinh co quan d¢ (vd: Web, mail).

2+ €6 thé dugce van hanh béi co quan hay nha ccdv
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Mdy chu t&n mién cuc b

1 khong phu thudoc mot cach ro rang vao hé
thong phan cap

1 moi ISP (ISP dan sy, co quan, truong hoc)
cé mot mdy chu t&€n mién cuc b.

2+ con dugc goi la "mdy chua tén mién mic dinh"

0 khi mot mdy thuc hién mot truy van DNS,
truy van s& duoc giri cho mdy chiu DNS cuc
bo cuia no

% hoat dong nhu la mot may dai di¢n (proxy),
chuyén tiép truy van |&n hé phan cap
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Vi dl.l Dhan glél mdy chi DNS géc
tén mien DNS N

2
L 3
0 May ’rallas.poly.edu / mdy chua DNS TLD
muon co IP cua — 4
gaia.cs.umass.edu " N

t1
An lap: mdy chiu DNS cuc
’rr'uy,van Iap A dns.poly.edu
0 may chu duoc lien hé - 5
tra vé tén cua mdy chu 1118 7
khdc dé¢ lién hé tiép

0 “Téi khdng biét tén @ dy chu BMS thim quyen
mién nay, nhung hdy mdy y&u cau o |

hoi may chiu nay xem” cis.poly.edu @

gaia.cs.umass.edu
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Vi du phan giai
ten mién DNS mdy chi NS goc

truy van dé qui: 2 3
[ giao toan bo cong viéc g 5

cho may chu cap cao 5 mdy chi DNS TLD

hon
0 tai cao?

tl
mdy chu DNS cuc bd
dns.pol\rdu 5

1 8
mdy chi DNS tham quyén

, i‘g dns.cs.umass.edu
may yeu cau
cis.poly.edu @

gaia.cs.umass.edu
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DNS: nhé dém va cap nhat thé ghi

0 mot khi (bat ki) mdy chua tén mién nhan duoc gid
tri anh xa, nd sé nhs dém lai thong tin do
+ cdc thong tin trong bo nho dém sé hét han va
bi xéa sau mot thai gian nhat dinh
+ tén cac may chu TLD thuong dugc nhé dém
trong may chu cuc b
- vi vay mdy chu dns goc thuong it khi duoc truy cap
0 co ché cap nhat/thdng bdo duoc thiét ké bsi IETF

«» RFC 2136
% http://www.ietf.org/html.charters/dnsind-charter.html
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