Thé ghi DNS

DNS: CSDL phdn bo chtra thé tdi nguyén (RR)
dinh dang RR: (tén, gia tr i, lo ai, tgs)

0 Loai A (Type=A) ] Type CNAME
+ tén la tén mdy - tén la t&n thay thé cho tén
« giatr i la dia chiIP chinh théong

- Type NS www. i bm com thuc chat la

server east . backup2.ibm com
- tén 1a tén mién (vd:

foo.com)

2 gié tr ilatén may cua Type=MX
mdy chit DNS co tham + giatr i latén cua may chu
quyén cho mién nay thu gén véi mdy “tén”

% giatr i latén chinh thong
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Giao thic va thong diép DNS

Giao thiuc DNS: truy vin (query)va phin hoi (reply) cé
cung dinh dang

identification flags

Phan mao dau

0 s6 hiéu dinh danh: lad mot
sb 16 bit trong Thang d igp | number of authority RRs | number of additional RRs
truy van, thong diép phan
hoi st dung chinh so6 dé

0 c¢o hiéu:

= truy van hay phan hoi

st dung dé qui

+ dé qui sin sang

+ phan hoi cé tham

quyeén

number of questions number of answer RRs 12 bytes

X/
0’0

o
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Giao thic va thong diép DNS

identification flags

A A 9 ®
SO cau hOI\ number of questions number of answer RRs 12 bytes

umber of authority RRs | number of additional RRs

RRs trong phan
hoi cho truy van

the ghi danh cho
mdy chii cé tham quyén

thdng tin bo sung
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Cheén thé ghi vao DNS

0 vi du: mot cong ty méi thanh lap "Network Utopia”
1 ddng ki tén ne‘rworkuE’ropia.com tai ONS nha quan ly
ten mien (vd: Network Solutions)
% cung cap tén, dia chi IP, dia chi IP cua mdy chu dsn cé tham
quyen (so cap va thir cap)
<+ nha quan ly chén 2 thé RR vao mdy chu TLD “com” :

( net wor kut opi a. com dns1. net wor kut opi a. com NS)
(dnsl. networ kut opi a. com 212.212.212.1, A

[ trong mdy chu t&n mién cuc bo tao ra the loai A cho
www.nhetworkuptopia.com; the loai MX cho
hetworkutopia.com

0 Lam sao moi nguoi lay duoc dia chi IP cua trang web
cua ban?

2: Application Layer 73



Chapter 2: Application layer

0 2.1 Principles of 0 2.6 P2P applications
hetwork applications 1 2.7 Socket programming
+ app architectures with TCP
< app requirements

[ 2.8 Socket programming
1 2.2 Web and HTTP with UDP

1 2.4 Electronic Mail
s+ SMTP, POP3, IMAP

1 2.5 DNS
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Cau trdc P2P thuan tdy

0 mady chu khdng luon luon
mo = vl

g

1 nhidu mdy diu cudi giao ngang hang g
tiép truc tiép véi nhau /

0 cdc bén két noi khdng L
lien tuc va cé thé cé dia Sl
chi IP dong /

0 Ba chu dé: |

= Phdan phoi tép tin —= "
+ Tim kiém thdng tin ‘B 5 i :
+ Tinh hudng nghién ctu:

Skype
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Phan phoi tép tin: Chu-khdch so véi P2P

Cau hor: Can bao nhiéu t/g dé phan phoi tép tur 1
mdy chu t6i N ngudi dung?

u.: bang thdng tai Ién
cla may chu

may chu
u;: bang thong tai I1én
i n cua moi khach
, Us d;: bang théng tai
Tép, kich T~ xudng cua moi khach
thuse F
. °
°
° °
° o .
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Thoi gian phan phoi tép: chi-khdch

mdy chu “j\.
? /‘\ 2 ¢ - Y

0 chu lan luot gri N ﬂ
U, d2

ban sao: ‘

= NF/u, Mang(bang .
7 khdch i can F/d, /g @T théng £ang) )

dé tai xubng T .

Thoi gian & phan phoi F
t6i N khdch st dung = d., = max { NF/u,, F/mm{a’ )}
mo hinh khdach/chu /

tdrg tuyén tinh theo N
(Vé| N Ié’n) 2: Application Layer 77




Phan phoi tép tin: P2P

1 mdy chu tai Ién mot ban
sao trong t/g: F/u,
0 khdch 7can F/d. t/g dé

e A dN Mang(bang
tal ve @4— thong rong)
1 NF bit phai dugc tai I1en U 5

4 c 1A Z , 2 ()
[ van t6c tai 1&n nhanh nhat ¢é thé: u + 2u, *  °

dp.p = max {F/u,, F/min(d.), NF/(u, + Zu )}

/_
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Khdch-chu so vai P2P: vi du

toc @6 tai lén caan/d=u, F/u=1h, u,=10u, d_; > u,

3.5

w
|

N
(6]
|

Minimum Distribution Time

0.5 -

B P2P
-o— Client-Server

2: Application Layer
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Phan phoi 1ép tin: BitTorrent

0 phdn phoi tép kiéu P2P

mdy chi (tracker): theo d&i cdc ~ forrent:nhom cdc ca
ca nhan tham gia vao torrent nhan chia s¢ nhiing

A doan t¢p

lay danh
trao doi cdc
doan Tep

sdch nguoi

tham gia_
;@ 2: Application Layer 80




BitTorrent (1)

0 1ép duoc chia thanh doan 256KB.
[ c@ nhan tham gia torrent:
<+ ko ¢6 doan nao, nhung sé tich Ity chdng theo t/g
< ddng ki véi tracker dé lay danh sdch thanh vién,
lién két t6i mot nhédm nho thanh vién (*hang xém")
0 trong khi tai vé, nguoi tai dong thoi chia sé doan tép
cho nhitng nguoi khdc.
7 ¢@ nhdn cé thé tham gia hoic tir bé torrent

1 mot khi n/d tai xong 1¢p, ho ¢6 thé roi mang torrent
hodc & lai dé chia sé cho nguoi khac
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BitTorrent (2)

Tai cdc doan 1ép

Gui cdc doan tép: tit-for-tat
1 Alice qui cdc doan cho 4

[]

L Aa It abss i s hang xém ma dang giri doan
tai bat ki thoi diém nao, cho ¢8 ta & van fac cao

cdc thanh vién khac

RN nhat
nhau s€ co nhitng doan
khac nhau cua mot +ép

mot cach dinh ki, mot
thanh vién (Alice) sé yeu

<+ ddnh gid lai t6p 4 sau
moi 10 s
1 sau moi 30 s: chon ngau
danh sdch cdc doanma V4 gti doanchono
ho cé. <+ thanh vien méi nay co
Alice gtri yéu cau t6i cdc thé vao top 4
doan ma c6 ta thiéu

2 doan hiém nhat truéc o
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BitTorrent: Tit-for-tat

(1) Alice "gti thir nghiém" cho Bob
(2) Alice tré thanh 1 trong top 4 cia Bob; Bob guri phan hoi
(3) Bob tré thanh 1 trong top 4 nhd cung cap cua Alice

V&i van toc tai 1én cao hon,
cé thé tim duoc dbi tdc
truyén tai t61 hon va tai tép
tin nhanh hon! 2: Application Layer

83



Biang bam phan tan (DHT)

1 DHT = co s6 dit liéu P2P phan tan
1 CSDL ¢6 cdc cap (khada, gia tri);
+ khéa: s6 CMND; gid tri: €n nquoi
+ khoa: loai noi dung; gia tri: d/c IP
(1 Cdc thanh vién truy van CSDL véi khéa
+ CSDL tra lai gia tri ma co khda trung hop
0 Thanh vién ciing cé thé chén cdc cip (khéa,
gid tri) vao CSDL



PDinh danh DHT

—

1 64n cho moi thanh vién mot s6 nguyén dinh danh
trong khoang [0,2"-1].
= Moi dinh danh cé thé dugc biéu dién bing n bit.

0 Yéu cau mdi khéa cling la mot s6 nguyén trong
cung khoang trén.

0 Dé tao ra khéa s6 nguyén ta bdm khéa nguyén
thuy.
% vd: key = h("Led Zeppelin IV")
<+ Vi vay goi la bang "bam" phan tdn



Ldm sao dé gdn khéa cho cdc
thanh vién?

0 Van dé trong tam:
+ gan cdc cap (khoa, gia tri) cho cdc thanh vién.
0 Qui luét: gdn khoa cho thanh vién ma ¢é ID
gan nhat.
0 Qui uéc don gian: gan nhat ld s6 dung ngay
sau cua khda.
1 Vd: n=4; thanh vién: 1,3,45.8,10,12,14;
= khéa = 13, thanh vién gan nhat = 14
= khéa = 15, thanh vién gan nhat = 1




DHT xoay vong (1)
1

10
8

1 Mdi thanh vién cAi nim théng tin cia nguoi
dung ngay trudc hoiac ngay sau no.
1 "Mang bao phu”



Circle DHT (2)

trung binh O(N) thong
diep d¢ tim ra vi tri
thanh vién

Ai chiu trach nhié
cho khéa 1110 ?

111

0100

110
0101

Binh nghiia gan nhat
la nguoi lién sau gan | 1010
nhat

1000




DHT xoay vdng véi lién ket tat

! Ai quan ly
khéa 1110?

4

10
8

0 M&i thanh vién lvu dau cua dia chi IP cua nguoi lien trudc,
lien sau va vai lien két taft.

[ Giam 1ir 6 xuong con 2 thong diép.

0 C6 thé thiet ké lien ket tat sao cho cé O(log N) hang xdm,
O(log N) thong diép cho moi truy van



Peer Churn
1

-To handle peer churn, require
1 3 each peer to know the IP address
of its two successors.
4 - Each peer periodically pings its
two successors to see if they
1 are still alive.

10
8

[ Peer 5 abruptly leaves

(1 Peer 4 detects: makes 8 its immediate successor:
asks 8 who its immediate successor is; makes 8's
immediate successor its second successor.

0 What if peer 13 wants to join?



P2P Case study: Skype

Skype clients (SC)

[ inherently P2P: pairs
of users communicate. n

0 proprietary Skype
application-layer login server
protocol (inferred via
reverse engineering)

0 hierarchical overlay
with SNs

(1 Index maps usernames
to IP addresses;
distributed over SNs
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Peers as relays

1 Problem when both
Alice and Bob are
behind "NATSs".

+ NAT prevents an outside
peer from initiating a call
to insider peer

0 Solution:
+ Using Alice's and Bob's
SNs, Relay is chosen
+ Each peer initiates
session with relay.
<+ Peers can now

communicate through
NATSs via relay

2: Application Layer
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Peer Churn
1

D¢ xur ly peer churn, y&u cau moi
3 t/vién phai bict dia chi cua 2 nguoi
1 lien sau né.
« Mdi t/vién theo dinh ki ping 2
4 nguai lién ké né @& xem ho con trén
1 mang ko.

9 0O Thanh vién sé 5 dot nhién
10 . roi khoi mang
0 Thanh vién 4 nhan ra; nhan 8 lam nguai lién sau chinh
thic; hoi 8 ai la ngudi lién sau chinh thac cua né; nhan
ngudi lien sau chinh thac cua 8 lam nguai lien sau thi 2.
1 Chuyén gi xay ra néu 13 muon gia nhap?



Truong hop nghién ctu P2P:
Skype khdch Skype(SC)

0 ¢6 tinh chat P2P: cac 22 @
cip n/dung lién lac u I
véi hhau. Mdy chii ddng nhap” 4

. Skype

0 giao thuc tang ing P

dung so htu o
0 h¢ thong bao phu phdn b%w

cap vai Supernode @/
1 Chi muc dnh xa tén h%/ @ @ =2

n N d\ r.e d h? 1SKYpE] Ly

guoi dung voi dia chi

IP; phdn tdn thong qua
SN



4 \ oA\ \
Cac thanh vien nhu la tram
chuyén ticp
0 Van dé khi ca Alice va Bob
dung sau cdc "NAT",

+ NAT ngdn can nhitng t/vién
bén ngoai khai dau cudc goi
vao ’r/gvién bén trong

[ Giai phap:

+ Sur dung SN cua Alice va
Bob, vai Ché do chuyén tiép

= Mai thanh vién khéi dau
phién lam viéc vai SN
“chuyén tiep”.

% Cdc t/vién cé the lién lac
xuyén qua NAT bang "tram
chuyén tiep”




Chapter 2: Application layer

0 2.1 Principles of 1 2.6 P2P applications
network applications 0 2.7 Socket programming
1 2.2 Web and HTTP with TCP
1 2.3 FTP 1 2.8 Socket programming
1 2.4 Electronic Mail with UDP
< SMTP, POP3, IMAP
1 2.5 DNS

2: Application Layer 96



Lap trinh hoc két noi

Muc tieu: hoc cdch xdy dung tng dung khach/chu st
dung hoc két noi (hkn -socket)

Giao dién lap trinh tng — hkn
dung (gdltud - APT) hkn
0 duogc gisi thiéu trong BSD4.1 mot giao diér} ,f,’”é‘” mdy
UNIX 1981 cuc bO, f‘ao boi ung dgiﬂg,
' dieu khien boi OS (mot

0 dugc khoi tao, su dung, va

giai phdong bai cac tng dung canh cia’) thong qua do

tién trinh tng dung cé thé

0 md hinh khach/chi ‘ vira gt va nhan tin nhan
0 hai loai dich vu truyén tai t6i/tr mot tién trinh tng
thong qua gdltud hkn: dung khdc

<+ khong tin cay
+ tin cay, huéng két noi
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Lap trinh Socket sir dung TCP

Socket: mot cdnh cua gitra tien trinh tng dung va giao
thuc truyén tai dau cuoi-dau cudi (UCP hoac TCP)
Dich vu TCP: truyén tai tin cay cua bytes (bai) tir mot

tién trinh t6i tién trinh khdc

dicu khien boi
lap trinh vién

ing dng » PP

diéu khién boi
hé diéu hanh

A 4

mdy cd nhan
hoac may chu

Ténfﬁnh

TCP voai
bd nhd,
bién

diéu khién boi

tien trin lap trinh vién

= socke: SRR
A

P

internet

> :;CP P“"’" didu khién béi
O NG, 1 1 he didu hanh
bién

A 4

mdy cd nhan
hodc may chu
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Lap trinh Socket vé/ TCP

Khdch phai lién h¢ chu 7 Khi duoc lign hé bsi khdch,
0 tién trinh chu phai khoi mdy cha TCP tao mot socket

chay tur dau mai dé tien hanh lién lac véi
0 mdy chu phai khoi tao khach

socket (cira) va sin sang % cho phép chu cé thé néi
nhan sy lien hé T khdch chuyén vai nhiéu khdch
Khdch lién hé chu bing cdch: * Zf; cm régum dt{ch?j:ng
| |
[ tao ra mot socket TCP cuc °P T hguo g
bo trén may khach

1 chirg dia chi IP, s6 cong - +ir géc nhin cia @/d
cua tién trinh chu

0 Khi khach tao socket: khach
TCP thiét lap két noi t6i
mdy chu TCP

TCP cung cip dich wu truyen tai
tin ciy, theo thir tw cua
cdc byte gira khdch va chi
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Twong tdc socket Khdch/Chu: TCP

Chu (chay trén hostid ) Khach

tao socket,
céng=x, cho cac
truy van toi:
welcomeSocket =
ServerSocket()

—_—
TCP create socket,

Ch®’ CAC YU CAU =, (= (== == o/ o .
Khoi tao iét néi thiét lap két noi connect to hostid , port=x
i clientSocket =

connectionSocket = ok
welcomeSocket.accept() ocket()

v .
1 . glri yéu cau st dung
connectionSocket

viét phan hdivao — i
connectionSocket — doc phan hoi tir
clientSocket

dong 1 ) 1
connectionSocket dong

| clientSocket
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Thuat ngit Stream - ludng

0 Mot ludng la mot chudi cdc
ki tu chay (di) vao hoic ra
tir mot tién trinh.,

0 Mot Iuong dau vao duoc gin
vao nguon dau vdo ndo dé
cta tién trinh, vd: ban phim
hoic socket

0 Mot ludng dau ra dugc gan
vao mot nguon dau ra, vd:
man hinh hoic socket.

keyboard monitor

A
/ input
stream

Tién
trinh
khach

|<_

inFromUser

output
stream

input
stream

outToServer |e—

inFromServer |—>

socket

socket

to network  from'network
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Lap trinh Socket véi TCP

Vi du tng dung khdch-chu:

1) khdch doc ting dong tur dau
vao chuan (ludng inFromUser
, gti cho chu thong qua socket
(luong outToServer )

2) chu doc ting dong tir socket

3) chu chuyén ting dong sang
dang viet HOA, gtii lai cho
khach

4) khach doc, in dong dd duoc
chinh stra tir socket (ludng
inFromServer )

) —
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Vi du: khach Java (TCP)

import java.io.*;
import java.net.*;
class TCPClient {

public static void main(String argv[]) throws Exception

{

String sentence;
String modifiedSentence;

Tao]
luéng dau véo —> BufferedReader inFromUser =
- new BufferedReader(new InputStreamReader(System.in));
Tao]

59Ck€,'f khdch,— Socket clientSocket = new Socket("hostname", 6789);

két noi t6i chi
Tao DataOutputStream outToServer =

ludng dau ra new DataOutputStream(clientSocket.getOutputStream());

gin vao Socket
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Vi du: Khach Java (TCP), tt.

. ‘ Tao BufferedReader inFromServer =
luong déu vao new BufferedReader(new
gan véi socket InputStreamReader(clientSocket.getinputStream()));

sentence = inFromUser.readLine();
Gui dong _
+6i chal— outToServer.writeBytes(sentence + '\n');

Doc dong |~ modifiedSentence = inFromServer.readLine();
tu chu

System.out.printin("FROM SERVER: " + modifiedSentence);

clientSocket.close();
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Vi du: chu Java (TCP)

import java.io.*;
import java.net.*;

class TCPServer {

public static void main(String argv[]) throws Exception
{
String clientSentence;
Tao String capitalizedSentence;

Socket don khach
tai cong 6789

ServerSocket welcomeSocket = new ServerSocket(6789);

— while(true) {
Cho khach t6i

lien hé tai Socket [  Socket connectionSocket = welcomeSocket.accept();

Tag™ BufferedReader inFromClient =
O L new BufferedReader(new

lqéng fjﬁu vao, InputStreamReader(connectionSocket.getinputStream()));
gan voéi socket_|
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Vi du: mdy chu Java (TCP), tt

Tao luong dau ra,

gan vdo socket DataOutputStream outToClient =

J™  new DataOutputStream(connectionSocket.getOutputStream());

Poc vao 1

dong tir socket — clientSentence = inFromClient.readLine();

capitalizedSentence = clientSentence.toUpperCase() + \n';

dong ra socket

) \_
} doan cudi vong lap “while",
quay tro lai va cho két noi cua khdch khac

vict moil—v outToClient.writeBytes(capitalizedSentence);
}
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Chapter 2: Application layer

0 2.1 Principles of 1 2.6 P2P applications
network applications 0 2.7 Socket programming
1 2.2 Web and HTTP with TCP
0 2.3 FTP 0 2.8 Socket programming
1 2.4 Electronic Mail with UDP
< SMTP, POP3, IMAP
1 2.5 DNS
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Lap trinh Socket vo/ UDP

UDP: khdng “két ndi" giita
khdch va chu

0 khdng bit tay

O nguoi glti gan dia chi IP va

cong cua nguoi nhan vao moi
goi tin
[ may chu phai tach dia chi IP

vd cong cta hgudi giri Tir géi
tin nhan duoc

UDP: dit liéu truyén tai cé thé
bi lon xon trat tu hoic la bi
mat

- tr géc¢ nhin cua u/d

UDP cung cap sy truyen tai
khong tin ciy cia mgt nhom byte
("datagrams” - gor tin) giira khdch

va chi
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Tuong tdc socket khdch/chu: UDP

4 ? A . /
May chu (chay trén hostid ) Khach
tao socket, tao socket,
p'ort: X. clientSocket =
serverSocket = DatagramSocket()
DatagramSocket() 1
tao goi tin v&i IP may chu va
port=x; gti goi tin théng qua
doc gobi tin twr clientSocket
serverSocket

viét phan hoi toi —
serverSocket doc goai tin tw

chi r§ dia chi, clientSocket
sO cong cua khach 1
dong

clientSocket
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Vi du: Khach Java (UDP)

keyboard monitor
A

input
stream

Tién trinh

khach Dau vao: nhan goi
tin (nhac lai: TCP

nhan “luong byte")

| inFromUser |<—

Dau ra: gui goi ti
(nhac lai: TCP gui
“ludng byte")

sendPacket
receivePacket

socket UDP

khdch

socket

to network  from network
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Vi du: khach Java (UDP)

Import java.io.*;
Import java.net.*;

class UDPClient {
public static void main(String args[]) throws Exception

Tao_ {

ludong dau vao — pyfferedReader inFromUser =
Tao new BufferedReader(new InputStreamReader(System.in));

socket khadl—' DatagramSocket clientSocket = new DatagramSocket();
Dich tén may |
sang dia chi IP

sir dung DNS | byte[] sendData = new byte[1024];
byte[] receiveData = new byte[1024];

— InetAddress IPAddress = InetAddress.getByName("hostname");

String sentence = inFromUser.readLine();

sendData = sentence.getBytes();
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Vi du: khdach Java client (UDP), tt.

Tao gdi tin
voi dir liéu,| DatagramPacket sendPacket =
do dai, IP, con new DatagramPacket(sendData, sendData.length, IPAddress, 9876);

Gui goi tin clientSocket.send(sendPacket);
t6i may chu
DatagramPacket receivePacket =
new DatagramPacket(receiveData, receiveData.length);

Doc goi tin . . .
. 9 ) clientSocket.receive(receivePacket);

tu may chu

String modifiedSentence =
new String(receivePacket.getData());
System.out.printin("FROM SERVER:" + modifiedSentence);
clientSocket.close();
}
}
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Vi du: mdy chu Java (UDP)

import java.io.*;
import java.net.*;

class UDPServer {
public static void main(String args[]) throws Exception

Tao {

socket UDP
. R —> DatagramSocket serverSocket = new DatagramSocket(9876);
tai cong 9876

byte[] receiveData = new byte[1024],
byte[] sendData = new byte[1024];

while(true)

{

——— DatagramPacket receivePacket =
new DatagramPacket(receiveData, receiveData.length);

Nhan serverSocket.receive(receivePacket);
gGi tin
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Vi du: Mdy chu Java (UDP), 1+

String sentence = new String(receivePacket.getData());

L4y dia chi IP] |
y; 2 . _—InetAddress IPAddress = receivePacket.getAddress();
SO cong, cua
NGUuOl gul l—int port = receivePacket.getPort():

String capitalizedSentence = sentence.toUpperCase();
sendData = capitalizedSentence.getBytes();

— DatagramPacket sendPacket =
new DatagramPacket(sendData, sendData.length, IPAddress,

port);

Tao ra goi tin
dé gt t6i khdch

Viét géi tin
ra socket

}
) \_
} Doan cudi vong lip,

quay lai va cho
| gdi tin khdc

—> serverSocket.send(sendPacket);
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Chuong 2: Tong két
our study of network apps now completel!

1 application architectures O specific protocols:

+ client-server + HTTP
= P2P = FTP
= hybrid += SMTP, POP, IMAP
[ application service # DNS
requirements: + P2P: BitTorrent, Skype
« reliability, bandwidth, 0 socket programming

delay

[ Internet transport
service model

% connection-oriented,
reliable: TCP

<+ unreliable, datagrams: UDP
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