Chapter 3: Tang truyén tai

Muc tiéu:
7 hiéu ré cdc nguyén 0 tim hiéu vé cdc giao thuc
tic ding sau cdc dich tang truyén tai trong
vu ctia tang truyén Internet:
tTai: 0 UDP: truyén tai khong ket
0 don/téch no
o truyén tai dit lieu tin 0 TEP: truyén tai huong két
cay . ,
5 kiém sodt luu lugng 0 Kiém sodt tac nghén trong

0 kiém sodt tac nghén TCP
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Chuong 3: Muc luc

1 3.1Cdcdichvutang- 0 3.4 Sy truyén fai

fruyén fai huéng két noi @ TCP
1 3.2 Sy don va tdch 0 cau trdc doan tin
1 3.3 Su truyén tai khong 0 truyen tai du ligu tin cay
két nodi: UDP 0 kiém sodt luu lugng

0 quan ly két noi
1 3.5 Cac nguyén ly cua
kiém sodt tic nghén
0 3.6 Kiém sodt tic nghén
trong TCP



Giao thuc vd dich vu truyen tai

0 cung cap mot kénh lién lac
Juin ly gitta cdc tién trinh ang
dung trén nhing may khdc
hhau

0 cdc giao thuc truyén tii chay
trén cdc mdy dau cuoi

0 phia gui: chia thong diép
cua tthg dung thanh nhiing
doan (segment), day xuong T
ting mong i
0 phia nhan: rdp lai cac doan
thanh thong diép hoan
chinh, day 1én tang u/d
0 cdc giao thac truyén tai
0 Internet: TCP va UDP
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Tang truyén tii s/v Tang mang

0 tang mang: kénh lién Vi dy tuong dong:
lac luan ly gitra cdc may 3 dira tré quel thu cho 3
0 tang truyén tas: k€nh dira
lién lac luan ly gitia cdc 7 tién trinh = daa tre
tien trinh 0 théng diép u/d = thu
0 phu thuoc vao, cung ¢b trong phong bi

cdc dich vu tang mang 1 mdy tinh = nha

1 giao thuc truyen tai =
Bo me 2 nha

1 giao thic mang = dich
vu buu dién
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Cdac giao thirc tang truyén tai trong

Internet

(1 giao goi tin tin cay, co
trat tu (TCP)
0 kiém sodt tic nghén
0 kiém sodt luu lugng
0 thiét lap két noi
1 giao goi tin khéng tin
ciy, khong co trat tu
(UDP)

0 mot sy mé rong cua IP "no
luc hét suc”
1 nhitng dich vu chua sin
sang:
0 dam bao do tré
0 dam bao bdng thong

rng dung

man
lien két di
vat ly

@D

2G /
mar} |
lién két dl -
vat ly -
mang
lien két dl
vat ly Ay
lien két
vat ly
mang
lién két di dung
mang N ta
Ilen kéT dl mang
vat ly lien két di
. vat ly
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Chuong 3: Muc luc

0 3.1Cécdichvutang- 0 3.4 Su truyén tai

fruyén fai huéng két noi @ TCP
J 3.2 Su don va tdch 0 cau trdc doan tin
1 3.3 Su truyén tai khong 0 truyen tai du ligu tin cay
két nodi: UDP 0 kiém sodt luu lugng

0 quan ly két noi
1 3.5 Cac nguyén ly cua
kiém sodt tic nghén
0 3.6 Kiém sodt tic nghén
trong TCP



Don/Tdch

— Tdch ¢ mdy nhan: — Don ¢ mdy gui:

' thu thap dit lieu T nhiéu
socket, dong bao dir liéu voi
phan mdo dau (dugc st dung
sau ndy dé tdch)

chuyén cdc doan nhan dugc t6i
ddng cdc socket

[ =socket (D = tién trinh

rng dung rng dung ng dung

[ — p e

truyén tai “FravarrTai truyén tai

mang mang mang

lien két ligh|két lién ket

vat ly vatty vat ly
host 1 host 2 host 3
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Phuong phdp tdch lam viéc ntn?

0 mdy nhan goi tin IP
0 moi géi tin cé dia chi IP ) 32 bits
nguon, dia chi IP dich
0 moi géi Tin mang mot doan
dir liéu tang truyén tai
0 mdi doan cé dia chi va cong cac truong khac
cua mdy nhan (dich)

cong nguon # | cong dich #

o dir liéu cua
0 mdy dung dia chi IP va s6 cong tting dung
dé chuyén huéng doan dir ligu (th. digp)

sang socket thich hop

dinh dang doan dix liéu TCP/UDP
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Su tdch khdong két noi

0 Tao cdc socket voi cdc cong: [ Khi may nhan duoc mot

Dat agr anSocket nySocket 1l = new doaanDP: o

Dat agr anmSocket ( 12534) ; 0 kiém tra sé cong dich
Dat agr anSocket nySocket2 = new trong doan dir liéu

Dat agr antocket (12535) ; 0 chuyén hudng doan UDP t6i
1 Socket UDP dugc xdac dinh socket vai s6 cong dé

boi cap: [ G6i tin IP véi dia chi IP
(dia chi IP dich, sb céng dich) nhguon khdc nhau va/hoic

s6 nguon khdc nhau dugc
chuyén t6i cung mot
socket
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Su tdch khong két noi (1)

Dat agr anSocket server Socket
__ﬁ!l!!L_ __4!!!!!!_ -ﬁ!II!F—

SP: 6428 SP: 6428
DP: 9157 DP: 5775

new Dat agr anSocket (6428) ;

SP: 9157 SP: 5775

khdch |DP: 6428 chi DP: 6428  Khdch
IP: A IP: C IP:B

Al

SP cung cap “dia chi phan hoi
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Su tdch huéng két noi

1 Socket TCP duoc xdc 0 Mdy chi ¢é thé hd tro

dinh bsi 4 nhan 16: dong thoi nhiéu socket
0 d/c IP nguon TCP:
0 86 cohg nguon 7 mdi socket duoc dinh danh
0 d/c IP dich bsi 4 nhdn t6 cia né
0 sb cong dich 7 Mdy chu Web cé nhiéu
0 mdy nhan dung ca 4 gia socket khac nhau cho moi
tri trén dé dinh hudng khdach két noi téi
doan dit liéu t6i ddng 0 HTTP khdng 6n dinh sé& ¢é
Socket phl:l hO’P mot socket riéng biét cho

moi hgudi dlng
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Su tdch hudng két noi (1)

Khach
IP: A

ﬂ®ﬁ@
SP: 5775
DP: 80
S-IP: B
D-IP:C
g/
SP: 9157 SP: 9157
DP: 80 Chu bP: 80 Khach
S-IP: A IP- C S-IP: B IP:B
D-IP:C b-IP:C
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Su tdch hudng két noi: Mdy chu

Web chia ludng

khach
IP: A

SP: 9157

DP: 80

S-IP: A

D-IP:C

P o
L I L
SP: 5775
DP: 80
S-IP: B
D-IP:C
L
SP: 9157
chi DP:80 | khdch
IP: C S-IP: B IP:B
D-IP:C
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Chapter 3 outline

0 3.1 Transport-layer
services

0 3.2 Multiplexing and
demultiplexing

0 3.3 Connectionless
transport: UDP

1 3.4 Principles of
reliable data transfer

0 3.5 Connection-oriented
transport: TCP
0 segment structure
0 reliable data transfer

0 flow control

0 connection management

1 3.6 Principles of
congestion control

11 3.7 TCP congestion

control
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Chuong 3: Muc luc

0 3.1Cécdichvutang- 0 3.4 Su truyén tai

fruyén fai huéng két noi : TCP
1 3.2 Sy don va tdch 0 cau trdc doan tin
0 3.3 Sy truyen tai khong 0 truyen tai dy ligu tin cay
két nbi: UDP 0 kiém sodt luu lugng

0 quan ly két noi
1 3.5 Cac nguyén ly cua
kiém sodt tic nghén
0 3.6 Kiém sodt tic nghén
trong TCP



UDP: User Datagram Protocol [RFC 768]

0 giao thuc truyén tai
Internet protocol "khdng Tai sao can cé UDP?

phirc fap”, “gian thicu 1 khdng thiét lap két ndi (giam
0 dich vu "nd luc 1oi da", doan do tré)

UDP co theé: 1 don gian: khdng cé cdc

0 bi mat trang thdi két noi & nguoi
0 dugc giao khong ding gtri va nguoi nhan
Trat TU C"}O ang dung 10 doan mao dau cua doan nho
0 khong-ket-noi: 1 khéng cé kiém sodt tc
0 khong cé bat tay gitta nghén: UDP c6 thé truyen di
hguoi g va hguoi hhan véi toc do toi da
UDP

7 moi doan UDP dugc xur ly
doc lap voi nhitng doan
khac
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UDP (1)

0 thuong dugc dung cho cac

tthg dung da phuong tién

fruc Tuyen d6 déi caa | €Ong nguon # | cong dich #
0 kha ndng chiu mat géi - doan UDP, T d dai téng kiém tra
0 dé thay doi t6c &6  bao gom ca

32 bits

0 nhiing cdch diing UDP ™ a
khac
0 DNS Dt liéu
0 SNMP ung dung

0 truyén tai tin cay qua UDP: (thang dicp)

bo sung tinh tin cay & tang
thg dung
0 co ché kiém sodt 1di
thudc tang tng dung!

dinh dang doan UDP

Transport Layer 3-18



Tong kiem tra UDP (checksum)

Muc dich: phat hién “16i" (vd: nhay bit) trong doan dit
lisu duoc truyén tai

Nguoi gui: Ngudi nhan:

0 xem doan hoi dung dit ligu 0 tinh tong kiém tra cua doan
nhu ld mot chudi gom nhan duoc
nhitng s6 nguyén 16-bit 0 kiém tra xem TKT tinh duoc

0 tong kiém tra (TKT): cong ¢ bing gid tri trong truong
(tong bu 1) cta noi dung TKT ko:
cua doan 7 Ko - phat hién ra I6i.

1 nquoi gui dat gid fri tong 1 C6 - ko phdt hien ra I3i.
kicm tra vao frudng “tong nhung vin cd thé cd br,

kiém tra- checksum” UDP

Transport Layer 3-19



Vi du TKT Internet

1 Ghi chd

1 Khi cong cdc s6, s6 nhé (néu cd) cia bit cé thir
hang cao nhat can phai dugc cong don vao két qua

0 Vi du: cong hai s6 hguyén 16-bit

1

11 0011001100110
110101010101 0101

céngdén@lOlllOlllOlllOll

tong

e 1 100
tong kiém tra 0

111
O0O0O0T11

Transport Layer 3-20

011101110
1 00010001



Chuong 3: Muc luc

0 3.1C4cdichvutang- 0 3.4 Su truyén tai

fruyén fai huéng két noi : TCP
1 3.2 Sy don va tdch 0 cau trdc doan tin
1 3.3 Su truyén tai khong 0 truyen tai du ligu tin cay
két nodi: UDP 0 kiém sodt luu lugng

0 quan ly két noi
1 3.5 Cac nguyén ly cua
kiém sodt tic nghén
0 3.6 Kiém sodt tic nghén
trong TCP



TCP: T6ng gLI(i’l' RFCs: 793, 1122, 1323, 2018,

2581
0 diem-tsi-diém: 0 di liéu full-duplex:
1 1 ng/qgti, 1 ng/nhan 1 dit liéu di chuyén theo 2
s o N huéng trong cliing mot két
0 luong byte tin cdy, theo ndi
tht tu: 0 MSS: kich thuéc doan toi
da

7 ko “bién gigi gitta th/diép" e

0 bat tay (trao doi cdc th/d

0 kiém tra tac ng,hén TCP va didu khién) khai tao trang
luu lugng q/d kich thuéc thdi cta ng/qiri, ng/nhan
cua so trudc khi trao doi dir liéu

0 b6 nho tam qiei & nhan 0 luu fugng de kiem sodt:
0 ng/ gti s& khong lam tran
s(cj)cket_ B __ socket nglIb’l nhén
oor door
() Csegment] —» ()
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Cau tric doan TCP

< 32 bits R
URG: dit liéu khan cap . ; S— +inh theo
(hiu nhu ko st dung)\ cong nguor; I cong dich byTe dit lieu
ACK: ACK # ~. S0 thir tu (khdng theo s6
valid doan!)

PSH: day dit lieu
(hau nhu ko st dung)—

— S0 xdc nhan
o dai t‘r’m APRISIF|  cira s6 nhan

RST, SYN, FIN:— |

5 & 1 ; ‘A 2 sd byTe
/WTBG c/tré d.liéu khan ng/nhin sin
phin phu (do dai thay doi) sang nhan

khai tao K/N
(thiét lap, két thdc)

tong kiém ’rr'a/

Internet
(nhu trong UDP)

7

dir lieu
tang ang dung
(do dai thay doi)
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TCP STT va sd6 ACK

STT (sequence number):

1 86 tht tu trong
ludng byte ctia byte
dau tién trong doan

ACKs:

0 la STT cua byte
tiép theo ma sé
nhan duogc tir may
bén kia

1 ACK cong don

Hoi: lam sao ngudi hhan xu
ly nhitng doan khong
diing tht tu

0 dap: TCP ko chi ro

mdy A xdc
nhan viéc
nhan 'C’

Seq=4
—42, ACK =
W’
mdy B xdc
~ nhan viéc
K=A3 qaa=2— nhan'C,
o PO i lai 'C’
seq:lg’ g
Seq=43
’ACK=80
t/qgian
kich ban telnet don gian l
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Thoi gian xoay vong va thoi gian cho

TCP

Hoi: thiét lap gid tri
thoi gian cho TCP
nhu thé ndo?

0 lon hon RTT

0 nhung RTT thay doi

0 qud ngan: thoi gian cho

non

1 khéng can thiét phai

truyén lai
0 quad dai: phan ttng cham
cho viéc mat doan

Hoi: lam sao & do RTT?

0 SampleRTT: do thoi gian fu khi
truyén géi tin &i va nhan duoc
ACK

0 bo qua truyén tai lai

0 SampleRTT sé& thay do6i, muon
RTT do duoc "muot hon"

1 lay gid tri trung binh cua
nhitng lan do gan nhat, khdng
chi gia tri hién thoi cua
SampleRTT
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Thoi gian xoay vong va thoi gian cho

EstimatedRTT = (1- o)*EstimatedRTT + oa*SampleRTT
0 trung binh dong cé trong s6 ham mii

0 anh huong cua gid tri cli giam nhanh theo ham mi
0 gid tri thong dung: a = 0.125
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Vi du do RTT:

350 -

300

RTT: gaia.cs.umass.edu to fantasia.eurecom.fr

250 A

RTT (milliseconds)

200 ~

150

100

8 15 22 29 36 43 50 57 64 71 78

time (seconnds)

—e— SampleRTT —&— Estimated RTT

85

92 99 106
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Thoi gian xoay vong va thoi gian cho

Thiét lap t/g cho

1 EstimtedRTT + “bién an toan"
0 EstimatedRTT  thay doi véi bién d6 lon -> bién an toan lén
0 dau tién do do bién thién cua EstimatedRTT so vai
SampleRTT :

DevRTT = (1- PB)*DevRTT +
B*|SampleRTT-EstimatedRTT|

(thongth  wong, B =0.25)
sau dé thiet lap khoang t/g cho:

Timeoutinterval = EstimatedRTT + 4*DevRTT
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Chuong 3: Muc luc

0 3.1C4cdich vy tang- [ 3.4 Su truyén tai

fruyén fai huéng két noi = TCP
1 3.2 Sy don va tdch 0 cau trdc doan tin
1 3.3 Su truyén tai khong 0 truyen tai dy ligu tin cay
két nbi: UDP 0 kiém sodt heu lugng

0 quan ly két noi
1 3.5 Cac nguyén ly cua
kiém sodt tic nghén
0 3.6 Kiém sodt tic nghén
trong TCP



Truyén tai dir liéu tin cay TCP

0 TCP tao dich vu ttdltc O Truyén tii lai dugc kich

trén nén dich vu khdng hoat bai:

tin cay IP 0 su kién hét thoi gian cho
1 Cac doan duoc tao 0 Tring lap ACK

dudng ong 0 Dau tién xem xét
[ ACK cong don ng/gui TCP don gian:
11 TCP chi sit dung mot bo 0 bo qua cdc ack trung lap

0 bo qua kiém tra luu
lugng, kiém tra tac
nghén

deém thoi gian cho
truyen tai lai
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Cdc su kién phia nquoi guri TCP:

nhan di liéu tir ¢/d: hét gio:

] Tao ra doan v4i STT 0 gtri lai doan dit liéu ma

1 STT lastt trén lubng-  9dy nén het /g cho
by’re cua byte dit liéu 0 khai dong lai bdtg
dau tien trong doan Nhan duoc ACK:

0 kt‘é’i q@nQ bo dem T/AQ 1 Néu d6 la ACK cho cdc
néu no chua chay (bo doan trudc dé chua
dem /g cho doan dix duoc ACK
liéu chua ACK, lau nhat) 7 cap nhat danh sdch cdc

1 khoang t/g hét han: goi dd duoc ACK
Ti meCQut | nt er val 1 chay lai bdtg néu nhu

con c6 cac doan chua
ACK
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NextSegqNum = InitialSeqNum
SendBase = InitialSegNum

loop (forever) {
switch(event)

event: data received from application above
create TCP segment with sequence number NextSegNum
if (timer currently not running)
start timer
pass segment to IP
NextSegNum = NextSegNum + length(data)

event: timer timeout
retransmit not-yet-acknowledged segment with
smallest sequence number
start timer

event: ACK received, with ACK field value of y
if (y > SendBase) {
SendBase =y
if (there are currently not-yet-acknowledged segments)
restart timer

}

} [* end of loop forever */

ng/gui
TCP

(don gidn héa)

Chu thich:

- SendBase-1: byte
duoc ack cong don
cudi clng

Vi du:

- SendBase-1=71;
y= 73, vay hguoi
nhan can 73+ ;

y > SendBase, vi
vay c6 thém di liéu
duoc ack
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|

TCP: cdc kich ban truyén tai lai

+«— hét gio ——
%
8
1
q $
oS
o
e /3
~ o
W o
> |9
o |
T gio seq=92

>
J4
C

mé’r <

Seq= l

e | T ]

SendBase c.’c.;

9 =120 9

P\g\(s'\o ;g

SendB <

e:nlogse SendBase _L
v v =120 v héT glO’ non

/g t/g
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TCP: cdc kich béan truyén tai lai (11)

=120

SendBase P&/

4

kich ban ACK cong don
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Tao ACK trong TCP [rFc 1122, RFC 2581]

Sw kién tai ng/nhan Hanh vi cia ng/ nhan TCP
Sy dén cua doan ding thtr tw voi [ Tri hodn viéc ACK. Cho doan tiép theo
STT hop li. Tat ca dir liéu tw trong 500ms. Néu khong co doan nao
STT vé trwdc da dwoc ACK tiep theo, giri ACK

Sw dén clia doan dung the tw véi | Ngay lap tlre glri mot ACK céng don,
STT hop li. M6t doan khac dang xac nhan ca hai doan dir liéu dung
chd dwoc ACK ther tw

Sy dén cua doan sai-thir-ty vOi
STT cao hon STT mong doi. Ngay lap ttee giri mot ACK lap,
Phat hién ra sw thieu hut chird STT cua byte mong doi tieép theo

Sy dép cia doan ma khda lap
sy thiéu hut mét phan hoac toan Ngay lap tirc giri ACK cdng don
bo
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Truyén lai nhanh

0 Thoai gian cho thuong
tuong doi dai:
0 sé& bi tri hodn lau trucc
khi gui lai g6i bi mat
7 Phdt hién mat doan
thong qua ACK lap.
1 Ng/gti thuong gti nhiéu
doan lien tuc

0 Néu mot doan bi mat thi
thuong s€ co nhiéu ACK
trung lap.

0 Néu nguoi nhan nhan

duoc 3 ACK trung lap

cho cung mot doan dit

liu, nd sé& suy ra la cdc

doan di liéu theo sau dad

bi mat:

0 truyén lai nhanh: giri lai
dgan dix liéu trudc khi bo
dém thoi gian hét han
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Mady A

thoi gian cho
S.v
)
&
‘D
3
5
[
N
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Giai thuat truyén tii lai nhanh:

sw kién: nhan duoc ACK, véi trwedng ACK co giatriy
if (y > SendBase) {
SendBase =y
if (khbng c6 doan nao chwa dwoc ACK)
kh&i déng bé dém thdi gian
}
else {
tang bd dém sd ACK cho y triing
if (s6 ACK tring = 3) {
gl lai doan v&i STT y
}

mot ACK tring truyén tai lai nhanh
cho mot doan dd duoc ACK
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