Chuong 3: Muc luc

0 3.1C4cdich vy tang- [ 3.4 Su truyén tai

fruyén fai huéng két noi = TCP
1 3.2 Sy don va tach 0 cau trdc doan tin
1 3.3 Su truyén tai khong 0 truyen tai du ligu tin cay
két nbi: UDP 0 kiém sodt luu lugng

0 quan ly két noi
1 3.5 Cac nguyén ly cua
kiém sodt tic nghén
0 3.6 Kiém sodt tic nghén
trong TCP



Kiém sodt luu lugng trong TCP

-kiém sodt LL

/ e L Aa A ng/gui khong lam tran
0 phia nhan cua két noi J %@ nhé Tgm cig
TCP c6 mot bo nhé dém ng/nhan boi truyén qud
nhan: nhanh va nhiéu

+— RevWindow —al.

data from TCP application = d1Ch vu dé\ng b6 ho,a,
1P R | prouss toc d¢: dieu chinh toc
d6 gui sao cho phu hop
f——— RevBuffer ——— v6i toc do doc cua tién

R , trinh nhan
1 tien trinh /d co thé " ¢

cham trong viéc doc tur
bd nhd tam
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KSLL trong TCP lam viéc ntn?

k— RevWindow —f A , x
7 0 Ng/nhan thong bdo s6
data from TCP ' application Ch6 TP@HQ Tf‘Ohg bnT
P Spitc 1000 ~/data’ ¥ process \) / A . .
~inbuther bang cach thém gia tri
L2 cua s6 hhan RevW ndow
e Rl ——* TPOHg doan tin
(Gia su hg/ nh@Q TCP loai bo 7 Ng/gti han ché luong dir
cac doan khong-dung-thu- lieu chua ACK t6i gid tri
tu) cua RcevW ndow
1 80 cho trong trong bnt 1 dam bao bo nho tam cua
- RcvW ndow ngudi hhan ko bao gid bi
tran

RcvBuf f er-[ Last Byt eRcvd -
Last Byt eRead]

Transport Layer 3-41



Nhitng van dé tiém tdng

7 Néu bnt bi day? 1 Néu géi tin bdo
Orwnd = 0 rwnd bi I10n trat tu?

Gui doan vadi chi 1
byte dir liéul
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Chuong 3: Muc luc

0 3.1C4cdichvutang- 0 3.4 Su truyén tai

fruyén fai huéng két noi @ TCP
1 3.2 Sy don va tach 0 cau trdc doan tin
1 3.3 Su truyén tai khong 0 truyen tai du ligu tin cay
két nbi: UDP 0 kiém sodt heu lugng

0 quan ly két noi
1 3.5 Cac nguyén ly cua
kiém sodt tic nghén
0 3.6 Kiém sodt tic nghén
trong TCP



Quin ly két noi TCP

Goi nho: ng/qgii, ng/nhan  Bat tay 3 budc:
TCP thiét lap “"két noi" trusc o |
khi trao ddi cdc doan dit lisu  Budc 1. may khach gui doan TCP

7 khéi tao cdc bién TCP: SYN t6i may chu ‘
0 STT 0 chua STT ban dau
1 BNT, théng tin KSLL 0 khdng cé dir licu
(vd: RevW ndow) Budc 2: chu nhan duoc SYN, gui
0 khdch: nguoi bat dau két noi tra lai mot doan SYNACK

Socket clientSocket = new
Socket (" host nane", " port

nunber") ;

0 chi cap bo nhé tam
0 STT ban dau cua chu
0 chu: duoc lien lac boi khdach Budc 3: khdch nqhén gqu .
< . ~ SYNACK, phan hoi lai voi doan
ocket connecti onSocket = , 2 1A - 1en
wel comeSocket . accept () ; ACK, co6 thé kem theo dir liéu
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Bit tay 3 buéc: Vi du

.128 DNS
.229 DNS
113 TCP
.229 TCP
113 TCP
113 HTTP
.229 TCP

82 standard query A clientsl.google.com.\
348 standard query response CNAME clients.
66 49890 > http [SYN] Seq=0 win=8192 Len-
66 http > 49890 [SYN, ACK] Seq=0 Ack=1 w1
54 49890 > http [ACK] Seg=1 Ack=1 win=171
654 GET /complete/search?gcx=c&client=chre
60 http > 49890 [ACK] Seq=1 Ack=601 Win=¢
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Quén ly két noi TCP (1t)

Ddéng mot két noi: 1@ khach
khdch déng socket: dong -
cl i ent Socket . cl ose();
Buéc\: 1. kP}dch guri mot doan pOK déng
diéu khién TCP FIN dén chu P
Budc 2: chu nhan dugc FIN, 2
phan hoi véi ACK. Béng két o Ak
noi, giri FIN. 2
5
déng4_"
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Quén ly két noi TCP (1t)

Budc 3: khdch nhan duoc 1@ kndch

FIN, phin hoi véi ACK.

0 Budc vao trang thdi
“chd cé dém thoi gian” -
s phan hoi bing ACK
vai nhitng FIN nhan
duoc

STep 4: chu, nhan dugc ACK.
Ddng két noi.

Ghi chu: véi vai chinh sua

thoi gian cho

dang don

nho, cé thé xu ly nhicu FIN  dd déng
dong thoi.

ang déng

:Ta dong
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Quin ly két noi TCP (11)

wait 30 seconds

CLOSED

TIME_WAIT

3

receive FIN
send ACK

FIN_WAIT_2

Y

receive ACK
send nothing

client application
initiates a TCP connection

send SYN

SYN_SENT

A 4

receive SYN & ACK
send ACK

ESTABLISHED

client application
initiates close connection

FIN_WAIT_1

send FIN

chu ki séng cua

TCP-khdch

receive ACK
send nothing

CLOSED

LAST_ACK

A

send FIN

CLOSE_WAIT

receive FIN \%

send ACK

chu ki song cua
TCP-chu

server application

creates a listen socket

LISTEN

A

receive SYN
send SYN & ACK

4

SYN_RCVD

ESTABLISHED

Trans

receive ACK
send nothing
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Chuong 3: Muc luc

0 3.1Cécdichvutang- 0 3.4 Su truyén tai

fruyén fai huéng két noi : TCP
1 3.2 Sy don va tach 0 cau trdc doan tin
1 3.3 Su truyén tai khong 0 truyen tai du ligu tin cay
két nbi: UDP 0 kiém sodt heu lugng

0 quan ly két noi
1 3.5 Cdc nguyén ly cua
kiém sodt tic nghén
0 3.6 Kiém sodt tic nghén
trong TCP



Cdc nguyén tdc kiém sodt tic nghén

Tac nghén:
0 phdt biéu don gian: “qud nhiéu nguon giri qud nhiéu
dir liéu qud nhanh dé¢ mang cé thé xu Iy"
0 khdc véi kiém sodt luu luong!
1 biéu hién:
0 mat géi tin (trdn bo nho tam tai bdt)
0 do tré lau (xép hang trong bo nhé tam bdt)
0 ld mot trong 10 van & quan trong cia Internet!
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hguyén nhan/thiét hai cua tic nghén: 1

. . . May A )\ C At LA A )\out
D hal ng/gf]fl’ hal ° in - di¥ liéu goc
ng/nhan
~ A , May B bo nhé: tam'qéu ra
D mOT de, bO nhG ° khoéng gi¢i han
tam khong gidi han -
0 khéng truyén tai E
lai

[ dp tre lon khi
tac nghén

0 dat dugc théng
lugng 16i da

C/2+

7\‘ out
delay

N C/2
in
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nguyén nhan/thiét hai cta tic nghén: 2

0 mot bdt, bo nhé tam ¢d gisi han
0 ngudi giri truyén fai lai nhitng géi bi mat

May A

A, . div liéu gbc Aout

A, - divu liéu gbe + div .
liéu truyén tai lai

bd nhé tam dau ra
c6 gi¢i han
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nguyén nhan/thiét hai cia tic nghén: 2

0 ludn ludn: A = A
out

in
0 truyén lai' toi uu” chi khi ¢é mt mdt: )\' > A\ t
ou

0 su truyen lairetransmission cua cdc géi tré (khong mat) lam cho)\
I6n hon (so véi tr/hop 16i wu) voi cing mot )\

out

R/2 {----mmmmmmmmmmomoooao : R/2 f--=====mmmmsmoooooooo- ; R/2

R/3 [======mmmmmmmmmooo o !
! 3
& RIG|-mmmmm e ,

Aout
Aout

R/2

7 R/2 7/ R/2 7
)\in )\in )\in

a. b. C.
“thiét hai" cua tic nghén:
0 phai truyén lai khi ma géi tin bi loai do trdn by nhé tam tai bdt
0 su truyén tai lai ko can thiét: duong két noi chira nhiéu ban sao
cua goi tin Transport Layer 3-53



nguyén nhan/thiét hai cua tic nghén: 3

[ bonngusi giri Hoi: chuyén gi xay ra
O du:cr.ng .dl qua nhiéeu PUOC, | khi A_vaA’tdng 1én ?
0 thoi-gian-cho/truyén-tai-lai in_n
MR\, dolieu gbe Rout
N, : di lieu gbe + div
liéu truyén lai
bd nhé tam dau ra
co gi¢i han
\___/I
May B
May C
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nguyén nhan/thiét hai cia tic nghén: 3

C/2 * i

5
c<o 1

A,I
Ig
Mot thiet hai khdc cta tic nghén:

1 khi géi tin bi loai bo, tat ca bdng thong ding dé
truyen tai né t6i diém ma né bi loai bo la phi pham!
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Cdc phuong én tiép can doi voi kiém sodt
tac nghén
Hai phuong dén tiép can rong:

kiém sodt tic nghén kiém sodt tic nghén duoc

dau cudi-dau cudi: ho Tro tu mang:

" khéng c6 phan hdi r rang U cdc BBT cung cap phin hoi
tir mang cho mdy dau cuoi

0 tac nghén duoc cho la xay 0 mot bit bdo hiéu tac

hén (SNA, DECbit
ra néu may dau cuoi phdt ng : ,
hién cé mat géi, tré TCP/IP ECN, ATM)

0 pp Tiép can nay duoc sir O 1'(?(.? df) Cu\Thé ma ngudi
dung boi TCP gui nen dung
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Vi du nghién ctru: kiém sodt tic nhghén ATM
ABR

ABR: t6c d9 bit cho 6 RM (quan ly tai nguyén)
phép: 0 gt boi ng/qgiti, chen lin vai cdc
0 “dich vu mém déo" 6 dir liéu ,
ng/gui “chua hét tai": boi cdc bo chuyén mach (“duoc
0 ngudi gui nén sua dung ho fro hir mang’) o
bang Thang con du 0 NI bit: ko ‘I'Eing tocC (TéC
0 néu duong truyén cua nghén nhe) ,
ng/gfn bl Téc nghén' 0 CI bit: biéu hlén tac nghén
0 ng/qgui giam xudng toc ) (:lang)
do dam bao t6i thiéu 0 cdc 0 RM duogc gtri lai cho
hg/gui boi ng/nhan ma ko ¢é
thay doi gi
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Vi du nghién ciu: kiém sodt tic nghén
ATM ABR

I RM cells
source |:| data cells destination

Switch Switch

gt el S2

0 truong ER 2-byte (t6¢ do cu thé) trong 6 RM
0 BCM tic nghén cé thé giam gid tri ER trong 6 RM
1 ER sé& dugc thiét 1ap bing voi toc do hd tro 16i thiéu cua tat
ca BCM trén duong di tir nguon-téi-dich
0 bit EFCI trong 6 dit liéu: duoc dit ld 1 trong BCM tic
nghén
0 néu 6 dit lidu t6i trucc 6 RM chia bit EFCI bat, nguoi gui bat
bit CI trong & RM rdi gui lai Transport Layer 3-58




Chuong 3: Muc luc

0 3.1Cécdichvutang- 0 3.4 Su truyén tai

fruyen tai huéng két noi @ TCP
0 3.2 Sy don va tdch 7 cau trdc doan tin
1 3.3 Su truyén tai khong 0 truyen tai du ligu tin cay
két noi: UDP 0 kiém sodt luu luong

0 quan ly két noi

1 3.5 Cdac nguyen ly cua
kiém sodt tic nghén

0 3.6 Kiém sodt tic nghén
trong TCP



KSTN TCP: tdng hé sé cong, giam hé sb nhén

0 P/phdp: td@ng toc do truyén tai (kich thuéc cia s6), thi
bdng thdong kha dung, 16i khi xuat hien mat géi
1 tang hs cong: tdng CongWin 1én 1 MSS mdi RTT dén
khi phdt hién mit géi
0 giam hs nhan. giam CongWin xuong 3 sau khi mat géi

24 Kbytes —

Hinh rang
cua: tham do
bdng thong

16 Kbytes —

8 Kbytes —

time

kich thwdc ctra sb tdc nghén
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KSTN TCP: chi tiét

7 ng/giri han ché truyén tai: Ldm sao ng/qiri nhan ra su

Last Byt eSent - Last Byt eAcked tac nghén?

< CongWn 0 mat géi = hét 1/g cho
1 hay, hoac 3 ack trung
. i~ CongWin 0 ng/gui TCP giam van
vantoc= TpT  Byfes/sec tdc (CongW n) sau khi

1 CongW n 1& mot ham phy thupe €0 Mat gol

vao su tac nghén cua mang ba co ché:

0 AIMD

0 bat dau cham
0 gitr nhip do tdng toc d6
sau khi mat goi
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TCP Khoi Dau Cham

0 Khi két noi bat dau,
CongW n =1 MSS
1 Vd: MSS = 500 bytes &
RTT = 200 msec
0 van toc ban dau = 20 kbps
1 bdng thong cho phép cé
thé >> MSS/RTT

7 mong mudh tdng nhanh én
dén van t6c cao nhat cho

phép

1 Khi ket noi bat dau, tdng
van toc Thgo hé so mfj
den khi xuat hién mat goi
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TCP Khoi Dau Cham (11)

0 Khi ket noi bat dau,
tdng van toc Theo hé so
mi dén khi xuat hién

mat gdi :
0 nhdn d6i CongW n moi
RTT
0 thuc hién boi tdng len 1
CongW n cho moi ACK On doan
nhan duoc

7 Tdm lai: ban t6¢ ban
dau cham nhung tdng

len nhanh theo ham m ’ffg
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Cai thién: phong dodn mat gdi

7 Néu nhan duoc 3 ACK

trung: L Triét I

0 CongW n glam 3

1 sau d6 tdng tuyén tinh 1 3 ACK I3p nghiia la mang
0 Nhung néu xay ra “hét t/g co kha nang phan phoi vai

chos Cher t/a chot cho biét

. , et t/g cho" cho bié

. Cf)ngw = 1 MS?’ tinh hinh tic nghén ddng

0 tang theo ham mil bdo dong hon

0 tdng t6i hgudng cudi

cling trudc khi mat gdi,
sau d6 tang tuyen tinh
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Cai tién

Hoi: Khiqnc‘lo thi nén
chuyén tir tang ham

njﬁ 50”9 Tang TUYén 7 TCP Series 2 Reno
tinh? -
A: Khi CongW n dat @
o / . 2 O
dugc 3 gidtricia Z ; Ll
’ , . = / \ Threshold
né truéc khi xay ra & 4 A | \ e
) hé_r 1_/9 Ché’” e .//‘/—TCP Series 1 Tahoe \L//
0 | T T T T T 1

| | b | |
Hién 'I'hu’CZ 01 2 3 4 iraré;;s";ioiroin;o 11 12 13 14 15
1 Gid tri ngudng bién thién
7 Khi mat géi, g/t ngudng
duoc gdn bing 3 cua
CongWin ngay trudc khi xay
ra mat géi
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Tém tat: KSTN TCP

1 Khi CongW n nho hon Thr eshol d, ng/qgti ¢ pha
bat-dau-cham, cira 6 tdng theo s6 mi.

1 Khi CongW n I6n hon Thr eshol d, ng/gtri trong pha
trdnh-tic-nghén, ctra s6 tdng tuyén tinh.

7 Khi xay ra lip 3 ACK, Thr eshol d gdn bing
CongW n/ 2 va CongW n gdn biang Thr eshol d.

0 Khi hét-1/g-cho, Threshol d gdn biang CongW n/ 2
va CongW n gdn bing 1 MSS.
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KSTN ng/gui TCP

Trang thai Swkién Hanh vi ng/g oi TCP Binh lu an
Bat dau cham | nhan dwgc | CongWin = CongWin + MSS, Nhan déi CongWin méi
(SS) ACK cho If (angWin > Threshold) RTT
nhirng div chuyén trang thai sang “CA”
liéu chwa ack
Tranh téc nhan dwgc | CongWin = CongWin+MSS * Tang theo cap so cong, dan
nghén (CA) ACK cho (MSS/CongWin) dén tang CongWin lén 1
nhirng dir MSS méi RTT
liéu chwa ack
SS hoac CA Phét hién Threshold = CongWin/2, Hbi phuc nhanh, str dung
mat goi do Cong,Win = Threshold, giam theo hé so nhan.
c6 “trung 3 chuyen trang thai sang “CA” CongWin khéng giam nhé
ACK” hon 1 MSS.
SShodc CA | Hétt/lgchd | Threshold = CongWin/2, Chuyén sang SS
Cong,Win =1 MSS,
chuyén trang thai “SS”
SS hodc CA | Lap ACK Tang bién dem s6 ACK I&p cho | CongWin va Threshold
doan duwoc ACK khdéng thay doi
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Thong luong TCP

() Thong lugng trung binh cia TCP nhu la ham
s6 cua k/t ctra s6 va RTT la bao nhieu?
1 bo qua bat-dau-cham

0 Xem W la k/t cira s6 khi xuat hién mat géi.

0 Khi cira s6 1a W, thdong luong ld W/RTT

0 Sau khi mat géi, ctra s6 giam xuong con W/2,
thdng leong xuong W/2RTT.

1 Thong luong trung binh: .75 W/RTT
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Tuong lai TCP: TCP qua cdc "duong ong
dai, réong”

0 Vi du: doan 1500 byte, RTT 100ms, thdng luong can
co 10 Gbps

1 Yéu cau kich thuéc ctra so6 W = 83,333
1 Thong lugng trong gisi han cia tan s6 mat géi:

1.22[MSS
RTT/L
0 = L =210 V& cung nho
0 Céc phién ban TCP méi cho duong truyén toc do cao
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Su cdng bing trong TCP

Muc dich cua su cdng bang: neu K phién TCP chia s¢
mot duong ket noi co chai véi bdng thong R, moi
phién phai c6 dugc van toc trung binh la R/K

két noi TCP 1

v

k/n bé dinh tuyén

c6 chai
Tepe tai trong R
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Tai sao TCP lai cong bing?

Hai kich ban canh tranh:
0 Tdng cap s6 cong tao do doc 1
0 Giam theo cap s6 nhdn giam thdng luong mot cdch can xting

chia sé bdng thdng bing nhau

mat ﬁéi; giam cua s6 xuong 1/2

trdnh tic nghén: tdng cap so cong
mat géi: giam ctra s6 xuong 1/2

trdnh tic nghén: tdng cap s6 cong

Thdng luong cia két ndi 2 o

Thong luong cua két noi 1 R
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Tinh cdng bing (11)

Tinh céng bing va UDP Su cdng bing va cdc két noi

1 Cac /d da phuong tién TCP an? so’nq o
thuong khéng ding TCP U ko thé cam u/d mé nhitng

- khéng muén téc db bi ket noi song song gitra 2
gisi han béi qud trinh may.
KSTN 0 Trinh duyét Web la mot vi

0 Thay vao dé dung UDP: du
0 day am thanh/phimanh 7 yD: |ign két voi van t6c R

& mot van toc ¢b dinh, X Xy S Ac
chap nhan mat géi ho tro 3 ,ke,T noL, ,
~ A, 0 u/d moi yeu cau 1l TCP, c6 toc
0 Linh vuc nghién ctu: do R/10
UDP than thién vsiTCP 1 u/d khéc yéu caull TCPs, cé
toc do R/2 |
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Chuong 3: Tong két

[ Cdc nguyén ly dang sau cdc
dich vu tang truyén tai:

7 don, tdch
0 truyén tai dit lieu tin cay
0 kiém sodt luu lwong
0 kiém sodt tic nghén
0 Thuyét minh va hién thuc
trong Internet

0 UDP
1 TCP

Tiép theo:

0 roi "ngoai yi mang"
(&/dung, tang
truyeén tai)

1 di vao “hat nhan"
mang



