Chuong 4: Tang Mang

0 4.16i6i thieu 1 4.5 Céc giai thuat dinh
1 4.2 Mach ao va mang goi tuyén
tin 0 Trang thdi lién ket
0 4.3 Bén trong bo dinh 0 Véc-to Khoing cdch
Tuyén ld gi? 0 Dinh tuyén phan cap
0 4.4 IP: Internet 0 4.6 Binh fuyen trong
Protocol Internet
0 Dinh dang géi tin 0 RIP
0 Ddnh dia chi IPv4 o OSPF
1 ICMP 0 BGP |
1 IPvé 0 4.7 Dinh tuyén quang ba

va gtii nhiéu dich



Ddnh dia chi IP: gidi thiéu

1 dia chi IP: 32-bit la ki ~EB2s111

hiéu dinh danh cho 203.1.5 1=
AR o @3.1.1.2
may, va g/ao dién cua ‘

223114 223.1.2.9
bdt @_ X

0 giao dién: lién két gitta 2231.1.3 223.13.27 223'1'2;2@
mdy/bdt va lién két
vat ly
7 bdt thong thuong cé 223.1.3.1 223.1.3.2

nhidu giao dién 1

0 mdy tinh thuong chi cé

1 giao dién
o dia chi IP gén voi mdi  223.1.1.1 = 11011111 00000001 00000001 00000001
giao dién 993 . . .

Network Layer 4-38



Mang con (subnet)

1 Dia chi IP: @2‘”'“ D
o phan dia chi mang con @3.1.12 223121 ~—=2
(cdc bit bac cao) 223.1.14 223.1.2.9 ‘
0 phan dia chi mdy (cdc @_ &?—rcﬁ |
bit bac thap) 223113 2281327 223'1&@
0 Mang con ld g/ ?
1 giao dién cua thiet bi ¢cé subnet
cling phan dia chi mang 293131 223.1.3.2
con trong dia chi IP i)

1 ¢ the giao ticp véi
nhau vé mit vat ly ma |
khdng can qua bg dinh mang chta 3 mang con
tuyén
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Mang con

Dinh nghia (thuc nghiém)

0 Dé xdc dinh mang con,
thdo moi giao dién ra
khoi mdy tinh hoic bdt,
tao ra nhitng ving mang
bi cdch ly. Méi mang bi
cdch ly nhu vay dugc
goi la mang con.

223.1.1.0/24

223.1.2.0/24

==

223.1.3.0/24

Subnet mask: /24
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Mang con
Mang )
: 223.1.1.4

223.1.1.3

C6 bao nhieu mang con 223.1.1.1
trong hinh bén?

223.1.9.2

223.1.9.1 223.1.7.1

223.1.8.1 223.1.8.0

I
223.1.3.27

223.1.3.15 g223.1.3.2
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Ddnh dia chi IP theo I6p

(Classful addressing)

0 Tat ca cdc mdy va bdt trén Internet cé mot dia chi
IP, trong do chua s6 mang va s6 mdy cua ching.

Class

A

B

g

32 Bits

Range of host
addresses

0 Network

Host

1.0.0.0 to
127.255.255.255

10

Network

Host

128.0.0.0 to
191.255.255.255

110

Network Host

192.0.0.0 to
223.255.255.255

1110

Multicast address

224.0.0.0 to
239.255.255.255

1111

Reserved for future use

240.0.0.0 to
255.255.255.255

Network Layer 4-42



Cac l6p dia chi IP

« Lép A: 128 mang, 16 triéu mdy moi mang

» Class B: 16.384 mang, 65 ngan mdy

» Class C: 2 triéu mang, 256 may

. Class D: dlng cho gtii nhiéu dich (multicast)
= Class E: du tri

« Cdc dia chi IP dugc quan ly bsi mot 16 chic
khong loi hhuan dugc goi la ICANN (Internet
Corporation for Assigned Names and Numbers)
dé trénh xung dot.



Cac dia chi IP dic biét

« Dia chi IP 32-bit duoc viét dusi dang thap phén ngdn
dau cham.

« Nhiing gid tri O (tat ca bit la0) va 1 (tat cabitlal) cdy
nghia dic bi¢t.

000000000000000000000000000000 0 0O |This host

00 e 00 Host A host on this network

1911114111111 1111111111111111111 1 Broadcastonthe
local network

Broadcast on a
distant network

Network 1111 1111

127 (Anything) Loopback




Dia chi IP cuc bo (Private IP)

tén RFC1918 sb lugng d/c

khoi 24-bit 10.0. O 0- 16,7 triéu /8
10.255.255.255

khéi 20-bit 172.16.0.0- 1 triéu /12
172.31.255.255

khoi 16-bit 192.168.0.0- 65536 /16
192.168.255.255
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Danh dia chi IP: CIDR

CIDR: Classless InterDomain Routing
Dinh tuyén lien mién khong phan 16p
0 phan mang con cé &6 dai bat ki

1 dinh dang cua dia chi: a.b.c.d/x, voi x la s6 bit cta
phan mang con trong dia chi

phin 9 phan

mang con A mady

11001000 00010111 00010000 00000000
200.23.16.0/23
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Dia chi IP: l[am sao dé lay?

Hoi: Lam thé ndo mdy tinh lay duoc dia chi IP?

0 luu citng béi quan tri vién hé thong trong mot +ép
0 Windows: control-panel->network->configuration-
>tcp/ip->properties
0 UNIX: /etc/rc.config
1 DHCP: Dynamic Host Configuration Protocol: lay dia
chi IP dong tir mot mdy chu
0 "plug-and-play”
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DHCP: Giao thirc cau hinh mdy dong

Muc dich: cho phép mdy lay dia chi IP #i dong tir mdy
chu trong mang khi né tham gia vao mang
C6 the lam méi dia chi
Cho phép str dung lai dia chi
Hb tro ngusi dung di dong (laptop) khi ho muon tham gia vao
mang

Tong quan DHCP:
0 may khdch phat tdn thong diép"DHCP discover”
0 mady chu DHCP tra |6i voi thong diép "DHCP of fer”
0 khdch yéu cau dia chi IP: th/di¢p "DHCP request”
0 mdy chu DHCP gui dia chi: 1/diép "DHCP ack” msg
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Kich ban khach-chu DHCP

223.1.1.2 E

ADoos 11,  Maychud 223.1.2.1
@_ DHCP n 1
g =

223,14 2231112:9 <

= T
@_ 223.1.2.2 khach DHCP dén

223.1.1.3 223.1.3.27 can dia chi clia

‘ mang na
223.1.3.1! !223.1.3.2 ANg nay
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Kich ban khach-chu DHCP

mdy chu DHCP: 223.1.2.5

t/q

DHCP discover

src : 0.0.0.0, 68 @&
dest.: 255.255.255.255,67 5
yiaddr: 0.0.0.0

—

transaction ID: 654

DHCP offer

src. 223.1.2.5, 67

dest: 255.255.255.255, 68
| yiaddm 223124
transaction 1D: 654
Lifetime: 3600 secs ~

DHCP request

src: 0.0.0.0, 68

dest:: 255.255.255.255, 67
yiaddrr: 223.1.2.4 —
transaction ID: 655
«— Lifetime: 3600 secs

DHCP ACK

T | src:223.1.25,67

dest: 255.255.255.255, 68
yiaddrr: 223.1.2.4 —
transaction ID: 655
Lifetime: 3600 secs

khach
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Dia chi IP: dat mot dia chi ntn?

Hoi: Lam thé nao ma mang lay phan mang con cia
dia chi IP?
Ddp: lay phan dugc phan ph0| trong khong gian
dia chi cua nha cung cap

ISP
T6 chirc O

T6 chire 1
T6 chirc 2

T6 chre 7

11001000 00010111 00010000 00000000

11001000 00010111 00010000 00000000

11001000 00010111 00010010 00000000

11001000 00010111 00010100 0O0OOO0OOOO

11001000 00010111 00011110 00000000

200.23.16.0/20

200.23.16.0/23
200.23.18.0/23
200.23.20.0/23

200.23.30.0/23
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Ddnh dia chi phan cap: gop tuyén dudng
(route aggregation)

Ddnh dia chi phén cap cho phép quing bd thdng tin dinh tuyén
mot cdch hiéu qua:

T6 chicc O
200.23.16.0/23

Té chic 1 \ “Giti cho 181 cdc adi
200.23.18.0/23 ui cho 18i cdc gdi tin

véi dia chi bat dau bang
T6 chuc 2 T 200.23.16.0/20"

200.23.20.0/23 . ISP —
. * Internet
T6 Chl'l’C 7 : /

200.23.30.0/23 /

“Gti cho 16i cdc géi tin
_ ISP-ABC véi dia chi bat dau bang
/ 199.31.0.0/16"
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Ddnh dia chi phdn cap: nhitng tuyén dudng
cu thé hon

ISP-ABC cé duong di cu thé hon t6i To chirc 1

T6 chuc O
200.23.16.0/23

"Gui cho 16i cdc gai tin
véi dia chi bat dau bang
200.23.16.0/20"

ISP-1 —
/

"Guii cho t6i cdc géi tin
véi dia chi bat dau bang
199.31.0.0/16

hoiac 200.23.18.0/23"

T6 chuc 2
200.23.20.0/23

To chirc 7 /
7

Internet

200.23.30.0/23

ISP-ABC

T6 chuc 1
200.23.18.0/23
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Ddnh dia chi IP: 1oi cubi...

Hoi: Ladm sao ISP lay dugc mot khoi dia chi?
A: ICANN: Internet Corporation for Assighed
Names and Numbers
0 cap phdt dia chi
0 quan li DNS
0 ddng ki tén mién, giai quyét tranh chap
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NAT: Su dich dia chi mang

«—phanconlaicta— | «—— mang cuc b .
Internet (vd, mang gia dinh)
10.0.0/24
1{0.0.0.4

=

7
138.76.29.7 4

Tit ca géi tin di ra khoi mang noi bo  Cdc géi tin ma nguon hoic

déu cé cung mot dia chi IP NAT dich nim trong mang nay
nguon: 138.76.29.7, s& c6 dia chi 10.0.0/24 cho
va s6 cong khdc nhau nguon va dich (nhu b/thuong)
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NAT: Su dich dia chi mang

0 Bong luc: mang noi bo st dung chi mét dia chi IP cho viéc

lien lac voi bén ngoai:

1 khdng can mot dai dia chi tir ISP: chi mot dia chi IP
cho tat ca cdc thiét bi

10 ¢é thé thay d6i dia chi ciia thiét bi trong mang cuc bo
ma khdng anh huéng dén thé gisi bén ngodi

1 ¢6 thé thay doi ISP ma khéng thay d6i dia chi cua
thiét bi trong mang cuc bo

0 cdce thiét bi trong mang cuc bo khdng duge dénh dia
chi cdng cong, cé thé thay duoc boi mang ngodi (mot
diém cong cho bao mat).
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NAT: Su dich dia chi mang
Hién thuc: bo dinh tuyén NAT phai:

0 gor tin di ra: thay the (IP nguon, so cong) cua moi géi
tin di ra thanh (IP NAT, s6 cong mai)
... khach/chu tir xa s& tra loi sa dung (IP NAT, SO
cong maoi) lam dia chi dich.

0 ghi hho (trong bang dich NAT) moi cap dich tur (IP
’rqlguén, SO cén'g) Tc’rfg(IP NAT, s6 cong nlzc’ri)

0 goi tin di vao: thay the (IP NAT, so cong méi) frong

truong dich cia moi géi tin di vdo bing (IP nguon, $6
cong) tuong tng luu frong bang NAT
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NAT: Su dich dia chi mang

. bang dich NAT L
2: bdt NAT doi dia [ Bia chi WAN dia chi LAN L may 10.0.0.1
chi ngudn cua géi tin gui goi Tin 101
M Ng 9 138.76.29.7, 5001 | 10.0.0.1, 3345 128119 40.186 80
tir 10.0.0.1, 3345 Pt '
thanh v e
138.76.29.7 5001, T
cap nhat bang ‘ D: 128.119.40.186, 80 :|
—ly 10.0.0.1
@ 5:138.76.29.7, 5001 . ;
D: 128.119.40.186, 80 :| {(0.0.0.4 10002
13876297’@ / o
SRR '

1} :
[,, o 13676297 5001 13> 4: bat NAT déi —@ 10.0.0.3
3—&.5?;?;1?1'. Tol dia chi dich cia géi
i i : A
; tin tr 138.76.29.7, 5001
138.76.29.7, 5001 thanh 10.0.0.1, 3345
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NAT: Su dich dia chi mang

0 truong so-cong 16-bit:

1 60,000 két noi dong thoi véi mot dia chi LAN
1 NAT dang bi tranh cai:

0 bdt nén chi lam viéc 6 16p 3

0 vi pham nguyén ly dau cudi-toi-dau cudi

+ NAT phai dugc xem xét khi thiét ké cdc tthg ung, vi du:
tthg dung P2P

0 su thiéu dia chi nén duoc giai quyét bang IPv6
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Van dé truy cap vdo trong NAT

0 khach muon truy cap vdo

mdy chu vai dia chi 10.0.0.1 Chi

0 mdy chu dia chi 10.0.0.1 chi Khdch 1006,
dang trong LAN (khdch khdng ? _
theé dung né lam dia chi dich) @

0 chi cé mot dia chi nhin thay tur . 10.0.0.4
bén ngodi Ia dia chi NAT: — )
138.76.29.7 138.76.29.7  bdt

NAT

[ giai phdp 1: cau hinh NAT
tinh, dé chuyen tiep yéu cau
keT noi toi cong nhat dinh
ndo d6 sang mdy chu

0 vd: (123.76.29.7, cong 2500)
luon luon dugc chuyen t6i
10.0.0.1, cong 25000
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Van dé truy cap vdo trong NAT

0 giai phdp 2: Giao thuc Universal
Plug and Play (UPnP) Internet
Gateway Device (IGD). Cho
phép mdy trong mang NAT:

<+ hoc dia chi IP cong cong
(138.76.29.7)

= thém/xéda cdc dnh xa cong
(v6i thai gian cho thué)

138.76.29.7 NAT
router

vd, cau hinh dnh xa cong NAT
tu dong, tinh
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Van dé truy cap vao trong NAT

1 giai phdp 3: chuyén tiép géi (ding trong Skype)
0 khdch trong NAT thiet lap ket noi toi mdy chu
chuyén tiép
1 khdch bén ngoadi két noi i MCCT
0 MCCT tao cau noi goi tin giita 2 két noi

2. két noi tai
SKYPES IQI\QCT, khoi ‘r\g}o
Ol may ngoai

1. két noi t6i
MCCT khoi tao

i
!l(_;;b AT i bdi mdy trong
Client 3. chuyén ticp ‘ 2
dugc thiét lap A
138.76.29.7 bdt
NAT
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Chuong 4: Tang Mang

0 4.16i6i thieu 1 4.5 Céc giai thuat dinh
1 4.2 Mach ao va mang goi tuyén
tin 0 Trang thdi lién ket
1 4.3 Bén trong bo dinh 0 Véc-to Khoing cdch
Tuyén ld gi? 0 Dinh tuyén phan cap
0 4.4 IP: Internet 0 4.6 Binh fuyen trong
Protocol Internet
0 Dinh dang géi tin 0 RIP
1 Ddnh dia chi IPv4 0 OSPF
0 ICMP 1 BGP ,
1 IPvé 0 4.7 Dinh tuyén quang ba

va gtii nhiéu dich



ICMP: Giao thirc thdng diép kiém sodt
Internet

0 st dung boéi mdy tinh va bdt

A « A A . A Loal Mé. ChL,J QIéI
de Ilen IaC Thong Tin Tang- 0 0 phén h("jl echo (pmg)
mang ) 3 0 mang dich ko lién lac dwoc
0 bdo cdo 16i: may, mang, 3 1 may dich ko lién lac dwoc
céng, giao thirc khdng 3 2 giao thirc dich ko lién lac duorc
lién lac duoc 3 3 cong dl’c,:h ko lién Ia.c, dwoc
A2 , e s 3 6 mang dich khong biét
Jyeu Ca“{ phan hof go! 3 7 may dich khong biét
‘ ech? (st dung boi ping) 4 0 giam téc d6 ngudn (kstn —
nam & tang "trén" IP: khong dting)
o th/diep ICMP dugc o O quing ba tuyén dudng
Amang.ATr'ong 90! T”j‘ IP~ 10 O tim tuyén dwong
thong diép ICMP: loai, md 11 0 TTL hét han
cung voi 8 byte dau cua goi 12 0 mao dau IP bij 16i

tin IP gay ra loi
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Traceroute va ICMP

0 Nguon giri mot loat khiic 0 Khi thong diép ICMP t4i,
UDP cho dich nguon s& tinh RTT
1 khic dau tién ¢é TTL =1 1 Traceroute thuc hién viéc
0 khdc thit 2 c6 TTL=2, v.v. nay 3 lan
1 s6 cdng khdng cé dinh Dicu kién d¢ ngirng lai
0 Khi géi tin the n dénbdtn: 1 Khdc UDP dén duoc mdy
" BDT loai bé géi tin dich
0 Va gii lai nguon mot théng 0 Mdy tra vé géi ICMP “mdy
di¢p ICMP (loai 11, ma 0) dich khéng t6i duoc” (loai 3,
0 Thong diép bao gom ca tén md 3)

va dia chi IP cta bat 0 Khi ngudh nhan duoc nhiing

ICMP nay, né sé dung lai.
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Chuong 4: Tang Mang

0 4.16i6i thieu 1 4.5 Céc giai thuat dinh
1 4.2 Mach ao va mang goi tuyén
tin 0 Trang thdi lién ket
0 4.3 Bén trong bo dinh 0 Véc-to Khoing cdch
Tuyén ld gi? 0 Dinh tuyén phan cap
0 4.4 IP: Internet 0 4.6 Binh fuyen trong
Protocol Internet
0 Dinh dang géi tin 0 RIP
1 Ddnh dia chi IPv4 0 OSPF
1 ICMP 0 BGP |
0 IPvé 0 4.7 Binh tuyén quang ba

va gtii nhiéu dich



IPv6

0 Dong luc ban dau: khdng gian dia chi 32-bit s8
can kiét trong t/g ngin.
1 Dong luc khac:
1 dinh dang mao dau méi s gidp tdng toc xu ly/chuyén
tiép g6i fin
0 thay d6i mdao dau @ hod tro QoS
Dinh dang gdi tin IPvé:
1 mao dau cé @6 dai co dinh 40 byte
1 khong cho phép phan khic
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Mdo dau IPv6 (t1)

Mirc wu tién: xac dinh mic wu tién gitta cac goi tin
Nhén luong: xéc dinh cdc géi tin trong cung “luong”.
(khdi niém “ludong" chua thuc su chuan).
Mdo diu ticp theo: xéc dinh dit lieu cua giao thic tang trén

ver |pri flow label
payload len next hdr | hop limit

source address
(128 bits)

destination address
(128 bits)

data

< 32 bits >
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Dia chi IPv6

« C06 d6 dai 16-byte
« duogc ghi duéi dang 8 nhém 4 s6 hex véi dau hai
cham ngdn cdch giita cdc nhém
= 8000:0000:0000:0000:0123:4567:89AB:CDEF
« Nhitng s6 0 & dau cé thé duoc rat gon.
« Mot nhém (hoic hon) 16 bit 0" cé thé thay bing
mot cip dau hai cham:
= 8000::123:4567:89AB:CDEF

- Cdc dia chi IPv4 c6 thé dugc viet dusi dang mot cap
dau hai cham va sau d6 la cdch viét théng thuong:

« :192.31.20.46




Nhitng thay doi khdc tir IPv4

0 Tong kiem tra. dugc loai bé hodn todn dé
giam thoi gian xir Iy tai moi thiét bi

0 Tuy chon: cho phép, hhung nam ngodi phan
mdo dau, chi dinh béi truong “Next Header”

0 ICMPv6: phién ban méi cia ICMP
1 nhitng thdng diép bo sung, vd: “Géi tin qud lon"

1 nhitng chtic ndng quan Iy nhém gtri-nhiéu-dich
(multicast)
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Chuyén tiép Tur IPv4 Toi IPv6

0 Khéng thé ndng cap tat ca bdt ngay mot ldc
duoc
1 Lam sao dé mang cé thé lam viéc véi ca cdc bo dinh
tuyén IPv4 va IPv6?
0 Tao dirtong ham: IPv6 duoc mang nhu la dit lieu
cua goi tin IPv4 gitta cac bdt IPv4
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Tao duong ham
G6c nhin luan li: @_M@@

IPv6 IPv6 IPv6 IPv6

G46c nhin vat i @_@_1 DN | @_@

IPv6 IPv6 IPv4 IPv4 IPv6 IPv6
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Tao duong ham
G6c nhin luan h@_w@@

IPv6 IPv6 IPv6 IPv6
e invit . 636 S S0 5

IPv6 IPv6 IPv4 IPv4 IPv6 IPv6

Flow: X Flow: X

Src: A Src: A

Dest: F Dest: F

data data

'I*P‘Cé ' B-16i-C: B-14i-C: ?;\2 '
IPv6 bén trong IPv6 bén trong
IPv4 IPv4
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Chuong 4: Tang Mang

0 4.16isi thigu 0 4.5 Céc giai thuat dinh
1 4.2 Mach ao va mang goi tuyen
tin 0 Trang thdi lién ket
1 4.3 Bén trong bo dinh 0 Véc-to Khoang cdch
tuyén la gi? o Dinh tuyén phan cap
1 4.4 IP: Internet 1 4.6 Binh tuyen trong
Protocol Internet
0 Dinh dang géi tin 0 RIP
1 Ddnh dia chi IPv4 0 OSPF
1 ICMP o BeP ,
1 IPvé 0 4.7 Dinh tuyén quang ba

va gtii nhiéu dich



Tuong tdc giita dinh tuyén, chuyén tiep

gidi thuat dinh tuyén

bang chuyén tiép cuc bd
gtri mao dau | daura

0100
0101
0111

1001

gia tri trong mao dau

cua goi toi i
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Truu tugng hda bang d6 thi

Po thi: G = (N,E)
N=tapcacbdt={u,v,w, x,y,z}

E =tap cac dg lién két ={ (u,v), (u,x), (v,x), (v,w), (x,w), (x,y), (Wy), (w,2), (y,2) }

Luu y: Triru tuong héa biang @6 thi cling hitu dung trong nhiing pham tru
mang khdc

Vi du: P2P, v6i N la tap cdc thanh vién va E la tap cdc két noi TCP
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Triu tugng hda bing d6 thi: chi
phi

* ¢(x,x') = chi phi cua duong (x,x')
-vd: c(w,z) =5
+ chi phi ¢é thé ludn bing 1, hoic

ti 1€ nghich véi bang jrh6n9,
hoac ti I1€ thuan véi tac nghén

chi phi cua duong di c(xy, Xz, X3,..., X,) = €(Xq,X5) + €(Xp,X3) + ... + €(Xp.4,X,)

Cau hdi: Duong di ndo it chi phi nhat gitra u va z ?

Giai thuat dinh tuyén: tim ra duong di it ton kém nhat
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Phan loai giai thuat dinh tuyén

Thdng tin tong qudt hay
phan tan?

Tong qudt:

1 tat ca bdt deu cé thdng tin
day du vé d6 hinh mang va
chi phi lién ket

0 g/thuat “trang thdi két noi"

Phan tan:

0 bdt biét hang xém két noi
vat ly 16i né, chi phi t6i ho

0 qud trinh tinh todn, trao doi
thong tin véi hang xém dugc
lap di lap lai

0 g/thuat "véc to khoang
cdach”

Tihh hay dong?

Tinh:

[ tuyén duong cham thay
doi theo t/gian

Dong:

7 tuyén duong thay doi
nhanh hon
0 cép nhat theo chu ki

10 dé phan énh lai su
thay doi trong chi
phi duong lién ket
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