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Chwong I. Tong quan
1. Ly do chon dé tai

Ngay nay cong ngh¢ thong tin ngay cang c6 vai tro quan trong trong cac thanh
phan ctia xd hoi nhu kinh té, chinh tri , quan su.... Vi mot chirc nang khong
thé thiéu va duoc Gmg dung manh mé la truyén thong. Rat nhiéu thong tin lién
quan dén cong viéc hang ngay déu di mdy tinh quan Iy va duoc trao d6i voi nhau
qua mang internet. Van dé nay sinh ra 13 lam thé nao dé chimg thyc duoc chinh
xac ngudn tin va thong tin dugc nhan c6 phai 1a do ngudi do gui va thong tin
nhan duoc di b thay d6i thay chua?

Khi mot thong tin guri tir ngudi A t6i B da bi thay d6i do hacker hoic 1a virus thi
sau khi nhan duoc thong tin , ngudi B khong c6 phuong phap dé co thé kiém tra
dugc nd1 dung thong tin d6 c¢6 phai 1a cua nguoi A gui hay khong cling nhu
khong dam bao dugc tinh toan ven cia thong tin do.

Vén dé néu trén da dua chung ta toi giai phap “Sir dung chir ky dién tir trong
trao doi thong tin” dé nang cao kha ning bao mat thong tin khi truyén tai thong
qua internet.

2. Muc dich nghién ciru
Tim hiéu Iy thuyét vé ching thuc thong tin, chit ky dién tir, cac thuat toan can
thiét trong qua trinh mi hoa. Cai dat chuong trinh minh hoa chit ki str dung chir
ki dién tir bang phuong phap két hop ham bam MDS5 va thuat toan ma hoéa RSA
3. Nhiém vu nghién curu
- Nam duoc 1y thuyét ching thuc thong tin
- Quy trinh str dung chit ki di¢n tir
- Tim hiéu phuong thitc ma héa dit liéu co ban
- Thuét toan ma héa RSA va cac chuin bi toan hoc
- Ham bam
Cai dat chuwong trinh d6 hoa minh hoa cho nhitng gi tim hiéu duoc
4. Phu’o‘ng phap nghién ciru
- Tim hiéu lich st phat trién ctia ma hoa thong tin, 1y thyét ma hoa thong
tin va quy trinh stir dung chit ki dién tur tir nhiing tai liéu c6 trén
internet
- Hang tuan c6 1 budi trao d6i vdigiang vién huéng dan, 1am theo nhiing
dinh huéng ma thay dé ra dé c6 thé ap dung nhirng 1y thuyét tim hiéu
duoc theo hudng di chinh xac.

Chuwong II. N§i dung

1. An toan thong tin, chirng thuc thong tin va chir ky dién tir
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X4 hoi dang trong giai doan phat trién manh mé, trong d6 nhu cau trao d6i thong
tin 1a khong thé thiéu va quan trong d6i vai tat ca cac linh vuc cta doi séng.
Cung véi sy phat trién d6 doi hoi tinh bao mat va ching thuc thong tin  ngay
cang co vai trd quan trong pho bién. C6 nhiéu truong hop khac nhau vé nhu cau
an toan thong tin cung voi cac khai niém:
Bao mat: Giir thong tin duoc giit bi mat vai tat ca moi ngudi ngoai trir nhiing
truong hop , cd nhan dac biét.
Toan ven thong tin: Dam bao thong tin khong bi thay d6i boi ca nhan khéac
khong c6 thim quyen trong qua trinh truyén tai trén internet.
Chir ky: mot cach gan két mot goi thong tin voi mot thyc thé dé dam bao tinh ca
nhan cua nguodi gui.
Cap chirng chi: Cap mot su xac nhan thong tin boi mot thuc thé dugc tin
nhiém.
Pé xac thye mot ngudi va mirc do tin cy ciia thong tin trén mdy tinh ta c6
thé str dung cac phuong phap nhu: thé bao mat, password va chit ky dién ti.
2. Ma héa dir li€u va gidi ma

a. Tong quan vé ma héa dir lidu
Sy phat trién nhanh chéng cua Internet da c6 nhiéu dén cong viéc kinh doanh va
nguoi tiéu dung lam thay d6i cach cong nguoi song va 1am viéc. Tuy nhién , di
cuing v6i sy phat trién d6 1a nhu cau can nang cao tinh bao mat trong truyén ta1
thong tin , dac bi¢t ddi véi céac thong tin nhay cdm duoc truyen tai trén mang.
M3 héa 1a linh vuce nghién ctru cac phuong thire, thuat toan dé bao mat thong tin.
Cac san phém cua linh vyc nay la cdc hé mat ma, ham bam, cac co ché phan
phéi ,quan 1y khéa va giao thirc mat ma.
Qua trinh m3 hoa trén may tinh dua trén khoa hoc vé mat ma(Cryptography) da
duogc con nguoi st dung tir rat lau, trong d6 su dung nhiéu nhét co 18 13 chinh
phu, chil yéu trong linh vuc quén sy.. Hau hét cdc mi hoa hién nay déu dua vao
may tinh do cac ma hoa do con ngudi tu sinh ra rat dé bi pha boi may tinh, do
may tinh c6 kha niang tinh toan t6t hon con ngudi. Nhu vy , mdy tinh tién hanh
ma hoda dua trén nhitng thudt toan ma héa ma con nguoi tao ra.
Céc hé théng ma hoa trén may tinh thong thudng chia lam hai loai ( cach phan
loai nay dua vao dac diém cua khoa st dung dé ma hoa):

- Ma hoéa v6i khoa bi mat ( Private key Encryption)

- Ma hoa khoéa cong khai (Public key Encryption)
Néu dya theo phuong phap ma hoa thi ma hoa thong tin duoc chia thanh:

- M4 hoa c6 dién(Classical Cryptography)

- M4 hoa dbi xtng(Symetric Cryptography)

- M4 hoa phi d6i xtmg (Asymetric Cryptography)

- Ham bam ( Hash Function)

b. M3 héa ddi xirng
La 16p cac thuat toan ma hdéa ma trong do cac khoda dung cho vi¢c ma hoa va
giai ma c6 quan hé rd rang véi nhau( c6 thé dé dang tim thdy khoa nay néu biét
khoa kia).
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Khoa ding dé mi hoa c6 lién hé rd rang v4i khoa dé giai ma c6 nghia chiing co
thé hoan toan gidng nhau , hodc chi khac nhau nhd mét bién doi don gian giira
hai khoa.
Phuong thirc ma hoa d6i xiig thuong nhanh hon nhiéu mi hoa bat ddi xtimg
nén trén thue té, cac khoa nay dai di¢n cho mot bi mat dugc huong bdi hai bén
va duoc sir dung dé gitr gin bi mat trong kénh truyén thong tin. Néu key nay bi
mat hay bi 19, khi d6 s€ khong dam bao tinh bao mat dir li¢u nira.
M3 héa doi xtng duogc chia 1am hai loai:
- Block cipher
La mot giai phap hoat dong chong lai su han ché cua dir liéu tinh. Dix
liéu duge chia ra thanh cac blocks vdi cac size cu thé va mdi blocks
duoc ma hoa mot cach khac nhau.
- Stream cipher
La giai phap hoat dong chdng lai dit liéu ludn ludn sir dung mot
phuong thirc dé truyén . Mot viing dém , it nhat bang mot block, doi
cho toan bd thong tin cua block do6 dugc chtra trong vung dém sau do
block d6 s& dugc ma hoa rdi truyén cho nguoi nhan. Mgt su khac nhau
co ban giira dit liéu duogc truyén va dit liéu nguyén ban . Khong nhu
giai phap sir dung mat ma doi xung 1a mdi block duoc str dung mot
key khac nhau trong qua trinh truyén thong tin.

c. Ma hoa bat do6i xirng
M3 héa bat dbi xtng 1a phuong thirc ma héa ma key dung dé ma hoa va key
ding giai ma hoan toan khac nhau va tir key nay khong thé c6 duoc key kia.
Mat mi bat d01 xung su dung mot cap key do l1a public key va private key, trong
qué trinh truyén thong tin st dung mat ma bat dbi xing chung can mot cép key
duy nhat. N6 tao ra kha ning s dung linh hoat va phat trién trong tuong lai hon
13 mat ma doi xtmg. Private key can phai giit riéng va dam bao tinh bao mat va
n6 khong duogc truyén trén mang , public key dugce cung cip mién phi va duoc
chia sé cho moi nguoi.

Vi du, khi Tom mudn giri thong tin cho Bob, Tom sir dung public key cta Bob
dé ma hoa thong tin r6i gii cho Bob. Khi Bob nhan thong tin da duoc ma hoa
cia Tom sé& giai mi thong tin bang Pivate key ctia minh.
Mat ma bat dbi xtirng hoat dong cham hon phuong thirc mat ma doi xtrng,khong
phai né ma hoa mdt khoi lugng dir li€u 16n. N6 thuong duoc st dung dé bao mat
qua trinh truyén key cua mat md d6i xing. NO cung cdp bao mat cho qua
trinhtruyén thong tin béng cac dich vu: Authentication, Integrity, Protection,
va Nonrepudiation.
Mot s6 phuong thirc mé hoa bat d6i xing :

- Rivest Shamir Adleman(RSA)

- Error Correcting

- Diffie- Hellman

d. Ham bam
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Ham bam 13 chuyén dbi mot thong diép co do dai bat ki thanh mot day bit co do
dai ¢ dinh. Cac him bam nhan mot chudi bit c¢6 chiéu dai tuy y( hitu han) lam
dit liéu dau vao va tao ra mot chudi bit méi c6 chiéu dai ¢d dinh n bit( n>0) goi
la ma bam.

Tinh chit co bin ciia ham béam:

- Tinh tién anh: v&i moi dau ra y cho trudc khong thé tinh toan dé tim
duoc bat ky dir liéu dau vao x’ ndo sao cho gid tri bim h(x’) bang gia
tri dau ra y da cho.

- Tinh tién anh thr hai: v&i moi dit liéu dau vao x1 cho trude , khong thé
tinh toan dé tim ra duoc bat ky mot dau vao x2 nio (x1#x2) sao cho
gia tri bam h(x1)=h(x2).

- Tinh khang xung d6t: Khong thé tinh toan dé tim duogc hai dit liéu dau
vao x1#x2 sao cho chung c6 cung gia tri bam.

Trong linh vye ma hoda thong tin , ma bam dugce xem nhu hinh dnh dac trung thu
gon ctia mdi chudi bit co do dai tuy y hiru han, va duoc dung dé nhan dién chudi
bit d6. Két hop véi cac cong cu tao chir ki sb, cac ham bam dugc dung cho viéc
dam bao tinh toan ven dir li€u.

- Vé MD5(Message Digest)

Ronald Rivest 1a ngudi da phat minh ra cdc ham Bam MD2, MD4 (1990) va
MD5 (1991). Do tinh chit twong tu cia cac ham Bam ndy, sau day ching ta s&
xem xét ham Bam MD5, ddy la mét cdi tién ciia MD4 va 1a ham Bam duoc st
dung rong rdi nhat, nguyén tic thiét ké ciia ham bam nay ciing 1a nguyén tic
chung cho rat nhiéu cic ham bam khac.

Thuat ma hoa:

MDS5 bién d6i mot thong diép c6 chidu dai bat ky thanh mot khoi o kich thudc
cd dinh 128bit. Thong diép dua vao s& duoc cat thanh cac khdi 512 bits. Thong
di€p dugc dua vao bd dém dé chiéu dai cta nd sé chia hé cho 512.

Hoat dong ctia by dém: Tren bit 1 vao cudi thong di¢p, tiép do 1a hoang loat bit
Zero ch t6i khi chiéu dai cua né nho hon boi sd cua 512 mot khoang 64 bits.
Phan con lai s& duoc lap day boi 1 s6 nguyén 64 bits biéu dién chiéu dai ban dau
cua thong di¢p

Thudt toan chinh cua MDS5 hoat dong trén mot bd 128 bit . Chia nhd n6 ra thanh
4 tir 32 bits, ki hi¢u 1a A,B,C va D. Cac gia tri nay la cac hﬁng sb6 ¢b dinh. Sau
d6 thuat toan s& ludn phién hoat dong trén cac khéi 512 bits. Mdi khbi d& phoi
hop véi 1 bd. Qua trinh sir Iy mot khdi thong diép bao gdbm 4 budc twong tu
nhau, goi 1a vong. Mdi vong lai gdm 16 qué trinh tuong tu nhau dua trén ham
mot chiéu F, phép cong module va phép xoay trai.

Mot qua trinh trong m¢t vong duwgc mo ta theo hinh sau:
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e. M3 héa RSA va su chuén bi toan hoc can thiét

- Thudt toan ma hoa RSA
Thuat toan ma hoa RSA c6 hai khoa: Khoa cong khai va khoa bi mat. Mdi khoa
1a nhitng s6 ¢b dinh chi st dung trong qua trinh ma hoa va giai ma.
Khoa cong khai dugc cong bd rong rdi cho moi ngudi va duoc ding dé mi hoa.
Nhitng thong tin dugc mi hoa bang khoa cong khai chi c6 thé duoc giai ma bang
khoa bi mat tuong tng. No6i cach khac , moi ngudi ¢ thé ma héa nhung chi cé
mot ngudi biét khoa ca nhan mai co thé giai ma duoc.

M6 phong truc quan:
Bob mdt giri cho Tom mdt thong di€p mat ma mudn chi c6 Tom biét . Pé lam
dugc diéu nay Tom duoc cho Bob mot chiéc hop c6 khoa md san va giir lai chia
khoa. Sau khi nhan dugc chiéc hop Bob bo thong diép vao d6 roi sap khoa lai(
Véi loai khoa sap thong thuong, sau khi chét khoa thi ké ca Bob ciing khong thé
doc lai thong diép do nita). Sau d6 Bob giri chiéc hop cho Tom, Tom mé chiéc
hdp vo1 khoa tuong ting ctia n6 va doc thong di€p duoc dung trong do6. Trong vi
du nay , chiéc hop véi khoa duoc md san dong vai tro 13 khoéa cong khai, chiéc
chia khoa dugc Tom gitr 1ai 1a khoa bi mat ma chi minh Tom c6.

- Cac khai niém toan hoc can thiét
+ Ham mot phia:
Ham mdt phia 1a ham d& tinh toan ra quan hé mot chiéu nhung rat kho dé co thé
tinh nguoc lai( biét x co thé tinh ra y nhung néu biét y rat kho co thé suy ra duoc
x) , “ kh6” & diy c6 nghia 1 van co thé tinh ra duoc nhung phai mat mot khoang
thoi gian vo tan dé tinh ra no.
Hop thu 12 1 vi du thyc té vé ham mot phia, bat ky ai cling ¢ thé bo thu vao
thung nhu mot hanh dong cong cong nhung mo thung thu khong phai la mot
hanh dong cong cong , mudn mé nod ta can co chia khoa cua hop thu.
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+ 86 nguyén té

Khai niém s nguyén td 1a mot khai niém toan hoc co ban dé chi nhiing )
nguyén chi chia hét duoc cho 1 va chinh né

+Khdi niém nguyén to cung nhau(relatively prtme)

Trong toan hoc hai sO nguyén a va b duoc goi la nguyén t6 cting nhau néu ching
c6 ude s6 chung 1on nhat 1a 1

+Khdai nigm Modulo

Véi m 1a mot sd nguyén duong . Ta noi hai s6 nguyén a va b 1a dong du véi
nhau modulo m néu m chia hét cho hiéu a-b ( viét 1a m|(a-b) ).

Ki hiéu a=b(mod m).

Ta c6 a=b(mod m) khi va chi khi ton tai s6 nguyén k sao cho a=b+km
+Phi ham Euler
Theo 1y thuyét s6 thi ham sé Euler( ky hiéu @(n) ) cia mdt sé nguyén duong n

dugc dinh nghia 1a s6 cac s6 nguyén duong nho hon hoac bang n nguyén to6 cung
nhau vdi n.

Vidu : Q(5)=4, D(9)=6.

Tir nhitng Iy thuyét todn hoc chudn bi 6 trén ta cé thé tién hanh tao khéa nhuw
sau :

- Tao ngiu nhién hai sé nguyén t6 vo cing 16n p va q

- Tinh N=p.q

- Tinh gia tri ham s6 Euler @(n)=(p-1)(q-1)
- Chon mdt sb ty nhién e sao cho 1<e<@(n) va la s6 nguyén t6 cung
nhau v4i @(n)

- Tinh d sao cho de=1(mod @(n))

Vay hé théng khoa gdm: - Khéa cong khai: n,e

- Khoéa bi mat: n,d
Cong thirc mé héa: c=m® mod n.
m: doan md cé dwoc sau khi bam théng diép muon giki
c: thong diép sau khi da tién hanh bam va mi hoa RSA
Cong thirc giai ma: m=c® mod n.

f. Chirng nhan so ( Digital certificate) va t6 chirc chirng nhan sé (
Certificate Authority)

Vi du A mubn gui thong diép cho B va ma hoa theo phuong phap kho cong

khai . Lic nay A can phai mi hoa thong diép bang public key ctua B. Trong

truong hop public key bi gid mao, tin tic s€ tu sinh ra mdt cap khoa public key

private key,sau d6 dua cho A khéa public key va néi rang day 1a khoa cua B.
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Néu A dung khoa nay dé ma hoa thong tin mudn giri cho B thi moi thong tin do
truyén di s€ bi tin tac doc duoc.
Van dé duoc giai quyét néu c6 mot bén thir ba duoc tin cdy, goi 1a CA ching
nhan public key. Nhitng public key da dugc CA ching nhan goi 1a ching nhan
dién tir( digital certificate).
Mot chiing nhan di¢n tr c6 thé duoc xem nhu 13 mot « ching minh thu “. N6
dugc cac to chirc tin cay tao ra. Tb chirc nay dugc goi la td chirc chirng nhan
khoa cong khai Certificate Authority (CA). Mot khi public key dugc t6 chirc CA
chirc nhén thi ¢6 thé dung khoa do dé trao ddi dix liéu trén mang voi muc dg bao
mat cao.
Céu trac cua mot chirng nhan dién tu bao gé)m:

- Tén CA tao ra chiing nhan

- Ngay hét han cta ching nhan

- Thong tin vé thuc thé duoc chirng nhan

- Khoa cong khai dugc chiing nhan

- Chir ki do khoa private key cia CA tao ra va ddm bao gid tri chiung

nhan

3. Chir ky dién tir ( Electronic Signature)

a. Tong quan vé chiv ky dién tir
Chtr ky dién tur 1a thong tin di kém theo dir li¢u nham muc dich xac dinh ngudi
chu s& hiru dit 1liéu d6. Chir ky dién tir dugc sir dung trong céac giao dich dién tu.
Dua trén thuc té, chir ki dién tir cdn dam bao céac chirc nang : xac dinh duogc
ngudi chu cua dir liéu nao do : van ban,tai ligu...... , dir li¢u do co bi thay doi
hay khong.
Khdi niém chiv ky dién tie va chii ky sé c6 thé dwec ding thay thé cho nhau
mdc dii chiing khong hoan toan giong nhau.

b. Két hop ham biam vao chii ky dién ti
Ham bam tro gitp cho cac so d6 ky s6 nham giam dung luong cua dir liéu can
thiét dé truyén qua mang
Ham bam thuong duoc két hop v&i chit ky s6 dé tao ra mot loai chit ky dién tr
an toan hon( khong thé sao chép)dong thoi c6 thé kiém tra dugc tinh toan ven
ctia dit lidu truyén tai.
Ham bam dugc ung dung rat nhicu trong an toan trao d6i thong tin vi tinh ngan
gon , giup nguoi dung dé rang nhan ra rang thong tin clia minh da bi thay doi
hay chua tir do gilt dugc su tin tudng ctia nguoi st dung

c. St dung chiv ky dién tiv (két hop giita MD5 & RSA)
- Tao chir ky s6 :
Str dung tng dung tao chit ky sb tir khoa bi mat, khoa bi mat do nha cung cap
dich vu chirng thuc
Pé an toan va chong copy khoa bi mat mot s6 nha cung cap dich vu luu trit khoa
bi mat trong thiét bj phan ctimg thong dung, thiét bi niy s& dam bao khéa bi mat
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duoc luu trit an toan, khong thé sao chép hay nhan ban duoc va ciing khong thé
bi virus phé hoai.

Duwéi géc nhin ciia ngwoi ldp trinh: Nguoi dung st dung ham bam dé thu gon
thong diép can guri tiép theo ma hoa thong diép thu gon d6 vai RSA, két qua thu
duoc 1a chit ky sb. Cudi cing, gtri dinh kém thong diép mudn gtri v6i chir ki sb
to1 nguoi nhan.

- Kiém tra chir ky so :
Khi giao dich dién tir ngudi nhan phai kiém tra duoc tinh phéap 1y cua chit ky sb
clia ngudi giao dich véi minh giri dén.
Viéc kiém tra 13 so sanh tinh dong nhat ctia chudi thu gon sau khi str dung ham
bam (ctng phuong phap bim cta nguoi gii) dé bam thong diép nhan duge véi
chudi thu gon nhan dugc sau khi giai ma chit ky v6i khoa cong khai cua nguoi
gui.

So do tao chir ki dién tir

Thong di¢p tu
nguoi gui
Y
Bam voi1 thuat Private
toan MD5 key
+
Y
Thong digp trung gian( Ma hoa thong di€p trung
chudi 128 bit) - R
gian( voi private key)
Y
Chir ki dién tur

A
A

Thong diép mudn gui
kem theo chir ki ca
nhan cua nguoi do

10

N
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So do6 chirng thue chir ki:

Thong di¢p nhan dugc
kem chir ki

_ | Bam thong diép Thong di¢p
" | nhan dugc voi i
v MDS C trung glan
Ma hoa nguoc chir ki
véi public key
[
Failed Success
\ 4 \ 4
Pay khong phai 1a Nhan dugc chudi
~1r . Y thong diép trung
chir ki cua nguoi do gian 128 bit
\ 4
So sanh véi thong
diép trung gian sau P
khi ma hoa thong diép
nhan dugc
\ 4 \ 4
Néu tring khop thi noi Khong tring khép thi
dung thong di¢p chua bi noi dung thong diép da
thay doi bi thay doi

11
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Chuong III. Cai dat

1. Cai diit chwong trinh tao chir ky dién tir véi sw két hop ciia MD5 va RSA
a. Moi truwong va cong cu cai dat

Dé cai dit chuong trinh ta str dung cong cu lap trinh 1 Visual Studio 2008 véi
ngdn ngit 1ap trinh C++ st dung bd thu vién MFC(Microsoft Foundation
Classes) va bg thu vién Crypto++ 5.6.0

( Opensource C++ class library of cryptographic algorithms and schemes written by Wei Dai)

- Chung ta co thé cap nhat thu vién Crypto++ update moi nhat tai dja chi
http://www.cryptopp.com/

b. Tich hgp thw vién Crypto++ vao moi trwong 1ap trinh

Tai bo thu vién Crypto++ tir trén trang chi rdi giai nén, dé tranh méat lién két
tinh gitra thu vién sau khi tao 1lién két voi cong cu 1ap trinh chung ta nén giai nén
file vira tai duoc vao 6 C:\ ( 6 dia cai dat Windows) va dugc thu muc
C:\CryptoPP 5.6.0\.

Khoi dong Visual Studio roi Open Project, véi cira s6 Open cta Visual tim dén
file cryptest.dsw hodc cryptest.sin r0i chon dé mdi no, nhu vay ca bd thu vién s€
duogc load 1én Visual gdm cac file .cpp va file ./ .

=101.x
Fle Edt  Wew Favortes Took  Help
wpsk - =+ - (3 | (hFoders | X 3 | BB
Address | cr\cryptere 5.2.1 | pae

o @ & e & -

cophestcip PR coptestoch  motbare  ootbds

WA A A §

oyptibh  ptib i nptibd b coptot+imep  rpbopn e ;l
[Type: Project Workspace Se: 1,34 1,34 K8 Emm &

Nhu méc dinh thi 32 bit nhi phan sé dugc built dé built thu vién v&i 64bit nhi
phan thi ra chon Configuration Manager va chinh stra lai

File Edit WView Project Build Debug Tools Test Window Help

-Gl s G| 9. L] b Debug » [Win32 o] &
(D Back £ 7] 4] #k AT | 8@ HowDol ~ O, Search | Index 4% Contents | 50N Forums k&

M.

Solution Explorer - cryptest - 0 X Lﬂ
3| @& @
o Sobution 'cryptest’ (4 projects) E

- 8 eryptest g
il 33 cryptlib =
- 38 cryptopp 2

G- 38 diftest ZF

= Solution E... 3”&!5;% Igprnpeﬁy._.
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Trén thanh Menu cua Visual chon Build rdi chon tiép Batch Build...

x|
Chexk the praject configurations b bild:

Froject | configuration | Platform | Sclution Config | Buid [ = Buid
cryphdil Debug Windz Debug o Rebukd
cryphdll Pelease Win3z Pelease O
eryprest Debuig windz Diebuig ] Lean |
cryphest DlL-Import 0., ‘Win32 CilL-Impert Debug ]
cryphest CLL-Import B, Wind2 CLL-Import Feloasa O
cryphest Release Win32 Release O Stlect Al |
cryptlia Debug Wind2 Debug ¥l Deselact All |
oryptio DLL=Import [, 'Wind32 DLL=Impirt Debug O I
cryphib CLL-Impoet BL.. 'Win32 CLL-Impoet Release O
eryptlib Relesse Wind2 Release | e B

cose | hep |

Trong cira s6 hién 1én ta tich ddu vao nhitng thanh phan nhu cira s trén rdi nhan
Build

DPoi mot luc dé Visual thuc hién qua trinh build thu vién, néu sau qua trinh do
ma dudi cira s6 Output hién thi ndi dung : / succeedd, 0 failed... thi qua trinh
tao lién két ctia chung ta sap hoan thanh roi.

Tiép theo ta t&i thu muc giai nén thu vién Crypto++ ( C:\CryptoPP 5.6.0\) mé
thu muc C:\CryptoPP 5.6.0\Debug r6i d6i tén file cryptlib.lib thanh cryptlibd.lib
, copy file nay vai file cryptlib.lib trong thu muc C:\CryptoPP 5.6.0\Release (
khong ddi tén) ra ngoai thu muc C:\CryptoPP5.6.0)

Add vi tri cia nhiing file header (.h) va source files vao méi truong Visual

Studio: - Chon Tool|Option , chon Tab Projects and Solutions, chon Tab VC++
Directories

Environment PlatFormn: Show directories For:

= Projects and Solutions Win32 » | | Executable files o v
General
Build and Run v Ei x|+ *_‘
YE Defaults _[:]
WG DITSEITES | Tt Al i
WC++ Project Settings $iwindawes SdkDiri bin

Source Control F(vsInstallDiriCommon?i Toaols\bin

Text Editar $ivaInskallDir)Common?itools

$03InstallDir dommon7ide

Database Tools ${ProgramFiles)\HTML Help Workshop

Debugging $iFrameworkSDKDirbin
Device Tools $(FrameworkDir JF(Franmeworkiersion)
HTML Designer %EVSInstaIIDir)u

Office Tools

Test Tools

Text Templating
Wwindows Farms Designer
Warkflow Designer

Executable Directories
Path to use when searching for executable files while building a YC++
project. Corresponds to environment variable PATH,

’ oK ] [ Cancel ]

Hinh 1

An vao biéu tuong thu muc nhu trén hinh 1 roi Add tén dudng dan thu muc
chtra thu vién (Trong trudong hop nay la C:\CryptoPP 5.6.0) vao 6 bén dudi va OK
deé két thuc.
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Tai mdi Project mudn str dung thu vién Crypto++ ta phai config lai bang cach
sau:

Sau khi m& Project , trén thanh Menu ctia Visual ta chon Project|Properties,
chon Tab Configuration Properties, 4n vao C/C++|General , trén muc Additional
Include Directories (Hinh 2) ta thém tén thu muc chira thu vién Crypto++ vao
do6 ( C:\CryptoPP 5.6.0).

Configuration: |Active(Debug) o | Platfarm: |.¢\ctive(Win32) e | I Configuration Manager. .. ]
Zommon Properties Additional Include Directories dinclude,../mysqlfinclude
[=)- Zonfiguration Properties Resolve #using References
General Debug Information Formak Program Database for Edit & Continue {/ZI} '
Cebugging Suppress Startup Banner Tes {(/nologo)
= CfC++ Warning Level Level 4 (/W4)
sencioll Detect &4-bit Portabilicy Issues ha
Optirization Treak Warnings As Errors Mo
Prepracessor X Use UMICODE Response Files Wes
Code Generation
Language
Precompiled Headers
Zukpuk Files
Browse Information
Advanced
Command Line
Linker
Manifest Tool
Resources

*ML Docunment Generator
Browse Information

Build Events

Zustom Build Skep

[ e R

Additional Include Directories

Specifies one or more directories to add to the include path; use semi-colon delimited list if more than one.
(/Ilpathl}

[ Ok l [ Cancel ]

Hinh 2
Tiép tuc, Van & Tab Configuration Properties t chon Linker|Gen9ra1 roi tai muc
Additional Library Directories ( nhu hinh 3) ta Add tén dudong dan thu muc chira
Crypto++ vao do( C:\CryptoPP 5.6.0).

DigMySql Property Pages E|E|

B ] B

Embedded IDL
Adwvanced
Cornmand Line
Manifest Tool
Resources
“ML Document Generakor
Browse Information
Build Events
Custom Build Skep

Additional Library Directories

Corfiguration: |F\ctive(Debug) b | PlatForm: |P.ctive(Win32) hd | I “onfiguration Manager. .. ]
Common Properties Oukput File SDebug/DigMySgl.exe
(=) Configur ation Properties Show Progress Mok Sek
General Yersion
Debugging Enable Incremental Linking Yes {/INCREMENTAL)
CIC+H+ Suppress Startup Banner Yes {/NOLOGO)
(= Linker Ignore Import Library Mo
General Register Cutpuk Mo
II‘IDL!t i Per-user Redirection Mo 0
Manlfes!: Fil= Additional Library Directories u
Debugging y , ;
System Link, Library Dependencies Yes
Optimization Use Library Dependency Inputs Mo
Use UMICODE Response Files Yes

Specifies one or more additional paths to search For libraries; configuration specific; use semi-colon
delimited list if more than one.  (fJLIBPATH:[dir])

O ] [ Cancel

Hinh 3
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Cubi cung tai mdi file header (.h) cia mét class co sir dung thu vién Crypto++ ta
thém doan code sau dé tao lién két thuc su to1 thu vién:

#ifdef DEBUG

# pragma comment ( 1lib, "cryptlibd" )
#else

# pragma comment ( 1lib, "cryptlib" )
#endif

Vay 1a chiing ta d3 ¢ thé str dung thu vién 1 cach hoan hao!.

¢. Muc dich hwong t6i

Cai dat thanh cong mot chuong trinh tao chit ky dién tir va c6 kha nang quan ly
dir liéu dang ki cia nguoi dung chirc nang Certificate Authority.

2.Két qua dat dwoe

Chuong trinh hoan thanh chirc ndang ma hoa file , cho phép dang ky tai khoan
Certificate va luu trit lai cho lan st dung tiép theo co thé st dung lai thong sb da
dang ky.

8 3

Initializing.....

Hay tao mat tai khodn CA d& sir dung h&t tinh ndng cla
churgng trinh cling nhur dam bao tinh rigng tur aia ban

S ———————————————————————————

Man hinh khé1 dong ctia chuong trinh, chi don gian la 1 MessageBox, an ok dé
tiép tuc
2} Digial Signature M"E“ =i

(Model About Help | <38  Menu Bar I

Khéa cong khai

Lu'a chon ché do

Ho va tén Value n

ASA andMDS piachi  Thongtin cd nhan Vaue e
ngwiri ky tén lén file
Ta chirc

Khda bi mkt
File Content Value g

Cactrwirng khoa
Value p

Value d

MD5 Digeflt Checksum
Hi&n thi ndi dung file

Signaturg

Nt chire ndng

Thodt

Clear Al

I Open File.... ] { M3 hda l [ Add signature to Document and Save File... ]

Giao dién ngudi dung tién hanh mi hoa file
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St dung:

Ché d6 ma hoa:

-Buédc dau tién can lam 1a chon 1 file mudn tién hanh ma héa voi Open

File..

- Nhép tén nguoi st dung
- Ti€én hanh ma hoa véi Button Md héa ‘
- Luu trir 1ai file da tién hanh ma hoéa va file dinh kém( gom chit ky va

xac thuc) vé1 Add signature to Document....
- Clear All str dung dé xo6a ndi dung trén cac truong Edit Box.

Ché d6 diing ky:

Register

===

Dé&ng ki tai khodn CA

Bia chi

T8 chirc

Gidi tinh Nam

Ngay sinh

NI

Certificate Authority Corp

- Trén Menu Bar chon Mode-> Certificate Registration
- Dién day du thong tin dang ky va an Register dé Iuu trit thong tin

ngudi dung

Giao dién gom cac truong Edit Box hién thi cac khoa va chit ky dé nguoi dung
c6 theé sir dung nhirng dit 1i€u d6 vao muc dich khac néu muon.

3.Huéng phat trién

-Khac phuc han ché xay ra thudc phuong dién k¥ thuat lap trinh, t6i uu

hoa phuong phap truy xut co s& dit lidu.

-B6 xung tinh nang guri mail cho chuong trinh stt dung phuong thirc

SMTP
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