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Abstract

The aim of this project is to discover the feasibility of using a computer program to collect contemporaneous
notes for Digital Forensic Investigations. This will attempt to show that it is possible for an application to
collect notes for the examiner which will save time and introduce more accuracy into the examination of
computer systems, by reducing the amount of human effort in the investigation.

The first part of the research will focus on the requirements for forensic audit trails. Primarily to see
what information would need to be collected by the tool and what must be done to make this information
usable in a court.

The research will then go on to look at digital forensic tools and attempt to find criteria these must fulfil
to be accepted into court as evidence, or have evidence collected by them accepted in a court.

A third part of this research will be into what Application data can be harvested to show what the
examiner’s actions were. This part of the research will be targeted towards gaining information from
Autopsy 3, which is the forensic application the prototype will be tested against. The combination of these
three parts will give the design requirements for the creation of a prototype application.

The prototype application may only contain a limited set of the features required by parts one and two.
However, it should show whether it is feasible for a computer program to log an examiners actions and

produce a report on them.
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1. Introduction

The ACPO Good Practice Guide for Computer-
Based Electronic Evidence (ACPO, n.d) states that
all actions undertaken on digital evidence have to
be logged so that an independent third party can
later achieve the same result. There is no clearly
defined way of doing this, though the common prac-
tise is for the examiner to type or hand-write their
notes.

This article aims to discuss the feasibility of us-
ing a computer program to log many of the actions
an examiner performs, such as starting a new case.
This, if shown to be feasible, would remove the
strain from the examiner to write down each ac-
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tion in minute detail and instead focus on what this
information means.

The first stage of this project can be broken into
two sub-goals. Firstly it is important to know what
are the requirements for forensic audit trails and
secondly what are the requirements for digital foren-
sic case tools. The answers to both questions can
be used to formulate the requirements for the com-
puter program mentioned above.

After the initial research a prototype application
will be created. The application will log only Au-
topsy Version 3 (Autopsy 3) and will not contain
the functionality that would be expected of a final
tool. However, it should provide an base for testing
the feasibility of the tool as a whole.

The final stage of this project will be to test the
prototype tool itself. This will be done by running
through a number of test cases selected from online
resources. After each test there will then be a loop
back to the development phase to fix bugs, no fixes
will be made at this stage.
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In short the article aims to answer the following
questions:

1. What are the requirements for forensic audit
trails?

2. What are the requirements for digital forensic
logging tools?

3. Is it feasible for a computer program to log
these actions on behalf of the examiner?

2. Requirements

2.1. Audit Trails

The main requirement for a forensic audit trail is
that it be reproducible (ACPO, n.d). This guide-
line is backed by the Crown Prosecution Guidelines
(Crown Prosecution Service, 2010) which states
”[The investigator] should keep records of all the
work you have carried out and any findings you
make in relation to the investigation”.

Another requirement of audit trails can be found
in Casey (2011) who gives the additional require-
ment that the audit trail also contains the investi-
gators hypothesis. This adds significant depth to
the notes taken which could become meaningless
without annotations.

A third requirement for audit logs is that
they can be made tamper evident as outlined by
Richard IIT et al. (2007). This requirement should
aim to ensure no log entry was changed after the
fact. Or if it was (for example if a typing error was
made) then the change is clearly highlighted. Edit-
ing of any part of the data should be disallowed as
this would destroy the reproducibility (i.e. a step
could be changed to ensure that a wrong result is
obtained).

2.2. Diugital Forensics Software

There is a distinction between ”standard” soft-
ware and forensic software. Digital forensic tools
will often need to parse data which is corrupted.
Garfinkel (2012) gives the example of data being
corrupted by partial overwriting but also in deal-
ing with encryption the only way to even begin an
investigation is to work with data that can become
quickly corrupt as shown by Miiller et al. (2012).

The primary source chosen for the requirements
for this tool is Carrier (2003). As this is the
most cohesive source for forensic software tools that
could be found. The requirements outlined are

Usable The usability of software is important in
digital forensics as it is not only the investiga-
tor, who can be thought of as highly computer
literate that needs to be catered to. In addi-
tion to this the software could also potentially
be used by the police and courts. This means
that all outputs need to be in a format that as-
sumes no knowledge or computer background.

In addition to this the usability of the output
should be maintained as cross-platform so any
output will be given in a format readable on
all systems with minimal effort (HTML, plain
text, etc).

Comprehensive A tool must be capable of show-
ing all of the gathered data and provide details
on the source of The information. This can
be at odds with the usable criteria, if we take
the example of a computer hard disk drive.
There is information on the file system that
is required for the system to function that the
investigator will very rarely need.

This information should be available for the
software to pull up when it is requested. How-
ever it would be in the interests of usability
to hide this information except for where it is
relevant. This will not be initially required as
there will be little data logged. However this
could become relevant later in the applications
life cycle.

Accurate The accuracy of tests should also be dis-
played to the user. For 100% accurate tests,
such as reading from trusted log files, which
will be used by this system, this is not nec-
essary. However, for any test which is not
accurate the chances of false-positive, false-
negative, etc should be given alongside the
data.

For the prototype this is largely irrelevant as
the autopsy 3 log is trusted. However there is
no way of ensuring that only autopsy 3 logs to
the file. A malicious application could modify
this file and the application would not be able
to detect the difference.

Verifiable Software should make use of verifica-
tion to ensure that data has not been changed
this is important as any change to the infor-
mation could obscure the meaning. For this
purpose it is possible to use cryptographic



hashes to verify the integrity of the informa-
tion.Another way of defining verifiable in the
digital forensic context is that of what the soft-
ware does. The best way of doing this is to
make the source code visible to the investiga-
tor. This opinion is backed by Carrier (2002)
who states that under the Daubert test ”open
source tools may more clearly and comprehen-
sively meet the guideline requirements than
would closed source tools”.In the article Car-
rier (2003) Deterministic is also a criteria, how-
ever this can be kept underthe title of veri-
fiable. The meaning of deterministic in this
context is that an input to the system should
always result in the same output, as opposed
to a random number generator which should
give a different output each time it is run.

Action
Logger Module
Event Logger

Event Data

Report

Figure 1: This figure describes the layout and public / for-
eign key relations of the database used by the logger proto-

type.

Investigator

Court Report

3. Design

3.1. Software Development

The program will be designed and constructed
according to the Waterfall model for software devel-
opment. This structure fits best with this project
as research needs to be done to complete the re-
maining steps.

The requirement stage of the Waterfall model is
already fulfilled by the previous section of this ar-
ticle. The current section describes the design of
the software, which will then be implemented and

tested in the testing section. After each stage the
work done is then ”locked” to its state with the
exception of implement and verify which tend loop
while bugs are fixed.

For future work it may be better to use another
development cycle such as Agile, which allows for
new criteria to be plugged into the development
process as the investigative process is rarely static.
However for prototyping based on fixed criteria this
model works best.

3.2. Program Architecture

The application must accept input either directly
from the user or by parsing log files from multiple
places. Process this information for metadata and
then store the information in a database. Java will
be used for the prototype application as it has a
large library of code that can be used to quickly
create a prototype application.

The application will require a modular architec-
ture as it would be impractical to create one ap-
plication to log every forensic application. This
method will allow for a single purpose module to
log each application individually, this should reduce
the complexity of the code.

In practical terms this means that there is a cen-
tral event logger module, an observer, with an in-
terface that allows new modules to be added at
any time. This will allow the application to be ex-
tremely simple overall as the eventlogger will only
require a single method for event logging which will
be usable by all modules because of the nature of
the observer / observable design pattern. This is
shown in Figure 2

The logging application produced for prototyping
is written in Java. This was primarily due to the
speed at which applications can be developed in the
java language. Java does have some advantage over
other languages such as its portability and it can
be much easier to program in than languages such
as C which will allow for external entities to create
modules with ease. As such Java should be a strong
contender as the language for any tools built on this
research.

3.3. Database Design

Once the logger modules have collected their as-
signed data and sent this to the eventlogger the data
will need to be stored. This will be done through
the Derby database format which is natively usable
in Java. For the final tool a stronger database en-
gine may be required such as either MySQL which



<<Si ngl et on>>
EventLogger

-instance: EventLogger

+get I nstance(): EventLogger
+updat e(e: Event , m Modul e)
+regi st er (m Modul e)

+get Event s(): Vector <Event >

register update

getEvents
Module Reporter
#notify(e: Event) Treport ()

notify

<<Mbdul e>>
Journal

+l og(m String)

<<create>>

Event

+Message: String
+Ti nestanp: Date

+Event(m String,ts: Date): Event

Figure 2: This figure is a basic class diagram containing the
most important aspects of the core classes.

would allow for the logging to be done on a differ-
ent machine than the storage, which would make
the database more secure.

The primary table in this database should con-
tain a list of events with the a description and the
event module. In keeping with good practise for
databasing, the sender module will be stored in a
separate table and linked through a primary key.
The design of the database is shown in Figure 3

Senders
Contains the names of the logging
modules used in the case.

esid I nt eger €—
eName VARCHAR
oDescription CLCB

Events
Contains all of the events for the
current case.

seid | nt eger n(—
eSender I nt eger
oTi ne Ti mest anp

oMessage CLOB

Attachments
Contains all files relating to the
current case.

sai d I nt eger N
ecid I nt eger
onanme VARCHAR

eattachnent BLOB

Figure 3: This figure describes the layout and public / for-
eign key relations of the database used by the logger proto-
type.

The first module created will allow for the exam-
iner to make notes on the investigation. This will
allow a basic test of the above functionality and
create a base for the autopsy module to be created.

3.4. Autopsy Module

The autopsy module will work by reading the log
files generated by autopsy (Carrier). This will allow
the information on the active case to be pulled into
the software’s database. For the prototype only a
subset of the events will be captured.

The module will work using Java’s operating sys-
tem interface to listen for changes to the autopsy
log folder. Once a change is detected the file will be
opened and any new lines will be captured and sent



to the event logger. Using the Java Native Interface
means that if the file system in use supports it the
update events can be discovered without polling the
disk Oracle.

An alternate way of doing this which may be
required to log more advanced data would be to
add a new module to autopsy itself. This could
be done by monitoring the Autopsy Blackboard
citepaskPlatform. This method of accessing data
could provide easier access than reading files.

4. Features

4.1. Case Management

The initial view of the application is somewhat
empty, this is because it does not automatically
connect to a database. The intention behind this
is an examiner will have many cases on the go at
once and mixing the notes for different cases would
lead to doubt being thrown on the examiners work.
When the new (or open) button is clicked on the in-
terface a file manager will appear for the examiner
to select where they want the notes for this case to
be. The file created by the software will then start
keeping logs for this case.

There is no set format for where these files need
to be as the log modules will find what they need re-
gardless. However, a suggestion would be for them
to be placed with other files from the same case.
As the database is self contained it will not inter-
fere with any other software.

4.2. Journaling and Autopsy Logging

The journal module can be used by an examiner
to make notes on the case, this is useful for con-
textual information. For example the addition of 5
images to a case even if they are well named will be
hard to understand. But if the investigator com-
ments on this process o give extra detail then this
will be much more understandable. The journal
module can be accessed by typing in the applica-
tions text area and typing return when finished.

The autopsy logging module, when activated,
searches for the autopsy log files and then moni-
tors for certain patterns that are related to events,
see Fig 77. This module can be extended to look for
anything stored in these logs. Currently it ignores
most of the file as a lot of the entries are for debug-
ging and other uses. This module will need addi-
tional work to be made portable. as when moved
to linux the directory structure it searches for will

not translate. This cannot be done now as Autopsy
does not support other operating systems.

4.3. Reporting

The report function pulls the entire database and
streams this into a HTML File. Currently this is
the only format for output however it would be pos-
sible to create a modular output format to support
many different formats. This would be advanta-
geous as different courts / xaminers / police forces
etc will prefer a different format and this can be
made to give them something they will feel is fa-
miliar. HTML was chosen for this prototype as it
is accessible to most systems and is easy to create.

All reports generated for the case will appear in
the "reports” subdirectory of the folder created at
the start of the process. Each time the report but-
ton is activated a new folder will be created for the
report data. This could result in a large file if used
too often.

5. Testing

5.1. Plan

The testing process was done using example
works, both case studied given by Teesside Univer-
sity or found online such as ”Joe Jacobs”. This
gives a more realistic look at how the performance
of this application would improve case work.

Some simple functionality testing was done as
development was ongoing (Modules were initially
tested in this way). This was primarily to ensure
that each class behaves as it should with the others
and not a serious test of the application’s abilities.
However as of version 0.1.0 1. Testing was based on
a case file.

5.1.1. Test 1

Test 1 was completed against a not fully working
system (v0.1.0) to see what items should be added
to the final version. This test used the Joe Jacobs
case files but mostly focused on what items were
logged and not the investigative process. The find-
ings of this test were that the interface of the ap-
plication needs some work to make it useful to the
investigator (showing the time and date, and fixing
the table will improve the user experience vastly).

lsee https://code.google.com/p/LazyLogger/source/

list?name=master for the code at any stage of development.
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Another problem found during this test was the
change to the autopsy log format which broke sev-
eral regexes. This problem was eventually tracked
down however it bears mention that this had to be
fixed by editing the module in such a way that it
would no longer work on previous versions. In fu-
ture this should be done by creating a generic ASK3
logger module which will then either use internal
logic to find the version and fix this or call a sub
module for a specific version.

5.1.2. Test 2

Test 2 was completed against v0.2.0, this version
incorporates all but the final suggestion of test 1.
The test uses Joe Jacobs as a case file. The system
works well. A small amount of bugs still remain,
however they have no affect on the applications re-
sults.

Some additional changes will be made based on
the results of this test. Graphical User Interface
glitch, this is caused by the database table being
reloaded in its entirity each time. A better way to
do this would be to give the interface access to the
SQL result set. This would have to be done as a
read-only access as giving the interface the ability
to edit the underlying data would be against the
nature of contemporaneous logging.

Another change was to fully implement the time
stamp feature of the system. This was previously
implemented but optional. Each event now requires
a date and time to be entered into the constructor.
This will ensure that the notes can be ordered by
their timestamp.

5.2. FEvaluation

As mentioned in the section describing test 1 the
application struck a problem when the logging for-
mat for autopsy changed. The fix for this was a
temporary one, to change the system which pulls
information from autopsy. However, this is not a
7good” solution. A better way to do this would be
to create sub-modules for each version and detect
which to load.

The first test showed that the greatest weakness
of the application is the interface. The underlying
system appears to work well while the interface has
numerous glitches. Many of the glitches were re-
solved for test 2. In this state the application does
improve the performance of the examiner as they
only need to write their ”thoughts” and not their
actions.

Additionally, having a screen shot of each stage of
the investigation adds contextual information to the
report which will aide the reader in understanding
the results, as they can see them exactly as the
examiner did.

.. TIME MAME

2013-04-12 06:41:... [ASK3 Module ASK3...
2013-04-12 06:42:... [Journal  |Module Jour...
2013-04-12 06:42:... [Journal  [This would h. ..
2013-04-12 06:42:... [Journal |of version O....
2013-04-12 06:42:... [Journal  [The column t...
2013-04-12 06:42:... |Journal [appear to ha...
2013-04-12 06:42:... [Journal  |their un-title. ..
2013-04-12 06:43:... [ASK3 Module ASK3...
2013-04-12 06:496:... |ASK3 Mew Case: C...

MESSAGE

Journal

Figure 4: This figure shows the 0.2.0 version of the prototype
with some sample data.

6. Future Work

6.1. Database Security

The current database format leaves a lot to be
desired in terms of security. It is possible to open
the database with a third party tool and edit any
entry without being detected. There are multiple
ways to prevent this from happening which should
be included in any finalised version of this proto-
type. Omne way would be the encryption with a
master key which would then be required by all of
the investigators or people needing access.

6.1.1. Encryption

The Derby database format which is used for the
prototype application allows for encryption of the
database (Apache). This would be a powerful tool
as the information in the encrypted database is not
recoverable or editable by a third party without the
secret key.
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This adds confidentiality and integrity to the
database without reducing the availability to its in-
tended audience. In addition to the database en-
cryption this could also apply to the reports as, if
the database is encrypted, editing a report in the
hope it will be submitted would also be a valid tac-
tic.

6.1.2. Access Controls

In the current state the database can be edited by
any user, although the database specification allows
for users (Apache). This should be implemented so
that the user is given the least amount of privileges
possible with the database itself doing all of the
heavy lifting.

In addition to this the code should be rewritten
to prevent the use of SQL Injection based attacks
which are currently feasible against the application
due to the way SQL is processed. The Prepared-
Statement Method appears to be the best method
for the prevention of this kind of attack as discussed
in Thomas et al. (2009), this is partly implemented
in some parts of code. However, other parts still
load SQL as a string which can cause these prob-
lems.

6.1.3. Hashing

Hashing is a valuable tool when it comes to veri-
fying the integrity of data(Tsudik, 1992). This has
many potential uses in the application. Firstly it
could be used to verify each incoming message by
creating a checksum for the input data and storing
this so that it can be verified later.

Another potential use is to create hashes of the
tables when the application is shutting down, then
storing these in a new table. When the applica-
tion is restarted these values will be read and then
checked against the current database state, this
will show that the database has not been tampered
with. Or that the tamperer had enough access to
modify both the tables and hashes.

6.2. Core Features
6.2.1. Module Signatures

On start up each module could be checked
against a known good signature for that module.
This will prevent the loading of malicious modules
by only allowing ones which have been prevetted by
either being part of the default module set or one
added by the examiner.

An alternate method of implementing this sys-
tem would be to utilise key signing, similar to the

android operating system. Requiring each module
to be signed by its author would prove the owner-
ship of that module. This could then be checked
against a list of trusted authors.

6.2.2. Report System

The current report system was done quickly with
a basic output format. This system should be over-
hauled into a more modular system which will allow
for multiple output formats. This is in keeping with
the usability criteria. The current HTML output is
good enough for the prototype however it is not for
a full tool.

The output formats should at least include a doc-
ument format such as odf or doc, plain text (with
images stored seperately), raw SQL and the orig-
inal HTML. In addition to creating the reports it
would be a good idea to add a hash value of the
compiled report to the database, this could later be
used to ensure the report is unmodified.

6.3. Modules
6.3.1. Forensic Tool Kit (FTK) / Other forensic
tools

FTK is one of the most highly regarded digital
forensic analysis tools. The reason it was not cho-
sen to be the initial tool logged is because its closed-
source nature adds some complexity to the devel-
opment process. Some research should be done into
what kind of files FTK leaves and how they can be
interrogated.

There are also other tools which would be
worth adding as modules such as Internet Evidence
Finder, etc. This could even include the results of
tools like regripper or FTK Imager which pull data
from the evidence and give reports. The implemen-
tation of this could be done through creating a new
event and adding the report as an attachment.

6.3.2. Operating System Logs

Some research was initially done into implement-
ing windows logging into the prototype, however,
the requirements for this were beyond the scope for
a simple test. This will require JNI calls to allow
access to the underlying operating system in Win-
dows. Some simple events could be parsed from
the windows registry and other files, such as the
currently logged on user and possibly the currently
running programs.

In a linux environment this could be simplified as
the linux OS logs are all text files and are typically



easy to find. Additional information could be found
from linux process accounting.

7. Conclusion

The requirements for a forensic audit trail are
reproducability, tamper evidence and the logging
of thoughts. Reproducability is an important part
of the forensic process as it allows for third party
verification of results by the defence. The logging
of thought adds contextual information to the in-
vestigation explaining actions and theories as the
examiner comes to them.

The third requirement, tamper evidence, has not
been included in this prototype. However, a num-
ber of ideas on how it could be included are men-
tioned in future work. This includes verification
check-sums (hashes) and a much more verbose log-
ging system that stores both the event and captures
the cause of the event.

This article has shown that it is possible to log ex-
aminers actions using software. Although the pro-
totype would require a lot of work to bring it to
a usable standard. If given further development it
would be possible for an application based on this
model to log the computer systems activities so that
an examiner will only need to focus on logging his
or her own thoughts.

This will speed up the investigation time as less
time will be spent logging minute details of rou-
tine actions and settings of applications as this will
be handled by the application. This will mean the
examiner spends less time on the mundane task of
logging each option of a test.

The accuracy of the reporting will also be en-
hanced as the computer will never miss anything it
is programmed to find. This is important as hu-
man error in contemporaneous notes can be a rea-
son for the evidence being dismissed from a court.
The application however is incapable of such errors
meaning that the chances of this are smaller.

It is also conceivable that this information could
be used in a court both as the examiners contem-
poraneous notes and as part of an expert witness
report to state the actions taken to reach a result
which the experts opinion is based on as the log will
include the evidence recovered by the forensic tool,
the experts thoughts and print screened notes that
the expert has taken.

The application designed for this article should
not be taken as a serious contender for a forensic

tool, for numerous reasons, including the bugs that
still exist in it. Instead this should be thought of
as a starting point from which another application
could be designed, this will ensure that it is de-
signed for ”forensic purposes” and not as a proof of
concept.
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