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String query = "SELECT * FROM accounts WHERE

custIiD="" +request.getParametef'id") +"";
'id! 'orl'="1

http://example.com/app/accountView?id= or '1'='1

AOWASP SQL Injection Prevention Cheat Sheet
AOWASP Injection Flaws Atrticle

AESAPI Encoder API

AESAPI Input Validation API

AASVS: Output Encoding/Escaping Requirements (V6)
AOWASP Testing Guide: Chapter on SQL Injection Testing
AOWASP Code Review Guide: Chapter on SQL Injection
AOWASP Code Review Guide: Command Injection

ACWE Entry 77 on Command Injection
ACWE Entry 89 on SQL Injection
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AOWASP XSS Prevention Cheat Sheet

AOWASP CrosSite Scripting Article

AESAPI Project Home Page

AESAPI Encoder API

AASVS: Output Encoding/Escaping Regquirements (V6)
AASVS: Input Validation Requirements (V5)

ATesting Guide: 1st 3 Chapters on Data Validation Testing
AOWASP Code Review Guide: Chapter on XSS Review

CWE Entry 79 on CreS#te Scripting
Aw { v I XSS @tiack Cheat Sheet
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ASVS requirements areas for Authentication (V2
and Session Management (V3)

AOWASP Authentication Cheat Sheet

AESAPI Authenticator API

AESAPI User API

AOWASP Development Guide: Chapter on Authentication
AOWASP Testing Guide: Chapter on Authentication

ACWE Entry 287 on Improper Authentication
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String query = "SELECT * FROM accts WHERE account

PreparedStatemenpstmt = .
connection.prepareStatemert lj dzZSNE X~ X 0T
pstmt.setStrind 1,request.getParametef'acct"));
ResultSetresults =pstmt.executeQuery );

[eXoJifNo]

http://example.com/app/accountinfo?acct=notmyacct

AOWASP Top 12007 on Insecure Dir Object References
AESAPI Access Reference Ma

AESAPI Access Control @RdisAuthorizedForDat§),
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ASVS requirements area for Access Control (V4)

ACWE Entry 639 on Insecure Direct Object References

ACWE Entry 22 on Path Traversaich is an example of a Direct
Object Reference attack)



http://www.owasp.org/index.php/Top_10_2007-Insecure_Direct_Object_Reference
http://www.owasp.org/index.php/Top_10_2007-Insecure_Direct_Object_Reference
http://www.owasp.org/index.php/Top_10_2007-Insecure_Direct_Object_Reference
http://www.owasp.org/index.php/Top_10_2007-Insecure_Direct_Object_Reference
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/AccessReferenceMap.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/AccessReferenceMap.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/AccessController.html
http://www.owasp.org/index.php/ASVS
http://www.owasp.org/index.php/Command_Injection
http://cwe.mitre.org/data/definitions/639.html
http://cwe.mitre.org/data/definitions/22.html




