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P> Read- — > Read-
File A Executable Writable
Y
File A File B
X (Read) (Read, Execute)
Y () (Read, Write)
- (Subject) (Object) (Action)
Q
@ “ (Subject)” 7 (Object)”
@ UserID? ? Security context?
- (Action)”
@ Read, Write, Execute? ?
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Q
@ (Subject) (Object) (Action)
Q
Q (Discretionary Access Control)
Q
s
o (root)
- (Mandatory Access Control)
Q
Q =
Q /
Q = (root)
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@ SELinux

@ Linux
»

»
@ Linux

Linux
SELinux

é 4 or

RedHatEL/Fedora/etc...

0OS
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system_u:object_r:etc_t:Unclassified

system_u:object_r:user_home_t:Secret

staff _u:staff r:staff t:Classified

Q@
)
o etc...
» SELinux
o
o (Subject) (Object) (Action) /etc/hosts
o Subject/Object

Secret Classified Unclassified
\ Secret (Read, Write) (Read) (Read)
d__ Classified __} i (Read, Write) (Read)

Unclassified - - (Read,Write)




Eom Multi Level/Category Security

@ Multi Level/Category Security

*
@ SELinux UNIX Oracle Label Security
Q

Read _
o Write
Q

cO cl c2
! TopSecret Secret:cl:c2

Secret Ej g f*

Classified

Unclassified
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system_u:object_r:httpd_sys content_t:sO

system_u:system_r:httpd_t:sO

sysadm_u:sysadm_r:sysadm_t:sO system_u:object_r:mail_spool_t:s0

system_u:object_r:sendmail_log_t:sO

@ Type Enforcement
@ SELinux

@ MLS/MCS
K

OS -04 SE-PostgreSQL vs Oracle Label Security 11



Atx+a 708 1—HE y

Japan Secure Operating System Users Group since 2007




lST-%" OS DB

/OS (Linux) :

-
T
-
DB & « g -
analogy
0S
o
@ OS (or )
@ RDBMS
@ SQL
@ RDBMS (or )
@
o
Q (Subject) (Object) (Action)
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@ SELinux
DB
Q
*
v DB
v
@ DB
v’ root
Q
@ SELinux

FS
OS DB

Q (Subject)
Q (Object)

@ SELInux

(Action) ... DB
DB
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“Classified”

SELinux

“Unclassified”
@ FS DB
@ SELinux

v

5 "

SE-PostgreSQL

0OS
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ESE SE-PostgreSOL

( )

staff _u:staff _r:staff t:sO

SE-PostgreSQL
-Fosigre

v |

SE-PostgreSQL

SE-PostgreSQL J

L \
_____________________________________________ e
LSELinux }4—»@

Q
o ... SELinux API
@ DB ... SE-PgSQL DB

Q
o SE-PgSQL
@ SQL SELinux
@ SELinux
o SE-PgSQL
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EOEE SE-PostgreSQL

postgres=# CREATE TABLE drink (
id int primary key,
name text,
price int
) ;
NOTICE: CREATE TABLE / PRIMARY KEY will create implicit index "drink pkey"™ ...
CREATE TABLE

postgres=# SELECT * FROM drink;

id | name | price DB

e . S sepgsql_ro_table t

10 | water | SELECT UPDATE
(1 row)

postgres=# INSERT INTO drink VALUES (11, "“coke®", 130);
ERROR:

postgres=# SELECT test func(2);
ERROR:

SQL
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am TCSEC
FOS

TCSEC http://itpro.nikkeibp.co.jp/word/page/10005255/

OS -04 SE-PostgreSQL vs Oracle Label Security 19



h:lumwmbqsm
[LES g ot o

OEE! Trusted Oracle

UNITED STATES
DEPARTMENT OF DEFENSE

Certificate of Appreciation
Presented to -

Oracle Corporation

This certificate is presented in recognition of the contribution
you have made in the Computer Security Effort
through your success in developing a product,

Trusted Oracle7 (B1)

which meets the criteria for placement on
the Evaluated Products List for Trusted Computer Systems.

J Director
NATIONAL COMPUTER SECURITY CENTER

7 TCSEC B1
http://www.oracle.com/technology/deploy/security/seceval/pdf/tcsec_to7013.gif
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gEEI Trusted Oracle

GETTING STARTED DOWHLOADS DOCUMENTATION FORUMS  ARTICLES SAMPLECODE TUTORIALS

Oracle and the US TCSEC

Oracle pursued and successfully completed TCSEC evaluations of its Oracle? and Trusted Oracle7 database server products.
Oracle does not participate in the TCSEC any longer as TCSEC has been superseded by Common Criteria.

For a matrix of Oracle secunty evaluations currently in progress as well as those completed please read the go to Cracle Secunt

Overview of the TCSEC

FPublished first in 1983, the US Trusted Computer System Evaluation Criteria { TCSEC, also known as the "Orange Book”) has been used
since then for the evaluation of operating systems. In Aprl 1991, the US MNational Computer Secunty Center (NCSC) published the Trusted
Diatabase Interpretation (TCH) which sets forth an interpretation of these evaluation criteria for database management systems and other
layered products. Products are evaluated against the TCSEC and the TDH at predefined classes from D (lowest) up to A1 (highest).

Evaluation Status

Release 7.0.13.1 (No longer supported)

Product Class Certificate
OracleT Database Server, Release 2
7.0.13.1 {No longer supported)
Trusted Oracle? Database Server, B1

Oracle7:C2 , Trusted Oracle 7:B1
http://www.oracle.com/technology/deploy/security/seceval/oracle_tcsec-validations.html
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ola Oracle Database

Oracle Database 11g Data Masking
TDE Tablespace Encryption
Oracle Total Recall
Oracle Audit Vault
Oracle Database 10g Oracle Database Vault
Transparent Data Encryption (TDE)
Real Time Masking
Oracle Database 9i  Secure Config Scanning
Fine Grained Auditing

Oracle Label Security

Enterprise User Security

Virtual Private Database (VPD)
Database Encryption API
Strong Authentication

Oracle’ Native Network Encryption

Database Auditing
Government customer

Oracle8i
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lom Trusted Solaris
S

Trusted OracleHF

B £ b2 LI, Trosted Oracle X 800 R AT 9 Fo PO Sr—2 g R TS0,
R TRETES P IV r—5a vOB 00— T 588 B b BT,

Trosted Oracle 3 T AF o F - FFUSr— 2 g L LTHRITT S . Tmsted Solaris S0

Trusted Solaris™ 7 Technical White Paper YO R G AT AR S T DA ST, SRl S AT AP RDES 4

White Paper Ur s H#tRifac L, chbhoEREHT2 3 BEENTVL SR BT,
Trusted Solarie 31, TPt T S b T EBAT 4 A HEERITLES
%, Trusted Cracte i3, Trusted Sofars A 7'z & AT EOF—fA—A - 75
PREH LTEET Y E AREERT LET. S0k, Tosed Orcde O FRHERI,
Trusted Solaris# 7z # PHOF—FS—AA TV o 4 RO L TSR EARBIES
frraLde. HEASAGH, BREATHESESHD £

Trosted Omcle iE, R FAFw F-FAUbr—Ly v THEED, 2a—HF—DEFallFy -
SUFPIwARLLST, A—F—4, F—2-—Z0 Tl AO7F—20miamb, |
fif LD F— 2 ADB|E AR, Pl U OF— 2 OB AR TE5 LS50S M
i EOMEIESGIC L Y. COBEC Lo T, BEER L —Y—i, 7 an—
AEAOT Y AF— FBETA XA, FRENHOET A A S0 S EER
EEFFITESY. CALOBREN, FFAFF - FT—8A—% « FH U~ g0
EfrhRBLEY.

@S‘Hﬂ HHBLT—#

IO TS

PRERIINE=#IC LD, ¥—Fri—Fs O o ¥ I LS ELESEDT TS C
EHTEEY. CHUL, "nopd (nm privilege detector) "I Lo TEBIE L, E#EES AT
LEEES WILERBESAFATERITLEY . BHERE = S 56 5 i, SRy

http://jp.sun.com/products/wp/solaris/T_Sol7WP.pdf

3
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Eém Oracle Label Securltz

@ OLS VPD LBAC

d—tF— FAUS—Zay

SOL B Oracle A—H¥— /o iz 2s

Oracle F=—# * U=s1=

DACDFTwd FA7Lx 7 HER Label Security
t FrER H. MNESE |
- Tom
FTHeIlHR
F—% - a—F >
F=A . ra—F
Oracle Label Secur

S F—% - La—F _‘ 77 = ABmE
p| IV RO
VPO A 2=

OS -04 SE-PostgreSQL vs Oracle Label Security 24



ZIK_

73 =

7 OS1—H4E

Japan Secure Operating System Users Group since 2007

25



ESE Oracle

R
@ Virtual Private Database VPD

@ Oracle Database Enterprise Edition
Q

@ QOracle Label Security OLS

@ Oracle Database Enterprise Edition
Q

MLS
Label Based Access Contorol(LBAC)
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lSE Virtual Private Database VPD

@ VPD =

TYAMADA

:10

ETANAKA

:20

@ WHERE

SELECT *
FROM
ORDERS;

FGAC

FGAC

—) m—)

——> where dept_id=20 —>
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J sesine CRaering Syriem

S gm FGAC
o FGAC SQL
WHERE
@ FGAC WHERE
PL/SQL

ORDERS

O sa

| SELECT *
EMP_INFO == | FROM
ORDERS:
EMPNO =
ENAVE = .-~ [SELECT *
USPU = - FROM ORDERS

WHERE
DEPT 1D=20;
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S:SAL:JP
C:SUP,CON:TKY

[~

SENSITIVE(S)
CONFIDENTIAL(C)
PUBLIC(P)

SALES(SAL)
SUPPORT(SUP)
CONSULTING(CON)

JAPAN(JP)
TOKYO(TKY)
OSAKA(OSK)
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S[]U G
S

I\
S SENSITIVE 80 SAL  SALES 10
C CONFIDENTIAL 50 SUP  SUPPORT 20
P PUBLIC 1 CON  CONSULTING 30

WW  WORLD_WIDE 1000 Cww D

US UNITED_STATES 1100 WW

JP JAPAN 1200 WW @ @
TKY TOKYO 1210 JP ® @

OSK OSAKA 1220 JP
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Secret:Man:Osaka

ID

SCOTT Common:Man:Tokyo

JAMES Common:Man:Osaka

NANCY | Secret:Woman:Japan

MIKE Secret:Man:Japan

JANE Common:Woman:Tokyo
6 |JO Common:Woman:Osaka
/7 |SMITH Common::
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(

'> Query Parser SE-PostgreSQL

L.

Optimizer

L.

Query Executor = Database

SE-PostgreSQL

e SQL

@ Query Parser

@ Optimizer

@ Query Executor
e WHERE

@ Oracle /IBM
@ Optimizer

=)
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o[lXd

we S
@ PostgreSQL
@ Optimizer “ ”
@ WHERE ¢ "

postgres=# CREATE VIEW v AS SELECT * FROM t WHERE b = current_user;
CREATE VIEW

postgres=# CREATE FUNCTION test_func(v) RETURNS bool LANGUAGE sqgl

AS "INSERT INTO s (x) VALUES ($1); SELECT true-®;

CREATE FUNCTION

postgres=# SELECT * FROM v WHERE test_func(v);

a | b

—_—— e —

1 | kaigai

(1 row)
postgres=# SELECT * FROM s;

(1.kaigai) PostgreSQL
(2 rows)
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Homa se-pgsqL:

postgres=# SELECT security context, * FROM drink;
security context

system u:obj _r:sepgsgl_ro table t
system u:obj _r:sepgsgl_ro table t

system u:obj _r:sepgsgl_table t

system u:obj _r:sepgsgl_table t coffee
system u:obj _r:sepgsgl_table_t:Classified | beer
system u:obj _r:sepgsgl_table _t:Classified | sake
(6 rows)

I B B B . E— +—

@ security context

Q /
@ SELECT

@ Classified "beer” "sake”
o UPDATE

@ C(Classified "beer” "sake”

o “water” ”coke”
. WHERE

OS -04 SE-PostgreSQL vs Oracle Label Security 35



Ed% SE-PgSOL:

postgres=# SELECT security context, * FROM drink;
security context 1 id 1 name

_ro_tab I gy VR Security

| table_t —71 Corv
5 | beer

system u: object C: sepgsql_table th CIaSS|f|ed | 6 | sake
(4 rows)

@ Type Enforcement
o /
o sepgsqgl_fixed table t, user sepgsqgl proc_exec t

@ Multi Level Security
o /DB /
o s0, s0:c1, s0:c0.c1023 (=SystemHigh/ )

@ Fedora 9 RHELG
Q
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am OLS:

ORACLE Enterprise Manager 11¢g =
Database Control

F—HAR=R + {2 A7 A: oralldv.jp.oracle.com

T J-wﬁr—{ 57 F4BE yIrIFESA-b

oEH TR Oracle Scheduler
Iz AEU— - FEIHE 337
T SHUNDOSE Fr-u
—BEERII-F A8 S5 ATTa-IL
FT=4HI74U, TN BRERARNES O34
O-= L4 - 4s S35
REDOOA - AIL—TF s Eg
7-n47.04 oy Ey-AiL-7
ASMICET JO-JULEE
O-D/.EEEER EEbAL TR - 81T
gg® YY=R - 457 FaU74
EfD-70—F- Uit ¥, i it B et
AWRA—ZT5 1Y =) bl i) | e 4 o=l

Iua—F =T QU ;

a3

HE

W

2 - il
FAUT—33% 2%FEAL
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lST_E OLS:
I

ORACILE Enterprise Manager 11g
Database Control

rallidv.jp.oracle.com > Label SecurityfilZ— =

.
< Label SEcur'rtﬁﬁU = —ERN

J — | SL-oottasr 63

= EF |mc1|_rr~r
* SAULE IFACLAE!-
TofuE—IREE SN AR, BEECEMEE ORI eREnET.

W s~umoESsT
Fol E—RiEiE R S L ORRLET

W =2

720 MORU S —@HA T3>

© U =288 ER L AL (NO_CONTROL)

& L o —ERlER
M g~ TomaStEAREAD_CONTROL)
[ INSERTISFEE(INSERT_CONTROL)
[ UPDATEI2#ERI(UPDATE_CONTROL)
[ DELETE#S#M(DELETE_CONTROL)
M S~)LBImUPDATEREIC 7y 23 2 F T4 )L b » SAULEEE(LABEL_DEFAULT)

[T S~ULBIGUPDATESS#EE(LABEL_UFDATE)
¥} UPDATEISES LTAINSERTISHER. TESNATER (3FRROTIEER N 72+ 2 E45(CHECK_CONTROL)

] —E [ Z5dl s dnail—a i5E
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lST_E OLS:
I

ORACLE Enterprise Manager 11g
Datahase Control

FT—HA- - A ¥A%»Z: oralidv.jp.oracle.com > Label Securityfi3— =
Label Securityil) >—0ig%: FACILITY

LA
LAULR, SRR T 2 EE0RERERT S22 TY. BRORERRBVEELALER{(RNET. LTl LRI DRET 20EIB0NET. L ALBIUOESAL - J0fi-7> ICEE s
DEFEREOHTT. SALBRDER ERE0a#ZRALIT.

TATER | g

wnage — | 5657

C |PUBLIC .|P l|1000

0 I|SEN51T[‘.|’E I :ISEN '|2tm

r llHIGHLY_SENS]Tl‘l.-’E ' §||-|5 |SU{}D
T Il |
s | |
SfTEm

B4
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Eém Oracle label Securltz
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lom Trusted Procedure
LS

@ Trusted Procedure

v SQL
o Security Definer
@ SQL ID
@ OS SetUID
Q
o SQL
Web SQL
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Eom SE-PgSQL: Trusted Procedure

@ SE-PostgreSQL Trusted Procedure
@ SQL

postgres=# CREATE FUNCTION show_credit(int) RETURNS text LANGUAGE sql
SECURITY_CONTEXT = “system u:object r: :sO”

AS "SELECT regexp_replace(ccredit, ""[0-9]+-"", ""xXxxx-"", ""g"")

FROM customer WHERE $1 = uid";
CREATE FUNCTION

postgres=# SELECT uid, uname, ucredit FROM customer;
ERROR: SELinux: security policy violation

postgres=# SELECT uid, uname, show credit(uid) FROM customer;
uid | uname show_credit
_____ S S

101 | KarGar | 111I1-XXXX=XXXX—XXXX

102 | yuyat | 5555-XXXX=XXXX—XXXX
(2 rows)

OS -04 SE-PostgreSQL vs Oracle Label Security
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lgﬁ OLS: Trusted Procedure
S

Q
@ Oracle Label Security

Q CONFIDENTIAL
SENSITIVE

WRITEUP
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lomT-g OLS: Trusted Procedure
S

CORACLE Enterprise Manager 11¢g
Database Control

F—AN—Z - A2 EZS A oralldv.jp.eracle.ccom = Label SecurityiRl)=— > ZEB[:FACILITY =
TOU5 A« 2 —w bOFER

\\%

R 8 b B N T

=R
COFO935 L - Iy HefdSTaMmU >—EEiEET 1 DB EBIR LT < EELV.

FOTT L - Dz HIEFE

I set_access_profie® &/ L TRIOI—5—0 707 7 /L EEHS(PROFILE_ACCESS)
M FRT@OSAIL - E2UF < - Fxy IEEH(FULL)

M Uz —TREEN 2T — 9 ADEBD F It AEEE(READ)

™ &5 — 9 OB L ~JLE Hif B (WRITEUP)

™ £5—oomtE | L% FIf 5 (WRITEDOWN)

M &5 —90Es &)L — T EEE(WRITEACROSS)

M BEScgT<SAUL - tEaUFr - Fu oEE8(COMPACCESS)
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~_customer
\I\“\ |

uid | uname upass
101 | KaiGai ‘abc’
102 yuyat ‘XyzZ’
103 hshinji ‘aaa’

bill
uid item nums
101 ‘coffee’ 3
101 ‘juice’ 1
102 ‘hot tea’ 1
102 ‘beer’ 2

UNIQUE

0OS
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O[] 2/2
o

o “ ” /

9 “ ”

® Covert Channel ( )
@ SE-PostgreSQL

Q

o /

@ Covert Channel

@ Oracle Label Security

Q
Q HIDE
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o3 SE-PgSOQL:

S
Q@
o
o
@ SE-PostgreSQL
e OS
Linux auditd
o OS(SELinux)

LOG: SELInux: denied { insert }
scontext=unconfined u:unconfined r:sepgsql_ test t:SystemLow-SystemHigh
tcontext=system u:object r:sepgsql ro table t:SystemLow
tclass=db_table name=drink

STATEMENT: INSERT INTO drink VALUES (11, “coke®", 130);

LOG: SELinux: granted { execute }
scontext=unconfined_u:unconfined_r:unconfined_t:SystemLow-SystemHigh
tcontext=unconfined u:object r:sepgsql proc exec t:sO
tclass=db_procedure name=sepgsqgl getcon

STATEMENT: SELECT sepgsql_getcon();
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léﬁ OLS:
I

@ OLS

Q Oracle Database
Oracle Label Security

AUDIT_TRAIL
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lST-%“ OLS:
I

ORACLE Enterprise Manager 11g
Database Control

F—HN—Z - A5 oralldv.jp.oracle.com > Label SecurityiRilZ— =
Label SecuritysRU > —miE%E: FACILITY

g Sl - ISRk J {EEE |

AU —SEBIZIDEEEENICTBELSTEE. AU —CET3EENSATSTSN3 AU, BEEE Label Security DEEERIC25E:
SAILEEEETNER A, Oracle Label Security T AT OEEL-I—FE. AL —Fr24 « & ZF LAOEEFENICHE-TVLSEETSE. T—F
ENETAL

EES AL

il S — ey 252 - SAYLTNERDT — S~ — 2R EIIHIC EEnEY.

M s~ EEETERCShE

EEROBEEEELET.

s |EEEneAUz— ﬂ

BEEnRUS— 3
ERUEECOL TEESN31—F—2EELEY. [TATOI—Y—] EERULAEE. BEATS 3 87— FR—ADS1—

B0
[ Al )

|gaTER | Einss
O erroI—t— Bl - FIER =
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Eom SE-PgSOL:

” ' sqQL 2 g —
P\ :'\ /: = o *g Database
> - \‘\ I/' S < DI—
> > 8 cu/J)
DB DB “ \ )
SELinux
@ PostgreSQL Database ACL
° DB superuser
° GRANT/REVOKE
@ SE-PostgreSQL
(* ]
(* ]

= OS UNIX Permission/SELInux
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léﬁ LAPP/SELinux (1/2

@ LAPP: Linux, Apache, PostgreSQL, PHP/Perl

o 0OSS-Web
Q
Web 90%
o Web
Q
3
3
ST e

220

vol.12

LAPP
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Swcue DRiering Syriem

Iam L APP/SELinux (2/2)

Q
. SELinux
@ Web OS/DB(SE-PostgreSQL)
Q
@ OS/DB/Web
*
E Web
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J e ]
gm AEache/SELlnux Elus

@ Apache/SELinux plus

@ Web HTTP SELinux
Apache 2.2.x
Qo
DB

E

@ Web
Web
E

5
Security
Policy

HTTP
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J ol
gm SE-Postg reSQL

Q
@ DBA
Q
@ DB FS “ ”
@ OS DB
Q :-)
@ SELinux, SE-PostgreSQL, Apache/SELinux plus
@ Fedora 11 RHEL6
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o
o 2TB 10
5 EDI
o
@ 10 Oracle Label Security
Single Sign-on
o 20%

@ Oracle Label Security
3000

http://www.oracle.com/technology/deploy/security/database-security/pdf/jcb2apac0103ver2.pdf
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Homrm - pcAssO
&8

@ Science Applications International Corporation(SAIC) ,
the University of California, San Diego, School of Medicine(UCSD)

@ http://medicine.ucsd.edu/pcasso/

o
@ 178,000
o
@ Oracle Label Security LBAC
PCASSO
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Secue Drpwaing Syriem

J B

gﬂE |ISO/IEC15408

&
@ |SO/IEC15408 DBMSPP EAL4+

Oracle Label Security for Oracl® Database 10g Release 2 (10.2.0.3) Enterprise
iti i jti ate July 2007

Manufacturer Assurance level Certification date
. EAL4+
Oracle Corporation ALC_FLR.3 24-JAN-08

Certification report
20080306_0402a.pdf
Security target
20080306_0402b.pdf

Mame

Oracle Database 10g Release 2 {10.2.0.3) Enterprise Edition, Standard Edition and
Standard Edition 1 with Critical Patch Update July 2007

Manufacturer Assurance level Certification date
. EAL4+
Oracle Corporation ALC_FLR.3 24=JAN-08

Certification report
20080306_0403a.pdf
Security target
20080306_0403b.pdf

http://www.commoncriteriaportal.org/products DB.html|#DB
Oracle Label Security 11g EAL4+

http://www.oracle.com/technology/deploy/security/seceval/security-evaluations.html|? template=/ocom/print
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JU G Oracle

@ Oracle Database Vault

Database Vault
Database Vault
SQL

@ Oracle Identity Management(Oracle Internet

Directry)

@ Oracle Advanced Security

OS -04 SE-PostgreSQL vs Oracle Label Security

61



Hom Oracle Label Security

@ Oracle Label Security  MAC
o DBA
VPD DBA
— Label Security VPD

o MAC Database Vault
— Label Security Database Vault
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lom Oracle Database Vault

DDL )
DBA

SELECT/DML/EXECUTE

( )
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J lsnts G

s[Juc

@ Oracle Database Vault

ORACLE Database Vault °

F—BNR—R - A A A oralldv

J =50 ] l Database VaultL-/R—bF —fEEFaUs< - Lai—F EiR

Database Vaulti$sEEig

Lbds

I i | P | 7

799

L=l - £y b
P

Label Securityir s

_| =g | Database VaultLsfi— b —fEbFa s« - Lak—F ER
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/
@ OS
@ DB

@ '80
@ OS
@ DB

1/2

(OS/DB)

SQL

SELinux Trusted Solaris

@ SE-PostgreSQL  Oracle Label Security
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