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Case Study (1)

SELECT c1, ¢2 + 30 FROM tbll WHERE ¢c3 > 10; }
m tbll table:{use select}
m cl, c? column:{select}
m C3 column:{use}
m int4pl int4gt procedure:{execute}
m '+ =1
E

tuple:{use select}




Case Study (2)

UPDATE thl2 SET x = 'abc’, y = 1.05 * y WHERE z = true; }

m tbl2 table:{use select update}
m X column:{update}
my column:{select update}
m 7 column:{use}
» UPDATE
m int4dmul booleq procedure:{execute}

O tuple:{use select update}
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m ‘security context’

kai gai =# SELECT security_context, * FROM dri nk ORDER BY id
security_cont ext | id | nanme | price | alcohol

-------------------------------------------- foccocdmoccoccodmocoooodfo oo oo oo s S
user_u:object _r:sepgsql _table t:Classified | 1 | coke | 110 | f
user_u:object _r:sepgsql _table t:Classified | 2 | tea | 120 | f
user_u:object _r:sepgsql _table t:Classified | 3| juice | 150 | f
user _u:object r:sepgsql _table t: Secret | 4 | water | 120 | f
user _u:object r:sepgsql table t: Secret | 5] wine | 340 | t
user_u:object _r:sepgsql _table t: TopSecret | 6 | beer | 240 | t

(6 rows)

O (System Catalog)
O pg_class

pg_attribute
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m sepgsql tuple perms()

| ] true

m SELECT * FROM t1 WHERE a > 0;
= SELECT * FROM t1 WHERE a > 0
and sepgsql tuple perms(tl.security context, ...);

= INNER JOIN
m SELECT * FROM t1 JOIN t2 ON tl.a = t2.x;

= SELECT * FROM t1 JOIN t2 ON tl.a = t2.x
and sepgsql tuple perms(tl.security context, ...)
and sepgsql tuple perms(t2.security context, ...);

JOIN
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m OUTER JOIN

m SELECT * FROM t1 LEFT OUTER JOIN t2 ON tl.a = t2.x;
m OUTER JOIN

m SELECT * FROM t1 LEFT OUTER JOIN t2 ON tl.a = t2.x;

m SELECT * FROM
(SELECT * FROM t1

WHERE sepgsqgl_tuple _perms(tl.security context,...) AS tl
LEFT OUTER JOIN t2 ON tl.a = t2.x

AND sepgsql_tuple_perms(t2.security_context, ...); 13




m pgbench

m Core2DuoE6400, Memory: 1GB, HDD: Serial-ATA

m Scaling Factor = 10, Number of total transaction = 120,000
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shared_buffers = 512MB
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Case Study (3)

| [ INSERT INTO tbl3 (id, name, reg_ymd)
| VALUES(10, 'KaiGai’, CURRENT DATE);
m tbl3 table:{insert}
m id, name, reg_ymd column:{insert}
m date() procedure:{execute}
m tuple:{insert}

tuple:{insert}

B ‘security context’
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DB
database

. SE-PostgreSQL

m table,procedure,blob ... Database

m column,tuple

m TYPE _TRANSITION

. Table

|

TYPE_TRANSITION <subject domain> <target type>

. <object class> <object type>; J

database
table
procedure
blob

.. sepgsql_db_t

.. sepgsql_table t

.. sepgsql_proc_t, sepgsgl_user_proc_t
.. sepgsqgl_blob _t
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m Administrative Domain
| m unconfined_t, sysadm _t, postgresql t( )
- SQL sepgsqgl_proc_t
m Generic Domain
m user_t, staff t, httpd t
m SOQL sepgsql_user proc t

m Administrative Domain  sepgsqgl_user_proc_t
m sepgsqgl user proc t — sepgsql proc t
E

&

create

sepgsql_user_proc_t sepgsql_proc _t

relabelto 17




Boolean

sepgsqgl_enable unconfined (default:
» Administrative Domain

sepgsql_enable users ddl (default:
» Generic Domain DDL

sepgsgl_enable auditallow (default:

sepgsgl_enable auditdeny (default:

sepgsqgl_enable audittuple (default:

» Audit

sepgsqgl_table t
sepgsqgl_fixed table t
sepgsql _ro table t
sepgsql secret table t

SELECT/INSERT/UPDATE/DELETE

SELECT/INSERT
SELECT
Generic Domain

on)

on)

off)

on)

off)
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m SOL
N SQL etc

CREATE TABLE tbl (
Id Integer primary key,
data text CONTEXT='user_u:object_r:sepgsgl_secret_table t’
) CONTEXT='user_u:object_r:sepgsg_table_ t:SystemHigh’;

M /

m pg_dump, pg_dumpall —enable-security

m PGACE(PostgreSQL Access Control Extension)

m SELIinuX OS
v' Trusted Solaris
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m '07/07/01 ... SE-PostgreSQL1.0(3
P m10

m The Security Guide of SE-PostgreSQL ( /)

m SE-PostgreSQL1.0

m PostgreSQL 8.2.4
m Fedora Project

m Linux Kernel

m Initial Security Context I/F ... 2.6.22

m Object Class/Access Vector I/F ... 2.6.23

v SELinux Developer Summit © 22




http://code.google.com/p/sepgsql/

subversion

m svn checkout http://sepgsqgl.googlecode.com/svn/ sepgsql

RPM

m Fedora 7/Fedora core 6

m "The Security Guide of SE-PostgreSQL[ "...

9/7( ) 10:00
(2006 / PM)
m SELinux
IPA (2006 / )

SE-PostgreSQL
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Any Question?







