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SE-PostgreSOL

SQL

SELECT id, name, price FROM drink soL
WHERE alcohol=true;
v / etc

@ SQL

[ SE-PostgreSQL v WHERE
drink ~]
id name price alcohol
1 ‘coke’ 10 falco
2 ‘tea’ 1 drink
3 ‘Juice’ ] id name price alcohol
4 ‘water’ ] 1 ‘coke’ 110 false
5 ‘wine’ X 2 ‘tea’ 120 false
6 ‘beer’ y
4 ‘water’ 120 false
| 6 ‘beer’ 240 true
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db_database db_table db_column db_tuple db_procedure db_blob
create create create relabelfrom create create
drop drop drop relabelto drop drop
getattr getattr getattr use getattr getattr
relabelfrom relabelfrom relabelfro update relabelfrom relabelfrom
relabelto relabelto relabelto% \% relabelto relabelto
access use
install_module select " "
load_module update
get_param insert
set_param delete

lock




Case Study (1))

SELECT id, name, price * 1.05 FROM drink WHERE id in (3,4);

m id ... db_column:{select use}

m name ... db_column:{select}

m price ... db_column:{select}

m drink ... db_table:{select use}

® NUMeric ... db_proceduer:{execute}

® numeric_mul ... db_procedure:{execute}

... db_tuple:{select use}



SQL

m SQL
m SQL WHERE

m SELECT * FROM drink WHERE alcohol = true:
m SELECT * FROM drink WHERE alcohol = true
AND sepgsqgl_tuple perms(...);

SQL




SEecurity._context

m 'security context'

|
v

v Read-Only
» 'security _context’

m SELECT security context, * FROM drink;
m INSERT INTO drink (security context, id, name, price)
VALUES('system_u:object_r:sepgsqgl ro t', 7, 'milk’, 130);




Case Study (2)

UPDATE drink SET name='sake’, price = 2 * price WHERE id = 3;

m name ... db_column:{update}

m price ... db_column:{select update}

m id ... db_column:{use}

m drink ... db_table:{select use update}
m intdmul ... db_procedure:{execute}

m int4eq ... db_procedure:{execute}

... db_tuple:{select use execute}



m pgbench

m Core2DuoE6400, Memory: 1GB, HDD: Serial-ATA

, m Scaling Factor = 10, Number of total transaction = 120,000
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Case Study (3)

‘ [ CREATE TABLE t1 ( x integer primary key, y text); J
... db_table:{create}
m X y ... db_column:{create}
NToT——

: |

... db_column:{create}

pg_type tl
TOAST
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m PGACE (PostgreSQL Access Control Extension)
| O OS
m Trusted Solaris

m Trusted Procedure
N

m SELINUX

o pg_dump/pg_dumpall

m --enable-selinux
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The SE-PostgreSQOL Security Guide

v

m SE-PostgreSQL

1SO15408

- Rob Myers

I am a native English speaker, and would be happy to help
improve the readability of the security guide.

nl_cacuritu_auirde, 20070903.en.pdf - Adobe Reader
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Introduction

Securtty-Enhanced PostzreSCL. or SE-PostereSUL. provides access control mechanisms based on e
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SE-PostgreSOL (1)

m SELinux Symposium 2007/Baltimore
m PostgreSQL Conference 2007/Tokyo
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SE-PostgreSOL

m @IT
' | SE-PostgreSQL
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SE-PostgreSQL uses SELinux for
database security
[Posted July 18, 2007 by jake]
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SRIVEr Security Enhanced Linme (SELimn) adds layers of security on top of the traditional

A dvanced thin clisnt discretionary access control (DAC) offered by TN -like systems to prowde more fine- s
selition G Trms gramned control over the operating systern objects and data. The Secunty Enhanced i
based on Open S,ource. PostgreQL (3E-Fostgre3QL) project seeks to provide the same kands of fine-grained

Wi Windows atid access controls to the Postgre SQL database engmne, integrating those policies with

Linuz applications on SELinuz SE-Postgre3 0L has ust released itz 1.0 beta and 15 encouraging users to report

the same desktop, any bugs before the final 1.0 release.
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Traditionally, database systems use a permissions model that 15 similar to, but separate
from, the underlying operating system perrmssions. Users are created within the database
and granted access to vanous database capabiliies, some of which they can pass onto
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m Fedora Project
m Fedora (rawhide) SE-PostgreSQL
v selinux-policy-3.0.6 SE-PostgreSQL
v Fedora Packaging Guideline
» Fedora 8
m PostgreSQL

m Trusted Solaris
= PGACE
PGACE: PostgreSQL Access Control Extension

m PostgreSQL
O PostgreSQL 8.3 Features Freeze
= PostgreSQL 8.4 (2008 ?)




SE-PostreSQL

m http://code.google.com/p/sepgsqgl/
v RPM Subversion

m sepgsql@kaigal.gr.jp
m @IT

m SE-PostgreSQL
http://www.atmarkit.co.jp/fsecurity/rensai/sepgsqlO1/sepgsqlOl.html

m Fedora Project
N (rawhide)




'm Fedora Project
m Fedora

m  PostgreSQL
m PostgreSQL 8.4.x (2008 )
m PGACE/SE-PostgreSQL

o SE-PostgreSQL

m pl/pgSQL
m Polyinstantiation
m etc, ...
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