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e Always' invoked “
o [amperproot
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SELInux

e OS

IPC etc...

open(“hoge.txt”);
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SELInux

o [E (Type Enforecement)
e RBAC (Role Based Access Contral)

e VLS (Multi Level Security), MCS (Multr Category Security)
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SE-PostgreSOQL

e OS
e SELInux
e SELInux
e Security Server SELinux

o Sliper User
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SE-PostgreSOQL

. DB 77 73
e SOL SELinux
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| SE-PostgresQL il __PostgreSQL (original) __

g read(2) g read(2)
- Document A Document A

= — WA el
[ SystemHigh | Secret | | SystemHigh | Secret |
write(2) write(2)

INSERT INSERT

r“ Document B Document B
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SE-PostgreSOQL

SELECT id, name, price FROM drink
WHERE alcohol=true;
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Case Study (1)

SELECT id, name, price * 1.05 FROM drink WHERE id in (3,4);

Id ... db_column:{select use}
name ... db_column:{select}
price ....db_column:{select}
diiink ... dp_table:{select use}

AUMENIC ... A proceduer:{execute}
AUMErc_ mul ....db_procedure:{execute}

o ... dp_ tuple:{select use}
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e SOL
o SOL WHERE

o SELECT = EROM drink WHERE alcohelf = true;
C o SELECI = EROM drink WHERE alcehgl = triue




Case Study (2)

UPDATE drink SET name='sake’, price = 2 * price WHERE id = 3;

name ... db_column:{update}

price ... db_column:{select update}

Id ... db_coelumn:{use}

diiink ... A table:{select use update}

Int4mul ... A precedure:{execute}
nt4eq ... A precedure:{execute}

S ... A tuple:{select use execute}
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PostgreSQL/SE-PostgreSQL benchmark
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\ —e— PostgreSQL 8.2.5 —=— SE-PostgreSQL 8.2.5-1.23 \

e pgbench -v -c2 -t 64000 4
e CPU: Core2bDuo E6400; Memory: 1GB, HDD: SATA
e shared buffer 5412V
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e OS
| PostgresQL (original) |

g read(2) g read(2)
Document A Document A
| SystemHigh | Secret > [ SystemHigh | [ secret | &

write(2) write(2)
INSERT INSERT

“ Document B \4 Document B
Secret [ Secret ;7 ;>
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SE-PostgreSOQL

e Fedorar RPM
e [Fedora8

o The SE-PostgreSQL Security Guide (Japanese/English)

® 00 dump; pg_dumpall
——enable—selinux
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SE-PostgreSOQL

Labeled IPsec
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e SELInux

e SE-—PostgreSQL

e PostgresSQL

e [rusted Solaris

v PGACE (PostgreSQLL Access Control Extension)
e Fedora Project

® SE-PeStgresQL rawhide(

( 15:30-16:30)
Fedora Project
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e SELInux Sympesium 2007/Developer's Summit
o [WN.net

’E SE-PostereS0L uses SELinux for databaze security [LWMnet] - Microsoft Tnternet Explorer
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e PostgreSQL 8.3.x

v

o pl/pgSOL
o Polyinstantiation

PostaleSQL
S PostgreSOL 8.4.x (2008
v PGACE/SE—PaestgreSQL
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e SE-PostgreSQL

e OSS
e SELInux, PostgreSQL, Fedora Project, ...

o Linux selinux—policy libselinux ...

e OSS 7
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e SE-PostgreSQL
e hitp://code.gooegle.com/ p/sepgsals/
v Subversion RPM

e sepgsal@kalgar.or.jp
o @IT

o SE-PoStgreSQL
nttp://WWW. atmarkit. co. jp/fsecurity/rensai/sepasglOl/sepgsalOd-htmi

e Fedora Mirrors
o FIP rawhide( )
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Any Question
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