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... GRANT/REVOKE DB
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@ OS DBMS
@ OS:
@ DBMS: SQL
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@ SELinux
Q etc...

unconfined u:unconfined r:unconfined t:SystemHigh

system u:object _r:user_home t:Classified
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o (subject) (object) (action)
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postgres=# SELECT security_ label, * FROM drink;
security label

object r:sepgsql ro _table t
system u:object r:sepgsql ro _table t

system u:object r:sepgsql table t

system u:object r:sepgsql table t

system u:object r:sepgsql table t:Classified |
system u:object r:sepgsql table t:Classified |
(6 rows)

@ ‘security label’
Q /

Q SELECT UPDATE
Q WHERE /JOIN ON
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postgres=# SELECT security_ label, * FROM drink;
security label | name | price

object_r:sepgsql_ro_tjEIICEESIEe]

system u:object r:sepgsqgl ro_ t

system u:object r:sepgsql table t | Juice |
system u:object r:sepgsql table t | | coffee |
system u:object r:sepgsql table t:Classified | | beer |
system u:object r:sepgsql table t:Classified | | sake |
(6 rows)

@ ‘security label’
Q /

- SELECT UPDATE
Q WHERE /JOIN ON
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object r:sepgsql ro _table t
system u:object r:sepgsql ro _table t

system u:object r:sepgsql table t
system u:object r:sepgsql tabl s
system_u:object r:sepgsql_tablusrleNell\% SELECT

system u:object r:sepgsql tabl <yl NI ===
(6 rows)

@ ‘security label’
Q /

Q SELECT UPDATE
Q WHERE /JOIN ON



postgres=# select * from customer;

ERROR: SELinux: denied { select }
scontext=unconfined _u:unconfined r:sepgsql test t
tcontext=system u:object r:sepgsqgql secret_table t
tclass=db_column name=customer.credit

postgres=# select cid, cname from customer;

cid | cname

_____ B
1 | kargai
2 | yamada
3 | kimura
(3 rows)
SQL etc...
DB
@ SELECT DELETE
Q
\/ (11 7

(1/2)




(2/2)

postgres=# select * from customer;

ERROR: SELinux: denied { select }
scontext=unconfined _u:unconfined r:sepgsql test t
tcontext=system u:object r:sepgsqgql secret_table t
tclass=db_column name=customer.credit

postgres=# select cid, cname, show credit(cid) from customer;

cid | cname show_credit
_____ S S

1 | kargal | 1111-XXXX=XXXX—XXXX

2 | yamada | 5555-XXXX=XXXX—XXXX

3 | kimura | 9999 -XXXX—-XXXX—XXXX
(3 rows)

@ Trusted Procedure
@ SQL
Q "credit”

@ Web



@ Fedora Project

@ sepostgresql Fedora 8
@ SELinux
@ Red Hat EL/Cent OS
@ RHELS5 /
@ RHEL6 EPEL

EPEL = Extra Packages for Enterprise Linux

@ PostgreSQL
@ v8.4
http://wiki.postgresql.org/wiki/CommitFest:2008-11
Q v8.5 (
o Fedora (




Installing:

sepostgresql 1386 8.3.6-2.1518.fcl1 rawhide

Transaction Summary

Installed:
sepostgresql.i1386 0:8.3.6-2.1518.fcll

Complete!
[root@masu ~]# Zetc/init.d/sepostgresgl i1nitdb

Initializing database:
[root@masu ~]# Zetc/init.d/sepostgresgl start

Starting sepostgresql service:

@ Fedora
Q Fedora orz

= / / etc...
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@ TE/MCS

@ sepgsqgl_table t
@ sepgsqgl_secret_table t
@ sepgsqgl_fixed table t ... SELECT/INSERT
@ staff sepgsqgl proc _exec t
.. staff t SQL



Horma DB (2/2)

L
sepgsqgl_table t PostgreSQL
/
*
o system u:system r:httpd t:s0:c3
o staff _u:object r:sepgsql fixed table t:sO
@ INSERT staff u:object _r:sepgsql fixed table s:s0:c3
o SQL

CREATE TABLE audit (
id serial primary key,

data text
) security label = “system u:object r:sepgsql fixed table t:sO’
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o[XJ OS

@ about us
Q 0OS etc...

@ Web: http://www.secureos.jp/

@ ML: users-ml@secureos.|p
@ ON)
L* )
o / /
(* )
@ SELinux

@ LAPP/SELinux
@ TOMOYO Linux
@ POSIX Capability
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