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Security-Enhanced PostgreSQL SE-PostgreSQL

(RDBMYS) PostgreSQL SELinux
SE-PostgreSQL (0N}
(ON]
1.1  Security Enhanced PostgreSQL
DBMS (ON]
SE-PostgreSQL  SELinux oS
( DB )
PostgreSQL
PostgreSQL
oS DAC MAC
PostgreSQL SE-PostgreSQL
DB
DBMS
DBMS
SE-PostgreSQL
SE-PostgreSQL
PostgreSQL

SE-PostgreSQL
SE-PostgreSQL TCP/IP

SE-PostgreSQL

SELinux

SE-PostgreSQL

DB
DBMS
DB
5.3 Labeled
SELinux



SE-PostgreSQL

SELinux

insert write

SE-PostareSOL PostareSOL
©. - Q. -
SystemHigh | Secret | » SystemHigh [ Secret | »

insert write

SE-PgSQL File System SE-PgSQL File System
Secret ’ Secret | > | Secret | >
select read g select read
Security
- -0 |o=m |- (-0
[~—] was LOST! [~
SystemLow SystemLow
1
”Secret” (Syst entHi gh)
”Secret”
(Syst eniLow
Syst enHi gh RDBMS
Syst enLow
SE-PostgreSQL ”Secret”
Syst enLow RDBMS ”Secret”
1.2
SE-PostgreSQL PostgreSQL
PostgreSQL PostgreSQL global development group PGACE
SE-PostgreSQL SE-PostgreSQL
SE-PostgreSQL  PostgreSQL SE-PostgreSQL PostgreSQL
SE-PostgreSQL  PostgreSQL BSD
URL
BSD License: http://ww. postgresql.org/about/licence




2 SE-PostgreSQL

SE-PostgreSQL
2.1  SELinux

SE-PostgreSQL  PostgreSQL

SQL DB
Linux SELinux
SELinux
[ Database Client ]
Result set SQL Query
SQL Parser SE-PostgreSQL SELinux
and I core Module | L[ Kernel
Execution US(X\S/F(;&CE 11 AW
Engine ¢ #
VS -
ecurity
-
SE-PostgreSQL Linux kernel
2 SE-PostgreSQL
SELinux (Subject) (Object)
(Action)
4.SELinux
SE-PostgreSQL oS TE MLS/MCS
(ON)

SE-PostgreSQL  AVC(Access Vector Cache)

2.2

SELinux id -z

[root @asu ~]# id -Z
root:systemr: unconfined t: SystenLow Syst enHi gh

SELinux
id -Z




SELinux

IPC
ls —Z
[root @asu ~]# |s -Z /etc/passwd
-rWr--r-- root root systemu:object r:etc_t / et c/ passwd
4.1
SELinux SELinux

Defined in the policy

user_u:system_r:user_t | system_u:object_r:user_home_t
3
3 SELinux
SE-PostgreSQL DB SELinux
DB
SE-PostgreSQL ()

security_cont ext

kaigai=# select security context, * from drink;

security context | id | name | price | alcohol

user _u:object r:sepgsql table t | 1| coffee | 120 | f
user _u:object r:sepgsql table t | 2| tea | 120 | f
user _u:object r:sepgsql table t | 5 | water | 110 | f
user _u:object r:sepgsql table t | 6 | coke | 110 | f
user u:object r:sepgsql table t:Secret | 3| wine | 360 | t
user _u:object r:sepgsql table t:Secret | 4 | beer | 240 | t
(6 rows)
PostgreSQL DB

DB

pg_cl ass pg_attribute



SE-PostgreSQL

2.2.1

DB DB

SELinux API
SE-PostgreSQL API
(ON]
SE-PostgreSQL

UNIX SE-PostgreSQL

TCP/IP SE-PostgreSQL IPsec Labeled Network
5.3 Labeled

2.3 SE-PostgreSQL

PostgreSQL SQL

Query Parser “

= >
Query Analyzer

SE-PostgreSQL SQL 4 =
SQL DB [ Query Rewriter
- =

SE-PostgreSQL
= =

PostgreSQL [ Query Optimizer
= =

[ Query Executor

‘.

—  J J

SE-PostgreSQL

PostgreSQL  Query analyzer
4 SE-PostgreSQL

SE-PostgreSQL  Query rewriter
SE-PostgreSQL
Query ewriter

SQL (1) nmy_vi ew SQL 2)
Query rewriter ~ SQL ) SQL 3)

(1) CREATE VIEWny_view AS SELECT a, b + ¢ AS x FROM ny_t abl e;
(2) SELECT a, x * x FROM ny_vi ew,
(3) SELECT a, (b +c¢) * (b + ¢c) FROM ny_tabl e;




SE-PostgreSQL Query rewriter SQL

SQL
PostgreSQL ACL DB
ACL
DB
SE-PostgreSQL
24  SOL
SE-PostgreSQL SQL DB
SE-PostgreSQL SQL
SQL
SELECT nane, price, weight FROM product;
SQL pr oduct nane, pri ce, wei ght
SE-PostgreSQL DB
SQL
pr oduct t abl e: sel ect nane, pri ce, wei ght
col um: sel ect
SE-PostgreSQL / 3.DB
SQL WHERE
SELECT nane, 1.05 * price FROM product WHERE wei ght > 500;
SQL pr oduct nane
price WHERE wei ght
pr oduct tabl e: {use sel ect} nane, price col um: sel ect
WHERE wei ght col unm: use
SQL * >’ PostgreSQL

! SE-PostgreSQL
pr ocedur e: execute

! ol int int4mul double
float8mul



SQL

UPDATE product SET price = 1.20 * price, name = ‘rice’ WHERE id = 51

SQL pr oduct price, nanme,id
price
price col um: { sel ect updat e} nane
col um: updat e id
WHERE col um: use
SQL UPDATE price id
pr oduct
tabl e: {use sel ect updat e}
DELETE FROM product RETURNI NG *;
SQL pr oduct
* pr oduct
pr oduct RETURNING
pr oduct tabl e: {sel ect del ete}
*
pr oduct col um: {sel ect}
DDL DML SQL
ALTER TABLE product RENAVE TO ol d_product;
tabl e:setattr
PostgreSQL
dat abase: setattr
CREATE TABLE DB
sinmpl e_tbl
tabl e: create X,y colum: create
SE-PostgreSQL
CREATE TABLE si nple_thl (
X integer,
y varchar(32)
)
TEXT TOAST
DB



25 SQL
SQL
SQL

SE-PostgreSQL

SQL

SE-PostgreSQL

SQL

DB

SQL

WHERE

BEFORE:

ALTER:

SELECT * FROM product WHERE price > 500;

SELECT * FROM pr oduct WHERE pri ce > 500 AND sepsqgl_tuple_perms(...

sepgsql _tupl e _perns()

JOIN

fal se

true

g Result set
=] —

allowed

[ sepgsql_tuple_perms(...)

TABLE: product

o1

N g

denied

Violated tuples

SE-PostgreSQL ~ UPDATE

BEFORE:

AFTER:

UPDATE product SET price

1.05 * price;

10




UPDATE pr oduct SET price=1.05* pri ce WHERE sepgsql_tuple_perms(...);

2.51 (UNIQUE )
UNIQUE
SE-PostgreSQL
UNIQUE SE-PostgreSQL
UNIQUE

SE-PostgreSQL

SE-PostgreSQL Polyinstantiation

UNIQUE

2.5.2 (Foreign Key )
PostgreSQL
SE-PostgreSQL
/
/
/
/
TABLE : team (refered table) TABLE : player (refering table)
tid tname id | tid name pitcher
10 ‘Seattle Mariners’ 51 | 10 *Suzuki Ichiro’ false
20 ‘New York Yankees' 55 | 20 ‘Matsui Hideki’ false
25 ‘Chicago White Sox’ 18 | 30 | ‘Matsuzaka Daisuke’ true
30 ‘Boston Red Sox!’ 2 |10 *Johjima Keniji’ false
T Foreign Key constraint 29 ?O lgawa Kei fue
6
6 pl ayer tid t eam tid

11

pl ayer




{id=15, tid=25, nanme=’lguchi Tadahito’, pitcher=fal se}

player tid t eam tid
t eam tid=25
pl ayer
t eam tid=25
PostgreSQL /
/ ON UPDATE ON
DELETE CASCADE/SET NULL/SET DEFAULT
/
PostgreSQL 5.35
SE-PostgreSQL /
/
/ / /

SE-PostgreSQL

SE-PostgreSQL

253 (OUTER JOIN)
SE-PostgreSQL LEFT/RIGHT/FULL OUTER JOIN
SQL
ON PostgreSQL
LEFT OUTER JOIN
ON
(RIGHT OUTER JOIN) (FULL OUTER JOIN)
SE-PostgreSQL

SQL

SELECT * FROMt1 LEFT QUTER JONt2 ONtl.id = t2.id;

SE-PostgreSQL SQL

JOIN

12



SELECT * FROM
(SELECT * FROM tl1 WHERE sepgsqgl _tuple perms(...)) AS tl1
LEFT QUTER JO N t2
ONtl.id =t2.id and sepgsql_tuple perms(...);

2.6  Trusted Procedure

SE-PostgreSQL
Trusted Procedure

SELinux 4.2.1 (Domain Transition)

Trusted Procedure

Trusted Procedure DB
OS  SetUID SQL  Security Invoker
DB
Trusted Procedure cust oner
passwor d passwor d
customer
id name email password
11 ‘KaiGai’ | kaigai@example.com ‘aaa’
12 ‘tak’ tak@example.net ‘bbb’
13 ‘ymj’ ymj@example.org ‘cec’
passwor d SQL Trusted
Procedure passwor d
passwor d
cust oner . passwor d Trusted Procedure
SQL check_cust onmer _passwor d custonmer.id
bool

CREATE or REPLACE FUNCTI ON check_cust oner password (i nteger, text)
RETURNS bool LANGUAGE 'sql'
as ' SELECT password = $2 FROM custonmer WHERE ui d=$1";

Trusted Procedure
sepgsql trusted proc_t  Trusted Procedure

ALTER FUNCTI ON check_custoner _password (i nteger, text)
CONTEXT = 'user _u:object r:sepgsql _trusted proc_t';

Trusted Procedure SQL

13



passwor d

kaigai=# SELECT * FROM customer WHERE id = 11;
ERROR: SELinux: denied { select } scontext=user u:system r:initrc t
tcontext=user u:object r:sepgsql secret table t tclass=column name=password

passwor d SE-PostgreSQL

kaigai=# SELECT id, name, email FROM customer WHERE id = 11;
id | name | email

11 | KaiGai | kaigai@example. com

(1 row)
passwor d SELECT
passwor d
kaigai=tt SELECT id, name, email, check customer password(id, 'bbb’) FROM customer;
id | name | email | check customer password
11 | KaiGai | kaigai@example.com | f
12 | tak | tak@example. net | t
13 | ymj | ymj@example. org | £
14 | erina | erina@example.mil | f
(4 rows)
Trusted Procedure check_cust oner _passwor d
passwor d

14



3 DB

DB SE-PostgreSQL
SELinux 4.SELinux
3.1
DB
SELinux (
)
SE-PostgreSQL
58
database table procedure column blob tuple
create create create create create relabelfrom
drop drop drop drop drop relabelto
getattr getattr getattr getattr getattr use
setattr setattr setattr setattr setattr select
relabelfrom relabelfrom relabelfrom relabelfrom relabelfrom update
_____ relabelto | relabelto | relabelto |  relabelto |  relabelto | insert
access use execute use read delete
install_module select entrypoint select write
load_module update update import
get param insert insert export
set_param delete
lock
1 /
DB
PostgreSQL DB
tabl e, col um, tupl e
3.2 DB
DB DB
(create) (dr op) (getattr) (setattr)

(rel abel from rel abel t 0)

15




i nsert/del ete

DB
create
CREATE TABLE CREATE DB DB
DB
create
SQL DB
CREATE TABLE
| o_create() create
drop
DROP TABLE DROP DB
drop
SQL DB
DROP TABLE
l o_unlink() drop
getattr
DB
SELECT
DB getattr
setattr
ALTER TABLE ALTER DB
DB setattr
ALTER DB /
ALTER TABLE tblname ADD colname ... ;
relabelfrom/relabelto
ALTER security_cont ext UPDATE DB
rel abel from rel abelto
DB
rel abel from rel abelto

3.3

dat abase

16
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DB



CREATE DATABASE
SE-PostgreSQL SE-PostgreSQL

sepgsql _db_t

access

access
SE-PostgreSQL

install_module

(DLL) DLL
i nstall _nodul e
DLL LOAD DLL
staff _t sepgsql _db_t
DLL lib t

allow staff _t sepgsql _db t : database install nodul e;
allow staff t lib t : database install_nodul e;

load_module

(DLL) SE-PostgreSQL DLL
| oad_nodul e SE-PostgreSQL
| oad_nodul e
i nstall _nodul e DLL  SE-PostgreSQL

all ow sepgsql _db t lib_ t : database | oad_nodul e;

get_param

SHOW
get _par am

/
set_param

SET
set _param

17



3.4

tabl e 6
CREATE TABLE
tabl e
sepgsql table t
use
SQL (WHERE  JOIN ON  HAVING ) GROUPBY
ORDER BY use
UPDATE drink updat e
use WHERE dri nk id
UPDATE drink SET price = 120 WHERE id = 4;
select
SELECT COPY TO
sel ect
UPDATE
RETURNING SQL
DELETE dri nk del et e
sel ect RETURNING
DELETE FROM dri nk RETURNI NG *;
use
sel ect use
ORDER BY
update
UPDATE updat e
insert
INSERT COPY FROM
i nsert

18




delete

DELETE TRUNCATE
del et e
lock
LOCK
| ock
3.5
col um 4

CREATE TABLE ALTER TABLE

column
use
SQL (WHERE  JOIN ON  HAVING ) GROUPBY
ORDER BY use
SELECT id nane sel ect
al cohol price use WHERE
al cohol ORDER BY price

SELECT i d, nane FROM dri nk WHERE al cohol = true ORDER BY price;

select
sel ect
SELECT
sel ect
—  INSERT/UPDATE/DELETE RETURNING
- COPYTO
SQL uid unamne
sel ect bi rt hday select
SELECT ui d, unane, age(birthday) FROM person;
use
sel ect use

ORDER BY

19




update
UPDATE

insert

INSERT
i nsert

NULL

3.6

tuple

INSERT COPY FROM

pg_class pg_proc

create
relabelfrom/relabelto

security_cont ext
rel abel from

updat e
i nsert
7
tuple
INSERT tuple
UPDATE

rel abelto
rel abel from

rel abelto

use

SQL (WHERE JOIN ON HAVING ) GROUP BY ORDER BY

use
use /

select

SELECT RETURNING

COPY TO
sel ect
sel ect

update

UPDATE updat e

20



updat e
insert

INSERT

INSERT
i nsert

delete

DELETE
delete

TRUNCATE

SE-PostgreSQL
TRUNCATE

TRUNCATE
DELETE

3.7

procedure

CREATE FUNCTION

execute

SQL

PostgreSQL SQL
i nt4eq
execute
PostgreSQL
execute

entrypoint

Trusted Procedure
ent rypoi nt
Trusted Procedure
Trusted Procedure
procedure

COPY FROM
i nsert
security_cont ext
del ete
del ete
procedure

sepgsql _proc_t

execut e

4byte

SQL

Trusted Procedure

transition

21
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Trusted Procedure

al | ow <client domai n> <procedure type>

procedure { execute entrypoint }; .. (D)
al | ow <client domai n> <new donai n}
process { transition }; ... (2)
type_transition <client domai n> <procedure type>
process <new donai n> ; ... (3)
(1) Trusted Procedure (2)
<new domain> 3) Trusted Procedure
<new domain>
3.8
blob
PostgreSQL

SE-PostgreSQL

| o_create()

blob

sepgsql bl ob_t

read

| oread()
read pg_| ar geobj ect

write

lowite()
wite pg_| ar geobj ect

import/export

| o_inport() (0N
| o_export()
oS
(0N (0N
| o_inport() | o_export() DB
read/write oS read/write
SE-PostgreSQL read/write  SELinux

lo_ import() lo_export()

22




SE-PostgreSQL

blob:{export import} E SE-PostgreSQL write i
> Server Process [~ !
i ~ read i
g blob:write i
= ——foio0) |
blob:read . !
Client | filesystem
SE-PostgreSQL Host
7 import/export
i mport /export
| o_inport()
SE-PostgreSQL i mport
| o_export()
SE-PostgreSQL export

23



4 SELinux

SE-PostgreSQL SELinux
4.1
SELinux
SELinux
SE-PostgreSQL DB
( ) MLS
user _u: systemr : unconfined t : s0-s0:c0. c255
/\ A\ /\ /\
| — | —
- . ] [ws
8
oS
user _u
RBAC
obj ect _r
TE
MLS MLS/MCS ncstrans
MLS Syst enHi gh
SELinux TE, MLS/MCS, RBAC
SELinux
4.2 TE(Type Enforcement)
Type Enforcement
SELinux

file:read TCP
t cp_socket : accept

24




process: ki |

PostgreSQL
postgresql_t

n-""S-u-t-)j-e-c-t """" " (Class:Permission) Object
9 Type Enforcement
TE
al |l ow postgresql t postgresql _db t : file { read getattr };
SELinux Reference Policy
4.2.1 (Domain Transition)
unconfi ned_t
unconfi ned_t staff _t
staff _t

TYPE_TRANSI Tl ON <sour ce donai n> <target type> : process <dest donai n> ;

Apache Apache httpd_t

25



TYPE TRANSITION initrc_t httpd exec_t : process httpd t ;

,- execve(‘/bin/passwd’) -.

shadow_t

10
10 / et ¢/ shadow
/ bi n/ passwd passwd_t
/ et ¢/ shadow
/ bi n/ passwd
UNIX  SetUID

Linux /sbin/init

4.3 RBAC(Role Based Access Control)

SELinux RBAC
4 P N
user_r 1
domainl >
)
\ _ \
foo_admin_r
CEDRCTY
. J
var_admin_r
11 RBAC
11 RBAC donmai nl donmai n2, donumi n5, donai n6
user _r
foo admin_r donai n5, domai n6

26



var_admin_r domai n2

4.4  MLS(Multi Level Security) & MCS(Multi Category Security)

MLS Bell-La-Padulla
(sensitivity)
(category)
1.
2.
3.
High cO cl c2 c3
A
TopSecret —
(s3) []
N\

Secret oo s0-s2:cl.c2
(s2) =
Classified
(Sl) sl:c0.cl

Unclassified —

M s0:c2

Low (SO)
12 MLS

12 MLS MLS s0-s2:cl.c2

s0:c2 s3:cl
sl:c0.cl
MCS MLS

27



c3
sO
13 MCS
13 MCS MLS s0-s0:cl.c2
s0:c2 s0:¢c0.cl

4.5  SELinux

4.5.1 Enforcing mode Permissive mode

SELinux Enforcing mode Permissive mode
SELinux  Enforcing mode

Permissive mode

Permissive mode setenforce

/etcl/selinux/config

Enforcing mode

senanage

4.5.2 (Boolean)
(boolean) SELinux
on off set sebool
get sebool
SE-PostgreSQL 5.2.6 (boolean)
453 semanage
senmanage MLS
ncstrans MLS
manpage

28



5  SE-PostgreSQL

SE-PostgreSQL
5.1 SE-PostgreSQL

PostgreSQL /

DB

pg_dump

--enabl e-security

SQL

pg_dumpall

--enabl e-security

SQL

pg_restore

pg_restore pg_dunp

5.2

SELinux

SELinux Targeted

pg_dunpal |

Strict

29

pg_dunp pg_dunpal

DB

—enabl e-security

DB

Targeted



unconfi ned_t

SQL
SE-PostgreSQL
DB
5.2.1
Targeted
sysadm t DDL

SE-PostgreSQL

5.2.2 / /

sepgsql_table_t

/ /

sepgsql_secret_table_t

sepgsql_ro_table_t

sepgsql_fixed_table_t

DB

SQL

Strict

DDL

DB

unconfi ned_t

Trusted Procedure

Trusted Procedure
SELECT

Trusted Procedure
SELECT

30

sysadm t

SQL

Strict

PostgreSQL

DML

INSERT DML

DB

DDL



sepgsql_sysobj_t
PostgreSQL DB

sepgsql _enabl e_users_ddl

5.2.3

sepgsql_proc_t

sepgsql _proc_t

sepgsql_user_proc_t

sepgsql _user_proc_t

sepgsql _proc_t

sepgsql_trusted_proc_t

Trusted Procedure
sepgsql trusted proc_t

Trusted Procedure DB
SE-PostgreSQL
5.2.4
sepgsql_blob_t

sepgsql bl ob_t
PostgreSQL

sepgsql_ro_blob_t

Trusted Procedure
sepgsql _ro bl ob_t
sepgsql_secret_blob_t

31
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Trusted Procedure
sepgsql secret _blob_t

5.2.5

sepgsql_db_t

5.2.6 (boolean)

SE-PostgreSQL (boolean) SE-PostgreSQL

sepgsql_enable_unconfined

/ off
on

sepgsql_enable_users_ddl

DDL off
CREATE TABLE DDL on

sepgsql_enable_auditallow

on
DB
off

sepgsql_enable_auditdeny

on

DB
on
sepgsql_enable_audittuple
/ /
/ sepgsql _enbal e_audi tal | ow
sepgsql _enabl e_audi t deny on
sepgsql _enabl e_audittuple
/
off
5.3 Labeled IPsec
Labeled IPsec
TCP/IP SE-PostgreSQL

Labeled IPsec
SELinux Labeled IPsec

32



e kernel (Labeled Networking
e ipsec-tools-0.6.5-6
Labeled IPsec kernel

Red Hat Enterprise Liux 5

Labeled IPsec IPsec

i psec-tool s

IPsec

SE-PostgreSQL
SE-PostgreSQL

CONFIG_SECURITY NETWORK_ XFRM=y
CentOS 5 Fedora core 6

racoon

IP 192.168.11.6
IP 192.168.11.8

IPsec

SE-PostgreSQL

=

i

=

192.168.11.8

192.168.11.6

SPD(Security Policy Database)
IPsec

SPD

1P

[ (192. 168. 11. 6) ]

-P out ipsec
esp/transport//require;

-Pin ipsec
esp/transport//require;

spdadd 192.168.11.6 192.168.11.8 any
-ctx 1 1 "system u:object _r:unlabeled t:s0"

spdadd 192. 168.11.8 192. 168.11. 6 any
-ctx 1 1 "system u:object r:unlabeled t:sO

2. setkey SPD

# setkey -f <SPD >

/etc/racoon/racoon.conf

racoon

/ et c/ racoon/ racoon. conf

(192.168.11.6)

33




1P

[ (192. 168. 11. 6) ]
# Racoon | KE daenon configuration file.
# See 'man racoon.conf' for a description of the format and entri es.
pat h include "/etc/racoon"
path pre_shared_key "/etc/racoon/psk.txt";
path certificate "/etc/racoon/certs";
sai nf o anonynous
{
pfs_group 2;
l[ifetime tine 1 hour
encryption_al gorithm 3des, blowfish 448, rijndael
aut henti cation_al gorithm hmac_shal, hnmac_nd5
conpressi on_al gorithm defl ate ;
}
remote 192.168.11.8
{
exchange_mode aggressive, main;
my_identifier address;
proposal {
encryption_algorithm 3des;
hash_algorithm shal;
authentication_method pre_shared key;
dh_group 2 ;
}
}

/etc/racoon/psk.txt

(Pre Shared Key)
/ et c/ racoon/ psk. t xt

(192.168.11.6) 1P
[ (192. 168. 11. 6) ]
# file for pre-shared keys used for |KE authentication
# format is: ‘'identifier' 'key'
# For exanpl e:
#
# 10.1.1.1 flibbertigi bbet
# www. exanpl e. com 12345
# foo@ww. exanpl e. com ni cropachycephal osaurus
192. 168. 11. 8 somet hi ngsecr et t ext
racoon

racoon
# racoon

(192.168.11.8) (192.168.11.6)

racoon

34



6.1 SQL

SE-PostgreSQL SQL
SQL

6.1.1 CREATE DATABASE

CREATE DATABASE dbnane CONTEXT = ‘context’

PostgreSQL CREATE DATABASE

dat abase: {creat e}

kai gai =# CREATE DATABASE testdb

CONTEXT = 'system u: object r:sepgsql _db_t'
CREATE DATABASE
kai gai =#

6.1.2 ALTER DATABSE

ALTER DATABASE dbnanme CONTEXT = "context-

PostgreSQL ALTER DATABASE

dat abase: {setattr rel abel fron}
dat abase: {rel abel t 0}

kai gai =# ALTER DATABASE t est db

CONTEXT = 'user _u:object r:sepgsql _db t:s0:c0';
ALTER DATABASE
kai gai =#

dat abase: {rel abel from rel abel t 0}

35



6.1.3 CREATE TABLE

CREATE TABLE t bl nanme (
col name <TYPE> [ <CONSTRAI NT>] CONTEXT = ‘column context’,

) [<table options>] CONTEXT = ‘table context’

PostgreSQL  CREATE TABLE

tabl e: {create}
col umm: { cr eat e}

kai gai =# create table tbhl1 (
idinteger primry key
context = 'system u:object r:sepgsql _table t',
body t ext
context = 'system u:object r:sepgsql _secret table t'
) context = 'system u:object r:sepgsqgl _table t:s0:c0';
CREATE TABLE
kai gai =#

6.1.4 ALTER TABLE

ALTER TABLE t bl name [ ALTER col nane] CONTEXT = "context”

PostgreSQL ~ ALTER TABLE

tabl e: {setattr rel abel fron}
tabl e: {rel abel t 0}
colum: {setattr rel abel fron}
col um: {r el abel t 0}

kai gai =# ALTER TABLE dri nk

CONTEXT = 'user _u:object r:sepgsql _secret table t';
ALTER TABLE
kai gai =#

tabl e: {rel abel fromrel abel t 0}
col um: {r el abel t 0}
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6.1.5 CREATE FUNCTION

CREATE [ OR REPLACE] FUNCTI ON (<type>,...)
RETURNS <type> [<options> ...] CONTEXT = ‘context’
[AS ‘<definition>"]

PostgreSQL  CREATE FUNCTION

procedure: {create}

kai gai =# create or replace function | ess than (integer, integer)
returns bool |anguage 'sql'
context = 'system u:object r:sepgsql _trusted proc_t'
ss 'select $1 < $2';

CREATE FUNCTI ON

kai gai =#

6.1.6 ALTER FUNCTION

ALTER FUNCTI ON funcnane CONTEXT = "context"

PostgreSQL ALTER FUNCTION

procedure: {setattr rel abel fron}
procedure: {rel abel t o}

kai gai =# alter function check person_passwd(i nteger, text)
context = 'user_u:object r:sepgsql _trusted proc t';

ALTER FUNCTI ON

kai gai =#

procedure: {rel abel from rel abel t o}

6.2 SQL

SE-PostgreSQL SQL
SQL
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6.2.1 sepgsel_getcon()

sepgsql _getcon() returns security_ | abel

sepgsql _getcon() Trusted
Procedure

kai gai =# sel ect sepgsql _getcon();
sepgsqgl _get con

root:systemr: unconfined t: SystenLow Syst enHi gh
(1 row

6.2.2 lo_get security()

o _get security(Qd loid) returns security_ | abel

| o_get _security() loid
blob: {getattr}

kai gai =# sel ect |0 _get security(16410);
| o_get _security

user _u: obj ect r:sepgsqgl _blob_t

(1 row

6.2.3 lo_set_security()

lo_set security(Qd loid, security |label context) returns bool

| o_set _security() loid
cont ext blob: {setattr relabelfrom}
blob: {relabelto}
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kai gai =# sel ect
| o_set security(16410,"' user _u: object r:sepgsql _secret blob t');
| o_set _security
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