
Web Server Client Browser

provide Payment Options within Form & Total

Submit form to MyController/doPayment

Redirect to final page

Choose payment type & fill out 

any other supplied form fields.

Create payment & 

link to PaidObject

Internal Payment

Web Server Client Browser

SSL secured payment details form + total etc

Submit form to MyController/doPayment

Choose payment type & fill 

out any other supplied form 

fields.

Create payment & 

link to PaidObject. 

Submit payment 

details etc

Merchant Hosted Payment

External Gateway Server

Send payment details

Redirect to final page



Web Server Client Browser

provide Payment Options within Form & Total

Submit form to MyController/doPayment

Redirect to gateway payment

Choose payment type & fill 

out any other supplied form 

fields.
Create payment & 

link to PaidObject

Obtain gateway 

payment URL via 

REST or SOAP 

API.

External Gateway Payment 1

External Gateway Server

Redirect to gateway payment

request/recieve payment URL

Fill out Credit Card details 

and any other required fields.

Redirect to Payment HandlerRedirect to Payment Handler
Update/save 

payment status & 

allow any extra 

PaidObject 

processing. Redirect to final page

Do cross-check (if allowed by gateway API)

External Payment Form

Bank 

processing etc.

Web Server Client Browser

provide Payment Options within Form & Total

Submit form to MyController/doPayment

Hidden populated form + redirect JS

Choose payment type & fill 

out any other supplied form 

fields.
Create payment & 

link to PaidObject.

Generate form to 

submit to external 

gateway.

External Gateway Payment 2

External Gateway Server

Form submission to external gateway

Fill out Credit Card details 

and any other required fields.

Redirect to Payment HandlerRedirect to Payment Handler
Update/save 

payment status & 

allow any extra 

PaidObject 

processing. Redirect to final page

Do cross-check (if allowed by gateway API)

External Payment Form

Bank 

processing etc.

Tampering risk here
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